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SYSTEMS AND METHODS FOR FACI LI TATI NG | NSTANT

COVMUNI CATI ONS OVER DI STRI BUTED CELLULAR NETWORKS
woraGsi@AL Fl ELD The patent application rel at @T/CA2004/001993

generally to systens and nethods for facilitating

i nstant communi cati ons over distributed networks, for

exanpl e Push-to-Tal k(tm) over Cellular (PoC) .

DESCRI PTI ON OF THE RELATED ART Networ k delivered

Séél}iﬁfwﬁg]ag 0S€ prow%&g %&f&e@%ﬁc It ureﬁﬁWCATIONs

exanpl e, prOVEHeDmSEREBH$EUeQEDBHLmRtNEEWeRaBiIity to
communi cate with each other in an instant manner, much
I|ke wal ki e-tal kies, but over a network. Referring to
F reis shovvn a conventional PoC
arch|tecture defi ned by 3GPP standards bodies for

i pl ementhdpdeditc EXcd fisdiante LHEBING Sd T OBy dde
specificati on under devel oprment fromthe Open Mbjle

sysgensrand jnetipds APPotaci L -atpinm ois e communicat ions
My M g G 05¢ So-Talk™

OVspecﬁlR {]I%llto%% a?%pclg)rﬂ%%r po%té%rﬁgrel n by et e?enceoYerF

Celhelar ef@oClty. In the conventional architecture, the
conmponents conprising the PoC archi tecture are | ocated

L.t hi e rrier’ a directly rel ated
DE%%Bf%#iéﬁk%ﬁgj.%5@%5¥ﬂ§3ﬂ§£ . A PCC client device 101

TV 1T OTT

is shown accessing a carrier network 100 for

hal f - duptepweamael Dadted idgtugh dbrmlebcatite®ss often in
network 103. Wthin the carrier network 100, there is
half glypiex apenan suthed Hithege RERYIRE BY RPe SIP/IP

arcﬁ‘?{:@eéfl e ?5P%k%f@eﬁ£v§d€9w9iféi@s:?e&@@§@eé h#ith the

evi ces, authenticating and authorizing PoC
abikErg, tancowharjeatepoi th nepcihet e rirrameinwt&ntal manner,

B R A A TR O

Referring to Figure 1, there is shown a

conventional PoC architecture defined by 3GPP standards
bodies for implementing half-duplex instant communications.
The specification under development from the Open Mobile
Alliance is: OMA-AD PoC-V1 0-20031017-D and OMA-AD_ PoC-V1_0-
20041005-D. Both of these specifications are incorporated
herein by reference in their entirety. 1In the conventional
architecture, the components comprising the PoC architecture
are located within the carrier’s network or a directly
related third-party service provider. A POC client device
101 is shown accessing a carrier network 100 for half-duplex
communication through wireless access network 103. Within
the carrier network 100, there is a SIP/IP Core 102. Some
of the functions of the SIP/IP Core include routing the SIP
signalling between the PoC client devices, authenticating
and authorizing PoC users, and charge reporting. The

carrier network also has Group and List Management Server
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GLMS server 104 nanages groups, contact |ists and

access lists. The PoC server 106 functions include,
waoaznosigsiodher t hi ngs, SIP and group sessi on harrtdT/©s2004/001993

policy control for access to groups, group session

control, and access control. The presence server 108

manages presence informati o® and conbi nes vari ous

presence-related infornmation into a single presence
(GIM)uredt,. PoG sshorer i1 diand erigsdancd eenvmwefi§ ondfhe

el GRAGEE U sl adnm R 1 T e R oo

1idEEC sernerpddGedtiar NRteMEU G 1Y |iIdiaide 1 Qhargl dtieer
network's GLMS 104 . The conventional architecture is

thimgsyordd Bpdhtaroure ries siomband el ng n ol ispereafrr ok for

[ Bga [ Qggfgﬁgg L SPMRAEY S tahdreke
ac%%tﬁrg u c%’i oh. (I d%lré:r?tl es usle’d a&or 44 control.
Thet preesesatd @ ProOuRmETEs mresads iiol foranedi dabland

through the carrier's Goup .and List. Managenent Server
CORRYTE VRO RIS AL e Sraaele
preédéndBdfpdndfte, carrier’'s SIP Core 102 using only SIP

identities. The ability for |lateconers to join a chat

session is also supported. These requirenments nean
that thdsahavy ip Riddie lRoGkdde sinventianadery

'RY d e Yelo) 0 : :
v Ree S LR A AL STERRERTIRINIRE {he
acdeaded hitte S i faesctairamadnityy ataidwdil eha triie twarlsi s @@ GC

wireless carrier. At this tjime, users bel ongi t ,
SeTHT U T AIHOTS I SHY TRifiThe CHRC PO network’s
GLMEMERY ARLOrEimeedto il el fasiatle idganRdiEdpaator

provides a private instant comunications processing
cendiwirentwhere s esingkoraratiah oy (IREE Iy stunsarader

ne QIR o diSTAd s G lale WHUSLR R Bl dif! eSS
identities used for conversations and group chats are
publicly available through the carrier’s Group and List
Management Server (GLMS) 104. Requests for conversations
and group chats are made to the carrier’s SIP Core 102 using
only SIP identities. The ability for latecomers to join a
chat session is also supported. These requirements mean
that the ability to create PoC sessions is not very private

and eavesdropping could become commonplace.

On the other hand, PoC services are limited due to
the fact that services are only available within a single
wireless carrier. At this time, users belonging to different

wireless carriers cannot conduct PoC.

SUMMARY

According to one broad aspect, the application
provides a private instant communications processing element

for use in conjunction with a first carrier network, the
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plurality of wireless user devices, the first
plurality of wireless user devices conprising at | east
woanes/051003t private user device, and bei ng conPCyuAa2m41001993
route signals fromthe at |east one first private user
device to the private instant comruni cations
processing el ement, the private instant conmuni cations
processi ng el enent being adapted to: receive instant
firshnuarréeronetwbghapsovidhnghwiaeléeasacoassftosa first
1 ri¥aﬁe user .d |ce Vi a tae first E iork'. £
p1fEr] 5E% PRVARE EBRMHAF EatPBAGEST ghAP bi5EESBIREABAGY ©
w1£@§eé§065¥§ddéG§EéBtcé@ﬁﬁﬂ@iﬁ@th@n§e§sgnahé Eoesthpravate
| east one first private user device and to transmt

useﬁs@aﬁ@ceonﬁnﬁuba@ngngogfgaargthOtﬁ@uﬁﬁ pégaplgnérom the
atfi§ tp5h¥akfr§§eéng€§t %é? &§61£ér§6 Eﬁérgfﬁvate
ne n-somne S, e private I nstant
insbantincoamhinheapionespragessingnélemehti; t hbe pdapabd
assi enerlc identifier fﬂr t he

insPanf RpROuR 1L SPnE hFSECE b iE ChEPEREGPEAnE SarPRed to:

reasiverKngghhve&sﬁmhﬂ§&éeloﬁ9nyy h&ﬁé'?ﬁémSEEélgﬂ least one
generate a conbined signal for the at |east one first

flpstvarevaseruaev|devngebélanéhadéurSh cABrherweekwork;

I d t
pefFhkC1 0 kA% BRbriRITAPLORY B18p3E°Bk00a8 ! fpop v
redeingdt basgener comndebtatiensf sighatsugsbenthe an least one

to the network delivered instant commyni ¢ati ons
figgkmpRi¥abroHseEsdeBhce| Andohe BRABETAENLEStRRE

coﬁﬂﬂﬁieggléhlnéhghélgrEBSEhétﬁg 1Qa§t99£é(?y§gttgr5@55e

over ular) Server within the carrier network where
usehedemmbenedastgaaflrsttcearedrasetwnrhg froma single
user. In sonme enbodinents, the private instant

communcobt SRBePEABGRTHOR-EL TR kPRI e e
coﬁﬁﬁﬁmdatlons processing element is further adapted to:
assign a generic identifier for the at least one first
private user device to be included in a carrier network
delivered instant communications session; generate a
combined signal for the at least one first private user
device to be included in the network delivered instant
communications session, and to transmit the combined signal
to the carrier network using the generic identifier for

inclusion as an input to the network delivered instant

communications communication session.

In some embodiments, the combined signal is
transmitted to a PoC (push-to-talk over cellular) server
within the carrier network where the combined signal is

treated as coming from a single user.

In some embodiments, the private instant

communications processing element for use in further
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carrier network providing wreless access to a second
plurality of user devices, the second plurality of
woumes/odewri ces conpri sing at | east one second PUIWEA2004/001993
user device, and being configured to route signals
fromat |east one second private user device to the
private instant communi cati dns processing el enent,
wherein the private instant conmuni cati ons processing
corgjwementon svith tdheseatapteatier rm&tsfmndc,si@rml sedomin
t he at | east. one sﬁ%fnd psrivate user device via th

caltehin PRI e P TR WGTRE YWErG 0TS i HIG T it Y ons

plIPFLCRSS| 410 kS| IR Sed eogie asbddmingNeralidwast wer
first ‘private user device and the at |east one second

devpdemteonmers g iate keRh AR SSIRIART ki TeE | desice,
anép'rx?%”a'i e 4PN 55T O LQ d s | AR AN@dddetone

user evi ce an o pr uce instant

se ESHAUT Led i © NSs it gk 5cd oto ttrhaenqmmm irsttdet at
| east one second priyvate user device.

COTHBER HeHRS RIRCFFT LRI At y Vﬂ?ewef} e Rakvate
in§t‘ﬁ<§m{ ﬂlé?@?éné)rk?rééééél d%gé&eﬂﬁeﬂtseis daytiger dddhpted

the second plurality ‘of user Vi ces conpri ses at
to! esstebne skegwmbs rirem stheisa Rastc onargpeord priate

ust ORIV 114 S SRnd | RS hAr L P A0AR] et

comfurRi Gd 1ihies USescas s ind @féi@almﬁmlmmmatth@nst
session established by the first carrier network and

leagf a%rsfr gﬁml%sfse%h\bafg%rié‘f% dRetce gl itheratplrast igpe
se :Rgé@e Ussdr Vﬁé\'f‘iae %S é‘sfr?sﬂ!ant communications

Ications session estab |shed by the second
s1gmls ef omn et e skm i soidm neo dthe saato]rﬂjasl'egmtarflm private

ssHEViEE & SR S RuSbied | LRtel SERRBHPLIAGLE #oghare
foB SEdMdmt 01 &k rsé  EeTbd eTe St NGike ts*;écaon‘cﬁrprﬁattélSﬁQéﬁ‘

conmuni cati ons pr ocessi ng
device.

In some embodiments, the first plurality of user
devices comprises at least one first regular user device,
and the second plurality of user devices comprises at least
one second regular user device, and the private instant
communications processing element is adapted to: assign a
first generic user identifier appearing as a single user
within a first instant communications session established by
the first carrier network and to assign a second generic
user identifier appearing as a single user within a second
instant communications session established by the second
carrier network; combine all second regular user device
signals and all first and second private user device signals
into a first combined signal and sending the first combined
signal to a carrier instant communications processing
element of the first carrier network which in turn sends it

to first regular user devices via the first carrier network
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el ement of the first carrier network which in turn
sends it to first regular user devices via the first
wa@ 2005/08100net wor kusi ng the first generic identiPCBCA2004/001993
conbine all first regular user device signals and al
first and second private user device signals into a
second conbi ned signal and $ending the second conbi ned
signal to a carrier instant comruni cations processing
usieleerohet fdfrsttheeswodnd idemtiidienet worbime @1l fitnatn
sends it to second.reqgul ar er, .devices via the secaond
TeqRiAT, A5 ARIER ISt o Sk Atd garel A ERIGIbE: Lvate
us O SidRMa F HAPA aC ¥dlddRid iddaid e AC @G 1C AridONS
processing el ement of the first carrier network and a

sencking dhe pecend comhimedatsions lptoc és S IeTe idrht st
ool RO BRb Aty Rl o LY Ao Do

netvarkatwh itde i nd eviree sends tilte tho seicomet weidu land usent he
second private user. devices via the second network. In
devd5ias dtfo FiltPe RSSO € 3FHAFt é‘%%ﬁ’ﬁr PS&&%M%%C&@

gerR A SHAME i i@PEN cdnbifnd (fijhaAadariReh &0 dirsGleasamstant
nunber of participants behind the first generic

conimigritdattiions eromesisdnd eemente efmidiec £lirgts carrier

' | f fi [
nethloif R D FOE L o B e S o

eldneSitaRif GoENWHAid @as rileac etivag kelieitenta ithifng tdwebined
adapted to pr.ovi de enhanced sequrity_features£;¥éghe

signal engd sedimg dheptintdde b ngs)isdgnaly toy

pri LR %{(evtil'(‘fes‘; RSt Hh e FYPEY GRICWRA% GHP S &he second
push-to-tal k over cellular conmunications. In sone
priomiedivsen slevtilves nsitaartthec erenomidc asitorerkconpr i ses
hal f - dupl ex communi cations. In sone enbodi nents, the

i nstant _.connuni cati ons ri.ses | tstext

nmessagi d".lsr?“%eo S glcﬁ%%erftstf,%%t ﬁérlgltra?"\%atlglesf%ﬁsﬁtant
communications processing element is further adapted to
disclose a number of participants behind the first generic
identifier to carrier instant communications processing

element of the first carrier network for billing purpose.

In some embodiments, the private instant
communications processing element is further adapted to
provide enhanced security features for the at least one

first private user device.

In some embodiments, the instant communications

comprises push-to-talk over cellular communications.

In some embodiments, the instant communications

comprises half-duplex communications.

In some embodiments, the instant communications

comprises instant text messaging.
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comuni cations processing el enent conprises a GLMS

(group |ist nanagenent server) , a presence server and
w@206058eT ver. I n sone enbodi nents, the GLMS, POECA2004/001993

presence server and the PoC server are for connection

to the first carrier network through standard

interfaces . According to afother broad aspect, the

application provides a systemconprising: a first

carri er Imetsomek ethboidieentg , withel psdvateedastantegul ar

user, devi ces and pri,vate_user devices, and risin
ComUEiERLLORS, PECCERSIAM SIERET CRIPIIS ST Go SoMend Irotp

1ist! ERRGemdPedvied)dehi vek sahclensedie rCafdlal PRI0 @RTver.
in respect of a plurality of input signals; a PICP
(private instant conmmuni cations processing el enent)
adapt ed Ifo SEBEHIEROOSIIGRALS . f LH® §LMSeasheoRE SFENFS SETVer

andU$he POV G 2LO 43 Lo ned QenainC ¢ @@l fidst carrier
I NClI USI OoNn as one Input to an I nstant communi cati ons
netsesd thrdelghy etathdayds dnd ecdiaciesr. net work. I n sone

enbodi nents, the instant communi cations conprises

push-to-tal k qver .cellul ar conmunications. .ln SQNE . .
enbodi mMAFCOTR Fﬁ%?&ﬁﬁ%@5ﬁﬁﬁﬁﬁgaﬁﬁgﬁ§tco&éFif@gﬁlcatlon
profaldes0uplesg teRMBsRipAleiions . al Fivete caridemeritvorkhe
i nstant communi cations conprises instant text
de liwegdgion yired esema cerisdditve Fegulege Uspdt deviGeshand

priQr.% r iuss%sr. d%v%.%“é%nd Sy rcio%ﬂ%ti‘{’%" I @%ldpve((?a'}ci’_ier instant
Wi '€l éss access td regul ar -user evi ces and private
conueri cdeionss p rane sednpr iediemgnd ) CaGRptedr rticedeilnisteantan

., conmuni catigns processing el enent) adapted.to deli.ver
inStRBta ROTBURIG A oD P SRECedE 61 BIUrras OF drput
sidrdAW, § PIUS, (Jrii&atleCh nigtantaic@mini3iidRlt ions processing
conmuni cati ons processing el enent) being
elememith e raldaitestd tico compldinge sdiggadiss fmosmadt liegsdt odife

pr:i.?f#&:lveﬁtéliesguﬁs %evg.tecf\éel G0 c%n&ﬁ'};%'d’] %%n%%%r 's&g%aginqilorf or
inclusion as one input to an instant communications session

delivered by said carrier network.

In some embodiments, the instant communications

comprises push-to-talk over cellular communications.

In some embodiments, the instant communications

comprises half-duplex communications.

In some embodiments, the instant communications

comprises instant text messaging.

In some embodiments, the system further comprises:
a second carrier network delivering wireless access to
regular user devices and private user devices, and
comprising a CICP (carrier instant communications processing
element) adapted to deliver instant communications in
respect of a plurality of input signals; the PICP (private

instant communications processing element) being further
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I nput to an instant communi cati ons session delivered
by said second carrier network. In sone enbodi nents,
wda tves/sitstzem i s adapted to set up an instant  PCT/CA2004/001993
conmuni cati ons session by: the PICP receiving a
request fromone of the private user device containing
a user identification and cdntaining invitees
conprising other private users and/or regul ar users;
adaptredi g tdvenkiime tsditgrad st Exdre atnvidest mrey gin vedtenorser
users, via the first carrier network;_receivin
de Vit bt s SR GRSt SR 16T A A Tl P AR e
inpiteto ldh & ddtntOfcdisfing dadiidrte seefSid deasSigid®by said
generic identifier for the private users on the
seasuul iRET iIndietgyarK-i nvitation to regular invitees via
the carrier instant commruni cations processing el enent

cont ai ni QeI {GadHAgNt idyer ﬁyggd<¥gnggg t
the regu aréclﬁﬁevi teesd;lq‘ﬁe <:’artrH|e:rS i nst ant pted Yo se
up GMimEteAtt arsmprocedsions aemsEnm dgt:aldilies HIQP areceiving

i nstant conmuni catj ons sessi on i ncludj ng the neri.c
2 TREIRAY (T RRS IRE rOBU IR TR (ST (R SR e e
usdrVildett i c At P Eh e TRRHARINY  itrA teed Bnigy ialiay esther
to set up an instant comunications session by: .
Prirvede SRy s areliass traudlo s &dfs it ensHingttdiq ggtvitation

to q:%v CJ.%SVJS:OJH I.I]J{Jb%ea r{ésc%of]gq{gérf%j(iﬂtd Q'.rhearpirst carrier
contarning 1rvitees conprising other private users,
net3@&Yk NFddelving teaddeptdmrdshen majest imris/adfe thet wor k

. users, via the carrier network; _receiving acceptanges
vt 310 B AL FIGRA (4R forl Lt IR LS HIF a
seé%% n Ofa USRI dPTa (i8S 1 {end i1 iWB ITRAH PBfivate
the systems ddapt'ed to set up an instant
usesETIMi e | SRS isussiganding ragt dind i are e stegwiar

Y TR 0 S RO A s
element containing the generic identifier and identifiers of
the regular invitees; the carrier instant communications
processing element establishing an instant communications
session including the generic identifier and the regular

invitees that accepted the invitation.

In some embodiments, the system is adapted to set
up an instant communications session by: receiving a request
from one of the private user devices containing a user
identification and containing invitees comprising other
private users; sending the invitation to the invited private
network users via the carrier network; receiving acceptances
or rejections of the invitation and adding users to a list

of users for the session.

In some embodiments, the system is adapted to set
up an instant communications session by: receiving a request

for instant communications, the request comprising an
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contai ning invitees conprising a conbination of one or
nore of private users on A (the first carrier network)

WO 2008@sdoaT users on A, private users on B (theCcwreazwd/001993
carrier network B ) and regular users on B; the PICP
assigning a first generic identifier to a first
carrier network and a seconé generic identifier to a
second carrier network; the PICP sending the

idenfVifiatd @f toulske @dewiakemakényg theAraqueBtyi and

appragpriagte carrier netwqrk, receiving.the private
conﬁéépénab&Qﬂ?&ﬁ@ésFF@P@&?ﬂ&ﬁsaaﬁ8mé&8ﬁgdoﬁﬁg s ¥E E3cfore

of 981%5hke LieaGComdinNglte tFhe skl CBryeRdi REtadrik)Vi kigaar
o any regular users on A through the CICP of A using
usetrise ohi Ast pgévatiec usprst pa Bl Cheesgicogdasarmiieramesvork

B) 1\ RESL EEBNI S REALE BB Tniit B oh “REtabpdas LiFET

genetiabliidehitig iat itesbafireencatirdati arsweeksi andal weeond
the requl ar, users on A and a single generic identifier
gengzdc AAentd s ftior & SgERE CardeRt %ieéf",orll“ﬁe ecE TG
sendGh¥OHheB 8L RN RO 2Rl B3Rk CAIEH SR HORHA B via
séssSi on between regular users on B and a single
appgepatiiatel Darsderhaetwprihe recedvd nge el Priiyate fisers

Accordi ng _ta anaqt her broad aspect, the applicati .
acasi %W@?g/i SUSCEISNS GBS GG euﬁg\]fisngowefa&hegse nzj\.ecll 28 4P
acobrdingdd ;! it@le PAlOMOdendifg W eheStatien deviat® regular
conpr|3|ggf a regflar I nstant conmuni catigns client |,
usezgapred tdremati &heatCd G ofafy Medngeths: K 138G genegic 1D

the %ﬁn%eﬂwia a.tiin%%a?ﬁ%‘?li %ts gan Reig(dks adh@on B

conmmuni catons cli'ent adapte articipate in
t hriousthatthec @DOMicfalE arssimge $hieosecond gemegdy iIdy; the CICP
net wor K t hrough .a pr.i vate Lnsﬁan@ conmuni.cat i.ons
i

of BeSHOTdi By SATERIHE NG Some NEHEB MEMITRAGRE HORR 2SS Lon

be thietrAHheC ¥BGNIGAUSRYE Tl ANtands a2 sfinltte RleHetie t al k
over cellularclient, and the private instant

i depdrirfhisirc atsiegn hagiinsnit hes first generic identifier; the

CICP of network B establishing an instant communications

session between regular users on B and a single generic ID

user having the second generic identifier.

According to another broad aspect, the application
provides a wireless user device having wireless access via a
carrier network, the wireless user device comprising: a
regular instant communications client adapted to participate
in carrier network delivered instant communications
sessions; a private instant communications client adapted to
participate in instant communications sessions via the
carrier network through a private instant communications

processing element.

In some embodiments, the regular instant

communications client is a first push-to-talk over cellular
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second push-to-talk over cellular client. According to

anot her broad aspect, the application provides a
wocongpesti@rr readabl e nmedi um havi ng processor exe@aur@doe/001993

i nstructions stored thereon for execution by a

wirel ess user device, and conprising: a regular

i nstant conmuni cations clief adapted to participate

in carrier network delivered instant comuni cations
clbestsj onsd therpyatate nkhsidnc ooonmicikxtaoihens| ¢khent is a

adapted to partjcipate in jnstant. conmuni cations
SeGR iQ)III'I%thi:(g_'{ QAFF¥ e‘?%‘ﬁﬁ)’f K1 ¥ugh a private

i nstant comuni cati ons processi ng el enent. Anot her

broad aspessrdimyi€esamotlyst eredd P Syedt Notlte Po9fplication

communi cation session_including private user devices
previde®qgul compisleer desidalzle medieh RIGHRE sPEHPCERHEOT

. U i nel . . .

ex BB fe AR S O B ed e L PR FRLOR by 2
wipeless eusserdeleidepsand BRhmghr DESGR AT g affHstant

DRAW NGS, Enbodj nrents will now be described in greater
CORfRR P2 P1F 1 G LT RN AR T e A RIFLTAR e ot Agr &RE2SF n
neWbER: a& Hefed 1SsBait OCMALRANENN M s A £HVERS | OAdprivate

PoC architecture defined by the 3GPP standards bodies
ingant npdrememi ¢ Myl cH et cadapted B R aEPaReoina
._first systemfor. v, di ' t j [
ingbi S} UM A 1 RS P oS S i SR8 88wor
thEQIFR! &t pr it s ; ifsganie Somsumri éadoivharprotess img hetlement .

that m ght be used with the systemof Figure ;1 0

Figure 4 is a flowhart of another_ nethod that npght
be used APSFISHEOLIRT cArRFCH BEppides a system of

providing a PoC communication session including private user
devices and regular user devices in which signals of the
private users are included in the PoC communication session
in a manner that hides identities of the private user

devices.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments will now be described in greater
detail with reference to the accompanying diagrams, in

which:

Figure 1 is a block diagram of a conventional PoC
architecture defined by the 3GPP standards bodies for

implementing PoC;

Figure 2 is a block diagram of a first system for
providing instant communications services including

providing authentication for corporate users;

Figure 3 is a flowchart of a method that might be

used with the system of Figure 2;
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Figure 5 is a block diagram of another systemfor

provi di ng i nstant communi cations services by bridging
wombsembo7carriers; Figure 6 is a flowhart of pemEAd006001993

that m ght be used with the systemof Fig. 5 ; Figure

7 is a flowhart of another _nethod that m ght be used

with the systemof Fig. 5 ;18nd Figure 8 is a detailed

bl ock di agram of an exanple system for providi ng PoC
by bri dof ¥FRt4ork &afkowehart PETANEMOESER T Chhar

it ATy "y PR R A0 ne Cervi cos.

such as PoC provided to corporate users. Corporations
may al soFimpmed i3 is onblads-diagram ceranachemndsystem for

roam ng for_their traveling enpl oyees and C o
PTQEHLIY I SR o TR CAR TR (PR Shat¥ RIS
nettieriinsterriand i pl e carriers of wireless services. The

current architectures for instant conmunication over

w rel ess networks, such as Push-to-Tal k(rta{l over

Cel | ul arF ¥y ©oth Bernadwrt e cormsy that might be

j ik Jvacy and cover age.
us%ﬁ%@?%,gﬁtetﬁﬁg&%u%%/ge'ng'defi nition for PoC there

are no inter-connection links. PoC conponents are

i sol at ecFifgwme bbtis at HErowsranterst ab tfireomnidtchaat i tledte

, Qr. Gorporate Qr izatiqn. Simlar limtations exist
mlgrqbtrcbo? Hlesreé ﬁ’%lt%éﬁ?tq'teo 1 Tht f(;nr‘Flslq'ecgrfno;‘} i es. By

"instant communi cations”, it is neant technol ogi es

such as Fluphrd @ tial la tdetfaialdPwidud di fpehang® & example

conmuni cations_jin a substantjially instantaneous,
SYStamhi gt RENEdinaAGe LY Ryifsiinfehworkegarriers.

messagi ng. Figure 2 shows an architecture disclosed in
DEEENHTR DERHTERT 7N YF I18fE HHaNEg?00 is shown. The
er

carr

It would be advantageous to have privacy and
security for half-duplex communications services such as PoC
provided to corporate users. Corporations may also benefit
from cross-carrier service and roaming for their traveling
employees and a consistently available solution when their
employees are under multiple carriers of wireless services.
The current architectures for instant communication over
wireless networks, such as Push-to-Talk™ over Cellular
(PoC), do not address the corporate requirement for
security, privacy and coverage. Furthermore, in the current
definition for PoC there are no inter-connection links. PoC
components are isolated from both other carriers and from

the private or corporate organization.

Similar limitations exist for other instant
communications technologies. By “instant communications”,

it is meant technologies such as Push-to-talk that allow the
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network has w rel ess access network functionality 201

and CICP (carrier instant conmunications processing
wodoesreno)7 202 general ly representing any functAcan@Aiod4/001993

within the carrier network that participates in the

delivery of network provided instant conmmunications.

Al so shown is a private netwbrk 210 that nmi ght be

operated by a private organi zation for exanple. The
exdidngd e fhedommikn 244t iomd uidesa RIWER Yt deelt ey | irsgteamitaneous

comruni cati ons processinhg element) 212 that all ows, t he
Eaghiomt e NS RFW 4D P SRS et areaaging!
i nstant comuni cations . A set of regular instant

COMUNI GRS M 18RS Sart SeF c NS A Sr T B d S . eth at
206. A "regular instant communications wireless user
genpmakteims a devGaer juippeiPto FQUhcks otharn o rBiflGRTT1eT

i.nst.ant icati [ j i
el S A IR 604 B0 llaq 0 L COmI k6 08
cromneir et hinstgant erommnet bodt tomenprt @zdssoirsgy element) 202

processi ng 202. Al so sho is a set, of private .instant,
GeRRIAAI CHBERRE T 1 G (1S RRROLE L OM LU (] e T e
netWdk 18 PIp YAt £ 04O ki 2 1bhe AN i vt dNsd@titork

communi cations device is a device equipped to function
prasidedrinstant neemmunceaiienat idkee cthewm 15 tkpivate

co [.cati.ons ar r.ovi de Pl i i ns : :
ne Ot £ Tore Ty o e B A n szt o
foPld ¥kl é NSOt pEDRAR | 88t wals T ®CRsSlude S IPTCP a(private
- wireless access network 201 as detail ed bel ow.
ingtant FPYNURIRALORARE PGRIUHT RIRHRRht? bhstRRkrallows

end YL £E5 &7 S hadFk hel ¢ b Il Bsse tovi Cemn hidy £4Ad instant

?ﬁ%ctlonaJﬁ%les sE%L as H?%h sé%%%ity ag%licatiéﬁs%ns an

cormimen Deati texss may have ot her normal 1 2 conmuni cati ons
capabilities as well that are not instant

communi Cﬁltég@séf AJI:eSgoulgr giﬁ’;@al%vé&ﬁmmcéj@i&ﬁga‘mfeféss

user devices are indicated at 206. A “regular instant
communications wireless user device” is a device equipped to
function as a regular instant communications client.
Instant communications functionality is provided to these
clients in a normal manner by the carrier instant
communications processing 202. Also shown is a set of
private instant communications wireless user devices 204
associated with the private network 210. A private instant
communications device is a device equipped to function as a
private instant communications client. Imnstant
communications are provided to the private instant
communications wireless user devices 204 by the private
instant communications processing 212 via wireless access
network 201 as detailed below. Typically, the private
instant communications user devices are hand-held wireless
devices with extra functionalities such as high security

applications. The devices may have other normal
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functioning using multiple different instant
communi cations nechanisns . In a preferred enbodi nent,
wda fes/mh3ise7ant comruni cati ons consi sts of hal f - deqil/€x2004/001993
voi ce, such as m ght be delivered in a PoC system but
ot her instant conmunications technol ogies are
contenplated. It is expectedfuture evol utions of PoC
will be full-duplex, and the sol utions described
conmandicabdidns stapabidgdiies las iwe ldottddtt eate intoti singdanin

for .user, devic to have _mul ty pl.e. nodes .of operatio
COMNISAE 1GR e rdrhSR i Gn LV Tyt St It: &9 bR e ©
furk¥IBHineAIsdns WRAIt iG99\ GH At edits d v vdeendicat ions

operation that allowit to operate in a simlar manner
mech®@I&HA-ar i nstant comnmuni cations user devices. In

ot her words, a given user device m ght be equi pped

Wit h botgd, _tahg)txre%i]x@'d imaeﬁ%mwéqgs&%@l i ent

and the private iInstant conmmunications lent. Such a
compwiicatdicgist comsticit hetfivder] fodiup] ex meguwear suwmdt @st might

C ni_cati,ons uys device and a.private nstant
be g%mrﬁrfg ighs %?g{ 5 e’\\ﬁ‘le@}é ARt )}ns§l? a device
contRi i ta\ad We dhsRy1 dd@d iafreelcont eaipd aft@d .F egu airs use

and one for private use. Such a user could _then
expgeqtdatfartyge ividattdans 2% #99 #ililndeafull-duplex, and

C iscat ' ld r d by the
e RETHELH ML SR B WS Sta ) 3R Y pace

in the private type of instant communications

descri bat e owted gt 2 tshewsanmenf fioat iveeat idevigfesa to
singl.e .private network that, allo t he del i ver f ..
hav, M IEARLS B9 G IR Tomihisl GNP Lgatsons.
a ASERCIpifG Y tihdthait Remn caldicn sgeieraldetidalidylAa so

private networks, eachl 3 wi_th an associ ated set of

havigr mpsles @feoRfEAtden Phpth@ldgwh it to operate in a

similar manner to regular instant communications user
devices. 1In other words, a given user device might be
equipped with both the regular instant communications client
and the private instant communications client. Such a
device might switch between being a regular instant
communications user device and a private instant
communications user device dynamically. Such a device would
have two user identifiers - one for regular use and one for
private use. Such a user could then initiate/participate in
a regular instant communications session that would be
processed by the CICP in a normal manner, or could
initiate/participate in the private type of instant

communications described below.

Figure 2 shows the functionality of a single
private network that allows the delivery of this private
type of instant communications to users associated with that

network. More generally, multiple private networks, each
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connected to the carrier network as described so as to
provide this different type of instant comruni cations
wa m03/bmbe7 users. Typically a set of private uSET/CA2004/001993
devices will be associated with sone distinct
organi zation. By way of overview, in operation,
i nstant conmuni cations recet¥ed from private user
devices 204 are routed by the wireless carrier network
wit20(ant mddvr imtiadteet st grtivdmudaatdenisgs oues hergeach

212 in_ the private network 210. Thes db
COTHEHATS S He SRS A A G SHIARES ShARrR of
prAf s &l i Patie drdrite (G AOA il tdaaiiidetions to

conmbi ned input like a single nornal input froma ,
theiggHegr userTYRVGAIl R 6. SSth O oAb it iHiRE eV irareriell

rByUIReT Lser RN DL L0, S s
be (dhS AR S ol TS e R 2 Fons.

functionality to a set of users in an otherw se

convent iBynavayrerfhervem idw t hier capeiatsicornpr i ingteankser s

bei ng treated as one.user. The nner_ by. whi ch sjgpal s
oM LEARA T FATTL T (RTh o0y Hopitidorts Ve | 4t afte
rodted BPSSRYiWikhe ] CuTidM T SidBWdrK o was tRdligyivire
~each t'ext nmessage fromany private user device so that
ingtantp memmin e afel vt BP e TR h @ e nldt it guri vy network

al f5 vVQl r R :
21§]‘npl'lé}rqéé% g%%eo ?éc,];;&cé()%’yoelc&]ni% t-'lclﬁz'{/oﬁﬁf\}’{eps 2‘t)lgl%(i nagn% i Snlglfge1e
comisinate inmputd I3 cyerewatonk aid tdentprbact e aisgre dEIGCR €202

n ) AL WAL, U GBS S98 il TS Wb
froi£ere L N | kPl de 2 FONMDITHO i rdd thepaetiye
Inputs Trom private user devices into a single signal.
genewierigbl ghe fsen Chap| Erentndiviinal mrivafmusers are
nof RN AN 0% | ehdh G SAYE indb dA orfRiARth tHons
functionality to a set of users in an otherwise conventional
manner, with the combined private users being treated as one
user. The manner by which signals are combined will be
technology dependent. For instant text messaging,
“combining” simply involves modifying each text message from
any private user device so that it appears to be coming from
the generic user. For half-duplex voice (such as current
PoC implementations) combining involves taking a single
active input from any one of the private user devices and
transmitting under the generic user ID. There will only be
one active input at a time. For full-duplex voice,
combining involves combining all of the active inputs from
private user devices into a single signal. Preferably, for

PoC implementations, the signal combining function is a PoC

server.

A first method by which the arrangement of Figure

2 can be used to provide private instant communications
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2 can be used to provide private instant

comrmuni cationsl 4 functionality will now be descri bed
wontobsroriedzer ence to the flowchart of Figure . \WaEnCA2004/001993

user of a private user device 204 wi shes to conduct

i nstant comuni cations, a request is generated by the

first user device 204 at st®p 3-1. This request

contai ns sone sort of user identification of the
funissidrdavitge wiaki mpw foe rmmmechmdtdnmeeﬁmﬁqwittce@e

whi_ch m ght_.i ncl ude other private ers and/or
flonchart Rt - s Wasdeid &8 Sy c’cﬁé"‘ Eiake ‘?q/ﬁ) vice

2020 sHed X UBAR N HUUA IV IRIRRm iRGRSThd ) elavidquidldt is
and the request is addressed to and therefore
gerfeyratedidy die Eies mser ZEvige R0k af Btethad 14 .cp This
S th i.nvit on tqt t.
rediehts At AHE s Bert S ot Sl G WY e
usehtyRieiri A tnea HATRY &heamaepim et dcﬂ;teulnsarnmmftddm which
invitation are received by the wire] ess access network

mighy gl uds i R%“‘Eaﬁé* NP PAdlRT 1S tdy $SR%s - The
cgfm‘ﬁ:ddl Jie%iﬂ%é Bﬁdﬂétcﬂrlléerrﬁatfﬁrﬂ rhfb03esf§:!:torlexample
ccordingly at ste At step 3-5, the PI'CP 212
thmasggne e g rdacd B metwarks@0lof and e nesprestonis

he se 0 T ric D ogl gt e t
ad‘{)‘r ‘istrf’et B:%%iﬁrkeorfoet ‘A\ﬂ c%f?parf}‘l cqih\/g l{}scg]ezlﬁweat
st GR 4 hermrgener@t es) Asdrind tttd Gmvin dtherCIteP tate sirepited
-6. This contains the generic I D and IDs of the
Priveafif sretvank asersrie acitde MERRRES BIRCS S IiReRYk 1P at
gplar invitees and receives acceptances/rejections
step 3-7. The CICP then establishes a group instant
conmuni cati ons session including the generic |ID and
the regwrhaer pmatees.lstdfm amRtEhade dnverdtoong of

end G s B o RRER RIS AR S v

201 and forwarded to the PICP 212 and the users are

st%g

added/not added to a list of users for the session
accordingly at step 3-4. At step 3-5, the PICP 212 assigns
a generic ID to the set of private users on the session.

The generic ID is associated with the private network, but
not with any particular user. The PICP then generates an
invitation to the CICP at step 3-6. This contains the
generic ID and IDs of the regular invitees. The CICP
forwards the invitation to regular invitees and receives
acceptances/rejections at step 3-7. The CICP then
establishes a group instant communications session including
the generic ID and the regular invitees that accepted the
invitation at step 3-8. Then, on an ongoing basis as
indicated at step 3-9, all signals from private users are
routed to the PICP 212 where they are combined into a single
signal from the generic ID which is then forwarded back to
the CICP 202 which treats it as a single user.
Advantageously, this system allows the identity of
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routed to the PICP 212 where they are conbined into a
single signal fromthe generic ID which is then

wo gropasided back to the CICP 202 which treats iRCEHEAZ04/001993
singl e user. Advantageously, this systemallows the
identity of1 5 individual private users to be hidden.
Steps 3-3 and 3-6 may be pek3orned simultaneously. The
generic I Ds can be set up ahead of time and are not

indiivikied 1t pramateantsiexs do beehisidegentStieps 3-3 and 3-6 may

Al ternatiyvel, | on S at step 3-2 the PICP got the
beiﬂﬁﬁﬂ§£ﬂ%ﬂmsﬁgﬁ¥aﬁﬂ%ﬁi ere exists at |east one
regul ar user, a generic user ID can be deternmined to

be necesgrl Welmrildamessinobe dod apsiatiRiady cfucing and
can be perfornmed at 3-5 w thout .necessarily

arexatcildinkeg it ERYpParkiculedr dsgr ‘shddentddyY This 1D
is used to invite the regul ar users (steps 3-6, 3-7,

3-8) Co'ﬁclttrerrﬁﬁttli»e‘ﬁjf I?:\saqgﬂél\é' e S t0fs 3 3 -BV @A P got

at 3-9, at the carrrer si the generic ID represents

t healinvpitiakzton ,userds fsiundo theinediexidis atdderisti @ne siegular
at the corporate side each prjvate .us sees all_ .ot

usell; hEe Y Hrera it coit B Bt 20k Hes<ddily

ford MY isedIAdrS, TP GstiephiMd Budke i iTmAtean elenpes f dited

not with any particular user on a pernmanent basis. The
at pP-Gp wiktdheufe MacRsSRTdd Y RFSOALadH 1D Lth & COPREP VAL & (USFTS

at e Pl COMAISH NG 9RA6Y kS AL i Pedular users
regul ar 1nvitees . The forwards the i1nvitation to
(steagilzae i BT, eas &indt arenrinesst 1ac eeitha reesirid) iect iafhs -4 .
at step 3-7.. The CICP then establ.shes.,a group.n nt
BV ARG A5 GHis o s TOHF (ARG 95 e B i
repgrids Rl AN igMivRRS (dils aEteRird i vitidlatidehtdlt ies,

step 3-8. Then, on an ongoi ng basis as indicated at
andstadp thep caipomstgn 4l islef leqalp Onidtad uder Hees Rltle PERST

prfégiéma d:%%%&¥§¥(ﬁ§é¥§/éﬂf%d&ﬂﬁyﬂgﬂééﬂgfléifﬂjmﬂfﬁe
generic ID is associated with the private network, but not
with any particular user on a permanent basis. The PICP
then generates an invitation to the CICP at step 3-6. This
contains the generic ID and IDs of the regular invitees.

The CICP forwards the invitation to regular invitees and
receives acceptances/rejections at step 3-7. The CICP then
establishes a group instant communications session including
the generic ID and the regular invitees that accepted the
invitation at step 3-8. Then, on an ongoing basis as
indicated at step 3-9, all signals from private users are
routed to the PICP 212 where they are combined into a single
signal to the generic ID which is then forwarded back to the
CICP 202 which treats it as a single user. Advantageously,
this system allows the identity of individual private users
to be hidden. Steps 3-3 and 3-6 may be performed

simultaneously.
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signal to the generic ID which is then forwarded back

to the CICP 202 which treats it as a single user
woAnwantlageous!l y, this system all ows the i dentiRrgr/0A2004/001993

i ndi vidual private users to be hidden. Steps 3-3 and

3-6 may be perfornmed sinultaneously.1 6 The generic

I Ds can be registered with ¥he carrier netwrk 200

ahead of time and are not linked to anyparticul ar

user's iThentgenerik Sdmom@midehagdiysbehriech wikdh the carrier

arrangenent of. Figure 2 ¢ be used .t.o.provide private
netark, i O ARRAT OF IS AR At S o WG i B
paﬁg$yaygyu$é@ﬁdg riferitange to the flowchart of Figure .

Thi s enbodi nent m ght be inplenented to provi de group

i nstant comuni cati ons armg‘&,pri vate users only. ﬁx‘fxﬂen
a user & seqand dethedePyyafiich e WREYaE it tfudtigure

2 afaf}étb%ntusfe%?wp&%}%? pAVRY E.:?ltls.tia%tg RAIrBE 44 dire

TSt user device t step I's request
funzamitomiaisi tso vel 1o mow fheusiers dridretd fwiiddt imsfeofenidee to the

T T O P
to PIRGRd icflouie tiMydantOGoninfin i Mot privalessers

access network 201, and the request_is forwarded on to
onlghe Mhem z usar sifem privatiee Usieep deVicseffd tWHehes to

I V.t at | t.o i T3V] i va rs '
corfidy bty Sl ot L F R o B AL by
theprf ivaite ussar slevacre (RN eEs sirer dj-act | disi sofrddhrest

invitation are received hy the wrel.ess SS net K .
conf@ing FIU; itde Pt 199 HES i AP R Jd sspr/ device
malAARE Vot AAfad t i |doHt By, iR seasidrk
~accordingly at step 4-4. Then, on an ongoing basis as
invindiesat el m@Eest 5is aldcssivigdalby ftrhemqanniate nefefark
206¥(%or example through wireless access network 201, and
the request is forwarded on to the PICP 212 at step 4-2.
The PICP 212 sends the invitation to the invited private
network users again via the wireless access network 201 at

step 4-3.

The private users’ acceptances or rejections of
the invitation are received by the wireless access network
201 and forwarded to the PICP 212 and thg users are
added/not added to a list of users for the session
accordingly at step 4-4. Then, on an ongoing basis as
indicated at step 4-5, all signals from private users are
routed to the PICP 212 where they are combined into a single
instant communications signal which is then forwarded back
to the private users via the wireless access network 201.
It is noted that with this embodiment, users from a private
organization 210 with this architecture can conduct instant
communications with each other regardless of whether or not

such a mode of communications is supported by their wireless
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routed to the PICP 212 where they are conbined into a
single instant conmuni cations signal which is then
wd mosiesided back to the private users via the WMORCAL®84/001993
access network 201. It is noted that with this
enbodi nent, users froma private organi zation 210 wth
this architecture can condut? instant conmunications
wi th each other regardl ess of whether or not such a
carmide afetommkuRiodat | dimid,s isupporthed Hynpillesientsitridmes $he
7 carrjer, network 20Q. Thus, in _anot.her . . .
metas} @iferfien £ G Ha HOWP LSRG d T coffi et ion with a
wird T RAUAE dr HeRRIHIC AN dillifbpR dVwitie S aargg ey
net wor k not equi pped with CI'CP 202. The enbodi nents of
Figures 2-4 have assuned that all the private users

are suppde arbedimentsylef Fdautes fehndidve afsaichdhat
e di [FRY; er ' o, jizAat ;
aL1; 0 B3y et A1 chrbort ol A oL AR S R
netoepiket s In gendriadr amddddiewnir,e priiatatsupietss of a given
crosscarrier instant co ni cati.ons. Two .carrier
OTGRRANGAIS RS EIPERTE s SRS T
Fidr S CRIJiI&s NEIGMde 1A AthiB dRIRRCHHA] Ysudpdrt £icross-
net wor k 200 is "equi pped as before with wireless
caraicss sinadansy lcamsiR tGaTm 20 Xwen o 3TN T 8 tanidas 24P,

equl ar, _user J.ce a ' A . 4,
22504 Endil i 55, 2 Sl BB N P e
netMdrtlL IS aam:esslsreaiewﬂv@@i Arh r@iGR 2% varrk (X Rd aleiss

access to regul ar user devices 226 and private user
eqHRRE S D Pe Lo Fidfo i T &8 H AR TALHRE 240 and CICP

20 LUHPREDL M ddE & SN LP S Rsanet Wdy idistidds 206 and

communi cat1 ons processing €l enent) 232, a particul ar
privgie ofselt GRviRE=r20hg Mawnierinawork BRAM is a
flow chart .of %Lnet od .of -provi ding jnst
Mk

SLTRRAY G RS T (e SRR G 23T R, CICE
220-ahd PAFHIMREEL difisd Hd iMdRflax user devices 226 and
private user devices 224. Also shown is a private network
230 equipped with a CNICP (cross-network instant
communications processing element) 232, a particular type of

PICP.

Referring now to Figure 6, shown is a flow chart
of a method of providing instant communications using the
system of Figure 5. At step 6-1, a private user initiates a
session by sending an invitation. This contains the private
user’'s identifier, and invitees that might include private
users on A (carrier network A) regular users on A, private
users on B (carrier network B) and regular users on B.
Subsets of these four categories may alternatively be
present for a given invitation. The invitation is forwarded
to the CNICP 232 which in turn realizes that there are both
A and B users at step 6-2. At step 6-3, the CNICP 232

assigns a first generic ID to carrier network A and a second
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session by sending an invitation. This contains the
private user's identifier, and invitees that m ght
WO mob/orieopri vate users on A (carrier network AQT/CA2004/001993
regul ar users on A, private users on B (carrier
network B ) and regular users on B . Subsets of these
four categories may alternat8vely be present for a
given invitation. The invitation is forwarded to the
gere¥icP I8 aviadtrier tnetwardalB .zeSThehdANEQRertthenr esdyuish the

__and B t step §-2. Al step 6-3 CNICP 232
imEdRHRD £9 1518 TIALS Y07 ThA 19 bR IEPR TR Lot

acO M v aeneld Gdp t car rterstigs WK Bhe Phei vdMLRisers
then sends the invitation to the private users on A

accant o s Ewopang arg s ivmdiitkshe agagss-netyqerks
t 6-5 e | V a /1.6l ' e
and Shdied s QECE I TR T AR RS
addad GR X3k swubimeracarmliadded/ natt adogd &-6 t hen
. session accordingly. At step 6-6, an invitation is
LnEEAT IR RERNTES ] CHIGRIZAY e B 3 (IR TIPn A
thﬂ&%t@t@fé PR dd Wi ng dﬂ%g{ i e idedd2i ISt emt
6-7, the invitation is sent to regular users on B
stdmhroubh the GVGR #2D0ofis seihda e@EEoh A spierde B D,

Steps 6-6 -7 e perfaqrned, sj t aneous| y- W th
th%‘?%& é-‘q'i? Cgl?ﬂ% %252 ;)Bgﬁ/rﬁ) ,u%ﬂiq (r)1csl.feanﬁe‘écoomnﬁelq_%:eglﬁéon]:sly\{I
SteSHSSd -0 drid esiAd 8 Rl pdrffupndie qignsipenidoesof with step

carrier network A CICP, there are the regular A users

6-4nd a single generic user having the first generic ID
that represents all the private users and the users on

network A3 . ¢l 118 0N C ORI it d 1N T IMAGESE bl $ session
performed by C 202 in a normal manner. Simlarly,
is festrabhissipat spetaw e hf pewrspegt ivg o keGP, netgrk A

e 5 SR T SRR A Y B Wi
user having the first generic ID that represents all the
private users and the users on network B. Instant
communications processing is performed by CICP 202 in a
normal manner. Similarly, from the perspective of carrier
network B CICP, there are the regular B users and a single
generic user having the second generic ID that represents
all the private users and the users on network A. Instant
communications processing is performed by CICP 222 in a
normal manner. Private users on A only use the access
network 201, and private users on network B only use the
access network 221. Steps 6-8, 6-9, 6-10 are then performed
on an ongoing basis by the CNICP 232 for the session that is
established. At step 6-8, the CNICP 232 combines all
regular B users’ signals and those of all private users (A
and B) and sends this combined signal to regular A users via
the network A CICP 202 using the first generic ID. The CICP

202 of network A then treats the combined signal as a single
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all the private users and the users on network A .

I nstant commruni cati ons processing is perfornmed by CI CP
wW@aR5MHF10er nor mal manner. Private users on A omGI/Qs8E04/001993
the access network 201, and private users on network B
only use the access network 221. Steps 6-8, 6-9, 6-10
are then perforned on an ont®ing basis by the CNICP

232 for the session that is established. At step 6-8,
usdhe NIt R prewbicfeshal |1insdgultarcdBmisdicsit isimgmal s

and those of ,all private_users (A_and B ) and sends
comind GaEHAT &t d‘ﬁ’aﬁ rte@“\l@d:ulpa (sﬁlifsers via the
network A CICP 202 using the first generic ID. The

C CP1 9 ptseytdpore e ghe e of2ihednsin all regular A
conmuni cati ons comuni cation with the regul ar A users

usexs ‘stsdigrenlo witte tclmscgp ozszléorpaw&steamser%u@araw B) and
se lﬁssetg'tseﬁ%ﬁﬁt X co gSIﬁ 14 I YL ASY S (RELIB B

to regular B users via
cIgret2ar k8 g (ﬂhez%?éqmldwg;dﬂeermedmid géweern’ed:WdIk Fhe€ICP

network B Cl CP 222 then receives i ngl,.e si.gnal_and
Zz%rRﬁﬁ%;%Qﬁ%%%ﬁ§<ﬁu§%ﬂﬁief%h9ﬁ4%e%ﬁﬁiﬁﬁﬁéHﬁﬁhﬁiﬁc%ﬁ.dhs
usXOTIBNItGRL | Qs bt JHrinwel e Jta@HAc Fhniffiicat An Siidth

6-10, the CNICP 232 conbines signals from Cl CP 202 vi a

netwark ineguldandt iusgws -and CI CP 222 via the second
generic ID as well as all private users on both

net wor ks, A 4ng, B .angd St%d%ﬁ]{;@l? k%gjlcfmﬁie@‘% 1s from

private users-on bot’h nhetwor I't ca
ciczeayohomd eheareftinedt eferfémiur €06 ayah QI Rexx2endeic ttdie

e GRTARHC TRt i RELY 5 i R L (oh Bai T

netRAQd Sidid & 4y tdanfed Hond it iAot vt e

provi de cross network instant communications to
usqus ot dafdemaimass @iteded to
It can be seen how the method of Figure 6 can be
extended to allow the combination of signals from more than

just two carrier networks.

In another implementation, a method similar to
that of Figure 6 can be employed to provide cross network
instant communications to private user devices connected to
carrier networks that do not provide instant communications.
Such communications would only be among private user

devices. A flowchart of the method is shown in Figure 7.

The method begins at step 7-1 with a private user
initiating a session by sending an invitation. This
contains its private user ID and invitees consisting of
private users on carrier network A and private users on
carrier network B. The invitation is transmitted through to
the CNICP 232 which then sends an invitation to the private

users on A and B via the appropriate access networks at step
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carrier networks that do not provide instant
comruni cations. Such communi cati ons would only be
W@eosgs1p0i vat e user devices . A flowchart of tier/artdeeco1993
is shown in Figure . The nethod begins at step 7-1
with a private user initiating a session by sending an
invitation. This contains i2& private user |ID and
invitees consisting of private users on carrier
7-2net Wy lstApard 3pr itkat erisate waserar EozfeptetommejRct T
. dnvitation is transmtted through to the CNI CP 232,
LIiAEH Otherf Tk RS T 358, AGSET0 T Goth @9HRY, 1% tdgeeas‘%h ot

use LB tHe i iARPIRPIHIA @Naeeessonet wiidss aft i 04
/-2. At step 7-3, theé private users accept or reject

and loa iamyiongoing bhasdusals signaddedrer nemtesidey the CNICP
the |.ist, of users for .t . Si {s

23pifyer e prulp IR sARcRIR I8 Hexiiomad, for

thealcniiert det tdfe US¥rsP o232 Wy @.i ndthanteffect of this is
conmuni cations processing is perfarmed for the
thatoml HeFtadtt GommErCafionsf@l 1sTRetefelietdfedti s

privatdd ' Msell 191 @M GAMRUNRAK SR !drivieluddys on
between private users on carrier network A and private
camrsierrs metweark iBematetitdrsk aBdiatgnitthies tfaedi thathdfeastarrier

that the carrjer networks A,and B. Qr.. nay..hot
nettRked i &SRy o AT A A A (s fant
comhiitsi,cdtlich < Ydphpia itp! emeiissd tHisa JwriMbbe Siiglegented
~ shown in Figure 5 but with the onm ssion or inclusion
in ¢f nateark Fgh fs Qhgwpdn Fi@uaeck 22ut With thhe

omigé’scﬁmnt et une 1Qfs fdIYE chf BRI HMEDo02 and cICP

ross-carrier 1nstant communi cations services, are
22provided that wthhold user identities within their
specific carriers or corporations, and enabl es
enhanced_f eat

Feat ur odiih HheC AR RO T s tha S TP R
gi#éﬂﬁ'd¥oé§-éd¥%ier instant communications services, are
provided that withhold user identities within their specific
carriers or corporations, and enables enhanced features
within the corporation clients. The features can include

improved services that are in the control of the

corporation.

Turning now to Figure 8, shown is a detailed
illustration of an example of an implementation specific to
PoC that links private or corporate half-duplex or PoC
components with network carriers’ PoC components. In the
example that follows, it is assumed that the private network
is a corporate network. However, the architecture disclosed
can be applied to any organization. It is to be understood
that embodiments that employ PoC for instant communications

are not all limited to the detailed example of Figure 8.
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corporation. Turning now to Figure 8, shown is a
detailed illustration of an exanple of an

WO 2098/@ment at i on specific to PoC that |inks priPCat@2004/001993
corporate hal f-duplex or PoC conponents with network
carriers' PoC conponents. In the exanple that foll ows,
it is assuned that the privadfe network is a corporate
networ k. However, the architecture disclosed can be
applied tm Bhguneganthatimﬁra$trmstmneb@emadelkYObudicated

t hat , enbodi nent s that e PoC for t ant
bY Bt LSOO 8% CVETR SRFE e T Reto Tk (Re Bifai | e

infXaEPLEcLhrEi gehEr 811 indﬂc&ﬁ&&rﬁyssihﬁs associated with

infrastructure generally indicat by 60 is associ at ed
cankiér ceetwerk ndt vibeke Agenerail Inf rialke¥echay ePgedRe ap¥ ymore

catPfaf BEBHeE® | RLES LLOM o WAL SR LI ELupETURTH B -

ere nay be one of nore carfier
as 6t IOt && w1$h$bheh@wmp¢satﬁémastTM@f@rmaﬁ4bassmchated
with the corpgratlon There may be sucg infrastructure

infpRSEHARLRFE of F LPAFR 19 0F BV LEBr YRnPLLYRbfs.
or%%ﬁﬂlﬁné‘”d @é‘ffi@f B Qﬁ&’ecéﬁl??@ftlbvﬁa@“@eg’ﬂeéélve GLMS

servers 36, 46, and presence servers 38, 48,
344 | BSC SHEAVEr€od €s @Q, m@d peg@¢@¢eF@£I%¢ren38 48 as

we R PR TP SR a e s Hadufar B FHRENRER See o2

are éﬂbﬁnrﬁﬂrﬁéeﬁbrﬂgA[eﬂg|@fea@dfpérQDépnéat61£én69t33.
orate clients on network B are connected to the
Pogoqagwa’@% PhaTR FheWRaiR ReRWR¥K B, (Halg FpeFgfenting

re§%i§9t§ PeéﬁgégfgtéléPQ%ﬂ@sthec@fﬁ@i$§eaéflgﬁﬁs on

dashe i ne 51 between corporate PoC
netcwoektB Sﬁeaudnnhetedrtoethélmﬁrﬁdrama PO@ tnshhed Eame

53 between corporate PoC. clients 33 an t?
maBReT oab vEPe RO RRRTEES | RoLEREE ! BRI TEGark - B hG ahaFhe
detgfﬂé'étésné@rsﬁéﬁﬂoraTEeUé§§§ed TORP 0% Bt Be BRHEERT corporate
regular identities.
PoC clients 33 and the carrier GLMS 34 and the dashed line
53 between corporate PoC clients 33 and the carrier PoC
server 36 depict the possibility of allowing dual identities
for corporate users - corporate and/or regular identities.

The access networks are not shown in Figure 8 so as to

simplify the figure.

The corporate infrastructure 64 has a corporate
SIP/IP core 12, a corporate GLMS proxy 14, a corporate PoC
server proxy 16 and corporate presence server 15. A
corporate firewall (not shown) may be provided around

corporate infrastructure 64.

For corporate PoC users using their corporate
identities, all communications are routed to the corporate
infrastructure 64 as indicated at 50. This might take place
over fixed dedicated or virtual connections between the

carrier network and the corporate network for example.
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The access networks are not shown in Figure 8 so as to
sinplify the figure. The corporate infrastructure 64
wozws/asioor porate SIP/IP core 12, a corporate GOECHI00X901993
14, a corporate PoC server proxy 16 and corporate
presence server 15. A corporate firewall (not shown)
may be provided around corpdZate infrastructure 6 .
For corporate PoC users using their corporate
Prdfianibiliyt et healdorporats caid aexvare Irsoutsed tot dridard
., corporate infrastructure 64 as .indicated at, 50. [
IRIARC % 6 P SOIITSEAF SISt T GREHIaRL POC
serRRIVIEGd QNS RRIRAN YAS, Gald Istlaniririhidddes 58,59 to
corporate network for exanple.22 Preferably, the
componparadtee WHdD SHR/EP B ues 8L  dlamtapedtirveliyaceS 6 5 ly,

to C .cate with.th rier's \
PrQIRIARIY 1S AP CANMEHY diorthte ey quttithces
52 ,GANTEH | dein@iii ddt eSWA/OHP tBR @ a4k ree qiand i3vel 4 .
Simlarly, preferably the corporate GLMS 14 uses
standard interfaces 52,54 to co nicate wth ﬂg}
carri er 'AHgaaperats) usgys’c % alfs?er’%?“s%‘{; rough to

th Oy pUtAE WUk tihde 1PN %pg&(d&’il&t\@l%f @&dnifdhed
are appropriately conbined and routed back to the
and arniterd etalorics the raaguiresd nefywarksh@ sase@tigestr | fden

nmet hods are i.npl enmented, in_th stem.of . Fi e
eh GRS S TS e Sl R 4h e Paif dyfhem of
Figifrd 18t he dordalafed dgatdrialudaC id ippesentedl itd erfead®C
56 such that fromthe carrier's perspective, there is

seryei X6 difbride datkat & regiita PfekIGemnE1 B a

intf AL RS GEITERE HRORI L fflipcrive, there
is RoC dGidfifiearentte \hetwadrersd asgHA S RIC tdidterfty G tde a
co:I:((;Daorrr,réaigtleﬁr '(Rsrcggés erfete'qi,?:/teéﬁtgge?nreg:iics }?po% dc,ilfifeenrte.ncesirr?flva\erelr&, a
virtual PoC client is presented to the PoC server 46 via
interface 57 such that from the carrier’s perspective, there

is no difference between a regular PoC client 41 or a

corporate proxy generated generic PoC client.

The real individual user identities behind a
generic PoC client are invisible to the network GLMS 34, 44
and PoC server(s) 36, 46. This allows greater privacy when
creating PoC Sessions and inviting large groups to chat
sessions. Optionally, if demanded by the network carrier,
the actual number of participants behind a corporate generic
PoC client could be provided to the carrier-based PoC

Servers 36, 46 for billing purposes.

Preferably, a corporate user 33 under a carrier
can use his/her corporate PoC identity or his/her regular
PoC subscriber identity for his/her PoC sessions. If the

corporate identity and regular PoC subscriber identity are
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corporate proxy generated generic PoC client. The real

i ndi vi dual user identities behind a generic PoC client
wW@e@soswisi bl e to the network GLVMS 34, 44 and ROIZCA2004/001993

server(s) 36, 46. This allows greater privacy when

creating PoC Sessions and inviting |arge groups to

chat sessions. Optionally, 23 demanded by the network

carrier, the actual nunber of participants behind a
alleorgabrtat degarsed atPaBec|saaet tdod,d e flermakilde d Heo User

carri,er-based PaC Servers 36, 46 for billin ur poses., .
AeVBES S} BENLISatE FELFRES it o OF B R Tt don
to N Rye eydyy.ate PoC identity or his/her regular

PoC subscriber identity for his/her PoC sessions. If

the corporate identity and regul ar PoC subscri ber

i dent i t BedEe ALLLRFRGFHE YSEF SatS k@ IS i q inRecessed
at W %ﬁg&%&e.%rsewﬁe 00l P HILLAG G dipligase

the corporate information to regular PoC users .
profecksmraiHe e @rfiamatesd featirsisyial Socanpenatecessaes at For

t he cor,porate ,PoC server,. there js .a flexjibility to_ .
X3RN A T (Y SR ATEREGS 08t G P A6r SOP e TR 1
avadidlaBE T @orgbrte WY afutdhg &hePldivaiA £hdnt to

option is available to corporate users by nuting the
thesinpmlaasaienso the regul ar users. Use Case Exanpl es

Vari ous use case exanples will now be presented in the

c Nt extn of npany havi ng 2000 enpl oyees, with sone
Useo%{% en‘p“fpg'yee%gs using Carrier A as wreless service

provider, while others use Carrier B as wreless

ser vi ce VEnohdwe s eT e seo repemgtle sPod 116 nevd be ygelsented in
th%eczq\%l rs Loef;)][ae |oster a Q’ﬁ{?g?]:?oo%%t Poc&iﬁevelsc’e BRGOWLS. of

0]
t heC GNP AN nf @aMiildy Qaldd efirdlesiNGeshiidaardnovider,
while others use Carrier B as wireless service provider.

The corporate PoC 16 and GLMS 14 servers pre-register a pool

of 60 PoC service accounts with names of clAe@emycompany.com

through c60A@mycompany.com with carrier A, and similarly

register 60 PoC service accounts with names of

clB@mycompany.com through c60Bemycompany.com with carrier B.

With these PoC service accounts, the corporate PoC and GLMS
servers can support up to 60 simultaneous PoC sessions if
each of the PoC sessions bridges both Carrier A and Carrier
B, or support up to 120 simultaneous PoC sessions if each
session only involves one carrier, for the sessions involves
both corporate users and regular carrier PoC subscribers.
Each of the PoC service accounts may support one or many
corporate users under a carrier (Carrier A or B). The
mapping between real corporate users and the PoC service
accounts is dynamically assigned on a per session basis. If
there are multiple corporate users under a carrier in a

session, all the involved users of this session share a



10

15

20

25

30

regi ster 60 PoC service accounts with nanes of

cl B@wyconpany .comthrough c60B@yconpany .comw th
wazosHaEnoB . Wth these PoC service accounts, RGRCA2004/001993

corporate PoC and GLMS servers can support up to 60

si mul t aneous PoC sessions if each of the PoC sessions

bridges both Carrier A and Zarrier B, or support up

to 120 sinmultaneous PoC sessions if each session only
sirgleolPess swreyicar rdcrqurftor ande tdhesigi onsl dasy @nescdmitined by

cor porate users and reglu ar carrier PoC subscribers.

the- GaFRratise Eﬁfﬁ:%?é‘r‘(ﬁrc gccounts may support one or

many corporate users under a carrier (Carrier A or B)

Usel t& J8PPI (R eiaraaie f l1yc0miar aife dbx@icrael ddwrPemd
service accounts is dynam caIIy assi gned on a per

regidey; AR iqe suhsarihersmi |°¢°-| S0 FHHIEWser s
A i Qﬁ% tyhe invol ved users
coxﬁbﬁl S S%Zerslgl gﬁ’ls are lglrhr?gﬁa‘] o)C servi ce account,

and their voices are conbined by the corporate PoC
server Thrddsed@gsatate @u@lwae'semm}ﬂxy Canndieyf A want to

cor ora e sers ,and ul ar Po serV| e suhscribers 3
congfl s A0 i o Byt i R e | fifiaber
of )Cawl%a: @pr Rt Il DL aHAURGRT (EMY iRirAMANisd & pre-

conduct a PoC session wth a regul ar, PoC service

re@m%é}o%fseeaﬂrq%rawounn]@tc&%mre MPoC and GLMB
cl@@ ;r?g& %r_lggg/% leerteed &%CP%% \Qﬁqsesﬁﬁfour&o%orate
= conpany comto co ete the P
GLMESSY aind Cmrcpcareameﬂ_'ll‘dsa]ré amhﬂii@(ﬁmi\te:r irficlarde the
configured to | | ude the three ,corpora ees |
thigs CHERAE % CURNES ATbin SIRAR G SRR Seiount
c 1Ny ETHBA. daflUes BdOBda P mRfirist Hlond &Ik Icdporate
sent to the Carrier A GMS 34 and PoC 36 server using

POQuaﬂnMﬂr(ﬂsA@ﬁyUbﬁm%uﬁhe(ﬁﬁﬁﬁﬂﬂi’@héﬂﬁ%ﬁuﬂ%uaﬂ@x?QQﬂiﬁ ce
se rvuebrS Curs! 1*%169r a3c1c oq,fntc‘r’lcr :Lrli@%{yd%n{psaﬂ})qvé &€ 4L e & 2 é:lﬁ ar PoC

service subscriber 31 of Carrier A is invited for the PoC

session. The Carrier A PoC server 36 may also request the
corporate PoC server 16 to update the number of users behind

clAe@mycompany.com for this PoC session for billing purpose,

however the real identities of the three corporate employees
are hidden from the Carrier A network. In some embodiments,
the three corporate employees are also able to conduct
private chats among themselves using enhanced features and
additional security mechanisms supported by the corporate
PoC server 16. Note, although Carrier A knows the three
corporate users are using the Carrier A access service for
data calls, Carrier A does not know they are in this

particular PoC session.

Use Case2: (Two carriers, mix of corporate users and regular
PoC service subscribers of both carriers, corporate user

invite regular user(s))
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session. The Carrier A PoC server 36 may al so request

the corporate PoC server 16 to update the nunber of
wazessstoehi nd | A(r) myconpany .com for this Po@GEBEA200#001993

for billing purpose, however the real identities of

the three corporate enpl oyees are hidden fromthe

Carrier A network. In sonme ®hbodi nents, the three

corporate enployees are also able to conduct private

chats afife MOERELASS IIHPYERFaNEEE T &auier dhgnd one

itJo [ is r
colffidl S MnRER o dEUAR P BN WS VRl o poc
sedgiaus with e erexnrlpar Hof seavd car susicgi e darddmrier A
A access service for data calls, Carrier A does not . :
(Usgrod)t AP ane ili?g_l%asr ;Pa?& iSEHVAHCPSERSSIGRGT QPsdarrier B
(vdeAsed . (TR CRI¥ddHate ot Afs Ca@fdfOQiLMse S etk use a

regul'ar PoC service subscribers of both carriers,
precorggirstter afdbs oG regntwl qee caunts @t £arag ethfeer

cl o cormat e c!rr(l) e aunder-r%%{igt%rre% 3"2)%( %qrifl%reoogcacto%nt

c1Apiyionbany o Ghd o P pediqesed B SR Al

at Wddt igte B egu memaongaing aus Wes aonplre tef tlas rdmyssA
(User A ) and one regular PoC service subscriber of

cangiey o gagssion ) Corprrats [Bis &4pcad Fond IS vVeE S
: res {St ' t
A e ey s it o¥es
undsar daomr ixor RurovadraCay rdmet dile adpOnadenEmployssmungler
conpl ete the cross rrier RPoC siQn.. Corporate G.M
Carfier, B GRYSHSER b NG B &6 T T i he
o1 HHROMTIROIE tITEDIE &8l N dRIr rGay i2erinA tH ey eselion ;
one corporate enpl oyee under_ Carrier B coverage in the

similaply meCRREake ST ddnand Rahy dmBaTy ST oM wor k
' CRBT Gy comzRh
corff b e afe g Ehd Tt diborded oy P e

Carrieet [ eovergye atrel en meegonatderemployee under Carrier

B coverage in the single PoC service account

clBe@mycompany.com to work with Carrier B. A PoC session

request from the corporate PoC 16 server is sent to the
Carrier A GLMS 34 and PoC 36 server using account

clA@mycompany.com to invite the User A into the PoC session;

similarly, a PoC session request from the corporate PoC
server 16 is sent to the Carrier B GLMS 44 and PoC 46 server

using account clBemycompany.com to invite the User B into

the PoC session. Upon accepting the invitation by User A,
the voice of User A is also combined by the corporate PoC
server 16 and sent to User B using the PoC service account

clBemycompany.com; similarly, upon accepting the invitation

by User B, the voice of User B is also combined by the
corporate PoC server 16 and sent to User A using the PoC

service account clA@mycompany.com. The Carrier A PoC server

36 may also request the corporate PoC server 16 to update

the number of users behind ciAemycompany.com for this PoC
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Carrier A coverage and one corporate enpl oyee under

Carrier B coverage in the single PoC service account
waebkdSoywonpany comto work with Carrier B . A ROIZCA2004/001993

session request fromthe corporate PoC 16 server is

sent to the Carrier A GLMS 34 and PoC 36 server using

account cl A@ryconpany .com2® invite the User Ainto

the PoC session; simlarly, a PoC session request from
sestdi@rp@onomualP@CWe l@eiitheserin totile oarim er

GLM5 44 and PoC 46 server _usin count an
categ@hies )i nRiome vViete thger e8] &Pg%ttﬁi?lﬁc?c sfl ggg %%%p y
r%%‘i:‘”aﬁ":te' Repl1RE Y iRl itie Rise¥S® ahe htlla@e\fplf%npftﬂeser

is also conblned by the corporate PoC server 16 and
Cargder tAon@@morB,uﬁmgltalréyPo@hﬁeC@r@éeafc@omC server 46

on? SRR S IR Tl o
nuMb@ﬂNdBﬂﬁéété|b%hﬁ@kp@fwm@mﬂawﬁpaawv@buﬂ6a@ﬁdjseﬂmatneal

User A using the PoC service account | AOryco com
identfifdegafy dthen foye sorparate fHPLAYES S &dite g’ﬁ‘
areb%lwg% %&P%:tsh%' err iR A & ARk he pydThers Ofpdiser s
cl conmpany .comfor this PoC2 6 session for
sedmnjdn,ngplmrﬁmme c(oe:iptdxate rentgiioadee@r ane @éa:sevg@rhlees,)to

er th re |dent|t| ghe f our. _cor q%h
ced

Y
Coqgﬁﬁi, d from% fe" Gt i%er A
fediQirey lé:ncﬁ'afadla:fﬂdhalt fé%c@a:flrtlyeﬁne%haﬂﬁsm@i \RIppHr ey by the
al so request the corporate PoC server to update the
conpausdie doQsarySFeHind cl B@yconpany .com, again the
real identities of the four corporate enpl oyees and
Use gé . At U %ﬁ:ﬂf RS LU IR ritieMider S Und
C sessi on, e four corporate enployees are
regai]sn: e starmmlmtbmm cHatssmeneay tileens &l wegular
éﬁgf nhanced featyres. and addj ti onal s UIéa/ £
useﬂ"e %S RS Dy §He St émly Server rate

user further invites a group of corporate users)

A regular PoC service subscriber of Carrier A
(User A) invites a corporate user User C into a PoC session.
User C is a corporate user who also subscribes regular PoC
service in Carrier A. User A may have been in an on-going
PoC session that involves a group of users at the time
he/she invites User C to join. User C wants to further
invite three additional corporate employees into the on-
going session. User C sends the request to corporate PoC 16
and GLMS 14 servers (based on IP addresses, and using
his/her corporate identity, such as a PIN) to have the three
additional corporate users setup. The corporate PoC 16 and
GLMS 14 servers select an available PoC service account from
the pool of pre-registered accounts at Carrier A, say,

clA@mycompany.com and maps the three additional employees to

this account, and inform the handset of User C. The handset

of User C then invites clA@mycompany.com into the on-going
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Use Case : (One carrier only, mx of corporate users
and regul ar PoC service subscribers of sane carrier, a

WO eabsioouser invites a corporate user, and thECT/OX200€001993
corporate user further invites a group of corporate
users) A regular PoC service subscriber of Carrier A
(User A) invites a corporad® user User Cinto a PoC
session. User Cis a corporate user who al so

sessilosgr iilme & hee galmer wRQCaserdnivig ing Gameigarlak PodseerNice

may ,have be in_.an -gQi,.ng .PoC [ t hat | I
SUBSCERES (o PTG B8 SRR Lo RYPERE L s User C Lo
c 1Al@@1yf<‘}o@@y .Gonanilss ped fiotinielde auitdwialtd callnge rjddiHe eidldset

—cor porate enployees into the on going session. User C

withends amfye usequdit ery egdiedr-alsemo € POVa f@ PGS ops to
rvers (> , d ;usi '
reni Il B A A R S e A AR B o uee
hi sq/theirt iconglo radrep @rdtve legrer £osgiiim thiee cdd@uuyrcaimpaPoC cin as
and GLMS 14 seryvers sel ect, an ay, iI%&L PoC service

3 CRIPOFACS MFRT HE JE6 5658 WBiE: Erdd akESRInS dfis/ber
redwdlad ﬁﬁeﬁbiﬁiaﬁm,@h%@@égéﬂ@ﬂﬁy IEOWnNd aFRRS e d, hnreer C

addi tional enployees to this account, and informthe
camhpadddicigpatiesdm Qrivate ishadsewish Gder oChered igprRCERte
cl A@niComany,;..com i.nt e :Qn-gQi.ng2 S (oTp W
o, TSR TR e BR0° 0000 EIS3 Uk Ihoose
to Jukaen ey boind dqurefearsaltliprishe n mhiet priimatteo chat and the

| A@ryconpany .com_i s _perforned automaticall th
VAR GE B G Y dSB S et PR B Y G8e CE Brow dan
chdJMARE ti 1R (5 LI Wie Ol il W@ data thlffic
session, or use his/her corporate privilege to join
st nelnsc las@nceoipiaed atc dheadhagndsetpor ded sgercam alise talk
ssion while still_ keeping his/.her requl i.d itV
o e O AR YARE S JRa I nee ol e, o ey
whiR@ tHHe RAlRr RdipotRite ehalrs \sreh itherdiviadle Zhat,
corporate users using his/her corporate _identity.
meapwhide monitigssdhe private chat. He/she can dlso talk

to the entire group (both corporate or non-corporate users)

either using his regular identity or use his/her corporate
identity. To reduce redundant traffic, while there is no
corporate private chat, preferably the corporate PoC server
16 does not send voice data stream to (the corporate
identity of) User C, and User C only receives the voice
stream from Carrier A PoC server (which includes that coming
from clA@mycompany.com). As in previous use cases,
corporate GLMS 14 and PoC server 16 are configured to hide
the corporate employees behind the single PoC service
account clA@mycompany.com. The Carrier A PoC server 36 may
also request the corporate PoC server 16 to update the

number of users behind clA@mycompany.com for this PoC

session for billing purpose, however the real identities of
the three corporate employees are hidden from the Carrier A

network. For this PoC session, the corporate employees
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to listen to both conversations in the private chat

and the regular group, or only listen to the private
watas/031b§7 choosing to listen to both, the voi aesr/€Am03/001993

two data traffic streans are conbined at the handset.

He/ she can also talk to the non-corporate users using

hi s/ her regular identity wh#fe the other corporate

users are in private chat, neanwhile nonitors the
unden vl Zemhadnpdie/ st care & lssp tadle ttwo tuse aritlier eplapced

(both corporate or non-corpqrate ysers) either usi
Feaiil 4 Al DA A TS, (T b SR ko Edd by the
corptiitd Yrod sdBfltice nesiundait Haafd | Carmdd e tiesws i the

no corporate private chat, preferably the corporate
thimsC axdgditeror®l doEepIrAt s P Aiake di g hay tarqe e
seiH AOTALE ﬂ:eaptééflé),f )CaL{Stei;eICAcgcf& US&! lgx%«'?lé’he\)/ are in

receives the voi cé streamfrom Carrier A PoC server
thi{svpatt iacl areBo¢ hadsscioon ng dammext AQ@orclpnjamwsdiger C is
. As in é)re,vi ous use cases, corporate GLMS 14 and PoC
in & FeSB WM AR AITYHAT (B Hide the corporate

enpl oyees behi nd the single PoC service account

Us€ | AQ@Y COMERYo Cor fidies Caliict f AdiRlosil e/ Qis¥s Nad
al so request the corporate PoC server 16 to update the

regiiraserPaff sptericoh e eibe®sy kel TR his rRAular
Sess) il l4ng 0S ver r frd
usefrgeoné %]al%lg{%’? I%hieﬂk?]htféé{e%ofcpr rate egn%%%s’eea?%rteh%i %‘é%ted
cofp@ratdaigear riwertfemeinvities Rorgrdips dpoestse ansexde and
cor porate enpl oyees2 8 under cl A@ryco tnpany .com are
regiilayr dhieF t9 L%% A Hereedanced features and
addi ti onal security nechani sns supported by the
Cor por atge RO 568F iede Hobhei cal S K ri erof\ ddieber A
the three additional corporate users are using their
(Usexe s Bavrites 4 croxRarateluser @9y & Mtves FRE F@WoD.
t.h re in thi rtjcul P essl . rj
Useorn% kno%cciﬁ%élsaéj‘?as&%eﬁ#t e sag's%sqso%%asg%l%%u %uﬁasrerl.)oc
service in Carrier A. User A may have been in an on-going

PoC session that involves a group of users at the time
he/she invites User C to join. User C wants to further
invite three additional corporate employees, and one regular
user under Carrier B into the on-going session. User C
sends the request to corporate PoC 16 and GLMS 14 servers
(based on IP addresses, and using his/her corporate
identity, such as a PIN) to have the three additional
corporate users and the one regular user under Carrier B
setup. The corporate PoC 16 and GLMS 14 servers select an
available PoC service account from the pool of pre-

registered accounts at Carrier A, say, clA@mycompany.com and

map the requested corporate users to this account to work
with Carrier A, and also select an available PoC service
account from the pool of pre-registered accounts at Carrier

B, say, clBe@mycompany.com and map the requested corporate

users to this account to work with Carrier B. The corporate
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Use Case 4 : (Two carriers, mx of corporate users and

regul ar PoC service subscribers of both carriers, a
wormgiibano7user of Carrier A invites a corporat @QIses2004/001993

and the invited corporate user further invites a group

corporate users, and regular user(s) at Carrier B) A

regul ar PoC service subscriB8r 31 of Carrier A (User A

) invites a corporate user User Cinto a PoC session.
PoQsES dhd CIMS Arposetwers einfvion ditso mardset bef Vsgul@rto

us%nt(%%erw ce | Carri er A i User H{‘%%%Eﬁ%@sa@f

hadd$et idE nm.élsf@ ﬁﬁ%tﬁﬁviﬁéﬁ &A@wé&rﬁpax&:}seﬁo@ 1Yt Sthe
to further invite three additional corporate

onIping keSS kon, oke Fhgueale VRY amdavidaing @ BIwptar PoC

Se%iﬁ%éﬁ%ﬁgg#¥%?§%3 cF(éﬁ%?%é%ggyvershﬁbégggggn Iéb

c1Behfesgeny adeh ubs Nee i i iesd amrqummicaalnemyttyhe shaidset
as a PIN) to have the three ad tional cor ora e users

withRPk RS iS¢ gt e T (RRY L hder RE T RO Kot ver 16
in CAUPPT M S0 Lo Ah 3D dd s el %rﬁfélecéaﬁ]'z“ler B in the

avai | abl e PoC service account fromthe pool
name ea%mm@me@m@@mm@nat The r¢egssA carpler PoC call is

o AT REa SN IED (ool S0/ 88 Bhfasn as

redhBHr &eé@@toﬂmm/ﬂiéﬁm ei Pah s e £omMC crini s é riobhs £ er
pool of pre-registered accounts at Carrier B, say,
CORPKR{R FHPENYL €Ik AntP -1t %

coiégﬁ%%%&e%% SiRcCRLNted c%”dfhﬂé hetGar ¥ 1)k eBing Tl'i‘fs/her

PoC 16 and M5 14 servers informt
regmlmhseidmtils;ernc tt lve msimasslrgrmle clat@qacocrmy User C
comfor,this sessi on

can RAY L IR NG RORRNY %16%? n"{’%gf eteh%n %% Fhg s%%%?orate
uséFs LS 5 ei yAYe ASco Yot Bddegidyy £l &oivalso talk to

subscriber, and preferably the invitation to
the non- corporate users undér Carrier A using his/her
regular identity while the other corporate users are in
private chat, meanwhile monitors the private chat. He/she
can also talk to the entire group (both corporate or non-
corporate users) either using his regular identity or use
his/her corporate identity. To reduce redundant traffic,
while there is no corporate private chat, the corporate PoC
server 16 does not send voice data stream to (the corporate
identity of) User C, and User C only receives the voice
stream from Carrier A PoC server 36 (which includes that
coming from clA@mycompany.com). The corporate PoC server 16
combines the voices of the corporate users, and the voices

of the regular users under Carrier A (received from

clAemycompany.com), and sends to Carrier B PoC server 46

using the service account clB@mycompany.com for Carrier B’s

participating users; similarly, corporate PoC server

combines the voices of the corporate users, and the voices
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cl A@ryconpany.comis perforned automatically by the
handset w thout any user intervention. The corporate
woPmas/eanoezer 16 in turn sends an invitation to RCIRCAIB04/001993
under Carrier B in the nanme of clBOxwyconpany .com The
cross carrier PoC call is now setup successfully. User
C now can choose to remain 38 a regul ar user of
Carrier Ain the session, or use his/her corporate
of rhevitesgel 410 ysp s turedet A@mcicemp ahy(rexsnead af rom

corporate user in the sessiqn ile still keepi .
ARG SRID GO { A 159 Khe STl YTt o fgrvice
acEAfts AmfeSthPAldo i et &crd Mt en Chadfrvd ¢ fpd thieng

ot her 3 corporate users using his/her corporate
usgpfent |Ag, imRETEPRS WFe 368D e (FETR DI R BFEET

r [.er ' ' r ' i i |

26 {REP el A AbANee e (RN HER aipadtl e
nunianvdi 16s e i hehiind hel Aenwadnp ahatcomtHe atheb It BdG o

talk to the entire group (poth corporate or_ non
sexrPorifte Rt g & ;%s{)eﬁgt S dRt iYenttty or
catifoti & hern GRPOF atte | Eant | fdentha: Tasiuse diedwskapdrate

traffic, while there is no corporate private chat, the
usexy pordttthePosers wrder GrasietntB surgl Rdgdden degem the

streamto co | d [ t . r - Tale
Carstt & Ik é&%'eié/ﬁgﬁgboie‘{:ﬁeé S arlgélgrﬁﬁrﬁcg:arsrl er-A 46
maPo{] Servefuest (vhd cdorpetate spdhade ot s frompdate the

cl A@ryconpany. co . The corporate PoC server 16 '
nurgRa S §97S R e 1 L4GOM s [ KL heg, iR Heotal or

in V@A%H dher s L BY i b5 ShrpBsler L1 alnd fd£rei ved
fromTl A

conpany .com ), and sends to Carrier B PoC
idemrMeresiGolisig ¢oepaeate csent ANt NB@axcohpPat 1rHm

for Carrier B's ticipati users;,..simlar
us g S R Lat var S 4 (R R P B network.
FoE O IPD ab§C USEs $i ok Hdecop s eipldifedLqtaraliserable
under Carrier B (received from cl BOryconpany com ) and
to sisrisotkp AR ancod |E¢Hg TR At \adpitional "security

mechanisms supported by the corporate PoC server 16.

In some embodiments, the PoC Server and GLMS at
one carrier can generate a generic client identity to the
PoC Servers and GLMS of other carriers during a cross
carrier PoC session as shown in dashed line 35 between
carrier GLMSs 34,44 and dashed line 37 between carrier PoC
servers 36,46. In addition to the information of a normal
PoC client, a generic PoC client may also confess the number
of participants behind the generic client for billing

purpose.

This architecture adds flexibility to the
corporate PoC and GLMS servers and therefore the corporation
can implement whatever feature enhancements within its
jurisdiction, for instance, extra security measurements,

private chat while in the middle of a PoC session, etc.



account cl A@vyconpany .comfor Carrier A's

participating users. As in previous use cases, the
woan3/a007A PoC server 36 may request the corp@car@20ed01993

server 16 to update the nunber of users behind

| A@ryconpany .comfor this PoC session for billing

purpose (either in total or3i&n categories) , however

the real identities of the corporate users and the

users urtier aove-eieRmitledictrmdiments hef Gire i pregent

twork: simlarly,  t i er B PoC 6
2Py LRt dp e (e diaed it Bhudahinh S PRf% 2he
skIHOEE ©fe UsEr smdehi ek ¢t BB CabdBf idwtfidms and

total or in categories) for billing purpose, again the
variaioned tihks pATE heukyr porkadlngidrs wHdhqie departing

ri.i Ci ' S [er A are hidden from
frcﬁﬁeéljt%r%?éeég%)yne@{m%r%kg%cra clgﬂs PoC session, the
corporate enpl oyees are al so able to use other
enhanced features and additional security nechani snms
supported by the corporate PoC server 1 . |In sone
enbodi nents, the PoC Server and GLMS at one carrier
can generate a generic client identity to the PoC
Servers and GLMS of other carriers during a cross
carrier PoC session as shown in dashed |ine 35 between
carrier GLMSs 34,44 and dashed line 37 between carrier
PoC servers 36,46. In addition to the information of a
normal PoC client, a generic PoC client may al so
confess the nunber of participants behind the generic
client for billing purpose . This architecture adds
flexibility to the corporate PoC and GLMS servers and
therefore the corporation can inplenent whatever
feature enhancenents within its jurisdiction, for
i nstance, extra security neasurenments, private chat
while in the mddle of a PoC session, etc.3 1
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The above-descri bed enbodi nents of the present
application are intended to be exanples only. Those of

wos03/051007 t he art may effect alterations, nodiPOToEA20060@1993
and variations to the particular enbodi nents w t hout
departing fromthe scope of the application.32 W
claim 1 . A private instanB2conmuni cations processing
el enent for use in conjunction with a first carrier

Wengtmork, the first carrier network providing wreless
et to a first plurality of wirel ess user devices,
the first plurality of wirel ess user devices

1. conpri simgp¥ivaeasinorent i ¢ctmpii et Bons gpraevscing and
bei ng configured to route, signals fromthe at | east

elefirny | QY e Vit CORBINHARR V1P tthet TFF v 2T T 13T amttwork,
thé OFTRLEY CaLL NSy PROGRSS @r&ém wiflel did VadEes HSEAN

comuni cat 1 ons processi ng el being adapted to:
firstgherahbtamt coimelesatusas degiees, il fiestt

| east, one_first, private user. device via [ r
Pl T e S B TR Y SOl L Sh P ahapme
£ 1 RSO GeSETdtge UPSEY tdeviesei aedl bersiqnd orcigre d af é onsute

signals for the at_|east one first private user _device

signrils of ¥eBNERe 2% nke3Fk RBFMLHT TatRohea s giefs deviFe to

thégﬁéﬁ?ﬂe Oﬂ'?séiﬁétc&ﬁd\ M Ea UEG s A5V E8s ¥ By tdEedidfiS! the
carrier network. 2 . The private 1 nstant

pr Dwaiel ni wstt 410t Scpmocrbsa hiprs ameete 95 ind o henedurbaibng
adqg%ed to: assign a generic identifier for the at

ada Yhe first private user device to be included in
a carrier network delivered instant communi cati ons

sessi on; r@edevat £nét Lot st gl od®rsidieabé feastthe at
one
least one first private user device via the first carrier

network;

perform instant communications signal processing
upon the received instant communications signals for the at
least one first private user device and to transmit instant
communications signals to the at least one first private

user device via the first carrier network.

2. The private instant communications processing

element of claim 1 further adapted to:

assign a generic identifier for the at least one
first private user device to be included in a carrier

network delivered instant communications session;

generate a combined signal for the at least one
first private user device to be included in the network
delivered instant communications session, and to transmit

the combined signal to the carrier network using the generic
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first private user device to be included in the
networ k delivered instant communi cations session, and
wa zosmamenit t he conbi ned signal to the carri erCTiEeA20#/H01993
using the generic33 identifier for inclusion as an
i nput to the network delivered instant comuni cations
comuni cation session. 3 . Jhe private instant
comuni cati ons processing el enent of claim2 wherein
ideiritd fdembifirad isicinedidrs as a@ms Minpudd tico ténepar:@twork
1%§y3h to-tal k over cell ulaéé server Wt the carrier

IRSEAR G 1ROEBIR Gdkd Oy ST dtc’é’d TS ng

froma single user. . The prlvate i nst ant

3. communi aadd YIS WRIRC a5 tag te |l coimiin iefa talaisplr daw's digey
in further conjunction with a second carrier network,
elet“}@é’ltsétforﬂiacldfr % emaraiforihe CORRdRS iHadssisccess

tra &nfd N9, R W i @ﬁlsq{—ﬂbs-%ralql:e\dv(‘egs cd1N€113890 Kb rver

ur a |ty of user Vi ces conprising at east one
w1thmnmuhqnaannnenxnatwhah(whenauthaﬂqthmnﬁdgﬁmgnah(is
route signal,s fromat | east one second private user

tregh @it @8 FPHED AR @ iSHShT WS muni cat i ons

processing el ement, wherein the private instant

4. conmuni gaid Qiﬁxwﬂécqsﬁﬂwmelc@mmnﬂ@ﬁwﬁw@rawmg
to: receive signals fromthe at |east one second

elgpeantatd Waimdyifar Wse tife LEddny candiwctig@mrich a
sed¥ld Y4 d.JJTréStt q’{gthe X WU A %c#)rc%%%fqg@%vﬁixg@%%v1dlng

received Tromt |'east one first private user
w1nﬁmes§a&nuhsdutqnaIsannndnpiunaﬂmuy;mﬁ\uaartﬁﬁquﬁamcﬁhe

to prqduce jnstant co ni.cati ons Si nals for
SeqARh AKX G HFSR JTAGE oIS Yotk Afeone
se&ﬁl\ﬁ G jantd QléHlOQi&ﬁ.déTStaﬁf& PRy i s ithaldute

for transm ssion to the at | east one second(gaévate
signedrs fam et Seastheons iseaand pRigmt e saamidastighso the

prf%é figg%nt communications processing element, wherein
the private instant communications processing element is

further adapted to:

receive signals from the at least one second

private user device via the second carrier network;

perform instant communications processing on
signals received from the at least one first private user
device and the at least one second private user device to
produce instant communications signals for transmission to
the at least one first private user device and to produce
instant communications signals for transmission to the at

least one second private user device.

5. The private instant communications processing
element of claim 4 where the first plurality of user devices

comprises at least one first regular user device, and the
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el ement of claim4 where the first plurality of user
devi ces conprises at |east one first regul ar user
walmvs/eapo7and t he34 second plurality of user dexdes2004/001993
conprises at | east one second regul ar user device,
adapted to: assign a first generic user identifier
appearing as a single user 3thin a first instant
comuni cati ons session established by the first
seoad i Erureet ity kofandsdw dessiaps coanoiak Y aterieassepne

i dentifier appeari as a single yser within a second
se??fga'?ﬁglg(ﬁﬁnl%ec%@%ﬂsc%'es%‘#ﬁee%t i i shed by the
second carrier network; conbine all second regul ar

user devigsi g dat fra (gendrid nsdednti Nt PrappéLring
user device signals into a first combined signal and
as serpfingle Hsey rett i nelrss gigtant LAuYTErat HRant

: . . . i er

cofIULSEb e Sl S etld ISR £ 46

assiByn cessedand hperier st wear | slemet ek appearide 4% rat
eneric identifier; conq% first regular user

\ || .
SLRELE ST JFLTLLR A STTOG (LS SARE SUBMIP RIR (AGHS eggsion

estdeyl LEhSd IR tthd Nd cdn® e€ONE O sk i) gnal  and
sendi ng the second conbined signal to a carrier

i nstant communi cations processing el ement of the
second cepmbire st hoFscoRd FeTH AaTrUs e fRvige (Hignals and

a1PSFO TE AR ARV LU A JO SPGRIUh R o o

networ k USs1 ng e cond generic 1dentifti®er; conblne

f 1 Bty nedmb friedn s quaa Y | &nd i sesiddmg doimerufi st | @esbined signal
processjng element of the, first carrier netMQ%t and_a £

€0 &rFREN 1§ st 2 o TRl et FHECTHT RSt Yt T enbieRy ©

thd NEi SOE Ol LREF | 108 LURSE MO ¢ Dh B IdbrddThi e first
signal and sending the third conbined signal to first

regulamtesers cteiice e csiaj the Wl rst staretglorietwerk cugheg the

fi?ggcggkeric identifier;

combine all first regular user device signals and
all first and second private user device signals into a
second combined signal and sending the second combined
signal to a carrier instant communications processing
element of the second carrier network which in turn sends it
to second regular user devices via the second carrier

network using the second generic identifier;

combine signals from a carrier instant
communications processing element of the first carrier
network and a carrier instant communications processing
element of the second carrier network into a third combined
signal and sending the third combined signal to first
private user devices via the first network and to the second

private user devices via the second network.
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private user devices via the second network.35 6 . The
private instant communi cati ons processing el enent of
warms/mn31Bof urt her adapted to disclose a nunber BIT/CA2004/001993
participants behind the first generic identifier to
carrier instant conmuni cati ons processing el enent of
the first carrier network f39 billing purpose. . The
private instant conmunications processing el enment of
6. cl ai m 2 Ther tgheirvaacapitrest ar grommuchsl cervhiznee o emasd ing

features for, the at |l east one fjrst private user
LPRACOE FLathe R (AABHRS CGmithAoorfs Humber of
par RGeS RIEIRNMe Y A toRRirid algentli flier’ to carrier

~ Wwherein: the instant communications conprises
inghagit tapmmind catdonse |fndeas sdaigmadieiantond the fgst

r.ivate i nst 1 i.catj ocessi ng el enent of
ca Wror?ft&orc]{igltonxg i:% ;gnﬁa%ug[:i%l%r t he i nstant

comuni cations conprises hal f-dupl ex comuni cati ons .
7. 10. The The \atierdtres tiargt aoomuonineatiicatsi grso gessiaas ing

el ement_ of  any o of, cl ai 1 7 wher.ej n:_ the
CL4THRARRE COh i o S T GRS Hoh e G g nced
sedBSIS30i ikt udes T RiHe/ @lte IdHtAne FIRLH Gativalte user

processing el ement of any one of clains 1 to 7

dewigrepri sing a GLMS (group |ist managenent server) , a
presence server and a PoC server. 12. The private

| nstant GO £Ald A AIRC SRR SRR Y Sl Ald
8. wher ei n%{%}%@% (I:lg?spt?a(rasence serlvear ands e Po(%llrﬁ‘:J
eleéinterofaranyf @wne ahearlidioms t1o tdhey fwlhrexteigmrri er net wor k
through standard interfaces.3 6 13. A system
ConprISIJEE instant communications comprises push-to-talk

over cellular communications.

9. The private instant communications processing

element of any one of claims 1 to 7 wherein:

the instant communications comprises half-duplex

communications.

10. The private instant communications processing

element of any one of claims 1 to 7 wherein:

the instant communications comprises instant text

messaging.

11. The private instant communications processing
element of any one of claims 1 to 7 comprising a GLMS (group

list management server), a presence server and a PoC server.

12. The private instant communications processing
element of claim 9 wherein the GLMS, the presence server and
the PoC server are for connection to the first carrier

network through standard interfaces.
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a first carrier network delivering wreless access to
regul ar user devices and private user devices, and
weowpniwdng a CICP (carrier instant communi catP@INEA2004/001993
processi ng el enent) adapted to deliver an instant
comuni cations in respect of a plurality of input
signals; a PICP (private ins®ant communications
processi ng el enent) adapted to conbi ne signals from at
13 .| east omRe gysbenst eamperisdeng:ce i nto a conbi ned generic
signal for inclusion as one input to an instant

communi catj,ons sessi.on del.ivere Ve _Sali. I er
et wor k& Lo S e R b Hxfles access

to ighanr GHERISHAdeN D HYivete st devialds 0vrrd
cel | ul ar communi cati ons. 15. The system of claim 13 ,
comgdrsging & K G stCART IS3midRteaRt GRMEEHAtdens processing

iy ! . ' o
eléfl?rf\me%ga%e?ﬁwraeqqt\)e@%n 1Mt atite Orhen e id@ Mn

e I nstant conmmuni catl ons conpri ses

respesttartf teexptlureslsidgi rf. ikputThdgngsitssem of cl ai m 13
further conprising: a second carrier network

del i veri n%# d:{ﬁ%%g/?’ %geglssé:é%&r %%%!I]ng{ng_%sa 2119 Qi %eoscegkding

private & ri’s] carrier

el dmgitanta GPPaMitAld S Ny GLeARilg fAloeit )l eadaptat t o
deliver instant conmunications in respect of a

priplafealser sevifsuingiqfalcemPinath@emeep q flidhdle toT

: : pEpa VT : SR [ :
1néflﬁﬁlﬁg{r a%apt edﬁﬁ%dtgcr)tﬁab%lrgc@l%éﬂna s%f rom gzcalbzgadg% osneeSS:Lon
de Jpniexatde hys eva ide\daos lient et wekbi ned generic signal for

i nclusion as one input to an instant communi cations
ion liver [ I
14 .S essto 'I%ee syes tee% %’f Sca.L adi m 93P anl i Br

the instant communications comprises push-to-talk

over cellular communications.
15. The system of claim 13 wherein:

the instant communications comprises half-duplex

communications.
16. The system of claim 13 wherein:

the instant communications comprises instant text

messaging.
17. The system of claim 13 further comprising:

a second carrier network delivering wireless
access to regular user devices and private user devices, and
comprising a CICP (carrier instant communications processing
element) adapted to deliver instant communications in

respect of a plurality of input signals;
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network. 18. The system of claim 13 adapted to set up
an i nstant conmuni cati ons session by: the PICP

WO BoehMiooy a request fromone of the at | east BIECA2004/001993
private user device containing a user identification
and containing invitees conprising other private users
and/or regular users, sendih§ the invitation to the
invited private network users via the first carrier
netmorktheakﬂaﬂrnpﬁﬂmmmﬁdmﬁﬁanM'qummunﬁqauiansthe

|nV|tat|on and ad er a t of user for t.he
Progessing el 85 S’%ﬁ’@e%&r her, déﬁ’leP% eg o, cqupane signals

frdil | \tatleé&efo‘hé)rbxtl%b%eiﬁeendesﬂ% Gt d rwnttﬂtnw to
regular 1nvitees via the carrier instant

9ermmnmmngarxalorfs>rprm;és§1mg1 @lsener iadmtaite @@ timstant
Igg:éll C]l}e%ntGSlefCS[frer argidell% etdf bgf Ssa%.f t&%&n@%a@rler

TS rsta nlcat ions
netWoxkessi ng el ement establishing an instant
conmuni cati ons session including the generic

identifier and the regul ar |nV|tee epted the
8. nvit at i BYSIEM Afe }leﬁ{%’f

iné%gneﬂbdﬁhdﬂﬁﬂéﬁﬂoﬂéﬂﬂgggﬂBH'b@ﬁs session by: rece|V|ng
a request fromone of the private user devices

contalnlng a user identification and contai ni ng
i nvi teestl'tﬁ)r&iiq%ll’rﬂfedtw @ iBRsiue Sis dipm %l% Ghe at

leatsﬁ:V el ozgl.r\;a% Ihes Ilwdetv%.%eméo\fﬁ:ta%ﬂgd"q ki dsers via

car receiving acceptances or
1ddﬁﬁﬁﬂﬂddﬁmbnﬁaﬁdutontalnlng invitees comprising other

private users and/or regular users;

sending the invitation to the invited private

network users via the first carrier network;

receiving acceptances or rejections of the
invitation and adding users to a list of users for the

session;

assigning a generic identifier for the private

users on the session;

sending an invitation to regular invitees via the
carrier instant communications processing element containing
the generic identifier and identifiers of the regular

invitees;

the carrier instant communications processing
element establishing an instant communications session
including the generic identifier and the regular invitees

that accepted the invitation.
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invitation and adding users to a |ist of users for the
session. 20. The systemof claim 17 adapted to set up
W@Ios/MIWeEnt comruni cati ons sessi on by: recei viRQI/€A2004/001993
request for instant communi cations, the request
conprising an identifier of a user device making the
request, and containing invB8ees conprising a
conmbi nation of one or nore of private users on A (the
19 first cared erystetmwerik)claimedqull adargesd ton sket, yp iamt e
, _users on B (the second carrier network B), and regul ar
ingfadits W@91Q%%W%%%¥g a first deneri c °
identifier to the first carrier network and a second
generi ¢ dedaditvificPra tredueasts qawid oy dertmetpwinkatd hser
PICP sending the invitation to the private users on A

deviitesB aant aHgpmshd dsex dandrl figaloan anst SQRGRERIRI
P\ S, 4 Y ' and addi ng users
lm{ioeeé%f:ﬁc ggnel%ilgch%ma%{:%%g{lng tye?udt Ee Pl CP sendi ng an

invitation to any regular users on A through the C CP
of A usisepding fihrestimeitertiion S the HarAIWER garidiate

an i.nvitation tq.any reqular users on B through the
netoE¥ HoF st iy (i Gedod GSIITEA D, the O OP of

network A establishing an instant comrunications

sessi on MeieNBeihd ha: deqgidride ISR Sedjedh itk it e

. generjc identifier user having the first generic
inyigahiqn and (aRdiacpssT st kllsﬂtesqfam%%gﬁﬂ réorarf-he
seddis ANt communi cations session between regul ar users
on and a single generic ID user having the second
generic identifier. 21. A wireless user device having
20 i rel esTheecssten of claim 17 adapted to set up an

instant communications session by:

receiving a request for instant communications,
the request comprising an identifier of a user device making
the request, and containing invitees comprising a
combination of one or more of private users on A (the first
carrier network), regular users on A, private users on B

(the second carrier network B), and regular users on B;

the PICP assigning a first generic identifier to
the first carrier network and a second generic identifier to

the second carrier network;

the PICP sending the invitation to the private
users on A and B via appropriate carrier network, receiving
the private users acceptances/rejections and adding users to

each generic ID accordingly;

the PICP sending an invitation to any regular

users on A through the CICP of A using the first generic ID;
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a carrier network, the wireless user device

conprising: a regular instant comuni cations client
woeapoadot o participate in carrier network delROTRCA&H04/001993

i nstant communi cati ons sessions; a private instant

communi cations client adapted to participate in

i nstant conmuni cati ons sessB8ns via the carrier

network through a private instant comruni cations

pr ocessitite P ERNgendRRy aFhel W itsd toisn Userameviiegubir

claim 21 erei.n the I | nstant ,comuni cations _ .
uSEHS Gt B PR CRTHECHSH B S i e Fiteric
ipand the private instant comunications client is a

second push-to-talk over cellular client. 23. The

wirel ess user device of claim?2l1 wherein the private
i nst ant ERARATR RF Rt WTReR &FFabhoihing AR TRk e

co 'trﬂlrpfé”%i&% red &8 £6h 10t YHRINLSALT o0 $6S5E s Ahala a

e private instant conmunications Tlient participates
single qdrer tarident httewrksaethilaving dthe afirsistgeneric
: 4S9 nications client in the sane device al so
10ontut®ent |y participates in a communication session
24. A conputer readabl e medi um havi ng processor

execut aldige i (B¢ Ust | ESwSEIOrE St Ridh iy X etnit it
by a wreless user device, and conprising: a regular
coqfg kRt kit eRioBRe s hi TeHHRAe F I DA iR FRE 2

s iddL & A1 OFYA o fl VLA N L AU YERME A1 Qe i ier .
sessions; a private instant conmuni cations client
adapted to participate in:instant communi cati ons

21sessi onsh W'are]_n%sszan$¢18rd¢1ei%rh@\tin9)ugir%1¢ﬁ$ vageess via
a <I:a|111$1t'iaenxt' r?e()t%rl ,Catt_ﬁeonﬁilperfé:sesssﬁsneqr eciee\/n:{s@et ‘comprising:

a regular instant communications client adapted to
participate in carrier network delivered instant

communications sessions;

a private instant communications client adapted to
participate in instant communications sessions via the
carrier network through a private instant communications

processing eleTent.

22. The wireless user device of claim 21 wherein the
regular instgﬁt Eommunications client is a first push-to-
talk over cellular client, and the private instant
communications client is a second push-to-talk over cellular

client.

23. The wireless user device of claim 21 wherein the
private instant communications client will not release
private information related to the communication sessions
that the private instant communications client participates

in to the carrier network while a regular instant
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25. A system of providing a PoC conmmuni cati on session

i ncludi ng private user devices and regul ar user
waimes/eas07 n whi ch signals of the private user PEI@A2004/001993

i ncluded in the PoC conmuni cati on session in a manner

that hides identities of thgopri vate user devices.

communications client in the same device also concurrently

participates in a communication session.

24. A computer readable medium having processor
executable instructions stored thereon for execution by a

wireless user device, and comprising:

a regular instant communications client adapted to
participate in carrier network delivered instant

communications sessions;

a private instant communications client adapted to
participate in instant communications sessions via the
carrier network through a private instant communications

processing element.

25. A system of providing a PoC communication session
including private user devices and regular user devices in
which signals of the private users are included in the PoC
communication session in a manner that hides identities of

the private user devices.



