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Technical Field

[0001] The present invention relates to an external
boot technique to externally boot up an information

processing apparatus.

Background Art

[0002] Recently, a variety of computer viruses and the
like have entered information processing apparatuses
including servers and terminals (such as personal
computers) connected to a network such as the Internet, and
have hidden there. As a result, data in the information
processing apparatus have suffered from various damages
including thefts, intercepts, tampering, leaks, and attacks.
In response to such computer virus damages, steps are taken
to prevent viruses from entering as much as possible. The
steps include developing and improving software to detect
and nullify viruses, and imposing line constraints (address
constraints). However, completely preventing viruses from
entering the information processing apparatus seems
difficult in view of a time lag from a detection of a new
type of virus to a development of software to nullify the
virus. It is also likely that the information processing

apparatus is infected with a virus during a startup period



including thefts, intercepts, tanpering, |eaks, and attacks. In response to
such conputer virus danmages, steps are taken to prevent viruses from
entering as nuch as possible. The steps d nclude devel opi ng and i nproving
software to detect and nullify viruses, and inposing |ine constraints
(address constraints). However, conpletely preventing viruses fromentering
the information processing apparatus seens difficult in viewof a tine |ag
from a det ectisenuehta toewotvgpeonf whdusnt entidevehopsesyp ofersoftware to
nullify the virus. It is also likely that the information processing

appar at us ief fiegftéveeduwiing &hei ptusrdupi Rgracdt as tupsped¢ddreP. subsequent to
power-on, and an anti-virus step even effective during the startup period

i s al so dedioned.] [ 0003pRatent Litternatueel lddesetibdesamn OS {EPperatdron
Systen) startup nethod stored on a hard disk in an information processing
appar at us. Sysrtem)nsdetaub, mehendasswreédheona ofiatdhedi it ormred on processi ng
apparatus is detected, BIOS (Basic |Input/Qutput Systen) stored on a flash
menory st arthgoupatsear ohesefoina bpptrdevsce Mdrat imemmitns lhbootabl e, starts
up a boot OS stored on a USB (Universal Serial Bus) nenory, and first
causes di spiaycheansofottiesphagraapassweradceapuny stveeretiNexits t he

i nformation processin? apparatus _recei ves a password i nput on the password
i nput scre€ftB¢teApuBlRBanBasUpohnPeEPyimgt t fies priss woreked He ishf or mat i on
processi ng apparatus |inks the input password to information unique to the
USB nenorylleshvBFTSTYi AkedtFnpdt PA3EwWRre M 0@ LIAsHSAl %R, thdid t hen
generates a unl ock passwrd of a hard disk to be stan%ed up. If the
infornati0568?68§s§gﬂ5aggﬁarﬁFﬁgtﬂe?%rﬁi%%%ttQEuSE?ﬁf & Wi to be

tarted b [ ,_the inf ' in t
iniocks {hdURATATaF&k LR Y RAS LT ORR" Bastbr d 11 “CHE T nforaron

pr ocessi ng, appar at us, det b ngs. Lhatthe hard disk to e started up has not

been security se 'on processi ng apparatus sets security of

the hard digk, §Lacts UpoMBR, (st = o0 ReC éfl?]espf t&%g&?dr% %@J& in an

unl ocked state, an% stgrts up a bo%é oader d? the C5. e nmethod o

starting upntpge G508 Fatent it eratan ed NASuPeRLNs. Upon receiving
the password, the information processing apparatus links
the input password to information unique to the USB memory,
converts linked input password into a hash wvalue, and then
generates a unlock password of a hard disk to be started up.
If the information processing apparatus determines that the
hard disk to be started up has been security set, the
information processing apparatus unlocks the hard disk with
the unlock password. If the information processing
apparatus determines that the hard disk to be started up
has not been security set, the information processing
apparatus sets security of the hard disk, starts up MBR
(Master Boot Record) of the hard disk in an unlocked state,
and starts up a boot loader of the 0S. The method of

starting up the OS of Patent Literature 1 has been



3 discussed. Security authentication at the OS startup can thus be
performed. Patent Literature 1 also describes a virus check of the hard

di sk that can be perforned with the hard disk in an unl ocked state using a
virus check function stored on the USB nenory. [0004]Patent Literature 2
describes an execution nethod of a startup program More in detail, the
execution nethod includes a pre-startup process step. In the pre-startup

process stepscstent atiyg, staf tip 1ReatQL S riarﬁgt%yo%pfsit%@%hppeggr am such
as of security is read prior to a startup sector of a storage nmed um

storing thengkapbURcPFOGhaM |PhISSPANSe L@ @ hr Sl sheadstequest of rom a
personal conputer to a hard disk, and the optional programis executed.

After the execdt tpBcef othenephisfadi P ogh M SUEh @S £ SBEW Tl H She
performed, the originally intended startup programis perforned and the OS

starts up. hkidt Bi. skway, ah hen dptkonas t Pt OQE&A$ UC hyiasiOfcraeguridnetcam be
executed prior to the startup of the OS without the need to nodify the BA S
of the personakdconputerUaRdnamstartup sector (LBAO) of the storage nmedi um
[ 0005] Patent Literature 3 discloses a conputer including a DVA (direct
menory accé88y4tontrol Perenandi e bootre e o gquelies bootexypua isecond CS
file. The conputer here includes the DVA (direct nenory access) controller
that transfherbodara beshweehum perdpher aModeviice desadh, ashEDBxeantianmai n
menory using PCl (Peripheral Conponent Interconnect) w thout CPU
interventiBAthod Chededen diRkfePRENtURiREIRT etep. In the pre-

startup process step, a tentative startup sector storing
any optional program such as of security is read prior to a
startup sector of a storage medium storing the startup
program, in response to a first read request from a
personal computer to a hard disk, and the optional program
is executed. After the execution of the optional program
such as of security is performed, the originally intended
startup program is performed and the OS starts up. In this
way, the optional program such as of security can be
executed prior to the startup of the 0S without the need to
modify the BOIS of the personal computer and a startup
sector (LBAO) of the storage medium.

[0005] Patent Literature 3 discloses a computer
including a DMA (direct memory access) controller, and a
boot technique to boot up a second 0S file. The computer
here includes the DMA (direct memory access) controller
that transfers data between a peripheral device (such as
FDD) and a main memory using PCI (Peripheral Component

Interconnect) without CPU intervention.



[ 0006] [Patent Literature 1] Japanese Unexam ned Patent Application
Publ i cati on No. 2007-66123 [Patent Literature 2] Japanese Unexam ned Patent
Application Publication No. 2006-236193 4 Patent Literature 3] Japanese
Unexam ned Patent Application Publication No. 2001-100983 Summary of
I nvention Techni cal Probl em [0007] The techni que described in Patent
Literature 1 is a personal authentication technique that |inks the password
to the uni queatnfoor fetsicon of the USB nmenory to generate the hash val ue as
the unlock information out of fear that the password could be thieved in
t he cour se Foftcant énitegatthegepassword on the password input screen. Patent
Literature 1 al so describes the virus check of the hard disk that can be
made usi ng [toheavi rus check function stored on the USB nenory, but fails to
gi ve any specific description of the virus check.

[Patent Literature 1] Japanese Unexamined Patent

Application Publication No. 2007-66123

[Patent Literature 2] Japanese Unexamined Patent

Application Publication No. 2006-236193

[Patent Literature 3] Japanese Unexamined Patent

Application Publication No. 2001-100983

Summary of Invention

Technical Problem

[0007] The technique described in Patent Literature 1
is a personal authentication technique that links the
password to the unique information of the USB memory to
generate the hash value as the unlock information out of
fear that the password could be thieved in the course of
entering the password on the password input screen. Patent
Literature 1 also describes the virus check of the hard
disk that can be made using the virus check function stored
on the USB memory, but fails to give any specific
description of the virus check.

[0008] According to Patent Literature 2, 1f the
optional program in the tentative startup sector on the
hard disk is a virus check program, an unauthorized program
having the form of Rootkit, for example, can be started up

before the optional program is executed, and can hide



[ 0008] According to Patent Literature 2, if the optional programin the
tentative startup sector on the hard disk is a virus check program an
unaut hori zed program having the form of sRootkit, for exanple, can be
started up before the optional programis executed, and can hide 5 itself
(unaut hori zed program) fromthe optional program The technique descri bed
in Patent Literature 2 is thus subject to alimtationin the reliability

of the vir c LLte ri s]ggjﬁgﬁpi | & et hod at al
to nnnitorqzsgﬁguguggggﬁggégbgtg?%ggsmﬁvgﬁéﬁf{$§ ?s assunéﬁkg%at_h Vi rus
hiding from-Refarent RB-PAVEE:9P-Gal, be detect £y r 10, M ruS; Lhegks i's
perfornmed after re-start (OS startup), and the conputer remains vulnerable

to an virugyenteri pg at 1thechesbartn Fatent) Ligeratyrer land, 2oy ovi des
typi cal nethods that are to be perforned on the personal conputer side. The

t echni ques cdescr i beg:dm: Ratents hiteratiye diand nd aedifus subheet ato a
limtation fromthis point of view [0009]A so-called USB nenory boot

nmet hod suchlastbheonstart dpviretbode deserodpesdrtd ncRat emtrehi tier ature 1 i s
known t hese days. The USB nenory boot nethod is a technique in which BIOS
speci fi es asEBBenenbay wi thrhsghedipgi ord yod fore terarigate i-sorpower éd: on
with the USB nenory connected to the termnal, an OS stored on the USB
menory bootlsteptedndna verwsnahech aswoekimgngd acleierf ore-exanpl e(Oan t hus
be used under an originally intended user's own PC environnent. |n another
known appl Btation) of anflet USB-ompwE §r boota et hod.narplalm itwiatus igrisgram i s
stored and then started up with higher priority so that a virus hiding in
the term n&8NtREIRGI fifERd. rHoWever, ReHerd ils teoafemei dn2abodt PERELIPEEsence
or absence a virus infection with the USB nmenory itself, and the presence
or absencet#PlgaVi FEEPPATr b7 TH &° = performed on the personal

computer side. The techniques described in Patent
Literature 1 and 2 are thus subject to a limitation from
this point of view.

[0009] A so-called USB memory boot method such as the
startup method described in Patent Literature 1 1s known
these days. The USB memory boot method is a technique in
which BIOS specifies a USB memory with higher priority if a
terminal is powered on with the USB memory connected to the
terminal, an 0OS stored on the USB memory boots up, and a
terminal in a working place, for example, can thus be used
under an originally intended user's own PC environment. In
another known application of the USB memory boot method, an
anti-virus program is stored and then started up with
higher priority so that a virus hiding in the terminal is
nuliified. However, there is no mention about the presence
or absence a virus infection with the USB memory itself,

and the presence or absence of a virus intrusion in a



period fromthe end of a virus nullification process to the startup of the
CS. [0010] Patent Literature 3 describes only a DMA controller of PCI, and
descri bes not hing about the use of the QMA controller in the |oading of an
extended BIOS and a second OS file fromthe standpoint of security.
[0011] It is an object of the present invention to provide a high-security
technique that, if malware hides in BIGS, prevents the malware from

appearing i .a J56 epvidenuent of a@ﬁmg%{m&&@.@cgwwsgwge@@p% aLus.

[0012] 1t is al so another object of the present inventionh to provide a

hi gh- securidpsteghnifquedt at, if an information processing apparatus is set
in a protect node by malware, reliably sets the information processing

apparatus bagk o a real;tepderand -hiuseprerentsibhe SRl ywas epfi om appearing
in the use environnent of the information processing apparatus. Solution to

Probl em [ 0QL3]tAn 1extreoralpchgotindevicee r@bethgopresgnibb v enhé olsd 0o oot  up
an information processing apparatus includes storage neans that stores a

| oader and tar extrended rBIOSrt onr ead thedlogder, aextendededl K05 eagiing means
that reads the extended BIOS onto the information processing apparatus in
response t sexangadsr équestt rbmoirhBl ©8aofipbheti of os@at i ony pr ocessi ng
apparatus, and transfer neans that in a bus master schene transfers the
| oader to d0Hladt up It is an object of the present invention to

provide a high-security technique that, if malware hides in

BIOS, prevents the malware from appearing in a use

environment of an information processing apparatus.

[0012] It is also another object of the present

invention to provide a high-security technique that, if an

information processing apparatus is set in a protect mode

by malware, reliably sets the information processing

apparatus back to a real mode and thus prevents the malware

from appearing in the use environment of the information

processing apparatus.

Solution to Problem

[0013] An external boot device of the present
invention to boot up an information processing apparatus
includes storage means that stores a loader and an extended
BIOS to read the loader, extended BIOS reading means that
reads the extended BIOS onto the information processing
apparatus 1in response to a read request from BIOS of the
information processing apparatus, and transfer means that

in a bus master scheme transfers the loader to a startup



7 menory region on a RAM of the information processing apparatus in
response to a transfer request fromthe extended BIOS read onto the
informati on processing apparatus. [0014FAn information processi ng apparatus
of the present invention includes a connection port that is conmunicabl e
with the external boot device. The information processing apparatus is
externally booted by the external boot device. [0015] A netmnrk

conwunicat %o§?5%8538ﬁ Lhe.Present tﬁ@vfﬁ%éfMEﬁﬁﬁﬁ ternal boot

devi ce, tion processing apparatus as a connection port

comuni Cab'a%g‘é‘r%'@u%“?n%é@%@ﬁéebQQtad@i’ér@&e@%%@e@%t@fd}@é% booted by the

external boot device An external boot nethod of the present

i nvention EQtQQ@EdUBI@Q k@ggraﬁ%om@rﬂ@@@ﬂ@@i&pw@éém l udes storing
on storage neans a | oader and an extended BIOS to read the 1oader, reading

wi th extendgdaBhEGst eadi ng means the extended BIOS onto the |nfornat|on
processing apparatus in response to a read request fromBIGS of the
i nf or mati onopnegessi ngaapparatst i andotsansd /id i dtud reemsfrer nmeans in

the bus master schene the |oader to a startup nenory region on a RAM of the

i nf or mat i oprpsecesshngnappar atusudes respanse-iioa gaansfrert riesguest fromt he

extended BICS read onto the information processi ng appar at us.
communicable with the external boot device. The information
processing apparatus 1s externally booted by the external
boot device.
[0015] A network communication system of the present
invention includes the external boot device, and an
information processing apparatus that has a connection port
communicable with the external boot device, and is
externally booted by the external boot device.
[0016] An external boot method of the present
invention to boot up an information processing apparatus
includes storing on storage means a loader and an extended
BIOS to read the loader, reading with extended BIOS reading
means the extended BIOS onto the information processing
apparatus in response to a read request from BIOS of the
information processing apparatus, and transferring with
transfer means in the bus master scheme the loader to a
startup memory region on a RAM of the information
processing apparatus in response to a transfer request from
the extended BIOS read onto the information processing
apparatus.

[0017] According to the present invention, if the



[ 0017] According to the present invention, if the 8 information processing
appar atus such as a personal conputer (PC) is powered on wth an external
devi ce, such as a PCl (Peripheral Conpongnt Interconnect) nodified for the
present invention, installed thereon, a CPU or the |ike boots up (starts
up) the information processing apparatus to be in an operative state. The
ext ended BI OGS readi ng neans reads the extended Bl OS stored on the storage

means onto ﬁpﬁﬁ%ﬁﬁﬁ%gp%hgﬁmg&géﬁ§2§ﬁgfgEBgr25?3 L0 geﬁgggggaﬁo_the read

request fromt system the I'nformation processing

appar at us. @$ﬁﬁutég ﬁﬁﬂtﬁglg%&ekgﬁ QRUWQEET%E EQEQEHEEi8@v§%§9§?§§£gthe

apparatus i s handed over fromthe system to the exten

transfer nmeans ige W@&Q@h@%ﬂe'@pﬁ%ﬂ%%t? raRstensnthe) | nader Ly khe startup
menory region of the RAMin the information processing apparatus in

response taHhedd=ansf ehveeques! hinemniheqexhepdsd, BLSpyl oriphs yay. the
| oader overwites the startup nenory region of the RAM Even if malware

resides or duiddes upn (sherBsO8pof thhe ihAbenrat bANpPHOEESShHJa@PRALatYS and
replicates itself or is copied on the startup nmenory region of the RAM
during a syst ém BhOSnoperatitare thetabovErdescrdirest ®meyswidddighgor ocess
sets a high-security environnment that prevents the malware from appeari ng
i n the usererwvisr gedeist tbe ehéendbdr FADBOAtprodessi tige appar ateisned 0918] Al so,
t he external boot device of the present invention nonitors the presence or
absence of catiatihe iinfphaabdoni pgoustagnyheppanitesi hy neansns fte he
nonitoring 9 nmeans detects a fault in the booting, the update neans
rewites tRECRARERI FRAVRECcoRPBNEEBSi RIPhe (FEalehDEEDS] nof hilse way, even i f
the informati on processing apparatus is set in the protect node by the

mal war e, tREIPAFGFAEE BROprEEeEsi AgPappayat ud'axs r dlf asintrsdt dadket o t he

real node. is_arrangenent sets a high-security environnent that prevents
t he nalmargE$r8ﬁ15bﬁegpggﬁm?ﬁl?ﬂepﬁ%%e%ﬁ%??oﬁﬂ%%%a%¥sth% Rt SR et YON

proceSSingf%%%a%g%ugystem BIOS to the extended BIOS, the transfer
means in the bus master scheme transfers the loader to the
startup memory region of the RAM in the information
processing apparatus in response to the transfer request
from the extended BIOS. 1In this way, the loader overwrites
the startup memory region of the RAM. Even if malware
resides or hides in the BIOS of the information processing
apparatus and replicates itself or is copied on the startup
memory region of the RAM during a system BIOS operation,
the above-described overwriting process sets a high-
security environment that prevents the malware from
appearing in the use environment of the information
processing apparatus.
([0018] Also, the external boot device of the present
invention monitors the presence or absence of a fault in

the booting using the monitoring means. If the monitoring



Advant ageous Effects of Invention [0019] According to the present invention,
even if malware resides or hides in the BIOS of the information processing
apparatus, a high-security environnent that prevents the malware from
appearing in the use environment of the information processing apparatus is
set and provided. [0020] Al so, even if nalware happens to set the

i nformati on processi ng apparatus in the protect node, the information

processi ng AbRAr /M J1S re%aﬁ@ky ﬁe%hgaggo£9n hetﬁgau?ggg% méhdl gh-security

envi ronnment that prevents the malware from ap eari e use environment

of the inforyaticen PHRCRSSI @_gztﬁpreaéawﬁtbﬁtéeﬁna@ﬁepf@é(i ded,. Brigf

Description of Drawings [0021] I's a diagranmatic view il ustratlng
an enbodi ment; sof,ag, n%@\éﬂrkifceﬂﬁvmh%ﬂn%léb{s ?&éé)sw%cﬁq% f&ﬂ& boot
device of the present invention is applied IG 2 i1s a bloc agra

i 11ustratingrannexaspbecetca hanevaye:sonkh ousat]j omeof i the-extarnal boot
device of FIG
processing apparatus is reliably set back to the real mode.

This arrangement sets a high-security environment that
prevents the malware from appearing in the use environment

of the information processing apparatus.

Advantageous Effects of Invention

[0019] According to the present invention, even if
malware resides or hides in the BIOS of the information
processing apparatus, a high-security environment that
prevents the malware from appearing in the use environment

of the information processing apparatus is set and provided.

[0020] Also, even if malware happens to set the

information processing apparatus in the protect mode, the
information processing apparatus is reliably set back to
the real mode. A high-security environment that prevents
the malware from appearing in the use environment of the

information processing apparatus is set and provided.

Brief Description of Drawings

[0021] FIG. 1 is a diagrammatic view illustrating an

embodiment of a network communication system to which an

external boot device of the present invention is applied.
FIG. 2 is a block diagram illustrating an example of

a hardware configuration of the external boot device of FIG.



10 1 . FIG 3 is a block diagramillustrating an exanpl e of
functional blocks related to the booting of a termnal and the external
boot devi ce. FIG 4 is a nenory;gap of a RAMof the termnal in a
real node. FIG 5is a nenory map of the RAMof the terminal in a
protect node. FIG 6 is a flowhart illustrating the procedure of
a startup process of a system Bl OS executed by a CPU of the termnal.

FIG 7 is d.flowhart illustrating the procedure of a POST process (step
S3) of a system BI OS executed by the CPU in the term nal. FIG 8
is a flowhart iFlGstpPaieng bPhecprotedure bilashoniinyiang provess df

executed by the CPU in_the external boot device, FIG 9is a
flowchart itMPGStPaRIinglORESpFBLREEFTOf TS PPt b?d Myt pt oeessingl extut ed by

the CPU in_the e§ternil bogt devi ce. FIG 10 is a flowchart
i1l ustrati gt RETHFBeedbP_Lof “%¥h ext ended BI OGS process executed by the CPU

in the termnal'FIG. 4 is a memory map of a RAM of the terminal in a
real mode.

FIG. 5 is a memory map of the RAM of the terminal in
a protect mode.

FIG. 6 is a flowchart illustrating the procedure of a
startup process of a system BIOS executed by a CPU of the
terminal.

FIG. 7 is a flowchart illustrating the procedure of a
POST process (step S3) of a system BIOS executed by the CPU
in the términal.

FIG. 8 is a flowchart illustrating the procedure of a
monitoring process I executed by the CPU in the external
boot device.

FIG. 9 is a flowchart illustrating the procedure of a
monitoring process II executed by the CPU in the external
boot device.

FIG. 10 is a flowchart illustrating the procedure of
an extended BIOS process executed by the CPU in the
terminal.

FIG. 11 illustrates the procedure of a monitoring
process IIl executed by the CPU and the extended BIOS in
the external boot device.

FIG. 12 is a flowchart illustrating part of the

procedure of the monitoring process II1I executed by the CPU



FIG 11 illustrates the procedure of a nonitoring process ||
the CPU and the extended BIOCS in the external boot device. FIG 12 is a

fl owmchart

executed by the CPU 11 in the term nal.
illustrating part of the procedure of the nonitoring process Il
by the CPU on the external boot device side. Description of Enbodi nents

execut ed by

illustrating part of the procegdure of the nonitoring process Il

FIG 13 is a flowhart
execut ed

[ 0022] FI G ih itdea tediragnadmatic view illustrating an enbodi nent of a network
commruni cation systemto which an external boot device of the present
invention is applitéd. IFI Gs 2 ﬁéOHCbﬁééleiggtéﬁiim@u@%f@l@ﬁdﬂah exanple of
a hardware confl%uratlon of the external boot device of FIG

bl ock di agPam-er

is a

Gt Pét .tﬁa BANGKARPIE BFOFERTt T bhat“BFbekS el B t he

booti ng of a ter rnln %Ogt t ernal got device. FIG 4 is a nmenory nap

of a RAM of 't hé tgr

S5t Hoqe!

of the termnal in a protect node.

Description of Embodiments

[0022] FIG. 1 is a diagrammatic view illustrating an
embodiment of a network communication system to which an
external boot device of the present invention is applied.
FIG. 2 1is a block diagram illustrating an example of a
hardware configuration of the external boot device of FIG.
1. FIG. 3 is a block diagram illustrating an example of
functional blocks related to the booting of a terminal and
the external boot device. FIG. 4 is a memory map of a RAM
of the terminal in a real mode. FIG. 5 is a memory map of
the RAM of the terminal in a protect mode.

[0023] The network communication system of FIG. 1
includes terminals 1, each serving as an example of an
information processing apparatus including a personal
computer, for example, external boot devices 2 of PCI
(Peripheral Component Interconnect) type, each connectable
to the terminal 1, and a network 3 such as the Internet.
The terminal 1 is connected to the network 3 via a provider
(ISP) 4. The PCI serving as one example of the external
boot device 2 includes a cassette type casing of a
predetermined size, an I/0 port on the casing to connect to

the terminal 1, and includes inside the casing as described

FiIG 5is a memory map of the RAM



[ 0023] The networ k conmuni cation systemof FIG 1 includes termnals 1, each
serving as an exanple of an information processi ng apparatus including a
personal conputer, for exanple, externahsboot devices 2 of PCl (Peripheral
Conmponent | nterconnect) type, each connectable to the termnal 1, and a
network 3 such as the Internet. The termnal 1 is connected to the network
3 via a provider (I1SP) 4. The PCl serving as one exanple of the external

boot devi cgd JNcludes a, cﬁ%ﬁ@&yetgygsﬁ%sw%g{Tﬁd&ﬁe@ﬁs@rrg&seda si#e, an

| /O port on the casing "to connect to the term na , and includes 1nside

the casing @etdesq rhedrrigebehow anCPUsn &, MBHOE Yt SLOF £,2N, £%1 ended
BICS, and a NIC (Network Interface Card) that enables comunication with

the networkh3. nAecerdi By tR-dhesaibodi e oddigitRim nahl tlefmglnragctﬂ y
connected to the network 3, but if the external boot ‘device 2 is nounted on

the term nals &iirtheltershnaktddi soconaestedoto theomet wordh8 si@ethel
external boot device 2 as described below A plurality of ISPs 4 are
arranged oboblhedretwer R 3s mndneachoh SPhd tsrmomnect ed-i® oneniotala 1
plurality of terminals 1 and an unillustrated Wb site that provides a
vari ety of ienfonmatied. tEathepeesonrks3 suppl tled avitdrridie exiterdwalti deoot
device 2 if and when they are registered as a nenber authorized to receive
a predet er #i Reéddservibedvbalan. ogendtiron idry toHe ItSésnidnalrel arfrangexampl e.
The external boot device 2 records information identifying each nenber and
ot her i nf off&t NBAYEAKaA, | ALGr AAFh mEPDr{ . 1§ 002%)THeed ermiqrsd dr incl udes a
conput er and thus a CPU (Central ProceSS|ng unit) 10 as control neans as
i |l ustrateBlPR2ELES. ©8, tarnapyls. | Hed cpu 1ol | Sidomied dtblt ¢ i RaatRead
Only annr¥% 11 and a RA.E§Randon1Access Menory) 12. The ROM 11 may

i ncl ude a PFagh ROV t KAfTHkY NPt st et aNd ol Her réﬁf’tp§ﬁsoﬂcééréPﬁ§lﬂﬁ@

E/En?gfjl ment Wl‘tcgethe exge%gl ! kgchtUd exglhge fi alsp a%%when%;} Caorrépl ementary

registered as a member authorized to receive a
predetermined service via an operation on the terminal 1,
for example. The external boot device 2 records information
identifying each member and other information on an
internal memory.

[0024] The terminal 1 includes a computer and thus a
CPU (Central Processing unit) 10 as control means as
illustrated in FIGS. 3, 4, and 5. The CPU 10 is connected
to a ROM (Read Only Memory) 11, and a RAM (Random Access
Memory) 12. The ROM 11 may include a flash ROM that permits
data to be rewritten. According the embodiment, the ROM 11
may include the flash ROM, a CMOS (Complementary Metal
Oxide Semiconductor), and the like, and a BIOS (Basic
Input/Output System) is written on the flash ROM 110 (see
FIGS. 4 and 5). According to the embodiment, the external

boot device 2 also has a BIOS as described later. To



Oxi de Sem conductor), and the like, and a BIOS (Basic |nput/Qutput System
is witten on the flash ROM 110 (see FIGS. 4 and 5). According to the
enbodi ment, the external boot device 2 agso has a BI OS as described | ater
To 13 discrimnate the two BIOS's, the BIOS of the termnal 1 is
hereinafter referred to as a systemBICOS, and the BIOS of the external boot
device 2 is hereinafter referred to as an extended BI OS. [0025] As

|11 ustrat edid fhGnade LhE ERU 400kSCORMECkRdst O AMmOPELAL] O Uni, 13 and

ES
a display 14 to display an inmage. The operation unit i nc s a ieyboard

havi ng nunerd: G ikeysera apUSecqahd hheal Ek6r ohOptHPUL 4 Ay CONBRE, R
i nformation neéded g; gn ope?ator. Thg d?sp?ay 14 |saused to dlsgﬁgy a

screen to verd kytlrputt baber patien andsanseteelrfOF £OPIMALEALH o contents.
It is noted that the systemBIOS is so set that the external boot device 2

i s specifiecrantedhirgher priority as a device having the extended BIGS. The
RAM 12 has a predeterm ned nenory capacity, for exanple, a nenory capacity
of 4 Chytedoior5a 32 bi AsvelsusnraBAbauinlriMbytes ofe tdey RAM 12 having a
menory capacity of 4 CGoytes in a 16 bit version serve as a startup nenory
regi on 120cwhinektes dowenkopeeatinnauneal 1doaed at Startap.14A tegi on of 4
CGoytes serves as a work area when a standard process is perforned after
startup, ofiseiwe®saa woalear €ihd ropdre tpraot ecti tdde ificicldedi mg kayberudat or
generated by nmalware). Another nmenory may include a hard di sk (HOD) or the
|'i ke whi chhsvépresnhegsssakyypr ogriapiand eaad athahel krar d @dilskoWHBD) serves as
a menory area that stores an OS read fromthe external boot device 2, and a
parti cul ar CAPTaRecababl LBy heo D e th et t HPBPRG&r + eddcanid saded.

14 is used to display a screen to verify input information
and a screen for communication contents. It is noted that
the system BIOS is so set that the external boot device 2

is specified with higher priority as a device having the
extended BIOS. The RAM 12 has a predetermined memory
capacity, for example, a memory capacity of 4 Gbytes in a
32 bit version. About 1 Mbytes of the RAM 12 having a
memory capacity of 4 Gbytes in a 16 bit version serve as a
startup memory region 120 which is a work area in a real
mode at startup. A region of 4 Gbytes serves as a work area
when a standard process is performed after startup, or
serves a work area in the protect mode (including an
emulator generated by malware). Another memory may include
a hard disk (HDD) or the like which stores necessary
program and data. The hard disk (HDD) serves as a memory
area that stores an 0S read from the external boot device 2,
and a particular AP executable by the 0OS each time the AP

is read and used.



14 [0026] The termnal 1 includes a chipset 15 as illustrated in FIGS. 4 and
5. The chi pset 15 controls exchange of data between main conponents,
connected to and formng an unillustrated nother board and including a CPU,
a variety of nenories, a hard disk (HDD), an unillustrated CD-ROM and the
| i ke. The chipset 15 is described in detail below [0027] The network 3 is
connected via the ISP 4 to one or a plurality of nenber servers 5, and a

plural ity qhobysiness pactperyt gryi nal s fuqJhe, namher.seryer, 5 stores

appropriate information relating to a ne the termnal 1 or is
eligible tqigantrgkeihent prpgsnal 1.4For examphs,Jhe jmenber sgrver 5

stores, on a per nenber basis, nenbership information, such as nane, alias,

e-nmai | addeessangbdoreghdgnblalcaddress Qbmsacd, nenes,,dhebusi ngss
partner termnal 6 perforns a process responsive to a transaction request

fromeach tecntingl ad, uhol1exapted BoPhOcessafOrad eclé MG pel tderent, and
stores transaction informati on and perforns infornmati on managenent. The

menber serwuerabisay stomenotnNeaddithond t@idbhe(mmEmbersahiyn i nfortratdeen,
information that is supplied to the termnal 1 as necessary, and processing
sof t war e needadMt oaper fboeni dkser Vitee dhd e tpridviidedietsa riibedmenbeetaThe
processing software is a docunent creation programto create a necessary
docunent, betloexanple. Furthernore, the nmenber server 5, if it has a high

menory capacitg, may additionally store (retain and nanage) transaction
contents [0027] The network 3 is connected via the ISP 4 to one

or a plurality of member servers 5, and a plurality of
business partner terminals 6. The member server 5 stores
appropriate information relating to a member who owns the
terminal 1 or is eligible to control the terminal 1. For
example, the member server 5 stores, on a per member basis,
membership information, such as name, alias, e-mail address,
and residential address of each member. The business
partner terminal 6 performs a process responsive to a
transaction request from each terminal 1, for example, a
process for electronic settlement, and stores transaction
information and performs information management. The member
server 5 may store, in addition to the membership
information, information that is supplied to the terminal 1
as necessary, and processing software needed to perform a
service to be provided to the member. The processing
software is a document creation program to create a
necessary document, for example. Furthermore, the member
server 5, 1if it has a high memory capacity, may

additionally store (retain and manage) transaction contents



15 and log information for each termnal 1. [0028] The network conmmruni cation
systemnmay be inplenented in the follow ng configuration. The termnal 1
may be an exclusive term nal that can bgsconnected to an excl usive network
only, or may be a general -purpose term nal that can be connected to anot her
network switched fromthe Internet. The termnal 1, if it is a

general -purpose termnal, stores a programfile (referred to as a general

AP (applic%khoﬁogrqg&ggkgtﬁggnggngggh @@Eﬁfﬁ%ﬁe§z processes, and stores

information using a typical software program for producing a docunment and
draw ngs, angoperforme gt YR8l PLOGRSS: cSUEN, asS, Ly ansm ting_and

receiving information using a comruni cation software program The external

boot devi cemdishen@eqa;iRr egrambiibeifgetehredut o BSna Ravd iteyharn APy which
perforns a process related to execution of a particular application

sof tware pragr am ahhexgenerak APrinsngnabhed &&n bse opsiaddvey bys amh OS5 read
by a loader originally residing in the termnal 1, and the particular AP is

enabl ed tocheloperat hvewbykasnOp, readnby e | oaglefietal ther@xdernal boot
device 2 (or a loader started up by a restart progranm). Mre specifically,
after bootitcegminhhe ekter nah beotodewtted2td cadst hean tdrevd et mwial cHedf each
of a consuner, a store, and a conpany, as nenbers, a software programthat
produces ardomorheniioatesedocuitenttssmelratled ,t o fouyd ig er gseklraig of
products and services, asking for cost estimate of and billing charge for
product s anrdreerei cesniaad, paypeas androvhey fekbei Vedf €dorlinentss a6
related to so-called business dealing). The external boot device 2 also
| oads on t BENEERMK ABI (ARl pEeleder pi AEEEBLf t wie Prograrm fdr carates,
aut henti cati on process as necessary. Mre specifically, using the
parti cul ar PAPCCERBSt e nal o1 S et Bl @83 yhPR af S Hifsi s 1 GHnsHLL i '6HSE  for
exanple, issues a hill froma store, receivegja bill froma, store, issues
an i nstrucPrBA &HebPT t BT T ansFér 2 noney™F 1 om A BUVEH 16 arf t d5UtC 3t an
banki ng ingt%tutio$ of a gill isguer é}aﬁémié¥§gm”§gd géggﬁf.a recei pt of
t he noney, “and®peftofngca®s: Such a8 9 g
information using a communication software program. The
external boot device 2 stores a program file (referred to
as a particular AP) which performs a process related to
execution of a particular application software program. The
general AP is enabled to be operative by an OS read by a
loader originally residing in the terminal 1, and the
particular AP is enabled to be operative by an 0OS read by a
loader in the external boot device 2 (or a loader started
up by a restart program). More specifically, after booting,
the external boot device 2 loads, on the terminal 1 of each
of a consumer, a store, and a company, as members, a
software program that produces and communicates documents
related to buying or selling of products and services,

asking for cost estimate of and billing charge for products

and services, and payment and money received (documents



transm ssion and reception process in a variety of digital docunents of a
busi ness transaction regardl ess of whether the business transaction is
performed in electronic settlenent. Theyparticular AP can produce a variety
of documents in an electronic file in text format or binary format. The
electronic files may be transmtted or received anong the termnals 1 via
the nmenber server 5 (or anong the termnals 1 and the nenber server 5 in

parallel with thg terainals L) ofor, example,lystalded onthe tepinal 1 of
a par i twa

each banking institutionrs i cul ar app ation so re programt hat

performs agsetitlegent Lbnshougt |Lan: BEocens {an 1 nstsustdan.tq qerform a

settl enent process between t nking I nstitutions and e) in

accor dance sWrthacbanki;pansebt! ement;decynent sbhomthe sketm naleck of- L he
consuner or the conpany. Each registered nenber is supplied with a

respectiveyextespalkipoehidevi 68iRqhawd nga i @uea+ N{or Natd ane Mriiddien
t hereon. Each nenber can ehjoy service on condition that the nenber has

successful kypttléscegpletedoatiheast t aamauthestd catdore prgerss ofsues
authenticity of the external boot device 2 with the external boot device 2
inserted ia aiportrba af stheeferatanled, a antll nof eompreferatd y,i dhe srenber
has al so successfully conpl eted a personal authentication process

(aut hent i cahi dnsasuahiaunt Boeezedo useanefet heorext efmat bdotyadevicear?) .

[ 0029] The nmenber server 5 includes a storage unit that stores, for
managenent apapposepff ahebankhhsei 38 oht whtor eclept ilonl } o vfereach avwnber, and
file, and the |like of each nenber. The nenber server 5 nmay have an

aut hent i caPRglehhet i 8pUe s na suehe Bt ase, thihenanp hemit 9GP UG | on may
view a file, i.e., a packet transmtted and recei ved between the nenber
server 5 ah#82PRBLEetalnald1reedet by REPFIST g autentd el t3F ¢ %deH menber .

[ 0030] The networ k communi catjon systemfinds a
documents of a business transaction regardless of whether

the business transaction is performed in electronic
settlement. The particular AP can produce a variety of
documents in an electronic file in text format or binary
format. The electronic files may be transmitted or received
among the terminals 1 via the member server 5 (or among the
terminals 1 and the member server 5 in parallel with the
terminals 1), for example. Installed on the terminal 1 of
each banking institution is a particular application
software program that performs a settlement instruction
process (an instruction to perform a settlement process
between the banking institutions and the like) in
accordance with a banking settlement document from the
terminal 1 of the consumer or the company. Fach registered
member is supplied with a respective external boot device 2
having unique information written thereon. Each member can

enjoy service on condition that the member has successfully



variety of other applications. For exanple, the network comunication
systemapplies to an informati on conmuni cati on and managenent system which
i ncl udes public or sem -public organi zajyons (including a private

organi zation) (such as national and nunicipal bodies, associates, and
unions), which create, store, and manage secret information, and the
termnal 1 outside the organization. Contenplated as information

comuni cat i i t Lpal o i j ion._are issuing a
variety of C%@?tl;gtt%?a ie—’s%’%%Fué?ngﬁghggﬁgﬁgﬁ.}ﬁ%@%%ﬁiOence, and

transm ssi onof ,@pphigati-op,foLnp. 18 [O93134 ;& documant file is
transnitte% or Pece#vgd in a pacﬁg? ornedl%n'hccorgghce &;th TCP/ I P

(transm ssicQn ARt r ghoPrQLe¢oL/ oi DLELRELy PIQLOGAl )+ standards, a received
packet may be converted back into an original file or a file to be

transmttedchRYnhe ¢onyght gdr-befoLe-behng, transmided.nfurdhernore, a
header of each packet to be transmtted 1ncludes a global |IP address of the

term nal lsascaskEansyi §shpNesOHr §epeaiichgl obalhd R atdresses-ofesanot her
termnal as a transm ssion destination and the nmenber server. [0032] An

uni | lustratiedthetdtetatsonoant ed antNb £ 26d ofise FIGE the arxiddnalomert i s
serially connected to the NIC 26. The router sets address information (a
routing talbdkeeior anh.arp (Address Resolution Protocol) table). The address
information determ nes whether address information indicating a
transm ssi 6A0d@s$t i nat | Bhe antmlehredse ovar pr edet erdined dtooatdeomrgft each
packet as a transm ssion signal or a reception signal is a global IP
address cofipRyi AGOWEEh SeandanragemEnt heuTpres netl lor @ iredetsdron med! | ocal
| P address (MAC address), supporting Ethernet (registered trademark) or the
li ke, for ARCBRELDR| ¥ednet werk dieTerent2dd om the gibbdle 1P ddrfess in
ternms of attachnment nethod (in a formdiscrimnated fromthe global IP
address). TRe"pAcREE! i s e k&P LAgaiostet Me "FableéVCafd PEPFRRSAPELEE to
only a rou%e havi ng address matching the address . of the packet. In this
vy, & (rARCRTELPBR | The AL cwited T & CHECUre a8n BRobabHeBA VI a the
I nternet %gegravk§léhei§§FJqglgg%ﬁg%v%gg%smitted and received

between the member server 5 and the terminal 1, thereby

verifying authenticity of each member.

[0030] The network communication system finds a

variety of other applications. For example, the network

communication system applies to an information

communiication and management system which includes public

or semi-public organizations (including a private

organization) (such as national and municipal bodies,

assoclates, and unions), which create, store, and manage

secret information, and the terminal 1 outside the

organization. Contemplated as information communications

with a terminal outside the organization are issuing a

variety of certificates including a certificate of

residence, and transmission of application forms.



[0033]As illustrated in FIG 2, the external boot device 2 includes a
not her board (not illustrated) in the casing thereof, and a variety of
circuit elenents and sem conductors are gnunted on the nother board. The
external boot device 2 includes a CPU 26 as control neans. The CPU 20 is
connected to a ROM 21 and a RAM 22. The CPU 20 is al so connected to an
extended BI OGS nenory 23, such as ROM storing the extended BIOS, and DVAC

Di t Me trall 4. . Nt th th b d. The CPU
50 | 5 al S0 ChRHact od t 4 f Fach REN 55T And N e 58h=ouHU Qe br T ol Vit her
b d. An 1./O.jnt IS . ted .at i - ti of th
boar . 1O erface 27 wounted gt an L npucoutpul pertion ot The
of the teerﬁ@&O&'g%%E%cgﬁg g%gékﬂ gr 98€?331gng95§gar§gngynéC%gH%Qiand

a pr nunber”

power supplying are perfornmed via [ines o edeterm ne

0034] Th g ' - b
[ 1 The REML ih %@e%ogv@'i%és%% PLEGr & HP%’{%algjﬁrh@ Jernper

information nenory 212, and a reference tine neno e processing

program nemany 2b1pst 0ressAi¥aEhehYy, 0be PEOCESSEAY DL AGF TS Lhat the
external boot device 2 and an external device are to execute.” The nenber

i nformati onroeebryt2d2 Srofeseatol&ast Had@mmid endidentddyi ng gach menber .
The reference tinme nenory 213 stores reference tine information used to

noni t or thérpnesencedotnabsanceaofilomhnare iadbesdiscussed heliow The RAM
22 tenmporarily stores interimdata in the mddle of a 20 process, and
transfer dasaa [0685hAssihe startep ofdtdechber mimadddranddud ng an
operation of the termnal 1, the CPU 20 reads a processing programfromthe
ROM 21 andafhéheexéeunésat has pr ocesssmys proyraéas t it iICRU 220) twhen power ed
on, starts up the systemBI OGS, perfornms a necessary sel f-diagnosis process,
and then pPfBPetoSPEBErng, performs a POST (Power on Self Test) process to
initialize usable peripheral devices. In the POST process, the CPU 20
searches f6PUany devi c®tWatl 5torertethes dd-aaliedantanden BIIOS2 6 rdm anong

connect ed . .
FIG. 2, or the router is serially connected to the NIC 26.

The router sets address information (a routing table or an
arp (Address Resolution Protocol) table). The address
information determines whether address information
indicating a transmission destination attached to a
predetermined location of each packet as a transmission
signal or a reception signal is a global IP address
complying with standards of the Internet or a predetermined
local TP address (MAC address), supporting Ethernet
(registered trademark) or the like, for an exclusive
network different from the global IP address in terms of
attachment method (in a form discriminated from the global
IP address). The packet is checked against the table, and
is transmitted to only a route having an address matching
the address of the packet. In this way, a transmission line

is switched in a software fashion between via the Internet



external devices. If an external device having the extended BIOS is found,
the CPU 20 retrieves the extended BI OS of the external device. [0036] The
extended BIOS is a programthat is readjgnto the termnal 1, that starts up
after control is handed over to the termnal 1, and that exchanges
predeterm ned information with the external boot device 2. As described

bel ow, the extended BICOS sets the termnal 1 in a process space responsive

to the extended BLOS i 8.silA AR+EAYLronment that allows conmunication via
t he previously escribeg exclusive network only, with another termnal 1,

menber serveipssy, and pbejhhker ALSQ jLherextended. BLOS genenatos

information to be transmtted or received via the excl usive network.

[0037] The DMRC24or efensqdbg a ﬁ@@ﬁé@'ﬂ)@ér&cgﬁgwﬁl@it@a%)‘@{%hé ype
that, wi thout being controlled by the CPU 10, transmits or receives

i nf or mat i oraby ngpRagkeg fcoRhHOL v21iefyacbusi betneen dhenteranidal 1 and the
external boot device 2. Here, a request fromthe CPU 10, and an operati onal

status of theiCBUWd2@tbast hecexbenvatl boeothdevdciee? wserdaonither ed, and the

DVMAC 24 perforns the DVA transfer between the two devices in response to

t he nonit oeixngrnedubbst [B6038¢Theifit aistie ROM 25U s2@res @ vard letnyeafs.
The CPU 20 is connected to a ROM 21 and a RAM 22. The CPU
20 1s also connected to an extended BIOS memory 23, such as
ROM storing the extended BIOS, and DMAC (Direct Memory
Access controller) 24, mounted on the mother board. The CPU
20 is also connected to flash ROM 25 and NIC 26, mounted on
the mother board. An I/0 interface 27 is mounted at an
input-output portion of the external boot device 2 and
designed to be detachably mounted to the port la of the
terminal 1. With the I/0 interface 27 mounted,
communication and power supplying are performed via lines
of a predetermined number.
[0034] The ROM 21 includes a processing program memory
211, a member information memory 212, and a reference time
memory 213. The processing program memory 211 stores a
variety of processing programs that the external boot
device 2 and an external device are to execute. The member
information memory 212 stores at least information
identifying each member. The reference time memory 213
stores reference time information used to monitor the

presence or absence of malware to be discussed below. The

RAM 22 temporarily stores interim data in the middle of a



information to be read onto the termnal 1. A | oader nmenory 251 stores a

| oader (R). The loader (R) is a programthat is transferred by the DVAC 24
and then read onto the RAM 12 when the RAM 12 is in a real node as

descri bed bel ow. A | oader nenory 252 stores a |oader (P). The | oader (P) is
a programthat is transferred by the DMAC 24 and then read onto the RAM 12
when the RAM 12 is shifted back into the real node froma protect node as

descri bed bglow. I DIR 4 t criptor Tabl e Register) correspondi ng
to an int e%r t(J)pt S\?éc;g(%j {tg%ﬁ%%?g fl%@%he protect node when the | oader (P) is

read. |f thegsegder (Ph:isnexpandedowhthoyt shifiing f%méi%r%faqjg into

the real node, the interrupt vector table in the real no e used.

For this reasenriblecextgpded Bt 05 perfonascayregl ramae I el i IQLess
beforehand to rewite IDTRwith an interrupt vector table for the real

nmode. [0039}-thealoadern (R heg an an@unteofeisdordmtdn ofahout 1l Mytes,
and is expanded onto a startup nenory region 120. The | oader (P) has an
amount of prbgraati ormefcd Gyt eserantbics X panded seftso ubhe hentivse cRAM 12
in an 22 overwite fashion. The | oaders (R) and (P) commonly share a
program coBeRt prrécknaderneénstsacy i onl &rdey greowt €ontedsss ofartdhetatrher
information area include information used to overwite (reset) the startup
menory regbomnot20p bndtihe, RAM 1@rm$ or RXEHNpl Bywaheorc gidlentesaf) t he ot her
information area are data "0" or the like. The |oader (R) may share the

i nf or mat i opreeAsents withliahez¢ cagkerld¢ Reridlmerml 253 90r O8 &hd ot her
file stores, as prograns, OS and the like (including a driver, and the
particul ar PAP} Phafcafe tocbel? et omiechde RAMaY Wetive |tdaders (R) and
(P). [0040] The | oader (P) may operate in the follow ng nethod. The | oader
(P) is provige@swrih 2°TFrelfAviALRIRT 26l £t ¥hEFIBGEESHh t he

| oader (P) to cut_.away.an area above 1 Moytes of the RAM 12. \Wen the

| oader (P) ei’{EeJéQ@%:ufl%%%c‘f%e UeTo SHterhelt Ffithal REVpBPT brRs it PBRdafing

Dert or mancB PE LRpRRa more Chorr i T o ChyUE rRrer dkhtion

[0041] The NI C 26, perfprms an information process to
[0036] The extended BIOS is a program that is read
onto the terminal 1, that starts up after control is handed
over to the terminal 1, and that exchanges predetermined
information with the external boot device 2. As described
below, the extended BIOS sets the terminal 1 in a process
space responsive to the extended BIOS, i.e., in an
environment that allows communication via the previously
described exclusive network only, with another terminal 1,
member servers 5, and the like. Also, the extended BIOS
generates information to be transmitted or received via the
exclusive network.
[0037] The DMAC 24 refers to a controller (circuit) of
a bus-mater type that, without being controlled by the CPU

10, transmits or receives information by managing control



communi cate with another termnal 1 or the like via the network 3, and
includes a ROM (not illustrated) storing a predeterm ned processing program
for the informati on process, and a RAM ¢pot illustrated) tenporarily
storing a process content. As previously discussed, the NIC 26 nanagi ng
connection with the network 3 is connected to a public comrunication |ine
down to the ISP 4 via an unillustrated router, and controls conmmuni cation

with the 23 netvorkand thenetwork 3, [0042] The LLQinterface 27 incl udes

|l i nes through which information 1s transmtted to and received fromthe

external begt idevixce Zoyia the.pards |B.oandhd idis for REwer, suppl ying. The
termnal 1 includes an unillustrated power supply circuit. Wen the

external bepl devie812sistmmuptednancbherpelm Ml dycarcengidg circuit
supplies current to an unillustrated charging circuit in the external boot

device 2 vigtike poktel acandotbe, | A1 pherhate 27 ©f rthenexdes aia boot
device 2. The external boot device 2 is thus powered on. [0043] As

il lustratedransFe@ b3twhynexpeutivigday presessi Ngss0ge a sior ed on t he ROM
11 and the RAM 12, the CPU 10 in the termnal 1 functions as BI OGS processor
101, extendediBb@Snboadspiosessor 102, extended BI OS execution controller
103, | oader execution processor 104, reset processor 105, input-output
processor 10638iinf or mafhenf paseteR8br2a07;oads metanorkt }caonmimuni cati on
processor 108. The BI OS processor 101 starts BIOS. The extended BI OGS | oad
processor 10fZormafsonhécekeended BN10CS thontehrimxt ek nalr BootdedevieseryThe
ext ended Bl OS execution controller 103 executes the extended BIOS. The
| oader exe€tti 6ACPEEcBsSORI2D4 (BkecUthes tarel9rodder 1SThe Preg&epitbééssor 105
receives npnitoring results fromthe external boot device, and perforns a
0t 52

reset proceSstiFPrAceEssaAryY The PipPut2bur ittt dessdbronios

%L:ﬂSﬁlSSI% e%nghéeﬁgﬁtﬁ?nigfihngogea Iéghgmggl&gg%f?%égrgg1(RROtAqu|Ce 2.

loader memory 252 stores a loader (P). The loader (P) 1is a
program that is transferred by the DMAC 24 and then read
onto the RAM 12 when the RAM 12 is shifted back into the
real mode from a protect mode as described below. IDTR
(Interrupt Descriptor Table Register) corresponding to an
interrupt vector table is in the protect mode when the
loader (P) is read. If the loader (P) is expanded without
shifting the RAM 12 back into the real mode, the interrupt
vector table in the real mode may not be used. For this
reason, the extended BIOS performs a real-mode return
process beforehand to rewrite IDTR with an interrupt vector
table for the real mode.

[0039] The loader (R) has an amount of information of
about 1 Mbytes, and is expanded onto a startup memory
region 120. The loader (P) has an amount of information of

4 Gbytes, and is expanded onto the entire RAM 12 in an



24 information processor 107 perfornms docunent creation and a variety of
ot her processes using a particular AP subsequent to startup by external
boot, or using a general AP subsequent b9 startup by standard boot. The
net wor k communi cati on processor 108 transmts information to and receives
information fromanother termnal 1, the nenber server 5, and the business
partner termnal 6 via the NIC 26 and the network 3. [0044] When t he

t erm nal ang%iheW%re%agﬂiohhe ﬁ%%ﬁiég&§$§5ﬁé %Q&igﬁgfq&ﬁﬁl elfaq%a%n03|s

process, n checks the st ses 0 menori es an |phera

devi ces through theROST pr ﬁcg%aa@&oyﬂ@t}h@dﬁigtw@a Pf%%@ecﬁgfgmpg ocess,

the BI OS processor 101 is so set that a device vi ng BI as the

external beot tgevi¢ee2 B%Yb@ﬂafcfﬂéneé}@gd?ﬁcﬁ;&@ 10 dAgs erhodi JEnt,
started up with higher priority. [0045] The extended BI OS | oad processor 102

reads the extended BrOScentena predetgrmitnsdy ar&ai b 10, st tup menory
region 120 of the RAM 12. If the external boot device 2 is not nounted, the

Bl OS processor 1201 rheadsapp0gs afBei Bothenos def ©fc psit0si tynfd@faexanpl e MBR
(master boot record) as in a normal operation, and control is handed over

to the readreaster bHeot podgoanthg0046¢ Therextlended BROSmexestbirenthe
controller 103 executes the extended BIOS after the extended BIOCS is read
onto t he stiafbupatepor yoneghoa @20hoth¢ heoRAdM 12%) and tleeosystém BbEGS hands
control over to the extended BICS. The 25
08 and other file stores, as programs, 0S and the like
(including a driver, and the particular AP) that are to be
read onto the RAM 12 by the loaders (R) and (P).
[0040] The loader (P) may operate in the following
method. The loader (P) is provided with a file having a
size of 1 Mbytes and logic in the loader (P) to cut away an
area above 1 Mbytes of the RAM 12. When the loader (P) is
executed, the CPU 10 in the terminal 1 performs a reading
process of 1 Mbytes and a cutaway process. In this method,
an increase in performance is expected more than with a 4
Gbyte transfer operation.
[0041] The NIC 26 performs an information process to
communicate with another terminal 1 or the like via the
network 3, and includes a ROM (not illustrated) storing a
predetermined processing program for the information
process, and a RAM (not illustrated) temporarily storing a
process content. As previously discussed, the NIC 26
managing connection with the network 3 is connected to a

public communication line down to the ISP 4 via an

unillustrated router, and controls communication with the



extended BICS reads a variety of instruction codes onto the startup nenory
region 120 of the RAM 12 fromthe external boot device 2 and hands control
over to each instruction. The instructiefn code includes a plurality of
settings here. Mdre specifically, in response to a given instruction code,
an initialization process of a necessary device is perforned to prepare in
the termnal 1 an environnent where the particular AP is executable. The

necessary %%@ﬁg%k”%%di@%EUQ% %gﬁkdgsplay 14, and a keyboard and nouse
form ng the operation unit §. n résponse to another given instruction

agr stered o0 ‘2 redi 10l o’ Cabl > 1501°of | an T} 0 AP & 150, Fre Hunber of

registered on aredirection ta APl C 1 nber of

the IRQ at fgQiStihabi-Atksnal SO refiehl £d-408S, 80 FOLEIFapte DG, The 1/0
API C 150 is an interrupt controller that supports nulti-processors and sets
a priorityqrdenhs0f phardwarecknberrdptgei fother s edixecti s tapl e4r01 t hat
is used to notify the CPU 10 of a received interrupt. The IRQ here is an
interrupt regpestngandridecdtefaupt Mumbeled Sirondan lhnfiobrat edwierd cating
the priority order of hardware interrupts if the hardware interrupts occur
at the sameubpn®. ci@Q47LA diven imstaucidon code ey ikbe used tmoucawsie the
external boot device 2 to transmt a data transfer request signal to
recei ve dava thanstemiusiing, t hecDMACI 24 . cDatal t hatpib hiee datar taransfer
request signal requests to transfer include a | oader of about 1 Myytes and
the like 26 upihAdchatiiagednchareingptiyectiorin abhe)exteDMA o tmast er
transfer schene is adopted as a | oader process to be perforned by the

ext ended BPEBise £hataathtensttthe ¢t etvent{ OninfexhrccP 1Of itd19r ecl uded.
Even if the CPU 10 is occupied by malware during the transfer, data
transfer | E$EPFARyPBetperYoffed: i e @é?ﬁ%n%%ﬁ@rt. P CPoader ER)Si s
forced to delete imedi ately preceding data on the startup nenory region
120 of thePRARFES €F'n a manner free fromthe control of the CPU 10), i.e.,

t he | oader erwiifes . the startup, ne egion 120 of the RAM 12. In
s o Lok Py oL Aot L B P R Y o B Ry et y

i 120 b I th | i abl d.
ot et o SoHEt hay hekatTs SEfr ik ol S SRS ot S st i
order to LI.es prote c i nhi bi i i nhibit
inthis m2§b%r%geﬁﬁsgﬁﬁg%%f$%§$gggs %ééﬁgéﬂé?%§#%§§%Eé%éﬁ%%?ﬁ%ﬁggéhenl

mode) frombelAg-Sesht M Uﬁ%@@@ééf%ﬁ%en@@ﬂ(ﬁﬁ# %}ﬁ#ﬁg@ﬁ;der

authority wt menories are freely accesse 0

execution prREESSOL 1043 perfndd a.doades, pyasesssdd qont nalsaf the CPU 10
i s handed over fromthe extended BIOS to the | oader. Through the | oader

process, thec&Ssand 1he, |1iksut rodtheuimimide 2ok fiare O3 and-wettiem file in the

external boot device 2 are read onto the RAM 12 in the term nal 1.
[0049] The poadessexerulj omPriocessor dddnatiardtsidip geeraelscsuaeas tthe OS
after performng a preparation
BIOS processor 101 starts BIOS. The extended BIOS load
processor 102 reads the extended BIOS from the external
boot device. The extended BIOS execution controller 103
executes the extended BIOS. The loader execution processor
104 executes the loader. The reset processor 105 receives
monitoring results from the external boot device, and
performs a reset process if necessary. The input-output

processor 106 controls transmission and reception of

information with the external boot device 2. The



27 operation for the startup of the OS and the |like. The OS and the |ike
thus start up, and the | oader having control handed thereto reads the
particular AP onto the RAM 12. Furtherngpe, a communication control program
in the read particular AP sets on the router (not illustrated) a route
setting that permts conmunication between the termnals 1 of the nenbers.
This state is preferably maintained while the external boot device 2

ti t, ted on the terminal 1. Th ticul P | oaded on th
Cormnal 1 GF TREXGRU 301 TRE. ol ePRal B0t CBBUREE. 2°RE9. er | O cal 1y
heck whet hey, | t device 2 i d on the terninal 1.
AT or nat i Vel Y. THe ROt g ar e ex 8 AEh “habt -4Vrtb 3¢ S prEdanEd (o

conti nue untg et e fer nal 1St oS 205! gnghot halobadigates the externa

boot device 2 has been pull out aftér 'star e status of the

pr ot ect m%asseq@%%ctt%dstia@thggb§t éEEHBaPHa%oUO“?rLJ‘% Y3),9m BI G5, a

startup process nmay be suspended on the assunption that the presence of

mal ware is ddn{ﬁ@lnﬁca@%hgg%@%%@oés 188" enBdiak + St eprb A SUCH, & Saseyi s
rewiting the systemBIGS, or nullifying the virus hiding in the system

Bl OS5 with aevaqeine.inkBrinBiksonwayrothenbtBKr0f c pHOECE5S1 NG hof B+ on under
a virus infected environnent is avoided. However, if the startup process is

suspended, stheeusér, may baei baenvenkepsetheante saNEa Proby enscist inic remai n.
For exanple, the termnal 1 as a whole may not be started up during a
remedi al pRéasendamndeceachwnerbér is not provided with a use 28 environnent
of the particular AP. To cope with this, if a fault occurs because of the
protect nod@044]lreset Phevetkei seexenat el to peverddtona trlealBnmle.
[ 0051] The reset processor 105 is inplenmented by an

processor 101 performs a self-diagnosis process, and then

checks the statuses of the memories and peripheral devices

through the POST process. Through the routine of the POST

process, the BIOS processor 101 is so set that a device

having BIOS, such as the external boot device 2 having the

extended BIOS in the embodiment, is started up with higher

priority.

[0045] The extended BIOS load processor 102 reads the

extended BIOS onto a predetermined area in the startup

memory region 120 of the RAM 12. If the external boot

device 2 is not mounted, the BIOS processor 101 reads

programs in the order of priority, for example MBR (master

boot record) as in a normal operation, and control is

handed over to the read master boot program.

[0046] The extended BIOS execution controller 103

executes the extended BIOS after the extended BIOS is read

onto the startup memory region 120 of the RAM 12, and the

system BIOS hands control over to the extended BIOS. The



instruction command for setting the real node that is transmtted fromthe
external boot device 2 as described below after control is handed over to

t he extended BI CS. The instruction commagd for setting the real node is
issued if the terminal 1 is set to be in the protect node during the
startup process of the systemBIGCS, or if it is doubtful during the startup
process of the systemBICS that the termnal 1 is in the real node.

Recei vi ng te en@% r 46His00..oUMaNd  L.OL SeLE| !['stl?cngé‘& 5@9@6 %r@@? eal

processor orns part of the process to reset the no

mode. ACCOfs 'a'}Qu Omte%rf%”?%%h@ﬁ”ﬁzot@? LRSekamr PEEESON 105 perd ormp

process of resetting the IDTRto a real-nbode interrupt vector, a process of

regi steringdhe gbRQ-and the hBE@ErHBBtPHﬂb§§ePft6f@%é%tfﬁé%%uéﬁEEnﬂeV'Ce 2
in the redirection table 1501 of the I/0O APIC 150, and an out put process of

the data trarsfiexti-aguesh sbaBakncTh@egDHep OQELT M Nad i Of f NERS Shd e .
performed on the external boot device 2 as described bel ow so that t he

effect of melraakeecis rpeachydedn [OOB2hIher b nPud +veih piths PrOEESSOrcds,
transmts information to and receives information fromthe external boot
device 2. p@053JiAsaillkustpat pdocaskl & 3, ndyecexecutdagi@ 29 program stored
on the ROM 21, the CPU 20 functions as extended BI OS readi ng processor 201,
DMA transf eercommrdder 202pabDhAinesiet teansfiel Tommenderr@08nt nputreout put
processor 204, and network conmuni cation processor 205. The extended BI OS
readi ng pr6tesport20tlpealls thecextehdele Bl @ comegashve tvedmivaale hayThe DVA
transfer commander 202 requests predeterm ned data to be transferred

bet ween t hénfépfnahe1dapel eriel éxt @rfal bovtoaediaed 2015t Qe TIVAC 24.

The DVA reset transfer commander 203 requests the | oader
the operation unit 13. 1In response to another given

instruction code, IRQ and an interrupt vector (INT) of the
external boot device 2 are registered on a redirection
table 1501 of an I/0 APIC 150. The number of the IRQ at
registration is also referred to as an interrupt number.
The I/0 APIC 150 is an interrupt controller that supports
multi-processors and sets a priority order of hardware
interrupts in the redirection table 1501 that is used to
notify the CPU 10 of a received interrupt. The IRQ here is
an interrupt request, and the interrupt number is order
information indicating the priority order of hardware
interrupts if the hardware interrupts occur at the same
time.

[0047] A given instruction code may be used to cause
the external boot device 2 to transmit a data transfer
request signal to receive data transfer using the DMAC 24.
Data that the data transfer request signal requests to

transfer include a loader of about 1 Mbytes and the like



and the like to be transferred fromthe external boot device 2 to the
termnal 1 using the DMAC 24. The i nput-output processor 204 processes
transm ssion and reception of informatign with the termnal 1. The network
comuni cati on processor 205 transmts or receives a file and the |ike
created using the particular AP subsequent to the startup through the
external boot to or fromanother termnal 1, the nenber server 5 and the

busi ness_ partnel i BEMLAAL B Y LAt NS M G 20, 80d) T ey RELMRI Fi L8054 The CRU

20 al so functions as a nonitor

g unit y ‘executing the program stored

on the ROM:21,-Fhe %HE&@WQ%H%&@%Jgcwg&érgéf%é@é enent uni t 207,

determ ning unit 208 that detern nes the statue

e node, and node

checki ng upket-£20Redl 9255113 hexextgodegr Bt Ox, readi ng: processgle 201 receives a

read instruction int

e POST process of the terminal 1, and then perforns a

readi ng proegessvbattbe RAMAZ. cp301§ 0056} Ihel M Code ctr anst-ee epmmander

202 starts up

(issues a transfer command to) the DMAC 24 to transfer the

| oader (R) iknotbepstat Byohalhierseahr mogerhdher M S eselatd ansfresregomuander
203 starts up (places (issues) a transfer request to) the DVAC 24 to
transfer theskdadeay (P porfben&AMA2aimotiel statree0f tThe poatieet (Rpde.

[ 0057] The tinme neasurenment unit 207 starts neasuring
is forced to delete immediately preceding data on the

startup memory region 120 of the RAM 12 (in a manner free

from the control of the CPU 10), i.e., the loader (R)

overwrites the startup memory region 120 of the RAM 12. 1In

this way, even if a virus and the like are copied in the

startup memory region 120 by malware, these are reliably

removed. As necessary, an instruction code may used to set

D LCK bit of SMRAM control register in order to write-

protect SMRAM (access inhibit). Locking for access inhibit

in this way prevents the privileged mode called SMM (system

management mode) from being used in an unauthorized manner.

SMM is the top-most authority with which all memories are

freely accessed.

[0048] The loader execution processor 104 performs a

loader process if control of the CPU 10 is handed over from

the extended BIOS to the loader. Through the loader process,

the 0S5 and the like in the memory 253 for OS and other file

in the external boot device 2 are read onto the RAM 12 in

the terminal 1.

[0049] The loader execution processor 104 starts up

kernel such as the 0S after performing a preparation



time when the external boot device 2 powered fromthe termnal 1 reaches a
startup | evel thereof and stops neasuring tine when an instruction code is
transmitted to the external boot deviceg?2 with control handed fromthe
system BICS of the termnal 1 to the extended BIOS. The tine neasurenent
unit 207 thus neasures tine el apsed between the start of time neasurenent
and the stop of tine neasurenent. [0058] The determ ning unit 208 conpares

the Ui e Masuied BY sie hue HRASr SRk e UDLT A 20T ML LDy 8T eRgnoed | me

information stored on the refrerenc I e nenory In terns

of magni tude 4 leagth).. ki khe geasy edaﬁ&”@kﬁésmé’ &?rh% é?}n{reéfrence

tinme, the determning unit 208 detefrmi nes that malware set termnal 1

to be in thenpret egkravde,-and transgttsct0athestefm nale lnan instruction
code to revert to the real node (to rewite the node). The reference tine

is set as beleWerkbrst, at bBﬁnhﬁK@QtR@nC@B@t%EP@M the foldawng pperations
i ncluding the power-on of the termnal 1, the ‘Igprocess that is

performed abterctharshar kupsobnt beesystest Bl&S; 1heusddaexpansi anf the
extended BICS on the RAM 12, and the handover of control to the extended

Bl OS nay beeappngxihatebyredqual ctomset cdt hen ivenossml tisd atermitdl o mal war e
operative. [0059]On the other hand, if malware hides in the system BICS,

or if mal warfethat madesrdur iTgl 4 he: sstearitaup aff crtad 1sy sttemtBli@sdamth idenst r uct s
a protect node environnment on the RAM 12, longer tinme may be taken than the
set tine ihhehexnernal keatedeDependi agnomnede td nee etapseed romttiwe startup
of the termnal 1, i.e., the startup of the external boot device 2 to the
handover ofcEBABASI 1t o Hite motterddd BIEGS, L caise dextethal thoat ndévilcer?
determ nes whether the RAM 12 is in the real node space or the protect node
space, instBadCBY a0déRebhf nartor ket Pl i FeWHETH thRY tRamiqrhicalldi rect |y
det erm nes he node, OOGO%F G 4 illustrates the contents of the RAM 12 in
the real nbOECKaROCEIEY BI¢IFHstratbsLtHe TohtEnts of THETRAMOIR Ghe t he
protect no ustrated in FIG in an exanple ncl u plurality
Dt CPus 107 SFRe Rhi poer TSI IS ThendatitoA s B it hES PO RPIE 150,
chipsets 1 hrough 1 . Each chi pset includes U. .10 | | acal, API C 151,
and a regllggedE &g%f)%%el 27 net udi ng&)at?/acr?e lynuoef urnetglllstt]ehrés SlféIHne?sl I%FLAGS

and a uni vgrsal. §eg'§£cgﬂal e SLAUR, MBI TSH A A200L, hdiles of the

RAM 12 includes interrupt vector t e expansi on region
has been pulled out after startup.

[0050] If the status of the protect mode is detected
in the startup phase from the system BIOS, a startup
process may be suspended on the assumption that the
presence of malware is likely. Contemplated as a remedial
step in such a case is rewriting the system BIOS, or
nullifying the virus hiding in the system BIOS with a
vaccine. In this way, the risk of processing information
under a virus infected environment is avoided. However, if
the startup process is suspended, the user may be
inconvenienced, and some problems still remain. For example,
the terminal 1 as a whole may not be started up during a

remedial phase, and each member is not provided with a use



Bl OS expansi on region 122, system BI OS expansi on region 123, and extended
Bl OS expansi on region 124, and the remaining 32 region of the RAM 12
serves as a |oader expansion region 125owhere the | oader read fromthe
external boot device 2 is expanded. [0061]In the protect node on the other
hand, the register group 152 in each of the chipsets 15a-15n has | DIR
(I'nterrupt Descriptor Table Register) storing an address of an interrupt

5 Ay opt I Cual ¢ Eb1 on Gt 4GByt Sd BTt N RN LS Tel b TRE | rter upt
vector table gxpansion regi eflg% hbepyLdeo, Bho%. expapsion Legon, 122, the

system Bl OS expansi on regi on e extended B expansi on 1 egi on

124. Set ind he0ptienal, &@gbg@ tg set.the pyotect node are | DT (Interrupt
Descriptor Table), GDT (d obal Descriptor Table), PGW (Progranms) 1 - i,

and managen®nfsitjabl es (excludibng,PGVE)0F T§Ssi £ Task State-Pagrent) of the
PGW 1 - i. Mre specifically, FIG 5 illustrates results of environnent

setting creatseduenibhe BAMaL2 byrmabwarggt ohaukeat heoAM A2 ook as if the
space identical to that of FIG 4 is present. [0062]In order to expand the
envi ronnent.rehstdhe tpriofecth mhdecenethel RAMA2dduriaq the operatiban of the
system BI CS, the nmalware creates each programof FIG 5, expands the
program i nbaiocappropri abetapéaienhthee®RAM A2, tandh¢ hent dames Tood r ol over
to the extended BIOS. The mal ware al so needs to expand the main program
thereof inThkeiRAMr22tiandcohesedpleceseot idat ehaeethl ondsée rist risued! mainly

froma hard disk (HDD) serving as an external nedium
if the terminal 1 is set to be in the protect mode during
the startup process of the system BIOS, or if it is
doubtful during the startup process of the system BIOS that
the terminal 1 is in the real mode. Receiving the
instruction command for setting the real mode, the reset
processor 105 performs part of the process to reset the
mode to the real mode. According to the embodiment, the
reset processor 105 performs a process of resetting the
IDTR to a real-mode interrupt vector, a process of
registering the IRQ and the interrupt number of the
external boot device 2 in the redirection table 1501 of the
I/0 APIC 150, and an output process of the data transfer
request signal. The mode determination process is performed
on the external boot device 2 as described below so that
the effect of malware is precluded.
[0052] The input-output processor 106 transmits
information to and receives information from the external
boot device 2.

[0053] As illustrated in FIG. 3, by executing a



33 Tinme el apse fromthe startup of the termnal 1 to the handover of

control to the extended BI OS becones unavoi dably substantially |onger than
the case of FIG 4. An appropriate perigg of tine falling between the tine
el apse in the real node of FIG 4 and the tinme elapse in the protect node
of FIG 5 is set as reference tine. [0063]Referring back to FIG 3, the
node checking unit 209 is described bel ow. The node checking unit 209 is an

exanpl e o o Lhat perhors @oﬁog%;{{u%gc?{}°§6’S§u9&§{<§’£§“§si n et hod

f &
fromthe n&ﬁf}orlng process perforne me neasurenent unit 207 and

the determping ‘BI%%SreéB%ﬁg bg&%&&%%@l%r@ﬁ“@%ﬁg@éfOéon%(a%'{%éro the
| boot e. The

extended BI GS, the externa evice 2 issues an instruction co

DC 24 i's stapt edvup rbBekesPanNseetocbARahASEr Bigt | oy code, 6ads the contents
of the RAM 12 only via transfer w thout the control of the CPU 10, and

transfers theceerbentd0f shhenBAVLLR theneXt 5habn %ﬁpécé@éﬁez@a The mode
checking unit 209 checks the read contents of the M 12, and determ nes
whet her t hextentieat sTaserkeAding protestonndel envidontmeate Ofe i@y FEs
determ nati on operation nmay be perfornmed by referring to a criterion as to
t he presencetor tabseneriofli bf orTred IMR WL ¢tr0 ddienapidetreto2node in the
data of the RAM 12, for exanple, the presence or absence of a managenent

t abl e suchragucheésCTedeDFrmIBS] Odatd heol bket rdms fdmseadvdys t wdet here t he
contents of the RAM 12 are in the protect node environnent is determ ned by
t he externakriooeldevieed 2heachéernhanbbpt 84vice 2 using the DMAC 24.

The DMA reset transfer commander 203 requests the loader
and the like to be transferred from the external boot
device 2 to the terminal 1 using the DMAC 24. The input-
output processor 204 processes transmission and reception
of information with the terminal 1. The network
communication processor 205 transmits or receives a file
and the like created using the particular AP subsequent to
the startup through the external boot to or from another
terminal 1, the member server 5 and the business partner
terminal 6 via the NIC 26 and the network 3.

[0054] The CPU 20 also functions as a monitoring unit
206 by executing the program stored on the ROM 21. The
monitoring unit 206 includes time measurement unit 207,
determining unit 208 that determines the statue of the mode,
and mode checking unit 2009.

[0055] The extended BIOS reading processor 201
receives a read instruction in the POST process of the
terminal 1, and then performs a reading process to the RAM

12.



the termnal 1. [0064] Upon determining that nmalware sets the node to be in
the protect node, the node checking unit 209 transmts to the termnal 1 an
instruction code to revert to the real smde. [0065] Next, a boot process of
the CPU 10 and the CPU 20 is described belowwith reference to FIGS. 6-10.
FIG 6 is a flowhart illustrating a startup process of the system BI S
executed by the CPU 10 of the termnal 1. The CPU 10 checks the system BI CS

subsequent [boskthe povernenpeh tH8eteramdal r lodsifrieI)2 o Nextyr ithe, CPU 10
per forns the POST process (step S3) The CPU 10 det erm nes whet her the

extended Bl(@Sshas heepahead:feomihe extermal plpaots devd ae-2d it he POST
process (step S5). If the reading of the extended BI OS has not been

conpl et ed, 1bhec€PYRL0i gonhé nyest & eadi tige thes eXxiended TBEOBMrardskt t he
readi ng of the extended BI OS has been conpleted, control is handed over to
t he extendedaBEOSr(stepaSdgr F0D66]4 Nt 4 hep discarsss onidhais)fel lows, it 1S
assuned that PCl is nounted as an exanple of the external boot device 2 to
the port | arefhsthe teguesal td) WMie eDMpgeci 4 itcaltingnd fer heheeXtoerdral (ROt
device 2 as the PCl is nounted on the port la of the termnal 1, the

ext ended BrOSths Reddlonin the RAMA2OF ke stintaq; mods.ne of the system
BIOS in the POST process. [0067]FIG 7 is a flowhart illustrating a
procedure 6f0PhRe POST piroclesse (BeaprS3)ensf uHe A5t ethaBIteS iexssutied

time when the external boot device 2 powered from the
terminal 1 reaches a startup level thereof and stops
measuring time when an instruction code is transmitted to
the external boot device 2 with control handed from the
system BIOS of the terminal 1 to the extended BIOS. The
time measurement unit 207 thus measures time elapsed
between the start of time measurement and the stop of time
measurement.

[0058] The determining unit 208 compares the time
measured by the time measurement unit 207 with reference
time information stored on the reference time memory 213 in
the ROM 21 in terms of magnitude {(length). If the measured
time is longer than the reference time, the determining
unit 208 determines that malware sets the terminal 1 to be
in the protect mode, and transmits to the terminal 1 an
instruction code to revert to the real mode (to rewrite the
mode). The reference time is set as below. First, time
taken to complete all the following operations including
the power-on of the terminal 1, the POST process that is

performed after the startup of the system BIOS, the



35 by the CPU 10 in the termnal 1.First, the CPU 10 determ nes whet her the
PCl as a device connected to the terminal 1 is nounted (step S11). If the
PCl is not nounted, the system BI CS perforns a standard startup process
(step S13). If the PCl is nounted, the CPU 10 searches for the BIOS of the
device, i.e., the extended BIOS (step S15), and then | oads the extended
BIOS to the RAM 12 (step S17). Next, if loading is conplete, signal (step

S19). [0068Li:Gsi8ni $ratfk %xHQHHEQVB@QS%IQC@l%é £k ef pal o hoot, devi ce 2.
the system BIOS outputs a | oad end flowchart |IIustrat|ng a procedure |
executed byatbevePUc20cbntkhe Ebrshe ERecLRLL20rdetRLpines
approximately equal to set time in normal state with no
malware operative.
[0059] On the other hand, if malware hides in the
system BIOS, or if malware intrudes during the startup of
the system BIOS and constructs a protect ﬁode environment
on the RAM 12, longer time may be taken than the set time
in the normal state. Depending on the time elapse from the
startup of the terminal 1, i.e., the startup of the
external boot device 2 to the handover of control to the
extended BIOS, the external boot device 2 determines
whether the RAM 12 is in the real mode space or the protect
mode space, instead of a determination method in which the
terminal 1 directly determines the mode.
[0060] FIG. 4 illustrates the contents of the RAM 12
in the real mode, and FIG. 5 illustrates the contents of
the RAM 12 in the protect mode. As illustrated in FIG. 4,
in an example including a plurality of CPUs 10, the chipset
15 includes, in addition to the I/0 APIC 150, chipsets 15a
through 15n. Each chipset includes a CPU 10, a local APIC
151, and a register group 152 including a variety of
registers such as EFLAGS and a universal register. The
startup memory region 120 of 1 Mbytes of the RAM 12
includes interrupt vector table expansion region 121, wvideo
BIOS expansion region 122, system BIOS expansion region 123,

and extended BIOS expansion region 124, and the remaining



whet her the external boot device 2 is powered on. If the external boot
device 2 is powered on (step #1), the tinme neasurenent unit 207 starts tine
measurenent (step #3). Next, the CPU 20gyaits on standby until an

i nstruction code has been received fromthe system BIOS (No from step #5),
and if the instruction code has been received, the tine measurenment unit
207 stops the tine neasurenent (step #7). [0069] Next, the CPU 20 determ nes
whet her th t [ h er.than the reference time (neasured tine
< refer encgftl ?r‘%# ?gtheg?{égstlﬁe%rreasear 8% |?r%a9\nejfhe§%%n?e?%r5 ¢E°t i ne)
(step #9). qlA r I S e h erence time, the CPU
20 determ nes5 ?ﬂ%tr%fﬁzllét g?)r?‘ltdﬁge %glds?%%}n é%tg ?%t% Iga%‘ra% ect %%h% %mre
speci fical liy dgtgiq@nes that at |east malware has not set the CPU 10 in
the termnal 1 in the protect node, and exits 36 the flow of the process.
On the othgmomand, if thetpeagubedcti MBakScogataL §0,0f M&ger cdan the
reference time, the CPU 20 determ nes that the CPU 10 in the termnal 1 may
possi bl y beesgtstiem Hheupr obect nmodenesyi £ RANEI ps D5 e specifigal |y

determ nes that at |east nmalware may possibly set the environnment of the

CPU 10 in t(Reteernmpnabeictapberi Dabhe R&Qleectr nogdes rihe LPURO-4hen,sends
back an instruction to reset the CPU 10 in the termnal 1 to the real node
(step 411) anandtehenpexidescthetdtonaboict heDPr acessre fDOF0]dd Gy EHes a
flowchart illustrating a procedure of a nonitoring process Il executed by
the CPU 20CFH tHeaéxieétnatrpoet devite. 25. Finst optabher ecentibal o6f 4t he CPU
10 i s handed over fromthe systemBIOS to the extended Bl OGS on the term nal
1), the CPBPZbc8ePEr FiineBAMhkE hErctide$ nshe uictt comr uoder dras heer Ireecei ved
fromthe extended BIOS (ste 421%. If the instruction code has not been
recei ved, FRBICPL,R07 XT3 f%e fHew Bfdehed fhrdcegmingifont edinst ket i on code
has been received, the CPU 20 determ nes that the extended Bl OS has control
of the term RaPY1 *Bndl PHePRIAF 1Y P THE DVise 244 4h¢ specindess BIRS RAM 12

a transfer rget by the 024 tep 423). In this way, the contents of
the RAM 1ze}té§e Tet?i Vet t o é&% tﬁ‘et RBL&RPBENAFIBBB CaetFEetRevi a

tGB;t Egmﬁerzéell n@g{r te]%(?%%)%%/e i {ﬂ%u rrcuoontt gqsccgtrf]ltq téfs 059 th?oEADtI\TAhéZt (efm nal

1 (Global Descriptor Table), PGMs (Programs) 1 - i, and
management tables (excluding PGMs) of TSSs (Task State
Segment) of the PGMs 1 - i. More specifically, FIG. 5
illustrates results of environment setting created on the
RAM 12 by malware to make the RAM 12 look as if the space
identical to that of FIG. 4 is present.
[0062] In order to expand the environment of the
protect mode on the RAM 12 during the operation of the
system BIOS, the malware creates each program of FIG. 5,
expands the program in an appropriate area on the RAM 12,
and then hands control over to the extended BIOS. The
malware also needs to expand the main program thereof in
the RAM 12, and these pieces of data need to be retrieved

mainly from a hard disk (HDD) serving as an external medium.



in a nmanner free fromthe influence of the node of the CPU 37 10.

[ 0071] Next, the CPU 20 checks whether the information unique to the
protect node, nore specifically, the managenent table such as the |IDT, GDT,
TSS, or the like is present in the retrieved contents of the RAM 12 (step
#25). If the information unique to the protect node is not included in the

i of the RAM 12, the CPU 20 determ nes that the CPU 10 in
retri eved contents 1 om of "the or ooese.

i 10 S d then exits .th
EBS?tZ]erOT ? ﬁtl%? L%lréﬁsaénz’% éfaét}herem S?Eﬁa%rdcﬁlnr?aﬂ%%hﬁnitﬁﬁé”lf@ﬁt Hetgg Bgl@ct mode is
i d i i CQnt ent f the the CPU et erm nes
Itﬂglt u?ﬁe Ic:gfj“l%off} :dh€Y%m naﬁgblscr?%y eﬁ&?&%ﬁyiﬁ?ﬁi Fsgggéleﬁrf)t egte gse
. , '
poss! b1y seine GO0 T rhe e nar e SRk Bhey Ra%5 BTebttno e! then
sends back AdedhsdgticidonLads O reget fgﬁgiﬁgl}b%%%{éﬁt }eﬁetggr%n%na 0

the real node (step #29), and then exits t oW 0 e proces

0073] FI G el arf howcharti mdausbiratiing an.gxt ended; BL G5, process execut ed
l[oy th]e CPU 101:il n the term r?al 1. The extendeél1 Bl O5 havi ng re%el ved control

of the CPUtIG: fdmcstecdeterd wes rwhet Ber st Beti Ast FHetlOA-code, Lo revert to
the real node has been received fromthe external boot device 2 (step S31).

I'f the insti@tilon cod@clfasriaty been receiwed3w thinmaddredetesm ned period
of time prepared for reception, the CPU 10 perforns the POST process for
initializatindit 8f%reddtermibed delbees TonnestedHa-kihgy unit 209 is
an example of a unit that performs a monitoring process
different in method from the monitoring process performed
by the time measurement unit 207 and the determining unit
208. After the system BIOS hands control over to the
extended BIOS, the external boot device 2 issues an
instruction code. The DMAC 24 is started up in response to
the instruction code, reads the contents of the RAM 12 only
via transfer without the control of the CPU 10, and
transfers the contents of the RAM to the external boot
device 2. The mode checking unit 209 checks the read
contents of the RAM 12, and determines whether the contents
are in the protect mode environment or not. The
determination operation may be performed by referring to a
criterion as to the presence or absence of information
unique to the protect mode in the data of the RAM 12, for
example, the presence or absence of a management table such
as the GDT, IDT, TSS, or the like. TIn this way, whether the

contents of the RAM 12 are in the protect mode environment

is determined by the external boot device 2 rather than by



38 termnal 1 (the display 14, the keyboard, and the nouse) (step S33).
Next, the CPU 10 perfornms an |1/ O APIC process (step S35), and a data
transfer request signal output process §gtep S37). Next, the DVMAC 24 starts
up, the loader (R) is transferred fromthe |oader nenory 251 to the
termnal 1, and the |oader (R) overwites the startup nenory region 120 on
the RAM 12 (step S39). If the CPU 10 verifies in response to the transfer

end signal that-transfer has been conpleted (Yes fromstep S41), a hardware
interrupt is generated. Control of the CPU 10 is handed over to the | oader

(step $43),[oard the flow,0f dé@@rﬁiz@?ﬁ%%ﬁ@@%ai%@ﬂét§ he,d ngddictd on code

to reset the CPU 10 in "the term nal to the real node has been recei ved

on the othee handnknpsbepcS3hoat her GPUJQe perd OF sy the « eajg node return
process to rewite IDTRwith an interrupt vector table for the real nopde

(step $45) trbhemit® ARl Enpr o6essng St EparS4in st Ak tdie data td ansfar: request
signal output process (step S49). Next, the DMAC 24 starts up, and the
| oader (P) tbsthranshérmedefromthe | oader nenory 252 to the termnal 1, and
overwites the entire RAM 12 (step S51). If the CPU 10 verifies in response
to the transPéblend signaat, thavodtr amsdershast been cahplteted! (tYes douom st ep
S53), a hardware interrupt is generated. Control of the CPU 10 is handed
over to thell dadées¢siepd I58)ow anttit hee féowmad tché Isioces<s tend8IGf 0075] The
present invention may also be inplenmented 39 in the follow ng
nmodi fi cati dfis@ flowchart illustrating a startup process of the system

BIOS executed by the CPU 10 of the terminal 1. The CPU 10

checks the system BIOS subsequent to the power-on of the

terminal 1 (step S1). Next, the CPU 10 performs the POST

process (step S3). The CPU 10 determines whether the

extended BIOS has been read from the external boot device 2

in the POST process (step S5). If the reading of the

extended BIOS has not been completed, the CPU 10 continues

reading the extended BIOS, and if the reading of the

extended BIOS has been completed, control is handed over to

the extended BIOS (step S7).

[0066] In the discussion that follows, 1t is assumed

that PCI is mounted as an example of the external boot

device 2 to the port la of the terminal 1. More

specifically, 1f the external boot device 2 as the PCI is

mounted on the port la of the terminal 1, the extended BIOS

is read onto the RAM 12 in a startup routine of the system

BIOS in the POST process.

[0067] FIG. 7 is a flowchart illustrating a procedure

of the POST process (step S3) of the system BIOS executed



[0076] (1) According to the present enbodi ment, the external device is the
PCl. The present invention is not limted to this arrangenent. An external
devi ce may be acceptable as |ong as thesgxternal device includes a CPU, a
ROM and a RAM and allows BIOS to be set therewithin. A device including
DMAC i s al so acceptable. For exanple, the external device may be a nodified
version of a USB (Universal Serial Bus) nenmory chip or an I C card. The

ext ernal deyj cedmypioe o0fi na thype huitht1i A a partabl e compunigati on devi ce.
[0077] (2) According to the present enbodi nent, dat'a of 1 Mytes are caused

to overw it tHdieniSteay LR tMRROLY of @@ﬁ053180d@fz1&86c86%é8e@ ncg heng eal node.
Alternatively, all data (of 4 CGoytes in the present enbodi nent) of the RAM

12 may be awemamistt an.isl motibicsanayiebheientirer anea mft the RAMR:d1&q,
reliably reset regardl ess of node. [0078](3) According to the present

enmbodi nent trdatsy saver WIOST pgritbemRAM 32aagerdataaineb ugiagedhe(dader .
Alternatively, the process may be split between a process to overwite the
RAM with redet .data foe PeSetsimguited RAMA datla 1d0f seadathasstfiinghef al |l bit
values of Os, for exanple) and a process to wite the |oader and the |ike
t her eaf t er BICO0?9] 4 Aesoceaccoedi nghtoexhenpe@skhds efbodd ned),, tdred
content of the data transfer request signal transmtted fromthe termnal 1
to the ext élRal lpede de¢i eetanilsdnBfOS4po the RAM 12 (step S17). Next,

if loading is complete, the system BIOS outputs a load end
signal (step S19).

[0068] FIG. 8 is a flowchart illustrating a procedure
of a monitoring process I executed by the CPU 20 in the
external boot device 2. First, the CPU 20 determines
whether the external boot device 2 is powered on. If the
external boot device 2 is powered on (step #1), the time
measurement unit 207 starts time measurement (step #3).
Next, the CPU 20 waits on standby until an instruction code
has been received from the system BIOS (No from step #5),
and if the instruction code has been received, the time
measurement unit 207 stops the time measurement (step #7).
[0069] Next, the CPU 20 determines whether the
measured time is shorter than the reference time (measured
time < reference time) (compares the measured time with the
reference time) (step #9). If the measured time is shorter
than the reference time, the CPU 20 determines that the
terminal 1 is not set in the protect mode, more
specifically, determines that at least malware has not set

the CPU 10 in the terminal 1 in the protect mode, and exits



particularly specified. In order to increase security even nore, the
request signal is nodified each tine the termnal 1 starts up. The contents
of the predeterm ned nunber of bits of e request signal are preferably
varied each tine in accordance with a specific rule, using information
stored on the nenber information nmenory 212 of the external boot device 2,
startup tinme, and further information pre-stored on the external boot

devi 2 . f t h tents i t t
device 2 S8 ICRIRERL, phb PR Q58S 0 AR, BOBETS, e Seaglebl
t si | s t jtted th t | boot device 2, t |
equest signgl s Liansmuted toatle xiernal bont-device,2 g puiprna
is det i ned Li . 37 h i fail -t tch h
5, deter gl o heR ST Al et epost el (] L pch eneh

S31).. [008%]8%%&' S _agfording.t ré@gctprrﬁéc%]terg\ﬁ%n@m’ de time the

external b ce 2 takes to start up Is nea and the mreasured tine

and the re%@é@@@?céhﬂ?,a&@t&PﬂP§é§dt&£Et§¥rﬁ%éﬁt|ﬁ%ﬂﬂé&é‘%d%e&§£§§ﬂﬁiﬁihe
presence or absence of a boot fault. Alternatively, the conparison with the

reference tLRELABY£ODLLAMENEUSE NGhd hepd | T freasiy en@nti reperatiomeof the
time nmeasurement unit 207, and at the nonent the neasured tine exceeds the

reference thmehei prosedetesar nedHehatria 2noehehavkhdsakaskpkace. I'n this
way, a faster boot fault detection results. [0081] (6) Al so, according to

t he presentnemboadtient to Adsat | thdhecront@ntrs (e @xmreishdierie)t cofctHehe RAM 12
are retrieved with the DMAC 24 started up in the procedure of the

noni tori ngrprocessel [s{&b GF1 D), Ad ermat iaveltys thwe fTont erft $hef an area of 1
Moytes starting at Ox0000 (the startup menory region 120 used in the real
node) may beoretsieved, and then checked for the node determ nation. Mre
specifically, when the node is shifted fromthe real node to the protect
nmode, the héﬂé@énent tabf e Df1GOT hevddhaw be lersdagtadd-nITe PEOTERIIEr eat ed
in the real node, and is thus created in the area of 1 Miytes. Therefore,
the mode defefnf'fat Fohl MayPBeCHet fof Mt B heétkithy (Y pfledénddcof GOT in
the area. [0082](7) According to the present invention, a _nonitorin

process deStrPbedl wweht réterence t 61EPEs. (2183 ﬁﬁ?t581u§§dtpﬁ SPchOof t he
nmoni toring,processes | and I1. FIG 11 illustrat t he procedure of a
Toni £ or i g pr BEERRT | 71 exebtt o by ¥ HETERU 30 Ghd ¥hé XTended 1808 0t ¢ he
ext er nal bgot devi ce '1f?(%h§%3ﬁ§ T%éymhart illu trating part of the

pr ocedure Olflet eer%rll]? orl1’ng process Stitines whether

instruction code has been received from the extended BIOS
(step #21). If the instruction code has not been received,
the CPU 20 exits the flow of the process. If the
instruction code has been received, the CPU 20 determines
that the extended BIOS has control of the terminal 1, and
then starts up the DMAC 24, and specifies the RAM 12 a
transfer target by the DMAC 24 (step #23). In this way, the
contents of the RAM 12 are retrieved to the RAM 22 in the
external boot device 2 via the DMAC 24. At this point of
time, all the contents of the RAM 12 (4 Gbytes herein) are

retrieved without control of the CPU 10 of the terminal 1

in a manner free from the influence of the mode of the CPU



executed by the CPU 10 in the termnal 1. FIG 13 is a flowhart
illustrating part of the procedure of the nonitoring process Ill executed
by the CPU 20 in the external boot devige 2. [0083] To performthe
monitoring process Il of FIG 11, the external boot device 2 needs to be
constructed as descri bed bel ow. The ROM 21 or the flash ROM 25 of the CPU
20 functions as storage neans that stores the contents of 42 +the |0 APIC,
the interrupt vector table, and the interrupt handl er. The DVAC 24 perfornmns
a transfer ligﬁr‘ocess to transfer the contents of the 10APIC, the interrupt
vector table, d the {nterr dier to e term W t, .control
[?87%? N?x%. upL 8?82%§ %ﬁecﬁg wﬁ%gégérﬂhé‘fﬁé%%ﬁéﬁ el

of the CPU he nonitorfng uni as a fun 0 noni e

presence ot ahsence of.an. gxecut),gn.resyll signal, of) Ap inferrupt hand er

126 to be discussed later. ter trans request 1's issued, the DVAC
24 transfers jin-a-RUStABSLEL SEhene  fherphpt exppptryector ¢able,and, the

i nterrupt handl’er corresponding to a predetermned vector in the interrupt

vector tablect@nthenstart Up: FEADLY 6O s and the mmnitoridgdinits)206 has
a function to determ ne the presence or absence of the execution result

signal fromst heel AthebrMpt i Bandh efue [ 0984 d herexd endeshi Bl S perfornms a
procedure described below It is noted that INTOis set in hardware

i nterrupt @GhBQLORdI nnt beer edi restéoncdabder 4501 wfe threr | XQAPICEL5RU Her e,

| RQLO is used as the hardware interrupt, but T1RQis not limted to "10."
Any nunber 20ayebernsadsashhonghasCphel uiberheé starnpiredietlerim nied tiegppi ng
nunber to specify a device. The interrupt handler 126 refers to a program
t hat wait srenlstmaddbyaond thennenmbty tloe ekboutet amhe meryagt. process. Set on

I NTO of the interrupt vector table expansion region 121 is a |eading
address of [PRéZpr ogr anPastihdweotmterkaipd, hahdiies P rHate.on address tr000 in
t he exanple of FIG 11. [0085]As illustrated in FIG 12, the CPU 10

the protect mode is included in the retrieved contents of
the RAM 12, the CPU 20 determines that the CPU 10 in the
terminal 1 may possibly be 'in the protect mode environment,
more specifically, determines that at least malware may
possibly set the CPU 10 in the terminal 1 to be in the
protect mode, then sends back the instruction code to reset
the CPU 10 in the terminal 1 to the real mode (step #29),
and then exits the flow of the process.

[0073] FIG. 10 is a flowchart illustrating an extended
BIOS process executed by the CPU 10 in the terminal 1. The
extended BIOS having received control of the CPU 10 first
determines whether the instruction code to revert to the
real mode has been received from the external boot device 2
(step S31). If the instruction code has not been received
within a predetermined period of time prepared for
reception, the CPU 10 performs the POST process for

initialization on predetermined devices connected to the



43 determ nes whether control is handed over fromthe systemBIOS to the
extended BIOS (step S61). If control is not yet handed over to the extended
BICS, the CPU 10 exits the flow of the %{ocess. On the other hand, if
control is handed over to the extended OS, a request signal indicating
that control has been handed over to the extended BIOS is transmtted (step
S63, see arrow [1] in FIG 11). The CPU 10 then determ nes whether a

har were | aLeroiet (10RO) o asl et on fas Reen Losued, (sten 09 11 the
ssued w1198 predel surined perl.of of LU (Lo bl hagErsel on.of the

nterupt. handles126 ohythe gpglicatle. pddhgns, s syetiod datep o7, see
nterrupt bancler 126.baskf o theoxtsunalbooy device pifotep Sagcpee

126 is prefigyably. ppdified-gachot i f1omdhenst pojint. Pt secrecy. The
execution result signal nmay be generated in accordance with a predeterm ned

rule, usingetiiBaand, date R ols@dd ON(Of Lok NG e AnthdTRFRer dnf or mati on of
the nmenber information nenory 212 of the external boot device 2. [0086] As

il lustratefendrf] Gegldn 1he &PURO wet erm passpMdder thetneqoest 18i gnal

has been received (step #41). |If the request signal has not been received,

the CPU 20vexitsethenftovwpwoisd heo priocessandret hemdtdiemdiandat
transfer has been completed (Yes from step S41), a hardware
interrupt is generated. Control of the CPU 10 is handed
over to the loader (step S43), and the flow of the process
ends.
[0074] If the instruction code to reset the CPU 10 in
the terminal 1 to the real mode has been received on the
other hand in step S$31, the CPU 10 performs the real-mode
return process to rewrite IDTR with an interrupt vector
table for the real mode (step S45), the I/0 APIC process
(step S847), and the data transfer request signal output
process (step S49). Next, the DMAC 24 starts up, and the
loader (P) is transferred from the loader memory 252 to the
terminal 1, and overwrites the entire RAM 12 (step S5Sb1). If
the CPU 10 verifies in response to the transfer end signal
that transfer has been completed (Yes from step S53), a
hardware interrupt is generated. Control of the CPU 10 is
handed over to the loader (step S55), and the flow of the
process ends.

[0075] The present invention may also be implemented



44 if the request signal has been received, the DMAC 24 is started up, and
the CPU 20 perforns a specifying process to specify a storage area as a
transfer target (step #43, see arrOM/[Z% in FIG 11). Information as the
transfer target is thus transferred to %e terminal 1 in a block transfer
wi t hout control of the CPU 10. The information of the transfer target
refers to the contents of (the redirection table 1501 of) the | QAPI C 150,
the interrypt vector table 12%, and the interrupt handler 126. [0087]1t is
t hen deter 'nééewﬁ8ﬁﬁ8WlPﬂem? Ah5F_F ¥y signal output fromthe CPU 20 in

t d of t . ti i t,.(st #45). U
ver| Ty ng GRS 5 esence (bf CHETTHISt OF Ga SrGRArT ERE-CAUSED' Siaks and.
t its the h nt i nst i t . - i | 1
(stop a7, “ese Brronfart BB A48 Hhe Bo6 Al Aet dfm Bedomn ¢ ne
Toni tof i N process  wheLher ot hey | ntels Ut handler, exseytianacesylt signal
has been received wthin a predeterm ned period of tine frontthe |Issuance

of the har Qw@egtgﬂagrggpio&& RQALO) L nstractd prudstep #49uadd 4 hegroni toring

results indicate that the interrupt handler execution result signal has

been recei yegt, the SPRhE0 detesm npes thed the CRLAG Hs dwthe real node
and that booting has been normally conpleted. The CPU 20 then exits the

fl ow of theecproeeessc1h8088] bifiaced yas BsselscdheaIR 1@ot-0champnet henpr ot ect
node, the CPU 10 is unable to know t he address of INTO of the interrupt

vector tabketdZdaandecaiteadipgoadaressi ofed heer£ihor rifera uB handl er 126
before a bus-naster transfer of the DVAC 24. The address of INTO set by the
mal war e mayUnotvebeahappedal Bt rheadi nocraddraessarofld emddit eChapt handl er
126. The contents of INTO and the | eading address of the interrupt handl er
126 are prekeeabby deriby mhe lextefr nalthootbwieM cer 2 grordagere boot
operation basis in accordance with a predeterm ned rule or set randomy by
acti vat i ngcamrandonat hembée v gener at or

[0077] (2) According to the present embodiment, data
of 1 Mbytes are caused to overwrite the startup memory
region 120 of the RAM 12 in the real mode. Alternatively,
all data (of 4 Gbytes in the present embodiment) of the RAM
12 may be overwritten. In this way, the entire area of the
RAM 12 is reliably reset regardless of mode.

[0078] (3) According to the present embodiment, data
overwriting the RAM 12 are data including the loader.
Alternatively, the process may be split between a process
to overwrite the RAM with reset data for resetting the RAM
(data of a data string of all bit values of 0's, for
example) and a process to write the loader and the like
thereafter.

[0079] (4) Also, according to the present embodiment,
the content of the data transfer request signal transmitted

from the terminal 1 to the external boot device 2 is not



[0089]If the CPU 10 is in the protect node, the CPU 20 determ nes that it
is likely that the interrupt handler is not executed, and that the
interrupt handler execution result signgl is not generated as a result of
monitoring. In other words, the CPU 20 determines that it is likely that
booting is not normally perfornmed. The CPU 20 sends the instruction code to
reset the CPU 10 in the termnal 1 to the real node (step #51), and then
exits the flow.of .the process. Aft exiti the process of FIG 13, the
Corm nal | CRorTorhe the pr oebds of Fl G f0. HO0ROIIT Che “DHAC s 47 Fanged
on the termnnal LS Sibil i t tart DMAC and t he
specifyingg%ﬁé?héhﬁrggngﬁktggaggﬁa%g %%%%B%Q Biiﬁféé%%%i%%ig%éuplgg‘by
mel vare (far sexampl g, evelL idoa &iven Process ds ot pelf oraed, ol y a

STh L ARG the” pracess h s dPES ParBery

signal indicating th e process has been perforne gener at ed

and out put )4 tIheratrangeqept« ok i VAC 24. pfcadranged, outsi de tihe g er nal
boot device 2, can preclude control of the CPU 10." [ 0091] As descri bed

above, theiexterBahaheet wdeMi sespbciAbcthel Pr eseMq i Neition 4o boot up an
i nformation processing apparatus, preferably includes storage neans that
stores a | sadeedand anecextepdediBf&bnioi seatkiide, |Daderr ©xd ended-BI10S
readi ng neans that reads the extended BIGOS onto the information processing
appar at us bnoresponse £p atsaeadpreguestardd omBiS afn fdwend thifcor matd-on
processi ng apparatus, and transfer means that in a bus master schene
transfers therkdaderthe aexstantupboenoiyvieyi OeomaecdRAMof. t B¢ Bnf or mati on
processi ng apparatus in response to a transfer request fromthe extended
Bl OS read prbocthetpnfervathoncproeessihy spparatius Eteamddd fHlGhar e hi des
in the BIOS of the information processing apparatus, the arrangenent

descri bed &bevecseigah hi ghoseeiriaye e roviait thenprevlhes the mal ware
fromappearing in the use environnent of the information processing

appar at us. TF0092t TReIRrAnsPef rABaRS L pREf EPably PHEPHRBS ROOt device 2,

the external boot device 2 can check any difference between
the request signals. If it is determined in step S$37 that
the request signals fail to match each other, the CPU 10
forces the mode to revert to the real mode (Yes from step
S31).

(00807 (5) Also, according to the present embodiment,
the time the external boot device 2 takes to start up is
mneasured, and the measured time and the reference time are
compared in terms of length to determine the presence or
absence of a boot fault. Alternatively, the comparison with
the reference time may continue during the time measurement
operation of the time measurement unit 207, and at the
moment the measured time exceeds the reference time, it is
determined that a boot fault takes place. In this way, a
faster boot fault detection results.

[0081] (6) Also, according to the present embodiment,



transfer unit that in the bus master schene transfers the | oader, and
transfer request neans that requests the transfer unit to transfer the

| oader. Since the transfer unit such as,DMAC perforns the transfer
operation of the |loader in response to the transfer request fromthe
transfer request neans, the transfer operation is not under the control of
the CPU. Even if the CPUis infected wwth malware, the transfer of the

| oader is ngﬁnghgyﬁgﬁééﬁégfﬂgté%%%%%§?§r$%t§¥rgﬂetg&q:ﬂfvhpe preferably

. e
i ncl udes nonitortn he presence or absence of a boot

fault. This artanosment, allows,ho be detscted,a boat, 47 fault.dhat the

BI CS of the or mat 1 on processi ng apparatus 1's infect mal war e.

[0094] The gmai ,0r§ g, feans. preterabl yrjacl gydes i aeqgpasuigrephomeans that

;
measures a perio rom when power 1's on to when t transfer

request isc hLasugds apd;fti gEcdetermmalion seans dhate det®ign nes,awhet her
nmeasured tine exceeds set tine. If BIOS is infected with mal ware, and the

CPU is setstarthe pERbest -8pde, e reswents dihe koot dddwe hegomrs | onger
than the standard boot time. Wth this arrangenent, the boot tine is

measur ed, apdriBecapaskd eehéh nEhéseted aes-wheidwry ddheGRUES set by
mal ware to be in the protect node. [0095] The nonitoring nmeans preferably

i ncl udes reEbreewabcheansl i hatwhiet rieyaso@ontendtsi fafed e-RAMMaf trera 1t he

transfer request is issued, and content determ nation neans that checks in

accor dancenwile ht v hehe eproevetd ot entlse management table of GDT needs
to be created. The GDT is created in the real mode, and is
thus created in the area of 1 Mbytes. Therefore, the mode
determination may be performed by checking the presence of
GDT in the area.
[0082] (7) According to the present invention, a
monitoring process described with reference to FIGS. 11-13
may be used in place of the monitoring processes I and ITI.
FIG. 11 illustrates the procedure of a monitoring process
III executed by the CPU 20 and the extended BIOS of the
external boot device 2. FIG. 12 is a flowchart illustrating
part of the procedure of the monitoring process III
executed by the CPU 10 in the terminal 1. FIG. 13 is a
flowchart illustrating part of the procedure of the
monitoring process 111 executed by the CPU 20 in the
external boot device 2.
[0083] To perform the monitoring process III of FIG.
11, the external boot device 2 needs to be constructed as

described below. The ROM 21 or the flash ROM 25 of the CPU

20 functions as storage means that stores the contents of



whet her the RAMis internally in a protect node environment. This
arrangenent checks whether the contents of the RAM are in the protect nobde
with control of the information processjfg apparatus handed over to the
extended BICS. [0096] The nonitoring neans preferably includes an interrupt
transfer unit that in the bus master schene transfers to the startup nmenory
region an interrupt vector table and an interrupt handler corresponding to
a predetermned_.v r the_ interrupt vector table after the transfer
etuost |5 Foeuaitia Bhel ALGFRGRT nonarer Sxabini GnTruE PR AT
determ nati ns t ' g? r o r sence of an
h%%d{f%@ rhl;' l?l@]?é e{ﬂ]eé]ele%ftoé?s echr%r{%stge& %lr ce%l% &1

execution result signha rom errup mal ware sets the CPU

to be in theapuotect mode, thesCBY {geunahbect o knomthe nonjng het ween

the address of a predeterm ned vector o e Interrupt vector e and the

l'eadi ng address ofnhhenknt grLuphphandh@le Priorifo {he,bus nMastamd@anst er
based on the interrupt transfer unit, and is thus unable to map the address

of the predeherningd vaetopuset . byriHhendralwariod arntifte dogadiarg ;addr ess  of
the interrupt handler. The interrupt hander is not executed in the protect

nmode, and moncRtenr upt mbandber tpxesué s once estl dbségnal o f sargeneratedas the
result of nonitoring. Whether the CPU is set in the protect node by mal ware
i s thus detesninedighB093f The éexternabt beotdderi teo prefler ahlycddgwddides
update neans that rewites the RAM of the information processing apparatus
W th contentsern aAfteat troderdndfrer memjuset ng MeansddettéenDNAS PRat t he
booting is faulty. Wth this arrangenent, even if the information

processi ngtappafarasinsaséusi-masherpsothent mbde by ermelwdr @cctthe itefodenat i on
processing apparatus is reliably set back into the real node. The
arrangenentnfhtisesénsearipghbaee e T t oA ROENT Pt e énitadny el neel war e
fron1appearinggin,the use environnment of the information processing

appar at us. VE6098] Thet ipdat echeans Preter abtyl ¢ evit i tes S IRAVRSorY

region, and the monitoring unit 206 has a function to
determine the presence or absence of the execution result
signal from the interrupt handler.

[(0084] The extended BIOS performs a procedure
described below. It is noted that INTO is set in hardware
interrupt (IRQ10) in the redirection table 1501 of the
IOAPIC 150. Here, IRQ10 is used as the hardware interrupt,
but IRQ is not limited to "10." Any number may be used as
long as the number is a predetermined mapping number to
specify a device. The interrupt handler 126 refers to a
program that waits on standby on the memory to execute an
interrupt process. Set on INTO of the interrupt vector
table expansion region 121 is a leading address of the
program as the interrupt handler 126, i.e., address 1000 in
the example of FIG. 11.

[0085] As illustrated in FIG. 12, the CPU 10



the information processing apparatus with the contents in the real node, if
the tine determ nation nmeans determ nes that the neasured tinme exceeds the
set time. If the protect 49 node is asgynmed in this arrangenent, the RAM
of the information processing apparatus is fully rewitten with the
contents in the real node. The operation of the CPUis thus set back to the
real node environnent. [0099] The update neans preferably rewites the RAM
of thelnf(?{e tlon Rproce |ng aplgrotus Wit he contents .in the real node,

if the contént eltneersm na Sﬁ rea et&r ifh % t At t ]éorﬁAW?s Yt nally in
the protect 'q%ﬂg Rﬁﬁe %%E%edl brbhe, erél%e%lfmd%f - dasured 4o this,

arrangenent, rnformati' o rocessi ng apparatus’i g fuI Y y

rewritien Wlphg eontentaol @xfggﬁdgsahzagde«[%{fgﬁ)gp%aé 400 ofpd ey GPU s

t hus set bac the real node environnent he update neans

preferably ju Itth%s 3 opredet efmned &@A&erﬁawt % he, RAM: Iifs thegeq

predeterm ned content, for exanple, all O's 'val'ues, overwrites the RAM set
in the protget medenct RaceaRLENESOSEt 4 bye&h@sﬂ%y@ﬁﬁllm&%@f@ 86{stMode

are del eted.
control has been handed over to the extended BIOS is
transmitted (step S63, see arrow [1] in FIG. 11). The CPU
10 then determines whether a hardware interrupt (IRQ10)
instruction has been issued (step $S65). If the CPU 10
determines that the hardware interrupt (IRQ10) instruction
has been issued within a predetermined period of time from
the transmission of the request signal, INTO is specified,
an INTO instruction is issued, and the interrupt handler
126 of the applicable address is executed (step S67, see
arrow [4] in FIG. 11). The CPU 10 sends the execution
result signal of the interrupt handler 126 back to the
external boot device 2 (step S$69, see arrow [5] in FIG. 11).
The execution result signal of the interrupt handler 126 is
preferably modified each time from the standpoint of
secrecy. The execution result signal may be generated in
accordance with a predetermined rule, using time and date
information of booting, and member information of the
member information memory 212 of the external boot device 2.
[0086] As illustrated in FIG. 13, the CPU 20
determines whether the request signal has been received

(step #41). If the request signal has not been received,

the CPU 20 exits the flow of the process. On the other hand,



[0101] Te predeterm ned content preferably includes the | oader. The
predeterm ned content may include data to be | oaded next, such as | oader
and interrupt vector table information gp that updating is entirely
performed for a short time. [0102] The storage nmeans preferably stores a
predetermned OS file to be | oaded by the | oader. This arrangenent all ows
the information processing apparatus to be operated using the unique OS and

further thePREk oulac. 50:AR-(apal! paLl.op.sof tar o) uhipe. the ext ernal

boot device storing ogram uni que reto’ i s nounted on the
e o ERee 0. pieen g e Q100 e el Popla e a3
thus effectiywely usedeolQ404LPeel e5abl ¥ /0L Pf 0L PRLE O RLOCEES] NG
appar at us
arrow [2] in FIG. 11). Information as the transfer target
is thus transferred to the terminal 1 in a block transfer
without control of the CPU 10. The information of the
transfer target refers to the contents of (the redirection
table 1501 of) the IOAPIC 150, the interrupt vector table
121, and the interrupt handler 126.
[0087] It is then determined whether the transfer end
signal output from the CPU 20 in response to the end of the
transfer operation is present (step #45). Upon verifying
the presence of the transfer end signal, the CPU 20 issues
and transmits the hardware interrupt (IRQ10) instruction to
the terminal 1 (step #47, see arrow [3] in FIG. 11). The
CPU 20 then determines in the monitoring process whether
the interrupt handler execution result signal has been
received within a predetermined period of time from the
issuance of the hardware interrupt (IRQ10) instruction
(step #49). If the monitoring results indicate that the
interrupt handler execution result signal has been received,
the CPU 20 determines that the CPU 10 is in the real mode
and that booting has been normally completed. The CPU 20
then exits the flow of the process.
[0088] If malware sets the CPU 10 to be in the protect

mode, the CPU 10 is unable to know the address of INTO of

the interrupt vector table 121 and a leading address of the



i ncl udes a connection port that is communi cable with the external boot
device and is externally booted by the external boot device. Wth this
arrangenent, the OS in the external boot.device is used while the

i nformation processing apparatus is connected to the external boot device
via the connection port. [0105] A network conmuni cati on system preferably

i ncl udes the external boot device, and an information processing apparatus

that has a, ti t i cable with the external boot_ device, and

o oxt oy nal Py BEPEA B SLRE. LAPePREr "Bobt PURVITE I LTS a1 ariferent -

the OS in external boot device | icat i fi

i nf ormat i ofi GCa-he et vORK- G 1€ (N | o Tt {31 PACed: AG VaBpir Beus i s
ted to th t bgot deyi iact ' . Th

cxtornal DBAFTAD, Fae hPof SFARY FAC ObeCh Hohmun ot o T T hat e

cormuni cablg W-LA .8, DEL Wer ksl N6E EQQ‘W@%}&E‘A' Oyt ébhc?f Wﬁié"’or Kis

performed via the comrunication unit of the externa oot device, the

network i S%%%!u'g@ BQE?@QU YWage, pOi Phe Bf r yh BW §£0M§ heyordinany,; 51
network may be used. Reference

boot device 2 on a per boot operation basis in accordance
with a predetermined rule or set randomly by activating a
random-number generator.

[0089] If the CPU 10 is in the protect mode, the CPU
20 determines that it is likely that the interrupt handler
is not executed, and that the interrupt handler execution
result signal is not generated as a result of monitoring.
In other words, the CPU 20 determines that it is likely
that booting is not normally performed. The CPU 20 sends
the instruction code to reset the CPU 10 in the terminal 1
to the real mode (step #51), and then exits the flow of the
process. After exiting the process of FIG. 13, the terminal
1 performs the process of FIG. 10.

[0090] If the DMAC is arranged on the terminal 1,
there is a possibility that the startup of DMAC and the
specifying of the transfer target are managed by the CPU 10
occupied by malware (for example, even 1f a given process
is not performed, only a signal indicating that the process
has been performed is falsely generated and output). The
arrangement of DMAC 24, if arranged outside the external
boot device 2, can preclude control of the CPU 10.

[0091] As described above, the external boot device of
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the present invention to boot up an information processing
apparatus, preferably includes storage means that stores a
loader and an extended BIOS to read the loader, extended
BIOS reading means that reads the extended BIOS onto the
information processing apparatus in response to a read
request from BIOS of the information processing apparatus,
and transfer means that in a bus master scheme transfers
the loader to a startup memory region on a RAM of the
information processing apparatus in response to a transfer
request from the extended BIOS read onto the information
processing apparatus. Even if malware hides in the BIOS of
the information processing apparatus, the arrangement
described above sets a high-security environment that
prevents the malware from appearing in the use environment
of the information processing apparatus.

[0092] The transfer means preferably includes a
transfer unit that in the bus master scheme transfers the
loader, and transfer request means that requests the
transfer unit to transfer the loader. Since the transfer
unit such as DMAC performs the transfer operation of the
loader in response to the transfer request from the
transfer request means, the transfer operation is not under
the control of the CPU. Even if the CPU is infected with
malware, the transfer of the loader is normally performed.
[0093] The external boot device preferably includes
monitoring means that monitors the presence or absence of a

boot fault. This arrangement allows to be detected a boot
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fault that the BIOS of the information processing apparatus
is infected with malware.

[0094] The monitoring means preferably includes time
measurement means that measures a period of time from when
power is on to when the transfer request is issued, and
time determination means that determines whether measured
time exceeds set time. If BIOS is infected with malware,
and the CPU is set to the protect mode environment, the
boot time becomes longer than the standard boot time. With
this arrangement, the boot time is measured, and the
measured time determines whether the CPU is set by malware
to be in the protect mode.

[0095] The monitoring means preferably includes
retrieval means that retrieves contents of the RAM after
the transfer request is issued, and content determination
means that checks in accordance with the retrieved contents
whether the RAM is internally in a protect mode environment.
This arrangement checks whether the contents of the RAM are
in the protect mode with control of the information
processing apparatus handed over to the extended BIOS.
[0096] The monitoring means preferably includes an
interrupt transfer unit that in the bus master scheme
transfers to the startup memory region an interrupt vector
table and an interrupt handler corresponding to a
predetermined vector of the interrupt vector table after
the transfer request is issued, and an interrupt handler

execution result signal determination means that determines
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the presence or absence of an execution result signal from
the interrupt handler. If malware sets the CPU to be in the
protect mode, the CPU is unable to know the mapping between
the address of a predetermined vector of the interrupt
vector table and the leading address of the interrupt
handler prior to the bus master transfer based on the
interrupt transfer unit, and is thus unable to map the
address of the predetermined vector set by the malware to
the leading address of the interrupt handler. The interrupt
hander is not executed in the protect mode, and no
interrupt handler execution result signal is generated as
the result of monitoring. Whether the CPU is set in the
protect mode by malware i1s thus determined.

[0097] The external boot device preferably includes
update means that rewrites the RAM of the information
processing apparatus with contents in a real mode if the
monitoring means determines that the booting is faulty.
With this arrangement, even if the information processing
apparatus is set in the protect mode by malware, the
information processing apparatus is reliably set back into
the real mode. The arrangement thus sets a high-security
environment preventing the malware from appearing in the
use environment of the information processing apparatus.
[0098] The update means preferably rewrites the RAM of
the information processing apparatus with the contents in
the real mode, 1f the time determination means determines

that the measured time exceeds the set time. If the protect
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mode is assumed in this arrangement, the RAM of the
information processing apparatus is fully rewritten with
the contents in the real mode. The operation of the CPU is
thus set back to the real mode environment.

[0099] The update means preferably rewrites the RAM of
the information processing apparatus with the contents in
the real mode, 1f the content determination means
determines that the RAM is internally in the protect mode
environment. If the protect mode is assumed in this
arrangement, the RAM of the information processing
apparatus is fully rewritten with the contents in the real
mode. The operation of the CPU is thus set back to the real
mode environment.

[0100] The update means preferably writes a
predetermined content onto the RAM. TIf the predetermined
content, for example, all 0's values, overwrites the RAM
set in the protect mode, the contents set by the malware in
the protect mode are deleted.

[0101)] Te predetermined content preferably includes
the loader. The predetermined content may include data to
be loaded next, such as loader and interrupt vector table
information so that updating is entirely performed for a
short time.

[0102] The storage means preferably stores a
predetermined 0SS file to be locaded by the loader. This
arrangement allows the information processing apparatus to

be operated using the unique 0S and further the particular
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AP (application software) while the external boot device
storing the OS program unique thereto is mounted on the
information processing apparatus.

[0103] The external boot device is preferably a PCI.
CPU, ROM, RAM, and BIOS included in the PCI and DMAC are
thus effectively used.

[0104] Preferably, an information processing apparatus
includes a connection port that is communicable with the
external boot device and 1is externally booted by the
external boot device. With this arrangement, the 0S in the
external boot device is used while the information
processing apparatus is connected to the external boot
device via the connection port.

[0105] A network communication system preferably
includes the external boot device, and an information
processing apparatus that has a connection port
communicable with the external boot device, and is
externally booted by the external boot device. With this
arrangement, the 0SS in the external boot device is used to
communicate specific information via the network while the
information processing apparatus 1s connected to the
external boot device via the connection port.

[0106] The external boot device preferably includes a
communication unit that is communicable with a network.
Since communication via the network is performed via the
communication unit of the external boot device, the network

isolated in the software point of view from the ordinary
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Reference Signs List

boot devi ce 201Ext ended BI CS

and the transfer request neans)

(information processing apparatus)

[0107]1 Terminal
la Port (connection port)
10 and 20 CPUs
11 and 21 ROMs
12 and 22 RAMs
13 Operation unit
14 Display
101 RIOS processor
102 Extended BIOS load processor
103

update means,

Extended BIOS execution processor

(part of

and part of retrieval means)

104 Loader execution processor

105 Network communication controller

120 Startup memory region

15 Chipset

2 External boot device

201 Extended BIOS reading processor (extended BIOS

reading means)

202

DMA transfer commander

(part of transfer means,

and transfer request means)

203

transfer means,

206 Monitoring unit

207 Time measurement unit
208 Determining unit

209 Mode checking unit

DMA reset transfer commander

(part of the

and the transfer request means)

(monitoring means)

(time measurement means)
(time determination means)

(content determination



207Ti me neasurenent unit (time neasurenent neans) 208Determ ning unit (tine
determ nati on neans) 209Mbde checking unit (content determ nation 52
means) 211Processing program menory 212sdenber information nmenory

213Ref erence tinme nenory 23Extended BI OCS nenory (storage means)

means)
211 Processing program memory
212 Member information memory

213 Reference time memory

23 Extended BIOS memory (storage means)

24 DMAC (part of the transfer means, transfer unit,
part of the update means, part of the retrieval

means, and interrupt transfer unit)

25 Flash ROM

251 Loader (R) memory (storage means)

252 Loader (P) memory (storage means)

253 Memory for OS and other file

26 NIC (communication unit)

3 Network



24DVAC (part of the transfer neans, transfer unit, part of the
updat e neans, part of the retrieval neans, and interrupt transfer unit)
25FI ash ROM 251Loader (R) nmenory (storage nmeans) 252Loader (P) nenory
(storage neans) 253Menory for OS and other file 26N C (comuni cation unit)

3Network 53

CLAIMS

[1] An external boot device to boot up an information
processing apparatus, comprising:

storage means that stores a loader and an extended
BIOS to read the loader;

extended BIOS reading means that reads the extended
BIOS onto the information processing apparatus in response
to a read reguest from BIOS of the information processing
apparatus; and

transfer means that in a bus master scheme transfers
the loader to a startup memory region on a RAM of the
information processing apparatus in response to a transfer
request from the éxtended BIOS read onto the information

processing apparatus.

[2] The external boot device according to Claim 1,
wherein the transfer means comprises a transfer unit that
in the bus master scheme transfers the loader, and transfer
request means that requests the transfer unit to transfer

the loader.

[3] The external boot device according to one of Claims 1
and 2, comprising monitoring means that monitors the

presence or absence of a boot fault.

[4] The external boot device according to Claim 3,

wherein the monitoring means comprises time measurement



CLAI M5

[1] An external

reads the extended BI OGS onto the information processing apparatus in
response to a read request fromBIOS of the information processing

appar atus; and transfer neans that in a bus naster schene transfers
t he | oader mtana shattupasen®s ya regt 0sd onft a RAM ofort hehdrnfrarwmat iien on
processi ng apparatus in response to a transfer request fromthe extended

Bl OS read ontshthethafbramsien processi ny appardt usid fi2je The ext ernal

device according to Caim1, wherein the transfer neans conprises a

transfer uAPEetRapatrhoRheedpus et eteseeme ¢ rgindthars thwe Megadered and

transfer request neans that requests the transfer unit to transfer the

| oader .

faul t.

[ 4] The external

boot device to boot up an information processing
appar at us, conpri sing: storage neans that stores a | oader and an

extended BICS to read the |oader; 4 extended BI OS readi ng nmeans t hat

boot

[ STFhE*eXEer naf - bobte devi ce according to one of Cains 1 and 2,
conprising nonitoring neans that nonitors the presence or absence of a boot

moni tori ng gRanSTLONPLLSES. {1 B MBASH &8N o rding to Claim 3,

wherein the monitoring means comprises retrieval means that
retrieves contents of the RAM after the transfer request is
issued, and content determination means that checks in
accordance with the retrieved contents whether the RAM is

internally in a protect mode environment.

[6] The external boot device according to Claim 3,
wherein the monitoring means comprises an interrupt
transfer unit that in the bus master scheme transfers to
the startup memory region an interrupt vector table and an
interrupt handler corresponding to a predetermined vector
of the interrupt vector table after the transfer request is
issued, and an interrupt handler execution result signal
determination means that determines the presence or absence

of an execution result signal from the interrupt handler.

[7] The external boot device according to one of Claims 4
through 6, comprising update means that rewrites the RAM of
the information processing apparatus with contents in a
real mode if the monitoring means determines that the

booting is faulty.

boot device according to Caim3, wherein the



54 neans that neasures a period of tinme fromwhen power is on to when the
transfer request is issued, and tinme determ nation neans that determ nes
whet her the neasured tine exceeds set tigre. [5] The external boot device
according to Claim3, wherein the nonitoring neans conprises retrieval
means that retrieves contents of the RAM after the transfer request is

i ssued, and content determ nation neans that checks in accordance with the
retrieved gententrsewaethenat heoRAMIESicat &caatdyndg nc@ @raotrect, nmode
environment. [6] The external boot device according to Caim3, wherein
t he nonit omhegeripansecopprisescansi nterrups thandférolunite that in the bus
master schene transfers to the startup menory region an interrupt vector
tabl e and anfiopgletiapt PhardbeingorPesponds NGl tlo Bnpredetdrd ned Vet or of
the interrupt vector table after the transfer request is issued, and an
interrupt K&AdI BPdexedfit FBR FeBal FC5FHRAN2 detierhh Hat | G- Hekie § Hdtat

det erm nes éhe gresengetor absenc§ 011; an eg(;ecur'gi on result signal fromthe
interrupt HAFAPEFSUIEF) ETHE BXrernal “BootCdevi'ée according to one of O aims
4 through 6, conprising update neans that rewites the RAM of the

i nformation processing apparatus with contents in a real node if the

noni tori ng (geansrdet exptpgs1thabtt hevbostingt$idaud o126 7[8] The
external boot device according to Claim7, wherein the update neans
rewites theeRAVhoththaptiatermaihonronotessi tige apparat ushav th the contents
in the real node, if the tine determ nation nmeans determ nes that the
measur ed tiinmfoexeeteds phecsssitgnmnepparatus with the contents in the

real mode, 1f the content determination means determines

that the RAM is internally in the protect mode environment.

[10] The external boot device according to one of Claims 7
through 9, wherein the update means writes a predetermined

content onto the RAM.

[11] The external boot device according to Claim 10,

wherein the predetermined content comprises the loader.

[12] The external boot device according to one of Claims 1
through 11, wherein the storage means stores a

predetermined OS file to be lcocaded by the loader.

[13] The external boot device according to one of Claims 1

through 12, wherein the external boot device is a PCI.

[14] An information processing apparatus comprising a

connection port that is communicable with the external boot



[9] The external boot device according to Claim7, wherein the update neans
rewites the RAM of the information processing apparatus with the contents
in the real node, if the content deterngmati on means determ nes that the
RAMis internally in the protect node environnent. [10] The external boot
device according to one of Clainms 7 through 9, wherein the update neans
wites a predeterm ned content onto the RAM [11l] The external boot device
accordi ng tevCkai actBrdwher ebnohfeopredetes M nedreortt ent, odngrdisesHde

| oader. [12] The external boot device according to one of Clainms 1 through
11, wherei antfhemstopagerreansisgoresa e predet exxniaveath 0¥ fhdetad e | oaded
by the | oader. 13] The external boot device according to one of Clains 1
t hrough 12thghexepanfhelert effdlichoot device is a PCl. [14] An information
processi ng apparatus conprising a 56

[15] A network communication system comprising the
external boot device according to one of Claims 1 through
13, and an information processing apparatus that has a
connection port communicable with the external boot device,

and is externally booted by the external boot device.

[16] The network communication system according to Claim
15, wherein the external boot device comprises a

communication unit that is communicable with a network.

[17] An external boot method to boot up an information
processing apparatus, comprising:

storing on storage means a loader and an extended
BIOS to read the loader;

reading with extended BIOS reading means the extended
BIOS onto the information processing apparatus in response
to a read request from BIOS of the information processing
apparatus; and

transferring with transfer means in a bus master
scheme the loader to a startup memory region on a RAM of
the information processing apparatus in response to a
transfer request from the extended BIOS read onto the

information processing apparatus.



device according to one of Clainms 1 through 13, wherein the information
processi ng apparatus is externally booted by the external boot device.

[ 15] A network conmmuni cation system congfi sing the external boot device
according to one of Cainms 1 through 13, and an informati on processing
apparatus that has a connection port comruni cable with the external boot
device, and is externally booted by the external boot device. [16] The
net wor k conm#rii cathicorxsysha acoor dengotioaCtardi AH, tavhereim t'he externa
boot device conprises a communication unit that is communi cable with a
network. [hFreAm é%ﬁeﬁmah85©@tmﬁénﬁodomprbaﬁﬁ aptaans heorwnt i ohatr ocessi ng
appar at us, conpri sing storing on storage neans a | oader and an

ext ended BIHESHE PéédmﬁﬁéeFoéééﬁme tfanSf?éédY%ﬁ %W%%ﬁ%xt%%%é@f$ﬂ%§??eadlng
means the extended BIOS onto the infor t|on ceSS|n parat in
esponse t & UFehd FagaeSt fr GRIBFEES of 'Ehe TT b et bn b7 CHUST
apparat us; .and | transferring wth transfer neans |n a bus naster
schenme the Ioa&er 0 a startup nenory region on a RAM of the information
processi ng apparatus in response to a transfer request fromthe extended
BIOS read onto the information processing apparatus. 57 [18] The external
boot nethod according to Caim17, wherein the transfer neans conprises a
transfer unit that in the bus master schene transfers the | oader, and
transfer request neans that requests the transfer unit to transfer the

| oader .



