MOBI LE PHONE AS A PO NT OF SALE (PCS) DEVI CE RELATED
APPLI CATI ON [ 0001] This application is a
continuation-in-part of US Patent Application Seria
No. 11/503,903 filed August 15, 2006, which in turn
claims priority fromU. S. Provisional Application
No. 60/733,266, filed on Novenber 4, 2005, al

i ncorporated herein by reference. FIELD OF | NVENTI ON
[ O0OOHOBIE P PFFONE AV APOINT ﬂPS@&EgNDS DEVPCE‘G
enabl enment of w rel ess conmuni cation evi ces as
transacti on gateways. Moire particularly, the present

i nvention rel ates ] g hod for enabling
a W rel ess handset (PQCS) devi ce.
BACKGROUND OF | NVENTI ON [0003] Wth the expl osi on of
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devel opi ng countrles wher e, Iandllne i nfrastructures
1175035408 filgdn Augyst yloe 08P dthach i &Wm flgimsnprioeyney bint§. yProvisional
_nmobil e service providers or operators are finding
Applicgtign No S B3 lgd jop Nowemberdp 59@5” il éncogoratesbhdrein iy geference.
services, particularly pre-paid phone cards. [0004]
The follomnng prior art patent represent the state of
the art for the tr Rkl O INVENTIONdata to a nobile
device, and is hereby incorporated by reference:
[0005] U S. Patent No. 6,714,797 to Rautila discloses
[0002]a Ehespresent invehtomh whatescgempratly to pheoerablement pf wimtkess pgmmunication
payi ng for and downl oadi ng digital products to a
devicesradbirdrgaclioni gaeway$) eMobdpdriiculialyl, de presentdiasasion rélates M gystem and
shop server web sites that contain digital products
method fr efi@liRg ARArdlak hRRlsct 23Q éiﬁﬁftk)fisﬂé OYeviBEr € t hese
digital products may be downl oaded to the nobile
device via the 1 short range transceiver located in

the nobile devi gaACKERBUNDOBYNVERTION hod and

conput er

[0003] With the explosion of wireless phone access and usage, cellular phone service is fast
becoming more and more available in developing countries where landline infrastructures are
generally considered insufficient. Consequently, mobile service providers or operators are
finding captive consumers in these countries for mobile phone services, particularly pre-paid
phone cards.

[0004] The following prior art patent represent the state of the art for the transfer of digital data
to a mobile device, and is hereby incorporated by reference:

[0005] U. S. Patent No. 6,714,797 to Rautila discloses a system, method and computer program

for ordering, paying for and downloading digital products to a mobile device. The mobile device
accesses electronic shop server web sites that contain digital products for sale and hotspot

network locations where these digital products may be downloaded to the mobile device via the



program di scl osed therein, a user of a nobile device
may downl oad | arge anmounts of digital data wthout
i ncurring tel ephone or cellular phone charges. [0006]
However, a problemw th the above-nentioned prior art
systemis its inflexibility. Fromthe nobile
operator's perspective, for exanple, such existing
cellular applications do not allow for the delivery
short rafigedirapistaaver docateenin the mwbde davide. Pissig-thakybtam, méthodland computer
party paid nobile phone subscribers, so preval ent and
progragy divdlesgd thereds\ealsepohgmobilsdevice SnayTloathladrirge tmounts of digital data
i npl enent ati ons of pre-paynent, post-paynment or
withoult l}ic[lﬂm?aélktho% bt cdIRYFPROncShaEREE | ack flexibility,
ease 0 i mpl ementati on and responsi veness. SUWVARY COF
| . i i ti Le s ey eqe
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re-paynment, post-paynent or third-party bill _paynent.
subscngprsnipopqegal% ERd EHIVIRE i @;ve{qpp}gocorggm %@B gurrgit implementations of
services using a wreless communi cation device as a
pre-paymeis POstrramgal enatrirdyparyebilr payspent r ssisteiise task oflexibibity, ecase of
operators. For ease of discussion, the term
implemiangtian laed fesporsivesess. to refer to one or nore nobil e
operator agents and/or independent retailers. [0009]
Usi ng a nobil e based application protocol, such as,
but not limted tSUMMARY OFIDAENTEBNVI ce ( SM),
wirel ess application protocol (WAP), the Java 2
Platform Mcro Edition (J2ME), SIM Application
[0007] T oibekpreseqSiiventidBREAML e, Go a drbft axitdn€| 88 ToQoiY ind althe@ eeds not
devi ce conmuni cates w th or browses an electronic

currentl{P&kik Be OB BIHE nfodil¥ @bmmERSal APPlidaBokOMTET CE

(M Commerce) server provides access to a range of

[ooos]fn'D lgﬁ léeamz s REonfiiBhé R in A Oty SHBBhRH:, by AByEBR and method that

activates the delivery of digital content and/or the pre-payment, post-payment or third-party bill
payment of mobile operator and/or third party goods or services using a wireless communication
device as a transaction gateway by one or more retailers or mobile operators. For ease of
discussion, the term, “retailer”, is used to refer to one or more mobile operator agents and/or
independent retailers.

[0009] Using a mobile based application protocol, such as, but not limited to, short message
service (SMS), wireless application protocol (WAP), the Java 2 Platform Micro Edition (J2ME),
SIM Application Toolkit (STK), BREW, etc., the wireless communication device communicates
with or browses an electronic mobile commerce server. The mobile commerce (M-Commerce)

server provides access to a range of electronic or digital products supplied from the mobile



operator and/or one or nore third party providers
avai | abl e for purchase by the nobile phone service
subscri ber through one or nore i ndependent retailers
and/ or nobile operator agents. These third party
providers may take the form of one or nore specialized
servers, such as a SM5 center, a WAP gateway or a
J2ME server, which operates in comunication with the
operaton an@émmme ce sae \tkird plf) podjviders ondabls fecpurchase fbg the mobile phone
present invention, a value-added services (VAS) server
servicd SubsCribitr | thtougll ohe op otk dfd«ehdenc eélaitkirg iahdbr @@bile iperator agents.
and/ or enhanced services to the purchasing nobile

These ﬂﬁ@'}ﬁrt?%fd’di&e@s P SkE tRESform 66 He SnharRGHeLifli-8d k@Vers, such as a SMS

content and/or service is packagable as a VAS content

center,P¥ rWMz %t%a}p BE a0f %I\Qﬁ rsg f h@ﬁ]ﬁg S’é’ré%éél ﬁleécinﬁl]ﬁgréigzlgtﬁ)hp@itﬂ the m-

and po pai“d nobi one su ers. tion,
h_enhanced service is configurable to interoperate
Cmnm%%%ﬁmgﬁé or nore electronic platforns, such as a

cqolor ring tone,platform a.post-paid hillin .
1001013 e gt st O dHB oReseBh TRTiTe) § VE-5d resPikes A Dngerver is
like. [0011] The VAS .content or_ enhanced services )
configyrgd |t groyifs gnhgiced digiabicentent apdjon ephanesdn serrigesyto thegperchasing
short nessage service (SMS) al ert subscription
mobileqihop¢ sarvice pupdrier.Héach ienkangert digitaltrontgpiSimdargenvice is packagable as a
preferably includes the provisioning of content
VAS abnteat pexthass ofaoncaoi soye edhancatgsaranesfor | pepsid gudcpast-paid mobile
nmessages, Vvideo, nusic, ganmes and other content. In

phone bubseribei€ daradditiohceabf\entmgcedakrvadd i9 vontigakablomtifRioperate with one or
sel ection froman available Iist of content advertised

more dWctRni¥ORhHENRPSIAL A 2 3B1Ef ﬁ'hg e plafbrm, T BosYDRAISHIIMER platform, a
may al so provide a subscripfion to a color "ring tone

vendo,ﬁ;?,é%é}lg%ﬁr‘{ugé,liﬂg%{%&ﬁ f{msaRg sel ection froman avail able

content "advertised by a nobile
op&r. d/or retailer.. Further,.. short nessa .
roo1 11355 cBRES i, Srviob E AL ving e EHE AT gating caras,
sports, hor.os nd such jnforpation may al so be
and shopg BlGS3be FPUER NS AR HDSCBUSISERMIEH for Ul 11 mate pass
through to the subscriber user. In addition, in )
[0012]; For istanse, WreV ASservighpriefesatly dichidss thsprevisipping gf ¢aptent directed to

provider enploys its own calling card platform the
a varieXyngf ¥eg toaes, lggos, picture messages, video, music, games and other content. In this

regard, the VAS server allows for content selection from an available list of content advertised
by a mobile operator and/or retailer. The VAS server may also provide a subscription to a color
ring tone service, allowing for song selection from an available list of musical content advertised
by a mobile operator and/or retailer. Further, short message service (SMS) alert subscription
services for news, sports, horoscope and such information may also be made available from the
VAS server for ultimate pass through to the subscriber user. In addition, in instances where a

mobile operator or third party provider employs its own calling card platform, the VAS server is



3 configurable to provide virtual calling card or VAS
card personal identification nunbers (PINs) for use
on the operator's or third party provider's platform
[0013] Notably, these VAS server content or enhanced
services are preferably nodular in that each
content/service nmay be enabl ed or disabled as desired
on an individual basis. [0014] Ina preferred

configaabledo peavide itteal \CAingeaxdesr VAS caplgreatons] identdicatort numbers (PINs)
managenent system  which nmanages the server's

for usecopethavpeaaat’s brthirdipang provider’s phitferth. managenent system
does not need to store or deliver VAS content to the

[0013]t aN&igbly kil PABRENEr Ssiichk 6F esH4BSE dePBEes abd preferably modular in that
integrated with the appropriate vendor's content

each cOREANEN YRR He¥nTbledDt Gilsbicd efsﬁ%%l%%nbc{n%(ﬁlgfd IiRGsis.

actual service provisioning a or content ellvery to

[0014]t Wﬁ atégéig?%d %Q%Alﬁeﬁhﬁx%e\/1§$ rsé/rlvgr in C}{B? %{es ?ﬁe&tentmaenggen‘?ent system,

confruni cati on w

rver faC|I|tates ac desired vendor's

which inAgis the At S RARAEES TeRii0ns ol L maopt System does not
retailer and triggers the vendor's content delivery .

need tg) sigre cﬂrnﬁ?@ihafers YD ePrEeRtolir BRttakget Bohile dwans seryice e%lb%cgber It is
the target subscriber. In this regard, the content

integrageshvwijle thenapprapsiatenvender seantent dgliveyy platfgrm.cwhielfis responsible for the
functions, such as: the generation of centralized VAS

actual sxydies prqvéslidniitg andrpr ebnteiitSletively o theamagemebite mond/&Bvice subscriber.
prices by retailer group or geographical region;

The VasSnegerahiough chfmupicatias witk the MUCoaimat®y @irver, facilitates access of a
definition and cal cul ation by retailer group or

desired 8o HofiRht ERDbOBihaAdAl edabdsl doYorf oNﬂﬁr@Yetaﬂeﬁt %hh Qﬁggers the
group or geographi cal region; pronotion of specif

vendor Sa‘go&)fntr §liRkhe Blaﬁfnglg Fl’tg ]oé'e%i QRO FonfRp Bfalenﬁeﬁxghcp réervﬁcgg to the target

her reporti'n ternatively, rather t

SubSCI‘l%glnt I%%ls g%gﬁg ﬁ{\;égcrr%g;teﬁy r%léu? C]?l[%{‘ltgsglﬁt% g tts (I?Ig Prt gld?nn severﬁl functions,

or con rvery suc

t he.con S v the tforns
such asrgl}rf‘o%e@?s?ﬁ% R A S égx?ttﬁ’éé’l W%?Padewaeam%w of VAS
managemnent systen1such that the content is delivered
prices py 6???‘(1%@“?}}@50%%?10&@? igplaregion; mapagsmentaih ¥4Snies by setailgr margin

directly.
definition and calculation by retailer group or geographical region; availability of VAS by

retailer group or geographical region; promotion of specific VAS by retailer group or
geographical region; and other reporting,.

[0015] Alternatively, rather than the content management system being connected to one or
more separate vendor content delivery platforms such that the content is delivered by these
platforms remotely, content may be stored locally on the content management system such that

the content is delivered from the VAS server via the content management system directly.



4 [0016] The M Commerce server al so nmanages the
interoperability of the VAS server with other
pl atfornms, such as the nobile operator billing system
the content provider VAS platform etc. In a
preferred enbodi nent, each retailer is equipped with
el ectronic wall et accounts, which has pre-paid
credits. Wien a purchase is requested, the value is

[0016]d ekhecMe@ommerpet deever eilsmi inendges pheeintquopetabilityedf] te VAS server with
account. The retailer's e-wallet account al so operates

other platfoims, suckeds thewhebilelyperatethillihg s gstem \ths edritért ppevddasMAS platform,
wi th nobil e operators periodically. [0017] In another

etc. In ASRERFre® EmbSHEmRAE S&IM refal¥EB el @iPpdde@ih dicBiBorac WabétCRtounts, which
view of the server configuration, the systemof the

has prﬁ:gé BRits. nW%]@ﬁ 'agﬁrcﬁgsgﬁg fESsted) @%1\1«3‘?@3&91@&& 60 the Retailer’s pre-

I ewar e an |nter ace | ayer

paid e%pame't %@éo'ugp lﬁ)\éelretaﬂgxr £ %rvo%le? al:co%t %ﬂg i)ﬂ%?i%%}thon I‘ﬁdlt whereby

grati
rat net rk ent i es thlrd ty provi der
fetaﬂerﬁ&wﬁ e ag?ﬂufmlf S @ﬂfaﬁet FerLoRp PF%%{IJ i}x | Byer modul es
and sub-systens. The m ddl eware | ayer standardizes
[0017]afa #neHigy@sPch M hF dRESB SVBRIRe B82S axlogicalayiew of the server

network entities and the nodul es and sub- systens of
configyraiéorn Bl $yster efnthe ayasent imypatipm cemprises an applicationiayes agniddleware
one or nore interface nodules witten for each
layer apgdemi tecfacalayet phanpplication tiyerepafarine allEscthe itansacfiarc processing
nodul e i npl enents a specific comuni cations protocol,
functionCinkdi tha@iap exdinfgtigion R thpdpyatoriet@orktentitiespithiid pdity stovider network
party provider network entities and nobile operator
entltlesﬂﬁ{dMBE lpSithtiéd BSer MOAAES arMtsu8-s§Raas.f TE@Hl(Ydle\i/zﬁ@ layer standardizes
application | ayer conprises three nodul es:

and maHa m:%grgcﬁgyg&/ %va A G dihi qltetwgtﬁ%\é {ltlé%dathé/ %dules and sub-

server the ree server €S are conpose

systemg tt? u&b@%’&%&%‘%}éﬂ Yhe %?ft%%?éeela}/er nggh%%n%ro? ‘?n(ﬁ% rlﬁ/tgx[face modules

f our

writtenggﬂ?gqtalﬁlg rs‘@elc H’d é)rlﬁig)ﬂ'laﬁ(g %{a?nbkat :ﬁgﬂlaamé%gag?%%lim 1mplements a

transactlon Io% audit and reporting; and settl enent
specifig femmupisaqns PEitPcoh. factligting PiAgiapdplaydniggration, with dhird party provider
conprises three sub-systens: e-Wallet transaction
networkgntiigsraad mobde ypgrater network entities.

[0018] More specifically, the application layer comprises three modules: an m-Commerce
server, and e-Wallet server and a VAS server. Each of the three server modules are composed of
sub-systems. For example, the m-Commerce server module comprises four sub-systems or four
main functional blocks: agent registration and management; parsing & end-to-end transaction
management; transaction log, audit and reporting; and settlement and reconciliation. The e-
Wallet server module comprises three sub-systems: e-Wallet transaction management; e-Wallet

stored value; and agent authentication and security. And the VAS server module is composed of



stored val ue; and agent authentication and security.
And the VAS server nodule is conposed of 5 five
sub-systens: VAS transacti on nmanagenent; content
mappi ng; retailer verification; VAS pricing and
retail er comm ssion; and PIN dat abase. Each of these
sub-systens is configured to performintended
functions required of the respective server nodul e.
five sytpgypEmsTVA Sitdetaetien manhagesent; sopiest mapping; tesailepyerifieation; VAS
conplexity of core functions it nmanages, such as
pricingrarid fetailar exahissionpandRiNedatabgse UEanh, of rthess agle-syktdms/is regnfigured to
and recovery, system nonitoring, data collection,
perforiatesdedifingtionSwrgaiedtostithardpdctiggicnter nisddlet he i ke. |t
lies between the application |ayer and the interface

[0019] aPRI middRAAR laydrgs bért ﬁésfcﬁﬁ&i bythelcomplek ABPSGE fi@dfctidns it manages,
plurality of interface nodul €s that incorporate

such %sﬁ %ﬁiﬁ@cﬁregﬁﬁ% el gﬁng,h Fr‘nésg Sﬁ@ﬁ\}e &%a‘;ec%gergf system

e tar get entit S|np | egration
monito ! ﬁiatg %{)ﬁ t1 1? étr\éﬁga%:ug]? tﬁrllatnageesmrsggann%go&gmgt Eré(f ﬁnﬁ?%{lﬁf g&]ées between

rise C interface; a WAP interface, a

the ap‘lqgﬁ?(@ﬁ?‘yerlaﬂ HerinteRk ac a¥B1or ring tone interface; an
i nformation_alert |nterface and a postpaid interface,

[0020]e Ay ingsrfag layer fr eqmanosed 9f @oplrelifyoniddtertrcs medylss dhatyigcorporate
platformor network entity it supports. [0021] In yet

featureg rissigned & prawageothet nspationelond ionvidattanget netwotk eutitpzandysimplify
billing server is configured to facilitate delivery

integratibn aofinildel pantyg enebfork| editics nirc mobileliopetasdr petodike teatithesd In this
services provided by one or nore third party

embodiiént] therigterfade fRdiled do@ptiscad SMST \ihteHsceRYWATL kntéeace, a content
remote purchases, bill payments, currency collection,

interfa&d; @eblop Ahg tdRk M&erf&‘é‘ 8 ink@nRAbNAlR M BRI SandBLSARHAL interface, each
|an|r|es and e [ike. Furthernore, a subscrlptlon

of whi r\éfe lypéod@sﬁ(gggﬁé %@}Ef ctie bl%t o%@@é%%h Iyylt gui)g&ltsr.ed

e user ese pr UCtS an VI C ar e
[0021](6ar e%JI{ gp 9 ectpci)fnt%?e rgto ﬁgr{te}é%él tﬁj ﬁ E@f %Fﬁ%eiws conﬁgured
o b L o S R B B e i

/ third party provider platforn1and
one or more third party providers. These products and services may include remote purchases,

bill payments, currency collection, electronic PINs, point to point payments, account inquiries
and the like. Furthermore, a subscription service or wireless device is not necessarily required by
the user. Each of these products and services are configurable to interoperate with one or more
third party provider platforms, such as a utility company platform, credit card company platform,
financial institution platform, or any other merchant / retailer / third party provider platform and
the like. Notably, any of these electronic or digital products and services is preferably modular in

that each product/service may be enable or disabled as desired on an individual basis.



the like. Notably, any of these electronic or digital
products and services is preferably nodular in that
each product/service may be enabl e or disabled as
desired on an individual basis. 6 [0022] In a
preferred enbodi nent, the third party billing server,
t hrough communi cation with the M Commerce server
facilitates delivery of a desired third party

[0022]prlova preferned embbdinteng il third ety \bilties s¢roerp throwgh comreunication with
retailers or nmerchants, and triggers the third party

the M{@ohéles s&vel adcllinite’ delivese 8l a idesiredohire part® pr&bderisCdntedt and/or
the target user. [0023] In addition, the application

servicdsay 8he 6f mbid r3tafieR ¥ neBdhahil Carnld A LM tHeﬁPﬁ?d‘f)éanprowder s platform to
Cor‘rprl ses an M Commerce server, an e-\Wallet server

send tHWnnt 51" s@ 1&3({)/&% th:gH isag server. The M Commerce

server sgrver nDduIes are conposes of
[0023]t ﬁ %ﬁﬁl‘ﬁ?) m:’tB ?}%p 1c%t1qn| E%eéeig}ls %slpect r?gﬂxe&)é%senf ?ngxoB g?lin{/)rises an M-

transactlon agenent, .ret.ajler erificatjo

Commgiet 336 B ta ARy i 5h P & RUELPATr i P T e Wcmgproe server
t hese sub-systens is confjgured to perforn1|ntende

and e-WaHet sesyes npaslyles aesicasposercof, bsystoms\as eadiey descrpedy [Tae sub-systems
The mddleware and interface |ayers are as earlier

of thegdhied i paetdt, bidliag: servenanclodest Hhird apgytyc tirapsactipe management, retailer
invention the interface nodul es include a SMSC

verificativing (PN cdatabasd\ddel thitde pdrgyc eetailen womumigsem. @fach e thdsarstb-eystems is
third party provider interfaces such as one from an

config@le@ Clol pérferaimmeided afiidonsC AAPREY ,of Cthe diekpecivel se@BP aydule. The
wat er conpany and the |ike, each of which preferably

middlenfbd %ﬁ@qwﬁaéeolagefsea%%t ¥ BorPUREARAMeRE: 1;)9 Qﬁé’éﬂihkth?snhiﬂe&’t of the
it supports 24] The configuration o

inventll%ﬂ Qhé (ﬁﬂ&lf Al@é’tﬁés' inCl gg la%@@ 1Inf'e¥1€15e aangVAImuﬁEIff?c(ée anay é\umber of

u es and su systens prOV|S|on syst em
nab i conmupi cati o
merchd'} %g B BRYIP iBiothdsS 188 OO0 B bl Hleouds foriFany, a gas
robust and secure. As to scalablllt | es are
compagg F@ﬂ’édcﬂ% CoEpany, Wafer ntPInagy, (an pF}fy?c ékgegacgoa? whict preferably
conmuni cate with other nodules,  preferably via XM

correspads ipurespegtive afprrordisbRek Nty HsSURPRItH es may r esi de

on the sane server,
[0024] The configuration of the application layer, middleware layer and interface layer

modules and sub-systems provision a system and method for enabling a wireless communication
device as a point-of-sale device that is highly scalable, robust and secure. As to scalability, the
modules are designed to act as ‘stand-alone’ processes that communicate with other modules,
preferably via XML messages over TCP/IP sockets. The modules may reside on the same server,
or be distributed over a network or a cluster. Modules are also configurable to send messages to
multiple modules, thus allowing load balancing throughout the three architecture layers.

Applications may also be distributed across multiple servers. In addition, multiple instances of



or be distributed over a network or a cluster. Mdul es
are also configurable to send nessages to nultiple
nodul es, thus allow ng | oad bal anci ng t hroughout the
three architecture |ayers. Applications nmay al so be
di stributed across multiple servers. In addition,
multiple instances of 7 the nodules and interfaces
may be configurable in fail-over node across nmultiple
the moslt-lésl dndinterfacesr may beigandigathblean fail-gver md@R 5k rods mubiple stand-alone or
robust ness, each nodul e provi des shutdown and re-start
clusterpd ssgestsir es that all ow pending transactions to be
processed if possible. In addition, if a nodul e sends

[0025]2 A &S adasthéss, eRBIhQTuldPviRs shitdowh ahd ré-8laRgsbiddires that allow
fails, it will automatically attenpt to re-send the

pendinBBERSAG0EL0 Be pRALRAATH pdtRlid §n _aﬁﬁiﬁ&l, it b Ao E&fﬁﬁta th&ssage to
re-send the transaction also fai - 'such as in the
0 . -
anotscf 381 A Y BN WS, TRBRATS . eng o messag
a redw%%fglktg.e&g& éé%h%t%—‘%s}’? rt](gl xé%%?lg eztfﬁfap%?eﬁtigtglagfs :;@ise—r sutcilr.;,rltse in the case
t hr qughout  t he architecture of fhe present _invention i
of absqlpe (LS r iign Be Assee & wapked te divh apintsimal ggpnitoring thread will
Modul e-t o- nodul e conmmuni cations are preferably
attemppiedepprdilic meswge giralalesifgge i ntegrity. Support ed
encryption algorithnms include 3DES, Blowfish, AES,

[0026]SShs &ndetumdy,| sekare Quupponitabnk abloughoul therdarctitestutef of the present
nmessage integrity checking) include MD5, SHAT and the
inventibn leasurés thikiSsensitine dathds mat canpromised. aviedudd-sompdelé eomblupications

encrypted wth any of the above software based

are prefr@ly ichfypted R eAbiRS ReHASE thtéMey.Y ﬁﬁ@&eﬁ@ﬂ&bﬁt&ﬁl A1552hms include

may be integrated to encrypt transactions wt
I Sk | B3 7 . ; .
20, S FRACINSTLL 58 0L 900 e el BB HER o s ety
checkilg% ih&ﬁd? Wﬁﬁlﬁ&ﬂ alf*l&] tﬂﬁéa ﬁﬁ#oflfhrﬁ(ts Mihe f/:)gtg}elﬁloélftﬂlgrs are also preferably

SCrip ereo OWs mna

encrypf i B Bi5 05 v eodire Bined AR, BIREARS based pusyption modules
There are, of course, additignal features of the

(HSM);mpgseb intsgragedde engrypt thasaslions ik axtemat fibificher ei naf t er .

[0027] There has thus been outlined, rather broadly, the more important features of the

invention in order that the detailed description thereof that follows may be better understood, and
in order that the present contribution to the art may be better appreciated. There are, of course,
additional features of the invention that will be described further hereinafter.

[0028] In this respect, before explaining at least one embodiment of the invention in detail, it is
to be understood that the invention is not limited in its application to the details of construction
and to the arrangements of the components set forth in the following description or illustrated in

the drawings. The invention is capable of other embodiments and of being practiced and carried



[0028] In this respect, before explaining at |east one
enbodi nent of the invention in detail, it is to be
understood that the invention is not limted inits
application to the details of construction and to the
arrangenents of the conponents set forth in the
follow ng description or illustrated in the draw ngs.
The invention is capable of other enbodi nents and of
out in paiqug ways.cAlsoeidl isstodbe maderstood that the phraseolegy andsemmysiogy employed
Also, it is to be understood that the phraseol ogy and
herein gy fot thelpagposeofdesstéistion agd shoulduict bt egatded apimpiage of
description and should not be regarded as limting.

[0029] ORL SichAthosé! Gkilled MO BR &K iwill %gpﬂe&afehtﬁataﬁk c‘MnI:éptlon upon which this
appreC|ate that the conception upon which this

dlsclos‘élhzS & O ﬁe Wi %éys be ?@cﬁﬁ?/ qﬁﬂlﬁ@@ ab @o8Hs]sYrobtthd 'déﬁ%ﬁﬁ’% o ' structures,

desi"gni ng o er structures,
metho&sy ?112({; %st%rﬁs\r/ é‘o%t Ear%'n{]%g {)Qtu{het s%%er%lever alses oY ﬁ'lg f %‘?senI tlIth{ltlon It is
ui,val.ent .construction sofar as t do n t de
lmpoﬁ?lﬂ IRefaR L e Pl <GESpetiaR lpwéarpa}setgg% 40 i depetom the spiit
are included, in the present .invention. [Q030] What |s
and scopgof the preseybinyention. ¥e quﬁti iihe PFRRENtARYIHOR nay be
presented in terns of program procedures executed on
[0030]a Whatpist mprep thgr detaddedk descripberp thaé riellowhawe br presentedilin terms of
descriptions and representations are the neans used by
prograth peeediiced lepetuted dinen apmptter wostetvedrkeaf icompytersc diesey procedural
the substance of their work to others skilled in the
descriptiohs ald@piehentation® eRdhid el Uled By thosdskiltdaein alhd att to most effectively
conceived to be a self-consistent sequence of steps

convey B8 9Bt OoPthEle HioFEd dﬂ%‘wél&lled-m@l&earﬁt eps are those
requiring physical manipulations of physica

[00.’,1](4%l Fdckdge is lg% h eg’e?ér@lg?1 Q:Pn& ed 16 b€ st@ff ! clo}{smtglﬂes%&uence of steps

tltles t ectrical

leadlni{oﬁ% ﬁes%rga args%ﬂl eI‘h%fae ?t% StﬂoosE:erg%u i a S}%%%gpgglpu]la{mns of physical

ared” an herw

s O RNy ST AR Bt 5 P it

val ues, elenents, entities, nmbol s, characters,
magnefig,signalsGApgleso! bping HEoTLikansiarreds KombHche cppal and ofherwise

. however, that all of these and simlar terns are to be
mampldgtgd)clt@g@@s wpnventenkat times, principally for reasons of common usage, to refer to

these signals as bits, values, elements, entities, symbols, characters, terms, numbers, or the like.
It should be noted, however, that all of these and similar terms are to be associated with the
appropriate physical quantities and are merely convenient labels applied to these quantities.

[0032] Further, the manipulations performed are often referred to in terms, such as providing,
inputting, confirming or comparing, which are commonly associated with mental operations
performed by a human operator. No such capability of a human operator is necessary, or

desirable in most cases, in any of the operations described herein which form part of the present



appropriate physical quantities and are nerely
convenient | abels applied to these quantities. [0032]
Further, the manipul ations perforned are often
referred to in terms, such as providing, inputting,
confirmng or conparing, which are conmonly associ at ed
with nental operations perforned by a hunman operat or
No such capability of a hunan operator is necessary,

invention; the @pemtdisaare machiad opastims. Usefahmacindsifor pgpfirmingahs operation
descri bed herein which formpart of the present 9

of the pieyépRinveRtiontilClu@Pgmatal fikpost Beitl cbrnp@eR L kigdilaPBSvices.
eful machines for performng the operation of the

[0033]P r’ﬂ)%ef[}}'esénf‘ ‘i’rﬁz@ﬁt'l&ﬁalb@ edimde g @?gt@lh fQPf)&'RﬁﬁurfE @1'e§eal)peratlons This

conputers or simlar devices. The pr esent
sys’ce:rHt ﬁl\ég ri)te' gcﬁlgltl)? g%l{ssﬁh%g Yot %ea}eg%ﬁed &res(%ec xgxﬁchggxpnse a general

constr cted for re |red its

P GHIEE 5l Syt ok ool HBEE v cwbpugh progg stored in a
act i \{lat ed reconfl ured by a, conputer ogr am st or ed

compuigr. The %SrpreSPﬁ@ SELHE ﬂl@gmg?régféme&ae {8 adhapficyjag computer or
not |nherently related to a particul ar conputer or

other gysieey o5 pRpasHibr Vasions general pPPIsUmagiiras MPY barysed gvith programs
machi nes nay be used with prograns witten in

writteracapcoulnee witl kthet teachings dierany sorhie may iprover morte qpayenpend e construct
nore conveni ent to construct nore specialized

more spyiilent appanappiiathotaogerfopmnthé Reguired thethed steps. et redudied. structure
The required structure for a variety of these

for a vamia b'@SsehAdhirP REIRhpPeaPfidi e &@&@ﬂtiaﬁ% i, gi ven.
[0034] For a better understanding of the i nventi on,

[0034] {For AP &R | M ROMARL adCHe aRTkntiBE, AL 'Egerafﬁ]i§ PRFBY ahd $he aims

uses, references shduld be had to th acconpanylng

attalnegrl%\’\ftglgsc’eg aﬂ:‘f‘ 1ol %§ ﬁ(ﬁ.\ga \(f))? h[a I)ttﬁé %ﬁ%@nﬁ@éﬁ%&xﬁ& and descriptive

erre e 1 nven

PTI MENTS.[ 0035] Fig. 1
maﬂer%%{ L‘HT“‘\%\I@%;&F EREOCERUB O BFYS B{nat. oh of %a system

for enabling a wireless comunication device as a

poi nt-of - servj ce devyi
pref #&éﬂ

[0035] Fig. 1 is a physical view of the server configuration of a system for enabling a wireless

communication device as a point-of-service device, in accordance with a preferred embodiment
of the present invention.

[0036] Fig. 2 is a logical view of the server configuration of the system of Fig. 1.

[0037] Fig. 3 is a diagram of the middleware of Fig. 2.

[0038] Figs. 4A and 4B show a flowchart of a post-paid bill pay transaction using the system of
Figs. 1 and 2.

[0039] Figs. 5A and 5B show a flowchart of a content purchase transaction in the form of a

ring tone using the system of Figs. 1 and 2.
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[0036] Fig. 2 is a logical view of the server
configuration of the systemof Fig. 1. [0037] Fig. 3
is a diagramof the mddleware of Fig. 2. [0038] Figs.
4A and 4B show a flowchart of a post-paid bill pay
transaction using the systemof Figs. 1 and 2. [0039]
Figs. 5A and 5B show a flowchart of a content purchase
transaction in the formof a ring tone using the

[0040]s YEig£ 6 O fanli 65 .shdwandloRchd® df O Bfhaht@ls serbibe asablsdbiption purchase
show a flowchart of an enhanced service subscription

transadtieh A8 Fornt Bﬂwﬁr@“tohé“usﬁﬂig& gfﬁn%f Biggal4g i ng tone
usi ng the system of Figs [0041] Figs. 7A and

[0041]7 %l%i' W A7 fiowiihafde &8 Qﬁﬁﬁ@éﬁ SR wbscri Pon transactlon in the

I ption transaction in t formof a c r|
one son urchase transacti on usi t he
form otiel CcO. orlfn t iong[%%lf]se sactlo ,&Slnﬁ éh%gsteﬁl osf)f*s ﬁno %art
hase, transacti on nth

[0042]]9 ];Frlgﬁn ai:ggg{}%? rav -hﬁ%r gp&n{%pﬁ Sgrpige gsiﬁtaafnsactlon in the
Figs. 1 and 2. [0Q043] Figs. 9A and 9B show a fl owchart

form OSF VHWab?ﬂﬁlHrEdé‘&i %Sé‘ig/‘ihééysé%%ﬂgﬁtll @ % ransaction in the
formof an alert service using the systemof Figs. 1

[0043]arktigs 9A] apd AB) shpiwp. flovgchar of ap piyhaness| sepmieagubscriptien transaetion in the
configuration of a systemfor enabling a wirel ess

form of amatartiseratice msing ¢ha systemsof&igsol and 2f - servi ce device, in
accordance with an alternative enbodinment of the

[0044)PrEg.Eltis b pHHiddl Ofew (ARt SekvdricGnfigutation of alsQgéd dbr enabingdd wireless
the server configuration of the systemof Fig. 10.

commiOABh Géee Jaa bl paiat-bRdetRcd dvRUCHAT hccBfdaAdt SNBIMRInALWernative
third party bill paynment transaction using the system

embOd?fl?&ulsaﬁhg?gs a@fgntlgé]arlt ggf ﬁo?ESr 12xe£r8logr71/ {:Ihlgr d13

[0045]? ﬁ‘éé.yl ql%la qu%?vtqéltﬁeasré%v%c tcclm H;ui 1%'11 %9 the systg %?%52 ?{)

[0046] Fig. 12 illustrates a flowchart of an exemplary third party bill payment transaction using
the system of the embodiment of Figs. 10 and 11.

[0047] Fig. 13 illustrates a flowchart of another exemplary third party bill payment transaction
using the system of the embodiment of Figs. 10 and 11.

[0048] Fig. 14 illustrates a flowchart of an exemplary third party disbursement transaction

using the system of the embodiment of Figs. 10 and 11.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0049] Referring now to the figures, wherein like reference numbers indicate like elements, in
Fig. 1 there is shown an exemplary embodiment of a system for enabling a wireless

communication device as a point-of-sale (POS) device.
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[0048] Fig. 14 illustrates a flowhart of an exenplary
third party di sbursenent transaction using the system
of the enbodi ment of Figs. 10 and 11. DETAI LED
DESCRI PTI ON OF PREFERRED EMBODI MENTS [ 0049] Referring
now to the figures, wherein |ike reference nunbers
indicate i ke elenments, in Fig. 1 there is shown an
exenpl ary enbodi nent of a system for enabling a
[0050}i Ae|deisted cioranphysiedl i oew dvihe esystsmés serivert carffiguedtion, the wireless
(POS) device. 11 [0050] As depicted in a physical view
commuficdtion dsyis¢ &2yisscls ey v mobitoplidnglisakedby a tdiglenbr mbbidsoperator 10 as
comuni cation device 12, such as a nobile phone, is
a POSug@&dcebty acesstaul tledtranlic Hobile QomprFR! w-Cb%m&ce)&eR@S 16 through a
device to access an el ectronic nobile commerce

2.5G, fhith GRRFRIMEB G 6F ME% [gﬂcﬁalt $HERHORr fhobde obtmbflicatfhn (GSM) 14. Mobile
generation (3G or [later "gl obal system for nobile
operat O HEBHE AR 6FHMEs HSMY Q%Igg, WA g&atgxg%g;%w IME, server, are

entities, such as a cen y and"a
preferdbfi et i deB i P BOLE dud lomnertd ergerof ppuen svs

cent nd, WAP gateway interfaces. The M Conmerce | X

center Saé’:av Mega&% ﬂ\t‘ifgicég vflé" M- FTENSFR ST dfeforpyuaiates via a

...e-VWallet server 22, pre-paid top-up distribution

middlexgrs, iyenty %Iha“"iéalkvﬁxservéreﬁ gre-pgid topraip \digtributiopeserves 20 rpnd a VAS
turn comuni cates through interfaces with target

server p8.aTho Vi seg/er 1§ ih tutrocommynipdiescthravgh inserfavamwith targapdatforms 23,
or nore third party providers or nobile operators.

17, 19[ 100 $hich ey teamemed by dns otmmsrecthird patyaproeiders@r inbils eperitors.
refer interchangeably to one or nore nobile operator

[0051]ag®if essc il distission e REABEENs uk&l tBirtfeF MterdHAAReAblytb ®ne or more mobile
M Comrer ce server 16 provides a nenu of one or nore

operat&H AB6tS /6r iRlepdhdint RkaileRy 0ducts. These products may be
supplied by the retailer, the nobile operator itself,

[0052]3 gl%g%g@%ercg MselREQ 60@&%)%% apIE'lga‘n.{ gg :?57 oF %@rﬁ SN EBnRSor digital

services ( con or “enhance
eryices. .which erat.e in.tandemwth nobi | e.
produc sp o feo?mgucgilglﬁ%ﬁgg}ppiled By the retailer, e ‘mobile operaJcor itself, or from one

or more content providers represented as value-added services (VAS) content and/or enhanced
services, which operate in tandem with a mobile operator’s system(s).

[0053] More specifically, the M-Commerce server 16 provides the operational logic to manage
an end-to-end M-Commerce transaction, including but not limited to: an interface logic - such as
wireless application protocol (WAP), short message service (SMS), Java 2 Platform Micro
Edition (J2ME), Java Micro Edition (JME), SIM Application Toolkit (STK), etc. - for integration
with a mobile operator’s access channels; parsing logic to receive and process transactions from
various access devices using the above-mentioned interface logic; a transaction management

logic to control performance of desired transactions, such as content purchase transactions,

12



[0053] More specifically, the M Comrerce server 16
provi des the operational |logic to nmanage an
end-to-end M Commerce transaction, including but not
limted to: an interface logic - such as wreless
application protocol (WAP), short nessage service
(SM5), Java 2 PlatformMcro Edition (J2ME), Java
Mcro Edition (JME), SIM Application Tool kit (STK),
enhancgd servicefsgbscriptienyfrantsagions,winhincgd wervick gurphasedtamsacgions and the like;
access channels; parsing logic to receive and process
integratipa ngabiliten so facditate u@egration with @@s ofl ore ab-s18ieny, suth as the VAS
above-nmentioned interface logic; a transaction

server T8'g@gaRNtop-UpOdikEiblifort s dral0 ARY &-Gan@nesePR2das 686k operational
transactions, such as content pur chase transacti ons,

supporl apahitaBCRLuaRE Hul for FinhRa kb %ﬂﬂéﬂrattlﬁﬁr}éﬁ(ﬁ{lféﬁ ?Ecéitirl%,keéc_.

enhanced servi Ce purchase transactions an
[ gkAald biliti 0 il itate int [ .

o054, HEOINRLS QEEERbideb Sk RodePiohyt” Tsf 18" Bt (9, sgpnsactional
18 e-pai.d.top- i.strjbution,server 20.and

procesgiig B §6cR B sk PP x4 A P eFine i arovi & gipgiopm. such as the
capabiljties_ jnclyding but not limted to, . i

color rfigripRelatPIL A/, Yeagif coRieg! delfiemy vlﬁ@?g%? kand ingegmptiqm glert platform
VAS server 18 provides the operational |ogic to manage

23 depiqted inr Bigs hctThen%AS servst alse imagagesathe diapsiedonsb prgsessinghBat occurs
retailer 10 and any third party provider platform

betweensthretailer h@andsibk orobile nperatorie ppitfatrh,cunh 45the pestetmid billing platform
content delivery platform 21 and information alert

19. platform 23 depicted in Fig. 1. The VAS server also
manages the transacti onal processing that occurs

[0055] beVlvreapedificallyethdiV £S sézoerargdpxwﬁemﬁkarétﬁm@lpl@g@; @hich includes but is
platform such as the post-paid billing platform 19.

not linfit@ %] an'\fﬁfelﬁ‘ai@é)ﬁ)%icf ﬂog\hﬁlité%ati(ﬁlr\lﬁitﬁ/ AthobRk %?Jgragog’s%f)élé%] g{?%élels and a

oper ationa ogi'c, which includes but ~ not _
it o pROSELACS, i Manh 4R R D GBS o e

RN T G G LR 1 —
4 L R A S ——

) and the |ike; and other operational support
mcludlgglbg{mop |imjited to mapping and validation of mobile operator content ID, authenticating

authority for retailers to sell specified content and/or enhanced services, establishing retail prices
and commissions, system configuration, reporting, auditing, etc.

[0056] The color ring tone platform 17, which preferably exists in the network of a mobile
operator or third party provider, is hardware and software used to house or store the audio files of
the color ring tone content. In the provisioning of color ring tone services, the color ring tone
platform 17 is interéonnected to a mobile operator’s switching infrastructure to substitute the

audio file of a selected song for another network ring tone in a subscriber’s handset.
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including but not limted to mapping and validation of
nmobi | e operator content ID, authenticating authority
for retailers to sell specified content and/or
enhanced services, establishing retail prices and
conm ssi ons, system configuration, reporting,
auditing, etc. [0056] The color ring tone platform 17,
whi ch preferably exists in the network of a nobile

[0057]o pBreapast-paid bilting glaplarm i 9pwhichdweferably éxistelwmthe network of a mobile
software used to house or store the audio files of

operatdhar thind party progidegriehardwherdnd sbftwhikeuspd avtaphae calhreabrds, generate
color ring tone services, the color ring tone

accouri¥$ &id tdcRpdymérts forpestGaMNRELIGH. t0 a nobile operator's
switching infrastructure to substitute the audio file

of r W&kl neH
O SO0 R PR oo

. ' f. exi r f oo
mobil b2 P i oty BAVRICE iE RO loholat A8 S BONRTS fe digia
aydware and software used to_.capture call, records .
contenf ! Grohiopi o B Boitens” iy NP <Poent, ASHRRAPlpttom 21 is
[ : Th i | at f
interco%ﬁgc\{l }eoi?.l n%}%glg gpglmc&l;e’ s\é%qg:%gfiggtgq%gltcwgqe \t,é)\égl{vé: g%{t?cttedo E:gr]ltent to a
nmobi | e operator or third party provider, is hardware
subscripgtis Bgdsétar e used to house or store digital content.
In the provisioning of digital content, the vendor
[0059]c GFiteainformietion, alent phdtfarmh A3pwaichi preferabiyeexists e teagtwark @f a mobile
nobil e operator's switching infrastructure to deliver

operataradrekitdpartyoproedér, isthasdwasel st sdafinese asedagHadt or ko5 formation and
The information alert platform 23, which preferably

data. @Xitlhd Provididniiy BELMA!IbriponREivices, 1BPeARERAtIdAI altMipldform 23 is
party provider, is hardware and software used to house

intercoRhec®dd®lota nfbRE TRE iR sBvdtchii! iﬂfraétfhc%x%@ 1 HOWeP isfl@ét&g s@¥scription

al ert subscription services, the information alert

inf"mg'!viv.&f%‘ﬁmo%%u@ﬁb%ﬁc gopnected to a nobile operator's

ing infrastructure to deliver selected

0000 R SR SR A ST 1S SRR oo st of
the prf\:/siegtwing];nt}olgleisss%ro&%rinc 1gf I2gu'rI‘ éiag;r)llic%{iortl ha?ch?t%gtar%rge%orms all of the
transaction processing functions, and manages integration amongst and between the server
modules 16, 18, 22, its sub-systems, the middleware 15, the various third party network
platforms 17, 21, 23, and any mobile operator network entities, such as the postpaid billing
platform 19, the SMS center 24, the WAP gateway(s) 25 and the J2ME server(s) 26. The
application architecture also manages the back-end administration, reporting and monitoring
infrastructure.

[0061] Preferably, the middleware layer 15, and the SMS center and WAP interfaces 24a, 25a

are collocated with the M-Commerce server 16. Similarly, the middleware layer 15 and the
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the present invention is shown in Fig. 2. The
application architecture perforns all of the
transaction processing functions, and manages
i ntegration anongst and between the server nodul es
16, 18, 22, its sub-systens, the m ddl eware 15, the
various third party network platforns 17, 21, 23, and
any nobile operator network entities, such as the
interfapess? Imqilda,b13al il B areppratefablyncdiBycateti eviBiVBhec€AS eserved 181 higinally, the
: WAP gat eway(s) 25 and the J2ME server(s) 26. The
middleipd lagat 150 in the abichecdblung iftefacatnpoaats, iecdidchedwith the e-Wallet
adm ni stration, reporting and nonitoring
serverPf rastructure. [0061] Preferably, the m ddl eware
| ayer 15, and the SM5 center and WAP interfaces 24a,

[0062]2 5§s figﬁf})e/&ﬂl ﬁgc ft tgg[l\g%) %? Aéérnﬁéfg Q&eﬁlﬁi l?éré{ejrzzlaﬁad VAS server
o PR 00 3D U ot V15 ot

e“han%ns‘rj?%%?%?%&ﬂo? U5 e Mt ”Ceeﬂwa?pféé' ‘c‘é&?x&%ﬁ the business

[0062] As depicted in Fig 1, t he . M Conme
logic @ér%@b pf@lcu@r \iglutien. awd gesr separasgshying dissests évnctlszealn%lycks which

be viewed as the three primary nodul es devel oped to

interacs wifp each ethsragd aGHt themi are aprbimtesice yesces
application. This is the application |layer. These

[0063 Jnichr| ezsmplen thei M-Cdnembues iserwers 16 ingtjides fanr femtional blocks; namely, an
particul ar solution, and are separated into discrete

agent fegiRGhtichnald tnaglhient Biick N 6a,i dpsing kndéridroend irafédogén mashgement
with the m ddl eware and interface | ayers. [0063] For

block P8t ERdaRsactibiElol} Q&W@b&@in§ 8I0¢R "1 64, Bindl AGLiueRSnt a8H Feconciliation block
functional bl ocks; namel y, an agent registration and

16d. management bl ock 16a, a parsing and end-to-end
transaction managenent bl ock 16b, a transaction | og,

[0064]?:121{0%81 | ]ﬁtl gis on{g)glag% %%i%%gxeh gagﬁ%aﬁé\tfﬂge gus%?ecsis logic to register
and m3 gﬁl: %téégi}atn gglr 2 g%{é?’g)g%@nggccoun? Clgloll? ?6£ glgc}/ fn(cjluaes Eut is not limited
to, the operational logic that: performs the agent registration function, and allocates the agent
against a group of agents. Preferably, for example, each retailer has parameters that govern their
characteristics and operations, such as sales commissions, maximum and minimum e-wallet
balance caps, maximum transaction volume caps, maximum transaction value caps, products
they are authorized to sell, and the like. An operator generally has a set number of combinations
of these parameters, such as three or four commission structures. For ease of management, the
agent registration and management block 16a enables the operator to create one or more groups
where each group represents one or more sets of parameter combinations. Thus, when registering

a retailer, the operator may assign a retailer to a group, and the retailer automatically adopts the
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and manage an agent's (i.e. retailer's) virtua
account. Block 16a also includes, but is not limted
to, the operational logic that: perfornms the agent
regi stration function, and all ocates the agent
agai nst a group of agents. Preferably, for exanple,
each retailer has paraneters that govern their
characteristics and operations, such as sales

charactepistidsder atsgrovm xinthisveaydtharirethitan megistigtibh procedsas streamlines (i.e. less
caps, maxinmum transaction vol une caps, maxinmm

data tot ensan Sarcdachn specificretad en) and phokisuie shanpety wlaggeauinber ofzethilers may
to sell, and the |ike. An operator generally has a set

be impliniedesd 3 chamdihg tRtokdiparetérhese paraneters, such as

three or four comm ssion structures. For ease of

[0065]TBFRASHERS and BRd-tcR@RINEards&Giof trhatab Qe HodFRIWHIGEPHAES the business
bl ock 16a enabl es the operator t0 create one or nore

logic tg;n%glg e th‘é'{k?lﬁgo-%ﬁ% B fa0ih ﬁggra?lﬁ LS RSE bé%{ve{[g ‘rrﬂl? r%%gé g"lodules 16,

anmeter conbi natrons. Thus, en regrs
ret.ai,l t he rat or. .assjgn a.retailer. to. .
22, 187 ek T8 alse T PRED Fris R et O af igsBrtfis ki R dftegrate with the
..ch i.Sti for. th o hi ] L
o R S b B EB4Ps Bk onM L Wi Appiatn

less data to enter for each specific retailer) and

Protocoi{§Y AR el @arriftgslogis ta recgivg and prasess trnsaclipny fremp shaypyious access
be i npl emented by changing the group paraneters.

device§ 0885 theThwtqsalssissegiziert] withcbneoorameretsoares goatfosms such as SMSC 24,
managenent bl ock 16b provi des the business logic to

WAP gatovaye25t JBME pevti026 etd.; tardetsption algodithewoakckyphihesmam inte’dsages; a
between all three nodules 16, 22, 18. Block 16b al so

transadtiof | meREembbl 16gic Ot coritfdl t1BE &mitoandi Hh@ab@me floR@] GoftWare for
integrate with the nobile operator or third party

integraBbR Wiflethe 3R ERDIRRANNEN s theUCWahs: seNeE224nd Wd ¥A8SSrver 18; and
Application Protocol (WAP), etc.; a parsing logic to

. | . .S .
softwafe 3 i AaZF 0P RERALF Rk AR3iohE MM, YR Hhyited o, system
fieQne or ngre gg%ége @Iatforns such as SMSC 24, WAP

contig U ERPODHIS, JUNG & ver 26, etc.; a decryption
al gorithm.to decrypt .i ncom ssages; a ransactij on

[00661n§31§é@ﬁmwrr o g senore Hnek Eearedesihe @vsgr%%\@gwdﬂ capture
flows; software for integration with the other o

and stqyp dn engd-tosand Hragsactipe datay\alhig blogks rige alspnelndes: het tyagt limited to:
server 18; and

transaction data logging functions for end-to-end transactions; audition functions; and reporting

functions.

[0067] The settlement and reconciliation block 16d provides the business logic to calculate
transaction fees and commissions for all parties to the transaction in real time. It supports fixed
fee or variable percentage transaction amounts, or both.

[0068] The e-Wallet server 22 comprises three main functional blocks; namely, the e-Wallet

transaction management block 22a, the e-Wallet stored value block 22b, and the agent
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software to provide all of the operational support
functions including, but not limted to, system
configuration, reporting, auditing, etc. [0066] The
transaction |l og, audit and reporting block 16¢c
provi des the business logic to capture and store the
end-to-end transaction data. This block 16c al so
includes, but is not limted to: transaction data
authenltig@'g)inn)gd fsequcity blaek 22 he- Welletrithnsactins awhageneent block 22a provides
audi tion functions; and reporting functions. [0067]
the budihessdegit te manageathe intexaction with theospeht’© oK retditdr’p rvirttiatl @scount.  The
the business logic to calculate transaction fees and

capabiliésdXhis ®scki 208 iRdlhdepBiittdre fott enitdiEtot FRARAEGhhRBIMR Foddto the M-
time. It supports fixed fee or variable percentage

Commefc@REAEE | @ BnPIRUWAS serPér 1304lnsak@RP&ta M%gfn% L I\?@a{llet auditing and

server 22 conprises three main functio bl ock
reportlg_msly, the e-Wall et transaction nanagenent block
the e-Wall et stored value bl ock 22b, and the

agent nt,i cafi and secuyrit 22c. The )

1006515 K ¢ Bl Hored Wb ok A2 BRwES Hietsiobrabbil o fisudibe the intra-
the b I t h nteraction th the

actlonsa é\qtalégxlltgsreg?r 12% sg\flrtgal\;lpqqugna 5&152‘@%%]?&68—9# éhls blv(;nck 22b 1ncludes but
capabilities of this block 22a include, but are not

are nof linmt?ds@ stering ewrrent §-Waligh secouniobalances siatus and dnfigrmation; responding
Commerce server 16 and the VAS server 18; transaction

to balaga¢ anquareggi fram fthe MeCovinierte mddVASmgr\amllé,rlépmsbtvﬁtgg funds while a
[0069] The e-Wallet stored val ue bl ock 22b provi des

transadtiog i® ﬂxe'n@t prooasked bgieﬁ:thérOoﬂT‘&realglecmhﬁlecht and- VAS! sebess 06, 18; and
an agent's or retailer's virtual account. The

commi€i@{petthds tbiof frofif thé Mirialdcostat 38 d talshtARE is febessMIIP chfpleted.

limted to: storing current e-Willet account bal ances,

[0070]S L) Ushsé B¢ dlgétl%'icmihét@ﬂl if &5 Qé%ﬁﬂb&‘ Ghat! £ rQEIENC 91ectronic8 wallet has

inquiries fromthe Conmer ce and VAS servers ,

sufﬁménr% ggeredislcg X %@H%?rte?#g'%ﬁs%?@nh %Qf‘éi ?e[glg}ozngf?@%gy, the retaller 10 may

d ft f unds..t f th
e R B S, R Y A, s

selecting the desired mobile phone-related product from a local/remote catalog.

[0071] The agent authentication and security functional block 22¢ provides the business logic
for managing authentication and security functions. The capabilities of block 22¢ include, but
are not limited to: storing an agent’s or retailer’s M-Commerce server identification number (M-
PIN) in a secure manner; and responding to agent/retailer authentication requests from the other
modules 16, 18, including validation of the M-PIN.

[0072] The last of the three primary modules depicted in Fig. 2 is the VAS server 18, which

comprises five main functional blocks; namely, a VAS transaction management block 18a, a
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[0070] For ease of discussion herein, it is assuned
that a retailer's electronic wallet has sufficient
credits for the desired transaction. Alternatively
and/or optionally, the retailer 10 may use
non- el ectroni c nmechanisns to effect a nobile phone
rel ated sales transaction, such as selecting the
desi red nobil e phone-rel ated product froma
content guapipingehivocke k8t al wpilef OGTifitatibheblageriBeaat VARt pricitg @nd retailer
and security functional block 22c provides the
commissien hiesk 18d)ghd a PIN atabasabloek 18elt hent i cati on and
security functions. The capabilities of block 22c

[0073]i NTHeUMAS Bdfver @drSadiidh hhigb@entt Blocls 1184 iphelidR A8 BkinSss logic to
or retailer's M Commerce server identification nunber

managk Mie E&&ctioﬁ a@pe%%cd%f RIVEY W the Hheknt 87 Qxﬁﬁﬂé&lgsel’ﬁce Tl'F1 capabilities

agent retailer authentication requests fromthe ot

of blociﬁglgg é]?c?u[cf?gbl]lt]a% ndtfrf(ﬁ# Féqlt?%?ﬁétgléptg&%:?ﬁnso FI‘%IR‘IFZ PI &I{lmgrce and e-

e VAS serve
Wallet ey 16 c24: i FpedSonichunfe oF phatspfAthc iaoﬁga a for the
ag nt block 18a, a 17 content nappln block 18b
platfortps iy b Per 1%, 67Protivals i Biisesliongats Iagsigs %?\fﬁ $gvign guditing and
retailer comm ssion block 18d, and a PI N dat abase
reportigg.ock 18e. [0073] The VAS server transaction
managenent bl ock 18a provides the business logic to
[0074]neftmgeorttérd 1D amapping divcks p¥r tpsowadesddiei besinespflogineto manage the
content or enhanced service. The capabilities of
confirhitinnkasp&as ofnddlives;, ofthe castentn@rtenhanvied @ekvice: Theuapdtgdlities of block
transactions fromto the M Conmerce and e- \Wall et

18b inSlAEY,EBHus akbnot AdnitddOldt be@ritingneaedliZed v AS ebdds Fof Rbile operators or
interfaces 2la, 17a, 23a, 19a for the pl atforns 21,

third p%?ty providdeS; vﬁlﬁﬁﬁﬁg%é'ﬁ{o}‘/thlw SRt 89{1? @G&é@ ln_?_d%gfnggoperator

VAS service auditing an ortin 0074]

VAS cﬁg&? % Q:tonl!eﬁ)c %@ ma Bﬁmg l g&lﬁ of %pA &Ye.s q(? ‘Enﬁa{ﬁgecp %’é‘ﬂgg?e ﬁx\s%ird}e/:r specific

to mana Irmati on aspec

t gf he content or enhanced service. The capabilities
comenH§O%tock 18b include, but are not limited to:

eratjng centra zed VAS codes for nobile operators
[0075]0?"1" e retahergven 1cat1ron nctional b\?ock 18c provides the bus?nesg og?c to manage the

services that an agent/retailer is able to sell. The capabilities of block 18c include, but are not
limited to: determining the availability of value-added services by region and/or by retailer
group; and promoting specific value-added services, such as a “Top 5’ or ‘Top 10’ services, by
region and/or by retailer group.

[0076] The VAS pricing and retailer commission block 18d provides the business logic to
manage the charges and commissions for the agent/retailer. The capabilities of block 18d

include, but are not limited to: managing VAS prices by region(s) and/or retailer distribution
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third party providers; validating operator/third-party
provi der VAS codes; mapping operator VAS codes to
content; and mappi ng operator VAS codes to enhanced
service provider specific content codes. [0075] The
retailer verification functional block 18c provides
the business logic to manage the services that an
agent/retailer is able to sell. The capabilities of
trees, $5ich ek bY 8ailen eravee andhdefinamgandotalculating refeileranargin by region(s) and/or
determining the availability of val ue-added services
retailebgron(gi. on and/ or by retailer group; and pronoting
speci fic val ue-added services, such as a Top 5 or
[0077] Ticwgtlsh,Gthe PEN \datbase Hlyck pr@ﬂldaﬂﬂ{e%’usih&ssr BEiei tb@hanage the sets of
group. [0076] The VAS pricing and retail er conm ssion

PINs o} %‘se}&gedoﬁéiﬂg @ﬁ‘ér&:ﬁl"el“lt%J SdpaBiitied 8Os bRck n?%@aiﬂauaé] %ut are not
charges and conm ssions for the agent/retaller The

lumtecft% ?r%ﬁ'rlghfahgﬁ oPP¥Y &CA({)&%grvlée%LHdseafe Qb’ﬁg@%?})’ + sgrving of PINs to

nmanagl ng prices by reg
the reqaes‘tm guft S ml AR °P%$S§1°F°\§Fﬁ‘ﬁﬁﬁa“’%‘[ by
o075, SR B S 43122, R prneors

mana e the sets of PINs for the services bein
entltleSonr‘e Ped 19T Ehgp ird-partye serwice tnipyiden getrvorlg entities @ge” 23, are
but are not limted to: segnentation of PINs on a per
accompléshed ghaoighsinterfacesf 24as 262, alPe, dfa, RI7AIs23as egspeatigelyf al lgniddleware
to the requesting nodul e(s); and the marking of PINs
layer 14s " used' once successfully served. [0078]
Conmruni cati on between the server nodul es 16, 22, 18,
[0079]t IFor neadti be dxpessidh theNi@teratds 2RNDEL BR, 24a, P, anl1923%n&>mpr1se an
the third-party service prOV|der network entities 21,

rfée7,1 3, which IS §eli fcNE Qe il Ef Goeol12 h
interfa ay%él‘g 1713@%2?@4 raeg%glctlve Y, bm‘ﬁ i ddoe\%% dgé&ed e

SRR ST T ——

integration of mobile operator and third-party network entities. This provides a plug-and-plug

environment for standards based network entities.

[0080] In this regard, a primary function of the interface layer is three-fold: (1) to manage the
communication sessions with the target platform, such as the color ring tone platform 17; (2) to
convert a VAS server 18 request to the required target platform format and send it to the
intended target platform; and (3) to interpret the target platform response, and convert that
response to an appropriate response for the server modules 16, 22, 18.

[0081] Notably, each interface 24a, 25a, 21a, 17a, 23a and 19a is written for each specific
target network entity. For example, the alert interface 23a is written for communication with the

information alert platform 23. Similarly, the postpaid interface 19a is written for communication
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interface layer, which inplenments a specific
comruni cations protocol. As depicted, each interface
is used to separate the connection logic fromthe
busi ness |l ogic, thereby sinplifying the integration
of nobile operator and third-party network entities.
This provides a plug-and-plug environnent for
st andards based network entities. [0080] In this
with the gestphid dilpng platiprmulict Each ofterfive dlsut mcbrpomtdsafgatnres siesigned to
three-fold: (1) to manage the conmmunication sessions
managéithditrirdsactionrlo®l orpd airged hatwosk edtita STHid acilivdtey a sdafifiesk Phug-and-play
platform17; (2) to convert a VAS server 18 request
integrdton! he required target platformformat and send it to
the intended target platform and (3) to interpret
[0082] NEnd AlRIRivaR! BYEOfT s BRRARSEI0 ﬁﬁﬁlaﬁﬁ){é\/ﬁﬁtlﬂ%ﬁ the communications

response to an appropriate response for t erver
: 10081] bl y.. e ' f
betwef B B2 Sperdtr ol bR Tn O e AR IR G5, modules 16

i fi t { net k tity., F | th
22, 18, Pl paraes, porg dbnes98s G it sy o5 b EETSEN e betvoen
ol ey RS 1 3ol 9t fhe b0 RoG RPN X an el

.19 with the postpaid billing platform 19. Each
queuing fysiemdbat ranisy mepwagepiemtthe seruert medidesgks i2gn b andinterface layer to
manage the transaction |oad on a target network
internad rwarker. thidails;, # awnitotieg ewtan sked mhas®rpthegstang of Iteyd-party network
integration. [0082] The m ddl eware |layer 15 is
connedtions, | igtereall thieads! guelasdetee (witldl en@mn a@em bRl logging); initialization and
conmuni cati ons between all nobile operator and

(gracefull) shéltdB#h ls¥quRBéesPddbul Rhd hidiSlog@ing dnlataiofEctRAsYfEm that collects
nmodul es 16, 22, 18. It nanages core functions and

performdleQBisti@UCh as: a nmessage- passi ng system between
mul tiple server nodul es 16, 22, 18 and the interface

| . i : . | i .
[0083]S ;‘)s( fifelcr)ﬁetp{]eg 11%? %%%séi'éﬂ 3¢ tﬁgvha?s%&ldr{] %{xgurle? Riment] us%'grﬂn?rggmtonng and

es nessages rrom rver

6 2,. 18 and interface, layer to internal worker .
twansaqiip RanE oS i 15 GRS HEWer onisy € PHEsivristed with

of third-party network connections, internal threads,
’fﬁ”ﬂﬁﬁghgg;letc. (with event alarm and | ogging);

initialization and ] )
[0084] The transaction management attributes of the middleware layer 15 incorporate a range

of features to guarantee delivery of transactions so that transactions are never lost. As depicted,
messages received from the server modules 16, 18, 22 by the middleware 15 are through
dedicated receiver threads 15a. These messages are placed in an inbound queue 15b to await
processing. A dedicated worker thread 15c takes the message off queue and processes it. If a
response it to be sent, or if the message is to be passed on, then it is placed in an outbound queue
15d. A pooled collection of sending threads 15e then attempt to send the message to its

destination server module 18, for instance.
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(graceful) shutdown sequences; debug and audit
| oggi ng; and data collection systemthat collects
performance statistics. [0083] A nore detailed
di scussi on of the transacti on managenent, system
nmonitoring and transaction |logging attributes of the
m ddl eware | ayer 15 may be better appreciated with
reference to Fig. 3. [008ﬁ% The transacti on managemnent
[0085]at The systemsmentitaring atibefeeolthe middlewared Siipeaspqratesié cange of features
range of features to guarantee delivery of
that cemplesautt tranmssctem tavdgemenin st bptimizeathe peefoenadcosdf. thdslayer. For
depi cted, nessages received fromthe server nodul es
example moboring tHryads NS T Kedhd [tRioR o€ all ToftpHarderBpdhs oftiReisegdsedithin the
receiver threads 15a. These nessages are placed in an

server RGN A]UBUS2 1R the nAuW@iktvarePT N GRS E'&nplﬁm@@ qg;featseiﬁclude thread
wor ker thread 15c takes the nmessage of f° queue "and

act1v1t§eﬁe§‘s§€eel§esddén§ %ﬁed geggi;\)ﬁ%pqlﬂ% htzc:st Qntgfﬁais gfbtcessi:{g étfmén%?, message

ssag enit Is ced

u e 15d al L.l ection .of send|n .
delive lleptplgg] %T‘gyag?hagmg %det@% {fﬁ{ o%lélea?]igltlf)ﬁe :t%%llt- mfa% aflil ?MS alerting
tination rver dul e 18, |nst 20 |
Systemrﬁ% eSS otigrra s BismeCovsnty rPQSsi ¢ through
incorporates a range of features _that onpl

Short Messags cRgepio rPe?ﬁ‘éé%lgi’@Ri Jple MetwerkePaging é’é@tml rﬁh%’g),ovmversal
the layer. For exanple, nonitoring threads 15f keeps

Computersiyetogl Gl GP)CGprmtamhléer&s,p tcMechine Ristritagion, version 2 (€AED2) and
server nodules 16, 18, 22 and the m ddl eware 15. These

other mwotopdls.addetiag petdns inay lalsd éndlidecmtbrachiot iVditeyRespeseadéR) systems
sendi ng and receiving, queue sizes, interna

and MpItRgsis Megsagingt $3tent SMMB)S®AlY @raptiRhl MRKfyatiods,t ifideSired. Two other
nmessage aging and the like. In addition, a built-in

system€ ndbRithrif ditrSibres2 iR dde NGynaf¥S 1QR BshcRiOVih d@a§e of overloading) and
notification of inportant internal events.

o B b R D ol eronocer e
[0086] q\/@g&?{ls%ctlo& lnggitng Lattt %o{e rtglé @@ewﬁ%tirei% h)?(t)vel&es d common

capability to capture and safe-store data for critical steps in the transaction processing to avoid

loss of critical data. Inbuilt even and audit logging to disk 27 provides a continuous trace of
message progress. General agent/retailer logging 15h and central transaction logging 15i
provides safe storage of critical logs and raw data to a Universal Transaction Logger (UTL)
server (not shown).

[0087] The UTL server is a centralized data collection system that captures performance
statistics 15j and transaction data in a standardized format so that it is presented in a unified view
and extracted by reporting tools. Each transaction is preferably identifiable by service type,

transaction type (e.g. balance inquiry, top-up, etc.), date/time, MSISDN, and response code. A
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other protocols. Alerting systens may al so include
I nteractive Voice Response (IVR) systens and
Mul ti medi a Messagi ng System (MVS) wi th graphi cal
illustrations, if desired. Two other system
nonitoring attributes include dynam c | oad bal anci ng
(in case of overloading) and dynamc failure recovery
(in case of failure). [0086] The transaction | ogging
web-based adhinistretion grapleicahivdet! inteslees (GlyR rllags ppavatiogie sndibusiness users to
common capability to capture and safe-store data for
view acrahpe ofibcentrdgss sidh dsheewirgnanbidividuap saeRs HiynWISISDN @i dewing all
| oss of critical data. Inbuilt even and audit | oggi ng

servicds Oy MSISDN, BrefRydbli Sach seoitrions SottrollE@BE oM or MBS TALSR.
progress. General agent/retailer |ogging 15h and

[0088]C GRtal fHbfelrb@BRB6dilRR:, |aqgﬁirflﬂ% Arolule RoMAAEStes fith Bk WaB%Sllection
of critical logs and raw data to a Universal
system_?%cgré%ﬁ‘é&t' 84 39 %51 inld-il;}i%ual Sﬁ);)}ellggﬁé)galn%s‘ t%h ?m Iideltcg) Od??tg% astoss all

server is“a centrali ta col l'ection s

. _t.hat t er f or manc statistics 15j . and

applicio, s CoORrelledchyr G o ot e 14 teparipg Al ey s eports for a
if presented in a unified view and extracted by

range QeiSERATORGSUCR 3F & repest AN ARSIREAIEY PBHCFSSDY, ratsastion type (e.g. all top-up
identifiable by service type, transaction type (e.g.

transacgnsa e seriigai BPe)- t Reporis, mey calyo hearcesptednen a@Bregaid sgydices by
response code.” A 21 web-based adm ni stration

retailer(aganthorcert indéadual semick@Gie ThGuigh the repestingpmpditle,omebiknoperators or
busi ness users to view a range of scenarios, such as

third-patitesdrvige providerkinvdytisedte theirvwaareportsMBoSDN or  vi ewi ng al |
services by MSI SDN. Preferably, each scenario is

[0089]C QU iroRd dslidaYeStption i RIVE plesért@ fgarki}@@Pbralibn 8f the architecture of
preferred enbodi nent, a reporting nodul e conmuni cat es

the prafbitNinbBRicHadoaGRMeCEdIIVER of VEHGR é&t&%taﬁ??g{xg&gg%sg@' a wireless

any 1 ndividual applicatiron, or to conso

Comm‘?ﬁ?‘{aﬁéédgi%%“%%gga?c??’}ﬁg&%%ﬁ?m rolled by one or nore

ers, ere € may create reports for a

00901 SR SO w0 P i BTGRP st i
paymelat: g%{%g%}obgl?széﬁvgzg{séhlc ngth)%pg)@gergsg&rn%ign rtr}?a¥ e%laglgs gemobile phone

service subscriber to pay their mobile phone operator’s post-paid account using physical

currency (i.e., pesos, rupees, pounds, etc.) over the counter to an authorized retailer 10.

[0091] In the exemplary Fig. 4 transaction, the retailer 10 uses a mobile phone 12 as a point-of-
sale device to initiate a post-paid bill pay transaction, as at operation 30. In a preferred
embodiment, bill pay transactions are performed using a SIM menu by retailers 10 that have
authorized electronic wallet permissions and SIM security. The SIM is a subscriber identity

module, or a contact-based smart card, that is inserted into a mobile device’s handset. The SIM
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retail er/agent or on individual service(s). Through
the reporting nodul e, nobile operators or third-party
service providers nmay create their own reports al so,
[0089] A nore detail ed description is now presented
regardi ng operation of the architecture of the
present invention to activate delivery of various
content and services using a wireless conmunication
is confagwyedte Hereantapphiestionioorit at sweptroll@bO} nEparthatiin displayed on the
and wth respect to Fig. 4, there is shown a flow
mobilecﬂea'rcb’sdlhndsep@seten;middzohﬁrdﬂled hyatherkaridsdtisanasigatiomokeyslsi ng
the system of the present invention that enables a
[0092] s thisly P WediRactiBR by R petbedd Wi dnd dBdiied b ifiteFBdY drfa variety of
phone operator's post-paid account using physica

mobileChisE® Bﬁpdlcﬁﬂlor?prot&%ﬁoﬁchrdépﬁﬁtsmotﬁﬁﬁiﬁglsto Szt )neé%\égé’ sértz‘i%e (SMS),
counter to an authorized retail er [0091] In
Ngac I
winlo S EILAH 00 AR SRk €3, iy | zvs.%gn%%d#n g e

st - pai ransacti s at, goperation 30.
ot g BRI d}s?&,%%ff e 71 S 7 O (P oy desired
d using a SIM wenu by retailers 10 that have
’nmﬁ@%%FﬂﬁFgged el ectronic wal l et pernissions and Sl M
rity. The SIMis a subscriber identity _nodule, or
[0093] 5 Crsratigh30apetoraied mhee amepbilepheng seryipmuibsaiber proyidgs the retailer
nobi | e device's handset. The SIM 22 is configured to
10 w1t13,t}m/}@eramst3]mmi ingapile ghong niimberh ghe amownd rieingl paid] dmgd abill reference
menu that is displayed on the nobile device's handset
numbes c Usimg, thanwbite phonel desite 1P, theaetaderdieiccassesay IMr&oimmterce server 16
keys. [0092] Notably, a transaction may be perforned
menu. USi ng any desired user interface on a variety of
nobi | e based application protocols, such as, but not

[0094]! 'P%ﬂeﬁlglyt the SIVP 51§p1ﬁ§§&ﬁ8h§ 185 the & p&ﬁP@s ﬂ&\ffn& @ BRSretailer 10 via
appl i cation protocol Fg the Java 2 orm M cro

the SI tefup rkuél‘ﬂ I%%/EE W B%cn?}é%?‘dgn%pg{d In% 11& E@nsslaggﬂtﬁ'ﬂls gubscriber

|scu§se roug y enplo

Postalg LS P By ORI e Zeie? 9%%9%’ e pfgne Bt

your I\)I’-ﬂﬁl; and “Confirm payment of <amount> for Postpaid no. <MSISDN> with ref no.
<bill reference no.>”. In other words, the retailer 10 selects the corresponding options from the
SIM menu, and enters the details provided by the subscriber in operation 30. The retailer 10 then
enters its M-Commerce server identification number (i.e. M-PIN) and confirms the transaction.

[0095] The SIM application constructs an encrypted bill pay short message service (SMS)
containing the entered data, and sends the message to a SMS center 24, which in turn routes the
bill pay message to the M-Commerce server 16. The M-Commerce server 16 determines that the
bill pay message is a bill pay transaction, decrypts the message, and authenticates the retailer’s

10 details on the e-Wallet server 22, as at operation 32.
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10 with his/her post-paid nobile phone nunber, the

anount being paid, and a bill reference nunber. Using

t he nobil e phone device 12, the retailer 10 accesses a

M Commerce server 16 menu. [0094] Preferably, the SIM

appl i cation displays the appropriate pronpts to the

retailer 10 via the SIM nenu, such as "Pl ease enter

Subscri ber Postpaid nobile no."; "Confirm Subscri ber
[0096]pdé tlpm are gefbicieat fyods in thetetailsr's eth@wlallet raedount theee-wallet server

no."; "Please enter paynent anount"; "Enter your
22 holks It—hd\paynmnd athGomtf ihrmqnwm@thedﬂ-@mnmmb zefver 16’dﬁitipai; d payment

no. <MSBISDN> with ref no. <bill reference no.>". In
requesD{operativ®B2YSto atBiking PladfohRn 9bP ﬂﬁe&h&ﬁtesoﬁefhﬁ)rcl@rthﬁﬁgﬂ i VAS server

options fromthe SIMnenu, and enters the detall

18. PRESQMBIJLOe RIstalIE D PP AE 'i*edu@st‘:iﬁﬁﬁ@é {n®tm3don Eﬂ@cted to the mobile

retailer 10 then enters its Commer ce server

phone sggﬁégg?éléghépﬁf(%ggg? nﬁlﬂlleg'f :Sﬁbkl%?l?)dn é;% 1 r %unt and bill

n ted a short msssa
referengon ko nga?tll}ona ﬁ%fgpné 88 15 dga%eé?ﬁ ﬁ@% 2, gnique M-
center 24, ich in turn routesthe bill pay
Commﬁ’i?§§%{§‘értf36‘ST°ﬁ‘8nW'\éhb%er ce server 16. The M Comerce
rver 16 determines that the bill ssage is a
[0097]va opsEafion 34nthg derisional daswie yh whetherea mlgﬁmépalaﬁacount exists. Here,
aut henticates the retailer's 10 details on the
the bilking/plptferm t®pf/ e nrdile aperator yerifiestthas thed@obikapHope 8@ ick fsubscriber’s
there are sufficient funds in the retailer's
MSISI¥N e tirponi-paidvatdomht by censstrefeteheing thatidtails sfethe graymeat request with
hol ds the paynent anount in reserve and the M Commerce
informatonviara post-pdid Hatabs. [nd Matthivg datLid Yesld, (Hepalias pﬁffoﬁﬁl)w notifies
to a billing platform 19 of the nobi | e oper at or

the VAS‘ s@Vah1 8 BE ¥ARIsRRICHEhs atl eraﬁ)foﬁfﬁ abphy vAd §er9’é?tl? h&tlf% the M-
the payment request include information direct

CommEllaE. F%QI;] Illjﬁbvgfrﬁlag 'ﬁ}gl%\éh&se 32 %Hgﬁ&avnog ¥Mm$ n?e%?afge R& éﬁi% re[triuler 10 and

paynent anoun
ona f.or mat t he

e TOAE A B DR 67l o

tion
subscn‘:)er notitication SIQ/lLé message for a failed transaction may read: “<Given name>, there

has been a problem processing your bill payment submitted on <submission date> at
<submission time>. Please call customer service on <phone number>. Trans # <transaction ID
number>.”

[0098] On the other hand, if the subscriber is verified as a valid post-paid account, then the
billing platform 19 accepts the VAS Server’s 18 payment request and posts the payment process,
as at operation 40.

[0099] Next, at operation 42, the billing platform 19 sends a confirmation message to the VAS

server 18 that payment has been accepted for processing. The VAS server 18 notifies the M-
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[0097] At operation 34, the decisional issue is
whet her a valid post-paid account exists. Here, the
billing platform 19 of the nobile operator verifies
that the nobil e phone service subscriber’'s ©NMSISDN is
a post-paid account by cross-referencing the details
of the paynent request with information in a
post - pai d database. If no matching data is found, the
Commigidel|servgr pé,awlhich mstfcts e ¢-imalet seher Y2%0 dedugce thelppofpribteepayment
m smat ch, as at operation 36. The VAS server 18
amounf @oirf the fetdilRe s Mwdllenaceowet (Spiatidh 445, which in turn
sends a notification SM5 nessage to the retailer 10

[00106"The MUOSHMERS serdelV 1 65 h1RE cMstrubig afrﬁitlh%tﬁ)nchS hl?essage to the mobile
submitted request (operation 38). An exanple of

phone SHBRE L Eb&‘n)geé it h@%%@aﬁ&sﬁﬁmg)iexfaﬂgn QSJ &n lﬁ?ﬂglg that apayment

tr ansact I on read ven na

n I n up .
has be@ m SSI 89 %gs?t%d A ¥1900e<sSngr§1\éI§ ?%)ﬁ 1 gtloimn%g%é g en?g% ltﬁle post-paid
toner service.on < nunber >, Trans #

mobile_ PRORR. 367 <5 SHEBFFIeY rmgﬁ%@%?y FOPSES BPTRHOR (9f6 they ghigjomer name,
if the subscriber is verified as a valid post-paid

date/tinge of payment s refapler’s MSW%*&M@W@SW@&@S&CH@H ymber, and
Server's 18 paynent request and posts the paynent

the paymeale gmountas Agt exspwlary  florm 402y [remlo 9<Glisnt nameg>, your bill payment
operation 42, the billing platform 19 sends a

submittaindn Kstéilriisnibméai%ge<$lmnﬁts®nw4!ﬁe> dies bemn dBcdshfatly processed. Your
paynent has been accepted for processing. The VAS

receiptSRimbef iskPostaid teesipt #re Thins 2k tfaasaraos ID senb&s "16, whi ch
instructs the e-wallet server 22 to deduct the

[OOIOlﬁFBHn‘HQﬂy a4 QuARRyIRNEMSaRMMRhtidH A¥sdabe seft 1%' ﬁl@rreﬁnler 10 preferably
| et account (operation 44). [00100] The

contalxgL Wﬁﬁ (ﬁle'iﬁ/eeﬁaté/ﬁ l ﬁf) 1P ﬁ%&ﬁt the? sﬁgéﬁ e'r’%a S%DN the M-

nessage to t one servi ce subscri
eration a|I r t|on 48)
Comm(:t%@ £ Perver nsg taﬁga{:fa‘ ona nrtrlgnrl]) I, ]tg elm ent. amo fm I 19np xatmé) e retailer
.~ A. sful S not|f| on negsage sent to t
notificgligly SHE, mesigniitie® SO ULt oreedt rR ¢ 58py<dte> at
contains information on the custoner na
<time> you submitted <currency amount> for post-paid bill payment of <subscriber MSISDN>.

Trans # <transaction ID number>.”

[00102] At this juncture, the mobile operator or retailer 10 accepts cash from the mobile phone
service subscriber, operation 50.

[00103] It is worth noting that any or all of the VAS content and/or enhanced services, whether
digital content or subscription services, is available to pre-paid or post-paid mobile phone
subscribers by delivering physical currency over the counter to an authorized retailer 10. Each

VAS content or enhanced service is available singly or bundled, and may be enabled or disabled
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date/time of paynent, the retailer's MSI SDN, the
M Conmer ce server's transaction nunber, and the
paynment anount. An exenplary formmay read: "<G ven
nanme>, your bill paynent submtted on <subm ssion
date> at <subm ssion tinme> has been successfully
processed. Your receipt nunber is <post-paid recei pt
#>. Trans # <transaction |D nunber>." [00101]
singly JrbundlelYas dsissic qbeefott, SMP VRS ichiteatt brodhhaR&AA@H/iG&LR preferably
to the retailer 10 preferably contains information on

conﬁgﬁf!:ﬁ agﬂg eivhicBReRschi® dAAVER Blatfolh ©n TG A IsBSEr f3. MSI SDN,

Cbnnerce server's transaction nunber, and the

[0010 aﬁé’f@ﬁfng (c%ﬂx %@gﬁi g s Q{c{ ?%) AL 1sf él{%%' a%nex%l\/%lary flow

ssage-for succ accepted’transaction
u sub jtted <currenc

chart 059@0%#{% P%TFHFSS?‘%P%P i1 7 St o e tsaélfac‘fwn using the

%g- . Trans # <tra sactlon I D nunber.>. " [ 00102
systemy gy thejpgesent ingentiop dhatsprales & prerRygir RoSH-Paid mobis ph@ne subscriber o
. accepts cash fromthe nobile phone service )
receive digifalrGoptent o histhgr handsesGThis paebigyed by delivaring physisal eygrency to an
that any or all of the VAS content and/or enhanced
authorized yéteikes 10mhet her digital content or subscription
services, is available to pre-paid or post-paid nobile
[00105jhidere, the ulwbile phatessebyicetbioribes seliecphy specific riigto®) €yt example, and
over the counter to an authorized retailer 10. Each
provid¥é¥he @rUBIIE Bperior &P AR 0 $8hMhE Eoritént HY HuhBEY dHidMKrnddile phone
bundl ed, and may be enabl ed or disabled 25 singly or

numbel?umjeﬁﬁtl@éi daai & e;ﬁfgnall §hefs &m&ﬂﬁl'a?\é%i%c@g %p%@i&'lc 01'6%0 or picture

enhanced serV|c efera configure

messageg Fﬁl? 8%%%;]18 erfl eu??s: d 1¥18[§1¥e @oﬁg flg a{rb g&n{r Hf: ?aYéo‘%ﬁc%rtg ?1;51 Aate the ring

tone g f%ﬂss%ﬁl%%bivsae“ﬁsgﬁw% oaﬁrxl?erﬁ é;flfglr“i(‘)ﬁvl\’/(‘}f(glge% g0

oo 85BN ool ienie o g@s’y;ags@pgé;tpg&é;g&mﬂa 0t
mobi | e phone subscriber to receive digital content on

enter the datp proviried dydhe subpgriber. sThaHiM medu maydedliidesuich grompts as: “Please

physi cal currency to an
enter Purchasing Subscriber mobile number”; “Please enter Target Subscriber mobile number”

(if this entry is left blank, then the system defaults to the subscriber’s MSISDN); “Please enter
Content ID”; “Enter your M-PIN”; “Conﬁtm sale of <Content ID> to “MSISDN>". After the
retailer 10 enters its merchant identification number (i.e. M-PIN), the retailer 10 confirms the
transaction.

[00107] Note the option to include a different ‘target’” MSISDN in addition to the subscriber’s
MSISDN, if desired. This option allows the mobile phone service subscriber to purchase VAS

content or enhanced service(s) for family members, friends, colleagues, and others.
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aut hori zed retailer 10. [00105] Here, the nobile phone
servi ce subscriber selects a specific ring tone, for
exanpl e, and provides the nobile operator or retailer
10 with the content |ID nunber and hi s/ her nobile phone
nunber. Alternatively and optionally, the subscriber
may select a specific logo or picture nessage. The
retailer 10 then uses a nobile phone 12 as a

[00108] ol et SIdF applikcaticiepnginictsani encitypteti eontaet purehgse $MBemessage containing
pur chase transaction by accessing a M Conmerce server

the entbfedndata) ahdeiidstthe meSépe t¢ @BMS [ceiteed4aliitly in tite r&itdd the content
appl i cation nenu displays appropriate pronpts for the

purchab@hikbdagé tolfhe IM-Coithéite sdterda! arHRINMEHRHRY sérb& 16 then determines
subscriber. The SIM nmenu may include such pronpts as:

that the a)xﬁ@rﬁ%ur&%eeﬁMg%&%%' 8 C§H91§t&fu'r@1§§ei {7RRAdi%n st the message,

| ease enter Target Su scri be e nu

and autl }hﬁca(:t‘ ttﬁé( ret le&‘ gfd et ett J&?ve% §t(831513m ondi .t (Pdition, the
t ne su SCfI . ease en ﬂtn
v Comfl B g B R T OO Bt e

o fication number (i.e. M—PIN), the retailer 10
retaﬂerc%M%I%% apg the ‘i"P@H&I&t ion. [00107] Note the option to
lude a different "target' MSISDN in addition to the
[0010951 u‘bts@neraé@n 62, apderispnal issuede sthethgr thenetailen 1 imauthorizgd to sell the
t he nobi | e phone service subscriber to purchase VAS
designated tententoFhegdahhereds Heprevent (hs)unbathorfizedishle afetdoromsic content by an
friends, colleagues, and others. 26 [00108] The SIM
unauthapigddi eaiilen h0 G0 additietctoSpraven@ing ityéabel of Gidueidrized taités o a mobile
SM5 nessage containing the entered data, and sends

phone b&19icBRESREBer! Af theIMRiIEETV R nof 4uthbRkddtol 811 ithe desigdbic8 Tontent, the
the content purchase nessage to the M Commerce server

VAS séfer T$80d¥H{sP Waﬁ:ethé BENRE 16 %ol RENsALLSITHRES Ad fngtbh %he VAS

content purchase SMS nessage is a content purchas

Gt
server ?%% s ar%o?xgbrahgﬁgmyﬁ%h 1gcjttg)§1 t??l’?eslelgég fnc% s
s RTSFR. 58 s PR v R o e
transac 1%3 %vlag %ns%lcgeggﬁll (operation 63).

tﬁ'ﬁtﬁ& ﬁlen sends a

ser ver

[00110] On the other hand, if the retailer 10 is determined to be authorized to sell the designated
content, the next decisional issue is whether the mobile operator’s content ID is valid (operation
64). If not, the VAS server 18 notifies the M-Commerce server 16, which in turn sends a
notification SMS message to the retailer 10 and the mobile phone service subscriber advising of
the failure of the submitted request (operation 63). Exemplary failure notification SMS
messages are as earlier described.

[00111] However, if the operator’s content ID is valid, then the VAS server 18 retrieves the

corresponding mobile operator’s (or other authorized content provider’s) content ID, retail price
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retailer's MSISDN and the content ID. [00109] At
operation 62, a decisional issue is whether the
retailer 10 is authorized to sell the designated
content. The goal here is to prevent the unauthorized
sale of electronic content by an wunauthorized
retailer 10 in addition to preventing the sale of
unaut hori zed content to a nobile phone service
and retails egritbission |andtriasses dhisiinfermat®ni to the tM-Lientmerce satverol6. The M-
sell the designated content, the VAS server 18 does
Commawt senler datrequekis theteaiVhibat sl‘.ﬁ/ef‘ ae tb hatifys &lae the retailer has sufficient
transaction. Accordingly, the VAS server 18 sends a
funds 1O¥s wallétchntlito redepilel the ¢éthil Phicé Test R&aildr CommaSsEicd. SThe M-Commerce
16, which then sends a notification SM5 nessage to

server 16 Qhén%&thést%rthé- ¥ ANg®R0igl 6 imBARGhS @JnYérﬁ %eﬁ%l?ﬁ Ferq'ugs@ to the vendor
t at thé transaction was unsuccessf ul 0perat|0n 3).

conten d ggi‘evgegg R@ow%lggg&%%or | égfe{fer&ﬁlglpﬁfsﬁr% \?\ilg%lﬂl{g% et mobile phone
serves Qi WIS BR ol b Phoh s i b ogﬁﬁ 64) .

f_not, the, VAS server notifies t
[001125&11‘%}“‘1@68%“ R P e feiradon oy }Sagfgg@fpemn 66). Ifnot,

nessage to the retailer 10 and the nobile
the vendef Wrg@ltéewév pltiorm dy iseidsg r@m-vailﬁ@mmnﬁﬁ@w@fth@tﬁhe vendor ID is
subm tted request (operation 63). Exenplary failure
invalidniotth¢ Vet sagver I¥5 Thee¥48gervend 8 natifiesathk iMiCotesered krervkr 16, which
[00111] However, if the operator's content IDis
then sardk iadnotificetiort BN SVASssage Ve thelftailet 10.cthesvehti@, and the mobile phone
correspondi ng nobil e operator's (or other authorized
serviceXsaBiceibbr 4ivdi gliTths fail GRIVT ey subittddeb@icht (Bpératon 7. and
retailer comm ssion and passes this information to the

[001 13V GPHEREHE ha kY, mﬁe Yadord Eitdvk TN ARMEE vaIR], Ykﬁa"ve;i@or content delivery
fequests the é-Wallet server 22 to verify that th

platforﬁleflaéeh&sr th a%l%%{efd' Shfo tllqéj‘.ﬂqg ce gﬂl %45@ a 1&{ 6 nd t 0

reserve t tarl price 1ess re comm ssi on. The

o TR 0B O B OGNS I 5 oo o o
I 21 65
o B AL B o LGDR e s 1o ot worts

there are no transmission re-tries of the content. The SMS center 24 then receives the delivery

receipt and returns delivery confirmation to the vendor content delivery platform 21 (operation
72), which confirms the content delivery was successful (operation 74) and sends a positive
response back to the VAS server 18.

[00115] The VAS server 18 notifies the M-Commerce server 16, which instructs the e-Wallet
server 22 to deduct the payment amount from the retailer’s electronic wallet account (operation

76). Accordingly, the M-Commerce server 16 sends a notification SMS message to the mobile
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service subscriber's MSISDN, content | D and M Conmmerce
server transaction ID. [00112] The next question now
is whether the vendor content IDis valid (operation
66). If not, the vendor content delivery platform 21
sends a non-validation notification that the vendor ID
is invalid to the VAS server 18. The VAS server 18
notifies the M Commerce server 16, which then sends a
phone gervick isabsciiber (SheBativn TS ansd tetrileh ) (opermativm BO)i@pfitrhigg that the content
vendor, and the nobile phone service subscriber
has beadsucse¢safpllgidetiveeed. ai | ure of the subm tted request
(operation 67). [00113] On the other hand, if the
[001 1<§en_£éolres§dam@ﬁ@tiﬂo@nms méSRER0arY Ak ishinildr 16 theeotRlealRP U8R ibed. For
elivery platform 21 sends the designated content to
example] %@P@Iﬁ%ﬁﬁibgﬁhz{sgﬁ%ﬁéd % e@%ﬁbsc[‘ig%ﬁ%jﬁorﬁ RE&AS 1s@esstully
70, the SMS center 24 sends %he content (I1.e. the
SMS E&Lfﬁgﬁ&g rﬁésgh%ﬁt I‘Bg}? )cohtgint H’l% fo%@h{rﬁe hﬁg%?ioﬁ'e rd%(feﬁ&e, the retailer’s
su I ber” s “hands a y, 0ne-sho

SCr et as once-o0 sh

i-spatch.. | n ot her t here a no, transm ssi o
msISBR et pBrRbSCL MAEROR: thoce S BB s SR Huber, and the
receives the delivery receipt and returns delivery
Paymepl3ieyitat i on to the vendor content delivery platform
21 (operation _72), which confirnms the content
[00117] eTheykstaflend 8 colleete sy aurrensp efraim jth spbspribgrd(operatien §2) to end the
positive response back to the VAS server 18. [00115]
transaction. VAS server 18 notifies the M Commerce server 16,
whi ch instructs the e-Wallet server 22 to deduct the
[00118)ayirimstinceswhert aftraasactibeisrmkwictssful ghe teetved Binbumdtdnethe retailer’s
account (operation 76). Accordingly, the M Comerce

e-wall&t 8¢ ¥@eelled ahe fikse-Rall@id dt detlitedn SMS nessage to the
nmobil e 28 phone service subscriber (operation 78) and

L I
e BB O PR TS OB S L e
ring o} (% e bck haer e ft’% Stebal 9ol SURSEE! DRk gﬁfgﬁ%@é reding of a
song, thelrt cHllar hes when She Callet Galls another subselber of the dolor Ing tone service.

The song replaces the normal telephone ring tone that one would otherwise hear when one calls

another. The audio file is preferably, though not necessarily, stored on a central server connected
to a mobile operator’s network.

[00120] In the transaction depicted in Fig. 6, the pre-pay or post-paid mobile phone service
subscriber provides the retailer 10 with his/her mobile phone number (MSISDN) to subscribe to
the color ring tone service. The retailer 10 then uses a mobile phone 12 as a point-of-sale device

to initiate the color ring tone subscription transaction from the SIM menu (operation 90).
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MSI SDN, the target subscriber's MSISDN, the e-wall et
platform s transaction nunber, and the paynent
anmount. [00117] The retailer 10 collects the currency
fromthe subscriber (operation 82) to end the
transaction. [00118] In instances where a transaction
is unsuccessful, the reserved anount fromthe
retailer's e-wallet is cancelled and the e-wallet is

[0012 HoRrefdedbiy, ethe SOM1 bpplidRedmer memy displays oappirgpriae prompts, as earlier
(conprising Figs. 6A and 6B), a flow chart of an

descritssd for kel retdiler V0 ¢ entebtherdapt protidpdl b figssubkdribet aThé estailed 10 then
the formof a color ring tone, is illustrated. A color

enters fits \-FINTHad (COhfirnid 1he tRASEtibRNAlkrmabval 2hd/E sﬁﬁdnaﬂyl tA8 SIM menu
an audio file, which is usually a recordi ng of

I e IS
may pz%?% é‘(?lhg{?bésh(tzé‘rﬁ%eg 8?9&%? sUBLERbd RSSO E yhfc! 1sSdifferent from the

e CO|0F rrng t ohe servi ce.

subscn'-ggle ] Si\ﬁéjgyl\??tﬁg ee?lalgllej Slﬂ)%crl 1S ‘ioel ux%ﬁ %1%3 {}ggi %g\?lcet(g }’or family,

F\W Se h ch ORe“C¢a
fileis preferably t hough not necessarily,
ﬁ“md%?%'gﬁz%n a central server connected to a nobile
Qperator's network. [00120] In the transactjon
(0012 e‘{hecst%amhcwogl cogstrycteAnRnsTyRiRg cekor@agttor}?aﬁuaswaﬁw 8MS message
phone service subscriber provides the retailer
contaifipg ftheh¢nd¢rad datgpind eengs theemassagreto ¢ OBISpitert 24 smb@, §MSoeenter 24
to the color ring tone service. The retailer 10 then
routes thee®la rimgloncesupbupiptiod hesmga tpibe M-Cofmnsateesedey il 6,ewhitlodetermines
initiate the color ring tone subscription transaction
that tHer eotort Heg $bid sEbRtriftidpemassagd i9Q)colatOrind) @dnéldubscription transaction,
Preferably, the SIM application nmenu displays

decryp@soﬂfeotﬁéds@% aRll Gitefiticad®s @alrbiaférs a8y ((Qféﬂttloﬁ 1) ldaethe e-Wallet
retailer to enter the data provided

server 28 bgﬁ 5&&1&5 HORL-E6 k] ek@ersem tle?&wamtfmsmﬁlo%&{d&ﬂa Ghe VAS

contirns t e transact ternatlv
{
e PR, 0B BRSSP B S
[00123:3 uf?tc?p}g 1S()§|r b%{gﬁ%sggéﬁs%(%;\%%g}%p E}gﬁqayeru ?(? ?Sr imki):l(le(grlzezl to sell the

designated enhanced service. The goal here is to prevent the unauthorized sale of subscription

services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 93).

[00124] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the

next question is whether the mobile operator’s content ID is valid (operator 94). If not, the VAS
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friends and others. [00122] The SIM application
constructs an encrypted color ring tone subscription
SMS nmessage containing the entered data, and sends
the nessage to a SMS center 24. The SMS center 24
routes the color ring tone subscription nessage to the
M Conmer ce server 16, which determ nes that the color
ring tone subscription nmessage is a color ring tone
server d§does inpt validater the seabile @peratatdor that sal¢ rensaesamgdhe ¥ server 18
authenticates the retailer's details (operation 91) on
sends tah@aom-vilidatioh nadficatbon 2&.thé MaOshhine@a, seivee M, Cohdvhr then sends a
server 16 forwards a subscription request to the VAS

notificafdn/ SMSJIﬁesfsﬁgbetb&hé edtaift? )10, fhe ehtiRp¥raba il MBe AloBilE phdiR® service
retailer's MSISDN and the content [D. [00123] At

subscr@)@?ﬂhﬁf the RaRactich WRGISHQB&ku '(Mlohfbﬂm ether the

retailer 10 i1s authorlzed to sell the designated

[OOIZSanau ; %%ij 1§ﬁlr Vd . tor c ﬁtegﬁfﬁ 1sh<ﬁ:e§1e& %aﬁcp tﬂt{net}‘lg Riad pe?ver 18 retrieves

orized oa crlp ces by
the colfSRINIRE i Fﬁ%‘ﬁﬁa 3 ©bfsh e@ﬁ%%h%e%ﬁt Fr%%%ﬂ%;b%%gen% roail

. one. servi ce .subs rlber If the. retailer 10 is
price %Htrﬁtaﬂ?rzc@mlaﬂ% F"ildc Passies thisdinformation torifs &ﬂ’“%’é‘if?ﬁ %ﬁéver 16. The
the VAS server 18 does not validate the retailer

M-Comgerce igives i ecquestathescVialet seriee 29 A verabnthat the r@@h‘@ @a%\sufﬁcwnt
non-val i dation notification to the M Commerce server

funds Gits electedni¢ eletsamdds resenvst the iretail ippine 89S reteide agentissiothe The M-
retailer 10 and nobil e phone service subscriber that

Commetee stivan @ tieh eequests then¥AScesst U8 td tridita theasub&Biption request to the
[00124] If the retailer 10 is deened to be authorized

color i} &Rk plithemdES (dpaaitied 93N "%Bfé%l}s 9£s‘éing‘9aloﬂghﬂ1e tB¥t mobile phone
questlon is whether the nobile operator's content 1D

serv1cé sib¥@bkrs VISHRL BntdFID ah(ﬁ M‘@an{epc% syl%%‘r tr%ga&ﬁﬁvlﬁr 18

does not validate the nobile operator for that sale

[00126:1 '{”}{%St?e% {i%%krl]origb ?sts%/ébfg '\\il'%oﬁ/e? E[hels%bscsh%gxdﬁasaaél%ggyl Xﬁﬁér?t%‘iei '%8 the color

fica nmrerce serve

o 8 Ry 0 S S0 S8 DB BBk s
notlﬁciltgglztg;{ § %r &g%?\t/ertllgethatltrt e su gct:rllboe? isa ?eagyrf] zllljlrssgr?ﬁe% (operation 98). The
VAS server 18 notifies the M-Commerce server 16, which then sends a notification SMS
message to the retailer 10 and mobile phone service subscriber advising that the subscriber is
already an existing customer (operation 99).

[00127] However, if the subscriber has not previously subscribed to the color ring tone service,
then the color ring tone platform 17 activates a subscription for the desired subscriber MSISDN
(operation 100). The color ring tone platform 17 then sends confirmation to the VAS server 18

that the subscription process has been initiated (operation 102). The VAS server 18 notifies the

M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the payment amount,

31



[00125] However, if the operator content IDis deened
valid, then the VAS server 18 retrieves the
correspondi ng nobil e operator's (or other authorized
content provider's) content ID, retail price and
retailer conm ssion and passes this information to the
M Conmerce server 16. The M Commrerce server 16
requests the e-Wallet server 22 to verify that the
preferabdy ai teeommergled ukfailcprenet lessf comiissinn,i fremethe ottader’ < electronic wallet
wal | et and to reserve the retail price less retailer
accourt goperaivnd04), ahd sdids Caotification SMI/messige foltRe subseribes {Gperation 106)
the VAS server 18 to initiate the subscription request

and reiaﬂe:t e g@ﬁh@ﬁ 108)"@ntifhg Fhatthd§ubsdription Q&fu%&t' 128 b3& registered and

preferably passing along the target nobile phone
when SEVi¥é G811 B Sﬁldafr T%e Shtive Sin hkksd %@ gﬂﬁﬁF@rtS &he ones
server tra actlon 00126 e next deéci siona

emﬁa&§§¥§<is whet her the subscrlber has al ready subscri bed
e color ring tone subscrlptlon serV|ce

rati.on. 96 f oIo rin atf
roo124 FFR a3 10 Sbncels 15 iy EStpake ShiFEbS G rﬁtaqn P Wen the
subscri al ready subscr.i bed (oper.atign The
color ripgdoucpl 9@911111@7 PRIERIF IS e SHRSCRPUIIRFRF SR 1%%??‘&%? nqtace tQuHiesHbscriber
then sends a notification SM5 nessage to the retailer
conﬁnmgéh@emﬂmrewpﬁmneoﬁ@p@@weﬁmmﬂga). advi si ng t hat
t he subscriber is already an existing custoner
[00129] offerdetisionaldPeratipoOdLHE. HowepeisingiFigst A4 and Y8 shdveing hdflow chart
not previously subscribed to the color ring tone

of an abamied 8ervidelsabsdripdor pliRhasei tr@sdctiog i thet foah Wf hTolor ring tone song
activates a subscription for the desired subscriber

purchab&liSENordaf&ewRh R Hrdddd) invdMRnCRlsRhildr td &eﬂé&@wﬁﬁl@ip%ﬁﬁﬂhs of Fig.
17 then sends confirmation to the VAS server 18 that

e I i
6, excE}%l thay%&%&t%r §e g@@@&ﬁ@@g@] toiﬁfé/ fel ﬁk %%bé&i%@f ahd PReviously

subscr%@& i r’ch% %erml ¢ Hn | iR \%8{(1% Etg %e mx\? lé Z)E}Pf?ee ruge?r wgs2 b previously

paynent anoun

retail price less c ssion, fro
subscribgd 4 q@F‘%‘&ﬁrPBﬂ P reaive Bt (e Thuign kg subscrbe
and sends a notlflcatlon SM5 nessage to the subscri ber
to the qoloyangitongsenaen fishng retail er 10 (operation 108)

onflrn1ng t hat the subscrhytlon request has been
[00130] ekyi expdain Jugliay, referring to Fig. 7A, the subscriber provides the retailer 10 with

his/her selection of a desired song by way of a content ID number and his/her mobile phone
number. The retailer 10 then uses a mobile phone 12 as a point-of-sale device to initiate the song
purchase transaction (operation 120).

[00131] Preferably, the SIM application menu displays appropriate prompts for the retailer 10 to
enter the data provided by the subscriber. For example, the SIM menu may include such
prompts as: “Please enter Purchasing subscriber mobile number”; “Please enter Target

Subscriber mobile number”; “Please enter Content ID”; “Enter your M-PIN”; “Confirm sale of
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when service will be provided. The respective
notification nessages are simlar to the ones earlier
descri bed. [00128] The retailer 10 collects the
currency fromthe subscriber (operation 110). Wen the
color ring tone platform 17 conpl etes the subscription
process, it sends a notice to the subscriber
confirm ng successful provisioning of the service
<contehiv & tot {MBISDI®Y”. Tig0e@dr hentete i sieothaht idpeifebti@nmundfer (i.e. M-
Fig. 7 (conprising Figs. 7A and 7B) show ng a flow
PIN) aadedrifirme theatraneathianced servi ce subscri ption purchase
transaction in the formof a color ring tone song

[00132) UGB @feoptibn timeRiIdE 8 pEnpHdirBetbd & AFRE QibscribeY Silbi@fon, i desired.
simlar to the decisional operations of Fig. 6,

This dfr}‘xﬁl? RlitobkR atthetxﬁgoﬂer gmc LdrfPie s F&Hbgﬁagcg é)ﬁlﬂ%lgg oqg\%d 091%1% and/or

t he subscri as previously

enhanc%ﬁ é(IJVﬁ:gS fok Bn?&ﬂ%&re%ﬂ? Blegfbe{ hgie b' & %Scr |ab§§ter Was

previ ous subscr hen Ha su and

[0013333-356 #Iﬁ) gpfﬁlgzgtlc}/rﬁgr%gt %bg}lz %glitlﬁlt}glgtlss dalﬁgeSt - t | n gishlg?tyosneéMg message

00130] To lain further, referri ng to F|.

contaﬂ%g@rq]nﬁé?d «%rq‘im &ends fhe messaga tera SIS wPRtEr 24 .vsbamn tur outes the
sel ection of a desired song by way of a content ID

song pyepser SMgdmpssagen b thedyiCamperse servau kb ewhiclridetermings that the song
10 then uses a nobil e phone 12 as a point-of-sale

purchaske $MSemessagenis tai sang ptittbassdragsaction,odeagptst the msasage,cand authenticates
(operation 120). [00131] Preferably, the SIM

the retaifplsidesils Qoperaion 14l poh dhiese-Walletoervea R, NdAifRInglly, akie Mi€ommerce
retailer 10 to enter the data provided by the

server 9REBEMAC N idiQite BERRIGBest id) ereSVNSTRRAKT TBY pdsSiak Lé@&ngstﬁg Retailer’s
pronpts as: "Please enter Purchasing subscribeéer

MSISWEE@(hecontE{thE?e enter Target Subscriber nobile
nunoer ease enter Cont ent ID" "Enter your

[00134&4'@: @Bf\ab ﬁxi.?_%,ee{ ?%e eal %sliebl%e nl% M s n}etal%? lﬁ)] is %uthorized to sell the

designz%tgi%él%{:%dgt ice. gbg%tal ﬂer'e is to pre\?énlt\othealrllrgau&%%fzé: srgie top gubscription

services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized

enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the m-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 123).

[00135] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the
next question is whether the mobile operator’s content ID is valid (operation 124). If not, the

VAS server 18 does not validate the mobile operator for that sale transaction. The VAS server
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[00132] Note the option to include a pronpt directed
to target subscriber information, if desired. This
option allows the nobile phone service subscriber to
purchase VAS content and/or enhanced services for one
or nore famly nenbers, friends and others as a gift.
[00133] The SIM application preferably constructs an
encrypted song sel ection SM5 nessage containing the

18 semsigt & men-validagion ardiifisatingis tot He meSsmperce oseaveBNB, oantleithen sends a
24, which in turn routes the song purchase SM5

notificaties SNIS messape tdvitieorammles, eths enobile dperatovharcihthd ahebilel pieme service
that the song purchase SM5 nessage is a song purchase

subscribePREAGE triifbactiROKAInSudcBRATESHAARN 1280 aut henti cat es
the retailer's details (operation 121) on the e-Wall et

[001 3(tﬁ MNREvel af tHRARbtat @ tBhiede 1D [3€1eMn® VAR, (Eﬁeﬁl HERME selfer 18 retrieves

ransmts an initiate-song request to the VAS server
. Al . ; he _
the cotrpoRARZ pfiBilf B0 A70F S8 ithortreg YohtofY by idet ooptent ID, retai
. issue..is whether the retail.er 10.i s thorj zed to sel
price g S5 oMsae ateh e RisuRbroRion by BoCofbieid s¥tes 16. The
revent the unauthgqrized sale of subscription | i
M'CO’E’@F’(FF Sewenplp muesatherroVallelperver 42 ite verily tﬁﬁ thejFrtailep hag gpificient
preventing the sale of unauthorjzed enhanced services
funds noitelgepimice waliei rad de reseree theiseteil ippiee less tetpilps commissian. The M-
10 is not authorized to sell the designated enhanced
Commewe sé¢rver, | Gt then MA@ stsehe ¥iASIBrao &8 taninitiateathe satgerequest to the color ring
retailer 10 for that sale transaction. The VAS server

tone plaBfosra nk¥s (aperadion Vi), datieeablyn phdsinigCaldbn® thet fargedh@nobile phone service
m Conmerce server 16, which then sends a notification

subscribMBs MBISBNEcdnent 18 ah@MACbRAMmeIR seRer MRRhdtRnRDONE
service subscriber that the transacti on was

[001 371 gﬁi_écrfeﬁ§ AdidiodP ﬁ’%ﬁ@ﬁé Qﬁcgl}agﬁle s[ll%glji%ﬂ is H{gﬂgea SIS customer

I's deenmed to be aut lzed to s esi gnate

(operatr%g{;ﬁkz.e (iif R&t! iecc,%lsortrfﬁ tomy ef)(i%tlsgl%le 4 'g?n?ia iasrem%eht%rthé % server 18

oper at or coft en s v (operatton

| f not,, the, VAS server 18 does [ i e th )
that g A 53P p ShTeD e CRPBLOY Lad P SAC SPREF JAgotiis the M-
server 33 18.sends a non-validation notification to )
Commerge sqrifer jeldhenesendsa nagificgliere SMpSagEsags ig thepubscriber and retailer

10 advising the subscriber of the need to enroll in the subscription first (operation 129). The
failure notification message is similar to earlier ones described herein.

[00138] However, if the subscriber is found to be an existing customer, then the color ring tone
platform 17 activates the selected song request and delivers the selected song to the subscriber
(operation 130). The color ring tone platform 17 also sends confirmation to the VAS server 18
that the song has been delivered (operation 132). The VAS server 18 notifies the M-Commerce
server 16, which instructs the e-Wallet server 22 to deduct the payment amount, preferably a

recommended retail price less commission, from the retailer’s electronic wallet account
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notification SM5 nessage to the retailer, the nobile
operator and the nobil e phone service subscriber that
the transaction was unsuccessful (operation 123).
[00136] However, if the operator content IDis deened
valid, then the VAS server 18 retrieves the
correspondi ng nobil e operator's (or other authorized
content provider's) content ID, retail price and

(operatien 534) candcondsi notificationmukespagss testhe Ribsciilver Gopesdtionr] 36 pandtretailer 10
M Conmerce server 16. The M Commrerce server 16

(operatie)U88) sonfinming- ihat thet seleetedesong 2wdsoacti@ated Vot gt pielpy or postpaid
retailer has sufficient funds in its electronic

mobil'Hdne utkBEbdre seREE. VEhel lashet @t dtifRhticiEmbRaSes 48 Shlilf to the ones
comm ssion. The M Commrerce server 16 then requests

earhertdgﬁn\féﬁ A€5peltiond 46 Cthé Ridilefi 6 %&tl:@ts%gﬁgmﬁx%ﬂ fomtfe {ubSeriber.

color ring tone platform 17 (operation 1

[001393;1?%%@2 IHXE/E??% ggccﬁhs&%gg%% LAl r]%}DtPlsleqs %ﬂ)%vn a flow chart of an
e S i e M ajs?? Filits 8. IF Fisiggncs o
subscriBgt BrRerIGeq g Sgpel P fis%?é hadhal G4fiph EOs YRS card, from

VAS server 18 that the subscriber is not a current

the retailest1Qpd/sing fiermebilsrphppg)l2 aypepoirisale\dsyvicegtha getpildred initiates a
the M Commerce server 16, which then sends a

card puothase trapsactorSEmMeks B ent h@pemabierc rliSBkr erderthg pertinent details
retailer 10 advising the subscriber of the need to

providedibwthe subsctibee. subscription first (operation 129). The
failure notification nmessage is simlar to earlier

[001409 RS edR& Cdekdrtdd NBE SINE mbMDk3REr-fRNBN S providing %ropnate prompts of

subscriber is found to be an exi sting custoner,

the neéeg4 rf | gﬁf infdrBRASO N & adid@ Ml 8 ﬁlhﬁ?é) ided % the ogtlon of gift

song request and delivers t ecte

card oJﬁAEQS'VQQQZ?&Jc%?Ef r(ﬁﬁﬁg%cfis Rand30) - The col or i ng

tone pl at SO S contfirmation to the VAS

[0014 li g;;%lo%rcPﬂ n‘@&%%t é" ft@egtﬂ‘gx%gcqwaﬁ Fg ger%?lnﬂaé 1 b,:/t@s m q,{;%ﬁcr:ﬁlton%r(])nstructs
an enciBifiot oL B T DT UAS Ca YIS PRRSHage 4on Roy g Fiead data, and

retail price | ess conmssion, fromthe retailer's
sends the agaspagaite avaYIP eentac3buHer 3131p11c1ty, the discussion will be had to a calling

card product although it may be a calling card and/or a VAS card.

[00142] The SMS center 24 routes the card purchase SMS message to the M-Commerce server
16, which determines that the card purchase SMS message is a calling card purchase transaction,
decrypts the message, and authenticates the retailer 10 details (operation 151) on the e-Wallet
server 22. Additionally, the M-Commerce server 16 transmits a retrieve PIN request to the VAS

server 18, passing along the Retailer’s MSISDN and the service ID.
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(operation 134), and sends notification nessages to
t he subscri ber (operation 136) and retailer 10
(operation 138) confirm ng that the sel ected song was
activated for the pre-pay or postpaid nobile phone
subscriber's service. The respective notification
nmessages are simlar to the ones earlier described.
At operation 140, the retailer 10 collects cash
[00143 At eneefionrlgh & Hecisional dysip és whethguhaojtaiksleris pwtgonigsd to sell the
to Fig. 8 (conprising Figs. 8A and 8B), there is shown
designated leolmncéhsdrvioé. Bie gaah harde do peeventabe pumrﬂhm"&ed sale of calling card
transaction in the formof a virtual calling card. In
servicdshbys ah naiaathofized Fetailes UGS & lditio) @ @rélehting @l eslé of aunauthorized
card product, such as a virtual calling card or a VAS

enhande@kélvick$ R mbhig ﬂl@h@ bdréice dbscilier NI th&'Rt41RP1 0 R nPARRori=ed to sell
as a point-of-sale device, the retailer 10 initiates a

the deﬁ%fa)%d@ﬂﬁm@& Serbdc8 NH& ARk @db&eno?'v%%g {ﬁg Qegﬁiﬁé'r"’}b '8 that sale

entering pertinent details prOV|

transac%ldgs%l RﬁAS sérg ]'1480Jen&S a gr—lvlil?c{atlgr? %18{1fi a%on fo Hle h%ldvl erce server
\ ot

ser-fri priate pronpt

e, neces ornatlon In a .
16, W‘g?thfw? '\SQH &8@% MS( nessap ot ity 10 S Phggs service
seryice(s) purchase for famly and friends. [00141]
Subscr{bsbﬁhatéaﬁfrﬁwﬁﬁtqwsc}mswesw sorestiondddby the retail er
the SI M application constructs an encrypted
[00144\} i If th@erptad%n 110i ip gearagdtodgduthorivigosgh thegigsigneisd emfranced service, the
containing the entered data, and sends the nessage to
next questihbiscehdteer the mobde opemfoirs cobtent Mhes dilidqoupgation 1§4)] If not, the
be had to a calling card product although it may be a
VAS sedkt dotg noavalidatecthe mobilyAperanr for thaGhkAanddttioMPhe 8T S server 18
24 routes the card purchase SMS nessage to the

sends MdeOVAIRALE FotifiéStion td Ghe AT G &led %r%rﬂ%swhﬂﬁfthe‘h@@ndé%rﬂil)tlﬁcatlon

purchase SMS nessage is a calling card purchase

SMS rﬁerséygé @&@hwaauer%%x m{o%ﬂts gr%ﬁ S@Pfe i@’?? gﬁ&{éﬁsgltvﬁ&%hﬁs%nber that

he“retall 10 det peration
II Addl naIIy, t he M Conmerce
the “a‘gsa&\ﬁ’“ %fém?‘?"é’gsgﬁm‘ﬂ?‘gpm“oet( dve PIN 1 equest to the VAS

[00145@ ﬁqﬁe&gr |11‘Bh %égrla 0 Cgll‘ltgl?tg[Dt gedeeRrgteg Ivallhec{ 'tlf’en'\{Eel: % s%rr]\(/jer t19(:"retrieves
the corresponding mobile operator’s (or other authorized content provider’s) content ID, retail
price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient
funds in its electronic wallet and to reserve the retail price less retailer commission. The M-
Commerce server 16 then requests the VAS server 18 to initiate a calling card PIN request to the
vendor content delivery platform 21 (operation 155), preferably passing along the target mobile
phone service subscriber’s MSISDN, content ID and M-Commerce server transaction ID. The

vendor content delivery platform returns a content ID validation notification to the VAS server
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[00143] At operation 152, a decisional issue is
whether the retailer 10 is authorized to sell the
desi gnat ed enhanced service. The goal here is to
prevent the unauthorized sale of calling card
services by an unauthorized retailer 10 in addition to
preventing the sale of unauthorized enhanced services
to a nobil e phone service subscriber. If the retailer
18, which sdeatoan adentificatios chumbes IN) frdme adelingnatrde 81 nlaahasedoperation
service, the VAS server 18 does not validate the
156). retailer 10 for that sale transaction. The VAS server
18 sends a non-validation notification to the

[00146]+ AoopeRition 198! ¥RIVAS Bervihi & Radsifif} SSMSmassheY édntdidthi e PIN to
MS message to the retailer 10 and nobile phone

the SMECUtEE24 fiﬂfi&%fﬂ ReS dfs @c&lierg %%E%s%%bi%ﬁ?k lq’%g%iﬁlgspe]%lglaf a once-only

unsuccess opgr at | b
transm}sgﬁ)n goggl%ggrg Vlthzé e’{lﬂeug I ex%rﬁgru 228? t r%cgerllvelst a aﬁget%itl %}h gallmg card

erator’ s ont n Dis valid ratio
mformgﬁom geiveP R BheR e R sliger po<Gan PalifBioReo fhe, r‘@ Server 18
Sor for that sale transaction. The_ VAS server
(operam 1) awhish confiig 4hs emtsHb A MepAYRLHCESS b OReRUies Aﬁ%)ra@é sends a
__server 16, which then sends a notification SM
positiviggespaass baek totfbe MeCammercesgrver He nobi | e operat or and
t he nobi | e phone service subscriber that the
[00147F] r Eres MeCommemasserves U6 cestsicts| the apBatieti sanvef 22300, dddDotlthd]payment
However, if the operator content IDis deened valid,
amount, hgrofetdbdy %&eﬁcﬁﬁmeﬁdeﬂl&eiraﬂtp’rice\/laﬁ refaller commBsipANHoMGthe retailer’s
nobi |l e operator's (or other authorized content

electroR{cOVAIRE Ecc%hntc(gﬂ%rﬁﬂin 16D). TS RiLEomEice 8erBd 6 &héé 4 Bétification SMS
conm Sssi on an passes this information to the

messa t%%%&&ﬁ%@@é&fa 1;1{5 glaﬁd r%lgg p@?au% rl“")r oﬁﬁrxﬂmg that the PIN

equests t erver verl

was su(:ce% ?ﬂu[l? rdelr\?e ed> U’fﬁe‘ r%g CQ{IY]C no%ﬂ%gtl : nnmleésg la?g glrrrlq{é]l{ go hg ones earlier

and 0 reser pric 18

L MO S S T AR T EA—

request to the vendor content delivery platform 21

Pm”wE%%@F&#F@H“ﬁ@ﬁ?“mﬁPéﬁgkabIy passi ng al ong the target
ile phone service subscriber's MISDN, content ID

[00148&r1%¢fwr1@g e ioeFige? (eqmprisingsBigs.| h and 9BJhe floweelr of an enhanced

content delivery platformreturns a content ID
servicevaibsatptipn purcbéseftrapsectiomirnt the tfbren ¥ alent gawice, using the system of the
present invention, is illustrated. In this scenario, the subscriber provides the retailer 10 with
his/her selection of information alert(s), such as news, weather, or the like, and mobile phone
number (MSISDN) to subscribe to the information alert service. The retailer then uses a mobile

phone 12 as a point-of-sale device to initiate the information subscription purchase transaction

from the SIM menu (operation 170).
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36 18, which selects an identification nunber (PIN)
froma calling card PIN dat abase (operation 156).
[00146] At operation 158, the VAS server 18 transmts
a SM5 nessage containing the PINto the SMS center
24, which in turn dispatches a nessage to the target
NBISDN as a once-only transm ssion (operation 159).
he SM5 center 24 receives a receipt of the calling
[00149d direfferabh othga 51N n aplicatien ymemid displaye sappreptpte Hgompts, as earlier
delivery receipt confirmation to the VAS server 18
describedpfor dhd wmile60) fo eitercthe clataf provided by theosubsonibed eThey estajler 10 then
was successful (operation 161) and sends a positive
enters ite MpPNNS @nd @6kfirfnG thl erahdaCooATE Aternagvale and/6r oftfddaiky Jthd BBM menu
M Commerce server 16 instructs the e-Wallet server 22

may pkdVidte @#Cthe tdhber@Yore R ttargBTOMRErbR ARV Whicheis different from the
recommended retail price less retailer comm ssion,

subscribEPEN THE dnbi é%ﬁfs%ﬁberﬂ(%gﬁl{:ﬂé}% onb lifire %g‘esen dserv1ces for family,

operation 1 ner ce server
tion SM5 nessage to the subscriber (operation
fhmuk%@ﬁyﬁgﬁg retailer 10 (operation 166) confirm ng that

successful |y deliver The respectlve
00156} fer b, e FHOD S SR g FRRAYER forgicn BB %ﬂbﬁe@ﬁm SMS
descri bhed. The transactlon concl udes when_the retail
messageocquininiag the enfenrd dater @nd yerds dhs messagp o RSMSHshisr 24. “The SMs
service subscriber (operation 168). [00148] Referring
center byoutes th glormafienalprt |sgbsngpt|lzyrggessm ta ity MEYommerfck sgyver 16, which
chart of an enhanced service subscription purchase
determineanthatc theo mnformdtioa alert nsubbcriptioal 8MS s®ssageeis arsiim@rhdtion alert
systemof the present invention, is illustrated. In

subscription traactivh|, decrypieths wits izt DaithaptiCatésiBs rdtdiRr's db@ild 61 theQ-Wallet
wWth his/her selection of information alert(s), such

server 25 (dpBMfEion ther, or the like, and nobile phone
nunber (MSI SDN) to subscribe to the information alert

[OOISIz%tVdp%&tlog 2 reﬂl idiial 960U RIh tﬁ@%ﬂlfer 0 @Qﬁh&?ze&% sell the

I'nt-of -sal e V|cet0|n|t|ate orrmt
demgn%&? %Sl{ I S%nﬁg%J rﬁtc]a}gsogl fle{rg £y ocfarlex(/)gnt tlfler lcl)nrgu hOI‘lZCS(J sale op subscription

oper atTon
services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 173).
[00152] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the

next question is whether the mobile operator’s content ID is valid (operation 174). If not, the

VAS server 18 does not validate the mobile operator for that sale transaction. The VAS server
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37 [00149] Preferably, the SIMapplication nenu
di spl ays appropriate pronpts, as earlier described,
for the retailer 10 to enter the data provided by the
subscriber. The retailer 10 then enters its MPIN and
confirms the transaction. Alternatively and/or
optionally, the SIMnenu may provide for the entering
of a target subscriber MSISDN, which is different from
18 sendsea nemtyghdationrnatificativins tee thebire€ommiswer sebear s16, ovhich then sends a
purchase one or nore gift VAS services for famly,
notifichtioreBMIS medaget tocths retfild 15D fhe ThebilS| dfepyr dnd ahé mobile phone service
constructs an encrypted information alert subscription

subscrib¥bthafhe ragRcicH Wa ubisiedsha (?&ﬁfoﬁ@ﬁiat a, and sends
the nessage to a SMS center 24. The SM5 center 24

[0015F ] q%@&fe} he tHerpRf A8 doRfenfITS fst de%hﬁ@& 951'1(9 tthéﬂnthgwgﬁvﬁq 8 retrieves

Commer cé server 16, whi det érm nes that t

the cofr 85&53 'n?di‘nl@l E:ltato%ﬁﬁé? HhB} %ll onr%z%éﬁ SR Vid%lag contetnt ID, retail

or mati on aI SCrip ansac
anﬂgetgﬁssaq%a@ssgrzh VPS8 REe P 9 By e 1.
peration 172, S |ss her th
M-Compligiceisgien 66 Fiauis Hors. Dallok ssreps ¢ W@ﬂmgotéét. il sl has sufficient

enhanced service. The goal here is to prevent the

funds iarfheir Wotletza te apservsfthe tasabprigst letsrretaler apmyissiply  dhe M-Commerce
unaut hori zed retailer 10 in addition to preventing the

server 4 @ lthenofquastsithé YASzsedver é B hamstéade $hersubsceiptiomreguesh vd the information
phone service subscriber. If the retailer 10 is not

alert pasfolar2¥ éspetationel75), proferabys passiigeslong e eeght IpebilieCphone service
the VAS server 18 does not validate the retailer 10

subscriber s MEISDNAL éhtert TR RE@M-COMmeldtSeMOBraRaMRN D8 sends a
non-validation notification to the M Commerce server

[00154%5A¢ %@r&tﬁbnt es) §e rﬂiﬁt ﬁecﬁﬁsﬁaﬁ | GRE @ RvilRr YRS $A8Rrib& fshfready a

retailer 10 and nobi | one service subscriber that

custonte ggi%ﬁﬂf@ﬁ%‘l@}p?ﬂéﬁ E%’e?e%gee rrfg e I%t Bféo@rg&? alert Gatform 23
informy S P ferer AR BARAR § %“ﬁ%’ﬁg&% e ﬁfcafmét(%rﬂt@nt t% The VAS

(operation 174 [f not, the
server lg notlhes the I\E Commerce serve)r 16, which then sends a notification SMS message to

inform the mobile phone service subscriber and retailer 10 that the subscriber is already an
existing customer (operation 179).

[00155] However, if the subscriber is not an existing customer of the subscription service, then
the information alert platform 23 activates a subscription for the specified alert service (operation
180). The information alert platform 23 then sends a confirmation to the VAS server 18 that the
subscription process has been initiated and was successful (operation 182). The VAS server 18
notifies the M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the

payment amount, preferably the recommended retail price less commission, from the retailer’s
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VAS server 18 does not validate the nobil e operator

for that sale transaction. The VAS server 38 18 sends

a non-validation notification to the in-Conmerce

server 16, which then sends a notification SVM5

message to the retailer 10, the nobile operator and

t he nobi |l e phone service subscriber that the

transacti on was unsuccessful (operation 93). [00153]
electroppweallet agdounth éopsptiont b¥4).c ond exnds) B nddifivatiore MRl mebsage to the

then the VAS server 18 retrieves the corresponding
subscribeb(dperatipe i 8)and she(rotailat I9goparatidrol 881 eohfrmidgsticcessful subscription.

provider's) content ID, retail price and retailer

The reSutve abtiitatlonl neaRE&Sark Rindildrth Whd"Bids Varliep dteiéﬁbed The transaction
M Commer ce server 16. The M Conmmerce server

concluH@quﬁeﬁlttﬁe Fdag1eR 108011 eBls B UfendPirbd NES dbgéhbtef‘gﬁ)efaﬁgn 190).

retailer has sufficient funds in their wal
s B0 S PSSRl s
w1rele§s ?%W?%ﬁmt ?eVécfe{'l Qsz I%‘;IIt)é) %? sg%:e ?&g@t ?Vl(ben 1§s7 gj:;?icted, the wireless
commvgg?eafpl%gg %ﬁ ggs o Iggsr g xlgl(()) ége(}et 13 ! % a Fegu];ﬁ ap I?llg)blle operator 10 as

Commerce server transaction ID. [00154] At operation
aPOS ﬂmce torascase the Mecamamersa pervey d¢dhioge@eMh 4 t he
subscriber is already a custoner of the informtion
[001573 | Brroughu desonunitation vathr Mi Gemmefce servert he thenwoelesst deyive 12 provides
alert platform23 infornms the VAS server 18 that the
anothes nibsi of dyeions of dédteaityorslidiat piodeds. (Thpss mbduets thaBhe supphed by one
VAS server 18 notifies the M Comerce server 16,

or moréhthied parfe rov RIREkSinahé @drinf dfCtBird @angmvmi PRARthS 200, 1¥00! 400, 500,
the nobil e phone service subscriber and retailer 10

I cust oner
e B e ity Bl AL Pl g Ut o7

[00158?hen ﬁfé ) nl#l i, o Slt\/loegrﬁnm%{cet %%g\{e? ul%sgl %‘i&\g&]es %eyatﬁgal logic to

I on a or m ti Va
manag 48 Sl Ps M@%Me?%ﬁf‘%ﬁ%{o@%@#%r s‘f’el{%ff%?r‘er?nl%gnd the third

then s Lr to. the V. %ﬁserver 18 t hat
party W%‘@derﬁﬁgm &@8 0 S0 denicterh Thg oprrtiensl o jpgludes, but is
successfulréoperatlon 182). The VAS server 18
not limited to: an interface logic — such as wireless application protocol (WAP), short message
service (SMS), Java 2 Platform Micro Edition (J2ME), SIM Application Toolkit (STK), etc. —
for integration with a retailer’s or mobile operator’s access channels; parsing logic to receive and
process transactions from various access devices using the above-mentioned interface logic; a
transaction management logic to control performance of desired transactions such as third party
provider bill payment transactions and the like; integration capabilities to facilitate integration

with one or more_sub-systems, such as the e-wallet server 22, and each of the third party provider

platforms 200, 300, 400, 500, etc.; and other operational support capabilities including but not

40



notifies the M Commerce server 16, which instructs the
e-Wal | et server 22 to deduct the paynent anount,
preferably the recormended retail price |ess
comm ssion, fromthe retailer's 39 electronic wall et
account (operation 184), and sends a notification SVS
nmessage to the subscriber (operation 186) and the
retailer 10 (operation 188) confirm ng successf ul
limiteds tpbsysteimpeandiguratidin enappsgeandi wadidatinni ¢fi retaileroor wieelsssgppsrator content
are simlar to the ones earlier described. The
ID, authentitating aathoritydoctetailes tapesvidepecifitdbillepaylservicek,| 8tibHshing retail
cash currency fromthe subscriber (operation 190).
prices btDdonkhistibng kdportidd;, aldi@igeeics shown yet anot her
exenpl ary enbodi nent of a system for enabling a
; oot o 0t o - ) _
S e R P82 PN Y0P B Sre Rt R Bl Stnd Thdprovides
-devi c u . .use .
ctectricl! \F BuckberS; PBinCadth 3t G0ty SR B Reygpkc of Blecwi
access the M Conperce server 16 through 14.

Compdi 5 3 habFirg AL STHUNT Gt O PRI CEi iy 165 Serepey to ffect
16, éhe W rel ess devi%e 12 provides another menu of =
paymegief; Garapapy s elecrig il by YFGMERPT Gistaunrs s agentnladtae provisioning of
.. products nﬁy be supplied by one or nore third partg o
bill papment; sgatieesifpr Elgetric drampsny thipaioser 200 igrnfeicarnected to the switching

pl atforns 200, 300, 400, 500, etc., which systens
infrastoptraoErefailet enwiestessiopbrator 10 lyid deviped2ab elecsoryalyqwéispayment to a
[00158] In this enbodi nent, the M Commerce server 16
custonet’s Gelgeiriyy hateantopith BléchiaCompanyC Al thus AHOREGE tAE retailer 10 to collect
end-to-end M Commerce transaction between the wrel ess
cunen%eydyﬁﬁntlﬂoﬁmﬂe dddniepi rd party provider platforms 200,
00, 400 and 500 depicted. The operational |ogic
. , . o _ ! o | OiC -
(00160) Y158 iy prpder PRftopn ol RprBod ) 6y (Pfrany such s
' M.cr o [ tion
one SRR eaf ff dlsfinde PRk oreh 3B, plch FgtaBlyy s Bbingfg b of Gas
integratiqon with a retailer's or nobile ecator's
compag Bl hare &t s dusihit bStes Povere, BB Shrumsdo effee
transactions fromvarious access devices using the | .
paymegfof (eotHany; B s &3s Ptk B a%%om%rdi qustogner’s agefy by the grovisioning of bill
managenent | ogic to control performance of desired
payment sergiges ifonSGasuChmpanyt B, rplatbernt 00 is interconnected to the switching

infrastructure of retailer or wireless operator 10 via device 12 to electronically post payment to a
customer’s gas account with Gas Company B thus allowing the retailer 10 to collect currency
payment from the customer.

[00161] The third party provider platform 400 may represent any one of the many credit card
companies (i.e. American Express, Visa, MasterCard, etc.) and/or issuing financial services
companies (Citibank, Bank of America, Credit Suisse, etc.). Platform C, which preferably exists

in the network of each credit card and/or financial services company, is hardware and software
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provider bill payment transactions and the |ike;
integration capabilities to facilitate integration
with one or nore-sub-systens, such as the e-wall et
server 22, and each of the third party provider
pl atforns 200, 300, 400, 500, etc.; and other
oper ati onal support capabilities including but not 40
limted to system configuration, napping and
used toyhduselar store thé fitestnadssary bt effiict payssmit obhEompary C'omtaittcard bill by a
I D, authenticating authority for retailers to provide
custonsgpe/Ccdstamertsi hgenpaln ger pioeBioNings bAlbill paymentr &irdicds for credit card
prices and conm ssions, reporting, auditing, etc.

Compdri§0¢ SPlhtfine 400iig chtPrabrincted Qv ithke Ewikdtadd QIffRsRRPuEBIf retailer 10 via
represent a utility conpany that provides electricity

dev1ce:t 1‘2 t%l'b‘iéc@[%ﬁfcﬁlly Bl)s'i‘ pfa?rﬁgﬂt%gg. cudfdhfelrs Qf&ﬁtecraﬂp gé/coﬁfft' v%ftﬁ Cothpany C

he network of "El ec Conpany A, is war e and

thus alfo%%xﬁ%?fé?etgﬁ&q 0@ c@ npan ﬁﬁ\&fm %g tfuJ: &%tq@rfgessar y to

payment ric
[ cust ent. In.th rovi_si oni n
oot 5 R BB SUBiRGY Sis, Ty carp oty ol g oth oy sy another
200 is interconnected . to the sw tching a[ﬁiflrs}frastrUﬁ g
utility gempany,juch as gpe {4t proyd Sd’tﬁ"é‘?ratf)cﬁ“tﬂ?@e’(ﬁr Blatfeym 0804 which preferably
electronlcalaéwpost paynent to a custoner's electric

exists fcthe nefvork ohWates GompenicdviSany haxdwatgsand | spBwrnegised o house or store

retailer 10 to collect currency paynent fromthe

the filesustessay to pfed poymattef tCrinmnp B s prateribilé by pl castbmer customer’s
300 may represent another utility conmpany such as one

agent. Tindte prooigiodiny «fdsll tpaymertttserides foPWaitdr @omBa ABQ] plhtform 500 is
preferably exists in the network of Gas Conpany B, is

intercoRAEEMIPIO Rh & 66t gl WBh @rudfeél of &tdﬂl@ﬂ&ewﬁéleﬁtdikﬁt&h@ xfui H@vfice 12 to
necessary to effect paynment of Conpany B's gas

electrogiéa@y ?H&t&;ﬁ{ enf 16 Y4SRIBRlerS V& hccolnlt WHE WaRY 'C%h‘{j?)?}l VVABC thus

ment services for Gas Conmpany B,

allowugrrotge kiﬁaﬂ t18 tS COHAES %Frgnésyppa lts J?lgtoni pf rastructure

er or Wre Vi a eV|ce 12 to

00163 & Bkt i e SBln BN B e S5 e B sreitecture of

co Iect curren aynent from the custoner,
the em%odlment otl Fig. 10 is shown (1;1)1/ Fig. P Y The application archcl;tecture performs all of the

transaction processing functions, and manages integration amongst and between the server
modules 16, 18, 20, 22, 600, its sub-systems, the middleware 15, the various platforms 200, 300,
400, 500, 17, 19, 21, 23, the gateway(s) 25, server(s) 26, as well as any mobile operator / third
party / vendor network entities, such as the SMS center 24. The application architecture also
manages the back-end administration, reporting and monitoring infrastructure.

[00164] As depicted in Fig. 10, the M-Commerce server 16, e-Wallet server 22 and a third party
billing server 600 may be viewed as the primary modules developed to support any number of

third party bill payment applications. This is the application layer. These modules contain the
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[00161] The third party provider platform 400 may
represent any one of the many credit card conpanies
(i.e. Anerican Express, Visa, MasterCard, etc.) and/or
i ssuing financial services conpanies (G tibank, Bank
of America, Credit Suisse, etc.). Platform C which
preferably exists in the network of each credit card
and/ or financial services conpany, is hardware and
businessofogivafoe ead parsiedlat solhtiers endrars tsepagatéd intd idisesete functional blocks,
necessary to effect paynent of Conpany Cs credit card
which Ritéractibyittbeack ugieo iRl with th¢shiddRwak aa@emttrfadeNaydi® In another aspect of
provi sioning of bill paynent services for credit card

this enfHOOR@RY, the syttt foRire Hhidd pbft¥ bLieS §PNPB0D thytt ihfdBrated within each
switching infrastructuré of retailer 10 via device 12

of the thitd Hhty bl &,ﬂ{ﬂ D960, 308V4BNsqd © @ customer's credit
Fo oA SRR, 20D,

card accou npan us allow ng the
etailer 1 [1e rren ayment, fromt
0016517k B} B KPobfeSfnn@iai bR BEER bR 2. 290, 400, 500,

art rovi der pl atform 50Q repr.ese ot he
ee., ofibpdny ' 8 s i ool i ek 5P DRl G gty plaorms
customers., Platform 500, which preferably exists in
may be fisech i Sk Rner geltest peaRIsh{orARWids ¥anisly @figoednard services. The
software used to house or store the files necessary
following list fis bt peopratinubedt dothpfhl) ramE of saleseandiir] payments that may be
custoner/ custonmer's agent. In the provisioning of
employed| Usingaherterhnslegy bf e fresent/dventiofo FheseinddB{s, bpt akfrot himited to,
500 is interconnected to the switching infrastructure
bill paphent8yAerheto 4y fof: sRleRBSradvedudb@iptids, watallitteéicOBioh2int@net service
el ectronically post paynent to a custoner's water
provid @ eSHY Rervides, HicMBIRFCheRITPRRAhAEET {dVeE préthdtdNanG chfSsporting events,
retailer 10 to coll ect currency paynment fromthe
t r 63k e -aphed | ' 0
e oA ol BRIl 314 8 Bttt
watond) s 085 TROEIERbaBE, ool s b st o Snonty
. transactjon _pr.ocessing funct.ions, d nanages . . .
instali el PRI ciGh GE A EAPPHEBINN: fio hecPipray InpratipR dncludes bill
16, 18, 20, 22, 6Q0, its sub-systens, the mddleware
paymenissystema t/ BeY 96 8veptbassdorreommerce sermices, 2duch molydesiay widpgyariety of
21, 23, the gateway(s) 25, server(s) 26, as well as
electropia produbisiand spricas (sxg. fonling aqgounts for eBay, Amazon, music portals, gaming,

library subscriptions, internet telephony, internet messenger services, television shopping, etc.).
This invention is not limited to bill payment (collection) systems only. It is operational for
disbursement systems as well where a customer receives currency from the retailer 10.

[00166] The description of the M-Commerce server 16 is as earlier described.

[00167] Similarly, the description of the e-Wallet server 22 is as earlier described with
appropriate modifications for the routing of transactions from/to the M-Commerce server 16 and

the third party billing server 600 associated with each of the third party platforms 200, 300, 400,
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party / vendor network entities, such as the SM5
center 24. The application architecture also nanages
t he back-end adm nistration, reporting and nonitoring
infrastructure. [00164] As depicted in Fig. 10, the
M Commerce server 16, e-Wallet server 22 and a third
party billing server 600 may be viewed as the primary
nodul es devel oped to support any nunber of third
500, ety toyefitick Ithep agaessary b baynadnt drassaction(s). i Additiomally and/or optionally,
application | ayer. These nodul es contain the 42
anothed Us Walists strogh, Gefredentif€ a pasidrherts alecs@lic/twaiet (Adtdshidivd), may be
separated into discrete functional blocks, which
1ncludéd‘h?ﬂ1@céxe1‘ﬂFIaPy eRbodiRlehess Bigd19é thahfie m&&klgﬁ‘@ﬁvﬁhe%ﬂéj customer’s
interface [ayers. In anothéer aspect of this
irtualSlibRgL ment, the systemfor the third party billing
.wnuﬂserveﬁ 600 may be integrated within each of the third

s T T
00, 300, 4 500, . t .
is the t@g@ lﬁ}gdseavef g%q, Ocht qﬂn}p&s%tfu%}n%lp rcglg 'ﬁ %ﬂ*sg{(% &a&ely, a third

third party platforns may sed to sell and/or
party tgagpaciien nsadsrEINL blpgk 6Q0ayn a%allﬁa wpréﬁgﬁnem blosk §90¢a A dhird party retailer
services. The followng list is but a small subset of

commisgien block 609G ged & PIN datelaasah@ﬁb pOQsayment s t hat may be
enpl oyed using the technol ogy of the present

[00169] rilterthird party bilige senet trdesactinn maagement blodki @00a ptawides the business
bill paynment systens to pay for: satellite radio

logic 16 uhaaged thcl tRmSactidR agecistof deBl @Y io$ ibﬂﬁn%pi},ﬁﬂnﬁ Cbnt&RId¢iseices. The
provider (I1SP) services, ticket purchases (whether for

capablhﬁé’sv@fi blo&¥ Qm neRae, K AL fot IBRAE {o? Qo&ﬂl%r&a?mactlbﬂse from/to the M-
lottery, etc.), donations, utilities (i.e. electric

Commb.fc%l §W [ &8d glllljd party & nag SélJV 18! $, )600| &gﬁéclu%lgt gﬁd optionally a

nat | Ona taX pt's, Cla SG?Vl ces, Sur
d d
S T L SR, b F 08 B, 00,

500a tgrage}x | nV%@§3§® ﬁB@l ﬁiqg?%cléllvglgr gr{cgggnsa%nccﬁata logging for third

|ncludes a wde variety of electronic products and

PmB”%@Pgﬁwﬂgng%mkﬁm%ﬂnzne accounts for eBay, Amazon, nusic
portals, gam ng, |ibrary subscriptions, internet

[00170& eTl@ght@ﬂgr verificatioadtnotional dheybr608eprpivisles thetbabiness $ogieito manage the
shoppi ng, etc.).

services that a third party provider is able to provide. The capabilities of block 600c include, but

are not limited to: determining the availability of bill payment services by vendor, by region or
third party provider group.

[00171] The third party provider retailer commission block 600d provides the business logic to
manage the charges and commissions for the retailer/third party provider/agent. The capabilities
of block 600d include, but are not limited to: managing prices by region(s) and/or retailer/third

party provider distribution trees, such as by retailer/third party provider group; and defining and
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This invention is not limted to bill paynent

(collection) systens only. It is operational for

di sbursenent systens as well where a custoner receives

currency fromthe retailer 10. [00166] The description

of the M Commerce server 16 is as earlier described.

[00167] Simlarly, the description of the e-Wall et

server 22 is as earlier described with appropriate
calculdidgirblall@fthidd pattP providRr midgih g &Eloh(s B6@6# tetiRr/iHiBdr§ provider

t he M Conmerce server 16 and |rd party billing
group@€rver 600 associated with each of the third party

pl atforns 200, 300, 400, 43 500, etc., to effect the

[00172;2%%&? ahy PRy ldhta Pgs\é'ﬁ%oétdgg:ﬁ(ﬁff%QFé ?lem rg&d %%Ma)ée the sets of

optlona

PINs f{gﬁg\%@w“ 0 S GUStOmEr 8 cc) fcgggg@b,weg'rog%% g&g{sm{ude but are

. of Fi e interactions mnth the c
not linjieg foidFeEa el T’?ﬁ@%@})@fﬂ%@l%@éwﬁa 1 Hieroenp RN pavting of PINs

nodul es depicted in the exenplary enbodi nent of Fig.

to the reguesting mrdulels);ead grarmarkisgiof P m@r” opopsucegssiully served.
conprises five main functional blocks; nanely, a third

[00173]) dgammunigatiwac betweemetha gerven tmérudesk 16,003, 660 ramdatheepne or more
verification block 600c, a third party retailer

operatartthird paitp setvicechrotidadnetanck entRich] slehalsahe SMP cknt6004. the WAP
[00169] The third party billing server transaction

gatewd PR ORTERE phitReds 8002300, 200 J860,t01e 1HUIB NESSis aQ@fhplish@ through
manage the transaction aspects of dellvery of billing

1nterfa9é%m§£lt30§£) Qb@a{‘tSOQJ zagrz% a&&ammﬁew&ep%@ {g.ties of
600a i nél'udé, but are not [Imtéd to: routing

wom:] iy AES S O, e o

e oaf?yeﬁé“ P T RSB IS tms c

Oa, 400a, 500a for th tfo nB 200, 300, 400,
interfaigig Usodie A HG e onBstHOR fogs et business  ogiggthtsdy sioplifying the
third party billing auditing and reporting. [00170]
integratipe ofethil| partyyaqtvpike gutitiss. fThiscpiovidss abplyetand environment for
provi des the business logic to nanage the
standards based network entities.

[00175] In this regard, a primary function of the interface layer is three-fold: (1) to manage the
communication sessions with the target third party platform, such as Water Company ABC
platform 500; (2) to convert a third party billing server 600 request to the required target
platform format and send it to the intended target platform; and (3) to interpret the target
platform response, and convert that response to an appropriate response for the server modules
16, 22, 600.

[00176] Notably, each interface 200a, 300a, 400a, 500a, 24a, 25a is written for each specific

target third party bill pay service provider entity. For example, the credit card company interface
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services that a third party provider is able to
provi de. The capabilities of block 600c include, but
are not limted to: deternmining the availability of
bill payment services by vendor, by region or third
party provider group. [00171] The third party provider
retailer comm ssion block 600d provides the business
logic to manage the charges and conm ssions for the
400a i$ @tigten &r/coibudicaisn with caeditdard @aapiny O bidl pagpdifolrint400 SSimilarly,
of bl ock 600d include, but are not limted to:

the gad|BMRSn G ShtBHFACSD0PI WigiEinOof SommMskc&ion viiRihk ‘Ga/s td’Urr[;ﬂny B platform
party provider distribution trees such as

300. Eﬁﬁlt 1?%:'(@5% a1 irngorparra{ex f%?\%g% g4 R}Jrﬂan egga{nkewtlelg lc@tﬁ%n a target

ating retail party OVI
third pa*%‘se‘??l@?%mm%é% ol i e*n‘s' HrtuBaltbifin ocﬁgrgwe
S e T R

capabilities of block 600e include, but are  not
the efP‘PQ#‘P%‘H olo Figse Jle At i lofe getivatandilbrpaymsat sewicss using a wireless
basis; safe storage of PINs; serving of PINs to the
“mMHWEqm@Qﬁﬂﬁg3nDdule(s) and t he mar ki ng of PINs as
"used" once successfully served. [00173] Conmuni cati on
[00178) eDpezationtlhy and rwithr respedttockigl B2, tRie iGd0wardflowehanef athird party
nore operator/third party service provider network
bill pa@ibntt traSactidhl @Bingshd §i8tebVBF the hibodiddent bhBigAR) aigil EWAY enables a
25, and the platforns 200, 300, 400, 500, 21, 17, 23,

custome® of '\ﬁat&c@&ﬂgin[ym td PaPHGher watee bliPGESs &Q@ﬁ:ﬁd &RRAcy (i.e. pesos,

400a, 500a, 24a, 25a and a middl eware |ayer

rupeesg‘%gﬂﬁs“’ %bc Yve: 8'30&]% baf %Etggx‘? Pod rbiifer 1003 dR5&5122008,

a and conprise an interface
[0017%?%?%% grcem&s ??‘%P sacggsr)ae %IH{KI)I%? C%ngggensl e é'ata{fer 10 to pay the
separ at e . ection logi¢ fro usi nes
custonih g g Bl ﬁ%f Pl ¢ oreaynh B 4 ﬁteafé’@mw frglatorm 500
network entities. This provides a plug-and-p g
Importanfly, opkHaiRd Parbr serdgeRauiders. Whish glaHermmR “é?ﬁf'f‘tﬁ g0 M-Commerce

server 16 may provide bill payment transactions using the technology of the present invention.

[00180] Once a customer engages a retailer 10 to pay his/her water bill, the retailer 10 uses a
wireless device 12 as a point-of-sale device to initiate a third party bill pay transaction, as at
operation 510. In a preferred embodiment, bill pay transactions are performed using a SIM menu
by retailers 10 that have authorized electronic wallet permissions and SIM security.
Characteristics of SIM are as earlier described. In addition, the different options that may be
provided in the SIM menu include, for example: (a) Prepaid Topup; (b) Postpaid Bill Pay; (c)

VAS Selling; (d) Water Company ABC Bill Pay; (¢) Water Company XYZ Bill Pay; (f) Credit
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[00175] In this regard, a primary function of the
interface layer is three-fold: (1) to manage the
comuni cation sessions with the target third party
platform such as Water Conpany ABC platform 500; (2)
to convert a third party billing server 600 request to
the required target platformformat and send it to
the intended target platform and (3) to interpret the
Card B#llr B8, (gplGas fCunipanhe IpEN Bl Papd () Ofl@rit Gdagdany &8 BiNFRy; (i) GHI
to an appropriate response for the server nodul es 16,

Electrdtdo PAAD.() HIVEZ] WhlBlARAY ceach interface 200a, 300,
400a, 500a, 24a, 25a is witten for each specific

g [ ) S kY -
oot 5SBLhl S A Ll D88 08 A5 HLAR R om Wt
400q It f.or.. co Rj ton Wth credit,. d,, .
Compfty AR ¥l 155, ORI 4 28 G AP ifi P mhis men
. conpany. iInterface 300a is witten for c nj cation .
requirgi PR L) (:@FOWR AR PISch ok ARt Glamele D thg SYsfafR’s (unique)

.. .also incorporates features designed to manage the =

identificy by svhieh the cpseraerdn regognizegdy the Frisdpaghy biliing entify,rghich in this case
provider entity. This facilitates a seanl ess

is Watgy Gempany-AB&y Thip idegtifieriay, ggneily zpmpriseothe ceiteraérf ssapcount number
description is now presented regardi ng operation of

in the WateraCampangsthilling gfstethh@i) elbdatirad phynadént Bingant; 40d @iipthé Tetailer’s
to activate bill paynent services using a wreless

M-Coaieitd Rervar identifitandrceumted Gile/ 81-POPer ati onal |y, and with
respect to Fig. 12, there is shown a flow chart of a

00182 Prefdrdddy, tite SINI labpIRAVIOR Qfsplay @ fRapblPRiatéSirdtpis 6 1Ry RELIE 10 vi
(00187} Prbferdbly, dle ST appIRAKHH dsplayg SAPbIPRat DS 16 YR v

the SIIgiL{ﬁc%le'.rﬁ{ othr \Wﬂ{ﬁ rthe[cfégﬂlgp Q/el&%qzx%: ?g@%ﬁoﬁﬁiﬁé 9&¥0&‘é@%§{ption (d)) from

usi ng physi'cal currency esos,

nds, etc. ver the counter to an .authorized . .
the STARHBHE apd biecs ¥ i, bitesiS kBl APu KB Meiibromep n operaion
Fig, 12 tr action, a, custonmer engages the retailer
30, thepgHiegs s HINGARd cRtstdhe BARERHN. bi || wi th Wat er
Conpany ABC vi a Water Conpany ABC pl atform 500. )
[00183] Adsr $I§ﬁtqppl}ca&ﬁn wonsifucts ynerdyried Pilk pay syt message ipivige (SMS)
platforns are integrated into M Commerce
containing the entered data, and sends the message to a SMS center 24, which in turn routes the

bill pay message to the M-Commerce server 16. The M-Commerce server 16 determines that the
bill pay message is a bill pay transaction, decrypts the message, and authenticates the retailer’s
10 details on the e-Wallet server 22, as at operation 512.

[00184] If there are sufficient funds in the retailer’s electronic wallet account, the e-Wallet
server 22 holds the payment amount in reserve and the M-Commerce server 16 initiates a
payment request (operation 514) to a billing platform 500 of Water Company ABC through the
third party billing server 600. Preferably, the details of the payment request include three pieces

of information provided by the customer; namely, (i) the customer’s (unique) identifier by which
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server 16 may provide bill paynent transactions using
the technol ogy of the present invention. [00180] Once
a custoner engages a retailer 10 to pay his/her water
bill, the retailer 10 uses a wreless device 12 as a
poi nt-of -sale device to initiate a third party bil
pay transaction, as at operation 510. In a preferred
enbodi ment, bill pay transactions are performed using
the custor®Béik Peengnizdby tht dhitdpasty Hilling ahtithawkich i this dageid Water Company
el ectronic wall et perm ssions and SI M security.
ABC; @i ﬂl@(‘de@ﬁd:cﬁ ayifen®lamoliM; ahe (9 tReChdtGherte Shreiche devied nl(ljmber (i-e.

addi ti on, e different options that nay be provid
MSISDR).t o‘ﬁuvkmt b Gha{d g 1Jderth@ R r eﬁﬁfe -C
j@%d%sl (b) Postdald %F © Pay; ?égﬂ Sel |ng,£1 dfd ommeree

ABCBIIP Wat Co XYZ Bill
sewer}é&%&gt % ; @ed' t 46I Car da)E/Bi I I(e)Pay (el(;) Gangagrrpany IDEF
[OOlSﬁlé 1108 (Sh% I\tlge gﬁl?or}q} hss Aeﬁ Iar M?Xs&@?)wa?_l @fgﬁm exists.

Keepi Wi e custoner s stated deS|re to
Here wresbfklﬁgg elidionn 300191 WG Company’ ABpiies AbRt the eremess water bill

10 selects option "(d) Water Conpany ABC Bill Pay".

account i & vahichane by giosy-teserensing plcthe Paymentse@iesiwith fnfernation in a water
pi eces of information; nanely, (i) the custoner's

account ylatahase) If nal matomrigedatzbjs {olohd, hWatee (ougtapyeAB(Q’s billing platform 500
recogni zed by the third party billing entity, which in

notifies Mesthivd party billiMhteverGoOudnke ﬁ%atélﬂ;l ias at oigorationi 3418, MAY third party
generally conprise the custoner's account nunber in

bﬂlmgtsaﬁ'em&hot%gﬁﬁé‘ ¥t-EoRlekden@riey 35 SWhich iih turh Réndd@ShdtERation SMS
paynment anount; and (iii) the retailer's M Commerce

messa, foV Rle fefgRE 'lb' ¢igt degfben}wba%%s{ﬂ# §f tIM Rlilfe o{" QL 8mitted request
referably, the SIMapplication displays the

(operaﬁ‘cﬁpffb?. %ﬁ%’?ﬁf?few él.% tnlib? s I\?gﬁﬂl\? fde ﬁé’r wWhs tehﬁl%r glloned the M-

er “wor er se ect

CommEk EE0 40 aipeHBts ﬁé“’%i%a%}??‘e@%g ek o eghmer (Vs wircles

. provided by the custonmer in gperation 30, then enters
de‘”cefﬂ%fo‘i\‘?i!‘pg F@%ﬁ’& splymitied geduesidattedansacti on. [00183] The

SI M application constructs an encrypted bill pay short
[001864¢3ns thgeothas thand.eif tigngistomer’s water bill account is verified as a valid account,

then Water Company ABC'’s billing platform 500 accepts the third party billing server’s 600
payment request and posts the payment process, as at operation 522.

[00187] Next, at operation 524, the Water Company ABC platform 500 sends a confirmation
message to the third party billing server 500 that payment has been accepted for processing. The
third party billing server 600 notifies the M-Commerce server 16, which instructs the e-Wallet
server 22 to deduct the appropriate payment amount from the retailer’s e-Wallet account

(operation 526).
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contai ning the entered data, and sends the nessage to

a SM5 center 24, which in turn routes the bill pay

nessage to the M Commerce server 16. The M Comerce

server 16 determ nes that the bill pay nessage is a

bill pay transaction, decrypts the nessage, and
authenticates the retailer's 10 details on the

e-Wal |l et server 22, as at operation 512. [00184] If

[00188]Etiee MeCOmEntrdd éroett 16 U4l cofstid® h eldiflcionS SMS message to the

electronic wall et account, the e-Wallet server 22

customf¥®ls ARirdl 8 dRMLEER lanfRP&atidd) 5T HSRIMBtaRB16 (pePditR &Snfirming
server 16 initiates a paynent request (operation 514)

ot g BRSPS 0 0L SRR AR L o
PSS O BR8P 558 rime o

t he cust, r's (yniqu identifier by which 47 the
paymet, dhes AL § nra@@og’ﬁi @e@%@#ﬁ SOV {F tign pymbrygnd the payment
entity, which in this case is Water Conpany ABC, (ii)
amoun{.he desired payment amount; and (iii) the customer's
wi rel ess device nunber (i.e. MSISDN). Optional
[00189] rifimilady.i @ suerassiilnEMSdeotificatipnyressage tsypetoathd ratailer 4@ ereferably
M Comrerce server transaction nunber. [00185] At
contaimpiafaamiation 6d the ddtstinte aif papmedt, thesmetoner'sMSISEN, ahes M-Cdmmerce

custoner water account exists. Here, the billing
server Blti@hdactich MRfbedf anidliepayteiPanounfBC verifies that the
custoner's water bil account is a valid one by

[0019¢]" QS hid RhSLRNGhd etffer t10CABANERMredc§ HGH ith&Vchdlomer in the payment
infornation in a water account dafabase. If no

ks ta is found, Water Conpany ABC s billing
mnmn%?%%?%?%? O notifies the third party billing server

of. the ni sha as_ at operation 8, Jhe.third .
roooddeeriring iy T EE L e Be@onBaRo Bl im0 e CH1Fish Bt bl payment
server 16, which_in turn sends a notificatjon S
transachign &g HSYHran P Fabodimenyiol sy Thend 31 t%fa\ﬁngl?h%a gpstomer to
the failure of the submtted request (operation 520).
purchapg ¢ndingdimeyel y, if the custoner's MSISDN identifier was
earlier provided, the M Comerce server 16 al so sends
[00192] Indh¢ Exemnplary FiSNS transactige, 2 oustéreercangagesehe (efdiker 40 to pay for an
W rel ess
electronic PIN that allows the customer a specified amount of online time for a desired purpose,
such as 30 minutes of online gaming playing time. Generally, an electronic PIN refers to any
unique alphanumeric code usually generated using an algorithm. Here, the retailer 10 selects
option “(i) GHI Electronic PINS” from the SIM Menu displayed on the wireless device 12, in
effect initiating a third party bill pay transaction, as at operation 522. Upon selecting option (i),
another menu requires the retailer 10 to provide three pieces of information — (a) the customer’s

(unique) identifier such as the customer’s mobile number; (b) the desired category PIN, which

may have one or more varying payment amounts or time; and (c) the retailer’s M-Commerce
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device), inform ng that the submtted request fail ed.
[00186] On the other hand, if the custoner's water

bill account is verified as a valid account, then
Wat er Conpany ABC s billing platform500 accepts the
third party billing server's 600 paynment request and

posts the paynent process, as at operation 522.
[00187] Next, at operation 524, the Water Conpany ABC

server Adaitffieatiod Qdmbands. dM-PINY ité Vefifyoauthsreedage. Oacd B information is
third party billing server 500 that paynment has been

inputt®C BRApEECatieh sitkd Q&ﬁﬁcg donfiiftion bf the in¥ermatioR 'ttlaﬁdﬁalon
server 600 notifies the M Comrerce server 16, which

[001934"}1311&r 4N a%pgngatﬁm%lngtﬁfcts ﬁ?ryﬁg%g@ vhIP gf ?f& qtlé%gage service (SMS)

paynment anount
contanml%e eh e&‘g& %S‘iglr’l ng.nd tF‘lg Er)rllegsgaﬁgt%(? %(:Stl\é@ cén ]ﬁa}v Glglc\)/lnnetwork 14),
. . SM5 nessa . custoner S rel ess deV|
which i SR gt Bl BR e Rt Ve orbiseres ferit flgn The dfCommerce
confirmng. that yment has been successfully posted.
server A6 dlgicrainsy tipt tQR/BﬂﬁRﬁY@fFSé@F%ﬁ bikkney figasagtion, degypty ghe message, and
custoner's wirel ess device preferably contains
authentipdtey the rétaiter s Otdgtails o thereeWaletisarver 22 as af aperation 524.
paynent, the retailer's nanme, the M Comrerce server's
[00194]r Hrtbere tare sufficivhe fyndand thé ectpidorivecitctroaiowallet 4c00dBIthe e-Wallet
Simlarly, a successful SMS notification nessage sent
server {22 hél@s tigd phyrient kehoRhe i kabivie andOfht VIFConufiERE BivieP N6 ftitiates a
the date/tine of paynent, the custoner's MsSISDN, the

paymelt £UBER r(&&ratﬁﬁrszgy S theBRS ity BIMiMPEERRY 608 NBrefdifly, the details of
paynment anount. [00190] At this juncture, the retai

o I L B S G W oo 0
usableJto qen{] @rtﬁ%[ I%l?e a? alﬂﬁtrg%ueats on ygn&%% rp}'eygc{ué SSF g party

I
[0019@% nrt)arg)c relt:alu T Vengcaacﬂ)g glock %860 a{;g bve(;"l eg tlcl:alflst g r;g’caller is an

authorized one (operation 530). If no matching data is found, the billing server 600 notifies the
M-Commerce server 16 of the mismatch (operation 532). The M-Commerce server 16 in turn
sends a notification SMS message to the retailer 10 advising of the failure of the submitted
request (operation 534).

[00196] Once authorized, the third party retailer verification block 600c communicates
verification to the transaction management block 600a, which accepts and posts the payment
processing (operation 536). Accordingly, at operation 538, the third party billing server 600
notifies the M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the
appropriate payment amount from the retailer’s e-Wallet account (operation 538), and which

retrieves an electronic PIN stored in PIN database 600¢ (operation 540).
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purchase online tinme. [00192] In the exenplary Fig. 13
transaction, a custoner engages the retailer 10 to pay
for an electronic PIN that allows the custoner a
speci fied amount of online time for a desired purpose,
such as 30 m nutes of online gam ng playing tine.
Cenerally, an electronic PIN refers to any unique
al phanuneric code usually generated using an
[00193| Tier M-Qomnidecee sertvlre 16edlas |cdnsthidtss @l mutifivaticnpiSMB) mdskdge to the
GH Electronic PINS' fromthe SIM Menu di spl ayed on

custonidi® Wiréledseasvicteopefitide, 542N an@fre@nér ﬂ@'(b%s’%&tldﬁ%ﬁ)t &Hnkifming that
party bill pay transaction, as at operation 522. Upon

paymeﬁ?h&q;ek:ﬁ‘ GucRBshit! g r;fokt)ed and HQN%EE% eshs c'(i)ffaﬂfé' BIRSto ttﬁliecustomer only. A

retailer 10 to vide three p Informati o

succesgi%li SMBe nSfSi'ﬁ%g mg‘ssa 911!(? )kt)]}é ?ﬁg?&%el’ e(vugfég] tdnge yﬁeferably also

tomer sire
conta%fmﬁ o ﬁ%%cu?t%%r %S?m? #@%ﬁg.“?g%fm&ﬁﬁﬁ%%teegn% the M-
server identification nunber (i.e , Lo ver

Commgree 5e1iey & frapgetionpiebernand the @PﬁﬂﬁﬂtcﬂmQ%t Si“i“}B%FﬂX» @opu%qq#ul SMS
application seeks accuracy confirmati on of the
notificptifronpssageoieny torthe resailer 18 preferably absp coning|inforpasionc: the date/time
constructs an encrypted bill pay short nessage service
of payfrevG)the custdmadris MPISDY, et MrEoinohatca, seaved s Snsistiot eumber, and the
nmessage to a SMS center 24 (via GSM network 14),
paymewhamadunt.n turn routes the bill pay nessage to the
M Conmerce server 16. The M Commerce server 16

[00198] €A kI H@gtirBathet RRaiRE |dr RAYIEESF@GRd 309addbgtt RA¥ncy from the
transaction, decrypts the nessage, and authenticates

|
custor&aegJ ?ogeﬁ{t)lgg rsgdt;)l g)rr]lggt%lg %h?%%l%g%%&%e‘hﬁ tél\régd'(lanr?é Plg\ﬁ ?l}’ crust%?ner may now

ron 0

log on{eotjgéff %bél%er \c/iie?&% bleehé)?) & l‘ei%%ré/ % afec%té Vrvﬁé V%%lgh éiﬁ]oWs the customer

30 mich s§£ ﬁ and thelN$CDTnerce server 16 initiates a

mmb‘% RRUNE ARG PIRYRR Y on 526) to the third party

billing server_600. Dreferably, the detajils _of th

[00199 Referrine meyuieskisa i thers iashgr ﬁ%‘?thﬁilékt"ﬁ gharbillgptratingga third party
VBl SDN and details of nenu option (i), usable to

disbursement iranpagtigatusingdhe pystam ofithe embdineentef FigsptQ and Wathat enables a
previ ously sel ect ed.

customer to withdraw currency from his/her financial account. In this exemplary scenario, a

financial institution (i.e. HIJ Bank) has one or more offices, branches, ATMs, etc. from which its
customers may withdraw cash. However, to expand its footprint, HIJ Bank seeks to provide its
customers with the capability of withdrawing money from their bank accounts through
authorized retail outlets widely available. Generally, only third party providers, which platforms
are integrated into M-Commerce server 16 may provide cash withdrawal transactions using the

technology of the present invention.
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[00195] The third party retailer verification block
600c also verifies that the retailer is an authorized
one (operation 530). If no matching data is found, the
billing server 600 notifies the M Comrerce server 16
of the m smatch (operation 532). The M Commerce server
16 in turn sends a notification SM5 nessage to the
retailer 10 advising of the failure of the subnitted

[002007] €16 BBt exempREA tashndiSittdemehD Gd:Ba¢tidn) @ & usidinen) Wi Prefdritsty already
third party retailer verification block 600c

has anCREFOHD Gt £8esighBfedfinaAdihiodhtityp shiédlead HANSAK 'eﬂ%hges the retailer 10 to
managenent bl ock 600a, which accepts and pos
i
w1thdrg\g3élﬁﬂgft3 froﬂ{ g/‘ﬁ%:sﬁ.%t {gIP QLSB%gtr %;at %?%%El%lgggg % Lé ?g:l %rf)edaémbodlment
FeLver h instructs. h?hathave

cash w%é%g%via?? sacetlons 2petr e du sing'e ﬁill\q ag\é‘p Mafidn ment b retallerF

server proprirate

t fromthe retailer's Iet ccC eration
authorg g ectionnbillet bift oS Chae #%518% e (3 carlier
PI N dat abase 600e (operation 540) 50 [00197] The
describgdconmer ce server 16 al so constructs a notification
SMS nessage to the custoner's wirel ess device
[00201] dese.cthe mﬁalkn 20 seleats option; ‘(ig HUY Oashoihdraival; f8vu fhe SIM menu. This
confirmng that paynent has been successfully posted
menu equiresethe vetnilergl Ot toanmite foir resminple Phbl cistombes anigsjie FHF Bank identifier
only. A successful SMS notification nmessage sent to
(ie. cistimatsbaikeaccbuitd fehiasy tHe withdrdWabiagioabt, thalrémiler’s M-Commerce
contains informati on on the customer's nane, date/tine

server Qcﬁenﬁﬁ}éifﬁﬁt aurhtt® (VEPEN) @hd $hd)8iBomdritewlvbleS08®BEL Bumber. Once the
server's transaction nunber and the paynent anount

retallels'l o 1'{%19 rdl})’uttea ‘cgéJ %icgﬁ%tr  dnforth ?Ttlo[ﬁo bl b {cht% Hﬁ $hé Qéalfe?’@t wireless

e reta also nta

device 15 d:i)sg lays .aﬂ %Pg%%?or%géu?ﬁyg tlogg\éﬁg?r elth?r Vé% gg(l;el” Qr “redo”

nunber and the paynent armunt. [00198] At this
OPUOH? uncture, the retailer or wireless oper ation 10
ccepts currency fromthe customer (operation 546)

(00202} dpony spafiEmataaF teoprmpied infimalien deialy by Bhey retﬁlllré 10, the SIM

cust omer nmay now
application constructs an encrypted cash withdrawal short message service (SMS) containing the

entered data, and sends the message to a SMS center 24, which in turn routes the withdrawal
message to the GSM network 14 and on to the M-Commerce server 16. Preferably, the totality of
entered data include the customers bank account number, withdrawal amount, the retailer’s M-
PIN, the customer’s wireless device number, the retailer’s MSISDN, and the transaction type
(i.e. HIJ Cash Withdrawal option (j)).

[00203] From the entered data, the M-Commerce server 16 determines that the cash withdrawal
message is a withdrawal transaction, decrypts the message, and authenticates the retailer’s 10

details on the e-Wallet server (operation 552). The M-Commerce server 16 then initiates a cash
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log onto GHI's website and enter the above-received
el ectronic PIN, which allows the custoner 30 m nutes
of online gam ng playing tine. [00199] Referring now
to Fig. 14, there is shown another flow chart
illustrating a third party disbursenment transaction
usi ng the system of the enbodi nent of Figs. 10 and 11
that enables a custoner to w thdraw currency from
withdrhwsl/ fequesf (operatiomb54)ac chubillingrplatform EXEIBaak {\nstGRowA) through the
a financial institution (i.e. HJ Bank) has one or
thlrdpﬁﬂyﬁﬂﬁﬁgfgeﬁ@sﬁ()(br anches, ATMs, etc. fromwhich its
custoners may wi t hdr aw cash. However, to expand its

[00201] ORE &Hekd't‘lton 55k %@@é}ﬁléﬁ?ﬁﬁé 19 wRERY Q@alidtc%st]pﬁ{élgg BﬁﬁJ ascount exists.

h“the capability of w thdraw ng nmoney fromt

Here, Bl%g:h 1i?1§ g{l}%&?ﬁbcff*ﬁﬁ%#é V%Fi#' 39 Eﬂgﬁlﬁ% {t%{o%{(fr s"(E)@écEm% savings, money
marke f %ﬁﬁl@t 1\§Qalr 3321,(!0 | at &;Z n%?hé [ fl??&\(az*%(funt details in the
withdriyiraish V15 PORD BSPaR ARASS o) %ﬁpﬁ&pﬁﬁg f i Tound, HIJ Bankcs

di shursenent transaction, a custoner, who preferably
billingplgtEagannotifigs therfhisé partnbilking server $08 iofjthe @tsnfatqha(nmramon 558). The
entity, such as H'J Bank, engages the retailer 10 to
third pertyhbitlng severy6Gor otifiessthheM-Eomaemicaserar cdynwhiclasn atrn sends a
operation 550. In a preferred enbodi nent, cash

notificuidrnSivISwatssigean SR tetalRs vARr deviper2o adising ot tg failirt Mf the submitted
application menu by retailers that have authorized

reques©{oP6rlation 560) WaltdrRitivRBY, I thé bL@RsmaAMSIINNG ﬁféﬁﬁﬁérywas earlier provided,
aracteristics are as earlier described. [00201]

the M'I'%n%ne&@ Selvet 5115|a‘?sro dBgs %l fGiRaf (H'L'S‘MS ‘nidsdagh!l 1 tﬁ@%ﬁstoxﬁer (via a

thdrawal ™ fromthe SIM nenu. menu requires t

th t S
e R 1 U o7
t th t amount ,_the retail er'’
WOZOS%&%%@F@EH%M Ot e B caR s Loy eaNg Rl then the
t he custoner w rel ess device nunber. Chce the )
next decisignal dpsug gs wivgthﬁh Suficieat fimds sxishin & sustaserat finswcial pesount to

application on the retailer's wireless L
cover the desired withdrawal amount (operation 562). If not, the third party billing server 600

notifies the M-Commerce server 16, which in turn sends a notification SMS message to the
retailer via device 12, advising of the failure of the submitted request (operation 560).
Alternatively, if the customer’s MSISDN identifier was earlier provided, the M-Commerce
server 16 also sends a notification SMS message to the customer (via a wireless device),
informing that the submitted request failed.

[00206] However, if there are sufficient funds in the customer’s bank account, the HIJ Bank
platform sends a notification SMS message to the customer (via a wireless device), advising of

the impending withdrawal (operation 564), and prompts the customer to respond with his/her
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device 12 displays all the inputs for accuracy
confirmation, whether either via "cancel" or "redo"
options. [00202] Upon confirmation of the pronpted
information details by the retailer 10, the SIM
application constructs an encrypted cash w thdrawal
short nessage service (SM5) containing the entered
data, and sends the nmessage to a SMS center 24, which
secret passtvordnasr to wilethet e awthdriwdrtasvalithdiawabageunt Gopekaio3Wh). If the secret
network 14 and on to the M Conmerce server 16.

passwdtd 6f Qo Bhitred! RE dufodibatioh RfdecRBd @6 @dvélBteh procidédantl T Bank’s
cust omers bank account numnber, MAthdramaI anount, the

platforﬁ?ﬁcﬁiﬂe? Ehesthﬁ/cll %llﬁr@%eﬁ}& B@HTEJcm% i q‘h@ hOSilling server 600

er's NI SDN, e trans ct’i on

et i A, R, e e
ot L AR b G 0S5,

authenticates the retailer's 10 details on the

[00207é Rewsver ik e\sssret Rasevard;is autstsd, authasizatigncofithe patbdeagal, ansaction
16 then initiates a cash 52 w thdrawal request

is deemer ta haviedrees pugvidesl andeH B Bankhyplotfermt eross-esferences plampntered secret
(not shown) through the third party billing server

passw@00vith 2Mits datatmse tatictomibs &, it tihe velid bsd (opatatios $68). il not, the
whet her a valid custoner's bank account exists. Here,

retailet 8 @ofifi¢d zisrt&scﬂ'lb&ﬂ fabove thit tht taBactionMehotisueesifilafopération 560). If the
custoner's (checking, savings, noney nmarket, etc. )

secret PASSROHAL en'te?ecﬂls\(félemgd QREliPYnd IS Baflgs bﬂﬁngﬂﬁﬁf&{ﬂ? Ln IRAM sends a
account details in the w thdrawal request mnt a bank

confnﬁé‘atgcﬁkﬁg&ssg%}tt@rfﬁ% ﬁmid aéa{t%ﬁ%ﬁ%%%%?{% al 'r_!q*axest has been
558
el b{%@e&%gggénf%@gﬁsu%%%gfgir%@&a@a%ﬁﬁa%ﬁt@ Ay

, h t )
R R 5 A o
12, advising of the failure of the submtted reques
server (6owhigh jagds Hoyithdswal amaunt, o the o Wellgi@orgs b b retailer 10. The M-

VBl SDN identifier was earlier provided,
Commerce server 16 also constructs a notification SMS message to the customer’s wireless

device (operation 574) and retailer (operation 576) confirming that the withdrawal as been
successfully posted. Upon receipt of the notification message, the retailer 10 disburses the
desired currency to the customer in the withdrawal amount (operation 578).

[00209] Having now described a few embodiments of the invention, it should be apparent to
those skilled in the art that the foregoing is merely illustrative and not limiting, having been
presented by way of example only. The above embodiments are only to be construed as
examples of the various different types of computer systems that may be utilized in connection

with the computer-implemented and/or computer-assisted process of the present invention.
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the M Comrerce server 16 al so sends a notification SMS
nmessage to the custoner (via a wreless device),
inform ng that the submtted request failed. [00205]
On the other hand, if the custoner's bank account is
verified as a valid account, then the next decisiona
i ssue i s whether sufficient funds exist in the
custoner's financial account to cover the desired

Numetou$ hddifwatiorsnamd tither @Rdodimedts &6 Hithid theObpe dfhilie itliehtion and any
party billing server 600 notifies the M Comerce

equivaf@f MRFetd: Ot cMTbEdpphetididdl HatSRRHSorR 16 el fréseat 1h%ht1§h/§/ould be readily
nessage to the Tretailer via device 12, advising of

fint t P 6
apparch'fo, TRl Aoy i 1F e 200 D E RPE RGP B B e those
altema%%sl ier provided, the M Commerce server 16 also sends
notification SMS message to the customer (via a
[OOZlq\ﬁ'I elg elggzllsn%ylg,lea[\élég x?w[x Gr(}énf oL %t e}cgglﬁg:rjc%n;ggg?growdes access to a

suff|C|ent funds in the custoner s bank account, the
wide rppgy efagiectropicart digital guerstsAnd oteriges A9 HAedshIs ORe 65 Higee third party
the custonmer (via a wirel ess device), advising of the
providenspihatdiugigmerst indy avell themselvest 0o dn Semy indangesp raoeystomner Ingay not be
custoner to respond with his/her 53 secret password
requircalsto tpossekedriave tacessutorrowirglesst degice) dulhl s fal tha papuint of a utility bill.
(operation 566). If the secret password is not
In othe® MisnCek, suth a8 wihefd dion2h sdeks HLRIEIthsé &n E8MENXERIN for online game
provided and HI'J Bank's platformnotifies the third

playm% 08t {sYprbletable@r SR ASlonRP RACUEUsO U ¥ wirk®s bNiEd R FeliVery of the
|ng server 600 notifies the M Commrerce server 16,

[ nds a notification SVMS nessage to the
elecm\ﬁ{e& Igﬂltg&e%gﬁnﬁsl sing of the failure of the subm tted

[0021 lgeﬂjl,l{‘ Léss SR %ﬁg%}y %H%g%g%xglkr_?@g;ﬁ?eo?{e%efu {nﬁzsntlon is available
mnthdramal tra sactlon s dee o have .

to one or ATy SUSIOFREYS j¥hy Bay, Reek aﬁfﬁ% 1 n&ﬁsd@i‘&’é%en? é?‘g F‘glrﬁffé%“ g¥stems other
entered _secret password with one in its database to

than thyeushy tradifional bank @fﬁ% vlttycpayment officesatA 1o m®dines ppd the like. As

not, the retailer is notified as described above that
have beére carhiemdssoribednusing Hist present swehtisn § opsbereri isravaibal) of 4 extensive
networtkrli‘ local, regional or national authorized retailers or merchants through whom they may
perform a wide variety of services, such as from payment of a utility bill, subscription to a color
ring tone service, to withdrawal of funds, purchasing of event tickets, etc. In addition, these third
party billing server services products or services are preferably modular in that each
product/service may be enabled or disables as desired on an individual basis.

[00212] Further, since numerous modifications will readily occur to those skilled in the art, it is

not desired to limit the invention to the exact construction and operation illustrated and
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secret password entered is deened a valid one, HJ
Bank's billing platform (not shown) sends a
confirmati on nmessage to the third party billing server
600 that the wi thdrawal request has been accepted for
processing, confirmng a successful w thdrawal
(operation 570). [00208] Next, at operation 572, the
third party billing server 600 notifies the M Comrerce

descrite@! ¥Ad ad&rdivibliyC Bl adfsH1 RbodifidalehisiRl eqiiRilétis byt hteresorted to as
-l | of éé%%gr 22 of Tetailer 10 The M Commrce

falling AR the ol AMARDSHIOHC! S @ notification SVB message

to the custoner' s w rel ess device (operation 574) and
retailer (operation 576) confirmng that the
wi t hdrawal as been successfully posted. Upon receipt
of the notification nessage, the retailer 10 di sburses
the desired currency to the custonmer in the
wi t hdrawal amount (operation 578). [00209] Havi ng now
descri bed a few enbodi nents of the invention, it
shoul d be apparent to those skilled in the art that
the foregoing is nerely illustrative and not |imting,
havi ng been presented by way of exanple only. The
above enbodi nents are only to be construed as
exanpl es of the various different types of conputer
systens that may be utilized in connection wth the
comput er -i npl enent ed and/ or conput er - assi st ed process
of the present invention. 54 Nunerous nodifications
and ot her enbodinents are within the scope of the
i nvention and any equivalent thereto. It can be
appreci ated that variations to the present invention
woul d be readily apparent to those skilled in the
art, and the present invention is intended to include
those alternatives. [00210] For exanple, as shown and
descri bed, the nobile commerce server provides access
to a wde range of electronic or digital products and
services provided by one or nore third party
provi ders that custoners may avail thenselves of. In
some instances, a custoner nmay not be required to
possess or have access to a wirel ess device, such as
for the paynent of a utility bill.
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In other instances, such as where a custoner seeks to
purchase an electronic PIN for online gane playing,
it is preferable for the customer to have access to a
wi rel ess device for delivery of the electronic PINto
the custoner. [00211] Through the use of the third
party billing server 600, the present invention is
avai lable to one or nore custonmers who nmay seek
alternative disbursenment @yin®! | ection systens ot her
than through traditional bank offices, utility paynent
of fices, ATM nmachines and the |ike. As have been
earlier described, using the present invention a
“ﬂmtﬁ%ﬁ&ﬂ |s avail ed of an extensive network of | ocal,
i'onal national authorized retailers or nerchants

hvmom hey ma erfo a wde va riety, of .

L s‘g o £OF g RS an S srBie B Seieb o e %f e of a prepaid and
subscription to a color ring .tone service,

postpaif} MABHSISPURH USHg W relH CHTRIHEALon devich @s finek o8 salgdgvice, said
In addition, these third party billing server

Systemsempriseg: products or services are preferably nodul ar
in that each product/service may be enabl ed or

(a)  dhins apyilieaticas lagters for qutrforming trandaotiod uabedssisg Sunctions 1s2id application
Further, since nunmerous nodifications wll readily

layer inclading & moblie senmikick katdler modudeforimanagihg s enditendasobilkedommerce
tolimt the invention to the exact construction and

transad¥oR] at dePAcds! devieor IAbAMe 6 mahRoifle I6d trBRGhctidall processing between a
accordingly, all suitable nodifications and

retailePSHd &S OHSenBRY o fOhIE %ert% Elq)vkﬁr 39d ah &lekirbtc Wafl&' s@rv‘épﬁlodule for

scope of the 1"'nventio What 1s clalned is:

managﬁxegrlﬁteﬁééﬁ&fsg%a ﬁ&&@{gwr&a gauét%&sowne of content and

Vi ces repard and postpald
reless .communi ca

® Rt RIS dhphfif MR pr BT Mol mady peSork entites

said interface layer comprising at least one interface module for each network entity; and
(©) a middleware layer, interposed between said application layer and said interface layer, for
standardizing and managing communications between the application layer and each network

entity.
2. The system according to claim 1, said mobile commerce server module comprising an

agent registration and management sub-system for registering and managing one or more retailer

virtual accounts.
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(a) an application layer for perform ng transaction
processing functions, said application |ayer

i ncluding a nobile comerce server nodul e for managi ng
an end-to-end nobile conmerce transaction, a services
server nodul e for managi ng the transacti ona

processing between a retailer and a network entity of
athird party provider, and an el ectronic wall et

3. Sﬂ{evﬁfsteﬁpgéﬂoﬁhﬁg ko cIBRAYIsHE iR &irh&0S s¥vtmBdule comprising a
retailer's virtual wallet account; (b) an interface

r
parsm% aﬂf&aé]sgét\ll\ogfr .g%dﬁé%eﬁlgsu,b %&ggﬂih } iF &gm%&‘?q ) en'a%t%sééﬁbﬁ $ow and
| 3Lng st one |nterface nodul e for each
Hnmmﬁ%?mgpﬁa%n Odu]'%gnd (c) a mddleware |ayer, interposed
bet ween sald appllcatlon | ayer and said interface
| ayer, for standardi zi ng and managi ng communi cati ons
bet ween the application | ayer and each network
4. chis wtenyaccvﬁgn&%ﬁ@ml de é@fidpﬂglet EPIENEIEensarversEiogule comprising a
nobi |l e commer ce server nodul e conprising an agent
transaqtieyileg, raudit end sepdrtingrrabehsiem feneapsyimgend fstoring eyl $0-end frgnsaction
and managi ng one or nore retailer virtual accounts.
data. 57 3. The system according to claim1, said nobile
comerce server nodul e conprising a parsing and
transacti on nmanagenment sub-system for managi ng
end-to-end transaction flow and interaction between

5. atde §RAH 8&ording 10)6lafiy 3 8AU aREKITdAENérBe S4rdérMnbduld Rbhprising a
nmobi I’e conmer ce server nodul e conprising a

settlen{eﬁﬁﬁﬁﬂ%édngﬂlak 69 sutiagg{e}n ARt AREE ogtfrﬁlga&féﬁ o hE ngss ns for all
n Rd stori end-to-end transacti on 3
n1acc rding to claim1l, said nobile comerce

pmﬁaﬁ%? Sa %ﬁf”ﬁ 6 Irlgsmg a Isettlemlsnt anh

reconC|I|at|on sub-system for cal cul ating transaction

fees and comm ssions for all parties to a transaction
inreal tinme. i i . o
6. The system according to claim 1, said electronic wallet server module comprising an

electronic wallet transaction management sub-system for managing interaction with a retailer’s

virtual account.

7. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet stored value sub-system for managing internal interactions within a retailer’s

virtual account.

8. The system according to claim 1, said electronic wallet server module comprising an

agent authentication and security sub-system for authenticating requests from all modules

including retailer requests.
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6. The system according to claim1, said electronic
wal | et server nodul e conprising an electronic wallet
transacti on managenment sub-system for managi ng
interaction with a retailer's virtual account. 7. The
system according to claim1, said electronic wall et
server nodul e conprising an electronic wallet stored
val ue sub-system for nmanagi ng internal interactions
within a retailer's virtual account. 8. The system
according to claiml, said electronic wallet server

9. ﬁlomgfd?d % il flgﬁm LAV S HdRR @d?ﬂms%nlgoe;n transaction

secu ty Su Sstem T or aut %entl catl ng requests

udi n et ai
managGye SR SESp frieieing PR of st QT e g et Vee
nodul e conprising a transacti on mnanagenent sub-system
for managing delivery of at |east one of content and a
service. 10. The system according to claiml, said,
10.  sHioysystesn deqoydipg iplaid bosait isevisgs acvenmodule Geagpisig a content
sub-system for managi ng confirmati on of delivery of at
mapping suh-systesn &ir wanagég camtigmations ef delivery off at fast enesefeepntent and a
according to claim1, said services server nodul e
servicconprising a retailer verification sub-systemfor
managi ng at | east one of content and a service
saleable by a retailer. 12. The system according to
claim1, said services server nodule conprising a

11.  PrACsREnR 'ﬁgcor&i AT S34ifiN1 S sHid SHARD sbREr TRIUARY &Qnﬁﬂsmg a retailer
| east” one of charges and commi ssions for the retail

t
venﬁc&t:[)’on S-EB %x%éﬁff@x‘%%ﬁq%?{g%’t ngst é)gle %k gdﬂ?%x& Fm% gtk%‘é%g d%{lt age;bgea retaller.
for nanaglng each |dent|f|cat|on nunber for each at
| east one of content and a service offered for sale.
to claiml, sai

%ﬁgﬂ;gtggg%g%&[p}gﬁtéc ral P msgﬁ\flcqsnspléflef g@gdlelcggn%gsﬁg% pricing and

commission sub-system for managing at least one of charges and commissions for the retailer.

13. The system according to claim 1, said services server module comprising an
identification database for managing each identification number for each at least one of content

and a service offered for sale.

14.  The system according to claim 1, said interface module consisting of a content interface

for managing transaction load on a content delivery platform.

15.  The system according to claim 1, said interface module consisting of a color ring tone

interface for managing transaction load on a color ring tone platform.
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for managi ng transaction | oad on a content delivery
platform 15. The system according to claiml1, said

i nterface nodul e consisting of a color ring tone
interface for managi ng transaction | oad on a col or
ring tone platform 59 16. The system according to
claiml1, said interface nodule consisting of an alert
interface for managi ng transaction |oad on an
information alert platform 17. The system accordi ng
toclaim1, said interface nodul e consi sting of a

16. o %@ﬂelgl db%faﬁl%% €lai ?osam%gfagg biae %&%ﬁét]ﬂg of %Qeﬂ 'iht@rface for

rm 18 T e systema cording t
mana, %‘1 e%ransac’tloﬁ ?oag on%“:f gﬁ %o%ijey O@at‘f"oq{‘hSI sting of a short
Sssa Servidce imtertace nmanagi ng transacti on
| oad at a short nessage service center. 19. In a
system for provisioning one or nore val ue added
services to at |east one . of a_prepaid and, postp
17. nbhsi vetemeaaceerding e ickyn d siid intarfase modplecopdstinget, é‘sP"étPald interface
poi nt-of -sal e device, a conputer inplenmented nethod
for mapaging transectiondoat epxpastpaid killingmiatformng a user request
into said wirel ess nobile device; (b) confirmng at
| east one of inputted user information and retailer
information; and (c) initiating delivery of user
18. rHgusastent accatdih® astladme, edid antprifsgeanodidd dofistinpaifd short message
nmobi | e device of the user. 20. In a systemfor
servicdPinf¥fadd £ ndAaGRE trAksabRInd o NPt UhSH dRE:ag € EHie s Serft@. at
| east one of a prepaid and postpaid nobile account
using a wireless conmuni cation device as a
poi nt - of - sale device, conputer inplenented

19. aufa:]sré/ngl fo ovglomdiggcl)nre gg 'rre\a/ ‘Ir’f{s]‘g% %std%{l sérggc% to Q IPe)ast one é’é a prepaid

1 on orrra

and postpaid mobile account using a wireless mobile device as a point-of-sale device, a computer
implemented method comprises the steps of:

(a) inputting a user request into said wireless mobile device;

(b)  confirming at least one of inputted user information and retailer information; and

(©) initiating delivery of user request to at least one of a prepaid and postpaid mobile device

of the user.

20. In a system for provisioning one or more value added services to at least one of a prepaid
and postpaid mobile account using a wireless communication device as a point-of-sale device,
computer implemented instructions for:

@ receiving user input;

(b) authenticating a desired transaction information;
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(c) verifying the validity of content identification;
(d) verifying authorization of a seller to sel
content data; (e) transmtting delivery of content of
said transaction to said wrel ess conmmuni cation
device; and (f) deducting cost of content from
seller's electronic account. 21. In a systemfor
provi si oni ng one or nore val ue added services to a

(c) PieFhg tHBRlilRy ofsonRuidemtsidatio® W rel ess comuni cati on
devi ce as a point-of-sale device, a conputer

(@) | VERIrGHE Bk bR 6P COUPI St okl BlLPS of | (a)
inputtng a user request into said wireless
(e) COITHM Stdeﬁger?evf' & ng bc)f &y ftllafl cﬁﬁgré 3 .slafia%re%?sg ﬁ&;lmunication

i nputted®user ‘Tntofmation and retailer infornma

devi (c;|initiating delivery of user request to a wreless
CVICe ni cati on device of the user; and (d)

transmtting delivery notifjcation regarding delivery
(D ofedugling 98ttt cptgRfdiqm seler’s gleglianie AG9OBRL usi ng a
W rel ess communi cati on device as a point of sale
device for delivery of at |east one of content and
service, said systemconprising: (a) an application
21. | lmyamsydtem forpfaisiomyg one s antre ovalysr added ssergces unct prpsid mobile
said application layer including a nobile comerce
accomrensing drodivdlesst osmmaniagiong davio®bdsl @ portef-se device, a computer
transaction, a third party billing server nodule for

hnplerﬂ&ﬂ&ﬂh@tﬁo&@&r(;ﬁﬁ@@&@%ﬁép@ﬁﬁ' processi ng between a
retailer and a network entity of a third party
(a)

RPYAES usd PelnBR iR 8GR Gs KthinGhicBRinRkicgDdul e for
! t “wal et
(b) G aH ]%t%i;at feggt TO%Q of fﬁé\?ﬁgdau%gr ilpﬁ?fﬁrati(tno&}dsrleﬁﬁy iIl%)lgggtion;

b
managi hg I nteractions w one or nore wa
In on oOor one nore party provi

eg : |
© Dot Bixed SR tilesDn B A e S iealion 4 €l 3 er; ana
for

| ayer, fo
(d tre}/nsmltting delivery notification regarding delivery of said user request.

22. A system for using a wireless communication device as a point of sale device for delivery
of at least one of content and service, said system comprising:

(a an application layer for performing transaction processing functions, said application
layer including a mobile commerce server module for managing a mobile commerce transaction,
a third party billing server module for managing the transactional processing between a retailer
and a network entity of a third party provider, and an electronic wallet server module for
managing interactions with one or more wallet accounts;

(b) an interface layer for simplifying integration of one or more third party provider

platforms; and
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managi ng conmuni cati ons between the application | ayer
and a third party provider platform 23. The system
according to claim 22, wherein said wireless device is
engaged for paynent of one or nore products or

servi ces through comuni cation with said application

| ayer. 24. The system according to claim23, wherein
said one or nore products or services include any

© o AHARRC1a98r, Fidbdsel betdledn s@PappliRichViaje Th@ SR iidrRie layer, for

to claim 23] wherein said one or nore products or
Ces.. r - i
g o oo S50 el B 8 RUAIRRE o4 pptorm.
currency collection.

23.  The system according to claim 22, wherein said wireless device is engaged for payment

of one or more products or services through communication with said application layer.

24.  The system according to claim 23, wherein said one or more products or services include

any electronic or digital data.

25.  The system according to claim 23, wherein said one or more products or services is at

least one of remote purchase, bill payment, point to point payment, account inquiry and currency

collection.
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