UN- | NTERRUPTED VO P RADI O GATEWAY SERVI CES THROUGH
CLUSTERI NG Fi el d of the Invention The present

WO paentioon rel ates to a voi ce-over- internet neched2msdo0421
system Background of the Invention
Voi ce-Over-Internet protocol (VolP) is a nmethod of
enabl i ng voi ce communi cations using the Internet as
the audio transport nmedium All devices wanting to
participate in Vol P comunications need to be able to
be connected to the I P network. Since radios typical
do not hgﬂhlumﬂRRﬂEEEQwVQIRrRADEQuGATEWAXﬂSERWQEES THROUGH
gateway is used as an interf@aqsmatmeen the radi os and
the I P network. The Vol P radio gateway allows radio
voi ce conmuni cations over the Internet by perform ng
audi Figlcbaiihdheadaivenddoadi ng and cal | signaling.
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radi o sSi to a di |ta orm can
tran§mHMQQian@'@YﬁPeWEtmork Audlo decoding is the
process of generating the anal og signal fromdigital
audi @ packet received fromthe I P network. Cal
S|gnﬁﬁéi?wm#¥iéﬁi#hﬁhéEE&EEEBE dat a bei ng exchanged
bet vvamidehe)v@ﬁed maau:@n:n@an@ebeoaadl téb@xypl Psoat fw@KolOof

t u g fadiq ca 0 ra
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I P nenmbmktam@sphetrmédasm Thl3 deayinet wenaidgsicpvabl e
S'tuékuﬁﬂcfgét%pﬁy QQEggggmﬁﬁHEEEEangn eéHtEErFEtSEle to be

radi 0 comrufi cati ons e approach to th b
to dggqagq;egoﬁp thgi 8P network. Since radlos typically do

not have an IP network interface, a VoIP radio gateway

15 1is used as an interface between the radios and the IP
network. The VoIP radio gateway allows radio voice
communications over the Internet by performing audio
encoding, audio decoding and call signaling. Audio
encoding is the process of converting the analog radio

20 signal to a digital form which can be transmitted in a
IP network. Audio decoding is the process of generating
the analog signal from digital audio packet received
from the IP network. Call signaling refers to the
control data being exchanged between the operator

25 console and the VoIP gateway to set up the radio call.

If the VoIP radio gateway fails, there will not be any
connectivity between the IP network and the radios. This
may not be a desirable situation for applications

30 requiring un-interrupted radio communications. One
approach to this problem is to design a VoIP radio
gateway with very low failure rate. This low level
-failure--rate can-be-achieved-by incorporating -redundant
hardware components. However, designing a gateway with

35 redundant hardware components will result in higher cost

of design and manufacturing. Apart from the higher cost



gateway with very low failure rate. This |ow | evel
-failure-rate can-be -achieved -by -incorporating

wO0 e@and@ne har dwar e conponents. However, desi gpCTI§G2005/000421
gateway wi th redundant hardware conponents will result
i n higher cost of design and ngnafgcturing. Apart from
t he hi gher costper gateway, this™approach does not
address the issue of survivability, in that the
redundancies built in wll still be lost if the entire
gateway i s, being stroyed by. a, catastrophic event. .
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voi ce-over-internet system conprising:” a Tirst
gat ebdya gasasbnarhacetm§ntenote fromthe first
gateway; a radi o device for supplying a voice signha

to the atema¥s ; and a selecting device for
commHE&ﬂﬂh@Jﬁéﬁé&ﬂEﬂ&@%tamws to facilitate

sel evheobbecanefothé hprgaséewaissvéwtidsmnsdi to theovid€Eea
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the invention, since the gateways are renote from one
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i
cat astrophi ¢ event” and gecone unusa e ot
gat eRBYPPEARIBE used to supply the voice signal over

the internet tg tihestisgdtdwdyd nal . The sel ection
a second gateway remote from the first
gateway;
15 a radio device for supplying a voice signal to
the gateways; and
a selecting device for communicating between
the gateways to facilitate selection of one of the
gateways to transmit the voice signal to the intermnet
20 and then to a voice-over-internet protocol user

terminal.

Thus, according to the invention, since the gateways are
remote from one another, if one of the gateways should

25 suffer a catastrophic event and become unusable, the
other gateway can be used to supply the voice signal
over the internet to the user terminal. The selection
device can communicate with both gateways to determine
the status of the gateways and whether they are

30 operating and facilitate selection of one of the

gateways to transmit the signal.

Preferably each gateway has_a radio communication-path-—-—
connecting the gateway to the internet.

35
Preferably the selection device comprises a processor



devi ce can communi cate with both gateways to determ ne

the status of the gateways and whether they are
wop@rationy and facilitate sel ection of one of PEESG2005/000421

gateways to transmt the signal. JPrejferably

conmmuni cation -path- - connect| ng t he gateway to the

internet. Preferably the sel ecti'on device conprises a

processorfor determ ning whet her one of the gateways

is operating and the conmuni cati on path associ ated

ith. that .gateway is.therefore operating,so_that _o .
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sel ecte the sélection device for transmtfing the

voi dee sefretteshdfahesuwnnlydndothgeypieecfagnad tRathe

gat eMedged ransmt the signal if the gateway is

operative, and the selection device polls the naster

gateway to determ ne whether the nmaster gateway is

opermdd il idnan@E e igeltewagentiendeatgaated wemaster

the radi o _devi and .t [ .ot har . .
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changed from one "gat eway to another _gateway, the
anotdRirSHRY i PRHAYS BRd EBenaRiestion davice polls the
r equhd Sk g_;aﬁﬁh MadP U I Gaiimenvhathel Rhkwaas tihe gateway
gateway and the term,nal . Preferably the processor.i
2l SO PRI YRy Bith r e GAASVAPS FETPURGEAT LT between
operttie ormlialatevifaeomrtidehet Lategacéwdy BokEooéhere gateway .
18ther of the gateways assunes a
Preferably the processor is for synchronising data
between the gateways so that both gateways contain
operational data so that if communication is changed
from one gateway to another gateway, the another gateway
20 includes the communication data required to continue the

communication between the gateway and the terminal.

Preferably the processor is also for causing one of the
gateways to request all operational data from the other
25 gateway before the other of the gateways assumes a

standby mode.

Preferably the processor is for determining which of the
gateways is to be an active gateway and supply the

30 communication by a virtual IP address which is to be
owned by the active gateway.

Preferably the processor comprises a processor-at—each— —
of the gateways.
35

The invention also provides a voice-over-internet



standby node. Preferably the processor is for

determ ning which of the gateways is to be an active
w@atoeinaopoand supply the conmuni cation by a vi rPCEBG2085/000421

address which is to be owned by the active gateway. of

the gateways. The invention alsqg provides a

voi ce-over-internetcommuni cati on net hod conpri si ng:

providing a first gateway; providing a second gat eway

renote fromthe first gateway; enabling a voice signal

frorga ruad.io de\{li ce odbe z\%%pl hed to both the first
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gat esdysvay ;Pragider abl y t he gateway providing the

comuni cation _to the term.nal, does by. Usin
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Preferably the gateways forma cluster one of the
gat &FRpETHE dheavoire §ioeray toubpryingerpet and then to

the voice-over-internet protocol user terminal.

Preferably each gateway has a radio communication path

15 connecting the gateway to the internet.
Preferably the user terminal connects to the gateways.

Preferably the gateway providing the communication to

20 the terminal does so by using a virtual IP address owned
by that gateway and if that gateway fails, the other
gateway assumes active status by claiming ownership of

the wvirtual IP address.

25 Preferably the gateways form a cluster and one of the
gateways is an active gateway supplying the
communication and the other gateway can insert into the
cluster at any time to be in a standby mode without
disrupting the active gateway’s function. Thus, the

30 gateways can provide continuous radio communication
services by allowing a faulty gateway to be removed and
a new gateway to be reinserted into the cluster without

disruption.

35 Preferably the method further comprises designating one

of the gateways a master gateway, and selecting that



communi cation and the other gateway can insert into

the cluster at any tine to be in a standby node
wowvdahoutoodi srupting the active gateway' s functPOISG2005/000421

Thus, the gateways can provide continuous radio

comuni cati on services by allqmﬁ%g_a faulty gateway to

be renoved and a new gateway to

e reinserted into the

cluster without disruption. Preferably the nethod
further conprises desi gnati ng one of the gateways a
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the active gateway.
Preferably the data synchronisation is implemented by
transmission of the data using the physical IP addresses

of the gateways.

Brief Description of the Drawings

A preferred embodiment of the invention will be
described, by way of example, with reference to the
accompanying drawings, in which:

Figure 1 is a diagram showing a conventional
radio communication using VoIP gateway:

Figure 2 is a diagram similar to Figure 1
showing an embodiment of the present invention;

Figure 3 is a view similar to Figure 1 showing
a radio communication path;

Figure 4 is a view similar to Figure 2 showing
an alternative communication path;

Figure 5 shows communication through a standby
gateway;

Figure 6 ig a diagram showing how one of the
gateways is selected for transmitting a voice signal;

Figure 7 is a block diagram showing operation



radi o communi cati on using Vol P gateway; Figure 2 is a
diagramsimlar to Figure 1 show ng an enbodi nent of

w0 b@7pr@sent i nvention; Figure 3 is a view si mPCHEGL05/000421
Figure 1 showi ng a radi o communication path; Figure 4
is aviewsimlar to Figure 2 showing an alternative
comruni cation path; Figure 5 shows conmuni cati on
t hrough a standby gateway; Figure 6 is a diagram
showi ng how one of the gat evvays is selected for

trans n 7 .s_a_bl.ock
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via the_internet 22
Figure 12 is a diagram similar to Figure 11

showing further details of the address takeover.

. Detailed Description of the Preferred Embodiment

Figure 1l is a diagram showing a conventional gateway
system. In Figure 1, radio devices 12, 14 and 16 are
connected to a VoIP gateway 20 which in turn is
connected to the internet 22 and via the internet 22 to
a user terminal 24. The gateway 20 forms an interface
between the radios 12-16 and the intermet to enable
voice signals to be transmitted over the internet.
Should the gateway 20 fail, then obviously the voice
signals cannot be transmitted to the internet 22 and the

entire system fails.

Figure 2 is a diagram showing the preferred embodiment
of the invention. In Figure 2, only a single radio 12
is illustrated. The preferred embodiment has two
gateways 40 and 50 which form a cluster and are
separated from one another so one of the gateways 40 is
remote from the other gateway 50. The gateways 40 and
50 are both connected to the internet 22 which in turn

connects the radio 12 to user terminal 24. The-gateways—

40 and 50 have or are included in processors P (Figure
2) which manages communication between the gateways 40
and 50. Thus, the gateways 40 and 50 need only be



a user termnal 24. The gateway 20 forns an interface

between the radi os 12-16 and the internet to enable
waoice7®Ignal s to be transmtted over the inteP@BEB8G2005/000421

Shoul d the gateway 20 fail, then obviously the voice

signal s cannot be transn1tted to,the internet 22 and

the entire systemfails. Flgure Z is a diagram show ng

the preferred enbodi mrent of the invention. In Figure 2

, only a single radio 12 is illustrated. The preferred

enmbo nt.has a nd h fo
Ius?ogﬁ Eaegrggzghgrég gfk nfraségumﬁ ge%b %ﬁ?ﬁl?s the
t he gyatewagt 40 sgmﬁetherfmehwcphle o0 hdhalypamaynigmtion

The se&w@ﬂstﬂg gaéeééQyér@o bot g @@@ﬁgt%érp ;Sife?ce under the

i nternet 22 wh In turn connects radio 12 t
userCOPEFﬁ¥|ﬁftheZBr°¢eﬁﬁ%r§a?emays- 40 and 50 have
gy are included in processors P (Flgure 2 ) which

manages co cati bet ween t 40 and 5.
T RegnETa Bhaps She ontemrodl S8t sP Y autn X Gdhe
t he aemmnnkcanibaspauhtmlesromutheanadh@ intss nEie odrerminal

SO”EthUEQOQELWQégeéﬁeEh conmuni cati on between t he

gat eways and can taken place under the contro
of the processors P . Figure 3 shows the gateway 40
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radio 12 to the termnal 24 via the |nterne
Fi guf8iding andi ERparriliP uSPPRERHeR B g%%fema"yl feperefore
fai | begomifigt hateadupte@NBYNsLHha DA cpamztbmoé her it ted

FronfEe b cRRbSEYr FEnTrTR Pan o9 19 A qure 5 the

radi o communi cation path 41 is re

15 In Figure 5 the radio communication path 41 is re-
established through the gateway 50 so that voice signals
from the radio 12 can be transmitted to the user

terminal 24.

20 Figure 6 is a diagram showing how one of the gateways is
selected for transmitting the voice signal and selection
of a gateway for that transmission. Thus, the clustered
gateways 40 and 50 provide redundant communication paths
from the radio 12 (not shown in Figure 6) via the

25 internet 22 (also not shown) to user terminal 24. 1In
order for a wuser terminal to send voice data packets to
the radio gateway, the destination ethernet address of
the radio gateway’s ethermet interface must be known.
This ethernet address is obtained from the destination

30 IP address through a standard process known as Address
Resolution Protocol (ARP). The destination IP address
used to obtain the ethernet address is known as the
virtual IP address. The virtual IP address will be ——-——

always be owned by the current active radio gateway. The
35 term virtual IP is used because there are 2 physical

gateways but only the current active gateway providing



establi shed through the gateway 50 so that voice
signals fromthe radio 12 can be transmtted to the
wag@r/ot@oeri nal 24. Figure 6 is a di agram show PQI/RG2005/000421

one of the gateways is selected for transmtting the

voi ce signal and selection of a ggt eway for that

transm ssion. Thus, the clustered®gateways 40 and 50
provi de redundant conmuni cation paths fromthe radio

12 (not shown in Figure 6 ) via the internet 22 (also

not sho 4\/11% to user termnal 24. In order for, a user
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addr exddxegugh a standard process known as Address

Resol ution Protocol (ARP) . The destination |P address

used to optain the ethernet address is known as the
virt vt §ouRiresEhe BrEine tadio gatey@yd ovass ifs gwn
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at ewa e | a 'S US ecause ere are
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rt f i t ey the
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virt Jdl addzgafeste ghtaing e glestimatdon \e@hmrme@ address.
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and the virtual, | P address (10. 3). The stand
radi & FRtSSkay RES SRy ithe a%‘f@apaitpwmp@@ss thb virtual
(10. 68,1.i%) re'EiIR:mB?slbyt efafidialg drsy owile ithlerfi®tt B@dress to

i§d| Q:I%atueé@ny lrlﬂﬂ?itn leotmS t\fn.rst lfl)%llnt onwards, the user
terminal will send all its voice packets to ethernet
address of the active gateway (001101000058).

The two gateways 40 and 50 inter-operate to determine
20 which assumes the active status and which assumes the
standby status. The active gateway is responsible for
providing all the radio communication services. This
selection process requires one of the gateway to be
designated MASTER and the other SLAVE. The designation
25 of MASTER and SLAVE is stored in a non-volatile memory
(not shown) of the gateways 40 and 50. There is no
requirement to assign a particular gateway to be MASTER.
This embodiment only requires one gateway to be assigned
MASTER designation and the other SLAVE designation if

30 these two gateways are to be paired together.

The two gateways communicate with each other using their
~physical IP addresses-to execute this -selection-
protocol.
35

The active gateway selection protocol ensures the
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address, it broadcasts a ARP (Address Resol ution
wee@rotwby request. Since only the active gat enel/SG0S000421

the virtual IP, it responds by sending its own

et hernet address to the user termynal. Fromthis point

onwards, the user termnal will “send all its voice

packets to ethernet address of the active gateway
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inter-operate to det rn1ne mhlc as§unes the active

st at (¥ Wish of

Y CAl, assume the

act i ve ke Wiyt Saﬂcew@rmd)lmé Gfiytuali dimgdiidestshe The
radi o commr

C rV| s _sel.ection pr SS
r equiF L BT %at?Ih ag:ewc?é’s i"Gn&teT :lloﬁ&%%%R
and the other SLAVE. The deS|gnat|on of MASTER and

AV oy
of (AL VLo ) AL A | R Yo el ST
assi giet@mnmsnvérlqj‘atﬁw% aREEST e Ative mode and

enmbodi T@iHhs OfHey \Fﬁ%ﬁafle&pfbﬁicﬂﬁééﬂf\lay Hor e r&iﬂ&ﬁé of this
MASTER deeggpalloh and the ot her %yE desi natlgh i f

t hes X3P

evlay’s® A DIRATE 24

gat eways cormunl cate W|th each ot her using their
ysi.gal SSES
-Egel ec -Sl%er*g %Tst e AC gaﬁ}&g seci atnd r?he gateway
pr ot 0GRy @‘mtmowdvrdly heeg/ msujeﬂt@nhem n?gbrvwﬂ%‘#ds a
gat eugys &85 Yh NG a5d 1 6L TR &y Ay o3} A1 P Eﬂéﬁ‘ other

virtual 1P address. The protocol starts when t

gat eVERESERP e edERiS e SAGe 79 sreaFrart?aMﬁ%i’g@amlurahtY
showigg #iigesvaye alo cteéqrdﬂsa Nigs Wi @l QWReASR)BI E there

5

20

25

30

35

e active f[%g];,an the virtual I.P address .
rthe Cbr & %g&r{:sransm:.ss:.ons, the gatéway 50

becomes the stand-alone active gateway, as per step 73.
Thus, if no response is received from the other gateway
40, it is deemed to be out of service and the start-up

gateway 50 can safely assume the active gateway status.

If the signal is received at step 72 back from the other
gateway 40, indicating “I am the active gateway”, the
gateway 50 assumes the standby mode because the other
gateway 40 is deemed to be in the active mode, as per

step 74.

If at step 72 the other gateway 40 responds with a

signal “I want to be active gateway”, a decision is made

at step 75 as to whether gateway 50 is the designated

master gateway. If no, a signal is transmitted “You can

be the active gateway”, the gateway 50 goes to standby

mode and the other gateway 40 is the active gateway, as
-per-step—74-.—-If-the answer at-step-75-is yes (as-in-— ——

this example), the master gateway 50 transmits a_gignal

“I am the active gateway” and the gateway 50 assumes the

active mode and the other gateway 40 is in Ehe standby



exanple, it is assuned gateway 50 is the master. At
step 71, initial start-up takes place and the gateway
w@ say/ogmbeway 50) which has just started up, SPOTSGZ005/000421

nmessage | want to be active gateway" to the other
gateway 40. This nessage is re§r€§3n1tted a plurality
of tinmes if no response is received (step 72) . If
there is no reply after N transm ssions, the gateway
50 becones the stand-al one active gateway, as per step

i f _no respggse Is received fromthe other

emed

gatéﬁﬁ§e4ﬁs PEY| §*88 to be out of service and the
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mast &b g&begayeaaysedelteseashraanhatOQheeganeaayiVEhe

Pﬁteﬁ%¥te¥35%%%?alhkfg Ll g f%%%eﬁeﬁx be the active when
both gateways request to assume active status at the

same time. This scenario will arise when both gateways

are powered up at the same time.

20 When a gateway assumes the active state, it will always
remain in that state, providing all radio communication
services through the virtual IP address. When it
receives the message “I want to be active gateway”, it
will always deny the request with the message “I am the

25 active gateway”.

After the gateways assume the active or standby state, a
heart beat process begins where the gateways will
regularly poll each other for life signs. This heartbeat
30 process ig necessary for the gtandby gateway to
determine if the active gateway has broken down. When
the active gateway is deemed to have broken down, the
_standby gateway needs to initiate. the take-over-process-- -
to claim the virtual IP address and assume the active
35 role. To realize the heart beat process, the gateways

send life-check data packet to each other using the



the request with the | amthe active gateway" nessage
after which it wll assunme the active state. \Wen the
waleargmaved sl ave gateway 40 receives a | want P€DS62095/000421

an active gateway" nessage, it wll always grant the
request with the "You can b e thelagtive gat eway"

nmessage, after which it will assuie the standby state.
The purpose o f designating the naster and sl ave

status to the gatemays is to ensure that one gateway

the ma S he eIec ed to be.the acti
dt;{:gﬁﬁtw ]tevvays rét:%ﬁgg't t %Iﬁgagctsg\?&&sfﬁfﬁgnét o the

the é@m&?1Qhﬁ§k'ﬂﬂqgegc@nahu@ wnbkeacbaéigheadb@&he frame (M

gat eygys jArfdeoweed i @hetggtéﬁg? EEEFF tﬁhggsﬁond within

gateway assunes the active state
rewmq#qr¢ﬁﬁ%ﬂ?a§F§t§1mﬁr5¥P@Fn§°EIN FQGFSCUtlve times, it is

cONMiticarid Ao Heke Faglelr abtah thBes\éhElteHah:.h.E addeegde the
When |5;rece|ves t he nes%gg e_active

gat eW@® GVETWPHC S  Ray s nya9H§Sr8 u@sﬁnﬁlyhaFﬁe
nessa@@ﬂlgmndhmg active gateway". After the gateways
assume the active or standby state, a heart beat

process begins where the gateways wll regularly pol

each Featversf gf fleictdngi ghe. chhisehefr vbduespforels:i s

necessary for Ngﬁwékﬁnggiagatﬁﬁﬁd EQ ?f&@i&é”&uf£1éiﬁht time

active gﬁgema has hroken he active

gat ewsy 8e€ﬁ€&ktQaﬁévBaSF8ﬁe5°d6ﬁﬁChtEEesﬁﬁﬁEb9aEb?n
eway gateedy tnd for rkpll¢ dhba phaket- e¥efeaBhOBESEt-beat
to C|%¥ &he virtual |P address and assune the active
role 5 Féalize the heart beat process, the gateways
send®l i f e- checRwilbth-pueketime. ebichs ol fethestige it should

%%:pQﬁﬁkcﬁbrlEh@dgE§ﬁ§ﬁ§'gzhgwg9t€$a¥oﬁ£fELei§SQQngeothe
active status from the time that the former active

gateway has broken down.

Factors affecting the choice of values for N :

20 ] Network reliability, for a highly reliable
network, the packet loss is low and hence N can be set
to a smaller value
. Switch-over time. This is the time it should
take for the standby gateway to completely assume the

25 active status from the time that the former active

gateway has broken down.

The time interval of sending the regular life-check
message is dependent on the switch-over time

30 requirement.

When the standby gateway is deemed to have broken down
{(Failed to respond to _life-check message from the active __
gateway), the active gateway takes no action and will

35 continue to provide the radio communication services.



|ife-check packet within a pre-conf igured tine frane
(MmIlli-seconds) . If the gateway fails to respond
wowvaohiomodhe designated tinme franme for N consecPCT/8€2005/000421

times, it is deened to have failed and the sender w ||
initiate the take over process._ E&e_values of Mand N

are configurable . Factors affecti®ng the choice o f
values for M: Network delay, need to provide

sufficient time for life check data packet to reach

th t t d f dat ket_.to
Feachh R S i gAhatagt 6 it Fedie
t he t¢ommuinicioidd deakeldesr dveer s:t}mdmtega:tee:waﬁtt @equires to
conpl.gt &l v 45 YN N & ng.rh LA ARG LI il orm of

the former active gate tors
affedia}‘ﬁg Jtmel%dﬁecaéi-@ﬁlwala!r@s:yr ORAN): (nNdt whokn) . This set

rel i abd lddea f@&eﬂz&‘izﬂﬂ ¥edreldrbl e d1ef Walewal %op@%kgble to
loss i s, |ow and hence can be set to a smaller val ue

Swi t ARIRER iThe UAR% ‘%esmm@%. e audion sorgeciienpoto the
t he staahicisy. gaixew&ya tsxaimw @taaﬂewaq;mmet A®lactbvVassume the

has BRAGALIOE AT BeReEr AF BFBekd g ngh exact
r egulcampyt idfe- uiwecipar@slsa:g:ah sladepergddingn inhéhe active

S t%&w tallrie I'Feql{'have B &g?@?l#%fshgggbﬁrom the

gateway IS deerre LFa
resp afFive gateway tehdde jshaadby ggtewayf isoerpedhas data

acti Wnchronization.

Data synchronization occurs under two scenarios:
15
Scenario one : (See figure 9)
This scenario is when both gateways are already
operating, one in active mode and the other in standby
mode. Only changes in the operational data need to be
20 sent from the active gateway to the standby gateway to

maintain data synchronization.

Scenario two : (See figure 10)
Radio gateway cluster is operating using a single

25 standalone active gateway. When the other gateway in the
cluster starts operating, it will be in standby mode.
Before it can assume its role as standby gateway, it has
to request for all operational data to be copied from
the active gateway.

30
Data synchronization is implemented by transmission of
the data using the physical IP addresses of the

-gateways._

35 A take-over procedure is executed when the heart beat

process indicates that the current active gateway has



gateway) , the active gateway takes no action and w ||
continue to provide the radi o communi cati on

waeoovioo®s? | n order for the radi o gateway to prBEi/86€2005/000421
radi o communi cation services over the internet, it
requires to maintain a set of operational information
inthefmmofdMainitsr&m&%Wlmmny(WM (not
shown) . This set of data is required for the radio
gateway to be able to maintain the user termnal s

audi o connections to the radios . For the stanqg
gat eREFOPE PERaBPerehigRalneThe et R LT OGR! xg consists
gat epay: it needs to have an exact copy of the

operatlonal da reS|d| n t he t|ve e |
the finme. The é@ HETERR § |W%@%a vagpress

to tle standbyRQQMMmmg radiqnanmhun;qﬁnzpn serv1ces
nchroni zation . Data synchroni zation occurs under

two scenarios: Scenario one : (See figure 9 ) This

scenario i s when both gateways are al ready operating,

one irReagthMELPOgeLeRsyt A8sRLEST ad i ansiy BPdeirsdl y
changes.in the@ﬂgera tional data need}to be_sent fr 11
{he SLpHTAnGAPRIET=REPLAE ERSnHLHCERE chByPIGF RS ni ot h Wt
datarsypﬁthﬂbzallOﬂutﬁ@énﬂddﬁeémﬂReséIhﬁaémng@tdibl (ARP)

di o gate cIu ratin
anag oneggg |ve ga %ﬁg %%St %%ﬁkéﬁf#%a%§ ??F
t he wluttel SPaadéreperéSeﬁgflgurmn11)beItnwslhn@%@°

nDdebrggﬁeégﬁ'anﬁﬂséﬁ§gﬂ€eét§R§O£§% e REPY 12) so that

gat emai as to request erat|onal data to
be capi eHSPFoﬁ?FﬁénQEF|Vélba¥%mﬁ919 gobtain the new

synchigpbaati 28dkeskNBheEEhEd HNoLIANSE S6hAINGftheir IP

15 packets to. When the standby gateway assumes the active
mode, the user terminals will still be sending their
data packets to the same virtual IP address, but to a
different ethernet address, required for the altermative
path to the radios.

20
When the user terminal subsequently requests for
ethernet address corresponding to the wvirtual IP

address, the new active gateway will respond.

25 Once the new mapping between the virtual IP address and
the ethernet address of the current active gateway
(which has taken-over from the defunct gateway) is
established, the redundant communication path to the
radios is also established.

30
Before the standby gateway fully assumes active mode, it
will re open all radio communication channels between
the user terminals. and_the _radio-12.-From-this-peoint- - ——
onwards, the radio communication between the user

35 terminals and the radio 12 will resume.



the data using the physical |IP addresses of the ga ew

ay s-.- A take-over procedure is executed when the
whearn7doeat process indicates that the current PESGUO5/000421

gat eway hasbecone non-operational. The take-over

procedure consists of : Clainin% owner ship of the

virtual | P address Resum ng rad communi cati on

servi ces The standby gateway assumes active node by

first claimng ownership of the virtual IP address. It

will respond to all future Address -Resolutign

Pr ot Sdaice A ficgldenst Wi tBiReFhet SR4¥LEsqnd scope of the

corr qm&@uw ayt E‘%a&b.'lﬁruﬂle bEféddédSBy(§§2s6h§ugkllled

11) als adca t an un oI| Rl
(Fl glficnidy Brigetp Ba iRarethpl that EREs)
obtaumvhhalmaW1ethbenéhmadédess thatpaheycghaulemb0d1ment

sendi kets e by gat eway
5§su e%c%he ac%&V %bgg, % e gge?e%ggﬁ?%gpg will stil
be sendlng their data packets to the sane virtual IP

addr Ule 169 %&Eﬁr %Btll%twh%hﬂeknaﬂﬂé vi%ceaqw ed

for t e al ternative e radi os . en t E@
t er mdes Cr§@5§€&u@ﬁtFgeré&U€§F§°Fore§FﬁBFn¥ eLfdr8gs context
COr I e&RANdIdR] drhelg sl Hudalkol Bxpdsesianghageewr necessary

tive gateway W res nq.. Once the new
R S

addre$$mmkﬂﬁes"cumrénbm@¢usuaggatewaysedhnuhanagnclu51ve
taken, Qyer 4f i Omt*oh%P@%fllf tth%a%&@@éhcbs ogstah! eheda

the redundant’ commu catl he radios is also,
est afflgadmages but not to preclude the presence or addition of

further features in various embodiments of the

15 invention.



Bef ore the standby gateway fully assunes active node,

it wll re open all radi o conmuni cati on channel s
whednoemos h e user __term nal s--and- the -radi oPARSG2005/000421

From this -point- - - onwards, the radio

conmuni cati on between the user termnals and the radio

12 will resune.Since nodificatio Within the spirit

and scope of the invention nay readily be effected by

persons skilled within the art, it is to be understood

h hi i nven n n D [ %
that this t|o |svotllmtedtothe45}‘rt|cu%r UGH

the clainms which foI | ow and cnustm:mcecedl ng
description of the invention, except where the context
requires otherw se due to express |anguage or
necessary inplicati on, the word "conprise", or
variations such as "conprises"ofTysonprising”, is
used in an inclusive sense, i.&—to specify the
presence of the stated features but not to preclude
the presence o addickl-eReet ihuekhee E¢atemesoinprising:
various enbodi ment.s of the invention. TIN | NTERRUPTED
VO P RADI O CATBWA}Z&EROPEEETEROUGH CLUSTER! NG CLAI NG
1. A voi ce- over seicoher gatespugt eamobapErsmngheafirsst
gate Waaysecond gateway renote fromthe first

gat eway: r‘adi o devi ce for supplying a voice signal
to the gat eway® raddoadewicet fny dupbéyingra voice signal to

ConMyl| £ 3fd Rl ,Weely the gateways to facilitate

sel ection of one o_f the
a selecting device for communicating between

the gateways to facilitate selection of one of the
15 gateways to transmit the voice signal to the internet
and then to a voice-over-internet protocol user

terminal.

2. The system of claim 1 wherein each gateway has
20 a radio communication path connecting the gateway to the

internet.

3. The system of claim 1 wherein the selection
device comprises a processor for determining whether one
25 of the gateways is operating and the communication path
associated with that gateway is therefore operating so
that one of the gateways can be selected for supplying

the voice signal to the internet.

30 4. The system of claim 1 wherein one of the
gateways is designated a master gateway and is selected
by the selection device for transmitting the voice
_signal and the selection device enables -that-gateway -to--——
transmit the signal if the gateway is operative, and the

35 selection device polls the master gateway to determine

whether the master gateway is operative and if not,



gateways to transmt the voice signal to the internet
and then to a voi ce-over- internet protocol user

wo esorion@mbd . 2 . The systemo f claim1l wherei NnPEBSGE2005/000421
gateway has a radio connunication pat h connecting the
gateway to the internet . . e.systemo f claim1l
wherein the sel ection deV|ce cogﬁilses a processor for
determ ni ng whether one o f the gateways is operating
and the comruni cation path associated with that
gateway is therefore operatjing so that one, o t he
gat oMY ECBSR EOWTERT BRELEP fhy '9?‘?19”?‘ S Atife and the
si gnahtbentBetbntBe nethed gaﬂémaﬁysten1o f claim1
wherein one o f the gateways is designhated a naster
gateway and is selected by the sel ection device for
tranSmitting tHeeveyseenigh claim® whereise the prpgegpor is

%¥ dk?@ F?Hﬁﬂ?oﬁ§s§n§h&£ta9@&@W@¥n Eﬂbdﬁé@@§£9§ {dethat both

ateway 1S ogeratlve the se|l ection
deV| gatpurys Fﬁétﬁ%@t%?‘eﬁ% 2R3 t PRt ¥ nFIRE whEt her

the %ﬁ&ﬁhlgatﬂﬂﬁylbscﬁﬂﬁdjé‘&l i@oﬁr@néfgmwsw tsh&sother
conmuni cati on petween. t he i 0 e.and ¢

i nt ePAEEWEY t ki o?ﬂ%Fhﬁﬁt%ﬁE§wa% n¢ %giﬁsF%ﬁ1o?m%?nlcatlon
3 thé.e'anrtah&iﬁédcessebntf;mﬁerthgn@dsmtmn:scm’gldlatlaetween the
bet ween t he gate S.S bot h gat eways contain
]éberg?ESHSV gg@aggé Fﬁ%?i?giconnunlcatlon i s changed
fromone gateway to anot her gateway, the another

gateyay incl udgget BescONMYPI AL IR S BIUKEEDEiScessor is
continue the comuni cati on_between the gateway and thfl

t er nPAEP. £8T TRESIYE: eRfoPEcFRE FBEGKRY R ROt hgIuest &
procepe@btisnal data from the other gateway before the other

15 of the gateways assumes a standby mode.

7. The system of claim 6 wherein the processor is
for determining which of the gateways is to be an active
gateway and supply the communication by a virtual IP

20 address which is to be owned by the active gateway.

8. The system of claim 3 wherein the processor

comprises a processor at each of the gateways.

25 9. A voice-over-internet communication method

comprising:

providing a first gateway;

providing a second gateway remote from the
first gateway;

30 enabling a voice signal from a radio device to
be supplied to both the first gateway and the second
gateway; and

_communicating between_ the_first-gateway-and
the second gateway to determine the status of the

35 gateways and for selecting one of the gateways to

transmit the voice signal to the intermet and then to



al so for causing one of the gateways to request all
operational data fromthe other gateway before the
worwen7mh t he gat eways assunes a standby node. PCT/SGXi0£000421

system of claim6 wherein the processor is for
determ ni ng which of the gatewa $ is to be an active
gateway and supply the cormuni'cé‘ti on by a virtual IP
address which is to be owned by the active gateway. 8

The system of claim 3 wherein the processor
conprjises a processor at each of the gateways .. . A
voi cetevepic h?‘é?ﬁﬁn‘t%?ﬁﬁﬁ]i%q%?]rré‘?qﬁfd%%ﬂ%’ﬁ i'ng:

providing a first gateway; providing a second gat eway

re fromt first t ._.enaplin VQl j

romd: raio dit ASTEEST BiaELY Witstn’ Bl Hptiflay nas
gat enaadia ¢dremsEibonti gatmiey ;canecting the gateway to the
c_ofpunicating__between-the -first -gateway- and the
Second gateway to deternmine the status of the gateways

and for selecting one of the gateways to transmt the

voi cgr si gnal tehd hedH¥edielc1aith theihdr@iiRe the gateway
VOi ce- ove i nt.ernet protoco] user term nal,. aﬁg(ﬁooe'léheso by

et HAPEFALRG: THO SRR FEAT ff dihE SR
comMmugtiednt & OVl paidl comnadirews tdwnghttanashdto gadteway and if

i\nternet. 11. The hod_,of ' l%@ggei Ihs :
1g(;)ate ?/t %v?vﬁ%gfﬁs’cgtrﬁ%no%%;{ncﬁ% 0 heargt errr"::ls’naalCtlve
doesssatby b ebpiming tawienshipdrbsheowiattunld tIftaddress.

gateway and if that gateway fails, the other gateway

assunmes active
12. The method of claim 11 wherein the gateways

form a cluster and one of the gateways is an active

15 gateway supplying the communication and the other
gateway can insert into the cluster at any time to be in
a standby mode without disrupting the active gateway’s

function.

20 13. The method of claim 12 wherein the method
further comprises designating one of the gateways a
master gateway, and selecting that gateway to transmit
the voice signal if that gateway is operative, and
polling the master gateway to determine whether the

25 master gateway is operative and if not, switching
communication between the radio device and the internet

to the other gateway.

14. The method of claim 13 wherein the method
30 further comprises synchronising data between the

gateways by an active gateway of the gateways sending

operational data to the other gateway when the other

_gateway is in standby mode.

35 15. The method of claim 14 wherein before a

gateway assumes a standby mode, the gateway requests all



status by claimng owership of the virtual IP

address. 12 . The nethod of claim 11l wherein the
w@aioenaopsd f orm a cl uster and one of the gat ewaRGI/BE20a5000421

active gateway supplying the conmuni cation and the ‘

ot her gateway can insert into the cluster at any tine

to be in a standby node w t hout H?s?upting the active

gateway's function. 13. The method of claim 12 wherein

the method further conprises designating one of the

gatema%s g.naséer gatema , and_selecting t hat gat eway

to t PRRERFLORAE FBFEetei BRaroPiedhirogathaagctive gateway.

operative, and polling the naster gateway to determ ne

whet her t he r e is, operative and if, not,

swi t!g an coﬁ%%c%??%%&\%g v\césle?fp”i‘hjgg MR R VR

t he PYReRnenisation dshimpleanencgd Hy trdinemieshonl of the
¢ ai guisl [ h r rise
synchronig?ﬁgsdg?g %%?ﬁégﬁﬁtﬁﬂ ga éﬁ%%%pﬁ§§aﬁh%m§?ﬁﬁyays'
gateway of the gateways sending operational data to

t he ot her gateway when the other _gaeway J.s in
_standby node- 15. The method of claim 14 wherein

bef ore a gateway assunes a standby node, the gateway
requests alloperational data to be copied fromthe
active gateway. 16. The nethod of claim 15 wherein the
data synchroni sation is inplenented by transm ssion of
the data using the physical |IP addresses of the

gat eways.



