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Parse the regulatory requirement information to obtain atomized 
security function information that is applied to the trusted 

execution environment

S104
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Perform formal parsing processing on the security function 
information to obtain a security solution of the trusted execution 

environment, where the security solution can prove that it 
satisfies the regulatory requirement information, and generate a 

test case corresponding to the security solution of the trusted 
execution environment based on an axiom of the security 

solution of the trusted execution environment

Construct, by using a predetermined property migration 
mechanism based on the security solution of the trusted 

execution environment and the test case corresponding to the 
security solution of the trusted execution environment, a trusted 
execution environment that has same property information as the 

security solution and the test case with respect to a 
predetermined property item in a target scenario
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Obtain regulatory requirement information of a trusted execution 
environment

S202

Obtain security function information constituting a security 
solution

S204

Perform disassembly processing on the regulatory requirement 
information by using information security common criteria (CC) 
based on the obtained security function information constituting 
the security solution, so as to obtain atomized security function 
information that is applied to the trusted execution environment

S206

Perform formal parsing processing on the security function 
information to obtain a preselected security solution of the 

trusted execution environment

Perform, based on the preselected security solution of the trusted 
execution environment and the regulatory requirement 

information of the trusted execution environment, processing of 
verification on whether the preselected security solution of the 

trusted execution environment satisfies the regulatory 
requirement information of the trusted execution environment, so 

as to obtain a corresponding verification result

If the verification result indicates that the preselected security 
solution satisfies the regulatory requirement information of the 

trusted execution environment, use the preselected security 
solution as the security solution of the trusted execution 

environment

Generate a test case corresponding to the security solution of the 
trusted execution environment based on an axiom of the security 

solution of the trusted execution environment

S208

S210

S212

S214

Construct a security sub-solution of the trusted execution 
environment in a target scenario by using a homomorphism 

based on the security solution of the trusted execution 
environment

Obtain constraint information of the trusted execution 
environment in the target scenario; and construct a test sub-case 
of the trusted execution environment in the target scenario by 

using a homomorphism with reference to the constraint 
information based on the test case corresponding to the security 

solution of the trusted execution environment

Generate the trusted execution environment in the target scenario 
by using modified condition and decision MC/DC coverage 

based on the test sub-case of the trusted execution environment 
in the target scenario
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