27 ABSTRACT BLUETOOTH PAI RI NG SYSTEM METHOD, AND APPARATUS The system
provi des secure controlled access to nultiple Bluetooth devices issued to
users. For exanple an officer may be i ssued a weapon. To enabl e nonitoring
of weapon status, a Bluetooth sensor may be fitted to a hol ster and the
Oficer issued wwth a Bl uetooth enabls? nobi | e phone. In order to establish
a secure Bluetooth connection between“the devices, sensor contains a

prest orggsktp AkTkey and the nobile phone stores a partial link key. The
supervi sor enters their usernane and password, and a secret key into the
phone which is then used with the partial Iink key to generate a copy of
the link key stogegetdorherAjRIRE Seyiedd, METHAIRIAND ARPURATAINECt i on can be
established with the first device. The officer ‘enters their usernane and
password into the sensor, and once the secure connection is established it

i's SentTHa\@ftent Mv@&ﬁs@&ﬁe &ﬂﬂ@l%tabt%@s tb%tﬂthﬂ’e BREbIE dBR@IRslite kefshed? sends
both user nanes _and passwords to a_verification aut ho“}%”g If the officer

i s veriS%qaele é%@ff'éﬁtnl‘?drb? F8¢Pdiagveary L &0 Eeledeaniterdng of YeapanisikBisi &Blt¢eM message

i's retupReAmANSE fitked @4 hdIN& HeWe CRficerishiRWRth alHludiden aldble@mbBift dneme. frRi | s, a
failure nessage is returned and the devices are not issued and features may

be bl ockeH o epRBIISPASEFIERIVPIERI SerRBIoN Lyvisel the deviGes spnier copiaing 2 Pestagf litly t he
phone. Kef ahdtBe AbiltIhbihe/stdrSs aaagmn M keyt TYRRUSEMASH UREIs YehrQkerBarkSAt pRawBrgand

passvvoracriw g(s)é{:lrecti kgyem'%%e:[ [Eh%ﬂe Whlch %l%fqe% u%ed with the partial link key to generate a copy of the
link key stored in the first device, so that a secure connection can be established with the first device.
The officer enters their username and password into the sensor, and once the secure connection is
established it is sent over the secure connection to the mobile phone which then sends both user names
and passwords to a verification authority. If the officer is verified and authorized to issue the devices,
an authorization message is returned and use of the devices allowed. If the authorization fails, a failure
message is returned and the devices are not issued and features may be blocked. The verification
authority may be internal or external to the phone. If the authority is external, then the supervisor’s

user name and password could be omitted.

Figure 1C



