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asynchronous. Synchronous copying involves sending data from the primary storage
control to the secondary storage control and confirming the reception of such data
before completing write operations to the primary storage control. Synchronous copy,
therefore, slows the write operation response time while waiting for the confirmation
from the secondary storage control. Synchronous copy, however, provides sequentially
consistent data at the secondary storage control.

[005] Asynchronous copy may provides better performance than synchronous copy
because the write operation to the primary storage control may be completed before
the reception of sent data is confirmed from the secondary storage control. However,
data sequence consistency may have to be ensured since data received at the secondary
storage control may not be in order of the updates, i.e., write operations, to the primary

storage control. In asynchronous copy, cross-device consistency between the primary



storagp control may not be in order of the updates,

i.e., wite operations, to the primary storagp
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[012] In further embodiments, a data structure that maps virtual storage locations to the at
least one of the plurality of physical storage locations is maintained, wherin the

generated links are associated with the data structur, and wherin a plurality of ap-



physi cal storage location. [012] In further
enbodi nents, a data structure that maps virtual
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[019] FIG. 3 111ustrates a block diagram of consistency groups, in accordance with certain

described implementations of the invention;
[020] FIG. 4 illustrates logic for maintaining consistency using virtualization, in

accordance with certain described implementations of the invention;

[021] FIG. 5 illustrates a block diagram of a first state of data structures in an exemplary
[022] embodiment, in accordance with certain described implementations of the

invention;
[023] FIG. 6 illustrates a block diagram of a second state of data structures in an

exemplary embodiment, in accordance with certain described implementations of the
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[030] In certain embodiments, the primary storage control 100 may not be operational and
data associated with the secondary storage control 102 may be used by a recovery
system 110 for processing. In embodiments of the invention, data associated with the
secondary storage control 102 is maintained consistent with data associated with the
primary storage control 100. The consistency is maintained by a replication
managarent application 112.

[031] The replication management application 112 is coupled to the primary storage



physi cal storage. [030] In certain enbodinents, the
primary storage control 100 may not be operational and

walai0a/06dsdCci ated with the secondary storage coPCT/BP2009E50065
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[035]

[036]

may b e used by a recovery system 110 for processing.

I n enbodi nents of the invention, data associated with
the secondary storage control 102 i s naintained
consistent with data associ3ted with the primary
storage control 100. The consistency is nmaintained by
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The secondary storage control 102 may receive data updates 200 generated as a
result of write operations from one or more applications 204a...204m to the primary
storage control 100, wher the one or more applications 204a...204m may comprise the
application system 104. In certain embodiments, the data updates 200 from the ap-
plication system 104 arrive asynchronously at the secondary storage control 102 via
the primary storage control 100 and the data updates 200 may be refrred to as a data
update stream.



[035] FIG 2 illustrates a block diagramof data
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control 102, in accordance with certain described
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operations by the application system 104 may occur (where the second operation
occurs after the first operation):

[043] 1. Write to dataset on volume Al (data updated)
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groups 312, 314, 316. The update data in a consistency group may need to be applied
together to the secondary control 102 for data associated with the secondary control
102 to remain consistent with data associated with the primary control 100. The de-
termination of consistency groups 312, 314, 316 in the table 300 may be performed in
any manner known in the art.

[052] Therefore, FIG. 3 illustrates an exbodiment of exemplary consistency groups 312,
314, 316 that may be generated by the replication management application 112 by

processing the data update stream 200 that arrives asynchronously at the secondary



identifying an application and the nunber a sequence
of updates for the application. For exanple, B
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an application named B, where the update is for the
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relative time t | (referencenuneral 302). The
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secondary storage control 102 is therefore consistent with data associated with the
primary storage control 100.

(03] The replication managament application 112 frees (at block 410) space in the
physical storage 108 as a result of the updates to the virtualization tables 208. For
exémple, certain data updates 200 written into the unused physical storage performed
in block 404 may not be nexded and may be freed. The replication management ap-
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wites (at block 404) the data update 200 into unused
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managenent application 112 may wite the data update

200 into unused | ocations of the secondary storagp
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[064] Tables representing the virtual block to physical block mapping of the pointers 502,
504, 506 are also maintained. For example, current data pointer table 508 illustrates the
curent mapping of the virtual blocks to the physical blocks in the disk 500. The
mapping in the current data pointer table 508 illustrates hardened or committed data,
i.e., data that is consistent across the primary storage control 100 and the secondary

storage control 102. The applications 204a...204n that access data associated with the



storage 108 is shown. The exenplary di sk 500 has ten

physi cal blocks with the first physical block
w@emwsaning a first virtual block (VB) naned \VBUT/EP2DS/050065

is part of the original data in the disk 500. As data

updates 200 arrive and are associated with

di fferent consi stency groups (CG the data updates aie

witten into the disk 500. ®or exanpl e, a data update
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mapping in the current data pointer table 508 illustrates hardened or committed data

after the date updates 200 of the first consistency group have been committed.

[071] The third consistency group pointer table 602 illustrates the mapping of the virtual
blocks to the physical blocks in the disk 500 for data updates that form part of the third
consistency group. The data represented in the second consistency group pointer table

512 or the third consistency group pointer table 602 is not hardened as the second and



exenpl ary enbodi nent, in accordance with certain

descri bed i npl enentati ons of the invention, where the
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consi stency group pointer table 510 have been

hardened, i.e., the first consistency group has been

conn1tted and uncomm tted data updates 200

correspondlng to athird coHS|stency group have

arrived at the secondary storage control 102. [069]
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[078] The replication managament application 112 determines (at block 806) whether all
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pointers have been updated. If so, the replication management application deletes (at
block 808) the current consistency group pointers.
[079] The replication management application 112 increments (at block 810) the current

consistency group. For example, if in a first iteration of blocks 802 to 808 the data



del eted. The current data pointers point to physical
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[090] The described techniques may be implemented as a method, apparatus or article of
manufacture using standard programming and/or engineering techniques to produce
software, firmware, hardware, or any combination thereof. The term “article of

manufacture” as used hewein refers to code or logic implemented in hardware logic
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[093] FIGs. 4 - 8 describe specific operations occurring in a particular order. Further, the
operations may be performed in parallel as well as sequentially. In alternative imple-
mentations, certain of the logic operations may be performed in a diffrent order,

nodified or removed and still implement implementations of the present invention.
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i mpl ement i npl enmentations of the present

i nventi on. Moreover, steps may be added to the above
described logic and still conformto the im

pl enmentations. Yet further steps nmay be performed by a
singl e process or distributed processes. [094]

Al t hough the enbodi nents as witten with iespect to an
asynchronous peerto peer retTDtecopy, additiona

enbodi nrents may b e used where a two-phase commit is
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[007] The method of claim 1, further comprising: maintaining a data structure that
maps virtual storage locations to the at least one of the plurality of physical
storage locations, wherein the generated links are associated with the data

structure, and wherein a plurality of applications are capable of performing
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whesein the program logic is further capable of causing the processor to perform:
releasing unlinked physical storage locations to be used for storing subsequent
data updates.

[014] The system of claim 11, wherin the processing unit comprises a first processing
unit, wherein the first processing unit is coupled to a second processing unit,
wherein an application sends input/output requests to the second processing unit,
wherein the data updates correspond to output requests from the application, and
wherein the data updates are stored only once at the first processing unit,
wherin the first processing unit can substitute the second processing unit in

responding to the input/output requests from the application at any point in time,



data between the first unit and the second Unit. [O1
1] A system for copying storage conprising: a
w@e@seeding unit; a plurality of physical storBgBEEP2005/050065

| ocations associated with the processing unit; program
| ogi ¢ i ncluding code capabl e of causing the processing
unit to perform (i) receiving, at the processing
unit, data updates; (ii) stB}ing the data updates in
the plurality of physical storage |ocations; and (iii)
gener at | n of the
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[019] The system of claim 11, wherin the program logic is further capable of causing
the processing unit to perform: receiving an error, at the first processing unit, in
response to waiting for a data update; and nodifying the generated links to
reflect consistent data.

[020] The system of claim 11, wherein the program logic is further capable of causing
the processing unit to perform: receiving an error, at the processing unit, in
response to generating the links; and nmodifying the links to wflect consistent
data.

[021] The system of claim 11, wherein the processing unit comprises a first processing



physi cal storage | ocation that commts the consistency
group, whereinvirtual storage associated with the
w0 eospegadcessi ng unit |inks to the determ nededT/ERBS$/050065
one physical storage location. [017] The system of
claim 11, wherein the programlogic is further capable
of causing the processing unit to perform nmaintaining
a data structure that maps Vi rtual storage | ocations
to the at |east one of the plurality of physical

storage loc wherein th ener at e s are
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[026updat eThi Artidlefif ﬁfaﬁhﬂa&ﬁdrlef cRitY 32,6@d opelaBbRdBrthed 6athprifs: do-

associ ated. wi ql
termuning if the stoxed data updates form a consistency group, prior to generating

the links; and waiting to receive a next data update in esponse to the stored data
updates not forming a consistency group.

[027] The article of manufacture of claim 22, the operations further comprising: de-
termining if the stored data updates form a consistency group, prior to generating
the links; and determining the at least one physical storage location that commits
the consistency group, wherin virtual storage associated with the first unit links
to the determined at least one physical storage location.

[028] The article of manufacture of claim 22, the operations further comprising:



first unit; and generating links to at |east one of

the plurality of physical storage |ocations to achieve
w@ovsietient data between the first unit and t heCHERmNH050065

unit. [023] The article of manufacture of claim 22,

wherein the first unit is a secondary storage control

coupl ed to a secondary storage and the second unit is

a primary storage control c2(9upl ed to a primary

storage,wherein the plurality of physical storage
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[ 026] hhdfyaigth€ eferbled IRGLD RObd cOnsitent Hath Brtd@n tHelfRst unit and
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consistency group, wherein virtual storage links to the determined at least one

physical storage location.

[035] The system of claim 32, further comprising: means for maintaining data
structures representing consistency groups corresponding to the data updates,
wherein the maintained data structures are capable of pointing to the plurality of

physical storage locations; and means for deleting a first data structure that



dat a updates, wheiein the maintained data structures
are capable of pointing to the plurality of physica
W@ e@saeE43 ocati ons; and deleting a first data BCT/ER1005/@50065
that represents a first consistency group in response
to first data updates associated with the first
consi stency group being commtted. [030] The article
of manufacture of claim 22,2%he operations further
conprising: receivingan error, at the first unit, in
response to Lting .for a dat.a update;.and nodifying.
e gongp it g Ghey GptRF et Gy asldbined
bet we ewtith ghef firststonsistetcyanaiptiemgsemartigeduni t . [ 031] The
articl e, of nyfacture of .claim?2 he. oper at.i ons
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unit, procseiggonisend osegaaratising unfte | i nks; and
nodi fying the links to reflectconsistent data betwasn
the first unit and the second Unit. [032] A systemfor
copyi ng storage, conprising: neans for receiving' data
updates; neans for storing the data updates in a
plurality of physical storage |ocations; and nmeans for
generating links to at |east one of the plurality of
physi cal storage | ocations to achieve consistent data.
[033] The system of claim 32, further conprising:
neans for determning if the stored data updates form
a consistency group, prior to generating the |inks;
and waiting to receivea next data update in response
to the stored data updates not form ng a consistency
group. [034] The system of claim 32, further
conprising: neans for determning if the stored data
updates forma consistency group, prior to generating
the links; and neans for determ ning the at | east one
physi cal storage | ocation that conmts the consistency
group, wheiein virtual storage links to the
det ermi nedat | east one physical storage |ocation.
[035] The system of claim 32, further conprising:
rreans for nmaintaining data structures representing
consi stency groups corresponding to the data updates,
wherein the mai ntai ned data structures are capabl e of
pointing to the plurality of physical storage
| ocations; and nmeans for deleting a first data
structure thatrepresents a first consistency group in
response to first data updates associated with the
first consistency group being commtted. The system of
claim 32, whereinthe consistent data is achieved
bet weena first processing unit and a second processing
unit.



