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with respective packets affording a measure of error
protection/correction. The systems in the foregoing patents
15 transmit and process a single television program, albeit with a
plurality of program components, from respective transmission
channels., These systems utilize inverse transport processors to
extract the video signal component of respective programs for
further processing to condition the video component for
20 reproduction. The 5,289,276 patent only discusses processing the
video signal component. The 5,168,356 patent describes an
inverse transport processor which separates other program
components with a simple demultiplexer responsive to packet
header data for distinguishing respective signal components. ' The
25 separated video component is coupled to a buffer memory, while
the remaining signal components are shown coupled directly to
their respective processing circuitry.
It is known from United States Patent 5,233,654, that
code may be transmitted with television signals in order to
30 provide interactive programming. This code will typically be
‘ operated upon, or executed by, a computer associated with a
television receiver. |
~In applications where most of the program
components are compressed, some buffering is needed between
35 the transmission channel and most of the respective component
processing (decompression) apparatus, thus it is desirable to
couple most, if not all components to buffer memory. The data
rates of different program components may vary widely between




the.remaining signal conponents are shown coupled directly to their
sréspective processing circuitry. It is known fromUnited States Patent
5,233,654, that code may be transmttedZ\A/lth television signals in order to

30 provide interactive programmng. This ¢ode wll typically be operated
upon, or eﬁ@éB?@aV%yco'@P9BﬁgE&@fs Jeeld s within : Fespectivey componentsi ver . |1 n

appl i cati OUFhWei"telsff%‘ﬂﬁvaﬁiagdwwt@gb@ffeﬁ%ﬁ&ﬁ%ﬁp@dﬁlt%@ﬁﬁ@ﬁ?‘j some
the transnm s n channel ‘and nbst of the

buf f ded bet

respect | ve BBHBENBIRTOR CLR RS TONE oFPRETEr S RIGSRFI FOMPORENt ¢ i s |

desi rablgedtc%:igtaomdl efom;xrocés‘sing)tlmiacu@&ppn@gnams cgnllt)g:igeralnmo; The data

rates of dijht&ig ngnarﬁﬁof@:’@ﬂﬁn dibatd asrlgl['u‘vﬁ ﬁlﬁ gost_rh) .
one us it is

respective COfpoONe as welrl "as w thin respe
advant ageoFecetvaiuf§¥ste®ach conponent separately. Buffer nenory for

buffering corrpressed mrrgggqmgpga) P ?,}oeggis‘jrogeﬁaggeﬁ,s for | nteractive
" programs in l§ral i s_not i gni-fica ct it can contribute

©si gni fi cantSXAMRYS e %SEOH) ‘E"r MMOLY, s8izen and MABAGEMERLe ( ransport
processor reirguiery ishoufdrbeckepp! 1o aantiaimuep tookeep heonsuimery coste agnd

NGO 164 S phdsibie?” Thid if ' oddhoibally WBRIECED IRV 0o o
same memory and memory management circuitry for program
component buffering, processor house keeping, and interactive
functions.

SUMMARY OF THE INVENTION

15 The present invention is an inverse transport
processor system for a TDM packet signal receiver. The system
includes apparatus for selectively extracting desired payloads of
program component data and coupling this data to a common
buffer memory data input port. A microprocessor generates data

20 which is also applied to the common buffer memory data input
port. The respective component payloads and data generated by
the microprocessor are stored in respective blocks of the common
buffer memory in response to associated memory addresses
which are apphed to a memory address input port by a address

25 multiplexer.

In a particular embodiment the program component
packet payloads of respective program components are
multiplexed to a memory data input port and directed to select
areas of random access memory (RAM) in accordance with a

30 plurality of start and end pointers. The start and end pointers are
stored in a first plurality of registers, one for each program
component. Addresses are generated, in part, by a plurality of
read pointer registers multiplexed with an adder to successively.
increment the pointers for respective program components.  The

35 start pointers are associated with read pointers for memory
addresses that scroll through designated memory blocks
selectively assigned- to respective program components.
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BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be described with reference to the
drawings, wherein:
FIGURE 1 is a pictorial representation of a time
20 division multiplexed packet television signal;
FIGURE 2 is a pictorial representatlon of respective
signal packets;
FIGURE 3 is a block diagram of a receiver for selecting
and processing packets of multiplexed component signals '
25 embodying the present invention;
FIGURE 4 is a block diagram of exemplary memory
management circuitry which may be implemented for element 17
of FIGURE 3; '
FIGURE 5 is a pictorial representation showing
30 memory address formation for service channel data.
FIGURE 6 is a pictorial representation showing
memory address formation for auxiliary packet data.
FIGURE 7 is a block diagram of exemplary circuitry for
generating auxiliary packet memory addresses.
35 FIGURE 8 is a block diagram of altemauve register
circuitry for incrementing memory addresses.
'FIGURE 9 is a flow chart of operation of the memory
address control. |
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respective images is variable. The packets are of fixed length.
packets with letters having like subscripts represent components
of a single program. For example, Vi, Aj, D; represent video, audio
and data packets and packets designated Vi, Aj, D1, represent
video, audio and data components for program 1, and V3, A31, A32,
D3, represent video, audio 1, audio 2 and data components of
program 3. The data packets Di may contain e.g. control data to
initiate certain action within a receiver, or they may include
executable code forming an application to be executed by e.g., a
microprocessor located within or associated with a receiver.

In the upper line of the string of packets the
respective components of a particular program are shown grouped
together. However there is no necessity of packets from the same
program being grouped as is indicated by the entire string of
packets. Nor is there any particular order for the sequence of
occurrence of respective components.

The respective packets are arranged to include a
prefix and a payload as shown in FIGURE 2. The prefix of this
example includes two 8-bit bytes comprising five fields, four (P,
BB, CF, CS) of which are 1-bit fields, and one (SCID) of which is a
12-bit field. The SCID field is the signal component identifier.
The field CF contains a flag to indicate whether the payload of the
packet is scrambled, and the field CS contains a flag which
indicates which of two alternative unscrambling keys is to be
utilized to unscramble scrambled packets. The prefix of every
packet is packet aligned, thus the location of the respective fields
are easily identifiable. .

Within every payload is a header which contains a
continuity count, CC, modulo 16, and a TOGGLE flag bit which are
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FI GURE 2 is a pictorial representation of respective signal packets; FlIGURE
s3%is a"block diagramof a receiver for selecting and- processing packets of
nul tiplexed component signals 25 enbodging the present invention; FIGURE 4
is a block diagram of exenplary nenory managenent circuitry which nmay be
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television signal receiver including elements of an inverse
transport processor. Signal is detected by an antenna 10 and
10 applied to a tuner detector, 11, which extracts a particular
frequency band of received signals, and provides baseband
compressed signal in a binary format. The frequency band is
selected by the user through a microprocessor 19 by conventional
methods. Nominally broadcast digital signals will have been error
15 encoded using, for example, Reed-Solomon  forward error
correcting (FEC) coding. The baseband signals will thus be applied
to a FEC decoder, 12. The FEC decoder 12 synchronizes the
received video and provides a stream of signal packets of the type
illustrated in FIGURE 1. The FEC 12 may provide packets at
- 20 regular intervals, or on demand, by for example, memory
controller 17. In either case a packet framing or synchronizing
signal is provided by the FEC circuit, which indicates the times
that respective packet information is transferred from the FEC 12.
The detected frequency band may contain a plur’élity
25 of time division multiplexed programs in packet form. To be
useful, only packets from a single program should be passed to
the further circuit elements. In this example it is assumed that
the user has no knowledge of which packets to select. This
information is contained in a program guide, which in itself is a
30 program consisting of data which interrelates program signal
components through SCID's, and may include information relating
to, for example, subscriber entitlements. The program guide is a
listing' for each program, of the SCID's for the audio, video, and
data components of respective programs. The program guide
35 (packets D4 in FIGURE 1) is assigned a-fixed SCID. When power is
applied to the: receiver, the 'micropi?oce;ssdf 19 is programmed to
load the SCID associated with the program guide into one of a
bank of similar programmable SCID registers 13. The SCID fields
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15 view a program provided on channel 4 (in the vernacular of
analog TV systems). The microprocessor 19 is programmed to
scan the program guide list that was loaded in the memory 18 for
the respective SCID's of the channel 4 program components, and to
load these SCID's in respective other ones of the programmable

20 registers of the bank of registers 13 which are associated with
corresponding component signal processing paths.

Received packets of audio, video or data program
components, for a desired program, must ultimately be routed to
the respective audio 23, video 22, or auxiliary data 21, (24) éignal

25 processors respectively. The data is received at a relatively
constant rate, but the signal processors nominally require input
data in bursts (according to the respective types of decompression
for example). The exemplary system of FIGURE 3, first routes the
respective packets to predetermined memory locations in the

30 memory 18. Thereafter the respective processors 21-24 request
the component packets from the memory 18. Routing the
components through the memory provides a measure of desired
signal data rate buffering or throttling. )

The audio, video and data packets are loaded into

35 respective predetermmed memory locations to enable the signal
processors convenient buffered access to the component data. In
order that the payloads of respective component packets get
loaded in the appropriate memory areas, the respective SCID




packet is scranbled, and the field CS contains a flag which indicates which
zof two alternative unscranbllng keys is to be utilized to unscranble
scranbl ed packets. The prefix of every-B-5 packet is packet aligned, thus

the | ocation of the respective field e easily identifiafple. Wthin every
vayl oad i s COTBAAITS ATe AsseRtated swath: dhose megiary, areasec. Thstiul o 16, and &

TOGGLt E f![aGleOhaW@l’lChn@y ¢be harQwired dﬁrmqnanwrynboﬁﬁeuef 17, Tirethek < of
contl nul e S Y ets o
Che same. pestranrioh  BAE Re DeREAGERADIE, 6P Riiukr, SR Sl B il ch
for the vi dhe pmgrannnablecrraggmrsl dgi avulle ways begassigned qimctaadw,_defi ni ng
i ctur e ay A060 fid WatE SO’ FEspeetivBR).. It tho BREF ihe HAdfd, cRBLA! 7, @
digital teiadd dath SCHAS maarcbpvkqadedcmonmg of| étm;rnrggmaw Qver se
transport Regise&s03, Shidathe apprbpiatsl dsodintivii ewile B8 ﬂsgrihnﬁnedppl i ed

(5 2 tuner e e cOler 1 i SRR Rh, Sk oo o
f or mat . Théoadead]unncls}lebqndgrammwet ecgistershe user through a nicroprocessor
R e st L G
been stored in the programmable registers 13, the SCID's of _
received signal packets are compared with all of the SCID's in the
programmable SCID registers. If a match is made with either a
stored audio, video or data SCID, the corresponding packet
15 payload will be stored in the audlo, video or data memory area or
block respectively.
The respective signal packets are coupled from the FEC
12 to the memory controller 17 via a signal decryptor 16. Only
the signal payloads are scrambled and the packet headers are
20 passed by the decryptor unaltered. Whether or not a packed is to
be descrambled is determined by the CF flag in the packet prefix,
and how it is to be descrambled is determined by the CS flag. If
no SCID match is had for a respective packet, the decryptor may
simply be disabled from passing any data. Alternatively, if there
25 is no SCID match for a packet the decryptor may be allowed to
decrypt according to its last settings and the memory write
control may be disabled to dump the respective packet.
| ‘The decryptor is programmed with decryption keys
provided by the smart card apparatus 31. The smart card is
30 responsive to entitlement information contained in particular
packets of the program guide to generate appropriate decryption
keys. The system of the present example incorporates two levels
of encryption or program access, entitlement control messages,
ECM's, and entitlement management messages, EMM's. Program
35 entitlement control and management information is regularly
transmitted in packets identifiable with specific SCID's included in
the packet stream comprising the program guide. The ECM
information contained in these packets is used by the smart card

D




correcting (FEC) coding. The baseband signals wll thus be applied to a FEC
sdecoder, 12. The FEC decoder 12 synchroni zes t he recei ved vi deo and
provi des a stream of si gnal packets of -8Bhe type illustrat ed in FI GURE 1.
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The SC D f'quo(g?ams in particular area codes.
The program provider may want the ability to black

15 out particular areas or groups with very short lead time. For
example, a broadcaster may be required to black out a football
game in the area local to the stadium, if the tickets for the game
are not sold out. This information is not available until
immediately before game time. With such short lead time it may

20 not be possible to program EMM's to black out the local area. A
further coding of the entitlement information is included within
payloads of entitlement data to allow instant blackout.

Packets containing the entitlement data include a

payload header of 128 bits arranged in specially coded 4 groups

25 of 32 bits. A matched filter or E-code decoder 30, is arranged to
detect certain combinations of bit patterns within the 128 bit
‘header. If a match is detected the decoder communicates with the
memory controller 17 and the smart card 31 to make the
remainder of the entitlement payload available to the smart card

30 (via the memory 18). If a match is not detected, the payload is

) not accepted by the specific receiver. The special codes may be
periodically changed if the matched filter 30 is made
programmable. These codes may be periodically provided by the
smart card. For more specific details on smart. card operation as

35 related to viewer entitlements the reader is invited to review
Section 25 of THE SATELLITE BOOK, A COMPLETE GUIDE TO
SATELLITE TV THEORY AND PRACTICE, Swift Television
Publications, 17 Pittsfield, Cricklade, Wilts, England.



-6 -, of the prefix portion of respective detected packets of signal from
tHe FEC 12 are successivel y loaded in a furtheg, SCID register 14. The
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program nust tﬂﬁ_ tely be routed to the respective audio 23, video 22, or

auxiliary 4) signal 25 processors respectively. The data is
recei ved at a rel ati VEIGURE 4 illustrates exemplary apparatus for the

~memory controller 17 shown in FIGURE 3. Each program _
15 component is stored in a different contiguous block of the memory
18. In addition other data, such as data generated by the
microprocessor 19 or a Smart Card (not shown) may be stored in
the .memory 18.
Addresses are applied to the memory 18 by a
20 multiplexor 105, and input data is applied to the memory 18 by a
multiplexor 99. Output data from the memory management
circuitry is provided to the signal processors by a further
multiplexor 104. Output data provided by the multiplexor 104 is
derived from the microprocessor 19, the memory 18 or dire_:cﬂy
25 from the multiplexor 99. Program data is presumed to be of
standard picture resolution and quality, and occurring at a
particular data rate. On the other hand high definition television
signals, HDTV, which may be provided by this receiver, occur at a
significantly higher data rate. Practically all data provided by the
30 FEC will be routed through the memory 18 via the multiplexor 99
and memory I/O circuit 102, except for the higher rate HDTV
signals which may be routed directly from the multiplexer 99 to
the multiplexor 104. Data is provided to the multiplexer 99 from
the decryptor 16, the smart card circuitry, the microprocessor 19,
35 and a source of a media error codes 100. The term "media error
codes as used herein, means special codewords to be inserted in a
data stream, to condition the respecuve 31gnal processor
. (decompressor) to suspend processing until detection of a



constant rate, but the signal processors nomnally require input data in
bur st's (according to the respective types of deconpression for exanple).
The exenplary system of FIGURE 3, firstlQoutes the respective packets to
predeterm ned nenory locations in the 3 0 nenory 18. Thereafter the
respect i ve Presieserained codeward,sueh (2% a stadneade,p a8 then rtomresemgenor y
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pr ogr anmabl memogys tagcess contention is arbltrated The DMA 98 cooperates
with a Service Pointer Controller 93, to provide the appropriate
read or write addresses for respective program signal
~ components. '

15 The respective addresses for the various signal
component memory blocks are generated by four groups of
program component or service pointer registers 83, 87, 88, and
92. The starting pointers for respective blocks of memory, into

~ which respective signal components are stored, are contained in

20 registers 87 for the respective signal components. The start
pointers may be fixed values, or they may be calculated by
conventional memory management methods in the microprocessor
19.

The last address pointers for respective blocks are

25 stored in the bank of service registers 88, one for each potential
program component. Similar to the start addresses, the end
addresses may be fixed values or they may be calculated values
provided by the microprocessor 19. Using calculated values for
starting and end pointers is preferred because it provides a more

30 versatile system with less memory.

The memory write pointers or head pointers are
generated by the adder 80 and the service head registers 83.
There is a service head register for each potential program
component. A write or head pointer valué is stored in a register

35 83, and provided to the address multiplexor 105 during a memory
write cycle. The head pointer is also coup_léd to the adder 80,
wherein it is incx_'emented by one utiit, and the incremented
pointer is stored in the appropriate register 83 for the next write



10, , In the steady state, after the program SClD.s have been
-stored in the programmabl e registers 13, the SCID's-of received signal
packets are conpared with all of the sdbs in the programuabl e SCI D
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. service pointer controller 93. The service pointer controller

15 parses the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit head pointer bus. This is illustrated by the bus 96 shown
being combined with the head pointer bus exiting the multiplexor -

85, and by FIGURE 5 with reference to the bold arrows.

20 In FIGURE 5, the top middle and bottom rows of boxes
represent the bits of a start pointer, an address and a head or tail
pointer respectively. The higher numbered boxes represent more
significant bit positions. The arrows indicate from which bit
positions of the start or head/tail pointers the respective bits of

25 an address are derived. In this derivation the bold arrows
represent steady state operation. -

Similarly, memory read pointers or tail pointers are
generated by the adder 79 and the service tail registers 92. There
is a service tail register for each potential pfogram component. A

30 read or tail pointer value is stored in a register 92, and provided
to the address multiplexor 105 during a memory read cycle. The
tail pointer is also coupled to the adder 79, wherein it is '
incremented by one unit, and the incremented pointer is stored in
the appropriate register 92 for the next read cycle. The registers

35 92 are selected by the service pdinter controller, 93, for the -
appropriate program component currently | being serviced.

- The registers 92 provides 16 bit tail pointers. 18-bit
read addresses are formed by concatenating the two most



transmtted in packets identifiable with specific SCID s included in the
packet stream conprising the program gui de. The ECM i nformation contai ned
in these packets is used by the snmart <b2d -8- to generate the

decryption keys.used by the decryptor, The EMM i nformati on included in
t hese packeﬁlgnlfécﬂge@l%yo?h@es§E¥!’Eri’@@r‘er§p&iq‘Fc%nthtttaéﬁrRPmE?rﬂet erm ne

pr ]g)gr amt mat ﬁﬁl:h?'rt]hé Oﬁtﬁfti pointes ?“fsiw 'ub@[)mbst eignificadt tLiEl\{Misliﬁbh"stbﬁ][T?nt
Intornmati on,W | J S aCKel s e e eogra |1.C Spe I C, Or
o oop oot i Rrluind8 182of wifk" alfitesty "EHE, SeiatS RO Kol oy T
i ncl ude a npaises (thet morevsighificandnstant qeainter bitsl frami therstatti on fromt he

t d - i , ) sat.el 1y sast.er. Th
ohart o3y q DO RIGRHCM HAER 37 fnd hOIREE sk B 0ARE e, T
tel ephone ekéthihdailopointer rhutsei vEhis it dllustratethdyethe rhis i%c shawndat a,

whi ch when pgipgeconthiR¥d! ails et (AR pointés IbulNekitife Othed MitiptseRt | on of
particul ar 8{)0 ranms i n.particular area codes. The program provi der may want
y

the abilit o black 1 5 out particular areas or groups with very short
|l ead time. For exanplPat#f ibr stofed Sine theraiemory el dtethé caibdaledut a

- footbayy gogg s ARER ARGy Wheb Sy et R ' B2 0r 1 e 9o
bef ore ganeincrementdyd tbys arte sindr compatedi te the ang pointer for this
program component, and if they are equal the more significant
bits of the head pointer are replaced with the lower 14 bits of the
start pointer and zeros are placed in the lower two bit positions of
15 the head pointer portion of the address. This is illustrated in
FIGURE 5 with reference to the hatched arrows between the start
pointers and the address. This operation is illustrated by the
arrow 97 pointing from the service pointer controller 93 to the
head pointer bus from the multiplexor 85. It is presumed that
20 application of the lower 14 start pointer bits override the head
'p'ointer .bits. Replacing the head pointer bits with the lower start
pointer bits in the address for this one write cycle, causes the
memory to scroll through the memory block designated by the
- upper two start pointer bits, thus obviating reprogramming write
25 addresses at the start of each packet to a unique memory location
within a block.

If the head pointer ever equals the tail pointer (used
to indicate where to read data from the memory 18) a signal is
sent to the interrupt section of the microprocessor to indicate that

30 a head tail crash has occurred. Further writing to the memory 18
from this program channel is disabled until the microprocessor re-
enables the channel. This case is very rare and should not occur
in normal operation.

Data is retrieved from the memory 18 at the request

35 of the respective signal processors, at addresses calculated by the
adder 79 and registers 92. - After reading a byte of stored data,
the tail pointer is incremented by one unit and compared to the
end pointer for this logical channel in the service pointer




20 not be possible to program EMMs to black out the |local area. A further
.coding of the entitlenent information is included-wthin payl oads of
entitlenment data to allow instant bl acBx . Packets containing the
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Engeggﬂg f Jhﬁﬁfgﬁ?&ﬂﬁbﬁyﬁ’g@%““hg‘r[‘éﬁwegar ﬁfuggf“%@a%e&%ﬂhgg%%. IOThese
header s or headr orctaik painter3pontions i of [thegrespective write or read
addresses by the lower 14 bits of the start pointer may be
accomplished by appropriate multiplexing, or the use of three
state interconnects .
15 Data transmitted in auxiliary packets is typically
directory, header or control information and thus is processed
slightly differently from program component data. Data in the
auxiliary packets include information necessary to establish the
requisite memory storage areas for the respective program
20 components and any included applications. As such auxiliary
packets are given preference. Two service blocks are provided for
each component. Each block has an eight bit Sequential address or
storage locations for 256 bytes of data. Each block has an
eighteen bit total address which is illustrated in FIGURE 6. The
25 ceight LSB's of the address are provided by a sequential counter.
The ninth bit is provided by the CS or scramble key bit from the
transport prefix. The tenth through twelfth bits are generated
responsive to the particular SCID's assigned for program detection.
This example assumes that the system has provision for
30 processing and detecting five program components (including
program guide) or services. There are thus five SCID’s
programmed in the respective programmable SCID registers 13
and five SCID comparators, 15. The five comparators each have
an output terminal, which terminal is assigned .a program
35 component. The five_possible programs that are associated with
the five comparator output terminals are assigned respective
three bit codes, three bits being the fewest number of bits that
can represent five states. The three bit codes are inserted as the



(which,is the reason the headers of entitlenent payloads are 5 coded in
:32-bit groups). If video data is |lost, an MPEG vi deo decoder ‘can only
restart deconpressing video data at patrlédeul ar data entry points. These
entry points [ start .codes. . The decoder y be arranged to
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conventional memory management techniques.
FIGURE 7 illustrates exemplary auxiliary memory
15 address generating circuitry. FIGURE 7 includes a prefix register
125 used for capturing the prefix bit CS, which is applied to the
microprocessor 19. The five control lines from the SCID detector
15 are applied to a five control line to three bit converter 126,
| which may be a simple Boolean logic operator. The three bits
- 20 generated by the converter 126 are applied to the microprocessor
19 which composes respective 10 most significant bit (MSB)
portions of auxiliary addresses. On detection of an auxiliary
packet, the 10-MSB address portion is applied to the MSB portion
of one of a bank of registers 128. The 8-LSB portion of the
25 respective register 128 is set to a predetermined value, typically
zero, at the beginning of each auxiliary packet . The 8-LSB portion
is appended to the 10-MSB portion and applied to an input port of
a 10-to-1 multiplexer 129. The 8-LSB portion of respective
addresses provided by the multiplexer 129 are coupled to an
30 adder 130, wherein the 8-LSB address value is incremented by
one unit and coupled back into the 8-LSB portion of the register
128 via a further multiplexer 127. The incremented LSB portion
(with its MSB portion) serves as the next successive address for
the respective auxiliary packet. The multiplexers 127 and 129
35 are controlled by the DMA controller 98. for selecting the current
memory block to be-addresses. Note, in an. alternative
arrangement the pPC 19 may be arranged to establish at least a

portion of the auxiliary addresses.




30 FEC will be routed through the menory 18 via the multiplexor 99 and
.renory 1/Ocircuit 102, except for the higher rate HDTV signals which may
be routed directly from the mul tiplexer, 99 to the nmultiplexor 104. Data is
provided to the nultiplexer 99 fromthé ecryptor 16, the smart card
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read or wrighGifflekEsSGhd Un HBAREClinfifaP 09 MhEhR"227-130 may be
configured for generating read addresses. These read addresses
may be time division multiplexed with a further multiplexer in
cascaded connection with the multlplexer 129.
15 Memory read/write control is performed by the
service pointer controller and direct memory access, DMA,
elements 93 and 94. The DMA is programmed to schedule read
and write cycles. Scheduling is dependent upon whether the FEC
12 is providing data to be written to memory or not. FEC data
- 20 write operations take precedence so that no incoming signal
component data is lost. In the exemplary apparatus illustrated in
FIGURE 4, there are four types of apparatus which may access the
memory. These are Smart Card (not shown), the FEC 12 (more
precisely the decryptor 16), the microprocessor 19 and the
25 application devices such as the audio and video processors.
Memory contention is handled in the following manner. The DMA,
responsive to data requests from the various processing elements
listed above, allocates blocks of memory for respeciive program
components. Access to the memory is provided in 95 nS time
30 slots during which a byte of data is read from or written to the
memory 18. There are two major modes of access allocation,
- defined by "FEC Providing Data", or "FEC Not Providing Data"
respectively. For each of these modes the time slots are allocated
and prioritized as follows, assuming a maximum FEC data rate of 5
35 Mbytes/second, or one byte for each 200 nS. These are:
FEC Providing Data :
1) FEC data write;
2) Application device read/Microprocessor read/write;




corrponents 15 The respective addresses for the various signal
corrponent menory bl ocks are generated by four groups: of “program conmponent
or service pointer registers 83, 87, 881gand 92. The starting pointers for
respective bl ocks of menory, into whi ch respective signal conponents are
stored, are3rdHGidatd Wnit€0 registers 87 for the respective signal

conponents. g4yT t e fixed values, or they may be
Mic%ﬁf&cé%@f)? PE R APt

cal cul at ed b nveht 1 onal nenory maﬁagemant met hods in the m croprocessor
19. The Ias@n‘éd Tess p0| nters for respective blocks are 25 stored in the

bank of ser CEN Patwne for each potential program conponent.
Simlar e stagl reeﬁ@zs t he end addresses may be fixed val ues or
t hey ma a$mr tga Sw ded by the mcroprocessor 19. Using
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provi des a stem with less nenory. The nenory wite -
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When there is no data available for the requesting devices, the
microprocessor is provided use of the application time slots.

15 The Controller 93 communicates ‘with the SCID
detector to determine which of the respective Start, head and end
pointer registers to access for memory write operations. The
controller 93 communicates with the DMA to determine which of
the start, end and tail registers to access for memory read

20 operations. The DMA 98 controls selection of the corresponding
addresses and data by the multiplexers 99, 104 and 105.

Preferred alternative circuitry for incrementing
memory addresses is shown in FIGURE 8, which circuitry may be
utilized in either the FIGURE 4 or FIGURE 7 apparatus. FIGURE 8

25 illustrates its implementation as for tail pointer incrementing
according to FIGURE 4. At the beginning of a packet, the pointer
in the associated register 92A is coupled to the adder 79A,
wherein it is incremented by 1. Rather than storing intermediate
incremented tail pointers in the registers 92A of FIGURE 8 (92 of

30 FIGURE 4), intermediate incremented pointer values are

| successively stored in a working register 107. After the last
pointer value is generated for a packet of signal, the updated
pointer in register 107 is transferred to the register 92A
associated with the packet SCID. '

35 It is not uncommon that data in a memory buffer may
need to be omitted. For- example a partial packet may have been
stored when a system error or a data interrupt occurred. To
conserve memory space, the data omission is performed simply



cycle. The registers 83 are selected by the service pointer controller, 93,
for the appropriate program conponent currently being serviced. In this
exanple it is assuned that the start addend 5 pointers are 16-bit _
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head/tai | iRe nﬁceegri%ntupge of the C%i'l's\/tev;)de:tos pcz)xfcket after detection that a
packet is lost. The circuitry of FIGURE 4 places a media error code
15 at the beginning of every video packet and then excises the media
error code in respective packets if there is no loss of a preceding _
packet. The media error code is inserted in the first M memory
address locations reserved for the current video packet payload,
by writing to memory 18 for M write cycles prior to the video
20 payload arriving from the decrypter. Concurrently the multiplexor
99 is conditioned by the DMA 98, to apply the media error code
from the source 100 to the memory 18 I/0. M is simply the
integer number of memory locations required to store the media
error code. Assuming the memory to store 8-bit bytes, and the
25 media error code to be 32 bits, M will equal 4.
The addresses for loading the media error code in
memory are provided by the respective video component service
register 83 via the multiplexer 82 and multiplexer 85. It will be
appreciated that the first M addresses provided from the pointer
30 register 83 for loading the media error code into the memory
locations that would otherwise be loaded with video component
data, will simply be the next M sequential addresses that would
normally be produced by the video head pointer. These same
addresses are coupled into an M-stage delay element 84, so that
35 immediately after the last byte of the media error code is stored
in the memory 18, the flig_st'.of the M. addresses is available at the
output of the delay element 84.



25 an address are derived. In this derivation the bold arrows represent
steady state operation. Simlarly, nenory read poi.nters, or tail pointers
are generated by the adder 79 and the sk8vice tail registers 92. There is a
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r ead cycl e pélijfermegl plaves 16 ad8itional smlmcgt ednbuaiﬂts enrsugnal pflomt er
control lgg’cess%gt he appropriate program conponent currently being

S

service reg ers 92 provides 16 bit tail pointers. 18-bit read
addresses are forned Hyacpackstelossi ity detectedo thosvideo camposenhidfi theht bits

of the starymentifacket Cist!E't%r i*?:'tménﬂb ppsms 95( Ehthbhﬁeif ?'t‘frt poi nt er

glﬂ:ﬂfelsg t h'?ﬂg)st)rtw CQA‘&J&S aBBHt P?) ti‘@rmg%?%"é’ rﬁﬁ%’ﬁéﬁ@a ? rd ?I g?art
poi nt er bl tcsorh orfenhe SthastlsSacc(m hished byoc@nﬂutmnlimgl thec muRiplexed
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mul ti pl exoramﬁopnate reglster 83. Alternauvely, if a packet loss is not
detected, the first M bytes of the video component in the current
packet are stored in the memory locations in which the media
. error code was immediately previously stored. This is
15 accomplished by the service pointer controller conditioning the
multiplexer 85 to pass the delayed head pointers from the delay
element 84, for M write cycles. At the end of the M write cycles
the service pointer controller 93 will condition the multiplexer to
again pass undelayed head pointers. When the multiplexer
20 switches back to non delayed pointers, the next non delayed
pointer will correspond to the M+1th address.

Packet error or loss detection is performed by an error
detector 101 which is responsive to the CC and HD data of the
current packet. The detector 101 examines the continuity cdunt

25 CC in the current packet to determine if it differs from the CC of
the previous packet by one unit. In addition the TOGGLE bit in the
current packet is examined to determine if it has undergone a
change from the previous packet. If the CC value is incorrect, the
state of the TOGGLE bit is examined. Depending if one or both of

30 the CC and TOGGLE bit are in error or changed respectively, first
or second modes of error remediation are instituted. In the
second mode, initiated by the CC being in error and the TOGGLE bit
having changed, the system is conditioned to reset to a packet

~ containing a picture layer header. In the first mode,. where only

35 the CC is erroneous, the system is conditioned to reset to a packet
containing a slice start code. (A slice layer is a subset of
compressed data within a frame.) In both the first and second
modes, the media error code written to memory is retained in the



Data.is stored in the nenory 18 at the calculated 10 address. After
storing a byte of data, the head pointer is increnented by orie-and conpared
to the end pointer for this program coanp9nent, and if they are equal the
more significant bits of the head pointer are replaced with the |ower 14
bits of therespgctivgoipayloadinie adeus the edegsompressart e insticwte: wemeidial

posi tions of¢cdion. the head pointer portion of the address. This is
illustrated in FIGURE. 5 with referenﬁe to tfﬁ haieched ary ows, bet ween t he
start pointers and t hPeReading upgn Lhe partiqular jdesigns, of a; VAl the arrow
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a head tai | DMAs98hawmonyuaceess prodesss Dhet DMA! sespondse{@00} 18 from this
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Data is ret8CEs fHom $GiDnb&$)-rt§6338dQleCtQﬁb indigating the presence of data
from the decryptor 16 to be written to memory, one byte of
15 program data from the decryptor is written {201} to the buffer
- memory 18. The block of memory to which it is written is
determined by the processor 93 responsive to the current SCID.
Next the DMA determines {202} if any of the program component
processors, including the smart card and pPC are requesting data
20 or read/write (R/W) access to the memory 18. If no data requests
are made on the DMA the process returns to step {200}. If a data
R/W request has been made, the DMA determines {203} the
priority of the request. This will be accomplished by a
_ conventional interrupt routine or alternatively sequential one
25 Dbyte service in an arbitrary order of those program processors
requesting data. For example, assume that an arbitrary order of
access priority is video, audio I, audio II. smart card, and uPC.
Assume also that only the video, audio II and uPC are requesting
~memory access. During the current operation of step {203} a byte
30 of video will be read from memory. Dufing the next operation of
step {203} a byte of audio II will be read from memory, and
During the next subsequent occurrence of step {203} a byte of uPC
data will be written to- or read from memory 18 and so forth.
Note that address for smart card and pPC access are provided by
35 the smart card and uPC respectively, but addresses for video,
audio and program guide are available from the address pointer
arrangement (80-93). ' '



35 of the respective signal processors, at addresses calculated by the
adder 79 and registers 92. After reading a byte of stored-data, the tail
pointer is increnented by one unit and.ggupared to the end pointer for this
| ogi cal channel in the service pointer -1 3 - controller 93. If the tail
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If data is not presently available from the decryptor
16, i.e. an SCID is not currently detected, the process {208-216} is -
followed. First {208} the smart card is examined to determine if it

15 is requesting memory access. If it is, it is given a one byte
memory access {209}, else a check is made {210} to determine if
any of the program processors is requesting memory access. If a
data R/W request has been made, the DMA determines {211} the
priority of the request. The appropriate processor is serviced

20 {212} with a one byte memory read or write access. If a data

- R/W request has not been made by the program processors, the

process jumps to step {213} where a test is performed to
determine if the smart card is requesting memory access. If it is
it is serviced {216} with a one byte memory access, else the

25  process jumps to step {200}.

It should be recognized that in the present preferred
example, when in the "FEC Not Providing Data" mode, the smart
card is provided a two-to-one access precedence over all other
program processors. This priority is programmed into a '

30 programmable state machine within the DMA apparatus and is
subject to being changed by the uPC. As mentioned earlier, the
system is intended to provide interactive services, and the pPC 19
will be responsive to interactive data to perform at least in part
the interactive operation. In this role, the pPC 19 will use the

35 memory 18 both for application storage and working memory. In
these instances, the system operator may change the memory .
access priority to provide the pPC 19 with memory access of




requi,site menory storage areas for the respective program 20 conponents
and any included applications. As such auxiliary packets are given
preference. Two service blocks are prov2tled for each conponent. Each bl ock
has an eight bit sequential address or storage |ocations for 256, bytes of
data. Each Sreaer {zequeney.ghtlhe, neprogramming 10k JOemaryn aceess [RFiQLtt ed in
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are at the beginning of every video packet and then excises the media

error code in respective packets if there is no loss of a preceding

packet. The media error code is inserted in the first M memory

15 address locations reserved for the current video packet payload,
by writing to memory 18 for M write cycles prior to the video
payload arriving from the decryptor. Concurrently the multiplexor
99 is conditioned by the DMA 98, to apply the media error code
from the source 100 to the memory 18 I/O. M is simply the

20 integer number of memory locations required to store the media
error code. Assuming the memory to store 8-bit bytes, and the
media error code to be 32 bits, M will equal 4.

The addresses for loading the media error code in
memory are provided by the respective video component service

25 register 83 via the multiplexer 82 and multiplexer 85. It will be
appreciated that the first M addresses provided from the pointer
register 83 for loading the media error code into the memory
locations that would otherwise be loaded with video component
data, will simply be the next M sequential addresses that would

30 normally be produced by the video head pointer. These same
addresses are coupled into an M-stage delay element 84, so that
immediately after the last byte of the media error code is stored

~ in the memory 18, the first of the M addresses is available at the
output of the delay element 84.

35 Packet error or loss detection is performed by an error
detector 101 which is responsive to the CC and HD data of the
current packet. The detector 101 examines the continuity count
CC in the current packet to determine if it differs from the CC of



assigned to programuabl e registers arbitrarily nunbered 1-5. The three bit
codes assigned to the conponents assigned to the 5 ..programmable registers
1-5 are 000, 001, 010, 011, and 100 resp@ctively. Dependi ng upon which
program conponent jis current|y being detected, the three bit code
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which may be a sInp C ogrrc operator. gener at ed
by the convEPREAININEsasslice Jayers header. hd(Avidicgplayegsisor subsghidth conposes
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mul ti pl exer ta2mempry & (regaiped: inthef respegtivei payload to alert the
decompressor to institute remedial action.
15 If a packet loss is detected, the video component of the
current packet is stored in memory 18, starting at the next or
(M+1)th  address location. This is accomplished by conditioning
the multiplexer 85 to continue to pass undelayed head pointers
from the appropriate register 83. Alternatively, if a packet loss is
20 not detected, the first M bytes of the video component in the
current . packet are stored in the memory locations in which the
media error code was immediately previously stored. This is
accomplished by the service pointer' controller conditioning the
multiplexer 85 to pass the delayed head pointers from the delay
25 element 84, for M write cycles. At the end of the M write cycles
the service pointer controller 93 will condition the multiplexer to
again pass undelayed head pointers. When the multiplexer
switches back to non delayed pointers, the next non delayed
pointer will correspond to the M+1th address.
30 Depending upon the particular designs of a given
receiver, it may or ‘may not be conducive to include media error
codes in different ones of the signal components when respective
component transport packets are lost. In addition it may be
advantageous to utilize different media error codes for different
35 signal component formats or compression processes. Thus one or
more media error code sources -may be required.
FIGURE 10 illustrates exemplary apparatus for
detecting packets which include conditional access information or




addresses provided by the nultiplexer 129 are coupled to an 30 adder 130,
wherein the 8-LSB address value is increnented. by one unit -arid coupl ed back
into the 8-LSB portion of the register.428 via a further nultiplexer 127.
The incremented LSB portion (with its MSB portion) serves as the next
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connections of a comparator 254 which may be configured of, for
example, a bank of eight exclusive NOR (XNOR) circuits having
respective output connections coupled to an AND gate and a latch.
15 The latch may be a data latch arranged to latch the results of the
AND gate at each byte interval. | |
A 32-bit MPEG start code is stored as four bytes in an
8-bit register bank 265. Entitlement header codes are stored as
8-bit bytes in a bank of 16 8-bit registers 257. Loading of the
20 register banks 251 and 265 is controlled by the microprocessor 19
and/or by the smart card. The start code registers 265 are
coupled to a four to one multiplexer 266, and the entitlement
header registers are coupled to sixteen to one multiplexer 257.
Output ports of the multiplexers 257 and 266 are coupled to a two
25 to one multiplexer 249. Respective output connections of the
multiplexer 249 are coupled to respective corresponding second
input terminals of the -comparator 254. Note the input and output
~ connections of the multiplexers 249, 257 and 266 are 8-bit
busses. If the respective values exhibited at the respective output
30 connections of the register 250 are correspondingly the same as
the output values exhibited by the respective output connections
of the multiplexer 249, a true signal is generated by the
comparator 254 circuit for the corresponding data byte.
For start code detection, the multiplexer 266 is
35 scanned by the counter 258 to sequentially couple the four
différent registers 265 to the XNOR in synchronism with the
occurrence of the first four data bytes from the decryptor 16.
Alternatively, for entitlement payload header detection, the




may be time division nmultiplexed with a further rrultlpl exer -in cascaded
eonnection with the nultiplexer 129. 1 5 % 7 Menory read/wite
control is performed by the service poiBdsr controller and direct nenory
access, DVA, elenents 93 and 94. The DMA i s progr d to schedul e read and
wite cycl eBultiplexen 23 iis scasnede by @b@ncthefgém@ reguentialypr ovi di ng
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1) FEC data wite, n devi ce Tead/ cro cessor read/ wite
apparatus may be arranged to match the first our bytes of the

entitlement payload header. Another subscriber apparatus may
15 be arranged to match the second four bytes of the entitlement

payload header and so forth. In either of these exemplary
situations the circuitry 255 will determine if a match has occurred
for the appropriate four consecutive bytes.

| The FIGURE 10 apparatus also includes circuitry

20 (elements 261-263) for detecting an all zero entitlement payload

header condition. The bits of respective arriving bytes of data are
coupled to respective terminals of the 8-bit OR gate 263. If any
one of the bits is a logic one the OR gate 263 generates a logic one
output. The output of the OR gate 263 is coupled to one input of a

25 two-input OR gate 262, which has an output and second input
coupled respectively to the data-input and Q-output terminals of a
D-type latch 261. The D-type latch is clocked by the timing circuit
259 synchronously with the arrival of incoming data bytes. If any
bit in any of the data bytes which occurs after the latch is reset is

30 a logic one, the latch 261 will exhibit a logic one at its Q-output
until the next reset pulse. The Q-bu'tput of latch 261 is coupled to
an inverter which exhibits a zero output level whenever the latch
exhibits a one output level. Thus, if after the 128 bits (16 bytes)
of the header have been passed through register 250, the output

35 of the inverter is high, then the 128 bits are zero valued.
Responsive to detection of a high output level from the inverter
after passage of the entitlement payload header, the circuitry 2355
will generate a data write enable signal.



-16- ,3), FEC data wite; 4) Mcroprocessor read/wite; and for FEC Not

Provi ding Data 5 1) Smart Card read/wite; 2) Application..device
read/ M croprocessor read/wite; 3 )SmacrRsCard read/wite; 4) M croprocessor
read/ wite. Because FEC data wites cannot be deferred, the FEC (or nore 1
0 correctly the decrypthns begnefoundtodbagparticnlatly: efficigntrtent eed nenory
access duri par@fiel M siSeémt sadl thatl iRy ST tdétecorOitheadec gd by the
application geV| S and°the nicro rocesao&§§ﬁhen thegﬁ i S no ﬁta avail abl e
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communi cat esritical timin@vrcanstudnts: ni ne whi ch of the start, end and tail
regi sters to access for nmenory read 20 operations. The DVA 98 controls

sel ection of the correspondi ng addresses and data by the nmultipl exers 99,
104 and 105. Preferred alternative circuitry for incrementing



menory addresses is shown in FIGURE 8, which circuitry may.be utilized in
either the FIGURE 4 or FI GURE 7 apparatus. FI GURE 8 -25 HHTStrates TS

i npl enmentation as for tail pointer incf26enting according

t he begi nni EE of. g packet, the pointer in the associated rlﬂgl nm&mmll
coupled to er 79A, wherein it is increnented by 1. L s *
storing internediate increnented tail pointers in the registers 92A of
FIGURE 8 (92 of 30 FILGQJ ' nP ues are
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It is not unc menory pbuffer may need to be omtted. For
exanpl e a pidentifie ﬁﬁyd M@%e%ﬂ'@!’@iw when a systemerror or a data

i nt-er rupt occurred Ta §6ﬂﬁ>%r\df §&ido time pdivdsionh enwleiplexsd gracketed
per f or med SI{EH%’ -17- by overwiting the partial packet of data.
dat

Overwriting$ »data is effected by resetting the appropriate pointer to
the value it exhibited gbnirhenbbgiferi membryshe packet. Such resetting is

Fegi ster . that i s by GobRFAYnehoPradint “cofipbfight ockiinkC | ' 0 PO M €
error codesapparatusehaving respectlve input ports coup ed to a data output

port of said common buffer memory;

: a SCID detector coupled to said source for detecting
packets respectively identified by one of a plurality of
predetermined SCID's; :

means for applying respective payloads of packets
identified by said plurality of predetermined SCID's to a data
input port of said common buffer memory;

addressing circuitry responsive to detection of ones of
said plurality of predetermined SCID's for generating write
addresses for storing respective program component payloads in
respective blocks of said common buffer memory, and responsive
to data requests from said plurality of program component |
processing apparatus for reading corresponding program
component payloads from said respective blocks of said common
buffer memory to the requesting processing apparatus.

2. The apparatus set forth in claim 1 wherein said
- addressing circuitry is arranged to alternately perform, in
successive memory access operations, writing of packet payload
data with read/write functions requested by said plurality of
program component processing apparatus.



vi dep conponent signal stream when packets are lost, to congubd '

signal deconpressor to suspend deconpression.until a partl*“"'ﬁ"’i&“ﬁﬂ“iﬂﬂ :
entry point occurs in the data stream-2%-is not 1 0 practixCa -
where and in which video 'P&fket the next entry point may occur. In order to

find the next entry pdintThe apparatys sgisEomhein iclaim hevheriny to incl ude a

n . 5 a1 . i ¢ uds
media error g@i@guﬁrgspaylml 3 NenGypta Hitho SOIDegpaaikebnatyionlet ect i on

The cir 'wtrg qf FI GURE. 4 pl M ggdl error code
15 at thekB¥di ARfnHermedns yioF apBlYIAGKESSPECH VEn PAYI0AdSs of PREkEHJi a
%ror g_ode ton d&ﬁ@gﬁdpm_penkeszaid édilﬁh?(_ni sbuffer afnemoty congsrisisng packet .
e nedia error code s r rs A1) Y S cations
reserved for the c_urr8n§ﬁ\3‘?‘gé:ﬁﬁaidﬁg&ag%y#ogaktwﬁﬁ\ﬁét?:Fgg%@ ﬁ@kﬁry 18 for
Mwite cyctlesignedototbe ttesponsive 20 entitleowmtadatasicoptdined) inhe decrypter.

Conour  ent | yrddRcirdd!18¢6fved pakeR)Cién Wariiing NSCHMA sBReifie apply the

nmedia error”.c omthe sourc to the nenor I's sinply the
i nt eger nunBESTYRUORNKRYS] ocations required to store the media error code.

Assuming the menmory tg sighat dedrtyptdrytRsvingndnt batpih poredoapkid ab code to
be 32 bits, I\lldvm Iabqeguat 4. Thf addr esses g)élﬁoam ng the.nedia error code
I n menory at pp degu >qultle° SAKL GHman Q,Ioﬁ%ﬂgﬂf’ g‘é‘? Vi ce register
83 via the detctyptimxerespectind pailogdserinr aBbordancei Iwithe coprespondinegl t hat
the first - Prvi r he pointer 30 register 83 for |oading
t he nedi a %?ci);ﬁ gggg&%t‘%’&‘@%’én@%&l ocations that woul d otherw se be
| oaded with video conmponent data, will sinply be the next M sequenti al
addresses that would 4, The apparatus set forth in claim 3 wherein packets

containing entitlement data include payloads with payload specific

headers, and said apparatus further includes:

a decoder for recognizing said payload specific headers
for generating a control signal to effect loading said entitlement
data in a smart card block of said common buffer memory.

5. The apparatus set forth in claim 4 further including

a microprocessor for performing at least system
control functions; and wherein said microprocessor is arranged to
use said common buffer memory for application storage and
working memory.

6. The apparatus set forth in claim 1 further including

a microprocessor for performing at least system
control functions; and wherein said microprocessor uses said
common buffer memory for application storage and for working
memory. | -

7. The apparatus set forth in claim 1 further
including: :
a detector for detecting the occurrence of lost packets
of program components; and -

apparatus for effecting remedial  action in response to
detection of lost packets.



normal Iy be produced by the video head pointer. These sa
coupled into an Mstage delay el enent 84, so that 3 5 i mmmgmf@ﬂ{a’m
the last byte of the nmedia error code L38stored in the nmenory 18, @ T kst
of the M addresses is available at the output of the delay el enent 84.

-18- The tinming of thd.l Aadysigmffarhproeessingrtime divigiomtroukiiplexed
coi nci des w 15‘%%" ' iL.ead h liAg€r ror
code whi l ewﬁgﬁgﬁ ﬁgﬁg(ent er ﬁgg[ic}{)ogﬂ Pls)ﬂéltgrsg E{;‘éﬁ gcglbgc ga%%{sagg?ﬁaéﬁ I

timng consé msgarancewnhwleadpaa@egs ler; coptainingan oss | s
detected, thdemifier SCIDOvad $fstéme coiprivsihgpacket is stored in nmenmory 18,

starting at the next or (M:1)t ress l,ocation . t,he nory bl ock
establ i shed for that @oﬁéﬂ?@%t& ‘fﬂaﬁg tpgeag{:vdﬁ‘&“i R 1p[}9x%<genmql%é6§]¢ ng the
mul ti pl exer sigial; 85 to continue to pass undel ayed head pointers fromthe

appropriate register 3'mi%!rg€fd'2t%§k(‘ﬁe'ﬂbr béﬁfgpwéegt llg?&pgiﬁ&% det ect ed,

the first Mbytes of the video conmponent ™I urren et are stored
in the menofPnEed afpRGHONs; which the nedia error code was i mediately

previously stored. Thigs cotnthoh bagfer"Mémbeg: by the service pointer
controller conditioning the. nultiplexer 85 ass, the del.ayed head

pointers fromthe del & PANERHEY; of,progran, W&‘P@nﬂ)&lw‘:eﬁl he end of the M

write cycl eapparatus having respective input ports coupled to a data output
port of said common buffer memory;

a first multiplexer for selectively coupling payload
data, data generated by said microprocessor, and data generated
by ones of said plurality of program component processing
apparatus to a data input port of said common buffer memory;

address generating circuitry for generating read and
write addresses for at least respective program component
payloads; and

a second multiplexer for selectively applying memory
addresses generated by said address generating circuitry,
generated by said microprocessor, and generated by ones of said
plurality of program component processing apparatus to a
memory address port of said common buffer memory.

9. The apparatus set forth in claim 8 wherein
respective payloads contain executable codes associated with
applications to be executed by said microprocessor and said
common buffer memory is conditioned to store said executable
codes as well as data generated by said microprocessor.



the seryice pointer controller 93 wll condition the nultj i
pass undel ayed head. poi nters. Wien the nmultiplexer 20 :s nmﬂlgﬂyﬁmlcml
non del ayed pointers, the next non del ag®¢ pointer wll corfrespandstost he
M+ t h address. Packet r or |oss detectd on Ls perfopngd an error
detect or 101 which isli);sgthgiwqrﬁt‘{shéeh@ rd"f-llﬁﬂ‘:ﬁ’agol urltlﬁ}_ler current
packet. Theinehmlingt 101 examines the continuity count 25 CCin the
current packet to determ ifq ' fro Vi ous
packet by one unit. | % ghﬁlat i%%‘t{mgkmhgi ?é %ﬂr%ectt% gﬁpﬁgﬁggﬁgcket i's
exan ned t ocaupladiitaeanf output sportnofrspid efisstc multiplexesand esaide sounee
packet. |f Gesfil Yahyedivisiolc Mhiltiploxdd ISl Nighlle SRECHEI t i

exam ned. De e?lﬁigngfi%l?l QneSlor g‘?),t o?xsg’ t (é CClgnggT tl)-la are in

. E
error or ch lexer, heingepelectively conditions ﬁ%dB%ssofPaé’i?‘H*s rERBYi ati on

are institusgill sourédetosonendfnad, procdsshigehpparitue KSthnitngassager ror and

the TOGGLE hit havi ng,changed he, systemis conditioned to reset to a
packet cont i#’iﬂ“ré‘ a“gﬁ’cF‘d s"P‘AybP?’?‘?éa&Emer the first node, where only 3 5

the CCis erroneous, the systemis conditioned to reset to a packet
COMLLI 79,7, 225 OTHE, ool JUE I aD0 AT s
code wr it t eFeSRECke0 PAYl@adstazeneaciyptedcwith -SCID sperifici wacrypliond t o
alert the dge9§Pands Wherein Payléadse aré"Eslipled to an input port of said

first multiplexer by apparatus comprising:

a smart card interface for interfacing a smart card
designed to be responsive to entitlement data contained in
predetermined received packets, for generating SCID specific
decryption keys;

a signal decryptor, having an output port coupled to
said input port of said first multiplexer, for decrypting respective
payloads in accordance with corresponding SCID specific -
decryption keys.

o]




action. ,Dependi ng upon the particul ar designs of a given i '
or may not be conducive to include nedia error. 5fcodes |“"ﬂmmg"ﬂ”m||@!lof
t he signal conponents when respective c@fponent transport *packets Wl & t.
In addition it may be advantageous .to utilize differen di,a error codes
for different signal cﬁﬁpgﬁ@ngppﬁﬂfssqsr %ﬁp’r"es‘iﬁ“&ﬁ i)]‘ gﬁgglgegs Thus one
olrI mor e nediiachudiag apparatuslrmﬁonﬁwebeo r8QlDIsdn iéspective packets EdiGURE 9
illustrates 8 c ocess.
The oA oo IRREEBORPEspolilnd Baci8t BaloRlY it ARiBheR BBER, Bp° D20k
vi a det ecti csaidf cemimon. buffex s@morys been detected indicating the
presence of data fromthe decryptor 16 to be witten to nmenory, one byte of

15 programdata fro he decryptor is witten {201} to the buffer nenory
18. The bl ock of rrermn/it Apparahis tin; an,audiefyideo Gsigan | FaBSPRtt he

processor 93proeessurs fef procebsinguisigil Heéluding xtimieh diti¥for ehmil fiplexed{ 202}
I f any of the progr conponent processors, including the smgrt card and
[err] PC are R*’é’@ﬁfggtsﬁ]gpfdﬁamzocmﬁl".’?s% fv\HhFEelPl?/rﬁfp LS PGt Re menory
18. .1f no ddneludeqwegpayload ofagrogramheomigénent datacend acheader to step
briotity of NRLtinE o PREam 'CompSGdnd Benafier, SCITH Ril Wittels 1 ¢
i nterrupt rdespeetive aayl@ndatme|S}omhd@nbggferomemgry,byir@uémvf@ra in an
arbitrary orgRiresdinghQasd pf,@ggarrh{g,ﬁsgss‘%ﬁpmms_ti ng data. For exanple,
assure that an'arbi Crary, order Pl as Ghistin multiplesed piakergd © 1o audi o
a detector, responsive to respective headers for
detecting packets having predetermined identifiers;
a control apparatus programmed to generate a
plurality of N-bit start and end pointers to allocate a plurality of
blocks of said buffer memory for storage of packet payloads of a
plurality of program components (N an integer); '
first and second like pluralities of registers for storing
said plurality of N-bit start pointers and N-bit end pointers
respectively; _
a third plurality of registers for storing N-bit head
(write) pointers, wherein a set of registers, one from each of said
first, second and third pluralities are assigned to each respective
program component; '
wherein for respective sets of registers:
circuitry for concatenating M bits of said
start pointer with said N-bit head pointer to form an
'N+M-bit write address (M an integer less than N); and
means for applying respective said write
addresses to an address input port of said buffer
memory.




access. During the current operation of step {203} a by j#“fvl II

be read fromnmenory. During the next oy#tation of step

audio Il will be read from menory, and During fhe_ next uent
occurrence of step {2043 mlﬁyta@PéfatPér$thf§)fd§tHl \ﬁlalmbﬁvﬁ‘ﬂ' n to- or read
from menor yinkiudiifeso forth. Note that address for smart card and [err]PC
‘access are provid

b the s and [err] PC res ect but
addr esses for video, %uﬁ‘i’%‘ PaRo 5% éﬁﬁ%&?% WREN 44 TESPSFEY h he addr ess
poi nter ar gp?gﬂoei?ré qual®- &3¢orresporitlingOend poimtersy yamkccess has been

establ i sh 3 i th
one byt of data witDERndoresposfieadh e WEARH I e\ M fynd” bl 7
fromthe depoiptenrbeingi equal,t fam gepesjting ihsnmeyt wrtmeeqldl{ez@eswlth i s made
to determ nfmqutB& Et%(rf]]?&nte? i@cmesmm Eﬁﬁi&ntl bitt Positisns] B@ ddid

Assune al so that only the video, audio Il and [err]PC E re(@estllj menory

requesting access, rvice byt e 0Of ata t he
[err]PC i s M&N r@ﬁu‘é@tt? e AN WST é@s e%ﬁbség 1cag 2‘?1 to

det erm ne |f,o§ﬂympg‘ the program processors are requesting access. In this
manner the 1ncomng data is always guaranteed access to 1 0O every other
menory access period, and the intervening nenory access periods are spread
anmongst the program pifcesfm aipparatust seti fortht inprcdaiemt 13 fawtherabl e from t he

decrypt or including an adder for incrementing by one unit, respective head
pointers each time such head pointer is used to form a write
address.

16. The apparatus set forth in claim 13 wherein said
packets are of two types, basic and auxiliary, and circuitry for
generating buffer memory addresses for auxiliary packet
payloads comprises:

a fourth plurality of registers, two for each respective
program component, for storing N+M bit (read/write) auxiliary
address pointers for auxiliary payloads;

means for determining the occurrence of auxiliary
payloads; and _ '

means for multiplexing memory addresses generated
from said auxiliary address pointers to an address port of said
buffer memory. '

17. The apparatus set forth in claim 16 wherein
respective auxiliary packet headers include a scramble key CS,
and circuitry for generating buffer memory addresses for
auxiliary packet payloads comprises:

a detector for detecting said scramble key CS in
respective auxiliary packets;

a translator for generating W- bit codes related to the
type of program component w1th whach respectlve auxiliary
packets are associated; '



16, i.e. an SCIDis not currently detected, the process {2 “l“l
fol | oned. First {208} t he srrart card is_exanmined to deter ““I“]“Iu
requesting nmenory access. is, it-P#-given a one byte menbry adcess *

{209}, else a check is gﬁ%l{ Aratds dﬁ'}ﬁégdﬁo ge%t?f tﬁe?lQ gg{lﬁgll

processors is requestlng Nenory: access
made, the Dwhidhtisr conecatemated with pandoPWtbmto¢0dm@ndec§asttscrmladm)pr| ate
processor |€s§erV| ced 20 {212} with a one byte menory read or wite
access. |If data R/ Wrequest , has not, beep made by the pr ogga]aiépr Oﬁ“essor S,
t he process JUITDS to acepmulating  sureuitey for Incremienting an ¢ t ¥ptihe i f
th;ehsmart cgyflons anitufert I&dh@@ﬂ&ﬁ@dﬂ@s bjlclet, asdit is tserVItced{{Z(Z)(l)?} '
Wi a one byte menor el se S ] o step
It shoul d be recogni zébe{h%a?& é'db'r%s tI‘pB sf%ed t§"§}Fp| e, when in the
"FEC Not Proonciategatd Z-bitopeintehe Wrbit t caxde, dand wdvsci‘ambietkothSone
access prec e s

Precesdenst %\ N-EM lﬁ{*}ﬁf tﬁ&@i% ﬁﬁﬁ‘& ag{]ﬁ'ﬁ ﬁﬁd Mhﬁnﬁ)ar At US

progranmed i nto ro e _rmachi ne’w
and i's subj &&pepavseNrdelcwgdgwesym Haigd tic. plugalightoforegistarsi i er, the
systemis intended to provide i nteractlve serw ces, and the [err] PC 19 wil |

be responsive to |nter ctivy datato erfo | east

interactive operationlSn t “Eh%pt[ g‘?rrtglﬂ@ fam I]|n7 ﬁﬁg&‘Fﬁe 35

menory 18 bmdluﬂnrg anpang for oresettmgtmldnﬁ-bmkalug femar gomponentedo

i nst ances, r S ity to
BredbARLRFT iRk, TR ohd BeRnfify "B YepBAERE R 1Y

provi de the [ acce
contalmng an auxlhary payload of said component.

19. In a packet signal transport processor for
processing signal packets of first and second types, basic and
auxiliary, and respective' packets having identifiers for denoting a
program component contained in the corresponding packet
payload, apparatus comprising:

a memory for storing packet payloads;

first direct memory access means for generating
memory addresses for stonng payloads of basic packets in sald
memory;

second direct memory access means for generating
addresses for storing payloads of auxiliary packets in said
memory, wherein said second direct memory access means
generates addresses at least in part, as a function of an identifier
associated with the current auxiliary packet.



-21; greater frequency. The reprogramming of nmenory access priority may be
I ncl uded as a subset of interactive application instructions. It is _ :
- advantageous to insert nmedia error codes into the vide Tt S,
stream when packets are lost, to condition 5 the vi de ml@ﬁa\ﬁtaé_ '
to suspend deconpression unt|I a particiugr signal ent | \M poﬂi\#" IT.g-
the data stream It is not practlcal to predi ct where &t I ch video
packet the next entry point A& OFI'&{BDISCLQSUREd the next entry

point as fast as possible, it |s necessary to include a media error code at

1 0 the beginning of th f .on that a packet
Is lost. The ci rcwtry o&{d—i@& %@3@@&,@9@3@? de at the
begi nning of every video pacdMEMORY ARDRESE CIREUIRR Yredi a error code in

respective packets if there is no loss of a preceding packet. The nedia
error code is inserted in the first Mnmenory 1 5 address |ocations
reserved for the curreAm \xnmepuaneponapmmsom;symmdug aoThkxMory 18 for

Mwite cycl 1&&' Qf%ﬂa‘l e l‘é'ggﬁ?krpfiﬂé aels aérpe‘sdafgﬂfg ffb?%@été@@lﬁ{) yptor.

Concurrentl 8 S con apply the
medi a error waéctmgndpme obrykoadsoof oPIQﬁé'aWerﬁﬂWPQBeﬂt/ datas aad si npl y t he

20 int L eger fmﬂlﬂﬁi othisreia yto QC@bhﬁﬁénrlﬁffﬂélf Perhor hory [ duitg ut "Ppe#a AT or
code. um n th%o ey i&rstgrgﬁg“e@ By%ﬁs ta medi a err r code to
be 32 bi s, RRGHABroRRtar 41 MrnsShfiared ki | sylomg alfse. 00 GRUBISP B code
in to the common buffer memory (18) data input port. The
respective component payloads and data generated by the
microprocessor are stored in respective blocks of the common
buffer memory in response to associated memory address which
10 are applied to a memory address input port by an address
multiplexer (17). A decryption device (16) is included to decrypt
payload data according to packet specific decryption keys. In
addition a detector (15) is included to detect payloads including
entitiement data. Payloads containing entitlement data are
15 directed via the common buffer memory to a smart card which
generates the packet specific decryption keys. A memory data
output port is coupled to a bus interconnected with the respective
program component processors (21-24).  Responsive to data
requests. from the respective program component processors, and
20 data write requests from the component payload source, memory
" access for read and write functions is arbitrated (17) so that no
mcommg program data is lost, and all component processors are

--——--i-

i



the first M addresses provided fromthe pointer regist i ng the
nmedi a error code into the nenory l|ocations that would oaded
W th video conponent data, will sinply Igg-,t he next M sequent [ aI addr esses
that would 30 normally be produced by the video head pointer. These sane
addresses PGe coupled into an Mstage delay elenent 84, B@ that inmedi ately

after the lja fl byte of the nedia error code iz stored in the nenory 18, the
first of tI*a MPRIdr esses -is avail abl e at PRe out put of the¥Wdel ay el enent
84. 3 5..... ﬁ’ﬂ Al A d by an error
8a. 3 5 Daglv1]a1|D4|VEAE B [VHTRG [ A%, D3 Py DI VS]A51 [ £34105[0

TS 1 Ve 1 ta—ot—tme)current
packet. The detector 101 exam np&Gthp conPBhyi Ly aaun'r CC he current

packet yo i.et.e.un-ﬁn e if it differ$ fromthd CC of -22- the previous
packet Ry dnePBhi¢. I.n addition ¥he TOGGL® bit in the current packet is

exam ned ¥4|DalV<|A ' AROIA espective
vi deo fram#@%lﬁkﬁ WE bit is

~rrermry are provided by the respective video conponerit (:_\Srhgeti;l reg| ster
83 via the nultiplexer 82 and nultiplexer 85. It WII“EE 'm ®hat

exanm ned. Depending if one or JdME 5 of the CC E bit are in
error, first or second nodes of error renediation ar@®Rinstituted. In the
first no e only the CC is erroneous, the systemis conditioned to
reset to t PROGRAM #1 S'GNALCOMPONENTP CKETS

Va Azpz PROGRAM #2 SIGNAL COMPONENT PACKETS

|V3 A31 A32|03 PROGRAM #3 SIGNAL COMPONENT PACKETS FIG. 1

E, PROGRAM GUIDE PACKETS

PREFIX SERVICE LAYER (PAYLOAD)
{CCHHD| PAYLOAD

* HD INCLUDES A 2-BIT TYPE CODE AND A TOGGLE BIT
CC IS A 4-BIT CONTINUITYCOUNT VALUE

PREFIX
BB cFrcs SCID FIG. 2

l + Y  SCID 12BIT SERVICE IDENTIFIER

P
CS _IBIT CONTROL SYNC FOR DECRYPTION KEY
CF IBIT CONTROL FLAG FOR DECRYPTION KEY
BB 1BIT BUNDLE BOUNDARY

P 1BIT PACKET FRAMING

1S 1413 [12|11[t0| 9|8 |7 |6|5 |4 |3 |2 1]-0--_-0-STARTPOINTER
X EEE222222222222 A FIG. 5
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AAAA4440404400040404040
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containing a slice layer header. (A slice |ayer is a subset of conpressed
data within-a frane.) In the second node, initiated 1 0 ﬁv-a;_LJZQETd
TOGGLE bits being erroneous, the systemis conditioned tu'ﬁﬂS@hEgp G
containing a picture |ayer header. In both the first and secomﬁtp-.‘
media error code witten to nenory is reﬁgyned in the reSpectiwe=ps
alert the deconpressor to institute renedial action. 15 '
packet |oss is detected, the video conmponent of the current packet iIs
stored in nenory 18, starting at the next or (Mtl)th a Q atlo

This is acconplished by conditioning the nultiplexer 8505‘i“'°’%ﬁwl!Ias “ %%ss

a packet loss is 20 not detect.:
conmponent in the current packet
the nmedia error code pas\ i medj a
acconpl i shed by thmsygervice poﬁn
85 to pass the del ."*s aad poi nt R5
wite cycles. At trkaﬁi of the M . Jer vi ce poi nter
controller 93 wll *‘“}o dn the rre=t=rp Toe—r—pass undel ayed head
pointers. \Wen thER < pllexer SmAtCheS back pn del ayed pointers, the
next non del ayed pr. [ err] address. 30
Dependi ng upon t he|x riecei ver, it may or may
not be conducive t pherent ones of the

si gnal conponents 5; ppr't packets are lost. In
addition it may beh$;q

el enent 84, for M
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zt" ;
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advant ageous to utilize different nedia error codes for different 35
signal conponent formats or conpression processes. Thps=eae-or nopre nedia
error code sources may be required. FIGURE 10 il lustrdg

i nformati on or -23- MPEG start codes Bgecod Ahet hel
t he decoder 30 is conditioned to detect entitlenment payl oads or MPEG start
codes is a function of the SCID currently bei ibjs SlectdiayBedn Réglackd GURE 10, it
is assunmed that datapproyf&d fromthe decrypt mmmmg”ﬁ 8-bit bytes
and packet aligned. Shat Z& the first byte jof r payl qgd or

the first byte m Sart code is aligned preci h the =

begi nning of a A APE d, such that for detecting specific er or

start codewords ;A e F=t-t in the bit/byte streamis pggcCi known.

Data fromthe ]‘-l;u Aaponlied to an 8-pit regi Sher 5& whi ch
bl _

has an 8- bit gdacalfl plf out orf coupled| t,8 respea i ve dif st whp
connections of |4 co ’-.i»_ @ whi ch pray-6—confi g ad b, f&g(anpl e, a
bank of eight epfcl us| fe ROE (INOP—® cui t s _havy i[2% Bbat but
connections coydl ed ¢ anlANDSdatle ang A ‘- -at-tgga/ be a
data latch arrgmged | @ | atch f\he Jresullty ¢ Qt| e g byt e

interval . A 32-ffit MPET] aL{ fcode is fsfofled fas * byy €5 b
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8-bjt register bank 265. Entitlenment header codes are stored as 8-bit bytes
in a bank of 16 8-bit registers 257. Loading of the 20 __regi st.er--banks=2§1
and 265 is controlled by the m croprocessor 19 and/or pyﬁ.’g;g%gsj{aﬁ-tixf{:%%%d‘i L

The start code registers 265 are coupled to a four to dne’ MuiEPpPAEERT 2_:@}
and the entitlenent header registers are4fpupled to sixteento—ofe—"

mul tipl exer 257. Qutput ports h ti S 66 are coupl ed

to atw 25 to one rmI'%‘i”ﬁ“-éa@«;ﬂ%I ZQQE@S%EPW oﬁﬁ@éﬁ ections of the

mul tipl exer 249 ar.eg coupl to _respectivwe correspondi second igput
e A R S g e

termnals of the _co 4. Note tlite jpput a ut copnections of
the mul tipl exer81%4?,7|¥5"15 d42|.6.§1§131§1'b B PBSE79-6 IS | 4hear aaplettlve
val ues exhi bi t ed=et—t et e—Gtr-irttr T errectomsof-—tite—yeqgi st er

i 4 VU’( L Y
250 are correspandingly the sangfas the dut pyY,_val ues exhibited by the
respective outpud connections gff the nuldf pl &x&r 249, a true sigfial is
generated by the ?R PANTE 2,54‘fci rcui tf/ffor t e BEIGHTeBIIOADDRESSat a byt e.
For start code de 'ﬁn’p ﬁ | tiplefef 266y s 35 cOgNIFERed by the
counter 258 to seq ' 44 Icy cdupl e the flfour dikferent registers 265 to the
XNOR i n synchronismwith tpe“occurrenfe o€StBId first four data bytes from
t he decryptor 16. Alter ively, for ekntitARGMnt payl oad Bp@er @let ection,

t he -24- mul ti pl exerTHREE BTSFROMd byPREEIX ounter 258 to sequentially
S-LINE TO 3-BIT '
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FEC 12 Z _ - A
— Ics|crles Pi |
\ . / 125
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CONTROL CONVERT
FROM *
98
‘ FROM SCID
127 18 BITS DET 15
| TO MUX
MUX 105
8 LSB's
130
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-couple different ones of the registers 265 to the conparator circuit. The
out put of the conparator circuit is applied to an 5 a ~ate—and-—test
circuit 255. The circuit 255 determnes if any of a pr déﬁébHEEEmAsunngJ of

byt e matching conditions have occurred, and if they h i R it es a
wite enable signal for the entltlerrents,dhta in a portlon ot '
payl oad under exam nation. In the present systemthe entitlenment payload 1
0 header contains 128 bits arranged in four 32-bit segments—Dbifferent

subscribers will be arranged to | ook for different conbjnations of bytes of

the 128 bits. For exanple one subscriber apparatus may Replaggat ch
the first four bytes of the entitlenent payl oad header. I ri ber
apparatus may 1 5 be arranged to match the second four b '

entitlement payl oad header and so forth. In either of these exenplary

situations the circuitry 255 w || deuprn1ne if a match has occurred for the

appropriate four consecutive bytjes G RE 10 apparatus al so incl udes

circuitry 20 (el enmenfre=264=2€ . REGIQ‘EER ——————— =g ent i t | enent

payl oad header condit ) [ - dective arri vmgr@“gxm data are

13. If any one of the

T ne output. The

t of a 25 two-input OR

Qe espectively to the

at ch 261. The D-type |l atch

bits is a logic one
output of the ORg
gate 262, which has™s
dat a-input and Q out p¢
is clocked by the tT

d second i npus
s of a D-type




259 synchronously with the arrival of incomng data bytes. If any bit in :
any of the data bytes which occurs after the latch is reset—i530——aloagic
one,-the latch 261 will exhibit a logic one at its Qo%tm.ﬁs S}HIH‘HHA@BEEE;H
reset pul se.” The Qoutput of latch 261 is coupled to am i nverEBEAGBDCh H
exhibits a zero output |evel whenever tpgglatch exhibits @ ong~gutpar——"
| evel . Thus, if after the 128 bits (16 bytes) of:-the header have been

passed t hrough register 250, the output 3 of the inveq&dped | hen
osfRRFCt i on of e BB ced
e entitlerrentLﬂ" , Bﬂ r,

g enabl e si gnamt has

the 128 bits are zero valued Resnonsive
[tion the system such that

level fromtHe inverter after pas:sage of
RSDETECTED 20 =y Y, tﬁﬁc,;o di ti onal

the circuitry 255 will generate a data
been found tq be particularly effici
the SCID detdqctor, the deerypto

access filterd, &and the spgart car inte ded I ngl e
I ntegrated cijrcuit. 5 hi imts the n ' al pat hs which may
lead to critijcal tining ai nts. CLAI'NVG: ng - 26-
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data with read/wite functions requested by said plurality._of- progran1 e
conponent processing apparatus. - -27- 3. The apparatus $et:farthifp’ Q ai m
1 wherein respective payl oads are encrypted with SC D spedlflc e?dwypt

keys, and the means for applying respective payl oads of packets

i nput port of said common buffer nenory, conprises: a smart _-card” |nterface
for interfacing a smart card designed to be responsive to entitTenen
‘contained in predeterm ned recei ved packets, for generating SCID sSpecific
decrypti on keys; a signal decryptor, having an out put port_xxuuﬂjgijlljﬁﬂii___
data input port of said common buffer nenory, for decrypting respective

‘payl oads in accordance with corresponding SOy specific decryption keys, 4.
The apparatus set forth in claim3 wherein packets containing entitlenent
data include P@yl oads with payl oad specific headers, and sai BGappar at us

further inclugF : oder for recognizin?_saLd_Payload speci fli ¢ headers
for generatin dirdl signal to effect FoaBRhg!said entitl efent data in
a smart card-DlOCA (DR A0S WR AT A DTN 013 [Abp| AgpDaiDuby set forth

in claim4 furtdrer THcr gl Mg—a T Cr gy otessor JLoT pertormrng at | gast
syst em | PG PG
< [ PRT | . * ‘

V1 |A1|D4|V2|D2|V1|A2[02|D3|D4] V4| A4D1|D4[V1 V3 |V2|A1|Az1 |A32|D4f -
TIME -

------

PR1
[V1A1|D4 PROGRAM #1 SIGNAL COMPONENT PACKETS
V2|A2[02 PROGRAM #2 SIGNAL COMPONENT PACKETS
V3|A31 |A32|D3| PROGRAM #3 SIGNAL COMPONENT PACKETS  FIG. 1
' PROGRAM GUIDE PACKETS
PREFIX SERVICE LAYER (PAYLOAD)
- ICCHD PAYLOAD

Y HD INCLUDES A 2-BIT TYPE CODE AND A TOGGLE BIT
CC IS A 4-BIT CONTINUITYCOUNT VALUE
PREFIX .
P|BB|CF | cs| scio | FlG. 2
l l ‘ V SCID 12BIT SERVICE IDENTIFIER

IBIT CONTROL SYNC FOR DECRYPTION KEY
CF IBIT CONTROL FLAG FOR DECRYPTION KEY
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control functions; and wherein said mcroprocessor is arra\n%ﬁ?” ‘to f"\}_s 2: 1Sk
common puffer nmenory for application storage and worKking : 6. 6{’610@:%
apparatus set forth in claim1 further including a mcropr cessa&?j ______
perform ng at |east systemcontrol functions; and wherein $a1'“d """""" e
m croprocessor uses said common buffer raalr?ory for applicati6n storage and

for working menory. 7. The apparatus set forth in claim1 further
i ncluding: a detector for detecting the occurrence of |ost packets of

program conponents; and apparatus for effect| ng remedi al action in —
response-to detection of |ost pae : 9. stemmm/—‘
time division nultiplexed packet ed di aeqjcoffonent s, respective

packets including a program co g@

g dader containi ng an
identifier SCID, said stem conjR

daid tine division

nul tipl exed packet ed fsi gpal ; ag "é s : jormi ng at | east
system control fun ns;
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a common buffer menory; a plurality of program conponen m:daassi‘ng U"’:C—_l,
apparatus having respective input ports coupled to a datja out.ozt mpr gg)f
said common buffer nmenory; a first multiplexer for sel edtbately"ecoupting:
payl oad data, data generated by said m_croprocessor, anel—=dﬁ’f“—a*generat ed by
ones of said plurality of program corrpo?(é’nt processi ng apparatus to a data
I nput port of said conmon buffer nenory; address generating circuitry for

generating read and witg.addresses for at |east respective program

conponent payl oads;Aandgasecond nul tipl exer for selectively applying _
menory addresses a by said address generating circuitry, d€nerated
by said mcro essor d generated by ones of said plurality &ft=program
conponent proges paratus to a nenory address port of sai O n
buffer menory{ .9. .§pog.ra s set forth in claim8 whereg@ r entive
payl oads cont §i n e utagﬂ-’e =t eg With pl i cat ?ge
execut ed by SF" ifick opr r and said n bu r g
conditionedtfstoesag "-?gxe ut odes as\\wel 23& ﬁ_ ,gé} ht ed by
said mcroprogpssorff TN T e ;&(r h irﬂcggnB further
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1 o

output port of said first multiplexer and said source of Eg&kﬁjum”"”“““"Lgn”
mul ti pl exed packeted signal, said third nultipl exer being sel-eetivel y =7
conditioned to pass payloads fromsaid source to one of said processing
apparatus w t hout passage through said common buffer nmenory. 11. The
apparatus set forth in claim 10 wherein respective payl oads are encrypted
with SCID specific encryption keys, and wherein payl oads are coupled to an

i nput port of said first nultiplexer bwy/apparatus conprising: a smart card
interface for interfacing a smart card designed to be responsive to
entitlenment data contained in predeterm ned received packets, for

generating SCI D specific decryption keys; a signal decryptor, having an

out put port coupled to said input port of said first nmultiplexer, for
decrypting pective payl S| CcC ance W correspondi ng SCI D
specific deﬁeﬁylti nolhskh-g 11[10| o pa{ 718 mh;-

|
including: a third multiplexer having respective input poli;ts coumg @p

.
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said common buffer nenory. 13. Apparatus in an audi o/ vi deH_ﬁEpgmaiEauE?a"%ﬁ%ﬂ
processor for processing signal including tinme division mjyltipl exzcleg?c@ggs i
of program conmponents, wherein respective packets includejapgaylD&d-- :

----------

program conponent data and a header including a program ceaporert e
identifier, SCID, and wherein respecti% payl oads are stored in buffer
menory, circuitry for addressing said ffer menory conprising; a source of

time division multiplexed packets; a detector, responsive to respective

headers for fg% cting packets hvi n r Fqkflﬁﬁ.é sfeRtifiers;

a control
nd

aFlalaVa

apparatus p =
poi Nters t o &M CCAL Sririthpisinmgmim o ey Gt hyirishiefe oo or
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integer); first andgSecona SEme ' X ng said
plurality of N-bit -. et e=port erls respectllid®ly; a
third plurality of registers for M ng N-bit headygwlite) pointegpg

wherein a set of registers, one fromeach of said second_and ird

pluralities are assigned to each respective prpgram conpope r gy flor
respective sets wfragisterscircuitry far_cohcat@MA i nglglhil tey 0f gaird
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means for applying respective sai d wite addresses to an_address _i-nput- ﬂ&t—h
of said buffer nenory. -3 1 - 14. The apparatus set f‘gr,:t.hdn c,i,:ajmm
further i ncluding: a conparator for detecting when a respective head ‘n
poi nter equals a correspondi ng end pointer; and nmeans reg Fw vg_ wqggs il
detection of the head and end pointer b@l?\g equal , for genrer

wite address with said N-bit start pointer in the nost S|gn|f|cant bi t
positions of sald MN-bit wite address and zeroes in the M| east

si gni ficant prt—posrtroms—t SYARY forth in claim13 further

I ncl udi ng anf adder for |ncrenent|ng by ong unit, respective head pointers
each tinme such head pointer .is used to NG write address. 16. The
apparatus s forth in claim13 whereln g kets are of two types,

basic and auxil.iary, ang circulitgy (0] resses
for auxiliarly packet payl oads co*rp Qur t erI ur alfi ty”?fir(r;ég?sters,
two for eachf respective Wam corrponent ,2000r storing M bit

d/ writ i | o
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address pointers for auxiliary payloads; neans for determ ni.ng_-the
occurrence of auxiliary payloads; and neans for nultipl exi NgrEBIREWVIENT SHEET i
-

addr esses generated fromsaid auxiliary address pointers tqj an add Ngvpgmg
of said buffer nmenory. 17. The apparatus set forth in clai @@wwheretn
respective auxiliary packet headers includg a scranbl e key \E5=#
circuitry for generating buffer nmenory addresses for auxili“ary packet
payl oads conprises: a detector for detecting said scranble key CS in
respective auxiliary packetsyya translator for generating Whit codes
related to the type of progr onponent with which respective auxiliary
packets are associ at ed; € control apparatus arranged to generate a

- Z-bit pointer which is con Sted with said VVblt code and said scranbl e

l
|
|

key CS; accunulating circuijtry for increnmenting -bit value by one unit
for each nenory addr and neans for ap g the L-bit value to
the concatenated Z- teyd Whbhit code, and scranble key CS
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to forman N¥M bit auxiliary packet nmenory address and I]
N+M addresses in said fourth plurality of registers. 18.
forth in claim17 further including nmeans for resetting
for a conponent, to a predetermned value, at the begin

oaar

5 295 Bitsw

<
mvﬂfq

packets containing an auxiliary payl oad of said conmponent:

signal transport processor for processing signal packets

of f| rst and

second types, basic and auxiliary, and spective packets having
_gﬁ_

‘identifiers for denoting a program conp

ent contained in the corresponding

packet payl oad, apparatus conprising: a nenory for storing packet payl oads;
first direct- nenory access neans for generating nenory addresses for

storing payl oads of meERSEkTm‘\N'SP@RT PR@CESS@ROM

Mirect nmenory

access neans for generati IERTOE payRead
packets in said nenory, Teref 1 Sard-Set ot et £

S of auxiliary

TOry access neans

generates addresses at |east in part, as a function of an identifier

associ ated with the current aukbstractyofbtokEisclosure

An inverse transport processor for a TDM packet signal TV receiver
which selectively extracts and couples desired payloads of program component
data to a common buffer memory. A microprocessor ( 19 ) also couples data
to the common buffer memory ( I8 ). The respective payloads and.
microprocessor data are stored in the common buffer memory in response to
associated memory addresses from a 'mult'iplexer ( 17 ). A decryption device
(16) decrypfs payload data according to packet specific decryption keys. A
detector ( 15 ) detects payloads including entitlememt data. Payloads containing
entitlement data are directed to a smart card which generates the packet specific

decryption keys. A memory data output is coupled to respective program

component processors ( 21- 24 ). Responsive to data requests and data write

requests, memory access for read and write functions is arbitrated ( 17 ) so no

incoming program data is lost, and all component processors are serviced.

Figure 3



