;wxe3el F@6TT5? 5~1J::/:. WD 112/ 0C95GG PCT/ USC2/ CS08~ PROXY- LESS PACKET /™ ]
ROUTI NG BETWEEN PRI VATE AND PUBLmemﬂﬁmﬁﬂmmmmﬁst BACKCGROUND Thi s inventi nﬁﬁ//

rel ates twolhouédse® packets, and larly to pregyaseseopacket -
routi ng between private and public addoess real ns. Routing packets involves

transferring packets (i.e. pieces of information) between conputers in a
conput er NRROXY-KLESS PACKET ROZTING: SEFWHENPRIVATE MNO RUBRICGrARDREES fi el d.
The address field specifies a desti R&REIMA address for which that packet is
i ntended. The address field also specifies a source address fromwhich the
packet originated. Conputer networdSwicReliNge conputers having a private
address and/or a public address. Conputers having a private ~5 address are
in a private network and considered part of a private address realm
Typically, a Rérd‘&éstmf’%’r‘twtfélgo(n%“@fg‘c¥e§fan"i‘fé d"dé&f i nes

. reserved private | P_address spaces in theal}r)éj vate realm Co,r{;put ers having a
publ i ¢ AdRBLE AN FRPTRIDI L STePRBFKE COs PAEYRE partYa36 of the
public address realm Conputers in a private network are able to route
packets t At R IESnPHEEPSS Wi%HMF 't hat private network using the private
address realm Conputers in the public network are able to route packets to
ot her conput er RWLULRABNPERES LS BUIRILVES nBE 3T e 1irdingg PERES bl 4 € -addr ess

realm Conputers in 1 WO (12/ (1 Xa(, G PCT/ LI S02/05118. 1 private and
publ i c net®mbTdes @rfe iaAPynabl e )t PSRBT ePTRIHEES SThat GBI edch ot her

t hrough a gateway between the networks. Network Address Transl ation ("NAT")

is a protoestiwatiat B epabtlesindisieset PRER ogild app 0 c¥conputers in
the public address realm DESCRI PTION OF THE DRAWNGS FIG 1 is a view of a
pri vat 0 nefisork afdrepabfresiofifdidwsPRCiIF S @ destgneténpr otddrgssicket. FIG 3
is a flow diagram of a process for addressing packets. FIG 9 is a flow

di agr am of far priocds $hior paokrt nigg intended. The address field also

specifies a source address from which the packet originated.

Computer networks include computers having a private

address and/or a public address. Computers having a private
15 address are in a private network and considered part of a

private address realm. Typically, a Request for Comment

1918 (“RFC 1918”) standard defines reserved private IP

address spaces in the private realm. Computers having a

public address are in the public network and considered part
20 of the public address realm.

Computers in a private network are able to route
packets to other computers within that private network using
the private address realm. Computers in the public network
are able to route packets to other computers within the

25 public network using the public address realm. Computers in

1 L
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15 packets. FIG 5 is a viewof the IP layer in a private network for

i npl enmenting processes of FIG 3 and FIG 4. FIG 6 is a view of conputer
har dwar e wig@glodo8esd NMpl enent one enbodi ment of the inventi operRQuidskes
reference synbols in the various drawings indicate |ike elenents. 2

U2/ 11 (9SGC DETAI LED DESCRI PTI ON PCT/ USU2/ USUS. | Network 10 (FIG 1)

i ncl udes pfimaite pebwptkl il antopubl bee neiMorab 124 toPeiygdemet work 12 is
considered a private address realm Public network 14 is considered a 5

publ i c addsesstcalivePhi ¥yadte dtebworkrd@gh nclgsdesapr byadeecldrents, here
conputers A and B, and gateway 16. Public network 14 includes public

. clients, heswvexxgauter C and al so gateway 16. 10 Private clients A and B
share a private addressi ng scheme known only to nmenbers of private network

12 (i.e. the pnietaiekaddaessd nganeabllon Eaalnieni vat 8 ghbesdolhasakt s own
private | P address. Here, private client A has the private |IP address of

PrA and préyaie line8inBr hasoddt@1pritvat g ddhptheaddiass ofi AR Here, private
network 12 also includes a private registry 32. Private clients (e.g. A or

B) registefddtdP raddmessesrdds ol wakRet £UkSH M p32oRPutdHAd @PRIHecations
running on other clients may |ocate the registered private 20 client .
Public cl Bﬁmlig hasir-asRubLi gy addressi ng schenme known to all nenbers of
network 10 (i.e. the public IP address. Here, public client C has a public
| P address of Pug. 3 V1'O U2/ U 99l (i

DESCRIPTION OF THE DRAWINGS
FIG. 1 is a view of a private network and public
10 network.
FIG. 2 is a view of a packet,
FIG. 3 is a flow diagram of a process for addressing
packets.
FIG. 4 is a flow diagram of a process for routing
15 packets.
FIG. 5 is a view of the IP layer in a private network
for implementing processes of FIG. 3 and FIG. 4.
FIG. 6 is a view of computer hardware used to implement
one embodiment of the invention.
20 Like reference symbols in the various drawings indicate

like elements.



PCT/ US02/ (1 S(18. ~ Here, public network 12 also includes a public
registry39. Public clients (e.g. C register an | P addresses inpublic

regi stry g osheokéat applications running on otherclients ¥/U§929(?§%§4 t he
regi stered public client.5Gteway 16 has a private network 1 nterface 15 and
apublic network interface 17. Private network interface 15has at | east one
private address, Pry, and pubbETariEpmERCRIpri@ce 17 has at | east one

publ i ¢ address Pug. Here,gateway 16 al so has a processor 62 (FIG 6) for
execut i ngvari oug tivdgkr ust (ors. and 1haskse SUush aser abt b8k Packels. Packet 20
(FIG 2) includes information 22 intended fora particular client, for

exanmpl e prpyatie Gleic@BtkBl4 andaddressnéiwdek 24 1Addrgssadiad & 24 incl udes
destinati onaddress 26. Destination address 26, which is PrB in thelbpresent
exanmpl e, difeaite RAGkELs2Ped Gy NpaBded &t mHx BaHekecodass fiel d 24 al so
i ncludes a source address 28,for exanple PrA to identify the originator of
packet 20, hafie PridwatescliL£nt. A Network Address Translation protocol

("NAT") is a20protocol that allows private clients A and B to transfer(i.e.
route) packets paisthcRURLEFoSE 118N nC1 AT BcemRl icshest hi s,dye nmodifying
(i.e. translating) the source |IP addressand/ or ports of outbound packets
transmtte rLyaten I h uly ivG s ne [ T mai nt ai ns
these25nodigofni{%%{é}r%ng ?%aag'nglﬁrlge)rglg()cg?aggl 26 faﬁdgglghfl%ﬁwﬁrn%b es thed WO
02/ (1 (i9sljld ( i g - rulLt P i nformation
fromi nbou%%élp\gdglgeyﬁg%rgén%%%%dbﬁ%gg\ﬁ%?%%% ggg?}ee%lf%(%a%g%g%%se to the
out bound ppgkets so that it may route the inbound packets to the
appropriate private address. Heretofore, NAT required 5 proxies (i.e.

appl i cgfion Sp%’ifv'a%ﬁsgﬂg\@{se)ﬁ %%gggpéﬁgéé'aoﬁr'i% el g@éﬁé"@s}’i% (ALG) for

t hose applications that enbed resses | apél rcation pa(,gkets. ALG
nodi fy | P addresses. and/or port in_such enbedded |ication payloads to
Compl 3 wi tHOKRE ROgUnr Shihe DS MegtRedi B PBnitee PP APRF het? FRofoosre( Rsl P')
is a protocol that enables clients ip the private address realmto perform
Host - NAT. PESIZTRATIRRDE PERT (FRRATRachERTT VLS SR GREte. N &P BFPpr | vat o
network 12 requests aag obtains a public |IP address frorg gateway 16, here
Pug, to usRritidtedd BFYFE3S owd'®FS pPFvER e 19 2584r 8shay PG PIRVAY f or al |
applications. Here nctions of NAT and RSIP are conbi ned in_processes 30

, f
and 90, deStraBEEBePdwt s G ePpl EdTIEtE Mdlr BRE it S5HVAEEI OR i ssues in

an application-independent (i.e. proxy-less) manner. 20 FIG 3 shows
procesd® 3029reSsmefeEnt i ng private to public addressing in an application
i ndependent (i.e. proxyless) manner. Process 30 runs for exanple on private
client A and qulfiesPE3vale iteRsy 18 2bSOLGINIERe pRbtY&Eeaddr ess, for

exanmpl e PuG of private network 12. In response to
registry 32. Private clients (e.g. A or B) register an IP

addresses in private registry 32 so that applications
running on other clients may locate the registered private
20 client.
Public client C has a public addressing scheme known to
all members of network 10 (i.e. the.public addressing
realm). Each public client has its own public IP address.

Here, public client C has a public IP address of Puc.



' 25 query (301), a network 12 protocol stack, for exanple stack 5 WO
il 2/ OPSCG PCT/ USO2/ OS118-4 65 (FIG 6) on gateway 16, returns (303) the
public | Rvadge®ss Pug of private network 12 and reserves Pafusadishsar
exanple RSIP mapping table 67 (FIG 6), for use by an application X running
on A After receipt of network public 5 I P address Pug, process 30

regi sters (305)eRug mittlhicpnevadek artd adsbl iochgded ¢ subliasrpygistatye regi stry
32 and public registry 34 (FIG 1) as the source (i.e. return) address for
private cluent APubF aalligntpr ocess 0 regirsegr sdrerP @MdzesPas imth private
and public agents, such a registries 32 and 34, 10 and un-reserves Pug once
appl i cati @abXi & uped gk 9N 3@r swatieatcldpgiticAtisng i nirghied. okl Gth&r shows process
90 for routing packets 20 w thout proxies. Process 40, here inplenented by
processor c82ent evineysl dcbdle) tilestéqidticardagdbess &b eoft .i nbound packet 20 ~5
received at private network interface 15 of gateway 16. Process 90

det ermsnes (908)t&way t1s mayt @ pabauted npackek POcdwfed B thatarevi ew (901).
| f destination address 26 of packet 20 is public address Pug of gateway 16
process 4Qubereuheswdd0ntRackes 20. 2@tioatbentiomat @ ntlirgate thmt reserved
Pug in process 30. Here, a RSIP mapping table 67 created in process 30 is
consul ted yhQ det esgd pesnthineh vREs Vaddredls, emt. f esef ved1pubhéevgxddress Pug. | f
publ i ¢ address Pug has not been reserved (e.g. if a mapping is not found)

then packet,:2Qrhse di PRRAD 516 1a WQH 192 Ch Sar S4T/d3( 1244 A5(18. 1 | f

destination address 26 of packet 20 is the private address Pry of gateway

16, then pregess 46 pushess( Q048 opasksat 620 (BReSteck:H5 kacheitged by

gateway 16. If destination address 26 of packet 20 is a private address in

5 the pri d lgmsagdgn e R ¥at gogdol Reysof gateway 16,
t hen tﬁe é%%ggtagzﬁg?grécgﬁtogg ?%9?&5{% tﬁ%rhpri va?e c|9.63’§t° spgci fied by the

private addresg, |, destifiali on agoress %@f8§m§@9§?¥HQan%n§e@UPgfC address

in the public address’ real'mand not Pug forward ( packet 20 on

! . 11y
interface 17a(%tciggﬁgwaé/]tijﬁgﬁt,?ﬁggb&%ﬂeet ?Q%gg,}%é%ﬁfrigt%}agn%dpacket

processi ngj-’1 (pnot reléevan 'S context re packet 20 is
e i oan BN Pnp PRTRLE Lo Jegha LA gk ement g
address 26. Destination address 26, which is Prp in the
15 present example, directs packet 20 to intended client B.
Here, address field 24 also includes a source address 28,
for example Prp, to identify the originator of packet 20,
here private client A.
Network Address Translation protocol (“NAT”) is a
20 protocol that allows private clients A and B to transfer
(i.e. route) packets with public client C. NAT accomplishes
this by modifying (i.e. translating) the source IP address
and/or ports of outbound packets transmitted from a private

network to the public network. NAT maintains these

25 modifications in a manner (e.g. a table) which enables the
4



15 here run on private clients A and B respectfully. Tc send a packet 20
(i.e. process 30) application X obtains a private | P address, here PrA for

client Awslhdséayer 59. The I P |layer 54 negotiates w t hpNAT&RRIsHsd ayer 56
to secure a public address of private network 12 frominternal network 20

interface 15. NAT/RSIP | ayer 56 returns secured public address, for exanple
PuG to | Rydtayary 59 fermulse pdexaadonece addrressiaf, £ andeddt he
particul ar address field 24 of packet 20 has a source address 28) and/or to
be stored patikeagi $kbheshs8uand c30eandr NAKJFESVRIMappr éegpdradd @ 06¥he 25

NAT/ RSI P | ayer 56 may al so nodify the source port obtained 7 WO

02/ 0( OSE( ro RBHUHS0RL (RS 4 853 tihatTCP/ WP daper th2 asseish gdke tNATLRSI P
prot ocol before packet 20 may be routed by gateway 16 to its destination

address. The mgirbbeattonpifvalthe agaue €€, pHdretivltbra) sSmaberssfuared in
. NAT/RSI P mapping table 67. 5 Simlarly, to receive a packet 20 (i.e

process; 4Q)rdHtidsnter 8al agf1 @xtteRakpédl erd acgtharey d7 asfdriessednto the
public address of private network 12 (i.e. 405), for exanple Pug, NAT/RSIP

| ayer 56 ifewsedatewabtaidrd)haoRr kMate Adlriessioher cexanghdPry, which
reserved public address Pug. Once 10 private address PPrB is obtained,

packet 20 Jdyrdd@ekOuhedphDiddtS onnbeprees de@tnm%u@@ cip edreiaee
appllcatlon Y running on private client B. FIG 6 sﬁoms a conputer 60

serving asaﬁhﬁﬁ%t%W@¥ iR, §&Bh’éMﬂéHBQdp@ﬁ&fﬁééé%%naﬁs9igé@g dd RrREgsses 30
and 40. ~5 Conputer 60 includes a processor 62, a irenory 64 including

execut abl e, stya4ct.LQNs$ ntd protocol stack 65 and a mapping table 67, and
private andipugﬁic ng r |nterfaces 15 and 17. Processor 62 executes

comput gy instr %%'18”58&5@4 (QL rRBOW) o S dMNRERBE ) PIPCLSIRT0RG12Nd 90.

that enables clients in the private address realm to perform
Host-NAT. Host-NAT implies that each private client (e.g.
A) of private network 12 requests and obtains a public IP
address from gateway 16, here Pug, to use instead of its own

15 private IP address (e.g. Prp) for all applications. Here,
functions of NAT and RSIP are combined in processes 30 and
40, described below, to help complete address determination
issues in an application-independent (i.e. proxy-less)
manner.

20 FIG. 3 shows process 30 for implementing private to
public addressing in an application independent (i.e. proxy-
less) manner. Process 30 runs for example on private client
A and queries (301) gateway 16 to obtain the public address,
for example PuG, of private network 12. 1In response to

25 query (301), a network 12 protocol stack, for example stack
5



20 Processes 30 and 90, however, are not limted to use with any particul ar
hardware or software configuration; they may find applicability in any
conput i NGyBh2MEREELSSI Ng environment. Processes 30 and 40 gayseyésopd enent ed
in hardware, software, or a conbination of the two. Processes 25 30 and 90
may be inplenented in conputer prograns executing 8 WO U2/ 11 39; CG

PCT/ USU2/ B9UBTFIGn pi ogn agateNay ¢6npuéersngs ht03¢éachei mablide I® processor, a
storage nedi um readabl e by the processor (including volatile and

non- vol at i ddineero Py add/ran vat or agevetieri@ntadanese nyast Pagd outfur devices. 5
Each such program may be inplenented in a high | evel procedural or

obj ect - or i erdned epROQP an@EDPichd anBluage’t oFIRNMeIRi cateusd thy arconput er system
However, the programs can be inplenented in assenbly or machi ne | anguage.
The | anguagse e thenax comm dred car Al nt Bf pretedteliprguages tvidy kEaableonput er

. program may be stored on a storage nedium or device (e. g. CD-ROM hard

di sk, & nEgneldresdi sket trabckbat 30 sregiadallse (BY5p Bpenetah oriwspeci al

pur pose programmabl e conputer for configuring and operating the conputer
when the sirf aa®1Aedayends A a8 psivend dygishe y~52 compuilnitco perform
processes 30 and 40. Processes 30 and 40 may al so be inplenented as a
conput er - r gafiallrg suorage. nedidsmcheonbih iy ed .t Bedue®NHHResRr GgEam

where, upon execution, instruction in the conputer program cause the

conput er tr-iGRAlAleibAtagCordange yW phod¥Qcemses -30g adte 4. (320 ) Apaunmber  of
enbodi nents of the invention have been described. Nevertheless, it will be
under st ood, {haty M@k eUgna0slid1icatiyeAss My die amedgiwt thedita depar Bung from
the spirit and scope of the invention. For exanple, gateway 15 nay have

nul ti phe pabd ih-aRdepviyabg 3ddeesses d=@hohott Eigh 25 RACKeLSabet ween
private and public networks. Mreover, 9 WO 02/1161s(vlr PCT/ USU2/ OS(18- 4

client A is finished.
FIG. 4 shows process 40 for routing packets 20 without
proxies. Process 40, here implemented by processor 62,
reviews (401) destination address 26 of inbound packet 20
15 received at private network interface 15 of gateway 16.
Process 40 determines (403) how to route inbound packet 20
based on that review (401).
If destination address 26 of packet 20 is public
address Pug of gateway 16 process 40 reroutes (405) packet 20
20 to the private client that reserved Pug in process 30. Here,
a RSIP mapping table 67 created in process 30 is consulted
to determine which private client reserved public address
Pug. If public address Pug has not been reserved (e.g. if a

mapping is not found) then packet 20 is dropped.



processor 62, stack 65 and table 67 need not be | ocated on gateway itself,
but may be positioned else where in the network. Accordingly, other
enbodi nerRy@ opedesexplicitly described herein axe al so w t hp@rihemeape of
the following 5 clainms. 10 WO 02/1109; (~(i PCT/US02/ USUS. | WHAT IS
CLAIMED IS: 1. A network gateway to route a packet, conprising: a public
net wor k i nt er f acedhavimat ioonprldkire saddf esfs;pagkpri ¥at £s netevgprki vehter f ace
having a private address; 5 and a processor that reviews a destination
addr ess ofaddrespacketofr gaeeved af, ttterppireates nél wardhesnt(@pface and rout es
t he packet to a private client connected to the private network interface
. When t he destkeatibonpasith@ssofot he pawkedy gateesponéls txf t he public
address of the gateway. 2. The gateway of claim 1, wherein the processor
rout es t helgzacket ibasedd osssa 2pr b¥apeckatdras s sok phevptrd watdreslsi ent reserved
. in a mapping table. 3. The gateway of claim11, further conprising a nenory
~5 t hats stiareepra vaappadird ablreaflar anoutéthggHeherpaeketad®eskhergaseway of
claim 3, wherein the processor searches for the private address of the
private cldamwayn1thecn@appitig phakke. 26. isTheugatewayopftelwem 9, wherein the
processor executes 20 instructions to drop the packet when the private
addr ess ofpdiR@tpr cYatgt Cdpefitfiles POt th®Uhh viatet BadPEPPI NGt able. 11
destination address 26 of packet 20 is a public address in
the public address realm and not Pug forward (411) packet 20
10 on interface 17 of gateway 16 to public network 14.
Additional packet processing (not relevant in this context)
may occur before packet 20 is forwarded.
FIG. 5 shows an example of protocel layers for
implementing process 30 and 40. Local applications X and Y
15 here run on private clients A and B respectfully. To send a
packet 20 (i.e. process 30) application X obtains a private
IP address, here Prp for client A, at IP layer 54. The 1IP
layer 54 negotiates with NAT/RSIP layer 56 to secure a
public address of private network 12 from internal network
20 interface 15. NAT/RSIP layer 56 returns secured public
address, for example PuG, to IP layer 54 for use as a source
address 28, (provided the particular address field 24 of
packet 20 has a source address 28) and/or to be stored in

registries 32 and 34 and NAT/RSIP mapping table 67.

s 25 NAT/RSIP layer 56 may also modify the source port obtained
7



WO U2/ URS(i G PCT/ US112/11SUB-L 6. The gateway of claim1l, wherein the
processor routes the packet without routing the packet to a public network.
7. The gavewayewdbs cl aim 1, further conprising: a nmenory tRat/ushoies a

protocol stack; 5 wherein the processor routes the packet up the stack when
the destination address of the packet is the private address of the
gat eway. &n Thae/gabewayenf5claaicordinghsy NAT/REEP ppocEessdr bexfecut es
instructions to route the packet to a public network 10 connected to the
publ i c netpsaikleti ADendnce: wrertetihby destewsat il6n tadilt @sde fintahidopacket i s not
the public address of the gateway, the private address of the gateway, or a
privat e addidesssof ah@rmodtid cakient o arirectoadckopdhe wirlilvatieonbewor k
interface. 15 9. A nethod, perfornmed by a network gateway, to route a
packet, catoriesi ng: NABXREVA mgpaidestamat icoh address of a packet received at
. a private network interface of the gateway; and routing the packet to a
private client sconnectgd Ho relrei20 prpacter 2Ot WOL &. | it @fdfsaca0pf athe gat eway
when the ' destination address of the packet corresponds to a public
addr ess ofirfthengat evayxtdihal WMItO2£4Ké | FCGr RCTASLd2¢dd S Bhe 10. The
met hod of claim9, wherein the gateway routes the
public address of private network 12 (i.e. 405), for example
Pug, NAT/RSIP layer 56 is used to obtain the private address,
for example Pry, which reserved public address Pug. Once
10 private address Pry is obtained, packet 20 may be routed to
its intended destination client, here application Y running
on private client B.
FIG. 6 shows a computer 60 serving as a gateway 16 for
routing packets 20 according to processes 30 and 40.
15 Computer 60 includes a processor 62, a memory 64 including
executable instructions 61, a protocol stack 65 and a
mapping table 67, and private and public network interfaces
15 and 17. Processor 62 executes computer instruction of
RAM (not shown) to implement processes 30 and 40.
20 Processes 30 and 40, however, are not limited to use
with any particular hardware or software configuration; they
may find applicability in any computing or processing
environment. Processes 30 and 40 may be implemented in

hardware, software, or a combination of the two. Processes

25 30 and 40 may be implemented in computer programs executing
8



packet based on a private address of the private client reserved in a
mappi ng table. 11. The nmethod of claim 10, further conprising searching 5

for the pybvahesaddress of the private client in the mappppg kidfss 12. The
met hod of claim 11, further conprising causing the gateway to drop the

packet when the private address of the private client is not found in the
mappi ng t atrh gprdhFambhelaetdnd:efrscitabm &aciwhiercdivder auptaige Leyr @ W t hout
routing the packet to a public network. 19. The nethod of claim9, wherein
t he gat ewaytsmyeemethempackddblep by phot prete stcack inhendihe wasttiinat i on |
address of the packet is a private address of the gateway. ~5 15. The

. method of ghdinardvowhel e mdrerygainavay §ostLfe tdempackednd oimpypubl ic
network connected to a public network interface of the gateway when the
desti nati oan@ddigss akvibes packet is not the public address of the gateway,
. the private address of the gateway, or a private address of a private 20

client gonnect ethdnoshibe proyadne nagt wer kmp rdesfrace iaf at hegiwatamway. 13 WO
(12/ (11 >h66 PCT/LIS(i?2/0;08-4 16. An article conprising: a nmachi ne-readabl e

medi um t hapr SENAS 11 BSt bSO ife@it S Brbdir dr@iitrigg afgRaskets the
instructions for causing the machine to: 5 review a destination address of
a packet resfhwftate with a computer system. However, the programs

can be implemented in assembly or machine language. The

language may be a compiled or interpreted language.

10 Each computer program may be stored on a storage medium
or device (e.g. CD-ROM, hard disk, or magnetic diskette)
that is readable by a general or special purpose
programmable computer for configuring and operating the
computer when the storage medium or device is read by the

15 computer to perform processes 30 and 40. Processes 30 and
40 may alsc be implemented as a computer-readable storage
medium, configured with a computer program, where, upon
execution, instruction in the computer program cause the
computer to operate in accordance with processes 30 and 40.

20 A number of embodiments of the invention have been
described. Nevertheless, it will be understood that various
modifications may be made without departing from the spirit
and scope of the invention. For example, gateway 16 may
have multiple public and private addresses for routing

25 packets between private and public networks. Moreover,
9



at a private network interface of the gateway; and route the packet to a
private client connected to the private network interface of the gateway
when the Wesbifaks on address of the packet corresponds t o pgrRishl/isesdO
address of the gateway. 17. The article of claim16, further conprising
instructions for causing the machine to route the packet based on a private
address of prbeepsbraté®, cdtiseikt cbeart vedblid) 6a mapPi NGk tkbl1@cat2ql8a The
article of claim17, further conprising instructions for causing the
machi ne t o eaweh foselhe it watebadshaiss dkat Besorinate ¢l ikgpt in the
mappi ng table. 19. The article of claim 18, further conprising instructions
. for causi ngettlve rhachioeo tdi idngp bhie padieidineans 200t hﬁchfllc\i@'w addr ess of
the private client is not found in the nmapping table WO 02/ 11195(h
PCTI US| | 2/ @86k8+b28. ndiei rarariec hesof wliainmehe, stupé her «RMILL $ENGNg
. instructions for causing the machine to route the packet without rout| ng
t he packet dleiaspublic network. 21. The article of claim 16, further
conprising 5 instructions for causing the machine to route the packet
t hrough a protocol stack when the destination address of the packet is a
private address of the gateway. 22. The article of claim 16, further
conprising instructions for causing the gateway to route the packet to a
public network connected to a public network interface of the gateway when
the destination address of the packet is not the public address of the
gateway, the private address of the gateway, or a private address of a
private client connected to the private network interface of the gateway.

10



~5 23. A system over which packets are transported, conprising: a private
network; a public network; and a gateway between the private and public
net wor k, W@ ophe@s& n the systemreviews a destination addrpggRhysegacket
recei ved at a private network interface of the gateway and routes the
packet to a private client connected to the 15 WO U2/ UY(9sCh

PCT/ US02/ US118+wHari vat eLaeMemIIls :i nt er f ace when the destination address of
the packet is a public address of the gateway. 24. The system of claim 23,
wherein the syst estwouk egatidwaypackebubasedbawked , pebypt £s atgdr ess of the
private client 5 reserved in a mapping table. 25. The system of clai m 23,

. wherein the syst enblodt estvdrx packetat® eyl iac pnpl wWordddddsent when the

destinati on address of the packet is not the public network interface of
t he gateway, the pptiivyatendiord Knkbkesdaaawdingt Repgatey@yaddk@ser, a private

., client of the gateway. 16

A9 A L0 AR AT 9. AL% ALr LA A T AT A L A@Qr. A A r.AsL. Af° . ASL& kBCpq
*+. /@R *So:
a processor that reviews a destination address of the
packet received at the private network interface and routes
the packet to a private client connected to the private

network interface when the destination address of the packet

10 corresponds to the public address of the gateway.

2. The gateway of claim 1, wherein the processor routes
the packet based on a private address of the private client

reserved in a mapping table.

3. The gateway of claim 1, further comprising a memory

15 that stores a mapping table for routing the packet.

4, The gateway of claim 3, wherein the processor searches
for the private address of the private client in the mapping

table.

5. The gateway of claim 4, wherein the processor executes
20 instructions to drop the packet when the private address of

the private client is not found in the mapping table.
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destlnatlon address of the packet is not the public address
of the gateway, the private address of the gateway, or a

private address of a private client connected to the private

network interface.

15 9. A method, performed by a network gateway, to route a
packet, comprising:
reviewing a destination address of a packet received at
a private network interface of the gateway; and
routing the packet to a private client connected to the
20 private network interface of the gateway when the
destination address of the packet corresponds to a public

address of the gateway.
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reserved in a mapping table.

11. The method of claim 10, further comprising searching
5 for the private address of the private client in the mapping

table.

12. The method of claim 11, further comprising causing the
gateway to drop the packet when the private address of the

private client is not found in the mapping table.

10 13. The method of claim 9, wherein routing occurs without

routing the packet to a public network.

14. The method of claim 9, wherein the gateway routes the
packet up a protocol stack when the destination address of

the packet is a private address of the gateway.

15 15. The method of claim 9, wherein the gateway routes the
packet to a public network connected to a public network
interface of the gateway when the destination address of the
packet is not the public address of the gateway, the private
address of the gateway, or a private address of a private

20 client connected to the private network interface of the

gateway.
13
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destination address of the packet corresponds to a public

10 address of the gateway.

17. The article of claim 16, further comprising
instructions for causing the machine to route the packet
based on a private address of the private client reserved in

a mapping table.

15 18. The article of claim 17, further comprising
instructions for causing the machine to search for the

private address of the private client in the mapping table.

19. The article of claim 18, further comprising
instructions for causing the machine to drop the packet when
20 the private address of the private client is not found in

the mapping table.
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instructions for causing the gateway to route the packet to

10 a public network connected to a public network interface of
the gateway when the destination address of the packet is
not the public address of the gateway, the private address

of the gateway, or a private address of a private client

connected to the private network interface of the gateway.

15 23. A system over which packets are transported,
comprising:
a private network;
a public network; and
a gateway between the private and public network,
20 wherein the system reviews a destination address of a packet
received at a private network interface of the gateway and
routes the packet to a private client connected to the
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packet to a public network client when the destination
address of the packet is not the public network interface of
the gateway, the private network interface of the gateway,

10 or a private client of the gateway.
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