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application clains the benefit of comobnly assigned

U.S. Provisional Application No. 60/454,966, filed

March 14, 2003 'and entitled "RELATI ONAL MODEL FOR
MANAGEMENT | NFORMATI BRE REREFFNGRRO DA @S | and U. S.

Appl i cat | SRNAGEMENT JAFORMBIFION INo NETHORE) DEVICES
February 10 24, 2004 and entitled "RELATI ONAL MODEL
FCROSBNREENERNCE| RECRERATEN ARPNETMCORENBEVI CES"

TECHNI CAL FIELD This.application relates to, system
nmanagenent. ?Rgﬁigagé?gicﬁi%??sth%h%ph??%%f+%n ?€|e&%@@0nly
to use o el ati onal del for managenent in a ,
BE T gueh el R PO CAa B ONCOR SRR EF AT 1o
T@e term " het eneous enviro nﬁnt“ as _used herein,
°FEferddro o Wkt wotkd endt 6EE% t | RERATLAVPRe BIQHEAH  FOR
devi ces _and other information sources on the network
WGBAGRUESR JuEeulrEt ochl's, VTR meyE BeCES ", and  U.s.
vendor-speci fic and/or require a proprietary format.

TREP (o ot o Ur k UNBrgRIeriockals Nesed HeéPein £1 efier gbruary
25 to the ability to monitor, control and configure

débi cedBh 2BIneiTiorkl g9 or RELARHPNALL MQRIut 8PR  MANAGEMENT
network, a Storage Area Network (SAN), a wired or

Wi NEPBYSTL@NetUnahiEBK VEVIREEWOr k, etc.] renotely

via the network. WD 2004/ 084454 PCT/ US2004/ 006051 The
term "managenent application”, as used herein, refers

to software that is used to perform network

TECHNICAL FIELD

This application relateg to system management. In
particular, the application relates to use of a relational

model for management in a heterogeneous environment.

DESCRIPTION OF RELATED ART

The term “heterogeneoug environment”, as used herein,
refers to a network environment in which the plural devices
and other information sources on the network have plural
access protocols, which may be vendor-gpecific and/or
require a proprietary format.

The term “network management”, as used herein, refers
to the ability to monitor, control and configure devices on
a network [for example, a computer network, a Storage Area
Network (SAN), a wired or wireless telecommunicative

network, etc.] remotely via the network.



managenent, which includes comunicating wth
i nformati on sources, such as el enent managers,

waolewioess) f or exanpl e, 5 conputers, servers, rPUL/EERN4/006051
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bri dges, hubs, swi tches, printers, nodem banks, PBXs
(private branch exchanges), access points, other
t el ecommuni cative devices, etc.] attached to the

net wor Khgnd-sigent sapadeRentevirgds caty ogf derast ¢ised herein,
perf orm managenent functions (such as fault

napdgeAento 160&brargur Bhabn hanageaentto acewufeing network
managenent, performance managenment, security

mapageresnt  ewbirh REagludesn apementidas ingpivwil ylmhermation
of the network managenent functions. Faults can

mapibtest t rarrdelasese bemeper sastgarsor devansisenifor example,
events. Sone types of error can 15 appear even in a
weblpfibresi, oneagvaeewor kouFaukt nanadesent hpbsyvi s$witsches,
typically include neans for detection of persistent
faulihseand froydeawt bankee EBX=eci{poivatef dultheh anchanges),
may generate nessages after detecting faults on a

r esaesee pstinhsas dvhheughteveabmmohifacatréonjeviasst etc.]
20 managenent functions can include fault detection,
f auktchedr tecthometwabilt asdladamry dretoder ldevecewer yn order
alarm handling, alarmfiltering, alarmgeneration,
dtagpestoem tnestbagener fahckaggengsuehr ag handti mgnagement,
error statistics, etc. 25 Configuration managenent
cabniegusediba | ocalagageasmir,ces, dawuidiingy f ai | e@hagement,
ones, and keep track of types -2 WO 2004/084454
PEErg520040006003 gepbnteseurces tantahhgemedet akks.. ) .
Configuration managenent all ows managed resources to

be act ruatled amsbgensht vatedripicaltontsed | et NMBABErnetwork
and provi des support services for

management functions. Faults can manifest themsgelves as

persistent or transient events. Some types of error can
appear even in a well-functioning network. Fault management
provisions typically include means for detection of
persistent faults- and for automatic correction of faults,
and may generate messages after detecting faults on a
regsource (such as through event notification). Fault
management functions can include fault detection, fault
correction, fault isolation, network recovery, alarm
handling, alarm filtefing, alarm generation, diagnostic
testing, error logging, error handling, error statistics,
etc.

Configuration management can be used to Ilocate

resources, including failed ones, and keep track of types

2



keepi ng the system and resources operational. 5
Confi guration managenent functions can include

WO e®a084as4 initialization, network provisioni NBCT/@81004/006051
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di scovery, backup and restore database handling,

resource shutdown, change managenent, inventory asset
managenent, copy _confjguration, renote configuration,

j OF MR HGTh B 1R B et ok t r abRPAGIVHAE bARL Bgnagement
software installation and information distribution,

efd 1 OKEc GREERE FMERQYERBAt CPrbvi deklivaked rardkidapctivated in
service wusage and informng relevant users and
mEnagersrePedatditrnaizagenef HrssvdesessupECcassctEtiatks  for
costs. Accounting 15 managenent functions can al so

| Felapd@ et t FRY | i MAYsSS9h ushAge ofrgsssmgsses, btakiagional.
corrective action when a quota 1is exceeded, conbining

c 6ond ifoprailan phenpgsvenrt e undierdisy ntay dudiligle eresource
Per f ormance managenent gathers network statistics 20

( St igd imatiiozat i oretarmtler rorovie es)ingval ates discovery,
system performance under nornmal and abnor nmal
cbadikiicorendndestodef idesabede dfarsiisitem opesatiom. shutdown,
Addi ti onal performance nmanagenent functions can

i mtlaode cohdmegémgniand anskyizong percfedr mammeglatent, copy
generating performance reports, reporting 25 probl ens,

c apadiityp e tanm ngremat at aianfigruviagtiani,caljobodsitiettcion and
-3 WD 2004/ 084454 PCT/ US2004/ 006051 Security

mexagenentn t ypachihy, staibtwestteal nEof hwzee unawttdrliszeicbn and
or accidental access to network control functions,
endsufioendaggicy Rt midtwdrck , usec.and mai ntai n data

privacy integrity and auditability. Security
managemerounting management provides for tracking service

usage and informing relevant users and managers regarding
usage of resources and associated costs. Accounting
management functions can also include sgetting limits on
usage of resources, taking corrective action when a quota
is exceeded, combining costs for multiple resources,
performing audits, etc.

Performance management gathers netWork statistics
(such as utilization and error rates), evaluates system
performance under normal and abnormal conditicn, and
modifies mode of system operation. Additional performance
management functions can include collecting and analyzing
performance data, generating performance reports, reporting

problems, capacity planning, maintaining historical logs,

etc.



5 functions can also include selective access to
resources, nmintaining access |ogs, reporting

W@ e@us44y4 al arm or event, responding to securPCTUS2004/006051
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breaches and attenpts, security audit trail |ogging,

etc. Many devices and other information sources on a

10 network can provide information for performng

net wor BeckER&yenBanaggnentonsyp el Inf criowitieamn $our vésimize
may be accessed through different access protocols,
syelaughogNvrd ( SinplecNeentseld MaragesentoPr oebwolk, control
CM P (Common Managenent | nformation Protocol),

Télupetticne , (Eommuadl egheinst ¢ merfade)ysHTERd maintain data
(Hypertext Transfer Protocol), SQ (Structured Query
Largvagey) ,1 1 8OAR (tSr nphé GbdeétbbAtdceys Fetwcnty, mehagement
Each of the protocols mandates how the infornmation

sdunce liomsorganidedy atahglev sdilddieisyndaxeof tdheesources,
access protocol. In addition, network devices support
20adméadningr ecoéstheogecesspprolng cdesqcuning, tiearm or event,
information format provided through the protocols is
natspecessar i ty ddmusiane ameaghtst hendr eftaenlss ,Fokecurity
exanpl e, on sone routers, sone fault information is
peodided rsArough oSN, etwhi |l e other fault information

is -provided via CLI. 25 Therefore, it is usually not

possi bvanko Hetricewe ahll fathdér inffyAmidiohtWaugrsa on a
singl e access protocol. -4 WD 2004/ 084454

PGELUS2004£806Q%bvike aaEestmakoghcC M Chea@ieiiionaktwork
managenent applications use to access a network device

Ofna@lah@ienitnf gupRtiidhsSOUTEe | SnEypmeakiby tkedrtes may be
managenent i nformation organi zati on of the device,

Whiceh dgdt Whrdugtb deprndait Qitdde Sensdddtd S such as SNMP

provi ded by the underlying
(Simple Network Management  Protocol), CMIP (Common
Management Information Protocol), Telnet/CLI (Command Line
Interface), HITP (Hypertext Transfer Protocol), SQL
(Structured'Query Language), SOAP (Simple Object Access
Protocol), etc. Each of the protocols mandates how the
information source i1s organized, along with the syntax of
the access protocol. In addition, network devices support
one or more of the access protocols, and the information
format provided through the protocols is not necessarily
the same amongst the protocols. For example, on some
routers, some fault information is provided through SNMP,
while other fault information is - provided wvia CLI.

Therefore, it 1s usually not possible to retrieve all fault

information through a single access protocol.

—4—



managenent protocol used by the device. Therefore,
managenent applications typically have a nunber of

waledokesant nodul es in order to support differePtT/US2004/006051
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protocols. Also, nmultiple nodules are included to

handl e proprietary 10 information in different formats
corresponding to respective different devices or

i nf or méllticon soteges. 1dhec multiighl e Eropshtet @yl acredasgement
mechani snms often are hard to conprehend and difficult

t ep@ltierd tansupper t tdevdwesam Bh nditfbekxeevice or other
managenent interfaces. Hard coding of information 15

i iofidrnigdl ieorf or smbscavhi ¢h | syerpldyed iviadnviest | aAakgement
managenent applications | eads to non-scal abl e,

diifrficomlatt1 dro- swedart et at appl d£athengevineaddiHicon,in turn is

~applications are restrained by the constructs

pheyiegeitrhy bhe tiwleebibdguctBnagerEniePrBy0cHts WHHER1ving
typically does not include nore 20 advanced

Cansidetteht SustoascdDr guetli esy( f aheexamisea IENeFore,
construct). Conventional network managenent tools

Whiselhostpy t ol 1 daticsass- pyptesoly mMibtk- vendokumber of
devi ces do not use a common structural nodel of

mEnEFeTRMt indRIlER iien.oddeer ¥ 22 gRWree diFFetent protocols.
correspondi ng nodule to handl e its managenent

| pfl QoA 1 pike mElul s | NEOT DOERLESI L He RELESS pro?rietary
mechani sm -5 WD 2004/ 084454 PCT/ US2004/ 006051 of the

MaRFgeNRR B ot 6ol SUPPOFéed byrdhgdevi eerrlh®onding to
nmodul e design is conplex, especially if data needs to

becpfReurRd disi NGrdill thpLe-86CE9S RIRLAER!iSn ALDOUID  The
the functionality of-managing nmulti-vendor devices

SHRRQIIIRY P& i QUS-ACLESSs B BEOAGhS oS- 3ERieVethe therg to
solution is not scalable and difficult to maintain.
comprehend and difficult to extend to support devices with
different management interfaces. Hard coding of information
in multiple formats which is employed in conventional
management applications leads to non-scalable, difficult-
to-maintain applications. In addition, applications are
restrained by the constructs provided by the underlying
management protocol, which typically does not include more
advanced constructs, such as for queries (for example, a
JOIN construct).
Conventional network management tools which support
multi-access-protocol, multi-vendor devices do not use a
common structural model of management information. Every

device has a corresponding module to handle its management

information. The module incorporates the access mechanism

—5—



As an exanpl e, access points are network devices that
bri dge two network segnents, such as a wrel ess

woedos4dst o a wired Local Area Network or ot hr€T/HR200€006051
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infrastructure. 10 An access point generally has
mul ti pl e managenent interfaces which are based on,
for exanple, SNWP, HTTP/web and Tel net/CLI nanagenent

- ppedt add snmakaghmehtt et ocminagenettat obpcahse rdvice. The

only defines managenent information access |ogic but
aleduiendai=dsyrspeci ¢oedl eaf acdbeot gahyzalfi aBTa needs to be
Therefore, a managenent application which needs to

cotpunredt eugi hy aadesiolpoi Atseks typbeaddysti edthiodigh the
t he managenent protocol access logic. Since nmultiple

prohecabsagener alf ynaify e dnllyt 1 -heerpddir adle dEYE §€SuBPort ing
a network, a nmanagenent application typically nust

Sk}a@@bhsz@cdﬂefsfsﬁrgﬁ:rﬁtc&I&@&s] egiltisetdt Orgles ¢®lution is not
communi cate with the plural devices. For exanple, a

meaagereRrt sappldicatiicen t typeahkyihas a module to
communi cate with access points which use SNW, a

second arodil exbe12CCcess Rl Bbs nthi eheUse twbTkPdedices that
third nodul e for access points which use Tel net, 25

ehe-4 g5l ther MRG0 DS ARERSS @gbﬁt§shﬁv%1§eless network to
proprietary -6 WO 2004/ / 084454 PCT/ US2004/ 006051

%! @AHEN TiRfa IMBRAGE TR w SHPRYF tor B {18 FRNA88HB ucture.
information typically has a proprietary format. In

addi ti gy dBmnagenent REOIOCol1S, doypat %hW%ﬁ%lé”oMéQQgement
the rel evant access constructs. For exanple, one

”&%t@%%b%%st%h%%hﬁ%&eaﬁé%%%ebnoffb&eegﬁ 8%i,8BNMP, HTTP/web
products of two tables in an access poi nt supporting

SNMB. Thergd Ao RASYG¥RYNt O g%%@lﬂ%h thitH asks  these

usi ng native SNMP. As anot her exanple, an el enent

n%%ﬂ&%%m%%& el%@%@%cols not only defines management

information access logic but also mandates specified data
organizations. Therefore, a management application which
needs to communicate with access points is typically tied
to the management protocol access logic. Since multiple
protocols generally are used by the plural devices on a
network, a management application typically must support
different access logics in order to communicate with the
plural devices. For example, a management application
typically has a module to communicate with access points
which use SNMP, a second module for access points which use
HTTP, a third module for access points which use Telnet,

etc. Furthermore, most access points have a proprietary



managenent systen) manages a portion of a network,
such as 10 one or nore network devices (or el enents)

wotooa/ospeci fic type. El enent managers, |ike acR€EES2004/006051
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poi nts, generally include a nunber of different

interfaces which range from for exanple, interfaces

for rudinmentary FTP (file transfer protocol) access

t exbHorivat | dod 0 maegereder n suppeirffacesant5 whiechmahegement
based on XML and SOAP. | nplenentation of the access
prigtfoomia taneh date carlganiteat iomdcpniendory speeidfdi.c  and

no standards exist to define how an el enent nmanager

shoul d Tsonmaduicatem, Thewnpldgena@intac gessopeildt Sdandnot  always
el ement nmanagers on a network are typically

marefaiciaur glte bye 28vdht f erertsv et udtd .SURROT éxample, one
different sets of managenent protocols. The probl ens

asencidiid-aMtid) JEIRAY RY AGGRSES oPAUHY TatdatRebroducts of
network devices are simlarly applicable to managi ng

nefwwrdadesd ces dihragis LRt JRAREeISg H@e MHede is no
need for inproved tools for network 25 managenent in

a hehLrREeRROUS R INYHTBIHL.s 4 MO2004/ 084454 cnmp.
PCT/ US2004/ 006051 SUMMARY The present application

provi dess agn@pRar akbtemple, St eMABAAIRERRL Bor element
het er ogeneous environnent. In one enbodi nent, the

apRAH Rt Jpitesn)a delaldonald el 3 s deBwork, such as
rel ati onal mapper and a protocol transaction handl er.

Thee r&t afbeBalndeiigikf ats i Sefdapted1bRcheesi W &, specific
relational query froma software application

reguest i pg ARARJERBALGe AT or ihAtd on, fIim a,sRegif i egenerauy
i nformati on source. T%e rel ati onal nappeP transl ates

t he, el ionalmuer raeeived 10 fhrough the s 1, range from,

relational interface fromthe software
for example, interfaces for rudimentary FTP (file transfer

protocol) access to information to more modern interfaces
which are based on XML and SOAP. Implementation of the
access protocol and data organization is wvendor specific
and no standards exist to define how an element manager
should communicate. The plural access points and element
managers on a network are typically manufactured by
different vendors and support different sets of management
protocols. The problems associated with managing access
points and other network devices are similarly applicable
to managing network devices through element managers.
There 1s a need for improved tools for network

management in a heterogeneous environment.



application, to native protocol nessages according to
an access protocol associated with the information

waouwrogsThe protocol transaction handl er is BPUEPS®A4/006051
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to handle the native protocol nessages as a
transaction with the 15 information source and return
a result of the transaction to the software
aFUMMARY on. The present application also describes a
rel ati onal nodell er apparatus which, according to one

enbodi ment , pirescadapigsl teatiamshabeiadkel ahi aratus for
guery froma software 20 application requesting

MeRagere ahddaiant | 0A &r ot royReEduL b R AON ITn one
source, to native prot ocol nessages accor di ng to an

a%ﬁﬁ}%ﬁiiﬂf@@itqcﬁhea%%ﬁ@t@% Wi Jdee & MAERURN interface,
source, wherein sai nati ve prot ocol nmessages 1S

handleadtasnait rappact hal W bhotbeol Nf LLABL O S HY LR er. The
25 The application al so provides a nmethod for system

MRRAGENRIMH i niﬁt@ﬁ@é@g%@,e%&%d reAMeRic kR 0f€ere18tional
WD 2004/ 084454 PCT/ US2004/ 006051 enbodi nent, the

hed | pebdes seeelhyiag aﬁpﬂgbéﬁ:ii%ﬂm re JUEEY: £ ORbAagement
software application requesti ng managenent

| NG IR T @R SRECiHed FiiRlOr IRELR-$QUHCe source. The
translating the relational query received through the

5 falatienal ﬂéﬂﬁggE%%%Jéf&@é%h%ﬁﬁpgﬂﬁﬁyﬁidﬂgy gﬁ% LoD ceived

to native protocol nessages according to an access

et el Q§§90i?E@gtmﬁhglth?nE%E%E%@tiqaﬂﬁﬁurﬁﬁe a0l ftware

handling the native protocol nessages as a

; %g@g@%gt%nvw it gstiifaf gmgkgm R %3{13%#@&&%%0 an

ul't of the 10 transaction to the

a%%b%%%t5%%to%8hE§SQE§9§LEE'&&kﬁfiﬂ£{i£§%¥ﬁiﬁ§%n source. The

protocol transaction handler is adapted to handle the
native protocol messages as a transaction with the
information source and return a result of the transaction
to the software application.

The present application also describes a relational
modeller apparatus which, according to one embodiment, is
adapted to translate a relational query from a software
application requesting management information from a
specified information source, to native protocol messages
according to an access protocol associated with the
information source, wherein said native protocol messages
is handled as a transaction with the information source

The application also provides a method for system

management in a heterogeneous environment. In one

—g8—



The features of the present application can be nore
readi ly understood fromthe follow ng detail ed

wale@aiosqasi on 15 with reference to the acconpaPgi/ng2004/006051
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drawi ngs wherein: Figure 1A shows a bl ock di agram of
an apparatus, according to one enbodi nent of the
present application, for system nanagenent in a

hetrdrcageredys ehei mosrtent ; iFcjudesl2resbeiging f l-oWrelational
chart of a nethod for system 20 managenent in a

hetenrggefieons aenys f oraeat appl iaeeobdanttuddi thdnNRanagement
enbodi nent of the present application; Figure 2 shows

a isghemeidion eprresent aki onspkca fieamMmuiahgatinglisehemBource,
bet ween a managenent application, on the one hand,

and-=Qik e ref hehehapdl ptubabli s ARt iREAREOURERSUgh  the
t hrough respecti-ve different nmanagenent interfaces in

a rhatariegeneoustenyhrenmerdn tAeW2P0M 84454 1ication, to
PCT/ US2004/ 006051 Figure 3 shows a flow chart show ng

apRldicat iProd AP HeEs5988URLEBHAEgWMELN BN access protocol
i nformati on source using the SNVP protocol; Figure 4

Shews A fdw whad t £ 880WhRE -ABRE be AR 0dighd SndQf1ing the
conmuni cating with an information source using the

HRER i R 0t ol JWes oW @ SghepBih€action with the
representation of a comunication schene between a

managenRiti APPl ssation, 10R the giaand, andAtther  the
ot her hand plural information 10 sources, through

dichfer-ent: iRanglen oAy es, 4 R 1§sReabve protocols
in a heterogeneous environnent; Figure 6 shows a

schematic representation of a comunication schene
bet ween a managenent application, on

BRIEF DESCRIPTION OF THE DRAWINGS

The features of the present application can be more
readily understood from the following detailed description
with reference to the accompanying drawings wherein:

Figure 1A shows a block diagram of an apparatus,
according to one embodiment of the present application, for
system management in a heterogeneous environment;

Figure 1B shows a flow chért of a method for system
management'in a heterogeneoug environment, in aécordance
with one embodiment of the present application;

Figure 2 shows a schematic representation of a
communication scheme between a management application, on
the one hand, and on the other hand plural information
sources through respective different management interfaces

in a heterogeneous environment;

—O—



t he one hand, and on the other hand plural information
15 sources in a heterogeneous environnent, through a

wo edoas@anal nodel er, in accordance with one enb@HURIHNE/006051
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of the present application; and Figure 7 shows a
bl ock diagram of a relational nodeler, in accordance
W th one enbodi nent of the present 20 application,

t hr oughiwhizh 3 stenegeneiitowapidtatdiovicemapplaates on logic
with plural information sources in a heterogeneous

erfvirr ammentni AETAKL EDtBESGRE RTO O 25od hisua@plugiald @he snMP
provides tools (in the formof nethodol ogi es and

a atsles, collectively referred to -10 WD

2004/ 084454 PCT/ US2004/ 006051 herein as ‘subject

managermjurtedd shoWdra MWD Idha FARAGRARRY agpldcation logic
het er ogeneous environnent. Each tool nmay be a program

Off drnelohiteinieRS 1$i0kedhoBnai FBE AL b AgRE & WBAIMPhe TTTP
and/or transmtted via a conputer network or another

5 dricsyp1ssi on nmedi um  An apparatus and a net hod for
net wor Kk managenent in a heterogeneous environnent,

accor digngyi-e one e/led ment scﬁ%%atQ%SCEcleB%@sgﬁlt%’l%t hot 2
reference to Figures 1A and 1B. An apparatus 1

CRhSES & 18] aldinal batidace ddna mélﬁ)tf Qiigiiegtlon, on
mapper 12 and a protocol transaction handl er . A

MRROAS! HRGNOr X IBRAJEIRN i R RELEN Q9ANEOUS i nformat ion
envi ronnment may include receiving a rel ational query

t hreugh of he Hhehabi Qrﬁkeﬁr@h@rﬁéﬁﬁléﬂ- rgé&m@s %fgl%n:gg%%aspective

application reqiesti ng management or mati on

1&%@%@&@% i IRl R UYL %n(xa&%%é%@

transl ating
Figure 6 shows a schematic representation of a

communication scheme between a management application, on
the one hand, and on the other hand plural information
sources 1in a heterogeneous environment, through a
relational modeler, in accordance with one embodiment of
the present application; and

Figure 7 shows a block diagram of a relational
modeler, in accordance with one embodiment of the present
application, through which a management application
communicates with plural information sources in a

heterogeneous environment.

DETAILED DESCRIPTION

This application provides tools (in the form of

methodologies and apparatuses, collectively referred to



through the relation mapper 12 the relational query
recei ved through the relational interface 11 fromthe

W@ odoumssses appl i cation, to native protocol nmessPgEES2004/006051
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according to an access protocol associated with the

i nformati on 20 source (step S12), and handling the

native protocol nessages through the protoco

t hansdct | oms hanidluer et asmanademasact coBlwi’yh the network
i nformati on source and returning a result of the

t ramsaetieon ta thhesebbyaneoappehedtdferSt BucSE3bl may be
25 The rel ati onal mapper can include a rel ational

madeprogtah hefi niostaidoiosoustereiheoimAage®Mne readable
information in -11 WO 2004/ 084454 PCT/ US2004/ 006051

t kedietvank /devieanandtt8fioviat & OFoHO &€ d@HE or another
visualized as a virtual relational database.

Vitsualsmzisrd ort hegmaragenent i nformation as a
rel ati onal nodel allows the subject nanagenent tools

to | evemagepkhetiebusid reeRaMcaE oy ofethRdt k@Pdbement in a
guery |l anguages, |ike SQ.. For exanple, a generic

nefowerkgenaagement i HbaANBWR! Kaass881ad et Witd defdiment, are
i ke | anguage (which may be specified in XM.) may be

PRV Hath0 RSk a6t H hR RGEeSS ROEFAcRIe S namthe 15,
networ k nmanagenent applications. SQL-1ike constructs

are usech £95Ha10rascesstBEpdatast Lo NSt MW deM 688 deN 11, a
a seanl ess way. Applications can base their access

| 9gi16taRnSREpbEke12HBHI §SprEoMELT Ul IRNAYeBNY, ACEIS 13, A
| ogic can be specified through the SQ.-1i ke |anguage.

The 8@ | | k8-St alanrnts ah%nab@%%ﬁ@allYntr%pnggﬁgrogeneous

into a transaction of pr ot oco 15 nessages. T
S@hﬂﬂfgﬁﬂegﬂicmggy Q%c§%§%¢3§%@eh@i§gL-a3i98§atEBﬁa1 guery
nodel i ng nay be éxpressed in XM., proprietary
through the relational interface 11 from a software
application requesting management information from a
specified information source (step S11), translating
through the relation mapper 12 the relational query
received through the relational interface 11 ffom the
software application, to native protocol messages according
to an access protocol associated with the infbrmation
source (step 812), and handling the native protocol
messages through the protocol transaction handler 13 as a
transaction with the information source and returning a
result of the transaction to the software application (step
S13) .
The relational mapper can include a relational model

of the information source. The management information in



i nformati on can be easily expressed. The relationa
guery is preferably independent of managenent and/ or

wW@ecweds44ps ot ocol s. Thus, application 20 accesBCT/US2004/006051
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nmechani sns can be._detached fromthe constraints

i nposed by managenent protocols, and applications can

be shielded fromthe underlying nmanagenent protocols.

Théae t natsiath ondefitde sebat iafabmgiteoy t @daidese may be
protocol nessages is an abstraction transparent to
saiigusdfitwal ea5a appltaali arladuicaddi tdDthbasd Or M 8halizing
the relational query does not depend on the access

protoeahatemshiChntbemat 1@n ik 20044 034451 model allows the
PCT/ US2004/ 006051 rel ational query is to be

t EaRslkatechanbenwl ecblrmragerrRl-a3H@0kse WBbEAtakhBchanisms
hi ghly scal able, efficient, robust and

easy A-widHal nqudmy bengeapboyedipy appl.i caidOnskifple, a
a multi-vendor nulti-access 5 protocol environnent.

ThensubjceabrWBRAJANBAGhORE SEPd R & ddieedd Qith a sqoL-
mai nt ai n separate nodul es based on managenent

pnekecol aAGudeYi Cemidi addi thon sdhe fialat ianatvr) may be
mapper can be adapted to translate a query to plura

nﬁ&%@g@%dc O esRNAIRI the aLReRlUL2bLraceess rRERL 068! Setwork
The subj ect managenent tools allow for nultiple access

PrehacRiRrio R 1used i35 Pardornf ke LA EBNAICEN g for

function (for exanple, a select operation can conbi ne

d@E%e%%Q%bSNMBJQD%rHﬁT%éﬂ%ékﬁ:Pgbgcégq%§§t MS%%?%;SS way.

managenent” function is internally translated in
I
a

Lapbiansaatian abnachyal phALAco 98%5:HCon  sor-like

j ect managenent tools may be extended beyond

h%ﬂ@&ﬁ%@.n%&ﬂ@&%uqe%hﬁgﬁeﬁgﬂtc%%b%%saqggggdCEB Bgtgﬁgcified
through the SQL-like language. The SQL-like statements are
internally translated into a transaction of protocol
messages. The SQL-like logic may be expressed in XML. Since
the modeling wmay be expressed in XML, proprietary
information can be easily expressed.

The relational query is preferably independent of
management and/or access protocols. Thus, application
access mechanisms can be detached from the constraints
imposed by management protocols, and applications can be
shielded from the underlying management protocols. The
translation of the relational query to native protocol
messages is an abstraction transparent to said software

application. 1In addition, a form of the relational query

does not depend on the access protocol to which the



i nformati on from ot her sources where rel evant
information resides. Infornmation in network devices

war@4 08446} enent 20 nanagenent systens are haneCBUS1004/806051
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simlar manner. The subject managenent tools can be

adapted for alnost all spheres of system and network
managenent . Applications wusing the subject managenent

t aellstdloeashiceledsd ifs @n the treagdritesi .of managenent
protocols and are therefore scalable 25 with |ess

nai nt emarce dhtadachesnandfeA?200488B4454shich are highly
PCT/ US2004/ 006051 In addition, the relational napper

| scepandgbler to-T@ee) veoaueti esddidest-adb tihintain, may be
addi tional information sources which use other

Pleinesles dif fepent cht 0phsalieh aCCRSBE i PFARSHl multi-access-
transparent to said software application. The 5

S @R oTRRAGE FRIHMR0| Hal | et the RAioR of sNeWiate
protocols and information sources to be I ntroduced

WithRO e e BRI Gld 11 d e SDPA+Ld | ANSLu LSS NP2 488 LROhSnagement
The subj ect managenent tools nay be incorporated in

a S d|chaniceis Jr. managi ng network devices in a
10 het erogeneous tel ecomuni cati ons environment. For

exanpl &n eRittae)s Mk be used 0 SHIRME @an be adapted to
het er ogeneous group of access points,” as well as

| Rteglate daba fuomy pley ab1tbhid ndardye £l engil. o nding to

O
managers. The managenent Tnformation in, for exanp

acaess, 1P0h AL s and, &l RAL; MNAGLr S af, egkeW%%%?%%ent tools

i ndependent of the managenent and access protocols. An

e%ﬁg@%”%%& Eﬂl%@%gg gggeégb%§8$o&§ﬂ9gﬁgﬁ§%1%%%%%ﬁj%art of a

used by network nagenent applicati

i%ﬁ%,E@thgﬁa%EﬁEhEekﬁR%fiEHf9£8@1é8£@§g${%§%%5%km operation

managenent uncti ons or exanple,

C%%EﬁQH&@EE%n@a%%FqHH£ﬁrghMP and HTTP in a single request).

The management function is internally translated into a
transaction of actual protocol messages.

The subject management tools may be extended beyond
handling network devices and can be adapted to obtain
information from other sources where relevant information
resides. Information in network devices and/or element
management systems are handled in a similar manner.

The subject management tools can be adapted for almost
all spheres of system and network management. Applications
using the subject management tools are shielded from the
vagaries of management protocols and are therefore scalable

with less maintenance headaches.



20 performance, security, etc.) is described bel ow
However, it should be apparent that the subject

worawagesnt tools can be used in a nmultitude BET/US2004/006051
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applications apart fromtypical network managenent,
for which managenent information is fetched across a
networ k. The subject nmanagenent tools can 25 be used

in any mpphddatiens weekirBQagAoanY kiahedf is ldxMhdable to
2004/ 084454 PCT/ US2004/ 006051 nmanagenent i nformation

| raetives kndeviegesgigadtbets ebh@depiondBNAISration sources
Managenent applications use different types of

MatEgereRisel NbehEACeSrdOo86TES A ot arand qgﬂﬂunkgaee access
wth 5 network devices and other information sources.

Forraeuml e, cehddetenit typesagh mrgamntadt &3 fac8s.  The
may be associated w th specific access protocols,

Seib e tSNNEna§BdE Ve R oo 1 el 8BTSl lForetiChe AaRHRREENOfor new
aspects of the managenent interfaces have 10 a

beatdta A they MR orARRUCRd RS beNerasReekd Sithout
access | ogic. For exanple, SNWP provides rudinentary

CRIHIUGES WHd & JETER/FHEMn angd: 1 T8) neld Sdoirel y

conpletely on thé native transport mechani sns of HTTP

and Taﬂﬁg’su5¥§%@cﬁﬁﬂgﬁ¥meﬁ§_EBSI S%ﬁy be incorporated in

pr ot ocol - speci consttucts is illustrated 1in gure

2. ' : 0 . .
SRS IR U Rt o B SPOELniLlS 1

r?éﬁ%ﬁﬁﬁ Sbus MRA qﬂ¥3§yﬂdﬁgiéﬂ%f%£ I .tggr eﬁgmple,

nati ve access |Og| co e managenent I nterface whi

COMBIEAL 1 S5B1 20 L1 1 BOUL B o omon o
access points, as well as integrate data from plural third
party element managers. The management information in, for
example, access points and element managers are viewed
independent of the management and access protocols.

An embodiment in which the subject management tools is
used by network management applications to obtain
information from network information sources for management
functions (for example, fault, configuration, accounting,
performance, security, etc.) ie described below. However,
it should be apparent that the subject management tools can
be used in a multitude of applications apart from typical
network management, for which management information is

fetched across a network. The subject management tools can

be wused in any applications working on any kind of



i nterfaces nmandate data organi zati on view. For
exanpl e, SNWP provides a tabular structure of

wormwageaent data while HITP/HTM. provi des SGMCDUS20M/006051
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(XHTM.) data and therefore a 25 flat file structure.

To illustrate the subject managenent tools, consider

-15 WD 2004/ 084454 PCT/ US2004/ 006051 as an exanpl e

i meagrdgreeeritn fioyfratiadd onn ihheet nbokndtirdoes SO CE%e i T RE ement
interface information typically includes three

finglrdgyerant erf ace i ndex, interface type, interface

address. For an information source conformng with the

SNVP  Sipragecolt nappgecebiodat auss OrPeii&@thidS types of
tables. Therefore, interface information in

| nfeorenpnicort soweef 228 tS provsdedats antiabbRmusdehte with
as an interface table as shown below |Iflndex |fType

| frkdarcass deld defd neEeX ctherespepdtat 0oANsSNMLE NESf aSRmp1e,
index field. |IfType corresponds to an SNWP interface

t ype fdmdrtt  tyhfAd dr e ssarcadresponds: i A SN be associated
interface address field. 15 SNWP tables and attri butes

amg X pEessedi &N sdeided pEecdddl s hokathons Thgvb abhg‘TP/Web,

I4

identifier in the SNMP interface table is in dotte

deeiimlt /matat icdy . for exanple, 1.3.6.1.4.2. The
attribute identifiers are also in dotted decinal

not at i oN . nunde@XReddd ML HS rhrdfordert dnbelra?@s have
ifType is 1.3.6.1.4.2.1.2 and ifAddress is

1.83.8edr fngd. dn3.t heSNWVELASERSS MBEROYUS 285 BnUSeh 10 aspect is

access the attributes either individually or 1n a

Lkgkeégﬂﬁﬁ%ﬂﬁpleF&ﬂ the@arl i catden Waaks gk a8 Rentary
constructs while HTTP/HTML and Telnet/CLI rely completely
on the native transport mechanisms of HTTP and Telnet,
respectively.

The use of protocol-specific constructs is illustrated
in Figure 2. Information sources 22a, 22b and 22c support
the SNMP, HTTP/HTML and Telnet/CLI protocols, regpectively.
Management application 21 uses the native access logic of
the management interface while communicating with each
information source.

Another aspect of management interfaces is that the
interfaces mandate data organization view. For example,
SNMP provides a tabular structure of management data while
HTTP/HTML provides SGML or XML (XHTML) data and therefore a

flat file structure.

To illustrate the subject management tools, consider

—15-



i fType attribute, the application logic is as follows
25 (corresponding to the flow of control shown in

wWo2@ued43) : - 16 WO 2004/ 084454 PCT/ US2004/ 006RGI/US2004/006051

10

15

20

25

construct SNMP Cet(1.3.6.1.4.2.1.2.x) [step S31]; // x

is a value but not relevant for the discussion here

wait for response frominformation source 22a [step

S33 ; aandkxentreactnvartiecef Hyfe-dams esponsde: NEssagRation
SNMP Response() [step 5 S331. The managenent

apalurests .orhes eatSNFRespeaifbirtat Sebyh Lea i1y tiheludes three
application's logic while conmmunicating wth

| fieleet,i dhteadsce 23dex| niateatios typan HKEYHOM address.
interface is structured in 10 SGW or XM.. HTM

suppor tFoubh i phé oi-eptesantaduens, cSHESrmasgf 4il, the snMP
tables, etc. In the exanple below, it is assuned that

t he-dodeslf acemahafonsdt | Odats | Lan HiMantabbe as tables.
structure. The application logic is as follows
(corgesondi Nohdea e il efatcent el inkersReWn Rource 22a
Figure 4): construct HITP

Gatef dR1/deld09n180: 480 1084 LAt 85T ageInf St@R-S4Hb1e Hs shown
includes URI for interface page wait for response from

I HQrgyat i on source 22b [step S42]; and extract val ue

of Type fromthe formreturned by HTTP Resp() [step

20 S431. The response is simlar to the foll ow ng:

<htm > <head> <title>Router Ethernet Port</title> 25

<scri pt [CANGIAG G o, Javascr :Pf'ffpe IfAddress

IfIndex corresponds to an SNMP interface index field.
IfType corresponds to an SNMP interface type field.
IfAddress corresponds to an SNMP interface address field.

SNMP tables and attributes are expressed in dotted
decimal notation. The table identifier in the SNMP
interface table is in dotted decimal notation, for example,
1.3.6.1.4.2. The attribute identifiers are also in dotted
decimal notation. For example, ifIndex is 1.3.6.1.4.2.1.1,
ifType is 1.3.6.1.4.2.1.2 and ifAddress is 1.3.6.1.4.2.1.3.
SNMP access methods are used to access the attributes
either individually or in a list. '

For example, if the application wants to access the

ifType attribute, the application logic is as follows

(corresponding to the flow of control shown in Figure 3):

—16—



-- sone data 3.0 </head> <body becol or="##FFFFFF"
| eft margi n="4" Text ="bl ack” LINK= "black" -17 WO

wQod40884454 PCT/ US2004/ 006051  A. LI NK=Z" bl ackBCT/US2004/006051
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VL, | NK="bl ack"> <div align="left"> <table border="0"

~cellspacing="1" align="left" width="600"> 5 -- sone

data <tr><th>Interface |Index</th><th>|Interface
Type</ tchoatfusknterf aeell. Addiessx/it hx)10stepr 53t1d><f ont

si ze="2">&nhsp;| </font></td><td><font size="211>3
(oﬁt%§<ft%ﬁgu2tk%5 Fa?nrelevant for the discussion here

S|ze—f ">§(% Oréé£o£?<[g f#%#&></ %ﬂﬁrﬁilﬁia stgatégz}, and

</t abl e> i v> en ace

type ate&Eth Galus eﬂeg}p& &Erblh VreSHMB hdksadd @t Masﬂﬁgél() [step
above. However, since a HTM./ XHTM. structured text is

r éB&k ned, ot her i nformation apart fron1Type is also
returned. In _addition, since_qQrganization of

infornggﬁon FWQ??%ﬂ?WﬁTNLaBQ&éCg 1BFopr PEESry, SKHB-specific
extracti,on Io V&flEi‘ fron1vendor to vendor. A

fﬂ%ﬂ%n%ﬁ%%u% %Pﬁ ERE &§€|&Qnaﬁdloglc while communicating

with information source 22a.

Information in an HTTP/HTML interface ig structured in
SGML or XML. HTML supports multiple representations, such
as forms, tables, etc.

In the example below, it i1s assumed that the interface
information is in an HTML table structure. The application
logic is as follows (corresponding to the flow of control
shown in Figure 4):

construct HITP_ Get (http://100.100.100.100/Interface) [step 841];

// includes URI for interface page
wait for response from information source 22b [step S421; and

extract value of Type from the form returned by HTTP Resp() [step

543].
The response is similar to the following:

<html>

<head>

<title>Router Ethernet Port</title>
<script LANGUAGE="JavaScript!s

<)--

-- gome data

</head>

<body bgceclor="#FFFFFF" leftmargin="4" Text="black" LINK="black?"



to the vendor is typically applied to the result to
extract the relevant attributes fromthe result

W@ 2108/0844S014- S46), as shown in Figure 4. 30 | nPEr/USI0H0P6051
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35

wth informati on source 22c leads to simlar issues.
The application logic is tied to Telnet/CLI semantics
and extraction of data fromreturn values is
depemdeniacdn VEnNderbkcpropri etary data organi zation.

| ndiheligs'dedt">Tel net/ CLI, the data is either

returned as 35 unf natted"TeI | or .as formatted
¢ ekt IRy b AR L b1 ber T 6 vt BRE ar o
is_retdraad in nultiple nessages and not in any
order, and therefore -18 WO 2004/084454

PCﬁ%iﬂ%@@EthQ@éﬁ}51 Ipderpl /&> prhotessitage | S Tyequd thedti-gnterface

réﬁ%?ﬁﬁf te data in a structure t hat can be parsed
??ﬁred”ﬁﬁﬁﬁ%P&nﬁﬁbéuse /RAENEGEREHT I TR acdge="2">3
9@6 éoﬁg @gk"2'@9wfi‘b|fo3é/P§It‘§@?% Lhemy a managenent
appllcatlon 5 typically hard-wres each of the
I At esdr@cé@scal Nto the application |l ogic. The application
has one nodule for each of the interfaces, with each
|ﬁ(@#ﬂéee possibly having nultiple variants depending
ﬁg vendors supported, as exenplarily depicted in
F é 5 10 As di scussed above, conventiona
nanagenent of information on/in information sources
uses the nmanagenent protocol's native constructs. The
native constructs vary in sophistication. SNWP
provi d&%es gind eifdiare ritvary alonsitliuie sis swemelahely ahewn in
negli gi bl e support for constructs in HTTP 15 and
TéheeHHTMSoghi 8t hbaved Hoeeves, sshpty x 46/ BEML structured
supported by these protocols.

text is returned, other information apart from Type is also
returned. In addition, since organization of information in
an HTML page is proprietary, the extraction logic varies
from vendor to vendor. A filter specific to the device and
to the vendor is typically applied to the result to extract
the relevant attributes from the result (steps S44-S46), as
gshown in Figure 4.

Interfacing with information source 22¢ leads to
similar issues. The application logic is tied to Telnet/CLI
semantics and extraction of data from return values is
dependent on vendor’s proprietary data organization. In the
cagse of Telnet/CLI, the data is either returned as
unformatted Telnet text or as formatted text. When
formatted to display on a screen, the data is returned in
multiple messages and not in any order, and therefore



For exanple, if a subset of attributes spread across
multiple | ocations (for exanple, tables, fornms, etc.)

woe®@d/0s4464 be fetched, there is no support fronP€TES2004/006051
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protocols. Such 20 queries have to be inplenented by
the application. Coupled with the proprietary nature
of organi zation of data, query logic varies not only

I notelles afrqpreoinicnt sidbuteqal sed dtbf eeept-meendelsS.dakhe in a
subj ect managenent tools address the issues 25

r eganditng es Whzper dang beapagesentin Bf eriRlb-oreS0HEeesH N

a multi-vendor, nulti-mnagenent interfaces. The

nmanagemeitausel9 \WRARARAMOE4454 RCEH 2004/ 06051211y lack
i nformati on source is nodeled as a virtual rel ationa

dababase.l iMgnagesenteappliheat,i ong MR niafor "BbhoNcation
requests on this relational nodel, as shown in Figure

6rypecendingnbedone rexenphany @fTbQﬂiéferihte%ﬁ@c'e%at QRS the
5 can use SQ.-like constructs to fornul ate queri es,

apgpltibereby hevaageset BepnakustBes haandnROWBHUPE for each
SQ.. Each SQ.-Iike query may be inplenented as a

tbﬁnsﬁﬁé|(Hhﬂgifa%%%ya|wPEHtQﬁQﬂ1n§§§§9§§cehgﬁﬁgﬁﬂﬁﬂx hav1ng
applications may be provided a unified view 10 on

ofnutme_%ﬂraaf QF B d 00 SQUELLS: nd €AT Ehess,adhe Ngld <yleced as
support for managenent” protocols, through a relatlona

”QQ%hﬁﬁarWﬁ@C@e@ﬁ%&b@?%naFﬁ%b%%'%Qa| nodel of the

i nformati on source e relational nodel er may

providasa SEsldiked angyage, for o%%%%%i oRg 1l NI A of

The 15 language can support any arbitrary access

| QQiFC - iRUSH dd A g{ GG of sacﬁgllc%é:s%% {9 management

managenent pr ot oc access Nec |nadequa

SBBBQ%EOQtquQEngogéﬁgyfﬁéts. The native constructs vary in

sophistication. SNMP provides some rudimentary constructs,
while there are negligible support for constructs in HTTP
and Telnet. Sophisticated gueries simply cannot be
supported by these protocols.

For example, if a subset of attributes spread across
multiple locations (for example, tables, forms, etc.) need
to be fetched, there is no support from the protocols. Such
queries have to be implemented by the application.

Coupled with the proprietary nature of organization of
data, query logic varies not only in terms of protocols but
also different vendors.

The subject management tools address the issues
regarding supporting management information sources in a

multi-vendor, multi-management interfaces. The management



are avoided by the rel ational nodeler. The rel ati ona
nodel er effectively manages nulti- 20 vendor

worzioios4asopt ocol managenent environment. The rRCRUSIOADCOST
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nodel er is scalable. The rel ational nodeler is
i ndependent of vendor or protocol information. The
relational nodeler is data driven and specific

manggernet onat selibutesi @nehadieQiedc ohsare Qr)iﬁit@%&edr§§atlonal
XM. data. 25 A relational nodel er apparatus 70,

aceektiare .t 0Manegearkedi BpRlicEtguhe Thapi n@hédeﬁnﬂormatlon
relational interface 72, -20 WD 2004/084454

PCES2004/R0605L adieltaldnenamoi@npens’3ndig dn Figure 6.
protocol transaction handler 74. The rel ationa

|nteff@@%o&&l@@@Wﬂﬁe§n§Qbﬁéﬂﬁ§aﬁ%ﬂgﬁﬂd&iﬁéﬂ@ a%%lications

managenent applications. The rel ational rmapper

brizggessthesgel BtkOnalorzensidtuct sot oed Ay Natd Veueties, and
constructs. For exanple, a relational query enmenating

f QM RN g@PPtheatiMsthelss MRPeHoRBlo & WP Each
request W th aﬁ%rlbutes expressed in the dotted

d%@mll]@otgué% nefs el Oéyenﬁgr%c@egs The JBPRING s on  of
process of the relational 10 mapper 73 produces a set

O%c%%%ﬂv%IQ&QkQﬁphmﬂﬁéééﬁﬁs and this set may include

mul tiple protocol statenents. If an application query

has at ahggfeﬁl%n@g?%?c‘_%c%gﬁgg Q%“\@e ke cféc{]eé/%lf’led view

then t ery is ans ate

d'o%t' ?gt o'%a‘i:h}éel%%ﬁﬁcﬁ&%?gﬁéégﬁe <ok %%10 1e%\§\/%fa'%‘ij1e native

ot her for net native

UGSk TESRSOER AN ogs.y L ORSLLEN YLD o

apRARR atexﬂﬁﬂﬂlerﬁrég§§es759 a%%lé%%%ﬂng]model of the
information source. Also, the relational modeler may
provide a SQL-like language for accessing information. The
language can support any arbitrary access logic. Thus,
tight coupling of applications to management protocol’s
access mechanism and inadequate support of query constructs
are avoided by the relational modeler.

The relational modeler effectively manages multi-
vendor multi-protocol management environment. The
relational modeler is scalable. The relational modeler is
independent of vendor or protocol information. The
relational modeler is data driven and specific management
attributes and protocol are expressed as XML data.

A relational modeler apparatus 70, according to one

embodiment (Figure 7), includes a relational interface 72,



the information sources (76a, 76b and 76c). After 20
conpletion of the transaction, the protocol

wo e@assasi on  handl er conponent 74 constructs PEEUS2004/006051
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result and returns it to the application 71. The

foll ow ng XM. sni ppet denonstrates a sel ect query

using different protocols. The first part of the XM

25 deflianiionen nmdde act uald defprddd@sn of ra@dct hén handler
table | ooks like (relational mapping) in terns of the
prrat.ocothe TheelaZloW@1 2004 {8474 PCTH US2RQ4A/iQRE051501,-1 i ke
"<decl arati on></decl arati on>" section essentially

debheesucthe thownanwbehentheapstosrBngdrs/ CotRANGZE1ational
defines the action, that is to be perforned (for

exappke, 73elBGligeUpdRt elidisiital deht®uctslNe& the native
declaration section can be 5 used in nultiple

mapagereRt cconmands, i.e. the managenent conmand uses

t he decl aration section. <Declaration> <Tab| e Nanme =

"tabl elfor [ Hranplah! eAccess; Rrohpeol & Memanating from
version="1.0"> [2] 10 <StateMachi ne> %] <St ate Nane

“ma¥8beteld] agpBi&itkish 177/ §ts,atn%ﬁ)peﬂ SLat sMachipe> Eequest

15 </ Tabl eAccess> <Attribute = macAddr" Dat aT
yiFRCAGnasSit A bt Gl 1 QU BayndLar ddiug
<Attr| bute Name = I:5%esdr" [%at aTpr pAdd resasi' rl&éli’l:lon,

AEErbgrma b§8y£§8&ndThe"$£ﬁﬁi£§’ééﬂcess of the relational

mapper 73 produces a set of native protocol messages and
this set may include multiple protocol statements. If an
application query has attributes managed through SNMP and
Telnet/CLI, then the query is translated into a set of two
distinct native protocol messages, one for SNMP and the
other for Telnet/CLI.

The set of native protocol messages is handled as a
transaction by the protocol transaction handler component
74 through the appropriate handlers (75a, 75b and 75c¢) with
the information sources (76a, 76 and 76c). After
completion of the transaction, the protocol transaction
handler component 74 constructs the result and returns it
to the application 71.

The following XML snippet demonstrates a select query
using different protocols. The first part of the XML
definition is the actual definition of what the table looks

like (relational mapping) in terms of the protocol. The



20 <Attribute Nane = "awcTpFdbC assl D' DataType =
"int" Attrld = "3" |IsQutBound = "false"/> [5]

W chaloBass <Tabl e Name = "tablet"> [1] <Tabl eARCEES2004/006051

10

15

20

25

30

35

Protocol = "HTTP'" Filter="DOM version="3.0"> [6] 25

<St at eMachi ne> <State Nane = "get">

"fullyqualifiednane. htmf </State> </ StateMachine> 3

0 “cHtahkbeAcdessx /AldlHtit enNames eet i Asks énad By P8efines
= "macAddress” Attrld = "macAddr" |sQutBound = "true"
>thé] “i&Wtferwniype EheReg&x@imad®}</command>” defines the
regul ar-expression 35 </Filter> </Attribute>

<Attrbbyt e hag®e is " EpAdsk " pBataType =<E¢@A@6¢a&%é, select,
Attrld = "ipAddr" |sQutBound = "true"/> -22 7
20045084454, RGTY US2R04£80605he <dddi£FadYPE Section can be

"RegExp"> regul ar-expression </Filter> </Attri bute>

Suskhalhe 1Y ied &ﬁﬁé%&'ﬁ?enfmg YPe=c 9ethe management

nunpar anr3 paraneter| ="%osti d%
pabafeher ZscWesld d¥ 8k ion section.

<Declaration>
<Table Name = "tablel"> [1]
<TableAccess Protocol = "SNMP" version="1.0"> (21
<StateMachines [3]
«State Name = "get"s [4]
1.3.6.1.4.1
</State>
</StateMachines>
</TableAccess>
<Attribute Name = "macAddr" DataType = "macAddress" AttrId = "1v
IsOutBound = "true"/> [51
<Attribute Name = "ipAddr" DataType = "ipAddress" AttrId = "2"
IsOutBound = "true"/s [5]
<Attribute Name = "awcTpFdbClassID" DataType = "int" AttrId = "3"
IsOutBound = "false"/> [5]
</Table>
<Table Name = "table2"> (1]
<TableAccess Protocol = "HTTP" Filter="DOM” version="3.0"> [e]
<StateMachines
<State Name = "get'":>
"fullyqualifiedname.htm”
</State>
</StateMachine>
</TablelAccess>
<Attribute Name = "macAddr" DataType = "macAddress" AttrId =
"macAddr" IsOutBound = "true" > [7]
<Filter Type = "RegExp"> [8]
regular-expression
</Filters>
</Attributes
<Attribute Name = "ipAddr" DataType = "ipAddress" AttrId = "ipAddr"
IsOutBound = "true"/>



10 <paraneter3="% nterfacei d% > <Sel ect> [ 10]
<Attribute Nane="nmacAddr" Tabl eNane="t abl el "

whomuesahosti d% /> <Attribute Nanme="ipAddr" PCT/US2004/006051
Tabl eName="t abl e2" host="%ostidl %> 15 </ Sel ect>
<Fronme [11l] <Table Nanme="tabl el" Host| D=%host % >
<Tabl e Nanme="t abl e2" Host| D=%host% > </Fronm> 20 -
<Wher exFi1tZr TyohAt tr {dmgEep'Name = "macAddr" Tabl eNane =
"tabl el " Algu@sr exp¥edsiohl3] <Attribute Nane =
'deWW"i@MeMmez'%aMeZ'Nias:"yW>
<AttribUFERafe = "awcTpFdbd assl D' Tabl eNane =
"taﬁﬁétﬁﬂw$¢as = "Z"/> 25 <Expression> [14] --

5 Nhyhﬂhegotation <reln> <eq/> <ci>z 30 </ci> <cn
tyzg = int> "%nterfaceid® </cn> </reln> 35

?C ar

atl .
<re n><eq/> <ci>y </ci>

<Command Type="get” numparam=3 parameterl="%hostid%”

parameter2="%hostidl%” [9]
10 <parameter3="%interfaceid%”>

<Select> [10]

<Attribute Name="macAddr” TableName="tablel” host="%hostid%”/>

<Attribute Name="ipAddr” TableName="table2” host="%hostidl%">

15 </Select>

<Froms> [11]
<Table Name="tablel” HostID=%host%/>
<Table Name="table2’” HostID=%host%/>

</Froms>

20 . <Where> [12]

<Attribute Name = "macAddr" TableName

"tablel" Alias = "x"/> [13]
<Attribute Name = "macAddr" TableName

1l

"table2" Alias = "y"/>

<Attribute Name = "awcTpFdbClassID" TableName = "tablel" Alias =
"Z"/>

25 <Expressions [14]

-~ MathML notation
<reln> <eq/>

<ci>

30 </cis

<cn type = "int">
“%Zinterfaceld$%”
</cns>

</relns>

35 <and/>

<relns<eq/>
<cis>
Y

</cis>

40 <cis>



40 <ci> x -23 WD 2004/ 084454 PCT/ US2004/ 006051 /G >
</reln> </Expression> </Were> 5 </Command> Note [ 1]

waledosngrsa rel ational table nanme. Note [2] defPCEES100€006051
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protocol that is to be used to access the table (for
exanpl e, SNWP vi). 10 Note [3] defines the state
machi ne to access the table. A state machine is used
since nulti p/eistates are transversed under certain
protochgeﬁﬁfore the.data of interest is accessible

Zﬁxze ng a series of Telnet commuands are

Ut ed é?ore the data of interest is 15

avéW@ﬁﬁPe). Note [4] defines one or nore states in the
state@mamachi ne. Note [5] defines the attributes that
are to be included in the relational table and how
they are accessed 20 in terns of the protocol. In
note [6 addltlonal filters are applied, under
cer t ai A5t lddolCe L iaeeh aas irfRonRd Tedet Nape -t he
retrleved data before the table is nagggd Note [7]
flags AR5 el Torffelnes t FduPECtarate
an additional filter. Under note [8], the filter
dEFCTES KW (e ridor eremple, SNMP v1) .

Note [3] defines the state machine to access the
table. A state machine is used since multiple states are
transversed under certain protocols before the data of

interest i1s accessible (for example, a series of Telnet

commands are executed before the data of interest

available) .

Note [4] defines one or more states in the state

machine.

Note [5] defines the attributes that are to be

included in the relational table and how they are accessed

in terms of the protocol.

In note [6], additional filters are applied, under

certain protocols, such as HTTP and Telnet, to the

retrieved data before the table is mapped.

Note [7] flags a more complex attribute, since it

contains an additional filter.

Under note [8], the filter defines how to extract the

relevant data from the filtered data.

—D4—

t 25 dentls ngsed to



relevant data fromthe filtered data. -24 WO
2004/ 084454 PCT/ US2004/ 006051 Note [9] is an exanple

wotooa/osmnagenent conmmand. Mil tipl e commands caPChES2004/006051

10

15

20

25

defined against the relational nodels defined in the

decl aration section. The command al so has a set of
paraneters that are used by the query. 5 Under note

[10], awt8QL{bikeiselgct eshabesendfi & dehiagethentacBommand.
attribute in the select statenent defines the "table"

f vomcwhileh ddendedevanh ald radetgegorgsindet eeddltelational
defines the tables in the declaration section that

afmedk0sbectisadd Thethaf aeaphtOfidm dd@: f50MTHED command also
section is used to construct the protocol specific

t haRSackie@n®f Pedemdtelr® [hak, ke usRer @,Claus %_[uer
defines the "join" and the query conditions. Int

exanpl endiTHVbLES psed, @ ?8@Le§§kéhesélﬁlél€ﬁ_tls%%%ené§lt is
Under note [13], a set of aliases are pre-defined for

egeliakhri bute gheklbﬁtéolﬁeth@cwp@&t&eaw&w& GleBUSLs the

expression. Note [14] corresponds to the expression in

terns 1@l sl @Mﬂdhb e %lélé%%%ta RQ +aNY, RAT RIS S
passed in. 20 In the XM. exanpl e descri bed above, the

managepeRt  3RRh| Cééf?ﬂegonﬁ‘@é‘d COHMYd seg, thGe  geclaration

<Command> </ Conmand> bl ock. The conmand bl ock is

canst UGt &4, usi ng. ap, SEL- Likg | gﬁ@t %rﬁrg WiNG in the from

elect From Wher e cl auses. The el ect ause
S fties t, I of, att t r 2
SEE%F P@s fﬁi ﬂ%%%%l&ﬁgoféé ehg?gkﬂﬁig %géfth%Elelc

|gg%%‘g%th§§@ attri butes, and the Wher e cl ause

Under note [12], the where clause defines the “join”
and the query conditions. In this example, MATHML is used
to express the conditions.

Under note [13], a set of aliases are pre-defined for
each attribute that is to be included the where clause
expression.

Note [14] corresponds to the expression in terms of
the attribute aliases and any parameters passed in.

In the XML example described above, the management
application command comprises the <Command> </Commands>
block. The command block is constructed using an SQL-like
statement using Select-From-Where clauses. The Select
clause specifies the list of attributes, the From clause
specifies the location of the table or HTML page which

includes these attributes, and the Where clause specifies



-25 WD 2004/ 084454 PCT/ US2004/ 006051 any additiona
conditions to be satisfied on the result. Vendor and

w@e@iosgabs speci fic information i s not incl udedPCTUS200€006051
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15

20

25

command bl ock.' This is an exanple of the interfaces
provided by relational interface 72 in Figure 7. 5 The

rel ati onal mapper 73 uses the <Decl aration>

</aDerc| atdat i iomralbl ookdiThdss bbockehasta sfep@ non behaeebsult .
every Table used in the command bl ock and the

c Vemesportidngrokocali epecdénti i heormat Nad | e rpstotieedhided in
interface. For exanple, tablel used in the command

bltoek demaotdiablyckO mappedid coan eabhpledertt ifhe€dihBerfaces
SNMP with identifier 1.3.6.1.4.1. Simlarly,

atdrdvidees s ed liat iidie Icammidadel ook iar erirRrpRred to

their native identifier. The relation napper 73 uses

this infrer madien iamé 1CORSDEt S 78 Seke@l theansdetigRations
of native managenent protocol commands and 15 delivers

| L e d1ke-aRierBCc 0b1 bERNS AGLiPNH N3B! @las/4af Mapping between
execution. For each information source, a managenent

defichyt iram1ks ugXpr easedel BokgnadMb1d&k NBla thd Sorresponding
enabl es the relational nodeler to be data driven ang

fuldasdirdependant £iely veRdoha@nee PRALACRICT YReS erd@ce. For
The above specific enbodinents areillustrative, and

MR AT at £ 9% an & | Bhr oduced Afahiess) saRodidregts a1y
wi t hout departing fromthe spirit of the disclosure or

f L p&fmt§CQ9eﬂabﬂgejﬁ@&%ﬁ%@%dcyﬁhm%Nﬁ%eﬂﬁﬁ&§_identifier
and/or features of different illustrative enbodi nents

"@Y3b%.ﬁQmphnedstEBa@@yaHQ$§HrﬁMP§£§tH%%QaLgﬁtﬁﬁﬁb command

other within the scope of the 'disclosure he
a@ﬂ%ﬁ@e%fgzﬂéﬁbedng their native identifier. The relation

mapper 73 uses this information and constructes a set or
transaction of mnative management protocol commands and
delivers it to the protocol transaction handler 74 for
execution. For each information source, a management
definition is expressed in the XML format. This enables the
relational modeler to be data driven and fully independent
of vendor and protocol types.

The above specific embodiments are illustrative, and
many variations can be introduced on these embodiments
without departing from the spirit of the disclosure or from
the scope of the appended claims. Elements and/or features
of different illustrative embodiments may be combined with
and/or substituted for each other within the scope of the

disclosure and the appended claims.



WO 2004/ 084454 PCT/ US2004/ 006051 For exanpl e,
al t hough exenpl ary enbodi nents are descri bed herein

wanaens44he cont ext of network managenent, it BEDUSTOLE6051

10

15

20

appreci ated that the tools of this application can be
adapted for other system managenent applications in 5
whi ch data is fetched across a network. As anot her

exanpl €oral teheuglieg rellaticangl mdalpshNg eb&Amdnke are
query language i s described exenplarily, an object

midek re¢ dede $pardinngiride rotdier dpreraxt afPUstesers UsdnadSment
OQL (Object Query Language), may be used as well. 10

Addi shonali Bar bppiressatey tieavppas elioltsd AMendk application
ordinary skill in the art fromreading the follow ng

UcSn ber eviapi-edals cappkheat bg@&emmﬁb@agémgntng%m%ét@Qns in
intheir entireties herein by reference: (a) U S

Pravicsi eagl Applficeatican aNecsB806454:966k .filed 15
March 14, 2003 and entitled "RELATI ONAL MODEL FOR

MANAGEWENE nlNRERVALLE1 EN BEFWORKHDEVL-CESE i 0hB) Ho@el using
Provi si onal Application No. 60/452,663, filed March

75 2993 ande enfidhed 5 TY MANAGEMENT 4 | N ELESS
NETWCRK"; and 20 c) US plﬁcation No. (Afﬁgghey Yooan

9 ' = 4, 4
D B o o e B A i Tiags sy such
| N PR 4/ 0844
PCT) 0R2004 Q0565 T ihat TS Sral fred s 1 %R0 SEparhtis
for nehﬁ@ﬁ%i@ﬁ%ﬂgeggfﬁatﬂoﬁs hﬁé?g%%?n%. rent to one of

environnent, conprising: a relat erface

a@?@&%@r&os&ﬁﬁﬂi%%.%Héﬂéye(¥¥gm reading the following U.S.

provisional applications, which are incorporated in their
entireties herein by reference:

(a) U.S. Provisional Application No. 60/454,966, filed
March 14, 2003 and entitled “RELATIONAL MODEL FOR
MANAGEMENT INFORMATION IN NETWORK DEVICES”;

(b) U.S. Provisional Application No. 60/452,663, filed
March 7, 2003 and entitled “MOBILITY MANAGEMENT IN WIRELESS
NETWORK”; and

(c) U.S. Application No. (Attorney Docket No. 71988),
filed February 24, 2004 and entitled “RELATIONAL MODEL FOR

MANAGEMENT INFORMATION IN NETWORK DEVICES”.



5 query froma software application requesting
managenent information froma specified information

waouwroetdsa rel ati onal mapper adapted to transl BCEUS1N64/006051
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rel ati onal query received through the relationa
interface fromthe software application, to native
prot ocol nessages 10 according to an access protoco
awmed disedlsiitded hes: i nformation source; and a
protocol transaction handl er adapted to handl e the

native 1prot ogpl ABSSAYESs aSrdrt I ARSABLHON n‘ﬂﬁa@énﬂe%t in a
i nformati on source, and return a result of the

t 1RRSACHOR ouLd iR, it Wo%ﬁ%ﬁg iigation. 2. The
apparatus of claim 1, wherein t rel ati onal mapper

'nC'Ud%Sx%l%%h%hhqnéhtggggbeOédéﬁﬁe&”%Sr%§§é£¥é a relational

source 3. The apparatus of alm erein the

r%b E&Onﬁfomngppggfﬁﬁafgag_ §1E3t35 r%akggement
Phg rs 5 TdE

pIuraI nmessages corresponding to ura acces

ﬁk%&%ﬁ%l&%sfﬁtmTQFE%QRﬂ % ﬂﬂfdﬁﬂ%ﬂydh ‘Mﬁ?&% n the

at 1 onal mapper 1S expan e to recelve quer ‘es

’d'reCt%g EONE 8§OX%1209é/%%%454ﬁﬁ%ﬁ%§§2096/0Q9%§£ﬂate the

addi ti onal 1T nfornmation s rces use Ot her

p[.r%tlco)t(&qlo% ldlqglfe%:ra/e gct Qz@ds %Ih%o%é%esc r Ot Q glgha,}h interface

ransparen L war e applic
%gﬁ%gcg% gessages

at us i.n th coIIectl
?E%Enn% on “of “t%hlm ]a \gﬂrqlr(r:a%l A s%ﬁr @gt Y
s 8E§a eé’ with the

1
'S
re'c%tar%na' atabase. 8. The apparatys gf

erelrn rel ationa S

information source; and

a protocol transaction handler adapted to handle the
native protocol messages asg a transaction with the
information source, and return a result of the transaction

to the software application.

2. The apparatus of claim 1, wherein the relational
mapper includes a relational model of the information

source.

3. The apparatus of claim 1, wherein the relational
mapper is adapted to translate a query to plural messages

corresponding to plural access protocols.

4. The apparatus of claim 1, wherein the relational

mapper i1s expandable to receive queries directed to

—28—



10 query is independent of managenent and/or access
protocols. 7. The apparatus of claim1, wherein the

w0 eca@assasi on of the relational query to nativePQr/osmoobhocos1

10

15

20

25

nmessages is an abstraction transparent to said

software application. 15 8. The apparatus of claim 1,
wherein a formof the relational query does not

deyskhid- iomalheintersst poot scolk-cte witiicth dde oehati @raltocols
query is to be translated. 20 9. A relational nodeller
apparumtadiptredstod trarssateraaeligt i orahsBAeEY: to said
froma software application requesting nmanagenent

i rHarovetrieoradglamas ispeci fied informati on source, to

native protocol nessages according to an access

protocol associated wth the information 25 source,

wherein said native protocol nessages is handled as a
transac. on ™id hggerd tifHOramtd 1 ns QUr GRhered® WBe collection
2004/ 084454 PCT/ US2004/ 006051 10. A conputer data
Sicghal n evbadt B6h i Bfa dHaANSHE SShL s dEgm-cEon Jnefyafdy as a
managenent in a heterogeneous environnent,

Cargirdtsidigl alddarsisesegnent i ncluding rel ational

interface code to 5 receive a relational query froma
software application requesting nmanagenent

information froma specified information source; a

second essegneie iRl4dinig & atiianpals ”Q\@ﬂee.creﬁlo@%et Qelational
translate the relational query recei'ved fromthe

es 10dapehbeati ef, mhRagahiNe £ﬂ&?&fc5c£@§§%ﬂ%&ocols.

accor ing to an access protocol associated wth
i nformati on source; and a third segnent including
protocol transaction handl er

7. The apparatus of claim 1, wherein the translation
of the relational query to native protocol messages is an

abstraction transparent to said software application.

8. The apparatus of claim 1, wherein a form of the
relational guery does not depend on the access protocol to

which the relational query is to be translated.

9. A relational modeller apparatus adapted to
translate a relational query from a software application
requesting management information from 'a specified
information source, to native protocol messages according
to an access protocol associated with the information
source, wherein said native protocol messages is handled as

a transaction with the information source.



code to handl e the native protocol nessages as a
transaction with the informati on source, and return a

wasommesiabs of the transaction to the software PCT/US2004/006051

10

15

20

25

application. 11. A nethod for network nmanagenent in a

het er ogeneous environnent, conprising: receiving a
relational query froma software 20 application

requestiong maragenest: datar saghah é&fiesdiad Spee fdretismission
i nformati on source; translating the relational query

r eediived frosttheetsokwareadpphaat i obn t & Nahé¥erogeneous
prot ocol nessages according to an access protoco

ass0ardhatnd,t kdpe iisAher:mati on 25 source; and
handling the native protocol nessages as a transaction

- 30 W0223Q4/-084454eRETIWS2004A§068BE i M1 i@ rface code to

i nformati on source and returning a result of the

t FRRSACL 08 R 11RE o3RIl VL8 RPHARAL L OofarR appllcatlon
conmput er system conprising: 5 a processor; and

Pr-RGH RIBLS QY agﬁaﬁ%@ﬁ@nﬁ eadal Ry ilhe COPRHI e specified
system tangi bly enbodyi ng a program of instructions

exequtaklie Ry dhe Jr.ocessor to performthe nethod
claimed in claim11. 10 13. A program storage device

readable e shdrachinng, e Lamgiddry %&Q%B&ébe‘%ﬁﬁﬁ%P”&ode to

of instructions executable by S%e machi ne to perform

theethed ¢l ned iy Glal Mddey 1o déi vy CORPHT Ehe dBb Rt ware

signal transmtted in one of nore segnents in a

t%%@ﬁ@d%%f&hﬁ“%@L%%ﬂt%éhp§gpegbfsmessages according to an

access protocol associatea with the information source; and

a third segment including protocol transaction handler
code to handle the native protocol messages as a
transaction with the information source, and return a

result of the transaction to the software application.

11. A method for network management in a
heterogeneous environment, comprising:

receiving a relational query from a software
application requesting management information from a
specified information source;

translating the relational query received from the
software application, to native protocol messages according
to an access protocol associated with the information
source; and

handling the native protocol messages as a transaction

—30—



i nstructions executable by a conputer to performthe
method clainmed in claim1l. -31
WO 2004/084454 PCT/US2004/006051

with the information source and returning a result of the

transaction to the software application.

12. A computer system, comprising:
5 a processor; and
a program storage device readable by the computer
system, tangibly embodying a program of instructions
executable by the processor to perform the method claimed

in claim 11.

10
13. A program storage device readable by a machine,
tangibly embodying a program of instructions executable by
the machine to perform the method claimed in claim 11.
15 14. A computer data signal transmitted in one or more

segments in a transmission medium which embodies
instructions executable by a computer to perform the method

claimed in claim 11.



