Dat a Storage System and Met hod Used For the Security Information
Interaction Field of the Invention 5The present invention relates to
a data storage system and nethod, and nore particularly, to a data
storage system and net hod used for the security information

i nteraction. Background oNowadays, with the increasingly devel opnent
of network technol ogy and increasingly enrichnent of business types
of different fields (e.g. the internet-based financial transaction
field), theDatasStwragesS ngnd Methsd UsddiBor thoSetiieitg dhfoshatione
system and net hod used or the security information interaction,
therefore, the security data storaghltsyatféﬂnand met hod becone nore
and nore inportant. 15 Typically, the existing security data storage
systens (for exanple, in the applications which adopt the

aut hentication technol ogy such as a digital certificate based on
public kefFieldyfithgdnyentienstem a dynanmic password or the like, a
USBKey is usually used to store the digital certificate and

associ ated k |.0

apor oach: (1) uBPhistnt BeHton OiC:8b P ANGARe LIRPATEN SRR, and mors
in the segdftidufarfigtt@ asdae4 agﬂagey@seem(andcrhuﬂbdglsed s@ctheiseyurdigtiaformation
storage device), said user password is used for authenticating the
identity fteragtionser of the securi ty data storage device, and said
unl ock password is used for unlocking the security data storage

devi ce (when the nunber of times that the error user passwords are 25
entered continuously reach a predeterm ned nunber of tinmes, said
security dackgrowrdige device is | ocked automatically), so as to cause
sai d user password to recovery to an initial state, wherein, the user
passwo of s r t
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same batch have the sane unl ock passwords); .(2) the initialization
and reset figpneib taggactioasikeld). dhafeeisnn inggeAsinalE Rrovee demand dor theedata
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the security data storage system and method become more and more important.

15 Typically, the existing security data storage systems (for example, in the
applications which adopt the authentication technology such as a digital
certificate based on public key cryptography system, a dynamic password or
the like, a USBKey is usually used to store the digital certificate and
associated key pair) include the following two implementation approach: (1)

20 both a user password and an unlock password are used in the security data
storage system (including a security data storage device), said user password
is used for authenticating the identity of the user of the security data storage
device, and said unlock password is used for unlocking the security data
storage device (when the number of times that the error user passwords are

25 entered continuously reach a predetermined number of times, said security
data storage device is locked automatically), so as to cause said user password
to recovery to an initial state, wherein, the user password of said security data

storage device is initialized by the manufacturer and can be reset by the user,
1



5 the security data storage device is |ocked, the user nust use a new
security data storage device (e.g. the USBKey) and re-downl oad new
security information data (such as the digital certificate).

However, the first inplenentation approach described above has the
foll owi ng problens: due to the unlock passwords are all the sane,
once the unl ock password has been divul ged, then any security data

st orage device can be unl ocked, thus there exist |largely potenti al

security Rrilsdeeas the ubilecls pasnstordiphenaittati sameaforoacimgrs the A68BKeys
above has the follow ng problens: the use cost of the user increases

(for exampelongingeta rthessamuei bgtchahavet heagamgeuntack passwreds); 2 ethe
ity data,st i ds to be 15, used d th | exi
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provi di ng a data storage syg?em and net ocPu ed ?or tfe Security

i nformag i ohe issterince tatanstondge dehitveeist lekbigthaageremust usecunety secutity
are convenj ent and easy . to use. 20 Summary of the invention I

order to €8t estorageprdsiviesrs(cpg-edbat B Biheyheand wrdayniead me) secqlrity
| utions.described,ab th t ik | d
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t hrough the follow ng technical "sol utions: ata storage system
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The second implementation approach described above has the following
problems: the use cost of the user increases (for example, once the security
data storage device is locked, a new security data storage device needs to be

15 used), and the complexity of use is significantly increased (for example, to
re-download new security information data).

Therefore, there exists the needs for providing a data storage system and
method used for the security information interaction, which have the high degree

of security and are convenient and easy to use.

20
Summary of the invention
In order to solve the problems presented in the existing technical solutions
described above, the present invention proposes a data storage system and method
used for the security information interaction.
25 The object of the present invention is realized through the following technical

solutions:
A data storage system used for the security information interaction, said data

storage system used for the security information interaction comprising:
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an unl ock password generating device for generating the unlock
password corresponding to said security information storage device
based on original 5 paraneters extracted fromsaid security

i nformation storage device, and witing the unlock password into said
security information storage device; and an unl ock server for
generating the unl ock password corresponding to said security

i nformati on storage device based on original paraneters acquired from
sai d securi tyaisetorioptihfornsdtiomgeordgei devivb dor seirthgs endrprdyiding the data
informati on storage 10 device is |ocked, and using said unlock
passwor d tiefoumatior related tp dlagk sasusise infprmatior wieraetialh st or age devi ce.

e 2 S ORGP R Ry UL e aE Ll g password
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sol utions above, preferably, said original paraneters are

t he i dent iphrametofs oaradtesleftouni dayd seduoityririfonmatsdm stagageddewiiceg and writing the
t he sol utions disclosed abaove, preferably, said data infaormation

rel at ed t &n{eek passwprd inte paid spertity Anfosmation stosass devieandn unl ock

password, a user password and business authentj i £ n
sol utions di SNeil 8§gocf§a%e5§’/%r, f‘oar%qng}ra&g}gyfheslglﬁlaglg (ﬁ@gﬁg\? g&icﬁﬁgm%?%té Q%d
storage deuigfyf MFéMeition0Sldgeedevice ba@ccﬁ@h%ﬁgﬁﬁbeﬁ%dt&@ adauell aB6m
for conpleting”the data communi cati on with external devices; an
unl ock passidosaturity tinfirmativh astoragd udeyideowhpn maidlisagprayi giforaation storage
paraneters 25 caorresponding to said security jinfor ion storage .
devi cel9n d@é@ﬁdﬁslecw? aﬁﬁ‘go‘ﬁ%ﬂ sald palegkdageodytor %@%@%fﬁf@&& Lecurity
nmessage fril?i%'r& &&%&g@%&%@“ﬂfd generating device, and storing the
unl ock password generated by the unlock password generating device
into a data shpfagsolitem eisclosed above, preferably, said original parameters are at
least one factor being capable of uniquely identifying said security information
storage device.
15 In the solutions disclosed above, preferably, said original parameters are the
identifier of said security information storage device.

In the solutions disclosed above, preferably, said data information related to
the security information interaction include an unlock password, a user password
and business authentication data.

20 In the solutions disclosed above, preferably, said security information storage
device further comprises:

a data communication interface for completing the data communication
with external devices;

an unlock password initialization module for providing original parameters

25 corresponding to said security information storage device in response to an
original parameters extracting request message from said unlock password
generating device, and storing the unlock password generated by the unlock

password generating device into a data storage module;

an unlock module for providing original parameters corresponding to said

3



an unl ock nodule for providing original parameters corresponding to
said security information storage device according to the original
paraneters extracting request nmessage fromsaid unlock server, and

unl ocki ng said security information storage device based on the

unl ock password in an unl ock request message from said unl ock server;
5a | ocking nodul e for | ocking said security information storage
devi ce when a predeterm ned condition is satisfied; and a data
storage nodehgith dfifodinatibn gtosageddelataddotdingasd itleoriginal gatainetdriextracting
security information interaction. In the solutions disclosed above,
pr ef er abl y re@geisdmsesageifrgmisafdonmlack server, aindgwmladking saidesepuifyhiaformation
conprises an infqrmation reset dule. Said.nformatjon reset nodul e
o sed & o TN AYioe batr o7 i RBIoRk mes T Ao FaHeRT ReshEe dréim
i nformati 0Q,iualAb@dsdrPedt N€ security information interaction when said

security in?ornatlon st érage device is unlocked. In the
sol uti ons di sgllekane afvainds farletikinglsaid searity defoematbomstoraget device when a
interface 15 is a USB interface. In the solutions disclosed

above, prepedghirninedcendiippésapisiediond generating devi ce further

conpri ses: a riginal,paranmeters exiract.i dul e r. sending.
sai d original a Sﬁﬁaﬁg{a& @%@F z@f Ftﬁﬁmges&lf%g%ar}ﬁgog@ggo{l&e@& dtost & L?Ffl%l/ty
i nfor mat i o, HHALBSE iHeMEE6n. @and 20 transmitting the original
parameters acquired fromsaid security informati on storage device to
a password gehethetsohgiomsddibdpsahabove, peefpabbuoail spenstyainfognatoahusterage
for generating an unl ock password corresponding tqQ said security

i nf or mid | @8VISEFHHET deamPIasasad dnpymation BisehimedulpaSaifk drtosmatipn pset

means of i DYRlfL 1R d'th iitiaf YO Y SrelidfinireRiRint indaf HAAIRFrbBY related

to the security information interaction when said security information storage
device is unlocked.
In the solutions disclosed above, preferably, said data communication interface
15 is a USB interface.
In the solutions disclosed above, preferably, said unlock password generating
device further comprises:
an original parameters extracting module for sending said original parameters
extracting request message to said security information storage device, and
20 transmitting the original parameters acquired from said security information storage
device to a password generating module; and
a password generating module for generating an unlock password
corresponding to said security information storage device based on said original
parameters and by means of invoking a first dynamic link library, and transmitting
25 the generated unlock password to said security information storage device.
In the solutions disclosed above, preferably, said first dynamic link library is
set by a service provider or the relevant third party.
In the solutions disclosed above, preferably, said unlock server further

comprises:



25 the generated unlock password to said security information storage

devi ce. In the solutions disclosed above, preferably, said first
dynamc link l[ibrary is set by a service provider or the rel evant
third party. In the solutions disclosed above, preferably, said
unl ock server further conprises: an original paraneters

acquiring nodule for sending an original paraneters extracting
request nessage to said security information storage device, and

transmtting aherigingi pahmpriaaeq riagangdileefdr fseadingaird opighial ipayameters
i nformation storage device to an unl ock password generating nodul e;
5an unl oclkxpastingrigquestemgssagg tpdwid fespritye infarmatignaptotageoskvice, and
password gorrest&mnc%hng 10 zai d sgcurit . i(ﬂéormatﬁ%on St orage devi ce
based on JEPFIHINGRGPIELRARBRALEICLCTS AU HEIMSS AT STHTTK ITHGTPARO MOHH¢
dynam c | iqak: LicQr.ar c?d}% gy ener at ed unl ock password
to an unl ggilc:erﬁ?talﬂgli,l%g nggﬁlafekf%ﬁeglétg% Ifﬂlﬁlag%f( initiating nodule for
configusing am walakkpasgwed tgenemsiagembdsiedfor azenerdting genmiakepgassword

unl ock password, and transmtting said _unlock request nessage to said
security iCATISsRANGIRG, @ ts8idasreugiby ilgformation storage dsyicgthased o saifl gyiginal

above, prefera I%/s, S i@\ésecond ﬁyna )¢ link library is.s tnkb)i.bthe d
manuf act uPBFT o5 PRA SRE (RFER> Ok F BV ilstes s ssraish dagiig link Plibrary; an

the sol ut iiRRSMEtIRE RS B RRRY Bl RIKESRERBEVto difiitlosle flifihtiYg holialeahd on

storage 15 device is a USBKey. The obj ect of the present

i nventi on canamubslckanitatingzrddulerfougbnfifpparidigphh omlovl tequéstimmedsage based

sol uti ons: A dat a st.orage thod used for the security
i nfor ma? i &F thagenreratsdgmlods passaore, andoiranpaniiigad walaskirgpudsh gressage to

security isQifdosregﬁltigy(%ﬂf(;r%a?iroﬁcstt&rgge aggigé.i sing the 20 foll owi ng steps:

In the solutions disclosed above, preferably, said second dynamic link library
is set by the manufacturer of said security information storage device.

In the solutions disclosed above, preferably, said security information storage

15 device is a USBKey.

The object of the present invention can also be realized through the following
technical solutions:

A data storage method used for the security information interaction, said data
storage method used for the security information interaction comprising the

20 following steps:

(A1) an unlock password generating device generating an unlock password
corresponding to a security information storage device based on the original
parameters extracted from said security information storage device, and writing the
unlock password into said security information storage device;

25 (A2) an unlock server generating the unlock password corresponding to said
security information storage device based on the original parameters acquired from
said security information storage device when said security information storage
device is locked, and using said unlock password to unlock said locked security

information storage device;



(AI') an unl ock password generating device generating an unl ock
password corresponding to a security information storage device based
on the original paraneters extracted fromsaid security information
storage device, and witing the unlock password into said security

i nformation storage device; 25(A2) an unlock server generating the

unl ock password corresponding to said security information storage
devi ce based on the original paraneters acquired fromsaid security

i nformation st{A3pgsiddescueity iifiinstiod stefigel dovithfconimibnioning avidger user
device is locked, and using said unlock password to unlock said

| ocked sedemiingl viafaodatacommutioatmgeintiefdice avhen said sequaty infarmatient storage
i nformati on st orage devi.ce c nicating wwth a_user ternmnal  via a.
tat & conmiviEE o 4 BBk, WABA SSaisclenstples s Fptalipb b tdht Bpdity
device isiifdRaf18R- 1 ocked state, so as to conplete the interaction of
the security information. 5In the solutions disclosed above,
preferably, sHhitheosolgtiond dixriardtsboseapeefatablyeaaid onigidahplagmdtersngre at
capabl e of uniquely identifying said security information storage |
devi ce.  least preni@cks| bring rapable coloyrigualyoidentifying esaihisgcuriyi igformation

original p rarreaer.s are the identifier of said security information
st or age d&B&E 499f% t he sol utions discl osed above, preferably, said

security i nforTld QlufiSnLURLRRES aBYY ) ELIEAMIy Ohid@rRinal parhfiefeleare the
sol utions di scl osed above, preferably, said data storage nethod used

for the sedentifiey oif sbidrseatrityninforhetiaatstaragé detiber conpri ses:
(A4) locking said security jnformation storage device when .a . .
pr edet &t ni nedm shorelutions” disclosed syhoxg, preferably, said security information is

business authentication data.

In the solutions disclosed above, preferably, said data storage method used for
the security information interaction further comprises:

(A4) locking said security information storage device when a predetermined

15 condition is satisfied.

In the solutions disclosed above, preferably, said step (A2) further comprises:
initializing predetermined items when said security information storage device is
unlocked.

In the solutions disclosed above, preferably, said data communication interface

20 is a USB interface.

In the solutions disclosed above, preferably, said step (A1) further comprises:

(B1) sending an original parameters extracting request message to said
security information storage device, so as to acquire the original parameters from
said security information storage device; and

25 (B2) generating an unlock password corresponding to said security
information storage device based on said original parameters and by means of
invoking a first dynamic link library, and transmitting the generated unlock
password to said security information storage device.

In the solutions disclosed above, preferably, said first dynamic link library is

6



In the solutions disclosed above, preferably, said step (A2) further
conprises: initializing predeterm ned itens when said security
I nformati on storage device is unlocked. In the solutions
di scl osed above, preferably, said data conmmunication interface zo is
a USB interface. In the solutions disclosed above, preferably, said

step (Al') further conprises: (B1) sending an original paraneters
extracting request nessage to said security information storage
devi ce, sQeflsy h@e bro®idedor tid @ldvaht fhardapetyer s from said security

informati on storage device; and 25(B2) 1gener ating an unl ock password
cor r espondi nglit thesalwiops slisclesgdiabbwe,macienablytsaichsiep (44) utheasetmpsises:

i d i gi nal ) d.h foi ki first d ] )
Link Library, (Ghd SERGIAG it  Srigheh PAmErss: Siitaci Ropis mFtaes, ©qsaid
ecurity i ' : i ) t 1 j
Shove, o SPASTRLFQ et ROGCRVEE: b st cffht thOBRpfa? Papiidlers from

servi ces prseid sdenrir inférgnat®nexamnape dbvicd, party. In the sol utions
di scl osed above, preferably, said step (A2) further conprises: (d) .
sendi ng an or{@nagengeatimgetasy sudeek apassOLde qrasEaspardinggdo t gaidajsgeurity

oo LY R 2 SR S SR ARl o R o
gener at i ngh@kiNPkRClecBRS aYRAHICNN ABReRdiHAg to said security
i nformati on storage device based on said original paraneters and by
menas of i nvo{@3gcditfezwsmeond vdjovkntegubstninessape draged andthe generated unlock
10 password, and transmitting said unlock request message to said security
information storage device.
In the solutions disclosed above, preferably, said second dynamic link library
is set by the manufacturer of said security information storage device.
In the solutions disclosed above, preferably, said security information storage
15 device is a USBKey.
The data storage system and method used for the security information
interaction disclosed in the present invention have the following advantages: (1)
since different security information storage devices have different unlock
passwords, the potential security risks due to the divulgement of the unlock
20 passwords are reduced; (2) the complexity of the unlock process is reduced,
and the maintain cost of the user for the security information storage device is
reduced at the same time; (3) since said first dynamic link library and said
second dynamic link library are set by different providers, the details (e.g.,
which key algorithm is adopted) of generating and writing the unlock
25 password are not visible to the external, thereby further reducing the potential

security risks existed in the generating and writing process of the unlock

password on the whole.

Brief description of the drawings



(C3) configuring an unlock request nmessage based on the generated

unl ock to password, and transmtting said unlock request nmessage to
said security information storage device. In the solutions

di scl osed above, preferably, said second dynamic link library is set
by the manufacturer of said security information storage device.

In the solutions disclosed above, preferably, said security
informati on storage 15 device is a USBKey. The data storage
system and neThededhhish] ffedtutdlearsieadirantages i ahepidsent invieatias twidinbe better
di sclosed in the present invention have the follow ng advantages: (1)
si nce di f fappeesiate@cuy iong bkilled nix it ast dn aeenjuestione viHaBe dadcpBPaRYing
unl ock passwords,. the. potential security risks due to the divul genent
of the unl®SERMEH F&LBr ds are reduced; (2) the conplexity of the

unl ock procespids| sefitdhatidRFubhifc Mlothi JF 16O Ahta%horab sysiti sRH fHPthe
security information storage device IS reduced at the sane tine; (3)
si nce sai deduritgt infprantiion |intékadtidnr acyording dai thes embodimgntant cthei present
library are set by different providers, the details (e.g., which key
aIgoritthW?n@QBDW@b) of generating and witing the unlock 25

d i.si b . th ., thereb h ing .
Phe-pot ent | al Facif & DByt Bisegiin i e frip L OIGeF dpsth i ol fof HE sBurity
process Ofinfopﬁaﬁﬂﬁ AikraR A6 S WeESHdRTY tohBe Whdb8im &t FfthépRsentihl &iticy. t he

dr awi ngs The technical features and advantages of the present
invention will be better appreciated by one skilled in the art in
conjunction with the acconpanyi ng drawi ngs, in which: FIG 1 is
a scheqpt iFetgfléd destriptidiRof &R MivehtiBndat a storage system used for the
5 security rnfornmatron 1 nteractron according to the enbodi nent of the
present invention;. and FIG 2 is.,a flow diagramof the data

storage met hotlGidely & sshemgiic stipgure gliggram hdhe data; sterage eysiem used for the

accordin e. k t i i . j
ocer o heuhOC HEBRROST MhicPledoh oREGRRRY 1b TRk OBf Tl rsen
di agr am ofipfdpgioatRs ShowadR FYS! @Mikis ethtd Qforhde syeet ubyd ifof Qhéf%kélgsﬂy

interaction according to the enbodi ment of the present invention. As
shown in EfGrmation Hetedattmns tisckged sipsthenpreset fnyentipe awaprisesya security

T Or | o S ARSI U TuibllE BLSRSME gehYSE) S b8P %
unlock server 3. Said security information storage device 1 is used to store and
provide the data information related to the security information interaction. Said
unlock password generating device 2 is used to generate the unlock password
corresponding to said security information storage device 1 based on the original

20 parameters extracted from said security information storage device 1, and to write
said unlock password into said security information storage device 1. Said unlock
server 3 is used to generate the unlock password corresponding to said security
information storage device 1 based on the original parameters acquired from said
security information storage device 1 when said security information storage device

25 1 is locked, and to use said unlock password to unlock said locked security
information storage device 1.

Exemplarily, said original parameters are at least one factor being capable of

uniquely identifying said security information storage device 1.



15 informati on storage device 1, an unlock password generating device
2 and an unlock server 3. Said security information storage device 1
is used to store and provide the data infornation related to the
security information interaction. Said unlock password generating
device 2 is used to generate the unlock password corresponding to
said security informati on storage device 1 based on the original 20
paraneters extracted fromsaid security information storage device 1,
and to wite Brésplanilnckaipassyioal pardmetsss dres ekelrideptifief GrampiDYnof said
storage device 1. Said unlock server 3 is used to generate the unlock
passwor d c8equeEp dmgrmgtion swaige dades 1ty i nformation storage device 1

i nf or mat i on sEEANATE FRE B R S CedtR, Pnfs et Pal dplymgtion

device 25 InibsictiBh K esbludddah O uHRRKS E}Jagsxy&ld?f K RASS gésgw‘bi?d uph®Cbusintd

| ocked security information storage device enplarily, sad

ori gi nad paunthertiestionadata 6¢.g) #digitadwertificater a ignamic dpadiverddr the hike). y
identifying said securi té i nformation storage device 1. .
Exenpl ari |y, Aaishownilgifhey 1. naetenghlsria the datariborage systemaise forsthe speyrity

f id ity inf ti t devi 1. larily, id. dat
ni or mat 1 aniorerdee e Thn Aheis? AP T bR hasir Sp e ATy
an unl ock spRSEMAEPice 3 YirElierPATRYRIA ARdtLESIhRRRScaPRY! edFiceas,| ah udRick
(e.g. a digital certificate, a dynam c password or the like). As

shown in paGwdrd ipitelizaa ynodule handatlacls hordade 7s ydoelnmgseddifler8 aimd a
security infornati%;}%fiqterac,ti n disclosed .n the fre ent inpvention,
sai d sétudptastonzge meAyleH- §%‘5r‘§(§% cqayneBicatiogintREf: Psed to cagmpacte
conmuni caty, on LNt e unl:ack reld:nidi &lkzat]

6, an unl t(511(1: rdr%lgluléegrg?ﬁla{ﬁ ?%tg@? nngﬂrrgdaQ% an%"ég%gtat ?ag opg%gkgg%g%@ord

9. Said dajjdiabgdfigannedhlcod i nierl foasovhle the WrRdndlpaaiplesd eorkéspotding to
comuni cation with external devices. Said unlock password

i nitializatidosecnothulinfosmpdon stdage devisei Han tragposse ¢o rial opgmahpeenzeters
correspondi ng to said security informatiaon storage devLceéé in q

Cesponse ST [eGuAsmEsPESUB STack PRy OB GSLErafBE NS T gpd to
sai d upf ol Meﬁlatgﬂrlgﬂ K BbsHBYH $on? saidNth1b& gygss%to?fl%eﬁ&%tin device
gener at’'ed unl ock®passwor Fom sald unlock password generating Qevi ce

2 into saRdint@isaidsdatnagerageduddul®.9. Fdid unddcke knodnthul7eis insed tosgdvide the
provide the original paraneters corresponding to said security )

i nf or mat | @AgHRbRAGANEEY cerrespapnditgth gaido seqyridy i igfaraationr dnakagerdevice 1
extracti n% regues ness%%g from Sf’;li d _unl qck server 3 anczlL to un(Loci( K
sai d secuPPEQFIG B AROTERIA R 4YEHE GRS FOUESRCIHES 25 T it R oc

password kgvbhe uRliopkuklek&ald E‘@&ﬁﬁg%fdrﬁﬁﬁéﬁ'ﬁoﬂdgb QK iRe! Mkedon the
Said | ocking module 8 is used to | ock said security information

st or agen demlock passtverd én phe daiceknieqedstcaagiage diom saghunkfckeskrver 3. Said

(exenmplarily, said predetermined conditiqon is that the nunper of
times thatod qu@fe Bdesgshiodpek aaidyesunty wimation: stoigga sieyicedawhes a

AR T Y R R LR

informati gguti MEr AGHLRR. of times that the error user passwords are entered

continuously reaches a predetermined number of times). Said data storage

25 module 9 is used to store said data information related to the security information
interaction.

Optionally, in the data storage system used for the security information

interaction disclosed in the present invention, said security information storage

device 1 further comprises an information reset module 15. Said information reset

9



Optionally, in the data storage systemused for the security
information interaction disclosed in the present invention, said
security information storage device 1 further conprises an
information reset nodule 15. Said information reset nodule 15 is
used to initialize the predetermned itens in said data information
related to the security information interaction when said security
informati on storage device 1 is unlocked (exenplarily, said

pr edet er mnnethilé tiéns wsed tosmiitigiasstver pisjctehfineticitahy yn shid tite idédranation
storage systemused for the security informatiaon interaction . .
di scl osed r¢latedhio ghe segritynvaiormation siafesagiiana vdwmnsac sequsity | infarpiasion

5is a USB interface., . h in_Fl 1. .pref.erably.. i.n the data
Storage sy ras SRS b is AATGREDERomp By o SRR, bt "Rl
di scl osed phgwdiaspr esent invention, said unlock password to

generat i ngadevi ce 2 further conprises an original paraneters

extracti ng nobreferably, andtle datsweragegepsteat iused nioduthe decuriBaiidformation
original paraneters extracting nodule 1Q is ysed to send, said,
original paierasteB s &&eﬁidattiiﬁ@rﬁ%sgahwnﬁe%s@gi daty compuaicatipn dyterface 5

i nformati i evice 1, and to transmt the original paranmeters
acquired ?gr]%m saﬁlggrsfgei%emi ty informati on storage device 1 to said

password 15 gg5€h&wh 38 FIQAH Refetablpdhdh® dam\Wistdgd syieémtised fomelseculity
is used to generate an unl ock password corresponding to said security

i nf or mat i anfosmeatianéntdeaction distlaset i the preseot inyientibnpsaid metleels passivasy
means of invoking a firs namc Jink library (key algorit.hmd m
i nk 1 fbr gEYeTEiing fevigh P bther Shimrises F\%(’é‘éﬁ@lé’@é?d“‘%/}ﬁis ro5EE RAGHIE 40
sai d securyj ' i i . r i

ctorage. sond & pas AP EAREAERRAARIETY, S or gt FEhBLY tbiini iR
di scl osed 10nist tiedpteeséend shiav eripinah paga@hétefs estradiipardquebt messdger & yaid
is set by a service provider (e.g. a bank) or the relevant third
party (i.eecurdyiiaforimationdyiosagec devieR 1.i bréirty fransmib\the eeriginala pgesmeters
provi der or t.he relevant third party)..As shown in.Fl 1, .

pr ef er abl $°IH P4 HEOHatdds Pori exfg&?ﬂ%éiorf‘%? %VéC%?cJPi ggidpassword
i nformgd i Bendritifg W8 191 §5d95REwbA %&ﬁrzﬁ’t‘ir%?ﬁ%ulé"l’?@ 18 toS@ridrate an
unl ock server 3 further conpri'ses an original paraneters acqulring
modul e 12 unhekyrdssebrdassespotdgeneraid saunidy idferm@i@nstorageutevinekl based
initiating nodule 14, Said original paraneters acquiring nodule 12 is

used to sOAdaihougingl paranydersAdehys moans o inyRking guidist dipaigglink bibrary
3?: gi igfur(f(é}y algrgrﬁhﬂ?tdiyggm% g %%rad&v[.bfﬁl)l,’an%qg t}a%s}l{i@ﬂl%rgetne}aggd unlock
password to said security information storage device 1.

20 Preferably, in the data storage system used for the security information
interaction disclosed in the present invention, said first dynamic link library is set
by a service provider (e.g. a bank) or the relevant third party (i.e., said first dynamic
link library is provided by a service provider or the relevant third party).

As shown in FIG. 1, preferably, in the data storage system used for the security

25 information interaction disclosed in the present invention, said unlock server 3
further comprises an original parameters acquiring module 12, an unlock password
generating module 13 and an unlock initiating module 14. Said original parameters

acquiring module 12 is used to send an original parameters extracting request

message to said security information storage device 1, and to transmit the original

10



paranmeters acquired fromsaid security information storage device 1
to said unl ock password generating nodul e 13. Said unl ock password
generating nodule 13 is used to generate an unl ock password
corresponding to said security information storage device 1 based on
said original paraneters and by neans of invoking the 5 second
dynamic link library (an unlock dynamc link library DLL2), and to
transmt the generated unlock password to said unlock initiating

modul e 14 paBanetetsrdogakeed firdm adidrsgcunguindoridation sismde tdevventf togsaié uatock
unl ock request message based on sai d generated unl ock password, and .
to transmbessierd generiing apdule 13eSaidgunlogk passversk aenargting mapdude ilgnis
st orage deyi 1. toPreferably,. i e rage S ar.
the secur tEbe T EsPAlY oh TR patsPutraCr R Dol S Els hforhion
i nventi ongtaiaidl de@eONdbaAaIH §ailli oMgihdl Pasheless 8R4 bYYmEAR of invoking the
manuf acturer of said security information storage device 1 (i.e.

sai d secondcandhaynamid hinkl librayy(ans uploeki deahrbic {ink herauy Aot.L2gr and to

e S BRI S0 BHPLEISSEVER i S, OB 1F s
| nfor mat | glﬂldc@t iﬁft?a(E{rx;gorgogﬁl%cf@ iy e'dntot&)ﬁﬁg[ﬂaf ﬁﬂ'hnl#&%bh@s@ meShde based
external devices 1 nclude a user termnal &, e ‘unl"ock "passwor

gener ati ngndQid sénefateddinldik pHIbR6Id, 90HME traBsmit said ulRREEQIdst Ynessdke to
the data storage systemused for the security information 20

i nt er act i saidgiesetiysetbrimationesterage denice dventi on, said security
i nformati on sfor.a devi ce is a USBKey. As sho in FIG. 1,. the .
bt o Bher at | BBt i fice gt sRETE S ET T o ety Higforfigion

security }hﬂfe&fcﬁﬁﬁ'&&lb&%ieﬁl%fe' QS&?l't %ﬁ\'/egﬁf%ﬂ, kﬁidtsfé%oﬂ?«? %?ﬁé&hid HMErHHrQrg is
is as follows: the manutacturer of sald security I nfofmation storage
device 1 kavbkeahe 2bamehetuidrr off saly neoudtyl inflrrhatborasordigs delvioa 1t (iee., said
original paraneters extracted fromsaid security information storage
device 1 aeepnsly dypamic binkukbragy tikepranidsdkby dbs vopauigewseraof rigidisoswdy

2, so as tng)fo%gﬁe(r)r?tst%rggré A,Iel’xl)i(%ci()- password corresponding to said

15 As shown in FIG. 1, exemplarily, in the data storage system used for the
security information interaction disclosed in the present invention, said external
devices include a user terminal 4, the unlock password generating device 2 and
the unlock server 3.

Exemplarily, in the data storage system used for the security information

20 interaction disclosed in the present invention, said security information storage
device 1 is a USBKey.

As shown in FIG. 1, the basic operational principle of the data storage system
used for the security information interaction disclosed in the present invention is as
follows: the manufacturer of said security information storage device 1 invokes

25 said first dynamic link library based on the original parameters extracted from said
security information storage device 1 and by means of using the unlock password
generating device 2, so as to generate an unlock password corresponding to said
security information storage device 1, and to write said unlock password into said

security information storage device 1; when said security information storage

11



security information storage device 1, and to wite said unlock
password into said security information storage device 1; when said
security information storage device 1 is |ocked (for exanple, the
nunber of times that the error user passwords are entered
continuously reaches a predeterm ned nunber of tinmes), said unlock
server 3 invokes said second dynamc link library based on the
original paraneters acquired fromsaid security information storage
device 1, devicaslts Mofjedeffat @xamplsl thek npassazootl trmwes etad nidiengrtor  user
said security informati on storage device ,1l, and to use said unl ock
passwor d PESEWPHEKASHHCIed QNI FSAchas gmradelormdn agmh%\ﬂ%éanqs,),
when sai d _securl i aez\l 1.0 | | Sl n- .
tare, saitiadubhY eyVbE ORI sCeBT ARHOR ¥ Rolshy BalRl 85 Gfkina
Wi th sai dpdp@hetb@®’ Bédiatedd fiohi saRl dedritp iafsrmbtonatiopibel BEEEE aGEsd as SO
as to conplete the interaction of the security information related to
busi nessegefnémate exampdak passvend: bemespoadingntoosaid secetyuiniforynatmmastorage
the financial] transaction). ., F|G 2 is a flow diagram of the data,
storage ndEKBE dsethdr &P Y¥%e S%‘é‘c&ﬂl@}‘ PAFSYaF Fornlaeke Said ilgpked secutity

Fra o tiphiof SAAIERN L, Wi RAC Rty HEREIARy (MBI RIICET ipan

i nt eract i annéhi-ssdked afateNsdideseRuABL MiothxesH isRRagd Apvice €S chl@ommunicate
following steps: (Al) an unlock password generating device generating

an unl ock withssaid ugerderminapérvad sajd idetaacammunication miterfaes 5.0v0 asttorcogwlete
devi ce based.aon the origi nal parapeters extracted from sai.d securit
ot or it 97F utgrsten vl decu AT GRIeG I DuRnERes i oSagtie: the
sai d Sec“%hﬂﬁénﬁ@%t?& ﬂh@@e&frg&%ﬁﬁa ﬁ%b?fé‘@n&ié@raﬁéac ghpck 20 server

generating an unl ock password’ corresponding to said security

i nformati on sFuhayes deflowediagssn afnthehdatarst@hgalmghodnsedrior aheueaaity
fromsaid security information storage device when said security

i nf or mat i dosmatieRydntgeagtien acsondiek & thepabadingpt i the piewak ipeniigpr s

to unlock said |lo dsecuri,ty i.nformation sto e device:. (A3) said
security Fﬁ?‘é’?nﬁ% ?ﬁﬁ' g 0 5gga%.e§/t|0&§ec8}mﬂﬁ &15?{1 (ra)%r hs%?“HSérm mation
term ngd ViRraRtidAlds GNEIURI BR1r8ent ThEItRAEIMISITs S ahe fOREWIHd Yeps: (A1)
information storage device is’in a non-locked state, so as to

conpl et e the unkvek apassovordf gdveratonpur devicé nfemeratingn af f emleckanpassword
the authentication of the security data in the financi al .
transact i GASTCSHRNEiRG 49 2 \secwmty; pafopmation siorage deishH Pased Py dhe (opiginal

i or) gPRA B el BB SRy ARPefoh ol Bile A b

uni quel y igianinlbol passeard e GHId $ecutinf RIfFRAARIN SbRigedRVHRY (A8) an unlock
Exenplarily, in the data storage nethod used for the security

i nf or mett i serves genereting tanamldéls preseard potréspopdingetor sdid seenrityripforaiagion
IO:]:c glr 2:![ i gﬁ&&%%@&&egégqebggnl t eentolrifglir(laarl éérér%e’teré Dgcqclﬁreaahgms Said Is%é/urity
information storage device when said security information storage device is locked,

and using said unlock password to unlock said locked security information storage

device; (A3) said security information storage device communicating with a user

25 terminal via a data communication interface when said security information storage

device is in a non-locked state, so as to complete the interaction of the security
information (for example, the authentication of the security data in the financial

transaction).

Exemplarily, in the data storage method used for the security information

12



Exenplarily, in the data storage nethod used for the security

I nformation interaction disclosed in the present invention, said
security information is business authentication data (e.g. a digital
certificate, a dynam c password or the like). As shown in FIG 2,
preferably, the data storage nethod used for the security information
I nteraction disclosed in the present invention further conprises:

(A4) locking said security information storage device when a

pr edet er mimerhctiondlisdlosed im thatprefant dnaexienpbadidriginaapatapetde ber at least
condition is that the nunber of tines that .the error .user passwords
are ent er €8¢ dador bamgstapapleaghaaiqgelysidsptyang saidequiinsdpripatiqn seege

As shown idnvﬁleG 2, preferably, in the data storage nethod used for
t he securiFy I'nformation interaction disclosed in the present

i nvention, sakgepRIil, AR tHel dhtacstof AP ubdd ForkieZ sB@iritheinformation

predeterm ned itens en said security information storage device is

unl ocked ( ekeemkcton |disclewiddinpthedptesenti ingdntiarg reidhoa gt parameters are the
t he data storage nethod used for the

ds)... . .Pref I '
Cecur ty- | nidsmHgeT Grf 1 B atd UG B BEBIN PIoHEe JEBCEn: | nvent | on,
idd i cation. | i - tion
Fra 2. prerorsangrr e HEE A BplRemMd IR G B, Pl gt hation

security i pftefadebh @iscloveaineid prRselitSal @frm, baid tsbeurity €6 fstnation 89 biigifess
said step (Al) further conprises: (Bl) sending an original_ paraneters

ext r act i nganibguieationedaa fog tvdigitad cetielicateya dyhamiapasswerbeathe like).
dovi cey, 80 25k ouBcauL A be orl gl 0el, PaLATELEES LR S8 DgSSRUCLY
ggir (rjes pondi{1gh @GR iHe8aA (dist1dsel Oh ThE pRRest AL PG Bittike PafRle8NA4)
locking said security information storage device when a predetermined condition
is satisfied (exemplarily, said predetermined condition is that the number of
times that the error user passwords are entered continuously reaches a
15 predetermined number of times). _

As shown in FIG. 2, preferably, in the data storage method used for the
security information interaction disclosed in the present invention, said step (A2)
further comprises: initializing the predetermined items when said security
information storage device is unlocked (exemplarily, said predetermined items are

20  user passwords).
Preferably, in the data storage method used for the security information
interaction disclosed in the present invention, said data communication interface is
a USB interface.
As shown in FIG 2, preferably, in the data storage method used for the
25 security information interaction disclosed in the present invention, said step (Al)
further comprises: (B1) sending an original parameters extracting request message
to said security information storage device, so as to acquire the original parameters
from said security information storage device; and (B2) generating an unlock

password corresponding to said security information storage device based on said

13



original paraneters and by neans of invoking the first dynamc |ink
library (key algorithmdynamc link library DLL1), and transmtting

t he generated unl ock password to said security information storage
device. Preferably, in the data storage nmethod used for the security
information 5 interaction disclosed in the present invention, said
first dynamc link library is set by a service provider (e.g. a bank)
or the relevant third party (i.e., said first dynamc link library is
provi ded byiginad gravametery avd dgrmeanst dieinvekmgathie fifst dgingaid link libraryAkey
shown in FIG 2, preferably, in the_data storage nmethod used for the

security SQithar | dmanie ditle dibsarydPidylos ead Hansmaittyne oo genaiatatt ualpck

said step_ (A2 further .conprises:. (dC ending an original

par amet er g(dgy%?ré?g? is?ilg Sreg(ﬁla@s @W@é’&@%r&%gg?‘éfcg'ecuri ty information
storage devi CRref&@bBS ihOtRC dbiar Stord}l HdtBbdalsedafor MleeESculity MfdHuthtion
security information storage device; (C2) generating an unlock
passworid dateragtiponrtisalgsetdoinsthie prematiinventionf saiddirstodysnoicdgek Hbrarg és set

R U CC R N e Wy RN O
G fh-guni . t ed
) o AL AL S OO L BEREL ",

security infoapadhiovh $h TGN, dséfgbly, in the edd %bc_kru%e imethbg wRHafor the
storage nethod used for the security information interaction

di scl oseds¢equrithanforawéion infevasiicnodiscloa¢d! irs duonreselytniavestion, riaid stepa(iA2)
is zo set fng)é(hthe manuf .agéﬂrer of said security infornation stor%%e
devi celqi futheroamprisesolfal lFRdraecant PHEMa BAEATRIFS HUGGTRE dodiFst issage

eyt e Ui, AREHAA Y AL ST F A 8yl pramccs
i nformat i Gron pdidrsacirityninfbrantionetbrage teeicer (€ Penemnviapganamlockapassword
security information storage 25 device is a USBKey. Al t hough the
present i AowAINoding tqjssaidr sasutith yninamaten stsage deice dmsedrondsaid priginal
T one B b SR B TRy ook
chana<Ty SOSEN. VnkoFs BeTbouFdes) SRUILE I plaXeraten by
t he i nvenbasmd on the generated unlock password, and transmitting said unlock request
message to said security information storage device.
Preferably, in the data storage method used for the security information
interaction disclosed in the present invention, said second dynamic link library is
20 set by the manufacturer of said security information storage device (i.e., said
second dynamic link library is provided by the manufacturer of said security
information storage device 1).
Exemplarily, in the data storage method used for the security information
interaction disclosed in the present invention, said security information storage
25 device is a USBKey.
Although the present invention is described by way of the preferred
embodiments mentioned above, but its realization form 1s not limited to
aforementioned embodiments. It should be recognized that various changes and

modifications can be made to the present invention by one skilled in the art without
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WHAT IS CLAI MED | S: 1. A data storage systemused for the
security information interaction, said data storage system used for
the security information interaction conprising: 5a security

i nformation storage device for storing and providing the data
information related to the security information interaction; an
unl ock password generating device for generating the unl ock password
corresponding to said security informati on storage devi ce based on

t he ori gi nepagpiagdneh ¢hs st aad sexpefofdhe smiedtisrcuri ty i nf or mati on
storage device, and witing to said unlock password into said
security information storage device; and an unl ock server for
generating the unl ock password corresponding to said security

i nformation storage device based on the original paraneters acquired
fromsaid security information storage device when said security
information storage device is |ocked, and using said unl ock password
to unl ock said | ocked security 15 |nfornat|on st orage devi ce. 2.
The data storage systemused for the security information interaction
as claimed in claim1l, characterized in that, said original
paraneters are at | east one factor being capable of wuni quely
identifying said security information storage device. 203. The data
storage systemused for the security information interaction as
claimed in claim?2, characterized in that, said original paraneters
are the identifier of said security information storage device.



4. The data storage systemused for the security information
Interaction as clainmed in claim3, characterized in that, said data
information related to the 25security information interaction include
an unl ock password, a user password and busi ness aut hentication data
5. The data storage systemused for the security information
interaction as claimed in claim4, characterized in that, said
security information storage device further conprises: a data

comuni catWHATES CI2AEMED Einpl eting the data comruni cation with
external devices; an unlock password initialization nodule for

providing the original paraneters 5 corresponding to said security

I nformati on storage device in response to an original paraneters
extracting request nessage from said unl ock password generating

devi ce, and siori dydatacsteregesuiten usatl dekthsssswotydinferomtionentenaein, said

assword generating device  intg a data .storage nodul e; an unl ock
P odul 6 oflalh oTase Ay ERISGAITaN et ety BT T on REES Do RS i d 1o

security inf 0{1 %E@Hﬁr %ﬁﬁﬁ%@{s\é{&% 8CERL gy oy 8{2& gj'ré?@i'ding the data
paraneters extracting reques rressaée rom sal uni—ocC erver,” and
unl ocki ng isfRirgaties vélated to Mhoseratitpmisimitegeint@uttien;based on t he

unl ock password in the unlock request nessage from said unl ock

server: an unlock password generating device for generating the unlock password
corresponding to said security information storage device based on' the original
parameters extracted from said security information storage device, and writing

10 said unlock password into said security information storage device; and

an unlock server for generating the unlock password corresponding to said
security information storage device based on the original parameters acquired from
said security information storage device when said security information storage
device is locked, and using said unlock password to unlock said locked security

15 information storage device.

2.  The data storage system used for the security information interaction as
claimed in claim 1, characterized in that, said original parameters are at least one
factor being capable of uniquely identifying said security information storage
device.

20 3.  The data storage system used for the security information interaction as
claimed in claim 2, characterized in that, said original parameters are the
identifier of said security information storage device.

4.  The data storage system used for the security information interaction as

claimed in claim 3, characterized in that, said data information related to the

25  security information interaction include an unlock password, a user password and

business authentication data.

5.  The data storage system used for the security information interaction as

claimed in claim 4, characterized in that, said security information storage device



a |l ocking nodule for |locking said security information storage device

when a 15predeterm ned condition is satisfied; and a data storage
nodul e for storing said data information related to the security
information interaction. 6. The data storage systemused for the

~security information interaction as claimed in claimb5, characterized
in that, said security information storage device 20 further
conprises an information reset nodule, said information reset nodul e
is used tquﬁnéﬁdoaﬂllﬁrz@s,t he predetermined itens in said data
information related to the security information interaction when said
security i nfoadata canynuniggtiodewiterda¢e fomconipdeting the daty commpudinasion
storage system used for. the security information interaction as 25
clai med i 3?‘%1@?1 de¥FSSt eri zed in that, said data conmunication

interface is g Pgir%ﬁlé S AQGnitializaRon mﬂuﬂﬁfo? ”ggé\flgﬂ%etg?ﬁﬁgﬁ{ﬁl WafAndiefs

the security In Ion 1nteraction as c

characteri zegtesporidigt ;to saidl deohBtk ipsmaton gerngeadévige deviesporisgr tdain
conprises: _ an original paraneters extracting nodu] e for sending
sai d ori gi esiginsdr paremesters esttrastingn gequegu anessaes sga ©aids aingpcke dapswerd
i nformation stor.age, devi ce nd transmtti the original .paraneters
hequi e § BERITGLNG i ey g 1T eaneeled walsRls s ShORY R, Wl
gener at i ng ARANSR] oditatifh BATENRHS a URRLBIABIndERAL! € Tor generating
an unl ock password corresponding to said sgcurlty i nformation storage
devi ce based amushick modye fat prraddingtthe srigivcl Ipgramesiers avkresporadingdo aaid
first dynamc |ink library, and transmttjing the generated unlock .
passwoldl t 8c@Hity iBtosmAation sforpgs %YIP‘?)?\C%F%Q}@ ajerigipal parameters extracting

request message from said unlock server, and unlocking said security information
storage device based on the unlock password in the unlock request message from
said unlock server;
a locking module for locking said security information storage device when a
15  predetermined condition is satisfied; and
a data storage module for storing said data information related to the security
information interaction.
6.  The data storage system used for the security information interaction as
claimed in claim 5, characterized in that, said security information storage device
20 further comprises an information reset module, said information reset module is
used to initialize the predetermined items in said data information related to the
security information interaction when said security information storage device is
unlocked.
7.  The data storage system used for the security information interaction as
25 claimed in claim 6, characterized in that, said data communication interface is a
USB interface.
8.  The data storage system used for the security information interaction as
claimed in claim 7, characterized in that, said unlock password generating device

further comprises:
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9. The data storage systemused for the security information
Interaction as claimed in claim8, characterized in that, said first
dynamc link l[ibrary is set by a service provider or the rel evant
third party. 10. The data storage systemused for the security
information interaction as clained in claim9, characterized in that,
said unl ock server further conprises: an original paraneters
acquiring nodule for sending an original paraneters 15 extracting

request message otigirtdipdranggensi dxfractih@ mimiul @ forsdent Bgesaid vrigal pachmeters
transmitting the original paranmeters acquired fromsaid security
i nf or mat i GAirectingequesti Bwssageato wralid clecpatysibfodmgtiner storags wieHigee;and

an unl ock password generating nodule far nerating an unl ock.
sonor d CBRSBURYR 4 Bl RaTetes SragedRaR id SebEiy Mg8RHion woreee
based on ' I Q4 t ngb by neans of invoking a
second dy%&ggq?iaﬁfgﬁ%%@?fﬁﬁg Iﬁég%lghg%(?i ng the generated unl ock
passworgd to am passwadedi richeastingg modulee;foandeneratiag anl aclodkni passtword

nodul e for configuring an unl ock request nessage based on the . .
gener at ed caresRaading sasad seewalty infosmption stprage devise deased eyusaid original
nmessage to said security information storage devi.ce...2511. e data.
Storage syeviieSaid by onhs SETRNKIE R REr RN ik ARt iep) g Riing
claimed i m&h@icattd un :@@&&M@maws&hﬁ? inF@infatRRCADFhod RRC | 1 Nk
library is sét by the manufacturer of said security information
storage devi c®. Theldata Ttoeagtatyatesih ased)forsthe tseenrity adfdromatiphenteeaxtiontags

information . interaction as clained in claijm.11, characgterjzed .in
that, i &@@@drmtc;/alrrhﬁo&wmt%zgq By gk S&@U‘ﬁ&% dyrl%méﬁ]ﬁE}Sél]@éW is set by a

service provider or the relevant third party.

10. The data storage system used for the security information interaction as
claimed in claim 9, characterized in that, said unlock server further comprises:

an original parameters acquiring module for sending an original parameters

15 extracting request message to said security information storage device, and
transmitting the original parameters acquired from said security information storage
device to an unlock password generating module;

an unlock passwofd generating module for generating an unlock password
corresponding to said security information storage device based on said original

20 parameters and by means of invoking a second dynamic link library, and
transmitting the generated unlock password to an unlock initiating module; and

an unlock initiating module for configuring an unlock request message based
on the generated unlock password, and transmitting said unlock request message to
said security information storage device.

25 11. The data storage system used for the security information interaction as
claimed in claim 10, characterized in that, said second dynamic link library is set by
the manufacturer of said security information storage device.

12. The data storage system used for the security information interaction as

claimed in claim 11, characterized in that, said security information storage device
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13. A data storage nmethod used for the security information
interaction, said data storage nethod used for the security
information interaction conprising the follow ng steps: 5(Al) an

unl ock password generating device generating an unl ock password
corresponding to a security information storage device based on the
original paraneters extracted fromsaid security information storage
device, and witing said unlock password into said security

i nformati gharsUSBIQey. devi ce; (A2) an unlock server generating an

unl ock password corresponding to said 10 security information storage
devi ce based bh t Heddristfirags msdrashesedrior thegisicnaly infomatiwindntasagiiang yaid

e S SRS R S0 A8 55 b BB 8 SR

| ocked Se%‘l‘ié&%'g'éi‘cgﬁrz mati on storage device; (A3) said security

i nformati on storage device comunicating with a user 15 termnal via
a dat a LomuniABt amonloekepdsgv@rdipenemising deeteer géneratiigoamamiank passmwagd
device is in a non-locked state, so as to conplete the interaction_ of
the secur COsrespEMEingattp of . securityl nfompatiomn t goraee r deyacerdrapell apis dap fasiginal

the security infornmation, i-nteraction as.chainmed in claim113 "
Char acs or POAPIHS: FRtact@ b A hhelS iEiEilREn Jotief' Rl andomsiine
factor bekng AR RsRord'hitd @ﬁhkebmqtihf&hﬁﬁoﬁ%t&ag@awu:é;y

i nformati on storage device. 15. The data storage nmethod used for
the security (Aff)oamahioch sertezrgentratimgean shlackgrhssword abmedphnding to said
characterized, in that, said original paraneters are the identifier_ of
sai d s&uSeRUfity information stosegs dejdceibasedeon s iginaldatameatesy apared from

clai m 15, S aati iSEFHBLY draBt T BOnhPh SR L AR Lbrage

busi ness getieens ileeiddoandatstng said dnlock passhadrd St @ilage sarl eled sechrity
for the security information interaction as clained in claiml16,

char act er irfevmation siatagesdeivicedat a st orage met hod used for the

(A3) said security information storage device communicating with a user

15 terminal via a data communication interface when said security information storage
device is in a non-locked state, so as to complete the interaction of the security
information.

14. The data storage method used for the security information interaction as
claimed in claim 13, characterized in that, said original parameters are at least one

20 factor being capable of uniquely identifying said security information storage
device.

15. The data storage method used for the security information interaction as
claimed in claim 14, characterized in that, said original parameters are the identifier
of said security information storage device.

25 16. The data storage method used for the security information interaction as
claimed in claim 15, characterized in that, said security information is business
authentication data.

17. The data storage method used for the security information interaction as

claimed in claim 16, characterized in that, said data storage method used for the
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security information interaction further conprises: (A4) I ocking
said security information storage device when a predeterm ned
condition is satisfied. 18. The data storage nethod used for
the security information interaction as 5 clainmed in claim17,
characterized in that, said step (A2) further conprises: initializing
the predeterm ned itens when said security information storage device
i s unl ocked. 19. The data storage nethod used for the security

i nf or mat i @Bcurfty éfiReinkaton aferdctibNdarthéer @Whirived8, characterized in
that, said data communication interface is a to USB i nterface.

20. The data &dr kgkingesdiddecsrdly mdermaiionssoragetdeviasf whemti piedetermined
interaction as. .clai medfj H claim19, characterized in that, said step
(Al) furth&PDEHRPAS Slstied. (Bl) sending an original paraneters

extracting r eﬂﬂeStTh%%%@%ﬁ%%O@?ﬂh%dﬁﬁﬁg et ﬁheis@éﬂﬁt&q}lf&ﬂlaﬁbﬁﬁgﬁfaction as

device, so as to acquire t gl nal parameters fromis sai

security ichiigeduin ehist d7aghatevérted andhat, said B&p ¢aDErfatthag camprises:
unl ock password corresponding to said security information storage .
devi ce badwitiabringdhe poedeigrmrined emeavherns said sepyrityaafermationsforaga gleyice
first dynamegc link library, and transmtting the generated unl ock
passwor d ll%mglgf: ecurity information storage device. 2021. The data

storage met hogy usqgheffia tdBag2SRbiholYska o mets%_elﬂiﬂrynhfdrﬁfaﬁbﬁnn@%ac,tion as
clainmed in claim20, characterized in that, said first dynamc |ink

library i slamedby daised8j clearpetesizetbin drat} sed dateevanmunidatidnpaterface is a
22. The data storage nethod used for the security information
i nt er att i &Bianterfa¢ded in claim21, characterized in that, said step

(A2) further somprises:, 28 Q) 580400 (ANQ': 1Al RALATEL S Sraction as
SR y i nfor t

ext_racti ng re uest nessage al ( securit on $t orage _
devi ce, sQlaimell 9n dRiMI 'S chi@cREized NathapdaaBEF(A 1] fiRthed @bMApSIREHI 1 LY

i nformati on storage device;
(B1) sending an original parameters extracting request message to said
security information storage device, so as to acquire the original parameters from

15 said security information storage device; and

(B2) generating an unlock password corresponding to said security
information storage device based on said original parameters and by means of
invoking a first dynamic link library, and transmitting the generated. unlock
password to said security information storage device.

20 21. The data storage method used for the security information interaction as
claimed in claim 20, characterized in that, said first dynamic link library is set by a
service provider or the relevant third party.

22. The data storage method used for the security information interaction as
claimed in claim 21, characterized in that, said step (A2) further comprises:

25 (C1) sending an original parameters extracting request message to said
security information storage device, so as to acquire the original parameters from
said security information storage device;

(C2) generating an unlock password corresponding to said security

information storage device based on said original parameters and by means of
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(C2) generating an unlock password corresponding to said security

i nformation storage device based on said original paraneters and by
means of invoking a second dynamc link library; and (3
configuring an unlock request nessage based on the generated unl ock
password, and transmitting said unlock request nessage to said
security information storage device. 523. The data storage nethod
used for the security information interaction as clainmed in claim22,
characterh@@ﬂqﬁ@a@baénddﬁﬁaﬂnsamgndnd%naﬁﬁc link library is set by the
manuf acturer of said security information storage device.

The data stor&g® mftgmmgs@m updck rﬁ@lug@tcmcsaageuhas@i @atﬁhérgqmraéaé@mmk

as clainmed in claim characteri. n, t hat aid securit
i nfor mat i (pﬁssbyggflag%n e(;pJ&Sémlttex}gl sal gy reqﬁes% rnessage 16" ¥aid security
information storage device.
5 23. The data storage method used for the security information interaction as

claimed in claim 22, characterized in that, said second dynamic link library is set by
the manufacturer of said security information storage device.

24. The data storage method used for the security information interaction as
claimed in claim 23, characterized in that, said security information storage device

10 is a USBKey.

21



