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wo b@RMATT ON  Technical Field [001] This i nvenPCDREP2004/050847
relates to the field of supply of information. In
particular, this invention relates to controlling the
di scl osure tine of information. Background Art [002]
Over recent years, there has been a huge increase in
the vol une of information published and distributed
electronically. [003] The advent of the Internet and
communi cation via e-mail neans that information can
be obtai ned and downl oaded directly to an electronic
devi ce such as a conmputer or a nobile phone via
conmuni cati on nmeans such as tel ephone networks. A high
volunme of information caDeberiptiohr i but ed quickly as
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access the information. For example, information may be sent electronically to a
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recipient as encrypted data. The information in the encrypted data can only be accessed

by the recipient with a key such as a password to unlock the encrypted data. The time

of access to the information can be governed by the issue of the key to the recipient.
[008] Controlling the time of the disclosure of information is important for time sensitive



[008] Controlling the time of the disclosure of
information is inportant for tine sensitive WO
wQoe4n14u4197 PCT/ EP2004/ 050847 2 material. FoPCT/EP2004/050847
exanpl e, conmpany accounts, results, reports and
announcenments may need to be disclosed after a
certain tinme. Such docunents may be | arge and
di stribution by electronic means may be econoni cal
and practical conpared to nore traditional neans of
di stribution such as printed docunents. [009] C nema
filmdistribution is another area in which the tined
di scl osure of in- formation would be beneficial.
Currently a filmfor release is distributed on the
rel ease date via satellite communication. It would be
benefi ci al matagalfer exeyble cqmpany ecprjnty: fslts, renuyagdepreppedmentypay | a
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can only be decrypted with the public key and vice versa. Using a key pair means that
the sender and receiver do not need to share a secret key.
[016] The term “user” is defined as any entity including individuals, groups of in-



[015] Due to the way the keys are generated,
informati on encrypted with the private key can only
wheoodacriypt ed with the public key and vice verBEI/ERE0HQ50847
a key pair neans that the sender and receiver do not
need to share a secret key. [£16] The term"user" is
defined as any entity including individuals, groups of
in WO 2004/ 114197 PCT/ EP2004/ 050847 3 dividual s, one
or nore individuals in a role, corporations,
or gani sati ons, conputer ap- plications or systens,
aut omat ed nmachines, etc. [017] Conventional use of
public key cryptography nakes the foll ow ng possible:
Anyone knowi ng a user's public key can send the user a
nmessage encrypted wth that key and can be sure that
only the udigduals, oxgepmos ipsyisudissma rolds eorneretfons, qraamiygidnnel Fomguter ap-
private keylcatiogsgrsystbeg pyquiated npachingshits  pr ovi des
conf i d@ii i al Finyentionghusgiefgubligheyyimiptogriphyonake the Pipwingpasibs age
with his privatleydeyowinghiugrspebiiciey cape@tie oer a message encrypted
confidenti al i t yith (b@ g@uRIRanROYG Bt oxif1iBe Udd ONYS albila Bas the cor-
correspondi Ng pedfphdig phel k& adin dekRE . Y14 prdvides cohhi@nthiag t
that they ean desdpht akd endifpbdiGssizh SithIiR S agRy. MuisSdannbip6Qde
cone fromthe uSMlentalibEiandd IR WAEGoWsAB cqbdpdh@hdulfi® ey can
This provides abtryptif Y8 tab@adiePdin REFht €adnsde 5QsBEnMSHE as
a basis for nonshekehe abid- Qb atond piEhe Gtk ket Tnis S6lkHEVAl ent
of a signat ure.mendefioPanGRNAE be ustt HABasR oS %[S‘lﬁﬁuow thelighthi S
own prlvate ke%q@r;,glmgft;gg,atg,gcrypts it wth
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together. [018]_ mvgted[%e ey i nt rastructure

user Eﬁ\é&l ¢ al n¥1 écq(e){ e aftrui%llre h% Lﬁer {glc::.ghneeds a cer§ ﬁsgl p hlS PUh]lf h

:ﬁ(ﬁgt t he e r’I!h.\s ceﬁl icate tel S t§e dlser eals with that fhe ?u c k 1 dé)es

The publ i %ﬁ"é‘i “‘8 er't “’F F“gét‘%‘/ Py ‘C?t%‘i‘,‘ﬁfée& b’bvep}éta‘? Mdé%ﬁ“%f
trust ed ag8fty2® s ych as a bank. [019] A probl em

ari ses% f t h PRy arifesif s js ﬁg]‘W'F’H‘ DSt 1R does not know
associ at e WA HE ETURTRSHIT PR PEbeHeY 9188 e pagitself can
certifi cat BVEEPRIF Foy Fetycaeiened A 5?"6"‘%@9‘ el pregujspiony Sharumbrtlg
bank it sel Pregisaion 9psepdavg 2 prliskpycertifissie. Bdsrcpnirsylidag ain f sy ed
by a sui t abfcgesippdinedd 2raintGeferremhio asdltciraoh whicliha busipayirpsedigegoes

or gani sat i &evilbohiceagrhicdhchgies ofceifiphtbsiuttimiadyenEgih i fsiepqgagsation
Thi s can r eghalop ofithe higrargifralitrpe which lpes self-digndd icetificates THiseraas they
to a poi nt thé publfceyrobdk stlpsisasl cérifieaten@e by obwiikd b mdaig @utside the
busi ness as®rkiditessdoesystekknow. The hi erarchi cal chai ns
of cerpiof i catteseadnd Hy whiet veds\tan@biain td pitlic Bey EERSta@S they need, and be
or gani sat i ei thagttiosd chreficht@pre @diid, isk@whis @ pulickbyl ifFabrudnfreBKT).

whi ch has a sebses ingee uedielpiidkipiesahd@ools St puisic K8 afSogliiat
the publ i ccd@ymaiiscibdae ibk hfosdu@hed certificate nust be
obt ai n[@ﬁ] by REekisy 1S ésgz& of tm:%reseﬂlﬂpénil& thkl@ié provided a method for
infrastr ucgdﬂﬁo@mgtxe&ﬁsamm 020 torkn TR BRBHE Yo M U: £lle HSRES
can obtain (LTJB!% s{e&;bohyeg\éneﬁﬁ&gﬂ agﬁn%%cgﬁe;;g@%r arAS‘eggsd i d
be sure t E}ﬁtlmé Qﬁ:gsuﬁa%tﬂ dn eﬁcﬁl&oﬁﬁ Qnﬁ ?deyr%u!chey !hg'trugtgh%w
as a pu bl i 8r0\kd%13é thIachﬁﬁcEtys%é& with ;gpntgle)kéy of the trusted body providing

the publisher with the encryption key prior to the specified date and time; the publisher
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[021] The present invention uses the principles and
tool s of public key cryptography to control the
wale@sliogare tine of information. [022] Accor di PQI/EP2084/050847
first aspect of the present invention there is
provided a nethod for <controlling the disclosure tine
of information by a publisher to one or nore
reci pients conprising: a trusted body generating an
asymmetrical key pair for a specified date and tine
of disclosure with an encryption key and a decryption
key; the trusted body providing a digital certificate
signed with a private key of the trusted body
providing the publisher with the encryption key prior
to the specified date and time; the publisher WO
2004/ 11419 PSR FEpDigTay ' SOws jis: > the regipieyi ghiainipe theererynied fatap n
key to encrsfdte trgped bpdy makips thedeciypior key availsblaio A mgipientaethe
encrypt ed deeifipd dategpddime.ne t rust ed body nmaking the
decr yplo?3dn Kk &ke pebliskerimaiedfy hepighdtee on the digileetficad with fhepublic key
speci fi ed dbthegrugedtodt.i ne. [ 023] The publisher may
veri f yiozdhe s Pgieaiithen@yptidnRe isClipghlid kay an@ B¢ dedrfplic adyes 2\phitad
t he publ i c kégewa puttit kef Beastbrtat ed body. [ 024] Preferably,
the enpzsypt i OR @y bddPma ceblah ds@nnle@iyal @4 phir FdnSspdBET dPLnll R
key i s a plhdainfonkSyblibig. & publ i c key infrastructure.
[025] hw tr uShedvdaey, tHYBYteLHoBAaR scldiatcdRIE Pait fod aQﬁ:lcifiJﬁ 8Xe
pair for a,speei fied date and tine on demand from a
pUbl I Slbﬁlj [Ql?aﬁlltellmﬁveQﬂﬁ)dlﬁlqp@lgﬁm@ nta &Jka&%&%ﬁ%ﬁ@%b&
may gener ake, Q0GkEY al fthd gefBiling@ n ;osegc JAL B
time. [027Lubl1§ﬂergﬁacl§tlf Fh%n@@idor\é Subi Hep tpaslg_vJoni?ssuteJ blglﬁked
body may OGNRH Al %[wen&g alIRLE oi@evdecpygl Ry |
SpECI fi a dat[‘l% d%ry ion f(e?/ may bg %flpgeﬁmm a%ub%z ke%and ?n?y)é?(#é%nts w1t£or

each o

p vate k y ma

nor e I’TH tam e ec pthIl )
trust g BL g f,cordm a secondtaspect (ngu %restan(t_)mventlgn tgi;e 11: Iﬁ%lded a system
decryption ‘%C‘m © % e s e tosted

. THe %Bi‘“l‘”b“ﬂm??é )
encrypt ed W¥ ﬁnaé e ey s {pr ﬁ?ﬁ‘ﬁ?‘i/a"?té‘tcl s;d‘sg?ﬂ“éwwaf h
the corres 6’8ﬂ’§1°ﬁ]§y P # dreraongen 5{1 cogteagisiEnet g a private key of
decr ypt i on "R EYted oy royidigthegptiiihyi itk e eanee b arioa's e wecifist
the present s FABPYrE REpbing &° drmi budadbls y e werified doe
control | i ngdtiMe di scl osure tine of information

conpr i 8i%hg: Brefprefh theshiem inclades quejes merg ecipieyty yith rggpps for obtaining
asynmet ri cdita skesyptegifh the fngpptien keyfevmitife pevtikhe prfoeto tipgectfiedrte of
di scl osur e anjtinfrangymeansdan ehtainit ihedserkpin keyrathr gltexdigGyeyifirtd dagrand
key; a digrbhal certificate signed with a private key

of  t hie3!l r us Tiedertifioakymapindudt b spegifiédiiae Pdifdhe] tele@¥yptivh ket vAda.e
encrypt i onaldey ngok bfdke tris@d iolye speci fied date and ti ne;
and ne@is f oPrefretly, thgendripon € Gl Yiblid Oy nk @edpion keg la Grivad
the speci f kgth aQhati€key Bftelutd-sie. [ 030] Preferably, the
syst enpisncl UBiRs ARRmE, hoPhE bE SGkPke fHirSor Wpbcltied TR RS tith i
obt ai ni n g ardﬁ;rﬁtn% Qfﬁlfoailﬂgnﬁﬂeré%agf Bl: tpﬂﬁht?&%ﬁbﬂ@&é a%bng& ¥1orf=, fe? m

t he pu blis Bﬁg fol . sbegﬁedtlé?e aLJlﬁhe %Qﬁﬁénﬁ ie?galr ﬂ?éa& of the plurality of
publishers for the specified date and time. Each of the plurality of publishers may have

a password issued by the trusted body for preventing disclosure of the decryption key.
[034] The decryption key may be encrypted with a public key and only recipients with



and tinme and neans for obtaining the decryption key at
or after the specified date and tine. [031] The
waeeontiti41eat e nay i ncl ude the specified date anBCT/ER®)4/050847
the encryption key value, and the nane of the trusted
body. [032] Preferably, the encryption key is a public
key and the decryption key is a private key in a
public key infrastructure. [033] In one enbodi nent,
there nmay be a single key pair for a specified date
and tinme. In an alternative enbodi nent, there may be
a plurality of publishers and one or nore key pairs
for a specified date and tinme, a different key pair
for each of the plurality of publishers for the
specified date and tinme. Each of the plurality of
publ i sher s thygaresprading privgte jyx gaxghteid the degypier Xy t he trust ed
body f ©851 pr e Feertrestedppdiiiag bdverane pranors figenty yeho aptan pappdf of Befruptesty
[034] The delgrippeit tonthdemsrediyply miyebe eyret sadthedle iittdmalgelock for
publ i ¢ key pavidingtha Hegryptieckepto enatigenti t h WO 2004/ 114197
PCT/ EPR8XD4/ 05838dsied baBy thdn e agessible sypi@ahling aqdrhe welpi@ts kiey cdry
obt ai n t he nilge@toy pivoxn key. [035] The trusted body may
have opgor REbH@nGGeRdSspWhD thaiésenOiflvelliedtarkefis pafvidddl €omputer
trusted be&yam ARAuBGRA bn FebifpulliQdblk HSie6kdne ympiH)s c&b@uta‘
smart car d ra@mié fagam Bodk Adaf fdd B forlnOGKstehsQF: genddfiifVeh Gkl REkulcde
decrypt i on ik@r hrQ spiciffe® e BAIGRL of aibdbate] witl B@nctypiiés kepthaody
maybe accegsiyRlofrel YrobiddE 2 Bk deSRGE s At NBivdie&6 PSRt
via a com 5Bk h RBiREH WA KnorybtdBié) prifGORY sHRQ abtunime.
third @§Bﬁ)eCt A&Erdll:n afﬂ[ﬂﬁ?ﬁﬁe@ttof ﬂ)Jl)YegeQ‘ttlﬂvgﬂontﬂEl% {sﬁro%édamethod for
provided a &IQJHRF&&LMOS% R AR Qrfat%%kﬁa ub%hQr O%Qe OQHorQremplents
conputer r %‘%9 tr§s Pl %ne{;{% @gm(“ %1 emFJaldate
readabl e pr meo dlsc%surew nenc fﬁandagec ptlo he trusted%@dS
(5

of . gener atl ngng eau%[? er wi tlfeela:rygtlor [ ai

speC| fied aro¥ i riof to eﬁpl‘ﬁ?l edﬁiaeandtlme the
encr ypt i on plll( 1s er 5sma the encr&;éon ke t? encrﬂ)t até'1 he re 1P18nt ?D nhm?qth?_:l

di gi t al cere‘ifcfygfdé‘%ﬁé“ &p Eyete dF sy sy RGP 05 e
trusted béed?‘e B B PR Efbﬁ Y”?ﬁ‘é Fhe fisieGpogyjggierates one or more
encrypt i on “R&y™ fF 1 BritIgas At paterine a v e rar o ofie gieality
[ 038] Accordrtgeto a fourth aspect of the present

i nvent % t hEsckolp Burgiveiaublishers ayherels & v issueddp it FePd bpdig

t he di scl odupeventipgisciestre ¢f fop deempintieri konforgyredifie dptslanddime for tt’aé
one or norewdei pients conprising: a trusted body
gener atofthg afbedesprtivekey neydt enkrepjed pith aputlioiey @d eiyecipiitedh
date and the pagespindigiipsiele b3 mryerbigin thidegryptiaaresr ypt | on key
and a decr Bpief Dacridiph of theDiawisdgsed body provi di ng t he
publ i sfen W EhboliR@is Sk p)iRhtindids @)1 P beQéscrib®, ty B&) of examples
speci fied daf, Qidienteld Ry acci)igf%nymg ublidesh ericnusi Ng t he

%"ﬂaﬂo

encr y p!()hﬁ n k 91¥ure!: 1Gs a%ﬁgrgny & tl 1§ achchJ%e 'gnﬁxct:ﬂe %s@rﬁ] Inventlon
obt ai n 0 t hﬁlgur@j}&rd}éamg a @ale f@m;gmtax!g&dahé u&ttﬁgmggdy
meki ng the,decryption key available to the recipient

at t he 49 ecl Elglg d}AQS%. dggrg)noq gyl 311} 1f1 acco! d%{cee \!Vl Egreesent 111'1‘52'311 to?e : grae

(
body gener t one or nore ey palrs for a speci

d labreala;’d?gt I gur QS%EIat ! ogthe sygge%vgf#guye SR %tltll‘ne {"9 eac hof a
P re 4 1s a ﬂow 1agram of a method in accordance with the present invention;



[039] Each of a plurality of publishers may have a
password i ssued by the trusted body for preventing
wale@alionar e of the decryption key for a speci f PEUERZD€050847
and tinme for that publisher. [040] The decrypti on key
may be encrypted with a publig key and only recipients
wWth the corresponding private key may obtain the
decryption key. Brief Description of the Draw ngs
[ 041] Enbodi nents of the present invention will now be
descri bed, by way of exanples only, wth reference to
t he acconpanyi ng drawi ngs in which: [042] Figure 1 is
a diagram of a systemin accordance with the present
invention; [043] Figure 2 is a diagramof a
certificate for use in accordance with the present
i nvention; @d044] Figure 3Ais a diagramof a systemin
accor défite wFigde Stitvdiagrmes @sytten) imaceorkicovithat embodimgnt of flke plesent
[ 045] Fi guineen®B i s a di agram of the system of Figure
3A at ti meModdfor theQdtehtibri gure 4 is a flow di agram of a
et hodjpisn aCRAMGRRERuM, Ihble {§ H6VidRd HRBME: 1) A6Shds BRIsidE
2004/ 11419 {onk bl 908 4 D8 difrecipfints BNG, 15 @t Lot bl itiin®an
IS a dl agr 1t)n léy Y Sl HRsleld mﬁa%@crn(iiﬁﬂﬁlgfom J Qlcr?pnad data 15 to
embodi ment of L he.RLESENRLs | NVention. Mde for the

I nve nt % a[ Oﬂgfst rgﬁfeﬁ [i{ (J Ql tﬁegncgl)tgi%gtg 15]Dy Ee@%@ § e!b§1te 16 of the
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encrypt ed at&%h&gi °§f ee"érépé dagt>- reci pients

13, 14. '1'H49) TR OF aP“sSPC"‘fﬂéeéﬁP‘ﬁ‘Fséﬁt” “_‘L*’Z"‘B‘ﬁf"%{o °Hg P‘ib'i’fb“" oy com

encrypt ed ﬂ‘é’i‘“ﬁ“"l?“’ﬂ?‘ R tnd ws BTSRRI OB HY-0f t he

publ i ¥ 1048 BrRE™ 1A drcpatcedin da doRmme &ty rgeleHaemet

encrypt ed data PG ERR  EriaGPERM 18Dy e iRe ' CBtButer .

[ 050] A se&@Mdoisrihqspraied3ly ecei ves a nmessage 17 by

e- mai | [0§3t om Thseboprutsipieritiay13, 1gpere teken eaeinles g thaplfrility of repfpicpth o

encrypt ed dathgengSpted d@G\§ Fan Perstriptad itits glggipnis Exxply@ny available

reci pi ent s médds and\ tihyd articp fipeccivienth 12, @3, {4veseipnab siogithe pncy@edby

a com nunidgEb prony mieblvdacionit Gviganehich mey itclidragbnonter, gmbite Of

an online egemamity. [052] Athird recipient 14 is

di sconnget edThelnctyhraitdathss coh@S: aitShed bravddbyehe FEBipiéntsQZ, 13, 14 and

I nternet @&eeREk:snoliRe disdidsédth theeLipiitsetta tihekoitSile8 Byt tte psblisher,

CD- ROM 18 b¥eciypiien HogibhidshakbleiOmatidichthe, 16, TREM LHRi i NS

t he encrypteglentiat @, 150 acfe@ D3 hfoaon@bove reci pients 12,

13, ) 14[0@'] e t akeRd ﬁ%mr&ﬂeMat rﬁahﬁes QAdléfoahe.h h}ﬁb]ﬁﬁ(ey infrastructure

r€Cl Pl €Nt S seryice. The trusted service publishes digital certificates for specific dates and times in
the future. The digital certificates are certified by the trusted service by a signature
using the trusted services private key.

[056] The trusted service is publicly accessible, for example via a web site on the Internet
or by e-mail access. The trusted service is itself certified by an umbrella organisation
which ratifies the trusted service by providing a certificate of the trusted service’s
public key. The certificate is signed with the private key of the umbrella organisation.
A chain of certificates may be provided with a root of the chain which is bootstrapped
or confirmed by a means outside the public key infrastructure.



and the encrypted data 15 can be distributed in its
el ectronic formby any available neans and via third
w@artiled97 The recipients 12, 13, 14 recei ve anBCHEP2004/050847
the encrypted data 15 on any suitable electronic
devi ce, which may include a cpnputer, a nobile phone,
etc. [054] The encrypted data 15 cannot be accessed or
read by the recipients 12, 13, 14 and therefore has
not been disclosed to the recipients. At a tine
controlled by the publisher, a decryption key is nade
avail able to the recipients 12, 13, 14. The key
enabl es the recipients 12, 13, 14 to access the
information 11. [055] A trusted service is provided
t hat manages and provides a public key infrastructure
ser vi c8571 The Referiing fodigurs 2 p digtialeeriifight 10 stywyn. dhedisitapgertificate 20
certifi cat exptingrertifipinfofnption athe certifipnts infgrpptian 2{ includesithe subject
future. Theé?2dibggettifi¢ate Bwhich s fhe drteamst tipp, @ publisrkeyi vilpedd| oty dath e
trusted sepnitipeantipe mmei4gii@tirued servigsissnige thefyertificata. 4 tigiedl
servi ces poignsate @5 ik@yerated 9D S e cdti@att infoshipa21e enviyigies thes
publicly acs@ssdilFbrestiof 20 witeheatiple €y 26 & thatriselBersitet Be dgitalt he
I nternet  6ignatdy 28 indatel in &€ GgGISertifithieol r ust ed service i s
i tsel frosserti fipeulshl wisaky o tiEssed inBrm@iiod @A kiSed Fulu@ate aAMNinGH
ratifies thQgrohdhdd gt QkedSaidiati@eqtbyts RV kel DIFE: 1 given date and time.
certificat @ofambit) @pubifshbSih i 86 FbleLeBirvise for R pUBkJ K6y £ @Y Aprill DG
certificat &t 10.80nS11d Gﬁgd éé\ﬂv&ehwﬂt 1.@@3 agénho\ﬁ@tgg’lerﬁgﬁéer@ffed &m
unbrel | a orcg@mteslggvhlglrgomamﬁh% Q;f certificates maybe
pr oVi dﬁgb] W t Ero%g%%ubﬂ:fkeybg @m&m&&u%’ﬁ]fo&ncq’p&n in the form of a
boot st r app%gtlﬁcQJ ﬁo%%ﬁdsé@ceg){abla tﬁ%é@ﬁ)t&sv&ﬁ I c%rszJ&ﬁdmg
DUbl i c key \Qt %g%&nobgg erd§tthe % Q glnty rov1dedbé/a

PCT/ EP2004/ errl rlg ld a;
ate revents mpostor fr m 0SIng ste serv1ce issting 4 public
di gi tal certl?C cp 21(5
ng the pnvateg e.fore eorn

certif] LO%O? fic glsgémb?gﬂ r*l @ nﬁﬁ PGW tg(e imilonn:f:)ln }]} Whlcl% }hgllasltles %St{%}t‘ne

The ce
22 of the CHFEPPIICHILSO R Hpips R myplb o S B
public key ™ é‘i‘F fris g 4 22 APl 04 P Q00 The greprpisidatayz gon gbe
name 24 of HE PdePE "SRien B ed Sirinigs {hig 15 who wishto
certificat ée"e‘vﬁxth&i" Trptiop 11 can tpp shtaifyhe epmpipddlaty i gy time Regpre 22
using the Aer'eifileRpehornerdionartil 4 Lpmederyge rgrvhe
certifi cat €% WeoheRtprptoye Papriyitekpy PrFrepopsinp 9 e vibkedsy 226 of
the tr@sfed Sehasivensiate Pfhimeeip fiis txatorle 23 iAprih 2004 #E00I Bhejtrasted

i nserted i mertidamakdy teyipthate keg eveilaplf. Fer gtampld Be truft@5@Yice May publish
publ i sher e sfvatpigy ¢n@ wehi sgdr maywrogidd irbh emiign espamseat a rguegti Then
future dat eecigirg ciniobrgn theppprededioe Se trised stryicestdeldy @ethanideept
and r equestis erypadloiti 16 aldeygesdB: iff@matibiie. gi ven date and
time. [0F0Dr exXeiipded servite aibdké B 1@ VateXy)availi®lé infaldigital detifchie dgned
service fo Iby e tﬁhﬁm sérﬁce.lﬁ@(yre ﬁleﬁmezgdisﬂﬁﬁl‘é, lthe 2E30BBserviedissues digital
10. O0hr . The&iifictidd 3¢ -8 fovm@ PiguiG € cotdaibihg theSSHUEKeAvalu@ IO the time
gener at ed Gediskibshrb Bckrublla@drtiad ban GRE thé didit® BdreicaQyithbknGHR public
cont ai ns t kg vRALIE ing mk@¥esBrting bRy RIOVi di ng the public
K ey 23 [Om i ch Thestrugte@ sepr@e IHa§ glgra{e Qih th&EhY th erxrlas !m@ sygtgreca(fh&rcm
of a certiyf &s&ﬁ& rﬁiuzfe QMG ab S EEH SRE% 1GERRRLE &y IThE
users to trhg ka ?e‘ia i¥el) et AL ERPORH NGk Phidrb A Lindi G drd.
to be rele Stﬁg wa th31 ’11 neng arg gpablg oqgess tﬁl 11%8‘1’[1211:1 rrﬁ ve§y sgon te¥' é{e

provi ded by a certificate prevents an | npostor from
posing as a trusted service and issuing a public




key and then publishing the private key before tine or
not at all. [060] The publisher 10 may now take the

w0 pdoanmapi on 1 | which he wi shes to distribut ePCEHREP2004/050847
encrypt it using the public key 23 which has been
provided by the trusted servige for the date and tine
of 22 April 2004, 10.00hr. The encrypted data 15 can
then be distributed as discussed in relation to
Figure 1. Recipients 13, 14, 15 who wish to receive
the information 11 can then obtain the encrypted data
15 any tine before 22 April 2004, 10.00hr; however,
the recipients 13, 14, 15 cannot decrypt the encrypted
data 15 as they do not have the private key
corresponding to the public key 23. [061] At the given
date and t ishe datg 39d fnpiersuring thipl] recippyts bays e pamo ghglity to p@ss OO i |
the trust ed°"n"§@’r1€/PferePﬂﬁﬁ’1%fé'§gt"ﬁé‘mprl vate key avail abl e.
For ex®fl e, Fighies 34 pod 30 ol hatraysier ef trrmypliqradyirivatetkeys betpesen the
private k ey’fmﬂ Figurgddls 4t ¢ fne, Tyany Hregbefpre ovpécifie timet T1Hy. TG rFgiub
I N responseéBfsa agme, Equest at orffie the sperific fhedNiis. TEAN obt ai n
t he pricgat e kdjpubts3amdshaert i isteuitigrd Siéfoahdipbdbay. Thpis
t hen decr y pho shdvh @ tneaCryipd 30.0n ki aA, b pdiber 800616155 pitliekey 32
I nf or mat i Offrord the trftEiGAYice B scink tikSdbertle SPdcMit &2, TaThe piBlcRr fohe
private Keyvadsetheliddhsion ibedisdbsdd kolti@hecigi@ist3i fi the bfic Bhomn ete
by the tru FpﬁbﬁiﬂerS@hM’}pﬁﬂw inBSrfaﬁl{n er_ldttlla %ciﬁi(i:nggl @fai_n ai &&bﬂ@eﬁ U e,
the trust edonS@RbMb §&n theabhhs: 16kt Gylidd once@ inkokbalien@ls@®&n 20 aS
shown in F'eﬂ:H’ﬁt@ 'ﬁae Egﬁgnébﬂhag gata&nhl@ e]szfptLdllIg‘onkﬁMn I\ Qtldi‘flf@rengs
After the tige of disclosure the trusted service can
i ssue FEH? di gllglt’réJB sﬁb@g tﬁul, starlle(i)gllhﬁler% Enﬁlregﬁgng 31ta|;]$ F@MPJA bgt after
key val ue r’ﬁe ’ﬁnﬂle Iegﬁeng Qfe%c%%ﬁgrnge te Qery|3¥ c%;reg OF]& fo\{he g\%ﬁc
[063] The tkg L_J’§$ %1 urésﬁfromgh% nPXse é)ejr € Tec! 15% lcaneac rnet
and pr OXi e (iﬁen\é teedmforrn%onq§whlc rtlleyo tameLéJ norta me 1 Ce

an
};plevgtjggﬁ2¥oﬁ re4lsa ow 1a ams%évmgtheactlon{z)f%puglé}reran arfsgx Ft |h§

Size and ¢ REPEFGPE TR b preeasirieXpoot pbe g i e
time. In tHPE % QW 0 a0 I\ POF{ORs AP 453 qebllg] Raipsg
access t he PPHTASH RsPorsire 1P %?““" 8 B D5 Piolter Vifes pyipclose at
2004/ 114197" W@z‘@a&l}"ﬁmw s aghepiorasionrad e ameed r"ne
ensuring t el mafeRipiedhio Ecibig e b dt suprienbtblpe e ¢
access t he eicptedfingepasipr aadtoey it piragipgiine §1- Aftime 'L tha erivej ke n
time. [064]Pecmicgrypilatie fydecgpihe BEFngtptshiniotmation. Aapps ficthegecipipnt X
t he publ i c o thperivaigleranikbsrecipfsatXidecarpts 47 infqypatien es.

Fi gur el0O@A | sFatecigientswhaedo nof haveguijne pocassebutiyésh pr@esathsigfarnitbi 2
time Ti, i thegieadleandimglire&ey mgBe puppliadin @vande ethe thistedagmyice on a
time at or tiadtedsthi@rdspigoioll ensid tfethe briyate key@nly fedomks. available
[ 065] | n FiafptthesgeciBAingnidsm3iBaid vexdpe providsdwaivan igterflidddck sner
10 and f oupoweBRkngif@ Bradplcdbatter) TR t@istédServia vGuli aSRAMNRe clbck and
trusted SepMirtehedidd withiihepiigie ke toB3é\isclbdatut Pt tinseNBE ke Qould
obt ai ns a pidatdcany k@ymeIvilable b8 shliRarl kS h&FbISBLNE GEivID
at some timg. before a specific time, Tl. The publisher
10 wajibes SOBRitdif kO bivEL kePiutl B pREaH bk DS H e s ol when
reci pients imstaredihto atcafput%r}@tgé tg 4 &mﬁu&ef’r QHt;Fxllal cloIﬂgrelngé'{m kla;ﬁanﬁol
10 encrypt %wén Iaﬁe Mfclgcﬁ(%gt f)eqrt}‘us@ﬁ]gn ger Br% e pc'ce@sq a?‘&ugféld time
obtain the se‘?Jng,& %LQtEcﬁgn Ik(gper &'19 glm igapclerég cate Fopa cnrrent

publisher 10 at any tine once ormation has been
encrypted. The recipients 31 rmy obtain the encrypted
information 15 at different
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times. [066] Figure 3B shows the sane publisher 10 and
recipients 31 as in Figure 3A but after tine Ti. The
wo eauprants 31 each obtain the private key 34 PCI/EP2004/050847
corresponding to the public key 32 of Figure 3A from
the trusted service 31. The rgcipients 31 can each
then decrypt the encrypted information 15 which they
obtained prior totinme Tl. [067] Figure 4 is a flow
di agram showi ng the actions of a publisher and a
single recipient. Figure 4 shows tinme, T, progressing
towards the bottom of the page with the specific tine
Tl shown in relation to the actions. At box 41 a
publ i sher obtains a public key for encrypting sone
i nformati on which the publisher wi shes to disclose at
or af tB10l t i nEheTisted sPhyice naap brive cgéne more ppentsyhiclsareqdsted ppgperform the
i nf or mat i opb efdigclasivathepriceygyt ed i n- formation i s made
avai | dblig 43ntafrstrepdipeneofths descAbed fpeshod 4nd system, fhe wisipd semite X
obt ai ns t heroviesrsgigitetdr chdh flageranetive. The kayd dre taBd @Slenhatd,
awai ti ng t imseefok IwhenAlfirst jublisherkéqpests £y for d spteificlat &Y imd)EICHITE S
avai | abl e ffated @@ yepbsia pglidph @te @y GEiyRttRdimb. MfaGdedil pubBhbr alsbl
box 46 t he regRad akéy@sittimeT1, 3in@ikéy Said il \RedRidithé Sdne pukRKeyad d
the recipi gBidedio BLENPuslistiras 3 Broviddd 10 Bt buBikher. [ 8]y, FOr
reci pi ent s oW oL nftHth: BPIRY Rir8Hhte Bifes RGEESSerelbll NOMdSKAart Rys
access the ark E}gagﬁ m;tdréa 'By tﬂétrustgd E\a@vwg l)r\{'tga@en@@:re@by@eﬁlgm y J)vg‘ﬁeads
the keyfry B B4R hiibiedcfh sAEMANGSank Yurlid iy fgrrew &8s the
Service on aysld P hRARS ISR coGRl tﬁerem'd&grt\{%% orfNSUre
that the prﬁcmgd%y gt){er Qlls%rl iﬁéz Y@l&e Q'Qa lis QIJBIﬁl[)t the

specific ti

i nt er nal rtra‘?}the corréspondm%vatengans t18 is ?d ¥he ths (Fs rwxgla{ E]a an

OI' xanp

gﬁ:jt € Ig[}573 T eT e ta%ll own ow i ﬁtra? TY}D e prvafe kglg Els tiya&m%td Leh ?bhche&y

di scl osedrg’%n de v&e rte ﬁéSpm gfo eachdatean tane¥orwhlchaﬁeyhas
aut omat i caP¥y™#! Ef"bne avai | abl e on the smart card when
the cl ock [meaglmed t he gi ven ti meECRYPBON KIS @RIVaTH KEY)
the privat g, key60Hd be provid ﬁ(ﬁ.‘?ﬂ..ﬁ..ﬁiﬁta storage
neans whi ch g . gﬁsﬁerted into conp reacts to
conput er' s AT Ral®2l ock to relledse th key at the
gi ven ti ne|23Anie2084 ¥PR nmust be a [{PustedWtl ne- keeper of
have acces s hgil Aod, (48t ed tine sv.er..... At ust ed

time-k r 1 cert

cur rerB | oS AT AR N
[070] The P‘F’b%‘i“ & 8" “§38?S\P o éShﬁ’aVP"'ﬁ%\R}‘é‘e S & BPIShEHPE AR Y
whi ch are {9 tfeewd ? EPFBTT R Creae eI Bt iS85 BE PR oy
the privat & editrn ‘ a qqndpubfifhpraqauegiy Adaefpria fime e 2pdfige
descri bed rfetmbt Ces:s?g%s &fepond qepalr g Stuesdhe 8RHS el the second
provi des akeiPHigp tbe sregnf prishere ipe Tghedrusied gprvice pyplisheiiol tRey s
are cr eat ediveinkesreofthrfdy pairsTiseeddt Bped2- when a first

publ i S8t r edrsesend erapodipapt bisdire adyantperetient £ nulglishgginatopdidlotuie ple,
T1, the t infrsrbatiqh whigr hgd avedyree distéigtedin jtreirnived fpmibefet iels key
pair for t ldiafosdptme T2 Thisganded>arvgl thppeblishesihfermingihstosted service
request s a thkahy pfivaes kel is i@ to bé disclbshr Aberkey pieilyunjgied t¢ a single us ed
and the sap®lipéHeipilidie yan distate iphivaGee) id ddcldshier weabed

pu bl i sher agecivpsmy ﬂﬁeﬂdlsjcldﬁlds thkg pikteat b fatmd tinﬂLMaisﬁdﬂcﬁfan be hdad
this way,
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only the exact nunber of key pairs for the tines
required is created. No redundant keys are created
wa@ee431492d by the trusted service or its ageneGI/EP2004/050847
t hereby reduci ng overheads. [072] More than one
publ i sher can safely use the,game public key for
encryption as the publishers only have the public key
and cannot therefore decrypt information encrypted by
anot her publisher using the sane public key. The
publ i shers cannot obtain the corresponding private
key until it is issued by the trusted service at the
specified tine. [073] The table shown bel ow
illustrates the private keys as they woul d be
publ i shed by the trusted service. One key is provided
for each dételidating the pubishef pidentighwhehingruddeyhe rgtsd selyicenat to
request ed. pibATEprivad K THRERWIR Fh@Ne KEda t¢ tRERIBIRGEitKESBublic 2 2
Apri | 2004 keyIOhe@atifigdGrom the trysted service, FRgAor@voddjire becurdh(QiBdiputed
16. 50 7LJ. nsingthe publickey.ifrélucn3 Apri |l 2004, 09. 00
JU9. . . [076] . . . Thet¥RihowndEowSsiraes RO Ddate kdyd as@dy would be published by
5TN....... the trusied\@VMe] 16 18 JecohdemBodsR e Qe tRR&OfliviEwef maybdhe
trusted sepiiideofddahn i e 4l ARy hd BSreduied RBEddh private
publ i sher N}%eﬁﬂﬂ&lmﬁﬁeﬁ:ﬂlslﬂﬂmmcﬁhreﬁtes a SpeCI fic t ime. A

first pUb| sher fray—t€4 I"“' \I(J.LC afrd—tHe
T2 and t he/™%st ed servi cPé)BHSE]Z:ﬁ es a ke O FHY
i ssues the| public key to the first pub KEYf 3

second pub|2k 8ié2004 Bf0est gPublisiee f or t heRTane..date and
time T2, zbﬁprﬁfoblﬁlo%d selhicR: ¢r eat es ar@econdskey

Pl and | BSissublie publ gulgy, of (he Sgiond ke pai |

to the secp I'me T2, the truste

service pu:?Pi“@ﬁ@g“ HeP-h t neblishsi} vat e key$Chf--+heP%key

pai rs creapedpd @4, tdooe T2euwisi875] The seemsnd..enbadi men

has the adyantages kgt a mme}ﬁher can |ghop. di sglosur
Bt o

of i nf orm Heh—has ali’eauy been—dtstrbuted—in

its en@fYpt el 2t srbpsinery vdich payibguseddy cophingéom ithghe secprde T2,
Thi s can béemémnet dssprivedpbovp thp fliftibhigon ofiths péypipden iy limijgdto 2 pre-
trust ed sedsfipedeudierch Atkeytppigmag pq oyepfgddor kips/T3ifas pyhlisher P gnd peublic

di scl osed. kgxdssuedveruklisker By Flieprivatg kegl fy jofrreedt ayailgblesiftprdgjingTs, to a
publ i sher , pieliding eddiencedi eripigngThid Fag beathdevad by thdv@stqd sarwicat e
key is di selcosagtharivapety fontihd 3 with a @bt kg biakg pangnlobewes-

di scl osur egefib kidiage @reaigientsaiil hblh Be Gadm@ndinig pvate Wy.passwor d
can beoissed Woxao@ABYEALY s RN ER2GOnAD €84 FivatdiBy faBM
val i dat i ng cdnh®@ntipalddids Gl e infGmatiehe b bd djstridae B tinéTEstid thCenblby@es

t he trust edrBmbitis G toBOdenekally disRbbkd dutSillt i@ gidWploMifd Rplls@Y of THNE
passwor d wal bRy fosist €ls dnQypich Rt Bl SR Plorddohdhg thAB

pu bl | C K e¥riv‘at9 kegr RﬂBﬁ%ﬁlﬁléy@e& @:ﬁﬂlﬁwagl firfe Gﬂex liﬂtgmgt ﬁ)&if%& @gl to transfer
Servi ce. ngn% Mﬁi‘ﬁeﬂ@.ﬁto § S&H Er@dp%r sgtloﬁrgc[ple}ayah@vq]wh 1s to
using the publiiCq Ke¥ed A Lashdibaddihe. [076] The table
shown Bgj ow ngetsﬁﬁugnaJes% it msnbpa;,hextadts@nbmyo%e ubLJHe@ Yo ys' d
be pu bl'i'sh ?d Kﬁ% a d&Cﬁ ent 1[‘ Hﬁ&leelq ”l%giuglls e?lO o&amsg uéx@fge?

enbodi ment from a truated serv1ce 36) [I'fxe\{ru eg serv10¥30 senys the publisher 10 a

certificate 20 which contains the T1 public key 32. The certificate 20 is signed with the
trusted service’s private key 26. The certificate 20 may also contain a password 50 for
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the publisher 10 to use if the publisher 10 wishes to withdraw the publication before



provided for each date and tinme for which a key has
been requested with each private key identified by

wo b@4putabt sher to which it relates. TI ME PUBLI BEHERP2004/050847
DECRYPTI ON KEY (PRI VATE KEY) 22 April 2004, 10.00

Publisher PRT8............ 7234 22 April 2004, 10.00
Publisher QTOR ............. BN7 25 April 2004, 14.00
Publisher A 90F ............. KK2 25 April 2004,

14.00. Publisher B YC3............ 6DW 25 April 2004,
14.00 Publisher CS8ES............ L4G 26 April 2004,
08.00 Publisher Z 160 .............. VAM [077] In a

third enbodi ment, which may be used in conbination
with the second enbodi nent descri bed above, the

di stribution of the private key is limted to a pre-
defi ned audirefice. A key pair may be created for tine
T3 for0fPUbl i ShzewblifRer dhaitinally chedks the sizkagye of tedsted sekviye 30 by using
publ i sher e riffedserpire satfiekek HyThe sibiink 1 exveyotethedsimbna il |with
after ti nme thd B} publio ke 32 pdulgngtiesh naggeddatahearite Of

reci pi psigs. ZAlicigiert Arvbthiss satdh@ppeddobihert Mot kbl SdbBEkr 10. The
service ergipiypilings dxdipleplohe\vdd goouk & YBM fihorksdd BEsorhdl wihé Hadtn 8
publ i ¢ key i pridatdd@ys53 Pidé IBM abditkiyéd SeR@ndDir€r grdd©fitio B Bhthorised to
audi ence Ohavk ks Pri1arbhtbgbry R idmdifBnd 0 h&& PARTACRE:s
private KeYocuhdkdB] For exanple, |BM enployees may all
be i sspgg W ke e SRNRiIpBE 3 168%iR sKeYT1oVate kd3M from the trusted
confi denti kb fle @BHESey F1is e,;c;}&sema&]é lﬁﬂ phb‘ﬁcﬁe 55ich

di stribut egor@stponhét(mﬁe ﬁpltlvgte La 0199{6% I‘IVQ ke;’ Ma ut is
not to be g?%asﬁé@o' erw mgle&ﬁst ﬂgﬁ&e% A oup of the
errpl oy{a Tlﬁ: revlhlent 1 rlvae 3 usm Igﬁ pnvate i(e 53 The
encrypted w 31ent 3 1 d§ the en pte? <§oc QI% Tﬁ, nvate ey 34 to
private key 1foyees ﬁ en

o d
cessoeﬁcé”é’e otr |nfor t|on

Intern [

cont 1 GERET ] 5 7. s BB upSy %’°§%‘i’fb“‘%‘ﬁ’fs§he%ilnd
which is t 8f its factopgretay sy e diimy Wi B 2 iR § n
the futureP™® "O"?t ot EPHfirerie ?rl"ﬁﬂlff%?‘er"%ﬁaté‘é‘mf AEENR o e
enmbodi ment red‘é‘?&* S|fis BEPLES s 2 P osd Asosialed &jth thegpulff kepesed fory
publ i sh a @ERTR A Peplhesgan vihdraw trejdisclospreof i fformefina pefopgghe
obt ai ns a Ticlopfsktp gveragy thaoerpripd infopmatign hap peerf reqgifgd Ay 4 ust ed
servi ce 30rcimpps- t rusted service 30 sends the publisher
10 a @it f Fedt ereenpion efthe eveient With secipipngs, aFlienigpditalion isk ey
32. The cereiikd teebtap, R@ypi ad lgingprredia. TWistnfay elipahe fgrp pitplaglin or
service's plientvigdagplikeign. 26. The certificate 20 nay al so
cont ai 1086 paSi\iiediaged 5Bterh s numbrhie uspUiipitiich e disclbfre binforSgiod if

t he publ i sligé¢ serikiBvewicadi@Softvare aptideiEieqwrrblae pyplithlobsC golvdradant/
bef ore WO 200 4ledd4olBehcids@hbiER200M £106 QBidnd, Duithlauctibrs,T#n dib-.

[ 080] The piushioh,sther 10 optionally checks the signature
of t he[0§7lj uSt e cendptbk LiistAGmbYeepdSatO@ ced hdtf chnlaldSBeREd as a means
service's pakidieg @Yot Subershid€a dodtbnt & NGen AR, LRGEMIRE Recfeh €
docunment  13.,\eddb dodubdGie whth PRt thne KBiMh isertifie® Sy theltitnBGhefe) AN
encry pk@ﬁj do QHJEE%%F the]pﬁzsent invention are typically implemented as computer program

products, comprising a set of program instructions for controlling a computer of
similar device. These instructions can be supplied preloaded into a system or recorded
on a storage medium such as a CD-ROM, or made available for downloading over a
network such as the Internet or 2 mobile telephoﬁe network.



[081] A recipient 31 obtains 52 the encrypted docunent
15 fromthe publisher 10. The recipient 31 in this
we@npladt s one of a group of |IBM authorised pRCEHEP2084/050847
who has an [|IBM private key 53. The | BM aut hori sed
personnel are a group who areg,authorised to have
access to a particular category of information and
docunent s whi ch includes docunent 11. [082] After
time Ti, the recipient 31 obtains 54 the Ti private
key 34 fromthe trusted service 30. The Ti private
key 34 is encrypted with the | BM public key 55 which
corresponds to the IBM private key 53. The encrypted
Tl private key 34 may optionally be provided in a
certificate fromthe trusted service 30. [0831 The
reci piet 31imgeremystagl moflificatibhs cpybp palt © the Gyee@y witwnt degarting e
| BM pr i vat &onkteascdpof thdfrgent invetippi ent 31 can t hen decrypt
the encrypted docunent 15 using the Tl private key 34
to access the docunent 11. [084] In this way, a
docunent can be distributed to a selected group of
reci pients ahead of its disclosure at a specified
date and tine. The distribution can be nade via the
public Internet or by other online or offline nmeans at
atinme to suit each of the recipients. As the
publ i sher has a password associated with the public
key used for encryption, the publisher can w thdraw
the disclosure of the information before the
di scl osure date even after the encrypted infornmation
has been received by the recipients. [085] For the
i npl enentation of the systemby the recipients, a
client application is required to obtain, decrypt and
| aunch nedia. This may be in the formof a plug-in or
client side application. [086] The disclosed system
has numerous uses in which the disclosure of
information is tine sensitive including software
updat e issues, corporate publications, governnent!
press rel eases to agencies, nmusic releases to radio
stations, Dutch auctions, filmdis- tribution, etc.
[0871 The concept of a trusted tine-keeper introduced
herein can al so be used as a neans of providing proof
of ownership of a docunent at a given tinme. A trusted
ti me-keeper can sign the docunent with the current
time which is certified by the tine-keeper. [088]
Aspects of the present invention are typically
i mpl enent ed as conputer program products, conprising
a set of programinstructions for controlling a
conmputer of simlar device. These instructions can be
supplied preloaded into a systemor recorded on a
storage nedi um such as a CD-ROM or nmde avail abl e for
downl oadi ng over a network such as the Internet or a
nobi | e tel ephone network. WO 2004/ 114197
PCT/ EP2004/ 050847 12



[089] Inprovenents and nodifications can be nade to
the foregoing without departing fromthe scope of the
w@e@gant197 nventi on. WO 2004/ 114197 PCT/ EP2004/ PED8EH04/050847
13 Cdains [001] A nethod for controlling the
disclosure time of informatiqn by a publisher (10) to
one or nore recipients (31) conprising: a trusted body
(30) generating an asymetrical key pair for a
specified date and tine of disclosure with an
encryption key (32) and a decryption key (34); the
trusted body (30) providing a digital certificate
(20) signed with a private key (26) of the trusted
body (30) providing the publisher (10) with the
encryption key (32) prior to the specified date and
time; the publisher (10) us('jmhﬁshe encrypti on key (32)
to enc t data i ent
t he eneé(}rll pt edko:io(ljzﬁgc oil:; e s(‘i(ﬁget{meof fo tﬁn gzp:bpéjm
nmeking the dec f re S pnsm a e e
reci pi ent (3175 ’fan eypa“ °r i 8&“&3’?8’““ ‘asc]f’ﬁurﬁé’mhaf‘OOZ]
A nmethod as cF“éﬁy*?’?ﬁ“d‘eX )E’fié FepRyfion KiH&P:dle usEhe e e
(31) verifi esYgHeedicyHaP ﬂ?‘édm b omivagiy H e i fied oty GO
certificate (POJuRi¢ W"‘tS‘I‘?é(“B ot W?""Ryé%i’nbeﬁ(%?é"rforﬂtﬁéﬁe%‘%fd
body (30). [ &rtr3ndtime:hepyilsher 4@ uiinedie rsgptiorker P24 forgpeprigita
cl ai m 2, wher @Pkhqreriiers Ferohipritedhs erewiieddgp(ls);and the tpted pady
key and the dE&myknsithsdeciirtipn 8@ ayaidpblg to the fegiAneB R Bpe i N a
publ i ¢ key i nspedfieqdterdétare. [004] A nethod as cl ai ned
I n anyl0@he of Aglthadpwlained igci@m 1, whegiahepuifither Ay vadesit siboay
(30) cr eat es (2ann tisdjgntedtificaedl0) Widyhe palickefodihe tasiglpeaig (30 ed
dat e al@l t i meAcrhdesThined if 1w e clapbihesines endrybdn key[(D05]
A nmet hod as cbwaiidrgdnd iR daRytionke (30fis dphate pdy @Q@elidigy in-
cl ai ms, whererrdktie trusted body (30) generates one
key pa[iotr4] for Am‘Btﬁﬁ@d cfaindin ﬁjﬁtnﬁ oﬁﬁdﬂsﬂioﬁﬁvher&ﬂ%&lsteﬁ\bmtszOd
as clai med i Nc@RyaneR@mdafcal Gdy Bdid¥8: 2 dpeditRd dhte 210RE BlddnabdIBm 2
trusted body (3f)er@enerates one or nore key pairs for
a specjodsi ed datin@adiafded T any 2 DEKeRleleMEl: Riml SMreid@YrmRal
for each of abd&if&é)@énér&t&orgf(ey m& We@da(elrgxlme [ 0071 A
met h0d0@§ cl al[&%tﬁod'aﬂ]aﬁde(ﬁh% eomgt{ @lola V%Q&xhﬂlecgustetdlgtﬁy 855‘3
or nore pUbl I Eé;ge{té on(e a'rQ:)ore kg%§rs %r &%%XX%tQanﬁ tﬁrg gerlen%tﬁlléggewby
the trusted by 09 irtor 91;1 %gg gmﬂep |scI osure of
the de[ﬁé' ¥pt i on metﬁ(;éascl' ri)ed mlt here1 onaeso 1r(1:o|reap|ub1 erse 6}
. PLE % g

any one of t h
decr y pt i on k %Xdia 4561 gsuecj b?l lhe ste or preveBti.nﬁ d1sci(()sure of

55 | SRR ‘34 31 th th di
5 S I s e
[009] A syst eFﬁyf%W eécéyﬁrf‘?‘i‘}?‘laﬂ’? KeHY) i O BigtES Y Vipdre o f

i nfoornation cEWPPTREIeRE ey G ‘ﬁb@ﬁ@?de B84 r ust ed

body (88); an”&% Ting|the Rigapsyrdimp offryrmaionsprRpatiTe e d
dat él ( ; publisher (10); a trusted body l(%?)})) ﬁymmetncal key pair for a specified date

oo 8—/:
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and time of disclosure with an encryption key (32) and a decryption key (34); a
digital certificate (20) signed with a private key (26) of the trusted body (30)
providing the publisher (10) with the encryption key (32) prior to the specified
date and time; and means for making the decryption key (34) available at the
specified date and time.



and tinme of disclosure with an encryption key (32) and
a decryption key (34); a digital certificate (20)
wGer@natiwi th a private key (26) of the trustedP@DER2004/050847
(30) providing the publisher (10) with the encryption
key (32) prior to the specifijgd date and tine; and
nmeans for making the decryption key (34) avail abl e at
the specified date and tine. WO 2004/114197
PCT/ EP2004/ 050847 14 [010] A systemas clained in
claim9, including one or nore recipients (31) wth
means for obtaining data (15) encrypted with the
encryption key (32) fromthe publisher (10) prior to
the specified date and time and nmeans for obtaining
the decryption key (34) at or after the specified
dat e aliflt i nme s s{sEn 3s|claimedsiy dgina dringluding prg oy reoek riciniery () wh9 or
cl ai m 10, whemesyfortopiniggaptz (1 progitted witttiR)endrmiddn ki €33) from khe
speci fi ed dat eublshe (10)prie to tie pecif@hdyeyitimemd keys fyr glitdindng the
(32), and t hedwawten ley G4 bier afterithy speadfdd hehd ipd0) . [ 012] A
syst eniodd cl aihRBEn kstlazadin GNe9 @ blaid 1@ iwhesin®he ba@ifitade, (20) includes
wher ei n t he emespydiicd @R ald @ie, thé BayptidnSeyaralipl{ir), hd thk Riyhe arid
the decrypti onusk@npay(@4) is a private key in a public
key i pfa ast r UGHsih & cla@dlidduy dhe SR S wheled d B Py iba BNY
one of cl ai s (39) i Qukidkey 110 BE @Lrfbtibn k6 () s BprarHefigh Sibils RY
pair for a spegidied date and tinme. [014] A system as
cl ai neng!l n anXsﬁQﬁasQ:fmchllﬁinmegfcfaiQ)sg-tgiZ m@fnﬁie@lsta%feﬁeyl S
a plurality ofu RUllishft Satdd) and one or nore
pal rs FOQL‘I a pr@}%!eltl las%gur :gl alggfcf;dﬁng?to 123wheglnfthfer§ [ rali
pair for each Bl ol ¥ ygim MRl DL Sk
the SpeCI fi ed gsgltk%y;%uv\goreachnﬁhe aca%lry fpubhs?_]xx‘s(ji errt@ Femﬁed

erein e pluraltty of

clainmed in cl
ublishers (1 S 20 S e
{Jr ust e@ E)Od)(/ %é}ﬁ ]asclalmecpmaaun\/\%?v%erg a)ch(l;f% Lf a(ii1ty0 puglr])ﬁré(10)
péeveﬁgla leC ,?sugr?&

decryption ke .? is("’:“i W% ‘f
one claims 9 %{’8" ®in the decryption key (34)
is encPPbted RFH 5c ‘H’B‘? ip gy ;}“(“5"5 BaneEren i ‘i?cryp“m‘ key'34)
recipients (3 Tfncwtfdﬁ"“f‘ HRdle b 5o} Bkl refpifi (36}‘1‘"\?5‘? &rkey
(53) can obt affFPotRerPHETEY Y P ﬁbtweélg? deegrienkey G7] A
syst enPHs cl armsE™ pyslaipedin ghee efclaipp Y i Wigrep de tpgted body (30)
wher ei n t he t pageedrosee)s {IBeY on bppallof gausipd bodid?le agent s
who ackishn behatsen esfclaimein dlainy ¥t whekeib epchgen(f@ Ol trusfedb@] (G0N a
system as cl abwmserrd havinglamipteral cfock fpspeoridingtheglprryaiipe ety Ghara
the trusted bedyenf30) is a smart card having an
i nt er n@191 cl oc k sfsen asphiowd iginn gre tiligimel Boy WP Piheramthkiayted bRl §30)
to a recipi eRtcedsPleby the ibiBHer (A0) Sid St @EPIGS (30) vidiak@GhuhidticANY
one of clai menebdit 0 18, wherein the trusted body (30)
IS accessi bl e Aliginddi® cdateting 18d 1B El0s(rd fhe oBifrekmbtildLbyla@ebliadr @O S
(31) via a compsad rEoQ)ﬁnts (31) comprising: a trusted body (30) generating an
asymmetrical key pair for a specified date and time of disclosure with an
encryption key (32) and a decryption key (34); the trusted body (30) providing
the publisher (10) with the encryption key (32) prior to the specified date and
time; the publisher (10) using the encryption key (32) to encrypt data (15); the
recipient (31) obtaining the encrypted data (15); and the trusted body (30)
making the decryption key (34) available to the recipient (31) at the specified



network. [020] A method for controlling the disclosure
time of information by a publisher (10) to one or
woreroe/ 11461 pi ents (31) conprising: a trusted boRGT/EBDD4/050847
generating an asynmetrical key pair for a specified
date and tinme of disclosure yWth an encryption key
(32) and a decryption key (34); the trusted body (30)
providing the publisher (10) with the encryption key
(32) prior to the specified date and tine; the
publ i sher (10) using the encryption key (32) to
encrypt data (15); the recipient (31) obtaining the
encrypted data (15); and the trusted body (30) rmaking
the decryption key (34) available to the recipient
(31) at the specified WO 2004/ 114197 PCT/ EP2004/ 050847
15 date and t9aiyend i whegsin the trisied fofn (X gepbratseedy or (191Q key pairs for
gener at es oneaspifipigrteaniigng, eormiating a fegikey peir fogesh o2 plarlitibht e
and tinme, genebiatesi@). a new key pair for each of a
pl uralio2lly of A peiphksshierdin dain{d0, whE@iRdth ofe pinsdity ofhutgishers (10)
cl ai med i n cl @i 4paRhrd FUeshd ibythea@gdd bl (30) i piee@ing disylosat of
publ i shers ( 16)decrfptih kg (A3 vyadifkd §aR@9d tinG StiRelpublighet (R
trust qeb2pody £ 36od hsQhimpieNE@fM0io N Ghinth1 SehbaSid Rorfplion kiylE) is
decrypti on Kehcrfpdd yitf@tblicke(s3 Gd birpetipihat @1) aticthd chrtBorddy
that publ i shegiveh@) s3) LQ ek e addBiBody @9. cl ai med in
_C | ai m [% or C (%mimteg grogrm%ﬁlﬁtl dﬂecﬁyh&adagg fnfoYHe toleRR mgrﬁjyy o@ 234)
I's encrypte dd1 pﬁerﬁ%ﬂéﬂ% s&t%)(re c(o m@pgr [Qltﬂjrr)ﬁng the steps of
reci pl ents ( 3;1 onWafthl 1B@to 9191% & SSHRONAY BGiuct B uh Mrﬁatc@n er
(53) 6@y Obt kbl fioHRGHYRL L0 1 %é{m& ale g
conmputer: pr Og{m@n%zF r)y apM)?gher Oj’tf &L ¥no € 93@1 t% (ﬁ) Jorgghgng zn'ﬁsted

I nter nal Men eneratm yInetri a?ke mr?ora em%r[pdtate and
sof t ware code ﬁ§

th
any one of C|¢£%§§ %ﬁifcw% %;%%d nmﬁwyéﬁ%éﬁig

i 1By &
is run on a c% RpViding gy icate dﬂl 3 private key (

di stributing 5§ PrE &% ll%f%Pb‘ e %ﬁ“eﬁwgfq%Eﬁ?%mr
tinme of in- fBFAEETEHBH é\mEp%R“F‘*g‘ﬁ'ié TR PEEIREIGP ©
nore reci pi entSYR (1% B eaiHpoteiging asrapR gyt o)
gener at i ng an™&&PRtrt0 pakiag thadespption ko Chigpailahle fheascipip @1)
date and ti mea8fsrecifedrgétire with an encryption key
(32) and a decryption key (34); the trusted body (30)
providing a digital certificate (20) signed with a
private key (26) of the trusted body (30) providing

t he publisher (10) with the encryption key (32) prior
to the specified date and tine; the publisher (10)
using the encryption key (32) to encrypt data (15);
the recipient (31) obtaining the encrypted data (15);
and the trusted body (30) naking the decryption key
(34) available to the recipient (31) at the specified
date and tine.




