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| Data storage device using two types of storage

medi um Sunmary of the invention 5 The present

use of tuo data storage media of difierent types. o
oy e oeryon 2% o e Fevre o a A

Dlafs 8fadle bGiRs usithwibiibBalof RESr8He nddbircat i on +159150%
PCI/ SQU07 00029 1 niroduced the concept of a data

or e sy e 1 s v htind S R

on-vol ati|e.solid state (i.e. integrated . .
&mm@%@%%&@ﬂy devi ce, such as a flash nmenory. co00e2
The first such 15 devices, launched in | ate February
2000 had a capacity of 8MB, and nuch higher
capacities are available now In parallel to this,
Thepreberd invantionapiales tpa aatarsturage dbeicd whistk makes use of two
technol ogy, and portable data storage devices of at
baessto fldidSF differam@typisai | abl e, 20 having a size
conparable to the solid-state portabl e data storage
devi ces discussed above. 2 Summary of the invention
The present invention ains to provide a new and useful
g%tg fohﬁ&%‘??héj?n‘oe%ﬁona”d al gorithns perfornmed by such

LIAAZ]

Great developments have been underway in recent years in the field of data
storage devices. The seminal patent application PCT/SG00/00029 introduced
the concept of a data storage device which includes a housing having an
integral USB plug and within the housing a non-volatile solid state (i.e.
integrated circuit-type) memory device, such as a flash memory. The first such
devices, launched in late February 2000 had a capacity of 8MB, and much

higher capacities are available now.

In parallel to this, there has been rapid improvement in hard disk technology,
and portable data storage devices of at least several GB are now available,
having a size comparable to the solid-state portable data storage devices

discussed above.
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5 1n general terns, the present invention proposes

that a data storage device includes two data storage
nmedi a: both a hard disk and a non-volatile solid state
menory device. Data received by the data storage

device for storage is stored sboth in the hard disk

and the non-volatile solid state nenory device. Since
gnﬁqrﬁggﬂ%tﬁe%\;g@gﬁ is duplicated, if a problemarises

' Tevi a fromone of the storage nedia,
the data can be retrieved fromthe other. Note that

hard di sks and non-volatile solid state nenory devices
are vulnerable, to different sorts of environnental i
dhpdgesentripentionaimsitgrigudaa new andsedulfpta starage device,
invention is | ess vul nerable than to danmage than a

dad algarithmgepettorined byusuciga devigea si ngl e data storage
medium This is because in the data storage device
proposed by the invention the data has a greater

i kelihood of survival in at |east one of the two
?@%@néﬁai’fé‘?ﬁ%, f@@h%gfamygﬁt@ghﬁpgsgﬁﬁﬁﬁ Q.@M{acﬁofagyef gt%]vdce

ohnection to s it using read

| C ) r . Vel
bichles G o o8 BEARE LB G ARG & bR ghithe S sate
commands the host generates and transm,ts to the data
Bl Ay IanAh. (i asOaed By de SAtHOT e Ies fRitsiorage 1 Htored
this case, the host does not have to "know' that the
bathaini the dand diskaandsther raevolatile: soliddstate mepary dewicg. Since the
storage nedia. In response to a wite command, the

datastetagenigad ujdicateel, vird preblerh laeisdawitht retrieniriy taka fdanaone of
storage nedia. In the case of a standard read

the storage media, the data can be retrieved from the other.

Note that hard disks and non-volatile solid state memory devices are vulnerable
to different sorts of environmental damage. Thus, data storage device according
to the invention is less vulnerable than to damage than a data storage device
using only a single data storage medium. This is because in the data storage
device proposed by the invention the data has a greater likelihood of survival in

at least one of the two data storage media.

The data storage device is for connection to a host which controls it using read
and write commands, for example according to first driver stored and run in the
host. The write and read commands the host generates and transmits to the
data storage device may be in a conventional format. In this case, the host does

not have to “know” that the data it sends for storage is stored in duplicate
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command, the data storage device retrieves the data
fromone of the hard disk, and sends it to the host.
5 However, in the case that there is a need to
retrieve the data fromthe flash nenory, the data
storage device can be used inszconbination with second
driver software (e.g. running on a different host to

rg&? Hb%l&) %H@Q Q?ﬁ @rflﬂfgltéj Eifﬁ\?rfarr{é}ﬁ]trtl%%ﬁe Eéjqé‘érir%\pce_ writes
b, %ﬁ@osg@%e&[ﬁ% fruB9% S Jrtle 288 bﬁ%‘ﬁaﬁﬂ% read

|nstruct a read operation fromthe flash neno

FRRYR2RM, dhe dRta steErge devre ratrevemine datgfeye Wfdee mayd disk,
be arranged only to inplenent the special read 15
andrsends itdodheé dhedt.t hat a security procedure is

conplied with. For exanple, a password verification

oper ati on may be required. Brief description of the

drawi ngs 20 An enbodi ment of the invention will now be
fey “ee"?ﬂﬁﬁ%vf‘%%%ﬁ"‘éﬁ?fgﬁ%aﬁ*ﬁ@“ﬁfet@"*“?‘.‘i"aéffg““’%”ﬁ%“

o Ui da3 ofoBH AR ta BE BEAI8 st liarilih seggnd arver
g%ﬁ%"&”(% & b BRLATigh e D20 Foale evie s
connected at that time) to retrieve the data from the flash memory. This second
driver software may be arranged to generate read commands in a special
format which instruct a read operation from the flash memory, instead of the

hard disk.
The data storage device may be arranged only to implement the special read
commands provided that a security procedure is complied with. For example, a

password verification operation may be required.

Brief description of the drawings

An embodiment of the invention will now be described for the sake of example
only with reference to the following figures in which:

Fig. 1 is a schematic block diagram of the embodiment of the invention;
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5 Detailed description of the drawings Referring to
Fig. 1, an enbodi nent of the present invention is a
data storage device shown having a housing 1, and a
USB interface 3 (such as a USB plug but possibly
including a USB interface intggrated circuit) fixed to
the housing 1. 10 The USB interface 3 is for

CouT R e e s 2B ok 2, {4964 Segram
oL P B DT BT A ot

menory 7 and a hard disk 8. The housing 1 is
preferably small enough for the data storage device to
be easily portable, such as in a user's pocket. The
housing 15 nmay indeed be small enough to be hidden
within the closed fist of a user. The hard disk 8 is a
Detatipdeddseription ofltiikddwings . in the sense of being in
the class of hard disk drivers which are external to
the host system Additionally, the hard disk 8 of the
enbodi ment is optionally renovable fromthe housing 1.

R0 BE G il g N e b
B b S s TS S a8 .5 U

disk 8 is generall resent during initialization of
bubposkibly ingludinga és& ipterfape imegratesmineutbiixashtoptherhaysing 1.
between the controller 5 and the flash nenory 7 and

The UBB dnteifake 3 is fiord careection o armsb(sunbras d&G), ks dy plugging
and control lines. Between the controller 5 and the

e OSH slagdntosa S6ckeof tHeREstMITHhE USBINtBFaéd 3 is in communication

with a controller 5. The controller 5 itself is communication with a flash memory
7 and a hard disk 8. The housing 1 is preferably small enough for the data
storage device to be easily portable, such as in a user's pocket. The housing

may indeed be small enough to be hidden within the closed fist of a user.

The hard disk 8 is a “removable hard disk drive”, in the sense of being in the
class of hard disk drivers which are external to the host system. Additionally, the
hard disk 8 of the embodiment is optionally removable from the housing 1. This
permits the hard disk 8 to be replaced if it is full. Indeed, the hard disk 8 may be
one of a plurality of different hard disks which can be inserted into the housing
when required. The hard disk 8 is generally present during initialization of the

data storage device.
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SDI O (secure digital input/output) interface which
supports a 4-bit data bus, but 5 in alternative
enbodi ments the interface may be any ot her nedia
interface, such as an IDE (integrated drive

el ectronics) interface. The egbodinent is used in
conjunction with first driver software running on a

p‘lﬂrégct Wﬂhﬁﬁ‘wgﬁ&? 8t béﬁ@é’erﬁgﬂe &f( tfciief STHRR e fla-EF\ rﬁemory 7 and

rrver So tvvare may 1 e a conventiona

(s GG E ARG ot o B hot® BaRPB e » 0 £OFRE! ey
B TBIBEERS o B e s ol
data fromthe hard disk 8 and transmtting to the

REHO. (seowre, digialfinputioutpetd interface whichdsuppartssa fithibdataibus, but

concerned, the enbodi nent functions identically 15 to

n ixltmwativ@émb@ﬂimergts thentedacdlavesMes any othefahadiatinteriaee,
device of the invention may al so be operated by a

sa&aead a%QDEO(mt@bfétSH dfFlQétél\@étR)rﬁé’s)ﬁ’t%ﬁﬁéet he data which

Is in the flash“™nmenory 7. The second driver software
has capacity to generate a read command which is 20 in
a different format fromthe read command generated by

TBE cupb et et et ioB s E dpar sifwarRdupRiagipn a
menory 7, and to transmt that data qut the data
BP%fr\aé'éhWeS reae apd vrite Icoaimands, i irst grivar wﬁ\gare may

operation. The second driver software may optionally

takepa conviartional fammn. Asndedenbed helamgheéidata sthragedevice reacts to
software, or 6 alternatively be on a different host
Weitevbosimadnt M Rfithgeata sentdfedinelké adseto Bdththe flash memory 7
and the hard disk 8. The data storage device reacts to a read command by
reading data from the hard disk 8 and transmitting to the host. Thus, as far as

conventional driver software is concerned, the embodiment functions identically

to a known data storage device.

However, the data storage device of the invention may also be operated by a
second set of driver software to access the data which is in the flash memory 7.
The second driver software has capacity to generate a read command which is
in a different format from the read command generated by the first driver
software, and which the controller 5 recognizes as a command to read data out
of the flash memory 7, and to transmit that data out the data storage device.
The controller 5 then performs this operation. The second driver software may

optionally be provided on the same host as the first driver software, or
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time. The second driver software nmakes it possible to
extract stored data even if the hard disk drive 8 is
damaged. Thus, if the data storage device is placed in
an environnent in which the hard disk 8 is danaged,
the data it stores nmay be 5 regtrieved fromthe flash
menory 7 if the flash nenory 7 is undamaged. O

SR nRivel dbet 88 a htgffé’reﬂi ﬁgstftﬁie\ﬁr? Fﬁ?ﬁé’@mb%dlrﬁgms%hh@%ﬂgg at that

I'S renov ata 1n ash nenory may C

i Jhﬁ%&%%ﬁévcv{r#str Sl Rk BPIIR I e 31588 Hata even i
Simlarly, if the hard 10_disk 8 is replaced with a
ﬂlﬁ/\h%’lda‘ﬁﬁk HEVel 84p slemagest, Tougalf ngﬁ data sterpaedevies splaced in

does not store data duplicating what is already stored
an anvgofmesih imwhishyth@ hard diski 8 Iscdarpaged, thewsta it storeesmnay be
situations arise because of a user's action, and so

rdteievse from the fishawenry Taf thehftasthahenting 7dsl undaimaged.
flash menory does not duplicate the data on the hard
di sk 8. Accordingly, in either case, the user will 15
know not to rely on the backup provided by the flash

fi t

Si3bufr ok M 8 AP0 00ER el B e
%aﬁ% 2. Th |n|t|al cti nofth?él orithmis

We”ﬁf?'éj may)ch aﬂﬂ% egheeRxprvtte @%‘w"@épﬁﬂd'”g
initialization process is perfornmed 20 in which the
ebanges beingimade tatherdath steredi arkthe hardedisk §, Sianitarlyn i the hard
flash device (step 2). Wen the device receives a
diskrBisdreplacesitwith 8 new blaak haed diski then olbaithhthe néw hard disk
command is a wite command, a command to read data
tbesmbbetore daka duplatifg what is already stored in the flash memory 7. In
either case, however, these situations arise because of a user’s action, and so
the user will be aware that the data stored in the flash memory does not
duplicate the data on the hard disk 8. Accordingly, in either case, the user will

know not to rely on the backup provided by the flash disk 7.

We now turn to a discussion of the algorithm performed by the data storage
device, with reference to Fig. 2. The initial section of the algorithm is shown in
Fig. 2(a). When the device is powered up an initialization process is performed
in which the device initializes the hard disk 7 (step 1), and the flash device (step

2).

When the device receives a command, in step 3 it then determines whether the

command is a write command, a command to read data from the flash 7, or a
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command to read data fromthe hard disk 8. The default
for the read operation is that the data will be read
fromthe hard disk 8 so a read command which arrives
wi t hout containing a marker indicating that it refers
to the flash 7, is treated ag a read command in
respect of the hard disk 8. 5 If step 3 determ nes

[ : 0 :
pEfmAME] B89 RS RRTIRS atdbuisl, BOTRE YO {oF &t i Poperation
hysigal ;address in the hard dj sk, .8._caorrespondi ng.tq.
Rt il 1R T2 oA e B et skt 5F ALtrBRnsinagghicn
command, In step 5 the controller 5 uses the contraol _ .
BI1ives withput eentaining Ruadkerdndigating,thad itdefars fe theflasie?, is
hard disk 8 to transmit to the controller the data at
treated ahgageadicoauhares in respdct dfdhe thaed diskt8.0l | er 5
transfers data received fromthe hard disk 8 over the

data bus to the external host through the USB
interface 3. In step 6 it tests whether this process

iSst&R BRiRbFninks tﬁ;é’(ttg% 'éé?éi\%ﬁ bgh‘\?ﬁaﬁd“% a Eéﬁﬂﬁr&to read data

process I n step oops back to step 6. en the

HEELE P b stef TR cBIckRuBF RS plfsicBIPPERT Rilng pard disk
B oo B i  CSGE A el B S o
received command is a coonmand to wite data, the 20

cemmand 48 stap b dhe pentrallariSousast thereondo bines and thexdatai bus 9 to
Fig. 2(b). In step 9 the data in the conmand is stored

isend arcgnmaad to the hardulisk tBeto transseititoethiel gortmliehthe data at that
menories 7, 8. The command portion of the wite
pAYEBACaddress, dritethehith controller 5 transfers data received from the
hard disk 8 over the data bus to the external host through the USB interface 3.
In step 6 it tests whether this process is complete. If not, it continues the
transfer process in step 7, and loops back to step 6. When the determination in
step 6 is positive, the method passes to step 8 in which it waits for a new

command. When that new command it received, the method passes again to

step 3.

If step 3 determines that the received command is a command to write data, the
method passes to the portion of the algorithm shown in Fig. 2(b). In step 9 the
data in the command is stored in a register, to be written subsequently to the
memories 7, 8. The command portion of the write command (i.e. the write
command minus the data to be written) is stored separately, for subsequent use

in determining where the data should be written.
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command m nus the data to be witten) is stored
separately, for subsequent use in determ ning where
the data should be witten. 8 In step 10, the physica
address in the flash nenory 7 corresponding to a

| ogi cal address in the wite gommand is calculated. In
step 11, the physical address in the hard disk 8
corresponding to the sane | ogical address is 5
calculated. In step 12, the controller 5 sends a

onna i ng the control to bot

FERIER)fo, 156, ARy RS AREE In e b hmER, qq"qsaoeﬁ'&péoa
data. Then controller 5 in step 13 wites 512 byt

In0ical @ddress indbewrie copynandthis ¢aiaylatesl. Inystep Théh?’ IP§¥ﬁ03|
menory 7 and the hard disk 8. In step 14, the

addtasslih ¢he bardcedisk Mmtdmondtng‘@stha@amlmgical Bddtess is
data specified by the wite command to the 10 nmenory

darcukasd. 1n step 12, thetcontivllat 8ehls bheoramaadwsing thé control lines
process continues, and the nmethod | oops back to step

Mbot‘?ﬁthé‘%@h@ﬁeﬁﬁﬁy #inartHE Makd Ak @lr%ir@lﬁtlﬂéllt'té store data. Then

pOSItIVG t evvrltlng process 1S COITp et e,

i S S LU S 0P
RN TR E RN SRR L

driver software), then it passes to the section of

wihethargbhas Rewsieohall the fatg spyaified bythe wiite eammandda the

step 16 the controller 9 determ nes whether the read

ocwmanydevices 1,d:df net; iraste psikEctinel data writingrprocess contifues, and

as a password. If not, the read 20 operation fails,

?’h@nfektﬁ)wl%bbg%aéﬂﬁé e P4 kAS S8obm Es thé ApterAMatiiinlstep 14 is
e

positive, the writing process is complete, the method passes back to the section

of the flow diagram shown in Fig. 2(a).

If step 3 determines that the received command is a command to read data
from the flash memory 7 (i.e. a command generated by the second driver
software), then it passes to the section of the algorithm shown in Fig. 2(c). In a
verification step 16 the controller 9 determines whether the read command
included certain security information, such as a password. If not, the read
operation fails, and the method passes back to Fig. 2(a). Optionally, the
password may be stored in a reserved area of the flash memory 7 itself.

Alternatively, the password may be stored in the host.
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password nmay be stored in a reserved area of the flash
menory 7 itself. Alternatively, the password may be
stored in the host. 9 |If the verification step 16 is
positive, then in step 17 the controller 5 calcul ates
t he physical address in the flpash menory. In step 18

the controller 5 uses the control |ines and data bus
I
ﬁﬁﬁ? v@ﬂf‘é&ltéﬂa §th Jer e|§§>f6ts fh3én |ﬁ ts?%rflﬁ‘zr'?ﬁ cbnﬁolfjé?'tfcél:ulates

ﬂmﬁhf%gﬁt' ﬁ%sis{"nﬁn??kaﬁﬁﬁu%ﬂt{vﬁir'me "1 Sefttolier Byses the
step 19, the controller 5 determ nes whether all the
P@qu@slt”@é ainsk datp pispbtonconfegl the flashy Bemery tpdeansmit the data at

operation term nates, and the nethod | oops back to the
theat tphysicaf addlresalt@thé contralleobrusimg fiegdata(lals, and then the
O herwi se, the data transfer procedure continues (step

3Ohtrolle? @iragsraines the @atatteRhd HostléuthhidigatheWSB ivterface 3. In
S|ngle enbodi nent of the invention has been descri bed

f@tt contiBiier & aéfe?ﬁw'lr%éswﬁ%t?\gggﬁ thedF&yudstdy Bﬁfa{}l?‘aes  been

pe oﬁéthelnventlon as w clear to a s

f?ﬁ*‘-jﬁﬁ 5o o R oo T G o RS % e

. d di
giaé:t)lonao#1 t%[a aIchJrlsth'm shown in Fig. 2(a). Otherwise, the data transfer

procedure continues (step 20), looping back to step 19.

Although only a single embodiment of the invention has been described in
detail, many variations are possible within the scope of the invention as will be

clear to a skilled reader.
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(iii) a non-volatile solid state nenory device, and
(iv) a controller in comunication with the interface,
with the hard disk and with the non-volatile solid
state nenory device, the controller being arranged: 10
(i) upon receiving a wite cofgrand, to wite data
associated wwth the wite command into both the hard
.I§i sand the non-volatile solid state menory devi ce,
pon receiving a read conmand, to obtain data
selectively fromthe hard disk or the non-volatile
solid state nenory, and to transmt the data out of
15 the data storage,. device through the interface. 2. A
dat a &Qﬁtaééo@éﬁid%é"%%ﬁﬂmﬂgg'{o any preceding claim
in which the controller is arranged, upon receiving a
read ¢ipananieérface fafetaemmiunéatingwithha hoskad command
whet her the read command relates to the hard di sk or
the ng-a Ré&rdvdisiati | e storage device. 3. A data storage
devi ce according to claim2 in which, upon determ ning

t hat gﬁ)ea h%ﬁﬁ/o?é’(ﬁgaﬂd Efété‘f'rfeng& deificdiYiigvol at il e

st orage devi ce, contro is arranged to

0 4 P BoRREHE R RUBEGEHIGH MAn PR Thebaen GBE8 DGR aiok
fgr@gm.t he interface i ? in accordance with pre-stored

dith thei nansyolatiesiolid statg ragamerk 88Yisge devi ce

according to claim1, claim2 or claim3 in which
the controller being arranged:

(i) upon receiving a write command, to write data associated with the
write command into both the hard disk and the non-volatile solid state memory
device,

(ii) upon receiving a read command, to obtain data selectively from the
hard disk or the non-volatile solid state memory, and to transmit the data out of

the data storage device through the interface.

2. A data storage device according to any preceding claim in which the
controller is arranged, upon receiving a read command, to determine from the
read command whether the read command relates to the hard disk or the non-

volatile storage device.

3. A data storage device according to claim 2 in which, upon determining
that the read command relates to the non-volatile storage device, the controller

is arranged to initiate a security procedure in which the controller verifies
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5 the hard disk is renovable fromthe data storage
device. 5. A nethod of retrieving data froma data
storage device according to any preceding claim the
nmet hod i ncl udi ng establishing el ectronic comruni cation
between the data storage devige and a host, and the
host transmtting 10 commands to the data storage

(RS P D8 BBy B U Horggon i

data, to,the .ostfthrPu h the interface. 6. A nethod
RE&:S1OfeR, §ECW Y fOR8UOMy t her i ncl uding a step of the

host 15 perform ng a security procedure in relation to
the data storage device prior to the data storage
device transmtting the data to the host. 7. A nethod
dccor A dajatstorabeaidavice acosindiop to ledaimet, wlaitry 2 or claémiud @ which
enpl oys a password. 20

the hard disk is removable from the data storage device.

5. A method of retrieving data from a data storage device according to any
preceding claim, the method including establishing electronic communication
between the data storage device and a host, and the host transmitting
commands to the data storage device to cause the host to obtain data from the
non-volatile solid state memory, and to transmit the data to the host through the

interface.

6. A method according to claim 5 further including a step of the host
performing a security procedure in relation to the data storage device prior to

the data storage device transmitting the data to the host.

7. A method according to claim 6 in which the security procedure employs a

password.



