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1 Method And System For User Authentication FIELD
OF INVENTION 5 The present invention relates broadly
to a method and system for uder authentication.
BACKGROUND 10 Conputer accessi bl e application
prograns are susceptible to unauthorized access.
Typically, the login interface of such prograns

ver 1 cati MESTRRGSY s PO U5k Allfeniigarion

typically sufficient to gain access to the program

For exarrEI e a sinple phishing incident is all it

t afkid-0d OF INYENTANse t housands of e- busi ness user
credentials. After stealing the user 15 nanes and
passwords, an authorised user can freely access the

uskhies' presgntninventioo ustated tthoadiyeto Pomethedipdingd sybtesn for user

puél?thé‘ﬁtld'a'héh many existing E-business systems for
automati ng sal es force informati on processing,

customer rel ationship managenent, financi al

meg uND'PPl Y chain management and e-commerce.
0 %m Ihﬁyaccor dance with a first aspect of the
present invention there is provided a nethod for

us@émﬁ&gpg&ge%glﬁfe' Iigé{{?hgﬁ %ralﬁ%garé %u§&§ﬁbl8q Qlﬂalﬂhorclged access.

evi ce nprising g nera
di Bypicaly,rthe dngin terfacef sdely pragrams Q@npmmgeusimedeml @fl security.

W' 'hjié Forfiidhdi o‘?ﬁ&f OWiuddt s bAg o@é \F%Q&v&ﬁ 8§ ayp‘fc%ﬂ% lé[:tq idnt to gain

Image utrlising a second d sen
| rmg@ssdén awa:mogmoﬁqr ﬁ:gammietawelrrmpmsbldg lncmgm il it takes to

d&ﬂ rB fat {I}%Hseéﬂc@ ofj%f—jﬁh ﬂ'%%gcuét' eé#%ﬁn Q[st ?@tﬁ%?@zﬂﬂg the user

device from secon evice to t
armpregsaand mgsawedss an authistdreer dani ft:@lsbasmsothe users' online

ML R il %se”?&ee&zﬁéﬁ? 6%?8*% 5 reci(. il Bl ﬁ}%ss systems

I rage an mat chi n gai ns
arfor Dadtgmaticgt ab@se forthe mfnagetlcmssmcﬁsmg wetsdtomnee  relationship

; anéﬁaﬁerﬂe&g g@?g(?gléﬁé@b flf%)‘nt sﬁ_gplg%ﬁg’iﬁ .?rﬁéltgc’aétgfe—cor{]merce
section containing a visual gU|de for |dent|fy|ng a

| g g4mpAref the image in the captured image; and a

second section '

In accordance with a first aspect of the present invention there is
provided a method for user authentication during a log-in session on a first
device, the method comprising generating and displaying on the first device an
image associated with a current log-in session of the user; capturing the image
utilising a second device; sending both image data corresponding to the captured
image and ldentification (ID) data associated with the second device from the
second device to the first device; and granting access to the first device based on
matching the image data received with the generated image and matching the ID
data received against an ID déta database.

The image associated with the current log-in session may, at least in

part, be randomly generated.



contai ning data associated with the current log-in
session. 5 The second section associated with the
current log-in session nay, a8 |least in part, be
random y generated. The visual guide nmay conprise a
regul ar geonetric shape with a central dot. 10 The
regul ar..geonetri c_shape nay one..of a gr.ou . .
consi ot Ti 10RO gy RRErR’s JFetrfush SriREf o vpual guide for
t hiledtivinged lR@atiom oe e intagsl inhthé leepturedtineagd; lemd a second section
triangl e, or the square.respectively. 15.The |ID data
as 8?{@8’5{“80‘9% taﬁs?cﬂgteg é"gg'ntﬁe &56 thelg%%rﬂls%sosr'r%'}' i se data
i nherently incorporated in a data comruni cation
5between t he second and fi rstt dde:%‘i &S Th II D.dat a . ¢
Ty conBit SECONG SEFOAhARssTated JTR B GHEThE pgt GpSsion may,
MofeiabEin paft, & aandomly geehdtadher ( MSI SDN) ;
I nternational Mbile Equipnent Identity (1MNEl)
nunber; International Mbile Subscriber Identity
(1 M8l ; TMPRisual guigatmdy cahpise a Negdiar gddvhdlic shafde with a central
System ldentification Code (SID). The |l og-in session
ma§°tcorrpri se a graphical user interface conprising a
10 25 usernane field for entering user name; a password
field f enterin assword; and,an area for -
di spl ay! fp "Peidar gRQMEIIC Sheng SFPE 108" @, Biau consisting of a
| ogirdiey safsngle ahd 4 Beuarseithe ok bbingstortewtriewithythe circle, the
co[}gbi %e O@e or nore of .ahgroup consisting of a 30
pel@BAk ot hgRAuare reIRFCNEY it omat ed tel I er machi ne:
The second device may conprise one or nore of a group
consi st | f a Personal Digital Assistant: a .
Sgigital J”E%H@r data, R3SACHGH; Y"Eﬁpth‘ansee.”@d é%‘ﬂ%‘? g% SPfprise data
t hinheraiglg isdrporeted @ padula rgnincudiditiondpitweed theggeond and first
and the I D data associated with the second device
fr BR{'t$Re second device to the first device may be
“through a wirel ess connection. 5 Sending both the

I mage dat a,correspondi ng.to the captured inmage an .

he ) DTG G SERh o ahe s FRER GG alsUPLreRRg of Mobile

20 t hgtAleAISDNAMmBer (MSISTNY; ilntetnatioralddobile Equipment Identity (IMEI)
number; International Mobile Subscriber Identity (IMSI); Mobile ldenfification
Number (MIN); and System Identification Code (SID).

The log-in session may comprise a graphical user interface comprising a
25 username field for entering user name; a password field for entering password;
and an area for displaying the image associated with the current log-in session of

the user;

The first device may comprise one or more of a group consisting of a

30 personal computer; and an automated teller machine;

The second device may comprise one or more of a group consisting of a

Personal Digital Assistant; a digital camera; and a mobile phone.



may be through a wired connection. Both the image
data corresponding to the captured image and the ID
10 data nmay be saved by the Second device into a
menory card, and the first device may receive both
the image data corresponding to the captured i nage

and the.l D.data,.f 1L
connect PEI TS rede gHEBirksbBhdhg K hehfléF fnage and the
c o3 tisthiasgocidibd efithBheis¢cood Wevica froer tbd seWindedeyice 1o ik first device
Utra-.Wdeband i WQ and HonmeRF. The wired
com%gﬁtgr ”ﬁﬁ? “@Rgeﬁeﬁ%cée ,on'gn'or nore of a group

consisting of USB ports and cables; Firewire ports

and cabl.es;. Uni yersa .20 .
5 Rocer voP g B8 ThagR MR UoBShaife o the captured iage and the
cald data ssaokiztad alithehe penond dewing froatthe secdritedavicedo Yhe first device

card nay, be one.of a consi sting of MuiltiMedia
At

Cal'gY DENRIESIN 8 (IS0 (SD) cards; Conpact Flash
(CF) cards; Mni Secure 25 Digital card (Mni SD);

et 40 S AT A B g an e 10
10 ( MBat@r mpy Béemaved Jyi the sdaondRilevi¢dvitduo nikrodry @ard, and the first

H gh .Speed Menor ek . Ln cor: ce wth a . .

e fMieE T tienhe polh i e P it HORIET I fretdgud image

pr and dedlDad stafteamtiieomeusey candk hent i cati on during a

| og-in session conprising an |D data database; neans

for generating an i mage associated with a current
| 0g-i n Thessiiatessotorreetions eray coaprisef ane ali repleanfi angrotip €onsisting

o TP S R 0 g 008 conon

COHbamRmdi ng to a captured i mage of the displayed

i mge and ldentification (I D) data associated with 35

an external device utilised to capture the inage

dat a; ambe Wissscdrarectiomntdyncpragisssnglor tnord biea gyoalparnsisting of

ba on_mat chi ng,the_.i mage a_received w.th th

ohSEn ParST i s TR RS ratf BARKES Mitdlpdiogsynchronous
20 agReosivet-Timnshitert QUARIT jabased. St porsgandsalnies;adretparallel ports

with,the current log-in session nmay, at least in 5

pa???CB@e?andon1y generated. The inage may conprise a
first section containing a visual guide for

The memory card may be one of a group consisting of MultiMedia Card
(MMC); Secure Digital (SD) cards; Compact Flash (CF) cards; Mini Secure
25 Digitai card (Mini SD); Reduced-Size MultiMediaCard (RSMMC); Memory Stick
(MS); Memory Stick Duo ( MS Duo); Memory Stick Pro (MS Pro); Memory Stick
Duo Pro (MS Duo Pro); and High Speed Memory Stick (HS MS).

In accordance with a second aspect of the present invention there is

30 provided a system for user authentication during a log-in session comprising an
ID data database; means for generating an image associated with a current log-in
session of the user; means for displaying the image associated with a current log-in
session of the user; means for receiving both image data corresponding to a
captured image of the displayed image and Identification (ID) data associated with

35 an external device utilised to capture the image data; and means for granting access



identifying a location of the inmage in the captured
i mge; and a second section containing data
associated with the current #0g-in session. 10 The
second section associated with the current log-in
session may, at |least in part, be randomy

ge ated. Th | ' : IS

OCRhE b ero P b il ML e SRR hprted image
geambinaiching el daty réreivedegainstthgiD dptactatatiasei ng of a
circle; a triangle; and a square, the dot being

concentric with the circle, the triangle, or the
squar e Ties|reagé \askgciaed Whke th® cdareat hxsiocsessih wiayh at least in

'theﬂf cond derl ce g%ggrl ses data rmay be inherently
e

St 3?8‘&’“ o " conmuni cati on between the
second and first devices. 25 The ID data may

conpr i one or npre st
Stati onfeBRPRuDR contares) T SEMRh R b e guide for
Eqideptifging d eatior pf (Hel\iEla)ge indhd eaptuled |Enaget, iandad second section
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I dentification Code (SI D). 30 The log-in sessi on

conpr i ﬁiﬁq |58%Pa g'? §§ Cloidt0d ithage c?u?' Ié -\?{ngssmn may, at

user na ng user nare;
filehsk |ﬁ<p|artenémndcgnlp@esamt®d and a ar ea for
di splaying on the first device the i mage associ at ed
with the current 1log-in session of the user. 5 The
f i rst dehe eisuabyuide mpy sempise 8 reguisregameirigisbape with a central
nS| sting of a personal conputer; and an autonated
t ef?er nachine. The second device may conprise one or
nore of a group consisting of a 5 Personal Di gital
Assistant: a digita
Sendi ng?%%trﬁg‘iﬂﬂ’g&?’ﬁ‘&f’&: 3o$r espag’ | ng grougp?ms&}mg of a
i nagﬁe a:mdnaﬂglenhntﬂ |a:at:1uare, (ﬂheD)dotzI@bmgasmn&ioednm thk circle, the
second, devi ce romtth second device to the
M

f| analge o %‘8 s,rgg?reoreespﬁ? a w rel ess connecti on.

The ID data associated with the second device comprises data may be
inherently incorporated in a data communication between the second and first

devices.

The ID data may comprise one or more of a group consisting of Mobile
Station ISDN Number (MSISDN); International Mobile Equipment Identity (IMEI)
number; International Mobile Subscriber Identity (IMSI); Mobile Identification
Number (MIN); and System Identification Code (SID).

The log-in session comprises a graphical user interface comprising a
username field for entering user name; a password field for entering password;
and a area for displaying on the first device the image associated with the current

log-in session of the user.
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thé ina a recei ve

10 Sendi ng both inmage data corresponding to the

captured inmage and the ID data associated with the

second device fromthe secon@ device to the first

device my be through a wired connection. 15 Both

the i mage data corresponding to the captured i mage

and the e cQOn

‘nto a E@%‘g&%&l%%gﬁ dc?ﬁﬁﬁér%g Qﬁfe BP%&S c‘ﬂ’ ?m(‘%&yd %8n51st|ng of a
bopérsphal domyggeerdand a@cerutesp@ddelig maﬁmnee capt ur ed

image and the ID data fromthe nenory card. 20 The

W rel ess connection nmay conprise one or nore of a

group cohsisecomddevte Bhayetoopiise ¢nef eramere ol |ge¢l@scson'sisting of a
L

Aﬂeﬁybéﬁﬁﬁlg@l%wgnﬁg% taq I:Mﬁeraéﬁgg mﬂﬁhon 4r oup
consisting of 25 USB ports and cables; Firewire

PO 285 AP a5 WL SRURMICH s papymg mase anc

c ablestficabord(IPpdatial askogatet svithdngl secaib elevicd firommibrseyond device to
f f Ml ti Med

Caly e PR B B R B S Bhgdtn® ) M oy ract

Fl ash (CF) cards; M ni Secure Digital card (M ni

. RS IANRIP i o v

Pr dat@ MSséuiatpd withrtbe sesond HevigatyorRrtbe G rivlidevitreolo; tharﬁdst device
H o, SRB60. APTRILSEhAk S MB). 6 1n accor dance

aspect o € present invention there is
prOV|ded a system for user authentication during a

I ' d
|09 1 SR FPHP Bl Rl AR g e e 10
wi tataamay Urer eaved by-the mdodewfe tite aup@mory card eamd the first

{ fiofls Bl Atk 5oth TRE Gr38 Q62 L8 iy B4 Llired mage

I'n” se ., a tran
reammedg)dlmarfromrﬁwnea‘towcamrespondl ng to a
captured i mage of the displayed i mage and the I D data
associated wth an external device utilised to
capt ur eThé virefemgecaiieatiora nayatompige loaatar cadre ari ambﬂp consisting

oty ULLAY ARSRSP VA TN CUMRRAG R AR ngjvgs) and

'he ‘generate
rraHomeﬁ’@ the I D data recei ved agai nst

The. wired c_:onnection may comprise one or more of a group consisting of
USB ports and cables; Firewire ports and cables; Universal Asynchronous
Receiver-Transmitter (UART) based Serial ports and cables; and parallel ports

and cables.

The memory card may be one of a group consisting of MuitiMedia Card
(MMC); Secure Digital (SD) cards; Compact Flash (CF) cards; Mini Secure
Digital card (Mini SD); Reduced-Size MultiMediaCard (RSMMC); Memory Stick
(MS); Memory Stick Duo ( MS Duo); Memory Stick Pro (MS Pro); Memory Stick
Duo Pro (MS Duo Pro); and High Speed Memory Stick (HS MS).



10 the I D data dat abase. BRI EF DESCRI PTI ON OF THE
DRAW NGS Enbodi nents of the invention will be better
understood and readily apparé&t to 15 one of
ordinary skill in the art fromthe followng witten
description, by way of exanple only and in

conj uncw %c%@d‘aﬂcé hﬁiirfjraa%iﬂgsasl;]).b& BRIRD: p ELGHT Rvdntich there is
a schematic diagramillustrating a user =
auphpiidadcasystamsips tean avibenticitiog dupnam legdmpession comprising an
e i t j [ i [ S .

i Do Bitp el 4 o5 RS Yenel Tk bOReraty S I Zedciished with o
t heuresrdigg-in seesibodf therisetfa sdieerpfor displaying heniniage. associated with
Fi gur. i S, et . i ' ati

5 nd et b sop U he el Khecaliol B (BREUAY 'y Fhage cata

 exaopdspordibg dicna ntapidred hinggee st the idisplayed omagFi gudt ehd 1D data

i's ' am.i I Q. ' L1 [ .
o Rl ;o ¥Rl ibict LARlBOE M 8 gl i and an
Fi guthenticatisn anis Gingnanting adcesd togthe Isysistrizased gnanatching the image
co tlétrgﬁei\i’%/osﬁmﬁeoier{&%&? ﬂ:ﬁ%(%éh@ H}aﬂjhinaﬂhg?[? 'data received against
authentrcation nmethod and s em according to an

10 exthegdDedatantiatedbasent of the present invention. Figure
6 shows a flowchart illustrating a nethod for user
authentication during a 35 log-in session on a first
de BRIEF iDESCRIPIAON @F o BRAMWINGE DETAI LED
DESCRI PTI ON 5 The exanpl e enbodi nent descri bed
provides a nethod and system for user authentication
on Embodimentsrof thzeiinvegtivrowilhbe dettayundensteoil andaneddily gpparent to
ge . i . . L . th

15 SHRE A SRADY e, BERSR ol BB EFUA BRLE By way o
corpamnple atily Andirsconjlmdtion pritnthechawings, imhyhich:s
foll owed by the user sending the image fromhis
nobi | e phone to the conputer wirelessly. The user's
unFiguee subisca i sxveridici diagramt illostratings peoséi @uihsEmtication system
deyice .info i [ uter. as part of
¢ nE gl CELB e solerk RS DERPHYSOMT POt e

20user is verified by matching his unique subscriber
in n_ of Ciy ]

W FRMEEZ B BB UESEAHES BDRCUEE 4l TR e examo
maeobbdigienhef tbapmsenttapeniiced tag i nage with the
random y * :

Figure 3 is a flowchart illustrating the operation of the user authentication
25  systemn according to the example embodiment of the present invention.

Figure 4 is a diagram illustrating a tag image utilised in the example embodiment

of the present invention.

30  Figure 5 is a schematic drawing illustrating a computer system for implementation of
a user authentication method and system according to an example embodiment of

the present invention.

Figure 6 shows a flowchart illustrating a method for user authentication during a

35 log-in session on a first device in an example embodiment.



generated tag i mage at the conputer. 15 Figure 1
shows the system setup of an_exanpl e enbodi ment of
the present invention. The duthentication system 100
conprises a conputer 102, a Bluetooth enabled nobile
phone 104 with canmera function and a wrel ess
personal conputer (PC) card 114. The nobil e phone 104
-and wirel ess personal 20 conputer (PC) card 114 are
connected through a wireless |ink 116 via Bl uetooth
TegiIcaD- DEScRNSTION, the conputer 102 conprises a
conputer nonitor 118 with a conputer screen 106
di spl ayi ng a graphical user interface (GUJ) of a
5 COFRI Slampfe> eﬂ%d!n?@ﬁ'&é%c@éé&gﬁ)?dﬂdeghs fﬁ@fFBHt Fﬁd ystem for user
appl i cation program may based é
bagvethentmﬁfémcmmputmwwmmnna tag daagsbiggandgmly generated and
re i Jaf
uaE o NS e uoBF BT TR 8 iRt Pl L B tren of the
c afempterihi hiempehidsrhosp é@mﬁfaeTh'ﬁfSéﬂllm‘lGﬂ & ﬂlﬁ usehgending the image

us S e

Se SR, PAPRCi! B cober a0esaE o BT adf dtscrer
10 1 efjfosmationgorispesifc wioble anomt@n iseant e ampuienas part of the

ACGFSISsd tishsARAIRC AlekOthe |Hérﬁﬂ} &the EQ& .Wérg%e rt{x%é}éhlng his unique

conput er nmouse cursor clickable, boar

anaﬁ@ﬁrlt@brnﬁmmflorkeyma%ﬂw&?l@@?mﬂfﬂa rragfiopuithaie-stored information
text th@%lﬁ'gu{éﬁ%ﬁﬁ“i{ yOmSRRRY B cdrferh RAXBRACES iha %e Wi e randomly

interaction wt he conputer application progr
Fi geneeated BdMBce Adhecpmpfier he conput er application
45 programin the formof a login dialog box 110

di splaying a generated Tag i nage 112 that is used in
usEmur%dtﬂmws & isystenTEERIPQ an exprpisk enbadinggrd of the present

ml%nﬁgn tl?ﬁe“ﬁﬁfhe'nﬁ@étﬁ)ns%%ﬂeﬁﬁ ﬂj‘o %@gggegfp&t &Smﬂuter 102, a

Icati'on program In the exanple e | ment
us luetoath pnablst gnekile phanrr104amith waroers fgnctine and a wireless

MOBLsBnat nh Rt @1’ &IHHJQGIH THEIR tpggﬁe 1%&%ﬁf\ﬁ’ife[ess personal

user aut hent| cat i's apprecia
20 | ne@npwter grial cambt 1|4eareEqmr19w§dtthrpu9lhaumpel@sa\)mk)116 via Bluetooth
nu@ '\g{y ernati onal Mobile Subscriber ldentity
&g bile Identification Nunber (MN), System
I dent ification Code (SID) etc may al so be used. SIM

Cap Bhe NN Itﬁe POsHASutePa®2l EembRE&Y gﬂ&%maﬂiggrmgﬁﬂxl%s with a

because the’information is unique to
nmo@Pmeutshseiees r1 Qdbdisplaying a graphical user interface (GUI) of a computer

25  application program. The computer application program may be web-based or
local PC based. The-computer 102 maintains a database of registered user
account details storing information such as the Subscriber |dentification Module
(SIM) card or mobile phone specific information of the user's mobile phone 104,
the user account number and personal identification number (pin) number. Only

30 registered users with one or more user accounts can access the application
program. The GUI contains computer mouse cursor clickable, keyboard linked
and/or computer keyboard hotkey enabled buttons, textboxses, password enabled

textboxes etc for user interaction with the computer application program.



t el ephone network subscription plan and therefore can

be seen as unique to each individual user. On the

ot her end, the nobile phone 04 conprises a screen

108 displaying a 15 GU of a canera shooting

application program which shows the view captured

b?’TgY él?e O dvis HRoRe) Qﬁ“ﬁé %orﬂﬁﬂltérhz?p ééﬁHH Srogham in the form of a

ment, the screen used to aid e user

t ologi) digfoa brex mmselqym Q@aﬁat%d fagimage(l 12 featiigysed in user

' ”Qgﬁ’len&ézﬁlohs Tfﬂé' EYI EPRVEKSS at tHe &R cﬁ’iﬁé‘@s@r login session of the
nmbodi nent, the wreless PC card 114 is Blu ﬁ

ens@méutear&wh@at@@rm@@few 'tr'otheh@X%meLﬁr@bodmgnmtbe alser's mobile

U”FMSﬁéﬁh R ?%QoﬁHSas(M%BﬂnoBﬂ’é tS{at[o-ﬁhl%D?@'Niﬁx%érctﬂnSISDN) is
ween t wireless PC card 114 and

1OES¢d3)f0Ibeisﬁh@elthﬁnéiC@J$El pbrig sapnre%tﬁdr &xabdhe slntematlonal Mobile

oy foHE5 WRT S YRTABET gl AAber demt

thNéSlephj'é [dﬁ?tlfmb@m Blugagr &I, tSfYS@ﬂhHe&lflﬁQﬁi@mQﬂde (SID) ete
anghay %ES'S@%SEQC@W B4k B?rmbblfék'prlgné\"#%cﬁ'lEQn ormation is used
wireress card such as a Persona
10 Asbe@aw;m ﬂ(avrmfprmatm d$ tiéiqeenter heetuser' s r@gb@ Phongwer mobile
[ b h
TIPS netiofk JHoR R Piats AR rhBIche i B3 Seoh s unique to
pagéﬂm)ml\!mp%@text box 204, a login 30 button 206,
an exit button 208 and a Tag inmage 112. Textbox 202

is for users of the ap&(l cation programto key in
t heinrthacatbemenchathe mobilexphene 104 cogprises @seareemfl 08 displaying a

15 S04 A Qg ek ot 88t e G e Pt
f oby dhe mokilgyritpriencamerhdn ébe@xagwl%gmhdeWeme screen 108 is
vi 3%({' e&& tﬁé‘ﬁs@:‘ 18- (?dll%‘f e Hobfd bhefe %Ql%v\lhf‘ tlg]éi’lr hHleFI STag image

to en ogln Sessli on

exﬂ 12 ig fudly aqapturedt indhe emmieremiesimen; theb\artreigas E@Bcard 114 is
| SgfiRkodtf &nd gfreg %{d %Kzo‘?ﬂe&@d%%@ c%n‘f&:{i ﬂég'a Qralversa! Serial

securlty a e account nane t
20 paByadUeB) mibokﬂ@oaonne&ﬂqa between s w@tﬁssm card 114 and the

Ve&élt‘lg&grt 9 rrfa:}e Orh&&d GEC péE ‘T’-’F}gwi?‘énRBFts Universal

the u catl on nvol ves mat chi n
ke&xémqhnormsoaﬁ@elhgrn“éraaﬁmlttﬁrn(uﬁRThbawbSewalt portsh &P arallel ports

ACERURH NREBiIE MHhdhk e b(ehﬁn)}*?ﬁéblfér 8oL WA b&néggfunctlon and

dat abase of redistered user ~ detalls- nmintal ned
t hwirgleap deehnoley, forHwkingewith dbe umrelessnber C%ﬁorstmhnaw@yPersonaI

25 100@611 Rsa5BRAMBIRY, | AGital RUAFRrA etd or mat and may be

be case sensit

Figure 2 shows an example display of the login dialog box 110. The dialog box
110 displays a normal textbox 202, a password enabled textbox 204, a login
30 button 206, an exit button 208 and a Tag image 112.

Textbox 202 is for users of the application program to key in their account name.
Textbox 204 is for users of the application program to key in their pin number.

1N

As a security measure, a single character is displayed for every keyed in



The Tag image 112 is randomy generated and di spl ayed
in the login dialog box 110. The purpose of the Tag
image 112 is for use in a sefond | evel of user

aut henti cation. The use of a random sed tag i nage

hel ps to make it difficult for 15 unauthorised users

use@zﬁ%ﬁteﬁ)gg agg?tpl?gveqmr :n ﬁfsfhe dih. THCRPBBdABES |sv‘f3§ users to

repeat e duri ng an unaut hori sed use
wholidkaan tecang the doglh @esmgewhfaly alsgaixits thel %@ﬂillcaf&ﬂn:e@gram
Details of the second | evel of user authentication
are discussed below. 20 Figure 3 is a flowhart
i | Tohedagin buion BE6 dufoneneiscatdliok oprtocrass 4 first leyel of security after
5 EXHPL&ouhi m&ﬂbq@%ox%?érﬁp%g’&%or@ 1Rt Q@ﬂ’bﬂ% 0%8 completed

access an application progra he conput e
t had vetifigd losbauthercangch aerduwrdname andapin saf tieeuser. The verification

apﬁbb%giﬁ%cnﬂbomeaﬁ%yég &ﬁ%c@&ﬁ'ﬁ Uﬁdn%g a%gewﬂp&l {h%ahéglnwﬁh the

program on e co essi
st aceceuht aachet dne :blog:rfrtheluuaeugrekﬁiweﬂllo thes databpSayoédegastered user

Egﬁ%‘éﬁ% ﬁ—&{ﬁgﬁ]? B%DQ]@er 2. Wg u%gggcéddﬁ? ng&uggr aad pin may

erates

© 10 di b@imalphamummct hemdnan@g)rm@kamimay/kte st épbg@ase samsitive.

user keys in his details into the textboxes in the

| ogin dialog box 110. After filling the account

nuirhe T ag éxabe 1202 ranstynpy genesatdsbanddisplayeth imihe logia dialog box

or T Rard HREeEn®, o S0RGE 95k LS SCecl R of usor
pi autbenmionafh@ useh:é m@@domqgirf@gpmege theldselp rmakanitglifficult for
15 deﬁﬁéd ﬁoﬁ&%’ % G hSQs fﬂﬁ%h 141@ aétﬁh IEP lf‘)’{% sa%é Hﬁ& was used

eto erm user etals are
| fretpbetecﬁacdwmg logun‘@srurmmqﬂsndrmecwmhals atdqalred the image may

prgauﬁt fﬂé@% Q&é‘e%%m i ol tﬂ@dsé’é velt E}? Jfiat aﬁﬁﬁ&wt&atuon are

ster user mal nt ai ne e conpu
r egdipeussieddiejow. a f| rst Ievel of securl ty is
considered cleared. If step 304 returns false, 5
processing returns to step 302, otherw se, at step
20 30Biguteh@ iap@Iﬂom:hatinillmttﬁjinanthea@wthmceﬁom heocasspint de example

10

ACGpbAfRAR AP 9811 L MR S58 AL froram o

t htsec apmwm‘ ﬂ@r&gﬂﬂad ateauw@s ysee eawtbalntlcaﬁomstladgu the application

th .

RS, MEDSARNY 53 PR AERUR, L nd SRRl 02. 2 oer

10l@gin sessiomdibi $taﬁgtham_d ey lbginpdialogebers elr10 is displayed on the
25 computer screen 106. At the same time, the computer 102 randomly generates

a Tag image 112 and displays it in the dialog box 110.

At step 302, the user keys in his details into the textboxes in the login dialog box
110. After filling the account number textbox 202 and pin textbox 204 with his
30 account number and pin respectively, the user clicks on the login button 206.

If the account number and pin do not match, the user is prompted to key in his

details again at step 302.



to view and adjust the camera such that the entire

1mage 112 on the conputer nonitor 106 is captured in

a picture snapshot. The capt dPed i nage may be taken

close up, or at a distance depending on the

resolution of canera. 15 After capturing the full Tag

| TBPSieh E0AAS EndtkGh Wikie o \ettiihe S SuddiatliRt b Somrect. f the
112 wirelessly via Bluetooth fromhis {)

10acqayint Remkier @ndsein peatela with theremsdaried sarcount mimbegand pin in
dag ﬁtaﬁék% &ﬁ@b%&&gd RS&L él’étﬁlis l‘ﬁ'&irﬁé’inQQ\M& %mtnpﬁte"r Phpectively,
i mage 112, data packets that are sent ess

t ha st deeejsoPGeasurity isl4opeidetast dlearadt @#e::t r$él4us%tums false,
5 ”Deiolcssﬁﬁg ?@tuW&eWﬁO&OH{hemi@engﬁgeﬁ Hos! % ﬁéﬁfoaﬁ&h program

separat e nessage of
at actyates thiet ¢oropiéter daattgrs‘@an idaéa) énput ﬁrqm&%wanprs@ PC card 114.

Sgg%gﬂ, %S%felpsgo?] ay AnBECH AEHE &S Iddidphid lftthéic’égfllré@ image data is

_ 25 operated to Instruct the
of racatvedat a of the user nobile phone nunber in the
transm ssion to the wireless PC card 114. However, it
will be appreciated that in different enbodi nents,
10 t hTe ldgint theaisen firs capise® thenl 2@l imagel i1l R dising th@dy.git—m camera of

o RIS 0800 S54108 S5 oo AR e user

r e‘!oewavvrtarwa@@usfoﬁhetwetraahlgmtlg%ﬁ tba endichitnage 112 |0|n| the d:omputer

beltnht ﬂ-eﬁ% H‘&gﬂ@%ﬁ'lﬁ &.%%ﬂ fﬂé%a%ﬂ%@&ﬁﬁé%%ggy be taken

in the rel evant
i nﬁeseem,loy af aclcat@me&leéamﬂim om thet reaelutinnseficemeraf t er
45 the picture 112 is sent wirelessly via Bluetooth from
the user nobile phone 104 to the wireless PC card
114ften ¢aptadng thef fullhbag ipeas @42 iaseqeiclig, theeussresendgihe picture
| .
1 Og’ii ﬁg%%%re C\ﬁee:I' p'ﬁﬁ?{to&\fh fl'onﬁusr @gﬁllé/ ﬂoﬁ’é’ 1EH% ‘fl‘?éhec'El%I%Es PC card
petibripesides containiag daf lof thecap rw! lmctum tvéhigh sentains the tag

prﬂxfa%gs?]{b_g dét?t;ﬂdﬂétst ﬂﬁa?ta\?é)sg’%lréltesﬁ?qa tFIQZmFe%éér PE card 114

true e app I'catl on progran1autona Yy execut
20 ancorgaiaudate of itheyubenmobile Phene sumber wjthiofit thecneaskfor |tI$e user to

aUﬁ%P[;Jl &ec Ca?é% éé(}g-xrﬁé g?%%g% or ¢ ?nﬂetﬁ ma@%l[:réed with the

numlﬂreﬂambés the pre- stored nobile nurrber At the
conmputer, the authentication routine verifies the

In the example embodiment, a java prografn residing on the mobile phone 104 is
25  operated to instruct the inclusion of the data of the user mobile phone number in the
transmission to the wireless PC card 114. However, it will be appreciated that in
different embodiments, this feature may be implemented in’ different ways. For
examhle, an application residing on the computer 102 may pall the mobile phone
104 for obtaining the relevant data, or the transmission technique utilised between
30 the mobile phone 104 and the computer 102 might be of a type in which the relevant

data is inherently incorporated in the transmission.

After the picture 112 is sent wirelessly via Bluetooth from the user mobile phone
104 to the wireless PC card 114, the data of the captured image and the user

35 mobile phone number will be received by the computer 102. Upon receipt by the



10 user's identity by matching the received user
nmobi | e phone nunber with pre stored information
provi ded by the user during rldgistration for a user
account for the application program |f there is no
match in step 314, login is unsuccessful and the user
i's i wil ' .
| o gRLE, the anBEE BERofedhlon S0 whiet B in Bhenk B processing
pr ogfuana torsteed@F.n to step 302 after erasing the
account nunber and pin. Alimted nunber of tries
may be given before the programlocks out the user
acdtostep BY7 detans dvendhergppficatione prograranputomaticaltyc exscutes an
th . - i .
5. o aufiegEdBn i 1d (Y s T80k 5 BB W hEkss thg program at
usetep@td.| e phone nunber, a second | evel of security

is considered cleared. Next, at step 316 at the

conmput er, the authentication routfiMr:e rgla)hches t he

r ard stelpy31glem ehextkaid nady foregerming ifithe moblie nuader mejehes the pre-
CaB{oH‘éc?‘E’néﬂ?letJlﬁnbére%&'ﬂ‘{&%om Eidt! fhe Zréthbﬁti&éf@a%ﬂli#é %rifies the

- tag rnage matches fhe generated Tag I nmage ,oa

10t hiuser’'s &lestityoby nsatching tthe irscejuert iuder epbié ednond, nunogemwith pre-
is . [
or SEHEAGitoR MqHEEH bPTAE Rer Arhtpa BRI R ler pocount for
I o@imamwicaﬁWmnmei@Bflul and tﬂe user iSBSenihedl access
at step 318. Simlarly, in this case, the login
session may end and exit the application program or
r effutherg & 8o eptédIn skfp 814.degini inginskhiecessid and tinendser is denied
an i1 |m,t ed el I BS: ' .

16 DaraRes® AL s Sf JARCEat SRRt sl ja and ext the
di spplicationgregrant ar tehien tosterdp? afteperasingsthe taveount number and
pr . i e N '

0o B ALYk oot RARLS ity bRRTEBERFe M BRidraf) HEKS out the
me tibehdcountivyc tisatimving ady filheyatfempteth akagss tegerog .

with the captured tag image in the received picture.

The enbodi nent of the present invention is not

201 i Hithedusen rodislet phonaeragmber re¢avatbbydibie cbnybetact@hgnatches the
an . ¢ : . o WL )
7P BieEed [fbr ot BASR: pimy (P SECdnRIBYA M Ycutly 8 considerea
pl cleardd. Wextt, atestep @16. at thasompuigr, Be authientitatoeapbiutime matches

g??hec%ﬁa%inm( Merr&kliChsy HBad 112 Gith IRE 9B "ihagdo%aptded in the
received picture.
25 o
If the captured tag image matches the generated Tag image 112, a third level of
security is considered cleared, login is successful and user access to the
application program is granted at step 320. If there is no match, login is
unsuccessful and the user is denied access at step 318. Similarly, in this case,
30 the login session may end and exit the application program or return to step 302
after erasing the account number and pin. A limited number of tries may be
given before the program locks out the user account by disallowing any further

attempts to access the program.



its centre that define the |location of the tag inmage
112 in a given area, even when 10 the inmage is
captured from a di stance and1®he capturing may

i nclude a background, and a second section 408,

whi ch may contain data. The first section 402 is
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of c&[&‘fr o eh{m&ﬁ?%]a%?é Bfotsg‘:ﬁ t(?’j %’?‘29%@%&“62{58%? rﬁilhﬂ@fhe enciosed

be presen orm o _
Fi gremewithin thee tage iso ndifgac andiseld 68 whitas Aauhitordecolalr 2enables easy

16 21800000 4 @S SO0LANATHS Wikl gdieDor der 412, The

arrangenen of the dots nmay
be changed in a random 30 manner. Therefore, in the

f)r(r‘glggélciig %%dwﬁ]ﬁrg t: ﬁc?e%ﬂfcr 861%2 % @x@n&{sﬂ%s??;‘eg%tqc fi ghure for the

COrresponds 10 a uni qué presen
Tagarhmigm 82410} IocTate i thegeapturpd dageimageiasrthe sirde sagedocated from

[ [ , . upan
¢ ol e Bhueias fny el o R HER R EBE O 2! B8 xample, an
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The arrangement, number, shape, size etc. of the dots may be changed in a random
30 manner. Therefore, in the example embodiment, each randomly generated Tag
image 112 corresponds to a unique presentation of the Tag image 112. The unique

presentation is assigned to a current login.

In the example embodiment, upon receiving the captured tag image, the computer

35 Iocateé the first section 402 containing a circle 406 with a concentric dot 404 at its



The result of the matching determ nes whet her user

access is allowed. In another exanple enbodi nent, the
conputer is a renpte automatdd teller 10 nmachine

(ATM . The ATM has a Bluetooth interface incorporated

as part of its system The ATM may have access to a

se t; -
o<l URLARBAR bR TH b1, Pl 4RFBAE b s o
| oggation dORisdesarird irthewaptusd tBdmAaTMa sgaveh amBnd the perimeter of
| NG GaLbE IndY ﬁ}]&ﬂ@%‘iéﬂr\eé&bﬁ%é%mepqqg and within the border 412,

t ransacti ons, éxanpl e, by slotting his
i nthe cameplden &DZ datveis Bt date pagegntesl inside form of the dots 410. After
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| ogmrrenﬁ |d@|plaged Ereg iage Al meaa@@aaswnwﬁta@adrbg thérgomputer 102.
aC Y sy lf B ie AUCAITS BLtBIiRES MO uh doflssli@afialy
gener a e o logln, e user eys I'n the
correct account nanme 20 and account password fol |l owed
by clicking a login button on the ATM user interface

t Oy L laRthe uelthL;\ﬁmﬁfe |e?ﬁb%li g%f tsﬁfeurcbltn}ﬂute['\'%ta r%nl%téjsa‘?;l'iomated teller

captures f generated tag i

10 di mrzlap@dATNi) i El@e AT% has ﬁllmjwibxnteﬁa%e mwrm@tedﬁmgart of its
hi s J@hi |
o1 DTt b A el o Lo Shanac 4 heval Bftabate, of rainiin s own
pi databasecalbank H$¢@0Fﬁ@t$:apt ured Tag inmage wirelessly
to the ATMvia Bluetooth. At the ATM the ATM

perfornms user authentication by using the MSISDN of
uskythis enshadiraentdthe\itsiet wishes delpgingothis barek peastiot @ the ATM. Upon

15 W EBBH& sd e :H\%ﬁﬁor"f‘% g@kk\gn 'bﬂﬁk'ttﬂaﬁﬁa&lgﬁs 8P eR4TBR! gy slotting his

ing I's per
bef\meq:ard lirdo KImt sm rgpdertnf the &M armrlaéltnﬂmn@troarﬁut $uech as the

usﬁ’é’g‘:".'@%bé’t Wﬁg l%g éq\é‘ﬂlaﬂjeﬁ R tRE MEBol@URY AT ﬁl The login dialog

acc t'he BI SDN mat ches
seb@hdomtemelf elgls foeentaring the acgpwimame amd aNeount papsword, and a

ATM Ggﬁg/gde%@ratt&? ﬁgqﬁ%b%eﬁo Rigﬂ %Heeué@rtkayag fﬁeth% %gﬁ&fpa%count name

: gener at I mage an
20 dear@tam@gntamﬂ;swatcbﬁaﬂwd byycli eﬁslogl@éwttpn ontthg ATM user interface

f’z',rﬂ?éa?a%[,‘fgqguel‘rﬁpl « be as described above. |f

there 1s a nat e generated and captured
i mages, the login i s successful. O herw se, the login

| SN Ui g&s&f lee@?ﬂ[ 1HE HS&mIy ot BRi&S - aithBved |
E)dd sys emof the “exanpl é’sg c[j gﬁ%%n %ﬂ yed in the

i an'@nélﬂbGon’Jnmaa picture using his moblle phone camera Then, utilising his
25  Bluetooth enabled mobile phone, the user sends the picture containing the captured

Tag image wirelessly to the ATM via Bluetooth.

At the ATM, the ATM performs user authentication by using the MSISDN of user’s
SIM card, which is sent with the picture without the user actually inputing the
30 number into his mobile phone. Next, matching is performed between the MSISDN of
the user’s mobile phone and the user’s pre-stored MSISDN in the server database
accessible by the ATM. If the MSISDN matches, a second level of sechity is
cleared. '



conput er system 500, schematically shown in Figure 5.
It may be inplenented as software, such as a
conput er program bei ng execut!dd within the conputer
10 system 500, and instructing the conputer system
500 to conduct the nethod of the exanple enbodi nent.
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52, Suyl RFISEA IR o8 i afgbpor system euch as

Loca €a de Area Network 20
(WAN). The conputer nodule 502 in the exanple
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| nfePiaRE syt 59 BRI Og AP b2l ERIRgE the computer
10 526ystemt 509, akd yhsiruating (e comgputss spelaand@O tf cenrhuct the method of

coppu typi cally communi cate via an

in[ﬂér%%:]m ec?g{(?%gﬁg 28 and in a manner known to the

person skilled in the 30 relevant art. The

appl i g . - y :
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mediichhas adteyhsard SP RONVropuste dPhandiaglurality ofreutput devices such
ut il i.Si: r i data storage mediumdrive

15 of E‘Léaadé%lgaﬁ?%ﬁﬁgn%eme 530. The applicati.on

- programis read and controlled in its execution by 15
th r I ' tQr :
aat P ETHAREE miolie AWTELhARART B An B B 512 via 2
sheuitabde friaosesiveart dévica St dato agakle mecessdto’ 0:9. dbeinternet or other
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20 as@bdNated with a current log-in session of the user
is generated and di splayed on the first device. At

step 602, the image is captured utilising a second
deV¥he eomputestrepdule 502 in the example includes a processor 518, a Random

" Access Memory (RAM) 520 and a Read Only Memory (ROM) 522. The

computer module 502 also includes a number of Input/Output (I/O) interfaces,

25  for example /0 interface. 524 to the display 508, and I/O interface 526 to the
keyboard 504.

The components of the computer module 502 typically communicate via an
interconnected bus 528 and in a manner known to the person skilled in the

30 relevant art.

The applicaﬁon program is typically supplied to the user of the computer system
500 encoded on a data storage medium such as a CD-ROM or floppy disk and
read ufilising a corresponding data storage medium drive of a data storage

35 device 530. The application program is read and controlled in its execution by
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604, both inmage data corresponding to the captured

i mage and ldentification (I1D) data associated wth

t he second device are sent fd®mthe second device to

the first 10 device. At step 606, access to the first
device is granted based on matching the inage data
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c abdaisst aohD vetasddtal®@sgnchr onous Recei ver-Transmitter

(UART) based Serial ports and cables, and parall el

ports and cables etc. It is further appreciated that

ashadi be appraciatadebys a ecson skillgd do thecart ithat siumeneus variations and/or
co er. | I.Mmen ; [ tio -
rogfRHE R AL PR IE BloskREIRERTANb HEGR, iifhe speciic
di ginbadimestsi withoeh departihg froinsthe pixl loe sedper eftthé dwientipn as broadly
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O A TR BB M B, WAL R respecs
c atocke iNlstiatiBe end sotDegfiictide. card (M ni SD), Reduced-

Size Multi Medi aCard (RSMMC), Menory Stick (M), ‘

Menory Stick Duo ( M5 Duo), Menory Stick Pro (M

Pr 61, exmpleyit & apkreCiatedrthat thswibglesPteghnoligyHink® the computer

S St ek r | t

LS MECRighig' Rl Par B Mfictohy, Tifidri! Waidleod 'LAN, Ulta-

| n\Adebiaod Radio (W¥VRplooyeRf™ ei¢. per sonal conputers,

mﬂfsgc PR Séprgagg'dntﬁ?f ?I‘Flgtgjiiggﬁl@ Gfe ?PésehpianAt@ﬁqﬁay transmit the
ere access control to data resources or use of

nmadatarétye oaptuted Boturectbeuighya wired cesndctiomysing fei g dJSR ports and

' 2PNAL Fidowifd PBIRCAND Eltes, BilbiaPAsynnf bl FelehBr-Transmitter

{(UART) based Serial ports and cables, and parallel ports and cables etc.

It is further appreciated that aside from wireless and wired connections, the
computer in the embodiments of the present invention may receive the data of
the captured image from a digital media reader that is capable of retrieving data
from memory cards/sticks such as MuitiMedia Card (MMC), Secure Digital (SD)
cards, Compact Flash (CF) card, Mint Secure Digital card (Mini SD), Reduced-
Size MultiMediaCard (RSMMC), Memory Stick (MS), Memory Stick Duo ( MS
Duo), Memory Stick Pro (MS Pro}, Memory Stick Duo Pro (MS Duo Pro), High
Speed Memory Stick (HS MS) etc.



clear the levels of security as described previously

bef ore access to the data resources or use of
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as gQfhdnG dhdMcbRcdof Bt Hé@erss%oﬁﬁ'gﬁ othef '%?Qljnslgﬁ %ﬁ‘féu@i embgdlments of
order to galn access to open he sa

10 t hthel prekend inventiom sk 20ce8s d@'@irol éqroa wafern leskser, aéocked ‘entrance/exit
re t | 83k y
deggérlr %gcd ngvu ouslftgro rihﬁme%{Aﬁygb&ﬁmiﬁ gdta?gr thl?sefclr)rm of a
autrhieracdndmtiéronvittiu ai:mnraanb(usvg iflﬁﬂ\s'é@su%)nh@wd aCfyistadt Display (LCD)
de r t
ai s, |Ca G, R3Y7BIRCT) Hoonifer G RE Bk BEYRE cappected to the
Wi videa !nmltfﬂumm (W@)goqrhofsibg somputelr te Hisplay the usstiuthentication GUI
th

5 §uéH '% +BI§|§E g iry Ffg Rad% ﬁg«r'(i:rgl@ S éﬁ@?é&,%nhé’étl&a as described
| demwoﬂskvamaw rbg( Ierrp@ssttad etg dbei amsw quhﬂecth:@ ek tfendomputer for
de \ r
doeEBind e et FERBhonting™8 thE b rad nedl Bl idgntigion data
onasmcawdwyitln Ithe Usengeatera enaldedidewek. vlmorﬂetrrhtegam access to open
geper
agg%n?%fg qhé grd g%gog?eﬁcat é%g\cy%glt g&rﬁé Qa&ﬁ% Ysel%qu;red to clear

20 c| thierfekl$ nf ssicaiias deggribedinmeviously.nage associ at ed
with the current log-in sessionis, at least in part,
randomy generated. 3. The nethod as clained in
clains I or 2, wherein the inage



conprises: 20 a first section containing a visua
guide for identifying a location of the image in the
captured i mage; and a secondlgection containing data
associated with the current log-in session. 25 4.
The method as clainmed in claim3, wherein the second
Seﬁihﬁﬂﬁ associated with the current |og-in session
is, a east in part, randomy generated. 5. The
method as clained in claim3, wherein the visua

gui de 0 co ' ] i ¢ > - Wi L

et al Tdot . AGneEE e Loek doriEaRit g dA0E ke dbich on a fist
whdedre, thaenateopibampgeioget ri ¢ shape is one of a
group c iS5 f g I : ' : : -

5 Savar e, Senuai] Snfd AbIHAT R ind it WBHRS B Abefissociated with o
t heutrentdogyiresession ¢dfdhs gsar;e respectively. 35 18 7.

The net ' [ i fi . precedi ng

cl ai s, E%ﬁé'r &leta]h‘ggqédn@g?@ aa%%%??gte g@SW th the

second dendiog dhpimages ddtat aorrespanding ity thacoagiurest gdage and

in - €O j.Gat | e LS

acbfslBtACREBY HAT 4 RoRE S, IaGsSETaN e fhihe second
10 pr deede irgthel fastrdgvicapaedei n the 1D data conpri ses one

or nore_ of .. I, Skl ; ' [ S

Number - o BcREPs A8 HRG e Mg A b iafhirelebhage data

| desueivied WittivEie) generiated imade and enatehing e 1Vokita eeceived against

Su [ [ty (IMSI); Mobile ldentification

Nu%‘ﬁg[? d%ﬁ?\%*ggg%‘% System ldentification Code (SID).

9. The nethod as clained in any one of the preceding

cl ai ns, ,wher gj - [ ggm' e .
15gr aphi C%I uszlr’gi%%igfrjégge&%g#gﬁpgtﬁ%: P’gﬂ lﬁser ng%e'ﬁ}algeel T sociated

f owiteihe cimentuegin seswion is, at least in part, randomly generated.

3. The method as claimed in claims 1 or 2, wherein the image
comprises:
20 a first section containing a visual guide for identifying a location of the

image in the captured image; and
a second section containing data associated with the current log-in

session.

25 4, The method as claimed in claim 3, wherein the second section
associated with the current log-in session is, at least in part, randomly

generated.

5. The method as claimed in claim 3, wherein the visual guide

30 comprises a regular geometric shape with a central dot.

6. The method as claimed in claim 5, wherein the regular geometric
shape is one of a group consisting of a circle; a triangle; and a square, the dot
being concentric with the circle, the triangle, or the square respectively.

35



a password field for entering password; and an area
for displaying the i nage associated with the current
| og-in session of the user; 180 10. The method as
claimed in any one of the preceding clains, wherein
the first device conprises one or nore of a group

consi sti,ng o 0 u t ;

teller lrrrachl ﬁr;geamgg{il ggﬁéﬂ{r@t rPgnga&ge[ al rreg ?Il&gﬁﬁg claims,

onwhefein Hbepltécé@tangssﬂcmtﬁd withethei secentt dayinend¢omprises data

deyj ' r I RS
}ﬁhg?eg?lyggé]darﬁgl%t t?na? d’égﬁs’ : g?'grﬁ#rﬁcéiiroﬂ?étﬁggﬁ tﬁéa rsrgtrgoar?d and first

ande\ﬂoea nmobi | e phone. 12. The nethod as clainmed in

any one of the preceding clains, wherein sending

both the i mage data corresponding to the captured

i rrage aBd t h&hé Dnethicd aasdaiviest éd anyt dne of ’Ehecplraa@teding claims,

%g%ﬂ M Jbﬁaﬁ%ﬁgﬁ@eg BuL 8fmté:9e BP% gf‘éll.g)sct.(]l[%%\{l hG o o

I‘OU S connec

,as cl ai M@bm Btation ISBN Hlebas (MSEIN), wherein sendi ng

e anPTREn B EAEIRARLARY AEIaEABey T

10 devi ce hternatidreal MatiieSubseiikar IdentithdMSIY,;st device i s

20

25

30

35

> throuﬂl%bﬁ'e Men%ﬁc&%rﬁ%bgp(ww an 2e met hod as

clainmed T n any one o wherein both
the i m@;stdmldenwﬁqa@spMEd@B)o the captured i mage
and the ID data are saved by the second device into
a menory card, and the first device receives both the
10 i mage dat Bhe oratlesbandaimedio anveneaithe BUECBdiag@laa?nsl wherein

t hﬁ‘me ng% ﬂlaée%sfd’noégrfigﬁses@%'bn!c éjer ll';lté an] 80 Itlgi

I'n°¢ W|re ess neC|on
conprl seslsemilant&fddrf@rejﬂemgguwmaomm Sti ng of.

a password field for entering password; and
an area for displaying the image associated with the current log-in session of

the user;

10. The method as claimed in any one of the preceding claims, wherein
the first device comprises one or more of a group consisting of;
a personal computer; and

an automated teller machine;

1. The method as claimed in any one of the preceding claims, wherein
the second device comprises one or more of a group consisting of:

a Personal Digital Assistant;

a digital camera; and

a mobile phone.

12. The method as claimed in any one of the preceding claims, wherein
sending both the image data corresponding to the captured image and the ID data
associated with the second device from the second device to the first device is

through a wireless connection.
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15 Bluetooth; Infrared; Wreless LAN,

Utra-Wdeband Radio (UMB); and HoneRF. 20 16. The

met hod as clainmed in claim139 wherein the wred

connection conprises one or nore of a group

consisting of: USB ports and cables;- Firewire ports

and cabl es; 25 Universal Asynchronous

Recei ver-Transmitter (UART) based Serial ports and _
cabl es; 1and e aratedd poclainechid aupdngsclain®. 1 Thé 1 nwhéret sending

as aj ' [ I-Ngth r rd.is

2595 nddd S48 Eodpifgel Sy EER R nd® e 10 o
( MSociateSewiih dh@isgicond dedey froar the, secopdsigyice Hoalbh first device is
( ; ' re Digital card (Mni SD); 35

ReCFJ)J%@{ ‘?’g%(i H”rﬁ%ﬁ/@d*iac:ard (RSMMVC): 20 Memory Stick

(M5); Menory Stick Duo ( Ms Duo); Menory Stick Pro

(M5 Pro), M j ' : .

i gh Spidd NeTBreiEed g OBl APaht'Gr Ehits 13942, dnerein botn
usthe imageatata catrespontiing hythe dapdured isegs aod the ID data are saved
Coggrtlln% é@c%ndadré\)ic% ﬁj@& ] nqg'h d, éllﬁi HEFrst éévicei receives both the
generating an inmage assocl ated with a current log-1n
sefigagen data corresponding to the captured image and the ID data from the

memory card.

15.  The method as claimed in claim 12, wherein the wireless connection
comprises one or more of a group consisting of:

Bluetooth;

Infrared;

Wireless LAN;

Ultra-Wideband Radio (UWB); and

HomeRF.

16. The method as claimed in claim 13, wherein the wired connection
~ comprises one or more of a group consisting of:

uUsB poﬁs and cables;

Firewire ports and cables;

Universal Asynchronous Receiver-Transmitter (UART) based Serial ports

and cables; and

parallel ports and cables.

17.  The method as claimed in claim 14, wherein the memory card is one
of a group consisting of: |

MultiMedia Card (MMC);

Secure Digital (SD) cards;

Compact Flash (CF) cards;

Mini Secure Digital card (Mini SD);

Reduced-Size MultiMediaCard (RSMMC);



of the user; nmeans for displaying the inmge
associated with a current log-in session of the
user; neans for receiving bo#f i mage data '
corresponding to a captured inmage 15 of the

di spl ayed i mage and Identification (ID) data

associ a[\,%ﬂ,'(m{té?lcg ter nal device utili sepl to

capture rrage a, and neans for granting access

to the Mﬁmml&ls@ﬂodd\/l&dluﬂm ng the inmage data
recei veglemgrgéngg ng éqf’rSF i mage and matching the ID

data receiv the | D dat a dat abase. 20 109.
The sysN@mCHS S(t!ICthu@d:’ﬂOl{NtS RueP1®); amther ei n t he i mage

associ a : -in session is, at
5Ieast |ﬁ rangﬂ?O y%'i‘%’g esr’at d. 20. The system as

clained in clalns 18 or 19, wherein the imge 25

conpri S"??Q‘I faAf '§y§ fer SfJr! QBef zﬂ{tﬁéﬂlcﬁﬂon‘? Hhﬁﬁ?hag%gd% session

for identifyling 3 90cat i on- of
caperoprsing:nage; and a second section containing data

associ a%lg%\gia@?éaga%éjrrent log-in session. 30 21.

The systemas ¢ in claim20, wherein the second
10 sect i onmeass deri gertating hAntimege @ssmtedorgth A auresi y-in session
'Softﬁé ulsgpst in part, randomy generated. 21 22.
The systemas clainmed in claim20, wherein the visual
gui de cowpns sersdiapiagingl the rrgegﬁ@tssmatedarpth aiaquiveat log-in session
ceg]tthgl ?ﬂ 23. The systemas clainmed in claim 22,
wher'er it e regul ar geonetric 5 shape is one of a
group cowsanstfomepceivirg koth dinage data ¢arragpendimgdoa captured image

15 tSq % dl%[n?%g(? Ema?% i Iﬁgﬁ‘tﬁ'%gﬁéﬁ glg:]\':c{:/a% )%E?oi;j%tgﬁl@th an external

ria € square resp
sydedee ahllseuaompturatmlynamsiaia aﬂdai ms 18 to 23,

wher ei nmtegﬁs fJ)ID %%%3%& & ﬁg é’ﬁ?s{J}n tblageé %%orﬂgtchmg the image

devi ce conpri
data received w;th the generated image and matching the ID data received

against the |D data database.
20
19.  The system as claimed in claim 18, wherein the image associated

with the current log-in session is, at least in part, randomly generated.

20. The system as claimed in claims 18 or 19, wherein the image
25 comprises: |
a Aﬁrst section containing a visual guide for identifying a location of the
image in the captured image; and | |
a second section containing data associated with the current log-in
session.
30
21. The system as claimed in claim 20, wherein the second section
associated with the current log-in session is, at least in part, randomly

generated.



10 incorporated in a data conmuni cati on between the
second and first devices. 25. The system as cl ai ned
in any one of clains 18 to 241 wherein the ID data
conpri ses conprises one or nore of a group consisting
of: Mobile Station | SDN Nunber (MSISDN); 15

| nt er nabhona Eg%:l d tan ( o :
nunber ; t2bl nt l(-err %(gﬂslct)eﬁgl _ @I : eHS{rJ]bglc%En:1 b%bl’ +'E%Hnl tﬂ?/e visual guide
(I wmpnsmaurawiaromqmtneahamvmbrﬂmntr@wcm) ; and

System ldentification Code (SID). 20 26. The system

as clained in any one of clains 18 to 25, wherein the -
| og-i n 88ssi dhesysatem agslaimegd aphliamazuwbereiimtmrnfegu@r geometric
co ' & ;

5 o SRS IS he B SO BB of S Bl £t Sl A 8fare, the dor
f obeidignehagntng with thé eircler the tdengleeorcthe sfiuarggespectively.
associated with the current 25 log-in session of the
user; 27. The systemas clained in any one of clains
18 to 284. whaheisysteheas clairped feany ene ofrplrinse 48 dm@3pwherein the
no a t n ut
anip ootz BB RE,| eD Reon, BEUSE"B4ERERL Ghta. nerenty

10 cl| mcogrpratedamp dahascgmrrmrmatronmtweﬁnzme selenad and fiirsd devices.
second devi ce conprises one or nore of a group
consisting of: a Personal Digital Assistant; 35 a
di gi t al 28anefhe spsiem2@ claimedin ey phe nbclains. 18Tioe24, wherein the ID

SY 358 ofp ngé@éJﬁgﬂgeE ofdor %‘?e 8{ ijnloﬂ WBnst&lin é%fzs

wherein end a co responding to the
capt urqubﬂa@atmmSméNumh%éMﬁdﬁDN) D) 5 dat a

tL 0t d

15 Govi e [oTALeg MR AR R e (AR ) REmBERECS
connect Indernagdnal NiebileySutseriber IcleatityddSli any one of

clalm ke |§%Q1tar}é@%n%ﬂmb§?minﬁhamt h imge data

correspon ture ge and the ID data
System ldentification Code (SID).

20 26. The system as claimed in any one of claims 18 to 25, wherein the
log-in session comprises a graphical user interface comprising:
a username field for entering user name;
a password field for entering password; and
a area for displaying on the first device the image associated with the current

25 log-in session of the user;

27.  The system as claimed in any one of claims 18 to 26, wherein the
first device comprises one or more of a group consisting of:
a personal computer; and

30 an automated teller machine.

28. The system as claimed in any one of claims 18 to 27, wherein the
second device comprises one or more of a group consisting of:
a Personal Digital Assistant;

35 ‘a digital camera; and



10 associated with the second device fromthe second
device to the first device is_through a wired
connection. 31. The systen1a§20Iained in any one of
clainms 18 to 29, wherein both the inage data
corresponding to the captured image and the I D data
are 15593x4d ghonkhe second device into a nmenory
card, and the first device receives both the inmage
data corresponding to the captured image and the ID

data frog tige NEERAY a8adidimed2n dlie oRY Trediins @é 3b "B wherein
in claim?29, wherein the wreless connection

cofpidingskotly feags d4ia FemeRPoRdigs & e captsrast *m?@ecﬁ"d Tdentifcation (ID)

5 B' 45 RbMbiated WthQﬁ@%cande@k@%r%m'—tﬁé‘se&&ﬂd @48 RROfrst device is
Radio (UMB); and 25 HonmeRF. 33. The system as

cl Hy 3 Wirgless ¢am@ECtiafher ei n the wired connection

conprises one or nore of a group consisting of: USB

ports and cables; 30 Firewire ports and cabl es;

Uni ver sal- AsVRR Y8igBUSS Feaieied oip - amya ABer of t daimsDAgRIY 30, wherein

basggi raebd)tﬁllnﬁﬁétcfata @Bﬁe%ﬁhﬁ@ toanel cﬂﬁﬁ.l?éd F?ﬁadéoﬁﬁds the ID data

and cab essemascalrre in—cl
10 312sspRiatesh with e ﬁém@d%\a% from HResecand geyicap the first device is

comu%wang,régco,{}.{lékﬁd,{%dl a Card (M\C); Secure Digital
(SD) cards; 5 Conpact Flash (CF) cards; Mni Secure

Di gital card (Mni SD); Reduced-Size Mul ti Medi aCar d
- (RSMVC) 31, MefiR& YsySieht s (dMied in any one of claims 18 to 29, wherein

both the image data corresponding to the captured image and the ID data are

15  saved by the second device into a memory card, and the first device receives
both the image data corresponding to the captured image and the 1D data from
the memory card.

32.  The system as claimed in claim 29, wherein the wireless connection
20 comprises one or more of a group consisting of:

Bluetooth;

Infrared;

Wireless LAN;

Ultra-Wideband Radio (UWB); and
25 HomeRF.

33. The system as claimed in claim 30, wherein the wired connection
comprises one or more of a group consisting of:
USB ports and cables;
30 Firewire ports and cables;
Universal Asynchronous Receiver-Transmitter (UART) based Serial ports
and cables; and
parallel ports and cables.
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Menory Stick Duo ( M5 Duo);- 10 Menory Stick Pro (M5
Pro); Menory Stick Duo Pro (Ms Duo Pro); and High
Speed Menory Stick (HS MS). CET system for user

aut hentication during a log-in session 15
conprising: an |ID data database: a graphics generator

for gengjatifge §¥‘stérﬁ%§%laﬁ’f§§@m kg3 WiviHeréin @4 Frielory card is one
| og-in session of the user; a screen for displaying

t hef 3 gheye caryetltfed with a current log-in session

20 of t jeutinvk&dia Card (ARRSei ver for receiving both
i mge data corresponding to a captured inmage of the

di spl ayedcyraddjgital{8) rardsD data associated with an

ext er nabonfha¥i easHiECF) 84flst o capture the inmage data;
and an authentication unit for granting access to the

syst em Minj &ecyre Distaheard iMid SHe i mage data received
W th t heegeaeas 8leduiiipeei Ak REMUEY the 1D data
recei ved against the I D data dat abase.

Memory Stick (MS); -

Memory Stick Duo ( MS Duo);

Memory Stick Pro (MS Pro);

Memory Stick Duo Pro (MS Duo Pro); and

High Speed Memory Stick (HS MS).

35, A system for user authentication during a log-in session

comprising:

an ID data database:

a graphics generator for generating an image associated with a current
log-in session of the user;

a screen for displaying the image associated with a current log-in session
of the user;

a transceiver for receiving both image data corresponding to a captured
image of the displayed image and the ID data associated with an external
device utilised to capture the image data; and _ |

an authenticétion unit for granting access to the system based on
matching the image data received with the generated image and matching the
ID data received against the ID data database.



