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*166166* - 1 TITLE OF THE | NVENTI ON PORTABLE
oresent i nventi on rel ates to  portabl e 5 el cctIGMMMMITIN
present invention relates to a portable 5 el ect

device such as an I C card for executing a variety «@fe
processings in response to instruction data supplied
froman external device. In recent years, for exanple,
an 1 C card has been practicaftlylused as a portable

el ectronic device. The 10 ID card has: a nonvolatile
menory capable of witing and rewiting data, a

control elenent, an iAtlélfadd fIHE IRBMENTGON

conmuni cation with an external device, and the |iKke.

Such PR TAEIEa - HAR AN Qdviahitdge that a plurality 15

e dge that aplurality
carar That i, b prURETEQUNR PEnEer ohdyShERoSe s cash

card, an I.D card for. personal authggtication, and a

prepai d calf%ae AP achi BVed By one? 1T card? FH° siRhe

o LSyt ol o WL, e S oo

functd ans-i ane st geskdds @ omvol atdd e semy vi ddt Aiceion
file format on an application by application basis.

I n addidd arupgihed G e rcarti@sputday Ve ety  of
processi ngs according to an instruction (command) 25

froman exirermaterdevyeers Thesefoxenplide 4€C T@rdard has been

.selects a file (application) in accordance with
practically used as a portable electronic device. The
ID card has: a nonvolatile memory capable of writing
and rewriting data, a control element, an interface for
making communication with an external device, and the
like.

Such an IC card has an advantage that a ﬁlurality
of application programs can be maintained in one IC
card. That 1is, a plurality of functions such as a cash
card, an ID card for personal authentication, and a
prepaid card can be achieved by one IC card. 1In such
an IC card having a plurality functions, applications
and data required for operating each of the functions
are stored in a nonvolatile memory in a file format on
an application by application basis.

In addition, the IC card carries out a variety
of processings according to an instruction (command)
from an external device. Therefore, the IC card
.selects a file (application) in accordance with

the command from the external device, and executes a

T
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the conmmand fromthe external device, and executes a
~~~~~~~ 100 15 10 T I T A A T Y I ) B B
*000002* 2 variety of processings. In general, data

to be stored in the nonvolatile nenory incorporated
inthe ICcard is stored in the formwhich consists

of an identifier (tag), a data length (length), and a
data value 5 (value). Thus, in tBe FC card, it is

possible to provide an access (readout, addition
rewiting, and deletion) or the like to speC|f|ed

dat a, Vbaseey oh RIRCTBY sPpeci fedIbyenstonrahd. to be stored
However, sone of the data to be stored in the 10
nenorlyn.m%rfb%fa‘é%%tﬂrﬁtrﬁ%n@@calﬁaowa%r%\t%sfn the IC card

t t i n IS | EC 7816-4 Annex,
gtﬁﬂg%%ﬁg%ar?iglﬁuéh #%r%éflh% %%nahs%iaﬂﬁlﬁnofd?ﬁé fier

oot 2 [ewdng o he ponla SLILEL UL Sy Puolydal ey 09 Lbe

nest str ctur as a prob rec?

CannonapﬁJép)rov'ﬂﬁgst014511}%@“%"\@%9@ ei(JcSISQ‘ %@sgible }:o

certain type of data.” For exanple, in a conventlona

| C capbvidersn isc 4 optemotPat aah D1 bg, C?é@r%?ﬁ& a
plurality of second hierarchy data exist in first

hi er arrcdydelad i ore) i etite actes st canpoti bee®r Oyt dedok 8ed
the second hierarchy data. 20 BRI EF SUVWARY OF THE

| NVENTI: ONné ttas speobfeed of 4 heopmaseént invention to
provide a portable el ectronic device capabl e of

ef fici ent | yopeoet di gnanchceessdebadavabhavinged ineshe

structure. . ]
memory 1incorporated in the IC card has a nest structure.

For example, in ISO/IEC 7816-4 Annex. D, a structured
tag field is defined as an example of the data having
the nest structure. Such data having the nest structure
has a problem that a direct access cannot be provided to
data which exists in a certain type of data. For
example, in a conventional IC card, there is a problem
that, in the case where a plurality of second hierarchy
data exist in first hierarchy data, a direct access
cannot be provided to the second hierarchy data.
BRIEEF SUMMARY OF THE INVENTION

It is an object of the present invention to
provide a portable electronic device capable of
efficiently providing an access to data having a
nest structure.

According to the present invention, there is
provided a portable electronic device comprising:

a memory which stores data having a nest structure
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25 According to the present invention, there is

provi ded a portable el ectronic device conprising: a
menory which stores data having a nest structure 3 in
which a plurality of lower hierarchy data exist in
upper hierarchy data; and a control section which
provides a direct access to only a specific |ower

hi erarchy data fromanong the—pludral-ity of |ower 5

hi erarchy data which exist in the upper hierarchy
data, with respect to the data having a nest structure
stored ivhidle aepbiyal Addi efohakeobhéetsrang data exist
advant ages of the invention wll be set forth in the
descriptiRFrewntehr 3ot vwaatao and gncpatrow Becbeéeon which
obvious fromthe description, or may be |earned by
pract Tt 0<% He ?h@%ﬁ?igﬁ?eTﬁetooBPéété gRgcadvantayes
of tq%_'nve tion m e realized and obtained by

b
nmeans oréiéb¥ns??%¥%ﬁ?%J?T?8§ hRG PEBRBIhaYi Bhsiower
ti N h iLnpatter, 15 BRI EF,
D AL PO e Ol e eLnal L ot L5 BT e arghy
accormaly| ngi & A Ase. Wb Clinar 821 DORLAOLAL 80nelD 800 cryure
constitute a part of the specification, 1Flus- frate

enboditerds of the hdwenyion, and together with the
general description given above and the detailed 20

descri pti ondoft dea Enbiotie SEBt Sndi ¥80aREhgWs S&r ¥Bel 9nvention
explain the principles of the invention. FIG 1 is a

bl ockvdi agramns st hneth cab | yhdepé st ngt i anconf bgurat iens,
of an I1C card and an IC card system the IC card
ser viditd aish o tvabl b led edtvdoue fevhcehe description, or
may be learned by practice of the invention. The
objects and advantages of the invention may be realized
and obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
The accompanying drawings, which are incorporated
in and constitute a part of the specification, illus-
trate embodiments of the invention, and together with
the general description given above and the detailed
description of the embodiments given below, serve to
explain the principles of the invention.
FIG. 1 is a block diagram schematically depicting
a configuration of an IC card and an IC card system,
the IC card serving as a portable electronic device
according to an embodiment of the present invention;
FIG. 2 is a block diagram schematically depicting

a configuration of the IC card;
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invention; FIG 2 is a block diagram schematically
depicting a configuration of the ICcard; 4 FIG 3

is a diagramdepicting a file structure of a data

menory; FIG 4A is a view show ng an exanple of a
configuration of data having a nest structure; 5 FIG

4B is a view showi ng an exanpte éf a configuration of

data having a nest structure; FIG 4Cis a view

showi ng an exanple of a configuration of data having

a nest striEsur lSF&Gﬁl%grgmadvpemﬁnhgustfaﬂengtdataure of

managenent 10 |nfornat|on FIG 6 is a view showing a
form TF-HAPHCT Vi cated by control information: FIG

71is avie a_configuration of a read connand
for reques%ﬁ% %agﬁu? ?Tgﬁa?goﬁhvgn?” 5a§pﬁ§59—ff

t u 8|s a.flowchart illustrating a flow
of | Tt Bt By Fhror wadt Ry e dré?so\thivFHg“ﬁrﬁest
structure;FAG 49 |8 9 f1ow gggwin | LHSLLERLAg BcfLow

of 20 the proceSS|ng for rea aV|ng a

nest céﬁfﬁ&ﬁfﬁ@hofqé% A0 d s &y ﬁ&mé|$%95t5§£hgg Lhe
processing for checking coi nci dence between a dat a
address angrdatac 1engthismnageneny haf exaRbienss 4

configuration of data having a nest structure;

FIG. 5 is a view illustrating data management
information;

FIG. 6 1s a view showing a format of data
indicated by control information;

FIG. 7 is a view showing a configuration of
a read command for requesting readout of data having
a nest structure;

FIG. 8 is a flow chart illustrating a flow of
the processing for reading out data having a nest
structure;

FIG. 9 is a flow chart illustrating a flow of
the processing for reading out data having a nest
structure;

FIG. 10 is a view illustrating the processing for
checking coincidence between a data address and data
length management information;

FIG. 11 is a view showing a configuration of
a data change command for requesting a change of data

having a nest structure;
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25 FIG 11 is a view show ng a configuration of a data

change command for requesting a change of data having

a nest structure; - 5 FIG 12 is a flow chart

illustrating a flow of the processing for changi ng

data having a nest structure; FIG 13 is a flow chart

illustrating a flow of the processing for changi ng

data having a nest structure; ™5 BIG 14 is a flow

chart illustrating a flow of the processing for

changi ng data having a nest structure; FIG 15Ais a

view illusttatihg the2 pfbeesshagtf 6t lehangrhggdat alow of the

having a nest structure; FIG 15B is a view

11 uSTiSHT T Thet B GORSAT TP {47 55 107 EARGR e Biat 8CTucture;

havi ng a structure; FIG, 150 is.a view. .

i | lustrat inﬁrilé;éth*e£ pt ocesst Ay ?%?fgchiﬁﬁﬁﬁgaaé% fabiny o= the

a ne 1 . Fl Dis i i]] ust i ng. the_ .
%rééé'é’gcwﬁﬁeﬁ%f &a&é&%ad%tgﬁg\(/y]% 2 53%% 91fruc_pure,

processing for® changi ng avi ng est Structure;

15 FIG 16/Ar¢s B4 Vi €W ShOY, Nghapcexampke 9t iAy = flow of the
configuration of data having a nest structure’in

whi chorodqB de il d t§o of cisecpnty hier arghyi dat & hayi ngcthgcure;
sanme identifier are included in first hierarchy data;
FIG 16B iBsI@. vi®ew showmi ngeani exaspretohgt BRe 2Processing for
configuration of data having a nest structure in which
a pl wrEnaynofdstecomiv hierarcdyt dat aubaviag the sane
identifier are included in first hierarchy data; FIG
17 is a vielr shbhp nis a2 cokg v gt hubbhabina tBegoencessing for
speci fh}/i ng, read command for speci f%/i ng a
chanding data having a nest structure;
FIG. 15C is a view illustrating the processing for
changing data having a nest structure;
FIG. 15D is a view illustrating the processing for
changing data having a nest structure;
FIG. 16A is a view showing an example of a
configuration of data having a nest structure in
which a plurality of second hierarchy data having the
same identifier are included in first hierarchy data;
FIG. 16B is a view showing an example of the
configuration of data having a nest structure in which
a plurality of second hierarchy data having the same
identifier are included in first hierarchy data;
FIG. 17 is a view showing a configuration of a
sequence specifying read command for specifying a
sequence and requesting readout of data having a nest

structure;

FIG. 18 1is a view showing a configuration of
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nest structure; FIG 18 is a view show ng a
configuration of - 6 response data in response to the
sequence specifying read command; FIG 19 is a flow
chart illustrating a flow of the processing for
readi ng out data having a nest structure 5 whose
sequence is specified; FIG 20 i$% a—flow chart
illustrating a flow of the processing for reading out
data having a nest structure . whose sequence i s

speci 3 ¥R T GaD1 is eIpowsehart the| sstvaténgsastidwing
of the 10 processing for reading out data having a
nest StFUctUMEA"hose sequence is speci fied; FIG 22A

t rocessing for deletin
Gata havi nhi nESe &S %?%vé’c ﬁrbl%gﬁs Pees e £Yow of the
illu fégé éﬂ%{e‘ rQ&S? IE? éZ %d§|€%%é$% nest structure

havi g a ne tTUCt Ure;
| USIRSAd NG dilien L 0Cesglng; FoLg, del eting data having
a nest structure, I's a view showi ng a

confi gur ation. 0i031sd§|§1é@chQFFHDgWuQ£r §9H§SS|@QOW of the
del etion of data having 20 a nest structure;

i s agtovesdiard fdd usdddingdoar fdove ohathey @f@@§§3éﬂﬁucture
for deleting data having a nest structure; FIG 25 is

a fl owmmectardeqldust rig i ge@i fleay of the processing for
del eti ng data having a nest struc-.ure;

FIG. 21 is a flow chart illustrating a flow of the
processing for reading out data having a nest structure
whose sequence 1is specified;

FIG. 22A 1s a view illustrating the processing for
deleting data having a nest structure;

FIG. 22B is a view illustrating the processing for
deleting data having a nest structure;

FIG. 22C is a view illustrating the processing for
deleting data having a nest structure;

FIG. 23 is a view showing a configuration of a
deleting command for requesting deletion of data having
a nest structure;

FIG. 24 is a flow chart illustrating a flow of the
processing for deleting data having a nest structure;

FIG. 25 is a flow chart illustrating a flow of the
processing for deleting data having a nest struc:ture;

FIG. 26 1is a flow chart illustrating a flow of the

processing for deleting data having a nest structure;

FIG. 27A is a view illustrating the processing for
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25 FIG 26 is a flowchart illustrating a flow of the
processing for deleting data having a nest structure;

FIG 27A is a viewillustrating the processing for 7
additionally witing data having a nest structure;
FIG 27Bis a viewillustrating the processing for

additionally witing data havi ng a nest structure;
FIG 28 is a view showing a configuration of an 5
additionally witing conmand for requesting additional

witing of data having a nest structure; FIG 29 is a

flow & iqri4 st ratd ign @ da tow lAvite a presesstngctore;
addi ti onal I witing data having a nest structure; 10

FIG 30 istSviel sh%vﬁ‘ n@l%\wcbﬂfﬁl@’ﬂﬁ?%ﬂ@% BPeaPrQeéﬁéh“g for
corrmaqd f.or r uestl sear for data having

nest % q’Jutc]tQﬂ‘ *I"ﬁlfijln(?s aat% e‘szrh%vﬁ nyEat st rufture;

confi guratign 058 {es onse dat respon

e%ugﬁelon of an

search command: VBYi% owm%w shoW

exan’pic?dlo@( cﬁdaclol 'W tngt% a@&gﬁ%@%@fp@&%&l@m g&{;@{ylonal

for storlng response ow C

i1l usfrating o fdow ofavide pracessing fof-orking a
search for data having 20 a nest structure; FIG 34

is aflowrhart2gliusiratongeige ft oW Dhist A€ PHOSESSHNToE the
for making a search for data having a nest structure;
FI G B%dsssaing ew shoidingl enxlonf iguratn@ndofa having a nest
structure; |
FIG. 30 is a view showing a configuration of a
search command for requesting a search for data having
a nest structure;

FIG. 31 is a view showing a configuration of

response data in response to a search command;

r'r]

IG. 32 is a view showing an example of a configu-
ration of a response data memory for storing response
data;

FIG. 33 is a flow chart illustrating a flow of
the processing for making a search for data having
a nest structure;

~

i OX

-
}__l
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b}

FIG. 34 is a flow chart illustrating a
the processing for making a search for data having
a nest structure;

FIG. 35 is a view showing a configuration of
a data output command for requesting an output of
a structure of data having a nest structure;

FIG. 36 is a view showing a configuration of



10

15

20

25

25 a data output comrand for requesting an output of
a structure of data having a nest structure; FIG 36
is a view showing a configuration of 8 response data
in response to a data output conmand; FIG 37 is a

flow char illustrating a flow of the processing for
outputting a. structure of data having a nest
structure; and 5 FIG 38 is a-fl8w ehart illustrating

a flow of the processing for outputting a structure

of data having a nest structure. DETAI LED DESCRI PTI ON
OF THEIDWENTI N2 Her ef asfoess prefedaed enbpdimeathsand;
of the present _10 invention will be described with
reference t8°thé’/ atconphnyi AadramihgstrEEGngla flow of

sche ticallé/ de icti a configuration of an IC card
servi a5 A portadl €Okl REtrdhFtNdevi EbrUaEEBRdPAgIEBA

an eqb .|r%enat of t hsg_pre.sent. i nvention, 15 and an IC

card system utitizihg the'1€ c&d. In FIG 1, this IC
card systemgs §§n29?%df9£wa ﬁg?geﬁirﬁé%%gt%P%??eél?B of

personal conputer ereinafter, s yore

as aﬁﬂgjﬁﬁoéb§%¢ﬂéCﬂ%@@%ﬁﬂ&%%iﬁ@t%n§1¥955u§e gpdsan,

information center 5. Also, in 20 e [Ccard system

t her evacamdes appdd ek r@fc & card (contact type IC
card) for making data communi cation by bringing the

|C card 1 and pheAreadeptSCREerI3Ni OFOTHEONNEENTWORD

each other; and an I1C card (non-contact type IC card)

for maki nHelat anebeuni gad fonr¥daempbodiments of the present
invention will be described with reference to the
accompanying drawings.

FIG. 1 schematically depicts a configuration of
an IC card serving as a portable electronic device
according to an embodiment of the present invention,
and an IC card system utilizing the IC card.

In FIG. 1, this IC card system is composed of
a reader/writer 2, a personal computer 3 (hereinafter,
simply referred to as a "PC"), a public communication
network 4, and an information center 5. Also, in
the IC card system, there can be applied: an IC card
(contact type IC card) for making data commurication
by bringing the IC card 1 and the reader/writer 2 into
contact with each other; and an IC card (non-contact
type IC card} for making data communication via
wireless communication without bringing the IC card 1

and the reader/writer 2 into contact with each other.

The above reader/writer 2 is provided as an
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1 and the reader/witer 2 into contact with each

other. The above reader/witer 2 is provided as an 9
external device for reading out or witing data from

or intothe ICcard 1. The reader/witer 2 is

connected to the personal conmputer (PC) 3 serving as

a host device. The PC 3 has a fénction for making
connection 5 to the external information center 5 via

the public comunication network 4 such as the

| nt ersigterpubldeviqel ephoreadenowe ks or ¥SDONingheata from or
above PC 3 al so has a conputing section 6, a display

7, a Keybddid & @Hard diske (FPbjen/whher 19 heconnected
l'i ke. T(I;t(é] corg)uti ng section 6 has a CPU 6a and a

menory’ 68 et T THE CRIPTBY coht Fots A WRbY € dpat ati bAst

of the PC 3. The CPU carries out a variety. of :
pr ocgbses\ﬁ%ges' i nlthaecgbg“r aﬁr%:aesvﬁt u%“%Jo%rt’r% rprp%%i’%?n connection
St orec% tHE F&&é@myirﬁpor%aﬁbgnlégﬁteghﬁ JEOOLY 6 uglic
functions 5 as a main storage device. The di sp?a

functd gnsuasc i Sl ave teans. 4 Thec i S9!l aYe 71nfOFnet, public
exanpl e, notifies an operator of operating procedures

or an<pssradridchestwd e, The 1&keyboard 8 functions as

i nput neans. The keyboard 8 is 20 operated and

i nputt ed BEhé¢ heboperat ok ,afeoc exanpl eompThenfasdcdisk 6,
device (HDD) 9 functions as storage neans. A

pl urd idysfafiless wdnobeadt e8 confhaemtdatk (HDD) 9, and
information, are stored in the hard disk 9. The

conf itdentli‘dfe i nfOraeeenitonhesetored $ Mmahea Hard da sknd

a memory 6b etc. The CPU 6a controls a whole operation
of the PC 3. The CPU 6a carries out a variety of
processings in accordance with a control program stored
in the memory 6b or the like. The memory 6b functions
as a main storage device.

The display 7 functions as display means.
The display 7, for example, notifies an operator of
operating procedures or an operating state. The
keyboard 8 functions as input means. The keyboard 8 is
operated and inputted by the operator, for example.
The hard disk device (HDD) 9 functions as storage
meanrs. A plurality of files, which are confidential
information, are stored in the hard disk 9. The
confidential information to be stored in the hard disk
device 9 includes, for example, a first electronic data
file F1, a second electronic data file F2, and a third

electronic data file F3. 1In the PC 3 configured as
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data file FI, a second electronic data file F2, and a
third electronic data file F3. In the PC 3 configured

as 10 described above, exchange (transm ssion and
reception) of a variety of data is carried out

between the PC 3 and the IC card 1 via the

reader/witer 2. The reader/witet 2 has a function

for making 5 conmuni cation according to a

comuni cation node of the [C card The reader/witer 2

has 3@t Ereral amsifor yexalein @e corhamsoas § ban sesti oaception)
(not shown). The reader/ witer 2 reads data fromthe

| C cdtd 4 BT R e h%t%afﬁée@co%rfaeiwwrdaﬂa PC 3
transm ssji.on d rece tlon 10 betggen th

readet!Writer 2 “Hd the' 1€ CaAF dr 929 Fofv % I% in the
case V\hereTr@%: L& @%%{@gp LG gard. (cont ac
v

ex
ontagt Lype |G,
card) for a' comunf - ¢atfon via'q" co

SeCt'éEhﬂWﬁfEﬁ@H&h §r@bf5iﬁ@rgo'§ P&gﬁ@ %c%@&gn mode of the

physi cal contact, the reader/witer

function-{.e4 ﬂHleKb(E€£b§9ﬂwyﬂt§§t20ﬁaénanCOHEQQEaL memory
with the contact section of the ICcard 1. In

addi tarod, a i dortilien casei whesect henl Ghearshdwh . a tpat agbder/

type IC card, the reader/witer 2 is provided wth an

| C cardifase? traett idnt{ ndDtoshown) I¢ ocaraserdingrihes data

IC 20 card 1, and the reader/witer 2 is provided so

as tolmé@rﬁsn@ nto sord aktbwi dhta comtavisseeni andofethption
inserted into the IC card insert section. In

addl thi’%thweﬁ”h e rEWeFetah 7 erdrehesIancaicard

(non- conta§t type IC card) for making data
xamo e, 1n’the case where an IC card is an IC

card (contact type IC card) for making data communi-
cation via a contact section with which the IC card
is brought into physical contact, the reader/writer 2
has a function for making data communication in
contact with the contact sectiocn of the IC card 1. 1In
addition, in the case where the IC card 1 is a contact
type IC card, the reader/writer 2 is provided with an
IC card insert section (no:t shown) for inserting the IC
card 1, and the reader/writer 2 is provided so as to
come into contact with a contact section of the IC card
inserted into the IC card insert section.

In addition, in the case where an IC card is
an IC card (non-contact type IC card) for making data
communication via wireless communication without any
physical contact, the reader/writer 2 has a function

for making wireless cata communication with the IC cara
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any physical contact, the reader/witer 2 has a

function for making wireless data conmunication with

the ICcard - 11 1. Also, in the case where the IC

card I is a non- contact type IC card, the

reader/witer 2 is provided wth a comunication

section for transmitting and ~relcei ving a radi o wave

for wireless conmmunication with 5 the non-contact type

I C card. Next, a configuration of the ICcard 1 w ||

be described higk ethF| @ s Wiere vikw ECheanti talbya non-
depicting an exanple of a configuration of the IC

card Cl‘?“tlﬁ%st%\r:)rppi?ﬁmﬁt@? IPede 0 ¢akge1 2sis provided
CONPQSE( of a rra?gnetjc stripp, section 11, a

comuinti catd o YRET T T 42} SAnd Ohet Portapfnt bl ity a9

| C chi 13. The . netic stripe section 11 is . , ,
pr ovimdég%%\gmgarbcagaa surtace.” Hr S ARy net TRAr At ion with
stored,d mon 446 fmgnelle gtripg,section 11. The

conmuni cati on section 12 functions as receiving neans

and out putndwanss f @sn dod @& exchange (Mith-the o 1 e
reader/witer 2. In rtlhi::(gcfase where t he IKC caf% 1 \féll pe

providietmivad RO-snon-contact type I1C card 1, the
communi cation sec--ion 12 is conposed of: an antenna
section foflGrahsis td i ngew anchéemrsei vh NPy adéadi 01 MQVE,
a nodul ator circuit for nodulating transm ssion data
and isSEHME the arodul Atedra datra df tihe EDtenna 1.
section; a denodulator circuit for
As shown in FIG. 2, the IC card 1 is composed of a
magnetic stripe section 11, a communication sectior 12,
and one (or a plurality of) IC chips 13.
The magnetic stripe section 11 is provided on
a card surface. Data is magnetically stored in
the magnetic stripe section 11.

The communication section 12 functions as
receiving means and output means for data exchange
witn the reader/writer 2.

In the case where the IC card 1 is provided as a
non-contact type IC card 1, the communication sec*ion
12 is composed of: an antenna section for transmitting
and receiving a radio wave; a modulator circuit for
modulating transmission data and issuing the modulated
data by the antenna section; a demodulator circuit for
demodulating the radio wave (modulated wave) received

by the antenna section; and the like. 1In this case,

the communication section 12 generates power and an
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received by the antenna section; and the like. In
this case, the comunication section 12 generates
power and an - 12 operating clock to be supplied to
each section incorpo- rated in the I1C chip 13 fromthe
recei ved nodul ated wave. In the case where the IC
card 1 is provided as 5 a contact type IC card, the
comuni cation section 12 conposed of a contact
section and a communi cation control circuit etc. In

t hi s Psge t e Tomuicdts oitPzektd ore 1<~2a@bt%1¢¢1tsl<prwemcoroo—
and an operating clock from the reader/witer 2

bri ndidt§e e 1'card A imtle foF WbnthetrsFehred c‘b?ﬁ“é%% ed

termwnal section (not shown) provided in the
readeralvvﬁ‘iter 2. The 1 C chi p 13 is enbedded in the IC

card main lnagb STalS 1 Mi&h@%r‘%nfgb ll:i'ﬁDV}%ﬂ =

connect ed WI he conmrini cation ec

chip 213588 Showhe 1 1L A Gt ida %&g@l@l%‘?”ﬁéé’t}& 12

a wor ki ng nenory 16 a program nenory 1

| i ke.cofip R dd £ ungtdons as-@a SONE9l 5 eé&ﬁﬁmlcatﬂ@n
CPU 14, for exanple, carries out a variety of

pr ocessithgsl idi maciar dance Vit htlgi €od o) PEO I SIMOK i 29t ion

the like stored in the programnenory 17. For exanple,

t he GRUtlidbrexstuies:iand ideveseladd ian rocessigngeclock from

operation described later and carries out a variety of

pr ocedsi Ny duchy @ist i strhhimatiomerioceskl ngpod 1 into
contact with a contact terminal section (not shown)
provided in the reader/writer 2.

The IC zhip 13 is embedded in the IC card main
body in a state in which the chip is connected with
the communication section 12. The IC chip 13, as shown
in FIG. 2, has a data memory 15, a working memory 16,
a program memory 17, and the like.

The CPU 14 functions as a control element.

The CPU 14, for example, carries out a variety of
processings in accordance with a control program or
the like stored in the program memory 17. For example,
the CPU 14 executes a file selection processing
operation described later and carries out a variety

of processings such as discrimination processing or
determination processing, date writing into the data
memory 15, and data readout from the data memory 15.

The data memory 15 is provided a nonvolatile

memory capable of rewriting data. For example, this
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determ nation processing, data witing into the data

25 nmenory 15, and data readout fromthe data nenory

15. The data nmenory 15 is provided a nonvolatile

menory capable of rewiting data. For exanple, this 13
data nenory is conposed of: a nonvolatile storage

el ement capable of rewiting data such as an

el ectrical erasable and progranmble read only nenory
(EEPROM or a flash ROM A variety of data such as
application 5 data are stored in the data nenory 15.

The whtltid reerennrys 180Ms0 soRposeda oicavabavblat sterage
nennry such as a RAM (Random Access annry%, for .
exanpl EMeHe SRIKD MYy Mend?yr 161 Panee Fansuas aswerkphgetrica

f or the CPU 14 to tenporarily intain data 10
belngjiy %%%§§6H]'ﬁﬁf?ﬂ%ﬁﬂ%ﬁfﬁeﬁﬁ?g ﬁg?Ys“%W89¥de@ 580M)
a rewtit ng . dl sl e nonyol ally e eiRly- oFof §X2IBLei cacion

this progran1 menory i's conpos

rewr i ﬁg I t as:a mask ROM

(Rea éﬁ%isﬁgnnry)é@ eq¥§§ ?%F$aﬁ§ﬁ%ﬁ% IQ‘517 stores a

vari ety ofm@%@h@g%@@ﬁy te be @&%BHE@Q By ghﬁoﬁwlac;lo
14. For exanple, the program nenory 17 stores

cont medmdr P adh fo8 @@F&@V[“@n@@xﬁhpx@éeﬁgem&ﬁé*9 for
functions of the IC card | such as processing for a

conmmechriplom t Heh+ eashe i vg ihe@tio?2y 120fNextiodsfabkea working
structure of data stored in the data nenory 15 will
be desurdbedidrereie I 34 iiso at empwr sholw nga ant exanpkea
of a file structure in the data nenory 15.
being processed.
The program memory 17 is provided as a rewriting
disable nonvolatile memory. For example, this program
memory is composed of: a rewrite-disabled storage
element such as a mask ROM (Read Only Memory). The
program memory 17 stores a variety of control programs
to be executed by the CPU 14. For example, the program
memory 17 stores a control program for achieving
each of the basic functions of the IC card I such as
processing for a command from the reader/writer 2.

Next, a file structure of data stored in the
data memory 15 will be described here.

FIG. 3 is & view showing an example of a file
structure in the data memory i3.

As shown in FIG. 3, the data memory 15 stores a
variety of data in a file format. The file structure

as shown in FIG. 3 1is based on ISO/IEC 7816-4. The

file structure shown in FIG. 3 is provided as a tree
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As shown in FIG 3, the data nenory 15 stores a 25
variety of data in a file format. The file structure

as shown in FIG 3 is based on I SO |EC 7816-4. The

file structure shown in FIG 3 is provided as a tree

14 structure of a directory having a variety of

folder types. In accordance with the file structure

as shown in FIG 3, the data nelfory 15 stores data
relating to a plurality of applications. 5 For

exanple, in the case where the ICcard 1 is used as a
card Hai g 2 piural 41 5e oFOFunkd v bng suehriasyaoér édiger
card, a point_cord, and an ID card, the data nmenory

15 st'ofds datd’ raeJr%‘f]F%“?% wl p uF%?u%Jyl%fStrUCthQ as ShOWf‘

appllcat s psuch as, an plication which functions 1
as a cre (? car d; hﬁ d%%%l$t%f1%n gh?cﬂ fundtrongtadt énq £o

p0|n 10 h erving as an | D card.
I'n adt |t|on qglsho%%agifég B3t the data menory 15 is
Conf|guredF§P d-hat- a0 an(@ﬁ§tgésg'%ﬁ% 21th§ I@rg%kgeq is

at the top position; DF (Dedicated Fil

and DR e Pprevidedwnteratpes Mr2diy a@ﬁ Ehznctlons such
(Elementary File) 25, EF26, EF27, and EF28 are

proviaedck mm@@wteaﬁh:pfatm@S@tDEazq,DE&S,a@ndDDEaﬂd,lﬂhe
addition, under MF21, there is also provided a key

EF29 drsed nanosyt ore keyrénformatiehavingheol dkelfioality of
establ i shing an 20 access perm ssion for the |1 C card

1. THRPRbYRAL DFRR, s\DH232S and DFR41 ezl pr ovih deld asnctions
folders set for each application. Therefore, the
above* DF2 T §93, S D¢@4a%?bl%@%¥@@eﬂ“%ﬂpnuhﬁ@FlonS as a

whi ch . . ,
point card, and an application serving as an ID card.

In addition, as shown in FIG. 3, the data memory
15 is configured so that an MF (Master File) 21 is
provided at the top position; DF (Dedicated File) 22,
DF23, and DF24 are provided under the MF21; and EF
(Elementary ¥ile) 25, EF26, EF27, and EF28 are provided
under each of these DF22, DF23, and DF24,. In addition,
under MF21, there 1is also provided a key EF29 used to
store key information or the like for establishing an
access permission for the IC card 1.

The above DF22, DF23, and DF24 are provided as
folaers set for each applicaticn. Therefore, the
above DF22, DF23, and D¥24 are provided in number which
corresponds Zo the number of applications mounted in
the IC card 1.

The above EF25, EF26, EF27, and EF28 are provided

as files for storing data such as user data actually
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corresponds to the nunber of applications nounted in

25 the I1C card 1. The above EF25, EF26, EF27, and EF28

are provided as files for storing data such as user

data actually - 15 wused in applications. In addition,
EF25, EF26, EF27, and EF28 each are provided files

for storing data relating to applications which
correspond to the upper DF22; DR23,- and DF24,
respectively. 5 For exanple, in an exanple shown in

FIG 3, EF25 and EF26 are provided as files in which

dat a ¥etatim@Ereol appléeat i ohs deflinednbyEPE22 E826, EE27,
stored. EF27 and EF28 are provided as files in which

dat a ¥t dti1fy TIC" apptiREeT bAsd def +pedipy EFP3ipng data
stored., 10 In the present enbodi nent, as shown in FIG

3, ar%éastc"rr?%tT%n‘l\%?]r]rc‘b\el%??/e‘ﬁhh%%uﬁ?ﬁéeﬁﬁaﬁdt he Bagauoper
Menor y,. s:_an ication for the ICcard 1 to
funct]?'o%;’a?%%o@%%ygpbé)é’ ched TLAFatf conpany X |
oriented appli | ; pLi hon_for the LC.cakrd .
115 to fuﬁ%i%ﬁg%‘gﬁ%’ Ogﬁp%ﬁyé%&g@b%%i ﬁ%gé“%r dg(Co?Frpa?iy EF25

A ordenteth apptd catdon)eqand amapplicabion f9r.the1acing
ICcard 1 to function as a Conpany B's point card J

( Conpanyadp of d £nt ©s appt i cad i 9N) DrE M t hesexaapl e shownang
in FIG 3, DF22 (hereinafter, 20 referred to as DF1l)
is setf2® ard gpdevided =4 ofi hgsthe wikbopaoytX ecienied to
application. In DF22, for exanple, a DF nanme serving
as a dnrplelgranecis defimed by cEEUBtis Conpaay. X' .
Further, under the DF22, two files, i.e.,

In the present embodiment, as shown in FIG. 2

3y
a descriptiorn will be given assuming that the data
memory 15 stores: an application for the IC card 1

to function as a Company X's credit card (Company X
oriented application); an application for the IC card 1
to functior as a Company A's point card (Company A
oriented application); and an application for the

IC card 1 to function as a Company B's point card
(Company B oriented application).

In the =sxample shown in FIG. 3, DF22 (hereinafter,
referred to as DFl) is set as a folder for storing the
Company X oriented application. In DF22, for exarple,
a DF name serving as a file name 1is set as a "credit

Company X". Further, under the DF22, two files, i.e

EF25 (hereinafter, referred to as EF1-1) and E=26

(nereinafter, referred to as

171

F1-2) exist as files
for storing data relating to the Company X oriented

application.
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EF25 (hereinafter, referred to as EF1-1) and EF26 25
(hereinafter, referred to as EF1-2) exist as files

for storing data relating to the Conpany X oriented
application. 16 DF23 (hereinafter, referred to as

DF2) is sec as a filter storing the Conpany A

oriented application. In DF23, for exanple, a DF nane
serving as a file nane is set akba *point Conmpany A".
Under the DF23, two 5 files, i.e., EF27 (hereinafter,
referred to as EF2-1) and EF28 (hereinafter, referred
to as EF2- Q§2%XK%?r%Snaf¢¢@s fofescori hg dat BFPel asi ag- as
to the Conpany A oriented application, In additjon,

DF24 a(hﬁelr]e“r%ﬁ%?”?%f%t?*‘? Pt RE A 197 Dﬁ3§e¢sd@é1—: @athon -

filt f torlng the Company B _oriented
apple%afg%%§’l% DF2Y ?DT’éia pI BTG PR hame 28ef v hge name

as a.fgl§ nane H§ 1,85 &, |n£"Cbnp§Qg B"?é s%%?édtwo

conflguratlon 0 a haV| a nest SETUEL D

in th%JQ§§a ﬁEQDrVEﬁéﬁ Aé QEH%JS ﬂesfngFPegerg Jh§F2—'

data nmenory 15 can store data having a nes

strucdnd esrdde wat & havd g, ar DeSE SET UG UL eEF@-eﬁj herest as
denotes data configured so that second hierarchy

(| owerildy ef@r chy)r g addisa presening Ncdi £15¢ hforggﬁﬁﬂi§héf

(upper 20 hierarchy) data. In the present enbodi nent,

t he faristntdd e thyatdat@a. and second hi erarchy data

are configured in a simlar expression format. The

first hier&rchydidacm, abid’secondehnefaechyrdatarateto as

produced in an
DF3) is set as a filter for storing the Company B
oriented application. In DF24, for example, a DF name
serving as a file name is set as & "point Company B".

Now, a configuration of data having a nest
structure stored in the data memory 15 will be
described here.

The datz memory 15 can store data having a nest
structure. The data having a nest structure used here
denotes data configured so that second hierarchy {lower
hierarchy) data is present in first hierarchy (upper
hierarchy) data. In the present embodiment, the first
hierarchy data and second hierarchy data are configured
in a similar expression format. The first hierarchy
date and second hierarchy data are produced in an
expression format such that an identifier (tag), a
data length (length), and a data value (value) are
arranged in order. The identifier {tag) is provided as

informatiorn for identifying the data. The data lenath

)



expression format such that an identifier (tag), a 25
data length (length), and a data value (value) are
arranged in order. The identifier (tag) is provided as
information for identifying the data. The data | ength
17 (length) is provided as information indicating a
size (length) of the data val ue1 (val ue) of the data.
The data value (value) is provi ded as a main portion
of the data. 5 FIGS. 4A, 4B and 4C are views each
showi ng an_ exanple of data having a nest structure. ,
The dat='d Havi'my TR SHGUGTUre Showt i AInssS. capngpg size
and 4 i ndi.cat.es ,an aml e of data stored.in an o
" EF" ,&fegrgnméxé’nfﬁﬁ—&e 16 Ford 14 F ”’c%*le}A,OM%%%Q%C?' jtThe
Is a that data relating to the : o
or i ezjfaggjegvpap L%E:a‘t%‘o‘nuae)i s‘siltéol?%d’?oenC¥ %%g&éﬂ?’n&r“on ot
addi tdren,q4he Conpany A applicati on manages a
plurality of data relating to plural types of points

5 (points X,ri6s anth Z)4p Thes 1oc poiditsi &€ assunBdod ondean
data changed according to a utilization state of
ser viecamprieviadedidna trher:Ganmpames-A arferfiett. The data
application. FIG 4A shows an exanple of a
conf ihguriatd drheofs © mattar ) GrofwipoimtEDGS 20 Alhel Bladrad 4C
(first hierarchy data) 100 of point X is conposed of
an i destidaters @ragemp date |Engt rtqdahgtrh)an aheF'a, for
data val ue (value). The point X data 100, as shown in
FI G 4&MH1E conposed of : an identifier

10 Here in FIGS. 4A, 4B and 4C, it i1s assumed that
data relating to the Company A oriented application
is stored in "EF2-2". In addition, the Company A
application manages a plurality of date relating to
plural types of points (points X, Y, and Z). The

15 points are assumed to be data changed according to
a utilization state of service provided by the Company
A oriented application.

FIG. 4A shows an examole of a configuration of

data 100 of point X.

20 The data (first hierarchy data) 100 of point X
is composed of an identifier (tag), a data length
(length), and a data value (value). The point X data

100, as shown in FIG. 4A, is compocsed of: an identifier
("E1") 101 serving as an identifier of the data 1090;

25 a data liength 102 serving as a data length of the data
100; and a value 112 serving as a value of the dcata

100. The data length 102 indicates & data length of
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("E1") 101 serving as an identifier of the data 100;

25 a data length 102 serving as a data length of the
data 100; and a value 112 serving as a value of the
data 100. The data length 102 indicates a data |l ength
of 18 - the value 112. The value 112 of the point X is
conposed of data 113, data 114, and data 115 serving
as second hierarchy data. Theseftenms of data (second
hi erarchy data) 113, 5 114, and 115 are conposed in an
expression format of data simlar to the above data
(firsthehiverlarchyl2 data) 100. Narely, the data 113,

114, and 115 each are conposed of an identifier _
(tag), a ddt@ Yt htl141hgth§, Pahdt a¥ dataco@pgasd of data

(value), 10 The data 113 is p ided as data__ o
i Gt ng 30 ot VAT GG bt iS5 Thes GafECq13, hhgrareny
showy, j.n.  Fl vyl onposed_ of d | ength 104 . . .

ser&?ﬁ%‘ﬁs i?%ﬁ%ifT%ﬁ%t c§5$%e‘%%%%%%i%l%ﬁ%r%h¥a de2) 113

105 seryingg as s val ue,of,the data, 113,15  The data. -

114 is provided as data indicating an ‘upper limt
val ues ofafal idimd 1 athe: datige 1ddovasyshowns: Eo: Fh G r4Achy

is conposed of an identifier ("DF0O2") serving as an

i dentddtiar afe .t hevadat oy 11dhe adshad a1 1 Bngt ha, 1974 Servi ageh
as a data length of the data 114; and a 20 val ue 108

ser viawpe asorgposd dueo Dfart hiedeat af 144, (Tdhe) dad adddd 1sngth
provided as data indicating a final update date of

poi nt (bendie daar 18 5ia s i (VLG 4, s

conposed of: an identifier ("DF0O3") o

The data 113 is provided as data indicating a
point value of point X. The data 133, as shown in
FIG. 4A, is composed of a data length 104 serving as
a data length of the data 1313 and a value 10t serving
as a value of the data 1.3.

The data 114 is provided as data indicating an
upper lim:it wvalue of point X. The data 114, as shown
in FIG. 4A, is composed of an identifier ("DFO2")
serving as an ildentifier of the data 114; a data length
107 serving as a data length of the data 1i4; and a
value 108 serving as a value of the data 114.

The data 115 is provided as data indicating a
final update date of point X. The data 115, as shown
in FIG. 4, is composed of: an identifier ("DFO3")

109 serving as an identifier of the data 115; a data
length 110 serving as a data length of the data 115;

and a value 111 serving as a value of the data 115.

The aata structure as showr in FIG. 4A is referred
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109 serving as an identifier of the data 115; a data

25 length 110 serving as a data length of the data

115; and a value 111 serving as a value of the data

115. The data structure as shown in FIG 4Ais

referred 19 _ to as a nest structure. Nanely, the data
having the nest structure indicates data configured

so that, in the first hierarchy-Yata in a

predeterm ned format (data 100 in the exanple of FIG
4A), second hierarchy 5 data (data 113, 114, and 115

in thHe SGamleesf FHEC4e- i Namnsiwi | ahef depat hareng the
nested. FIG 4B shows an exanple of a configuration of
dat a "B ot Pt -, 1 TheCHat R ¢ F7 sEORf eparefdysdatagt, in
120 of point Y is 10 proyided as data relating to .

poi nt™ " “The® ddt B2 4205 " A% Shotn # nP EFeStapn-ysc Lormat
conposed .of -, cidentifier ("E27).. 121 serving as an

identh | er 10%(?{]]?{1?3 L(1’61% aéﬁ%?i% Uat 2T Cr et h i2gor§§r9f‘%§amhy
as a engt t d 120: . and 23: - \
servfﬁgﬁgséa varbgibfﬁf%bq%g?ag€%0?915h?n¥g%@?%%oﬁf FIG. 4R

the vial ue di3d: of - pad AtatY 45 cooposged of: data 127 and
data 131 serving as second hierarchy data. The data

(second hierarchy giadvay d27candoldloseachodr@quration of

configured in a data expression format simlar to the

dat a ddua st2hief arechyt data) 120. Nanely, the 20 data

120 relating to point Y also has a nest structure, as

shown in A& 48 aTheidatahi@7arshprduidedlas datpoint Y is

indicating a point value of point Y. The data 127, as

showPigyvided as data relating to point Y. The data 120, as
shown in FIG. 4B, 1is composed of: ar identifier ("E2")

121 serving as an identifier oZf the data 120; a data
length 122 serving as a data length of the data 120;
and a value 123 serving as a value of the data 120.

In addition, the value 123 of point Y is composed
of: data 127 and data 131 serving as second hierarchy
data. The data (second hierarchy data) 127 and 131
each are configured in a data expression format similar
to the data (first nhierarchy data) 120. Namely, the
data 120 relating to point Y also has a nest structure,
as shown in ZTIG. 4B,

The data 127 is provided as data indicating a
point value of point Y. The data 127, as shown in
FIG. 4B, is composed of: an identifier ("DFQ1") 124
serving as an identifier of the data 127; a data
length 125 serving as a data length of the data 127;

and a value 126 serving as a value of the data 27.
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FIG 4B, is conposed of: an identifier ("DFO1") 124 25
serving as an identifier of the data 127; a data
l ength 125 serving as a data |length of the data 127;
and a value 126 serving as a value of the data 27. 20
The data 131 is provided as data indicating an upper
limt value of point Y. The data 131 is conposed of:
an identifier ("DFO2") 128 se‘rvizﬁ)g as an identifier
of the data 131; a data length 129 serving as a data 5
l ength of the data 131; and a value 130 serving as a
val ue of tHe® fied 131! Ft & rac powes afeexanpfecaking an
configuration of data 140 of point Z. The data (first ‘
i or ARG dat)” 140057 Golf: 2 1 & 10°provited hs: Hatenposed
relating to point, Z The, 140, 0f _point Z, _as shown ._._
in Floén'gf(i l||Oggen“(:"(J‘rrlrfo"se‘d ESgEfa@é’j’a’n ‘i%%n?%‘f]e‘r‘g (FEXY ygqnti-ier
servi -4 dentifier, 1 dat 40, . a dat =
I engtcﬁjgltj’:;_e %tvdl hgﬂ ‘as Zd dpg% a‘%}g%%?hﬁzo% %%‘eal(fgﬁfa&m%; dat
and aamjie JdAI RS sarVing as,a value of the Q@E@i%?as

0

In addition, the value 143 of point Z is conposed

dat a 14/ 1 datar 15l @k data 155 serving as second

hi erarchy data. The data (second hierarchy data) 147,

151, and 185 eath sitevcont igruaredie ncf dat@nexpruession of

20 format simlar to the data (first hierarchy data)

140. deNamel40 athecdatta 2140 of point Z al so has a nest

structure, as shown in FIG 4C The data 147 is_ _ .

provi ded ash%ag%gqrﬁﬁ%%ﬁqrﬁﬁ@garcny data) 140 of point Z is
provided as data relating to pocint Z.

The data 140 of point Z, as snown ir FIG. 4C, 1is
composed of: an identifier ("E2") 141 serving as an
identifier of the data 140; & data length 142 serving
as a data length of the data 140; and a value 143
serving as a value of the data 14C.

In addition, the value 143 of point Z is composed
of data 147, data 15X, and data 155 serving as second
hierarchy data. The data (second hierarchy data) 147,
151, and 155 each are configured in a data expression
format similar to the data (first hierarchy data) 140.
Namely, the data 140 of point Z also has a nest
structure, as shown in FIG. 4C.

The data 147 is provided as data indicating a
point value of point Z. The data 147, as shown in
FIG. 4C, 1is composed of an identifier ("DFO1") 144

serving as an identifier of the data 147; a data

length 145 serving as a data length of the adata 147;
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poi nt value of point Z The data 147, as shown in 25
FIG 4C, is conposed of an identifier ("DFO1") 144
serving as an identifier of the data 147; a data

| ength 145 serving as a data |ength of the data 147;

21 and a value 146 serving as a value of the data

147. The data 151 is provided as data indicating an
upper limt value of point Z.~ Thel data 151, as shown

in FIG 4C, is conposed of an identifier ("DF02") 5
serving as an_identifier of the data 151; a data

| engtd 449 '‘sekWs nif GsSar data fengt hedietdé dacadasba; 147.

and a val ue 150 sgrv$ng_as a value of the data 151.

The data 155°i 927 ovP dedS aBT A%t 4°F ndf catFAgladifphang an

updat e qgie FﬁiPQlD‘ Z. The data, 155, asdsbommﬂ_loﬂLn L

FIG #ESis chnposetof Yt aiCrdentifiers (“DFO3"Y-1525 shown

servi dsganddentifier of ;the data.155; -a data .. n
R T

| engt serving as a dafa I'ength of the data

and a yval uey 154 seryvhdg: as; - vatk ug;, of a 15
Now, datéﬂﬁ%nagenen% inforn%tion %oﬁt%%ﬁgdg?% %5§?R%

dat a reqry 150 wdtvbey descsi beda hesgye il & Brshgussans;
exanpl e of data managenent information to be stored

in thendad avaremor ysA5sedhendas e sanagesest tREonsvbi 081 .
as shown in FIG 5 1is provided as managenent

i nf or mati ohn¢ odat®atlbhgisupro2ddat as dewei thagcdatag a

or making a search for data. The data contained in the
dat a ek yuadatis ¢oht rof |edintoZ be Bteedsed baSedasrshown
t he above data managenment information. In addition,

dat a %%VEH@~84%€S¥SS¢@WE@®¢@ of: an identifier ("DF0O3")

152 serving as an identifier of the data 155; a daza
length 153 serving as a data length of the data 155;
and a value 154 serving as a value of the date 155.

Now, aata management information contained in
the data memory 15 will be described here.

FIG. 5 shows an example of data management
information tc be stored in the data memory 15.

The data management information as shown in FIG. 5
is provided as management information for reading out
data, rewriting data, or making a search for data.

The data contained in the data memory 15 is controlled
to be accessed based on the above data management
information. 1In addition, data having a nest structure

1s managed for each item of the first hierarchy datea.

8}
R
wn

The data management irformation shown in FIG.

3]

composed of & data item number region 200, a control

information region 201, and a free space 202. The data
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I's managed for each itemof the first hierarchy data.

25 The data managenent information shown in FIG 5 is
conposed of a data item nunber region 200, a contro
information region 201, and a free space 202. The data

- 22 item nunber region 200 stores information
indicating the nunber of data itens (the nunber of
control information itens). The&ontrol information
region. 201 stores control information 201a,

whose item nunber 5 corresponds to the nunber of data

i t ersl {9 rsembéy e¥ag chy dat astoredatafhamihgoa hedicating
structure). In addition, each itemof contro

i nf o' i 201 . datgontarnedtin tHeDeBNef ofontrol
information region 201 is provided to be associated

wi t h ach T2 et ’of - 19°d4t a (g?rs? ‘her at thyrBatacFoFegion 201

data havjn est sttugty[e h itemof control
|nfor%§%%6% 2o T onD ose % i nf or FRPFoN? f%@ numbe r
controlli 5&@ cggrehasg g, da I exanp

shown |r1%§b ézch |ten1g€g%gn?$o g?%f%%%@%lbn 261a

151 CUMPAsEdi A6 Of o dab 2 & dent i £ & AL or gmtjon, 210,

éét address information 211, settable size

|nfornatlODnZé@Q-ﬁDﬂn,S@§@ﬁlIyeﬁ0@ﬂ|&bﬁﬂ_b@fQEHEEhgﬂlon
213. The data identifier information 210 is provided

as i rif@ramati on dowdi catéagimanchdensnfier ohfdatac20n region
corresponding to the control information 201a, ..

W th 4Espectptey ddtd havibag asoesitsd ructuresch het dlat a
identifier information 210 is provided as an

i dentdFbaer (fipfst helg¢iasehhi@raa chyr ddt'ae Mhisndat anest

identifier _ , )
structure). =zach item of control information 20la,

is composed of information for controliing the corre-
sponding data. In ar example shown in FIG. 3, each
item of control information 20la, ... is composed

of data identifier information 210, set address
information 211, settable size information 212, and
security conditior information 213.

The data identifier information 230 is orovided
as information indicating an identifier of date
corresponding to the control information 201la,

With respect to data having a nest structure, :the data
identifier information 210 is provided as an identifier
of the first hierarchy data. This data identifier
information 210 is used for specifying data tc be
accessed. Fecr example, in the case where data to be
accessed from the reader/writer 2 in a command is

specified by an identifier, the IC card 1 compares the
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information 210 is used for specifying data to be 25
accessed. For exanple, in the case where data to be
accessed fromthe reader/witer 2 in a command is
specified by an identifier, the IC card 1 conpares the
23 command specified identifier wwth the data
identifier information 210 such as each item of
control infor- mation 20la, .~ .,21hereby making a

search for the specified data. 5 The set address
information 211 is provided as information indicating

an addresd R ch eratidensli ai¢pcat ed. tiNanedya t@entifier
set address information indicates to which address

the dat®dGrredpondi nifdo 2% reachnt ben Phf epmaiponinfor-
201a, ... is allocated in 1egbt_heﬁ.data nmenory 15_of the

| C cdFdL" THE Fet tabl e ET 7Y ffof hadi ons2415Cj sfor the
provigded as. _jnformation indicating an all owabl e data

si ze. bn%saﬁslye,d rl%ah'egr'gettabl e size information 212

i ndi cates @&, Size hi ch. 21 as a.

corr espondﬁ@ %% t%@e&—c%snut ?%Ilp%g??%%g‘r rrg?lﬁ on° 28187+,

I n other: wosdgat e dada-aCorg espongh Pgst or § hen cont 1ot 5

i nformati on 201a, ... can be changed as |long as the

dat a iiss avitdidardde nangely,oftisé zest selidids§ hen settabl en
size information 212. The security condition

i nf orimeticat 13 o sviproviaetre 29 asei dfos nabiromsponcing to
indicating a security condition for data

cor r espordig ¢l e wontirot 2 Giar mat i ohs 20189cated in

The security condition information is provided as a
securitsy ColitSHY ebfuitled- #oriCi¢atdel case of

reading The settable size information 212 is provided as

information indicating an allowable data size. Namely,
the settable size information 212 indicates a size
which can be set as data corresponding to the control
information 20la, .... In otner words, the data
corresponding to the control information 201a,

can be changed as long as the data is within the range
0f sizes set in the settable size information 212.

The security condition information 213 is provided
as information indicating a security condition for data
corresponding to the control information 201la,

The security condition information is provided as a
security condition required for, in the case of reading
out or rewriting the data, providing an access to the
data.

The data management information 1is described

in detail in, for example, Jon. Pat. Appln. XKOKAT
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out or rewiting the data, providing an access to the
25 data. The data managenent information is described
in detail in, for exanple, Jpn. Pat. Appln. KOKAl - 24
- Publication No. 11-282989. FIG 6 shows an exanple
of a format of data having a nest structure
controlled by the above control information 201la
(201b, ...). 5 The data showT i*¥#IG 6 is stored in
an address on the data nmenory 15 indicated by the set
address information 211 of the correspondi ng control

i nf orfivt o T 2o diq-2011;28298%- In FIG 6, data length
information 220 is provided as managenment inforpation
10 i ndi cati gy &° d%ﬁgw? NGt PP AT Prst hPEFabchy data
val ue (val ue). ta 221 is provided as a Dortion of
t he fehlarvs*tmjnigernaerl:)sg*nys'“dra“fvatl{/‘aﬁtpu"eo"(t%/a(f'Ufgjc.j Bat A vaf Par gycortrot

managenent i.nfar najliaon(%gbi s provided as managenent

i nformati'on for discrinnating the validity of the 15
first hierprohy,data,ofor: exampl eg thegvalidity of the

data is checked by an exclusive |ogical sumor the
| i ke acpirddie datand dadtan lengt hy managesest + Eaf oy mahi 08 ¢

220 and data (data validity nmanagenent i nformation)

221. Nextgsa desermgtian il lobetige venr v §bon@spgctontrol

20 to a variety of processings for data having a nest

st ructnrernat tdre 3@ xar4b b conf i gur edn aBI@eser i Beda length

above. First, a description will be given with respect
information 220 1s provided as management information
indicating a data length of a first nierarchy data
value (value). Data 221 is provided as & porzion of
the first hierarchy data value (value). Data validity
management information 222 1is provided as management
information for discriminating the validity of the
first hierarchy data. For example, the validity of the
data 1s checked by an exclusive logical sum or the like
of the data (data length management information) 220
and data (data validity manegement information) 221.

Next, a description will be given with respec:
to a variety of vrocessings for data having a nest
structure in the IC card 1 coniigured as described
above.
First, a description will be given with respect

to the processing for reading out seconc hierarchy
data containsd in first nhierarchy data having & nest

structure.

FIG. 7 shows an example of a coniiguration of
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to the processing for reading out second hierarchy 25
data contained in first hierarchy data having a nest
structure. FIG 7 shows an exanple of a configuration

of 25 instruction data (read comrand) 300 for
instructing readout of second hierarchy data having a
nest structure for the IC card 1. This read command
30C is supplied to the IC card2b fromthe

reader/witer 2. 5 The read command 300, as shown in
FIG 7, is conposed of a command header section 3Cl,

an Lcisection oot ta dated seetnard [ reddoudr dapacructing
identifier) 307, and an Le section 308. The conmand
headerS &S ghf 3TACORT o B HataY | prfi T atd hgng a nest
classification,_instructions, 10 d. paraneters of

t he éﬁﬁﬁﬁ%ﬂyx%ﬁéltct%%ci'dﬁa%béﬁstg&%kgiﬁ?%?nh?T%ﬂnQ 306

i ndi cat i : . f data in the data section 5
307 o (T Boabnd, The Hats oot i b 307 of G7ee: Ak Eer 2.
identifier , e out . J; ditions: the .
command hégg%rgfigt%%ﬁpg%% ?@O'lévc%ﬁ%gge%ﬁof?g:CLA S

(cl assmseedtd o I0Z o dNJieddNstLet1 O0) 36€CtEQN - section
303, a first paranmeter (Pl) section 304, and a second

par arEt@r  RYtesesdd0iord08re ddwn Clos isect dome 302 81 08 €S,
data indicating classification (class) of the

comeTdi afhe.d N®seiodn 0308 20 BO3 stnoniesd dad@der section 301
i ndicating an instruction of the conmand. For exanpl e,

in t e e Cdrmaint Bo0; itat @ 4 sl Tlatd higora, reasitructions,
instruction is set at the INS section 303.

and parameters of the command. The Lc section 306
stores information ZIndicating a data length of data ir
the data secition 307 of the command. The data section

307 stores an identifier of data to be read ocut.

In adadition, the command header section 301 is
composed of a CLA (class) section 3C2, an INS
(Instruction) section 303, a first parameter (P1)
section 304, and a second parameter (P2) section 3053.

The CLA section 302 stores data indicating
classification (class) of the command. The INS sectior
303 stores data indicating an instruction of the
command. For example, in the read command 300,
data indicating a read instruction is set at the INS
section 303.

The first parameter (Pl} section 304 and second
parameter (P2} section 305 indicate which identifier
of first hierarchy data includes an identifier of

second hierarchy data set at the data section 307.
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The first paranmeter (P1l) section 304 and second 25
paraneter (P2) section 305 indicate which identifier

of first hierarchy data includes an identifier of

second hierarchy data set at the data section 307. -

26 For exanple, in a read conmand for requesting

readout of the point value 105 contained in the point

X data 100 shown in FIG 4A~ dat% indicating a read
conmand is set at the CLA section 302 and the I NS
section 303. 5 At the Pl section 304 and P2 section

305, FQ0"e e "”“aﬁfe%%% EUTeMt 19T eF2IESEheg readout

first |erarchy dat a. he data section 307, "DFQ "

is sét g] QPG dEnt 151 % tﬁg THE"FEED dl%le?%r%%ynﬁa¥ data
Int mhere her onﬂand 300 as_shown_in i
FIG.quﬁ Been réielve TIifqﬁ“o% t%e I(T%ér%oﬁwand s

di tr t
ST S o T 2,8 R SO e

on the data set at t i‘on 302 and t

sect ixon 303 of dhe comand. aﬁlg‘%t@@u@f}’m@@ia' Sn@F ey nzyn

command, the CPU 14 discrimnates first hierarchy data

15 whi-ch dencladesiseconds hi esarchy gata: tio; bes rerd @ta. At
based on a paraneter (data) set an the Pl section 304

and RheseGttiaonS05 oWeh7 t HEDFGY'stidi esarehyadat@ensifier of
di scrim nated, the data including second hierarchy

dat a the dsecqreadioatahyhyt Rl section 304 and P2

section 20 305, the CPU 14 discrim nates second

hi erarchy dat@¢ ocape weake obte Thecseeohdnii éParehyshown in
data existing in the first hierarchy data speC|f|ed by )
the garanet €r%S gteqTher P1° sErdi oS04 ankd P2- seeg i Bp,caxd 1

based on the data o :
discriminates that the command 1s a read command based

on the data set at the CLA section 302 and the INS

0]

section 303 of the command. When the command is a read
command, the CPU 14 discriminates first hierarchy data
which includes second hierarchy date tc be read out
based on a parameter (data) set at the Pl section 304
and P2 section 305. When the first hierarchy data is
discriminated, the data including second hierarchy data
to be read out by the Pl section 304 and P2 section
305, the CPU 14 discriminates second hierarchy data tc
be read out, the second hierarchy data existing in

the first hierarchy data specified by the parameters

of the Pl section 304 and P2 section, based on the data
(second hierarchy data idenzifier} set at the data
section 307 ¢f the command, and reads out the second
hierarchy data.

Next, the processing for reading out data in
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(second hierarchy data identifier) set at the data 25
section 307 of the conmmand, and reads out the second
hi erarchy data. Next, the processing for readi ng out
data in - 27 the ICcard 1 will be described here.
FIGS. 8 and 9 are flow charts illustrating the
processing for reading out second hierarchy data
stored in the data nenory 15; the second hi erar chy
data having 5 a nest structure. First, it is assuned
than the reader/witer serving as an external devi ce
has supplied-are |eadl: cormemecBooediohehe. I C card 1.
Then, in the |ICcard 1, the connunlcatlon section 12
recei ves thESTeatl 2ofmAndE 107 800, CTRE  Fetel vedrpBald che

command 300 | plled from the co ni cati on
sectlQﬂPﬁi?%%F?hg FARTHIRT THECTEPU- 142 det ¥r if hessStored

that { e yead conmand 300 by the CLA
and | cdﬁ%%% ir§derr§secl‘cf%rr\1d 305" %? “the §x€s naving

receunge§@nyapggtg;EV%en it is determ ned that the
received command 1is the read command 300, the CPU 14

nmakes a searehc, for thesfinstahigrarchy datacpn,anie,
identifier which coincides with paraneters set at the

Pl seocdi0inPQs ant £2-seed 1 ofle 305 Of o § heusemBaNd: 390read
This processing 20 operation_ nakes a search for

cont radmmadr &t i om whe chC coardci desTmeth identiéfiersard 1,
specified by the Pl section 304 and P2 section 305
fromtihe ¢epumnehagementection 12 receives the read command

300. The received read commanc 300 is supplied from
the communication section 12 to the CPJ 14. Then, the
CPU 14 determines that the command is the read command

300 by the CLA and INS of the command header section
301 of the resceived command.

When It is determined that the received command
is the read command 300, the CPU 14 makes a search
for the first hierarchy data on an identifier which
coincides with parameters set at the PI section 304 and
P2 section 305 of the command 300. This processing
operation makes & search for control information which
coincides with identifiers specified by the Pl section
304 and P2 s=ction 305 from the data management
informatior shown ir FIG. 5 (step S100).

In the case where control information on the
identifiers which coincide with the parameters of
the Pl section 304 and P2 section 305 of the commandg

300 cannot bz specified (step S100, NO), the CPU 14
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informati on shown in FIG 5 (step S100). In the case

where control information on the 25 identifiers which
coincide with the paraneters of the Pl section 304

and P2 section 305 of the command 300 cannot be

specified (step S100, NO, the CPU 14 28 outputs a
response status indicating that the contro

information is not registered; t4fthe reader/witer 2
(step S10_), and term nates processing. In the case

where control information on the 5 identifiers which

coi ncPHeP Wi ¥ e t FreS it efret 62 sudf ingheaPingethrontB304control
and P2 section 305 of the conmand 300 can be .
speci fTed St €p” S1DOCYESjI therePuU 14 teheER3IGRérREEST 2
or no{sgg§e%ugj;y condi tion se£nbé the security

condi tT o i hf of mati'oh A3 LoRt aF nBECTFRSEHhBY10 contro

i nformati on_ ( p.- LS. .. Wien.the above e
security cg%d?%$0ﬁ§?%2%%%§ﬁg$g?§f8% SiOﬁFmﬁEﬁ?n PReh®

CPU 14100t PEESr & [IeSPONSS: Stasus, i pdi cati gg]ﬁ;n&er&hs

£
security condition is not set, to the reader/witer 2
(stepciid03) , sandi Sermonages prosessiNg. 345 Lo Lthe €88fand
where the security condition is nmet (step S102, YES)

the CRW ldacheckspahethet ostaotsibe, first, higearebyis
data is set to an address indicated by the set

addr egze¢ind ormatlion @l incont aseedriny thendcondbnoket by the
information (step S104). 20 In the case where the
firstSeferbrchyodata ¢ imberseticn ah3 addnessned in the

i ndi cated by the set address information 211

cont f T h YHePEHt YUl [ hEDP nat¥dh is met. When the

above security condition is not met (step S102, NO),

the CPU 14 outputs a response status indicating that

the security condition is not set, to the reader/writer

2 (step S103), and terminates processing.
In the case where the security condition is met

(step S102, YES), the CPU 14 checks whether or not

the first hierarchy data is set to an address indicated

by the set address information 211 contained in the
control information (step S5104).

Irn the case where the first hierarchy data is
not set to an address indicated by the set address
information 211 contained in the control information
(step 5104, WO}, the CPU 14 outputs a response status
indicating that data is not set, to the reader/writer
{step S:05), and terminates processing.

In the case where it is checked that the first

hierarchy data is set to an address indicated by the
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(step S104, NO, the CPU 14 outputs a response status
indicating that data is not set, to the reader/witer
2 25 (step S105), and term nates processing. In the
case where it is checked that the first hierarchy
data is set to an address indicated by the - 29 set
address information 211 contained in the contro
information (step S104, YES),” tKke CPU 14 checks

whet her or not a data length indicated by the data

| ength mapagenent jinformation 220 on the fjrst

hi er éreéhfddja? %5 g QA 1P Tt I%ﬁe“?%nﬁé ~he contrel

indicat the setta Si i nf.or
cont di'l ayn tHe cgcnetrgéll%zll 'nfot Hﬁtl on (s]%%pléltrﬁbkf whether

t he %azs% “M‘%r tthe J]q%vggcbri engt . afe 4 he, f%ﬁ%taa%gf{gﬂy

dat a “exceeds e al e range (step

the @Ua%n@ﬂﬁ%r%&ﬂﬁémsﬁ)@cﬁi Ushd nﬂb?@t!'r@ﬂe%i‘@lnv data
t he data managenent information i s abnormal

(i ndizgatiing itthatn the datm d engide exceadscddes@l fignable able
range) to the reader/witer 2 (step S107), and

t er maatee si frcacessidrg.2 115 danddienexasen whes ecotit Sl
checked that the data Iength of the first hierarchy

dat a dirs‘amintaHiirot hestegh | oMbl € range (step 5106, YES),
the CPU 14 checks the validity of the data by

referring 1o the st Wfaﬂ@jlﬁﬁ fahagerRatni ﬁfopﬁﬁtfeﬁsf

222 on the first hi erarc%/ data 20 (step 5108).
t he dHSEafidle e vatGeRdy o thel v3kte ﬁ?ré%%réﬁglep S106,
dat a hqs nq} beeLp s4uccessful Ig/ checked,

LTS response status indicating
that the data management iniorma:tion is apnormal
(indicating that the data length exceeds the allowable
range) to the reader/writer 2 (step $107), and
terminates processing.

In the case where it 1s checked that the data
length of the first hierarchy data is within the
allowable range (step 5106, YES), the CPU 14 checks the
validity of The data by referring to the data validity
management Information 222 on the first hierarchy data
(step S$S108).

In the case where the validity of tThe firs:
hierarchy data has not been successfuily checked,
namely, in tne case where abnormality of the first
hierarchy data has been determined (step S108, NC},
the CPU 14 outputs a response status indicating that
the data validity management information on the first

hierarchy data is abnormal {(indicating that data
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nanmely, in the case where abnormality of the first

hi erarchy data has been determ ned (step 5108, NO) 225
the CPU 14 outputs a response status indicating that
the data validity managenent information on the first
hi erarchy data is abnormal (indicating that data 30
validity cannot be checked), to the reader/witer 2
(step S109), and termi nates procéssimg. In the case
where the validity of the first hierarchy data has
been successfully checked (step 5 S108, YES), the CPU
14 r@@ésqxﬂ%1%ﬂﬂ%m~awﬁwessitm@\cat@dt®® thedsefwriter 2
address information 211 contained in the contro
|nforﬁhf*bﬁ”ﬂ?”oneﬂb?t%?K@ﬂ%ﬁﬁ%ﬁjmﬁocevmeﬁgone byte of
data is read i.n the above step 5110, the CP

checks mhé@héf“br?ﬁﬁ et deta (fektlbheCi0" %9t€} 75

prOV|ded as.a part a |dent|fl§r (step Sil] X
it i< Chécked that t C‘es nrbex? TdRlE T bt&.%%%%%dawte

part Qfod heddentifierp(step, Siid %alfg)ml &P}Je

reads next dat d by one byte (step fHe case

wher g d; d ast&:l"%k%ér@ thes nexd f"@f@“m t,51<515 @P{ cl\oldttained

provided as a part of the identifier (step

the GRU:l4 deefsd nes,tdataadd geashd pjhe a@oy@ S110) .
steps 5110 and S112 is provided as data |nd|cat|ng an

i dentitfdreranslThattd sof tdwe LPU Ideaatds ‘ane i slesid féeepof110,
the first data in the second hierarchy which exists in

20 t Henef iR M errercty wat@hén @ccoosdancet wildta t heext one
above steps 5110 to S112. Therefore, in the case

wher @yite)i s checkedied st & heanexef dat aidennbiier (step
prOV|ded as a part of the

S111). When it is checkec that the next data is
provided as a part of the identifier (steo S11., YES),
the CPU 14 reads next data by one byte (step Si12).

Irn the case where it is checked that the next data
is not provided as a part of the identifier (step S111,
NO}, the CPU 14 determines that data read in the above

steps S11C and S112 is provided as data indicating an

(—r
I—h

identifier. That is, the CPU 14 reads an iden ier of
the first data in the second hierarchy which exists in
the first hierarchy data in accordance with the above
steps S110 to S112.

Therefore, in the case where it 1s checked
that the nex:t data is not provided as a part of the
identifier (step S1ii, NO), the CPU 14 determines
whether or not tre identifier read in the above steps

S11C and S112 coincides with an identifier of the

second hierarchy data specified at the data section
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identifier (step Sill, NO, the CPU 14 determ nes 25
whet her or not the identifier read in the above steps
S11C and 5112 coincides with an identifier of the
second hierarchy data specified at the data section _
31 307 of the conmand 300 (step S113). In the case
where it is determned that the identifier read by
this deternination coincides with! the identifier
specified at the data section 307 of the 5 received
conmand 300 (step S113, YES), the CPU 14 reads the
next Hat ebrolthecooentdf3e® astdatalipdicating a data
length the identifier data (step S121). In the case
where it iS5 priedefeffi fie@r€hat asddeacrenged thstofige
byte,. the CPU 14 reads data on the next one byte 10 of
the i dEHTFi e’ as° & dAY a-Tehgt At Wienat he” dapanFredgehwith

of th%é dle@érg{%qeissag?hglsaégad& the CPU 14 reads BE? of the

next data on the data Tength” as a 'data vafGe-¢9al

of t ' hy, slat &, dat ngth. (SLeEP, o
SlZZ?&éﬁg%?h%ﬁgﬂ&v%?ﬁJ%/g%{u%?lﬁ g?éfheE}E%ccéS%g 14 reads

hi er agiehyn shat agons the dlentydierri s, readysacthe, P14, 4
outputs the read data value (value) and i1nformation ~

i ndi agdiagldhath readowt plocessieg hasa porapl kyz1) . 1n
termnated (information indicating than no
abnortted ityse@ccur sy 10 thepreades i hé€rtRatszad20a length
response status for the command 300 (step S123), and
t er mimat@se processing. Chh bddr¢aodn, danathe casenwherene byte
it is determned

of the identifier as a data length.

When the data length of the identifier is thus
read, the CPU 14 reads the next data on the data length
as a aata value (value) of the second hierarchy data by
a data length (step S122). When the data value (value)
of the second hierarchy data on the identifier is read,
the CPU 14 outputs the read data value {(value) and
information indicating that readout processing has

normally terminated (information indicating thaz no

abnormality occurs) to the reader/writer 2 a

0]

a
response status for the command 300 (step S123), and
terminates processing.

In addition, in the case where it is determined
that the identifier read by the determination of
Py

‘tifier

the step S1:3 does not coincide with the id

0]
—

specified at the data section 307 of the received
command 300 {step S113, NO), the CPU 14 reads out

the next cata on the identifier =zs

83}

daza length of
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that the identifier read by the determ nation of the
step S113 does not coincide with the identifier 25
speci fied at the data section 307 of the received
command 300 (step S113, NO, the CPU 14 reads out the
next data on the identifier as a data length of - 32 -
the identifier data (steo S115) \Wen the data length o
the identifier data is read,” the CPU 14 deternines a
start address of the next data on the second
hierarchy (identifier of the next 5 data on the second
hi er & éhy) Pesed SOr IS rieadtIat e >l ength. Wen a
start adaress aof an identifier of the . next. data

) n .
the second' HierdFcHyA TS et &t %%d?hf he S Pl 19° cﬁ%ti:ftsls
whet t}e%raaor oet tCﬁPneJ 81d4droe@§.5aetrc}191rr§ee?spaonsd%an?gt Cén%%}%hslesérof “he next

identifi€r o next dat'a on the secon ar chy

coi n%adceas 6’)4 tghea %Cﬂ‘id er“%PaPén} h?{%ﬁ\%?’.ﬂf%ﬁ%%f‘ ~he next

managenent i nformation 220 (step 5

det erqanatdonf e st ap Sldbsh § 0oz £XAMY eshd heead data
coi nci dence i s checked based on whether or not the

st ar t1 adgress wfert he fextt dad@r &8s tde secofsht15ier of the

hi erarchy exceeds an all owabl e range of an address

basedent tdwer daira drengidrgpech feed-dyy tihe datarhength che

managenment informati on 220. Nanely, in the determ - .

nat i 6rFbfl4 hensstep WBlaB)ed tof snalet&r nm ek whetherepponding

not the next data on the second hierarchy is normal 20

(whetterthsr N thel fexa !l deta ot Hé2 secohdt T eFaf ehy

exi st s%é For exanple, FIG 10 is a viewshowng a

case THFRCHY CHHE DD " Hduras@ ot il extt ddta oate
length management information 220 {step Sll6).

In the determination c¢f the step S116, fcr
example, the coincidence is checked based on whether
or not the start address of the next data on the second
hierarchy exceeds an allowable range of an address
based on the aata length specified by the data length
management information 220. Namely, in the determi-
nation of the step S116, it is determinea whether or
not the next data on the second hierarchy is normal
(whether or not the next acata cn the second hierarchy
exists). For example, FIG. 10 is a view showing a
case in which the start address oI the next data on
the second hierarchy exceeds an azllowable range of
an address based on the data length of the date length
management informaticon 22C. in such & case, the CPU 14

determines tnat the next data on the second hierarcny

is abnormel (does not exist).
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t he second hi erarchy exceeds an all owabl e range of an
address based on the data |length of the data | ength

25 managenent information 220. In such a case, the CPU

14 determ nes that the next data on the second

hierarchy 1is abnormal (does not exist). - 33 1In the

case where the address of the identifier of the next

data on the second hierarchy does3 not coincide wth

the data | ength managenent information 220 based on

the above determ nation, nanely, in the case where 5

the next dataths abporwatr¢does adtirexsstf (atepdShtbiier of
NG, the CPU 14 putouts a response status indicating

t hat ‘da andveis beleh abnoreret¢yoredrchedrchp dhesreaderpincide
witer 2 (stop S117), and term nates processing. In

the c&se’ whet 1312 i sCehee ke 39t hel AddFegs:0n029p based
the identifier of éhe next data on the second

hi er &t'thy T oi HeT Ueds W Th- T he it & #BhgY h Hanagenerge where

i nformation 220 (ste 116 ), .the CPU 14 reads data_._.

on aﬁﬁgadF%§§(%%T?esgo%%?%%ﬂ%gl{%%e%d%%fi?§éF;gfk?B%p Siié,
next ta the;sego I chy. by one_b (step.15.
SlleQﬁb%éﬁﬂ%ne %yté 0 ngga%sPT%gangﬁ %E%EE ogéggf%glng

S118,tidve £RUY 1d: checks yhether: of pot-theqnext datarcaqer/

(next one byte) is provided as a part of an identifier

(stepy S8 .2 | st he cape) where térhsnbbhus gheekedithat

the next data is provided as a part of the identifier

20 (step SIM9%h&ES)sethecCPUi14iseadsckbhe naxt datazbyress

one byte (step S120). In addition, in the case where

it i sothdckebentifier of the next data on the second
hierarchy ccincides with the data length managemenz
information 220 (step S116, OK), the CPU 14 reads data
on an address corresponding to the identifier of the
next data on the second hierarchy by one byte (step
S118). When one byte of data is read in the above step
S1i8, the CPU 14 checks whether or not the nax: data
(next one byte) is provided as a part of an identifier
(step S119). 1In the case where it is thus checkea that
the next data is providea as a part of the identifier
(step S119, YES), the CPU 14 reads the next data by one
byte {(step S120).

In addition, in the case where it is checked

that the next data is not provided as a parz of the
identifier (step S129, NO), the CPU 14 determines
that the data read in the above steps S118 ana S120

is provided as an identifier of the next data on

the second hierarchy. That 1is, the CPU 14 reads the
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that the next data is not provided as a part of the
identifier (step S119, NO, the CPU 14 determ nes 25
that the data read in the above steps S118 and S120

is provided as an identifier of the next data on the
second hierarchy. That is, the CPU 14 reads the 34
identifier of the next data on the second hierarchy in
accordance with the process _rngs df the above steps
S118 to S120. Therefore, in the case where it is

checked that the next data is not provided as a part

of t HEFGderfth fGershhdifet’y, dae t e EasesSopere fherarchy in
identifier of the next data on the second hlerarchg .
s r At TSI 811, % T tU'a Ceinstr il eps 5100
above step, S11 lnt hQIS manner, the CP o
dete&hlﬁggzmhet 7 Oro ot 't he T dentT T %?r%f "t heS nexgcked

dat a qq, d J‘A@J afscg%é éloolﬁx‘?‘.j?&@ Lhe, ab $¥€ of the

st eps 8118 an S 20 coincides wt he Tdentitier

speciifdead iby: 4:he data sectd o307, 08 fher C@m{]&j«2§09‘-er of
(step S113). The processings in the steps S133 to S120

are drepeadedldrexegutadct c’ﬂédérd”@_édﬁ%'ﬁ i g8 ofadhescep
read 15 second hi erarchy data has coincided with the

i dentdifli%r NGpecilfd etbPlbyl 4 hes datas sestiion 3Fvofstde s113.
command 300. In this manner, the second hierarchy

dat a lon thes niaenty fisvre spEti ¥4 edebyrhhee datiee sieet i on not
307 of the command 300 is read out, and the read-out
second 20 dfirdrdrichy datsd 1ot p@ﬁ:@dom othtdesecond hierarchy
reader/witer 2 as response data The identifier of

t he §§@(ﬂﬂqu1ltéT@erQja?t§%y51 and S120 coincides with

the identifier specified by the data section 307 of the
command 300 (step S113).

The processings in the steps S133 to S120 are
repeatedly executed unti: the identifier of the read
second hierarchy data has coincided with the identifier
specified by the data section 307 of the command 300.
In this manner, the second hierarchy data on the
identifier specified by the data section 307 of the
command 300 is read out, and the read-out second
hierarchy data is outputted to the reader/writer 2 as
response aata.

The identifier of the seccnd hierarchy data may
be configured in one byte or in two bytes or may be
configured in three types or more. Fcr example, the
iderntifier of the second hierarchy data is configured
in one byte, the above steps S219 and 5120 are omitted.

In addition, in the case where the identifier of <he
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be configured in one byte or in tw bytes or may be
configured in three types or nore. For exanple, the 25
identifier of the second hierarchy data is configured

in one byte, the above steps S119 and S120 are

omtted. |In addition, in the case where the

identifier of the 35 second hierarchy data is

configured in two bytes, the ~ abbve step S120 is

executed for each identifier only once. Also,
information (data length) indicating a 5 data |ength

may B UH ibured ¢y ohetdyie opnibyubed tonfygupedesn tne
two bytes or nore. For exanple, in the case where the
dat a A¥hGt ° 557 ot vt i oh §5ccontd giredcashn efenbyfeer only
data for_ next one byte of an identifier is read out

as length information in the above step 5115. 10 As

descri bed ve,.ihn e case where there has .. been
successfuﬁ?@g?bc%$V%%R%‘}é%d‘%%ﬁﬁa%%n%éginbngépﬁE?Fgea
the fig:st M, , a.ang; t he second _ hi rchy .
dat a dta(r;%bel rrg%%}{ g{%’}, d(t?%e %%Fjlc%tf}ge(?eérgsgr()ﬁ?& }Ztlrr%:(;;/' theY °°
speciddred gacond hiwrarchyedata ywhich exists, 5 in e
the specified first hierarchy data. In this manner,
the speci fitadsatondidierasehyn datagan: be easidyrigured
read out fromthe specified first hierarchy data
wi t haut areadiyng: outatchefahatexfissd ohieraf chy dad@cifier is
As a result, it becomes possible to 20 efficiently
read fd specidd clgrrdnd rhi @rea thyn diat aahe at@iaestén S115.
the first hierarchy data having a nest structure.

As described above, 1n the case where there has

been successrully received a read command having
specified the first hierarchy data and the second
hierarchy data tc be read ocut, zhe IC card reads out
or_.y the specified second hierarchy data which exists
in the specified first hierarchy data.

In this manner, the specified second hierarchy

data can be easily read out from the specified first

o
th
'_l
[
0]
ot

hierarchy data without reacding ou:f the whol
hierarchy data. As a result, it becomes possible to
efficiently read out specific second hierarchy data
contained in the first hierarchy data having a nest
structure.

NexZ, & change processing (rewrite processing)
operation of data (second hierarchy data) having a nest
structure will be described.

First, an instruction (data change command) for

requesting a change {(rewriting) of second hierarchy



Next, a change processing (rewite processing)

operation of data (second hierarchy data) having a

nest 25 structure will be described. First, an

i nstruction (data change command) for requesting a
change (rewiting) of second hierarchy - 36 - data

will be described. FIG 11 shows an exanple of a
configuration of a data change tommand 400 for
instructing a change (rewiting) of data having a

nest structure stored in 5 the data menory 15. This

dat a Ehehdge coRfarite 200 h - supplied fromthe
reader/witer 2 to the IC card 1. The data_change .
conmand 400-° as! ShoWA"? nf I %R 12 ¢~ conpesEdagFaton of
command, header_ section 401, C_section_ 406, and a
data Section 407" THe Coimahd’ 10° hehder - $ettidn? 461229¢
store indicati si-_fication,. U
instrﬁggﬁ%%gfﬁgafg%€$%%%h@%ﬁlfieéI?%%go%tg%%%uﬁ%n%%%dfd "
The Lo, seedd ondA06 ptotes +i0f oramti of, o adi Cahhhg94500 is
data length of data contained in the data section 407

of t heumormand: r e itat ve @6t Jwni 47 15-steF8S1@Ncard 1.
identifier of data to be changed, a data |ength, and
data. in abdk tiony ¢hengceonmandaheadet, sest spowACin F5G. 17,
conposed of a CLr (class) section 402, an INS

(i nstiructdrar)seecti om 4C3umand i nsadpar aeet eon (£1), 26n Lc
section 404, and a second paraneter (P2) section 405.

The CGI9CsER i Db A Stords-alatect Heli cat i ng The command

classification (class) of the command. The INS section
header section 401 stores data indicating the classi-

Hh

fication, instructions, parameters and the like o
the command. The Lc section 406 stores information
indicating a data length of data contained in the
data section 4C7 of the command. The data s=ction 407
stores an identifier of data to be changed, a data
length, and data.
In addition, the command header secticn 4C:
is composed of a CLA (class) section 402, an INS
(instructicn) section 403, a first parameter (P1)
section 404, and a second parameter (P2) section 405.
The CLA seczion 402 stores date indicating the
classification (class} of the command. The INS section
403 stores data indicating an instruction of the
command. Fcr example, in the case of the data change
command 400, data indicating a data change instruction
is set at the INS section 403.

The first parameter (Pl) section £04 and the
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403 stores data indicating an instruction of the

command. For exanple, in the case of the data change

25 conmand 400, data indicating a data change

instruction is set at the INS section 403. The first
paraneter (Pl) section 404 and the 37 second

paranmeter (P2)) section 405 each indicate which data

i dentifier includes an identifiet’ of  the data set at

the data section 407. For exanple, in the case of the
data change command 400 for requesting a change 5 of _
the poiTRIUGRTETTRE Vd ueSaA08l @ont &P nedchnigat @ conwhich

poi nt )%ﬁsh.o in FIG, 4/91 lata indicating a data

chang&® c%rﬁ%eﬁb“ftl%%t‘% {He® LA '8t Tbhtap2oand et frta set
INS sect.i 403. Then, "ElX.and."00" are,set N e
respzacT ievhe yc,icacgds Tdenitier 5 of The ¥iPLtC hi bF ardhycase of
data 3l the Plosgetd o, 404, angdy P2 section. 405, jand
"DF02" is set as aén idenﬁt%?l ej‘r]IO offc?‘ﬁe}é %bﬁdﬁﬁ? et ar chy°*©
data @t dihe ot sgetd om AQ7: +an the; gaseomhel ed g, gaca

data change command 400 as shown in FIG 11 has been
receiatredhoirhe XCRUA AW ofn ties . 1on | Gigas didaféssing 2 data
di scrimnates that the conmand is a data change
conmerithrizges exbrome tdhel dadet set ate tder Gdc- sect i on 402
and the INS section 403 of the command 400. When it

is digwifihaed tdratiéGhe comrand'Es" aadat 400 thangeset,
command, the CPU 14 discrimnates first 20 hierarchy
dat a MHRGT §1MEd tides> S ettt hi 6989 chily dagafipst beierarchy
changed based on the paranet er s (data) set at the P1

sect i BH UG, dritf P2 sectiom 405 @nd P2 section 405, and

"DX02" is set as an identifier of the second hierarchy
data at the data section £407.
In the case where the data change command 400 zas

shown in FIG. 11 has been received, the C®U 14 of the

IC card 1 first ciscriminatces <hat the command is

0]

data change command based on the data set at the CLA

83}

section 402 and the INS section 403 of the command 400.
When 1t 1is discriminated that the command is a data
change command, the CPU 14 discriminates first
rierarchy data which includes second hierarchy data to
be changed based on the parameters (data) set at the P1
section 404 and P2 section 405.

I the first hierarchy data including the
seccend hierarchy data to be changed by the Pl section
404 and P2 section 405 is discriminated, the CPU 14
discriminates the second hierarchy data tc be changed,

the second hierarchy data existing in the first



If the first hierarchy data including the second

hi erarchy data to be changed by the Pl section 25 404
and P2 section 405 is discrimnated, the CPU 14

di scrim nates the second hierarchy data to be changed,

t he second hierarchy data existing in the first 38

hi erarchy data specified by the paraneters of the P_
section 404 and P2 section 405 Based on the identifier

of the second hierarchy data set an the data section

407 of the command. Wen the second hierarchy data 5 )
to béicHa Y iStd ST Haedy tHe R ae renw i ¢estiae P
val ue of the second hierarchy data to be changed into .
dat a 56 W& dat 1 éigt F Set=Hti Phe Yate $ettGont up7identifier
Now, hange processing (rewite processing)._ s
oper é’tafi gcr‘?% %re:“soét‘bndlﬁagfr“gryc\rl%ftd’atsg‘ﬁ ot hﬁahﬁq.c?d%aar%e“ltlon
10 W|4|O|7 kz)e-‘ qq'?‘ﬂ”é( - 'nc,F.l G%?he]rz’tkges sag]éjorgzﬁ nalreer%gco%:% iaza
charts each " il1lustrating a change processing (re ite

Pr 0C&SSiNG)-h LREL AL 0Ny £ 01 Ghangi g, secondhi r arghy; - o5
data stored in the data nenory 15 incorporated in the

I C car drab.ud & Fidist ,sddords rasstdmeeh -4 he be changed into
reader/witer 2 serving as an external device has
suppldegth ardat adachangeytommn 404 addthe 44 casd 407.
In the IC card 1, the comunication section 12
recei ves thev dat a-lcdrang e r conmmino 400ew Thee receceeding)
data change command 400 is 20 supplied fromthe
commMAH e 10 s€Ct i WTAE tho arer @PU da4e Theme the opyd t
14 determ nes that the conmand is
willl be desczribed.

FIGS. 12, 13 and 1¢ are flow charts eacnh
illustrating a change processing (rewrite processing)
operation for changing second hierarchy data stored
in the data memory .5 incorporated in the IC card 1.

First, 1T is assumed that the reader/writer 2
serving as ar external device has supplied a data
change command 400 To the IC card 1. 1In the IC card 1,
the communication section 12 receives the data change
command 400. The received data change command 400 is
supplied Zrom the communication section 12 to the CPU
14. Then, the CPU 14 determines that the command is

the data chenge command 400 by the CLA section 402 and

INS section 403 of the command header section 301 of

o

the received comman
Wnen 1t is determined that the received command
is the data change command, the CPU 14 makes a search

for the first hierarchy data which coincides with the
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t he data change command 400 by the CLA section 402 and

I NS section 403 of the command header section 301 of

the received conmand. 25 Wen it is determ ned that

the received conmand is the data change conmmand, the

CPU 14 nmakes a search for the first hierarchy data

whi ch coincides with the - 39 paraneters set at the

P1 section 404 and P2 sectiom 405 of the conmand 400.
Naneiy, this processing nakes a search for contro
information on the first hierarchy data which

Coi N e S e tet iddenthid | Bf ssepecifii €04 bynd PResPition 405
section 404 and P2 section 405 fromthe data ‘
nmanadgehent i et | B shoWrm e hy FI @115 p5eepsSpo0) makes a
In the case where the control information CQ|n0|d|ng

with the r%ﬁet%?%u%ﬁ t+ﬁ#?}“%etf|on‘4ﬁﬁe hhdsp2h-Srarchy
sectigon 405 of, the command h not

b en
successiul Ty specified (step 2563 %ﬁi %%%VC%LFRi°lIle by
out putis. &7 esRONSS, St@t ugnanﬁﬁ Cééwgoﬁh@é 5 LR, &Opﬁé‘)éa.,a
information is not registered, to the reader] Wi

(st eIy dneand t e mDat&s progessi ngrc ! nst he- &§S§200\
where the control information 15 c0|nC|d|ng w th

paranEterS¢@ftﬁ@e~£§eSﬁﬁét@ntﬁg4coﬁﬂQoP2L§§§EhQ@1éQS

of the command has been successfully specified (s_ep
S200,coiEs)idie CRU: 14dh« hecksnahet hesf Ofe NPT §b€tion 404
security condition set by the security condition

i nf orared i Oh 24 icont Al healf | th¢ heorcomtd oha 20not been
information is net (step S202). In the case where the
aboves 5eeafI Tyl bomhadoni ¢ hotemet2 (&t eP0S2020e NOPY 14

outputs a response status indicating that the control
information is not registered, to the reader/writer 2
(step S201), and terminates processing.

In the case where the control information

the Pl section 404

Fh

colnciding with the parameters o
and P2 section 405 of the command has been successfully
specified (step S200, YES), the CPU 14 checks whether
Oor not the security condition set by the security
condition information 213 contained in the control
information is met {step S202). 1In the case where the
above security condition is not met (step $202, NO),
the CPU 14 outputs a response status indicating that
the security condition is not met, to the reader/writer
2 (step S203), and terminates processing.

Ir the case where it is checked that the security
condition is met (step S202, YES), the CPU 14 checks

whether or not the first hierarchy data is sez at an
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the CPU 14 outputs a response status indicating that

the security condition is not net, to the

reader/witer 2 (step S203), and term nates

processing. 25 In the case where it is checked that

the security condition is nmet (step S202, YES), the

CPU 14 checks whether or not the first hierarchy data
is se., at an 40 address indicdtded by the set address
information 211 contained in the control informtion
(step S204). In the case where the first hierarchy

dat a 3HrSTet Geticteahenddiesiet midaees byfempatben 211
address . 5 information 211 contajned in the contro

i nf or RN s tidp SRLONGO L tHEE TR akebut puer $204) -
response atys indicating that_the data is not set, .

to the re?%éﬁ%“adﬁﬁ %rﬁéeist%%§5§b%§? %h%r?ﬁ?ﬁYn%?%g 18
processi NG+ I3t c%ﬁlqjgmgr t that th

first 10 hierarc§§ ata i1s éﬁgl%éé§ﬁgsg5§§%s§et address
i ndi Gatrednyt ithe 2 1setc AU 88 | 1Y Oiﬂ@té&{‘tlz&% inf tion
contained in the control information (step 204, %%ES,

the CGR4YeHA soecksiohetdrer crr Totoddigudata Fefdthse status

indicated by the data | ength managenent infornmation
220 amdihe tfingstt Hetertarec hdatlb datreot Ssa t hid @e reader/
al | owabl e range indicated by the settable size

i nf orvdttiean 2costtam e 4 ot lend ool nated o rete Deing.
(step S206). In the case where the data |ength of the
first hiemardty e weeedst the dr¢obedl ehaangee first

(step .S206, 20 NO, the CPU 14 outputs a response
st at Us' STRICAt i99d-& Het Sate %t@%ﬁﬁﬁgb@mﬁtlmdﬁ@%m ik the

's a%%%rg%dress information 211 contained in the control
information (step 204, YES),'the CPU 14 checks whether
or not the data length indicated by the data length
management information 220 on the first hierarchy
data is within an allowable range indicated by the
settable size information contained in the control
information (step S206).

In the case where the data length of the first
hierarchy data exceeds the allowable range (step S200,
NO), the CPU 14 outputs a response status indicating
that the data management information is abnormal
(indicating that the data length of the first hierarchy
data exceeds the allowable range), to the reader/writer
2 (step $5207), and terminates processing.

In the case where a data length of the first
hierarchy data is within the allowable range (step

5206, YES), the CPU 14 checks the validity of the



10

15

20

25

(indicating that the data I ength of the first

hi erarchy data exceeds the all owable range), to the
reader/witer 2 (step S207), and term nates
processing. 25 In the case where a data |l ength of the
first hierarchy data is wthin the allowabl e range
(step S206, YES), the CPU 14 checks the validity of
the 41 first hierarchy dat a”i n “dccardance with the
data validity managenent information 222 contained in

the first hierarchy data (step S208). In the case
wher & 19 VHISTRTG Yo Te 1 BAGCOoE M et Aty it LHes

t b full h d I in the
nher o SRR e R e TR 23 v e
[ I t CP t put
:r nggﬁ%re%trattasﬁ%n%%gat}f r@%%a{g‘%%e&da a'o\ljaioiudist ;‘

managenentr d nfyor natdon, con %H@dvéficlpt%hgffﬁﬁ%tfirst
hi erarchy data is abnormal (i1 ndicating that the

val i diiteyrahash ynofa e sucaessddi | sucheskad) iy tonddieeq,
reader/witer 2 (step 5209), and term nates

processiaiy:, im tHe case whare tthel yadéthiyiofd theat

first hierarchy data has been successfully checked

(st ephel 5 i8208,h i¥ES)rchivhalCRU 18 almaciona he(siadm 20 &N NO) ,
address indicated by the set address information 211
cont &lfeFHth thewanitrola inForngs ot dyudnendigat (g ephat
S210). \When one byte of data is read in the above

‘st ep EE1Faty K T RATEGEN SiHet HefoBrahben t¢n feided in

daia (nod: 20, o0 Byl 15,01 0Vl U5, 20, 2 PRLLOL ANt
Chec@ﬁ%thﬁidity has not been successfully checked), to the
reader/writer 2 (step S209), and terminates processing.
In the case where the validity of the first
hierarchy data has been successfully checked (step
5208; YES), the CPU 14 reads the data on an address
indicated by thé set address information 211 contained
in the control information by one byte (step S210).
When one byte of data is read in the above step S210,
the CPU 14 checks whether or not the next data (next
one byte) is provided as a part of an identifier (step
S211). 1In the case where it is thus checked that
the next data is provided as a part of the identifier
(step S211, YES), the CPU 14 reads the next one byte of
data (step S212).
In the case where it is checked that the next

data is not provided as a part of the identifier (step

5211, NO), the CPU 14 determines that the data read in



the next data is provided as a part of the identifier
(step S211, YES), the CPU 14 reads the next one byte
of data (step S212). 25 In the case where it is
checked that the next data is not provided as a part
of the identifier (step S211, NO, the CPU 14

determ nes that the data read in 42 the above steps
S210 and S212 is data indicatingt4he identifier. That
is, the CPU 14 reads the identifier. of the first data
in the second hierarchy which exists in the first

hi er drithy2 it Srfrﬁlfai:cﬁy%dhn@éi wihZ the dapr otedseagsngnthe
the steps S210 to S212. Therefore, in the case where

it slctqﬁgék%]dert hath %qwelﬁvex‘%h%la@%u i 54 npragy oilh%lebld%l@thfler
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t identfier in the case where t
Pgrent |04 teWr folf s(e éast!eaco]r{ﬂ %r ?%‘i’f‘ydd%:t%r?%m}éa‘ﬂh{%?e%xwts
S211,. CPU 14 .det rm nes whet her or not, t e
i dentitier ojfrt%ehlseercaorncmﬁl Fat chYy YarE FEESE i B the

St eps, 7k s %%%@'M&SS%@W# h%] {4glentifier

specified by he data section e conmand

(step S213hnetdrdhe, Cﬂ§et1r\{\@e&§sétw1'1§rge£€r{@n@ﬁ‘e&l?@&
the 15 identifier of the second hi erarchy data read by

thi s trdet ermd nad:ioidees NHocpReT deddd 4 heart of the
identifier specified by the data section 407 of the

r eceiiveht iciommnch drstlgp SH {hd\NQasd hehGR e readistifier
the next data on the identifier as a data | ength of
the ZO itdentiddand duiter {stlep &20%5)is Wend t hetetats211, NO),
Iength of the identifier data is
the CPU 14 determines whether or not the identifier
of the second hierarchy data read in the steps 5210
and S212 coincides with the identifier.specified by
the data section 407 of the command (step S$213).

In the case where it is determined that the
identifier of the second hierarchy data read by this
determination does not coincide with the identifier
specified by the data section 407 of the received
command (step S$213, NO), the CPU 14 reads the next
data on the identifier as a data length of the
identifier data (step S215).

When the data length of the identifier data is
thus read, the CPU 14 determines a start address of
the next data on the second hierarchy (the identifier
of the next data on the second hierarchy) from the read
data length. When the start address of the next data

identifier is determined, the CPU 14 checks whether or

not the address corresponding to the next identifier
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thus read, the CPU 14 determ nes a start address of
the next data on the second hierarchy (the identifier
of the next data on the second hierarchy) fromthe
read 25 data I ength. When the start address of the
next data identifier is determ ned, the CPU 14 checks
whet her or not the address corresponding to the next
identifier 43 coincides with tHé data | ength
managenent information 220 (step S216). In this
determ nation, for exanple, the coincidence is

chec leéd HicH e otiddn dé Sni dat nHeTHE Granas aiesn & hJen%@amtlon
addrgﬁ; of the |d tifier of the next data on the

seco ceeds the all owabl e range of the

address b on t he data Ien t f_the ta | ength
nanagenen?ﬁiq¥ 41 Ngﬁb € |?§?%% € abbve

det er | f ithe.,st 6, et e

whet t?agr Q?r %t hegqnehx G O{Sél]hon (Tt1 llo:aencon “%rgr\gr}élﬂler or

is nce{d{altr(éﬂkgecta!}ea g N0ls the next; data on *@fS@&@'}E’ext

hi erarchy exists). In the case where 1t 1s determ ned

that dhey addnessforddaridentddy Q{xégeclsh%}{bexalp&kﬂole

on the 15 second hierarchy does not coincide with the

dat a deengt o f Mnragetdsd ayamtdron R2UHdya then@bover the
determ nation, nanely, in the case where it is

det erdatrredl drivdth tteen ageenan tdatraf ¢ snaahimor A 0 ( daésmanby, in the
exist) (step S216, NG, the CPU 14 outputs a response

st at PP viRdi aedte niyg naat o 0 a b ntlerl Al hast e determined
searched, to the reader/witer 2 (step S217), and
termWﬂﬁQﬁ?ﬁnQﬁxﬁﬂﬁlﬁfe next data on the secdnd hierarchy

is normal (whether or not the next data on the second
hierarchy exists).

In the case where it is determined that the
address of the identifier of the next data on the
second hierarchy does not coincide with the data length
management information 220 by thé above determination,
namely, in the case where it is determined that the
next data is abnormal (does not exist) (step S216, NG),
the CPU 14 outputs a response status indicating that
abnormal data has been searched, to the reader/writer 2
(step S217), and terminates processing.

In addition, in the case where it is checked
that the address of the identifier of the next data on
the second hierarchy coincides with the data length
management information 220 (step S216, YES), the CPU 14
reads the data on an address which corresponds to the

identifier of the next data on the second hierarchy by



In addition, in the case where it is checked that the
address of the identifier of the next data on the
second hierarchy coincides with the data | ength 25
managenent information 220 (step S216, YES), the CPU

14 reads the data on an address which corresponds to
the identifier of the next data on the second

hi erarchy by - 44 one byte (Stéﬁ S218). When one byte
of data is read in the step S218,.the CPU 14 checks
whet her or not the next data (next one byte) is

pr ovioded Pyt e FHaP of2lfhe iVHE iFhRrbY e e<|z>!g 534y 1§ nread
the case where it is 5 thus checked that the next data -
o Ry et Yt O G | Horheqie (St S hot

YES) ,.,t.h U reads . the next one hyte of data
(st epth§2%§)% Idrl?Atfdd'r{elxotn,or}en X)%ee)calsse Q’ %Yjed?g §g @ part of
checked. ; téhe next ta 4 noty provid r -

of the_l& | gﬁfﬁ%ﬁer(cgggp Sf?g, NE§,@¥%e£%%§ﬁﬁﬁéB§ fe is
det erdAie s Htaleqd ey dali nead idhdde s1epsy 28 A0 pare
S220 is provided as data indicating an identifier.

That d5,tHehe dld il e f eadsed R lidentid) ered dhe nNexteads
data on the second hierarchy which exists in the

firstthHd erericlonadat e €l i daccotdaseesak @ h. t he

" processings in the steps S218 to S220. Therefore, in
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the case wheradditiencheckgte ¢hat whermext datahésked
not provided as a part of the identifier, nanely, in
the dd¥d & a19e dafentis inat 2rofided aexd g oh the
the second hierarchy is read ,(step S219, NO

CPU AR t Gl Skp $903, Gy CPU 14 deﬁeégfhes that

the data read in the steps S218 and $220 is provided
as data indicating an identifier. That is, the CPU 14
reads the identifie; of thé next data on the second
hierarchy which exists in the first hierarchy data
in accordance with the processiﬁgs in the steps 5218
to S220.

Therefore, in the case where it is checked
that the next data is not provided as a part of the
identifier, namely, in the case where the identifier
of the next data on the second hierarchy is read (step
$219, NO), the CPU 14 returns to the step S213, and
determines whether or not the identifier of the next
data on thé second hierarchy read  in the steps S$218
and S120 coincides with the identifier specified by
the data section 407 of the command (step $213).

In the case where it is determined that the

identifier read by the determination of the step S213
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det erm nes whether or not the identifier of the next
data on the second hierarchy read in the steps S218

and S120 coincides with the identifier specified by 25
the data section 407 of the command (step S213). In

the case where it is determined that the identifier
read by the determ nation of the step S213 45

coincides with the identifier spetified by the data
section 407 of the received command (step S213, YES),

the CPU 14 reads the next data on the identifier as

dat a QERGHITES Hid itdentidqeti fhern tREepf 5244y tlﬁe5data

t he case wher redetern1ned t hat the dat a
| engtF eﬁlsorbn@%bﬁfet he (a1 a0 SR B (PeE S213, YES),

dent f] dat
Whon e Gt 29 gt oS Rt uhe 11 80 FAE, AT Tjgr oo

CPU 4 t h
read |ﬁgﬁ%:rg%gﬁ§%§g§t§§{ﬁél ifigﬁ ?ﬁéglégpgé o%%?he In
SeCOW%é“dﬂé@“ﬂHéﬁgnf%tf%kﬁ%&@@@&?ﬂlné@et$§99ﬁﬁeb&é@@ length

specified by the data portion 407 of the command (step
S221)is ldhd iy detardriarat i1on, réddé St Het g& i nege Vet bedata
or not the second hierarchy data which currently

exi sty 1hd niddre fiirest dH er aflehy Uatgthas the same

l ength as the second hierarchy data (new data) to be

written, tWeen data deiaglepechfoédtby fHencoimandid00ead,

In the case where it is determned that both of them

coi ndile Gl Hl e atdt vthereywhdehabove 2Ot deberddhat iength
(step S221, YES), the CPU 14 carries out processing

for Waad g HeW dtaP siod fFetndydenewdbathe length of the

second hierarchy data to be changed, the length being
specified by the data portion 407 of the command (step
S221). 1In this determination, it is determined whether
or not the second hierarchy data which currently existé
in the first hierarchy data has the same length as the
second hierarchy data (new data) to be written, the
data being specified by the command 400.
In the case where it is determined that both
of them coincide with each other by the above
determination (step S221, YES), the CPU 14 carries out
processing for writing new data specified by the data
section 407 of the command 400 from the next address
of the data length read in the step S214 (step S$S228).
When writing of this new data is normally
terminated, the CPU 14 outputs information indicating
that the task is normally terminated (indicating

that no abnormality occurs) to the reader/writer 2 as
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section 407 of the command 400 from the next address
of the data length read in the step S214 (step S228).
Whien witing of this new data is normally 25

term nated, the CPU 14 outputs information indicating
that the task is normally term nated (indicating that
no abnormality occurs) to the reader/witer 2 as 46 a
response status for the command 4400 (step S229). In
the case where the size of a data region to be
witten (a data |length of data on an identifier

speci® iTEFARN S Trtatid)f I Euatorrrithel 4§ zesePp dat a%b-

to be Wif—ﬂ-ld“e (a length of data to be witten, the
S

data bei TiFHE ®c hH§e thed CPRFa4region to
changes. dat by, overwriting the second hierarchy . _.

dat a.%% rvq?ht%sen c(éisea,eatt%eledja A | Ehgth- ot K sjecg%%%lfler

hi er : a . , ' 0
need%rfpo(gr&c%%cgi%%fhce&‘iﬁoa@t ggiee%%ﬁfn%%gt;éﬁe% 28%¢ data

| nf orgARtdeon, 220 Sermd nGgcr her dal @ | epald Wf1Eh8n, the data

first hierarchy data and a data |ength of the second

hi er arecihyy dadersi died s dRid@Fand t hecrsecomnd U es @8 64ys data
data can be normally rewitten. In addition, in the

case byhere batit iofg ttem oo drsd note cot dtey deatvd t h Bachhis

ot her by the above determ nation (step S221, NO, the

CPU & sgot dérh st anhetriairh tdhe et ased@mytihi eeadchyn ddea does
step S214 is longer or shorter than the data |ength

of d&Ct (FWERIfat a)T WP beeW@ie teh,ne eeedlater beliagoing the
speci fied by the conmmand 400 (step S222). 20 In the

case ARter & SIS RAGATFRIED tTHER THael Ut 22 0 | ST Y ead

In thc%eStdeanaS 1e4nc_}tsh Sohfori'_theer Elhz?snt tkt]ieerdaagcahy data and a data
length of the second hierarchy data. In this manner,
the second hierarchy data can be normally rewritten.

In addition, in the case where both of them do
not coincide with each other by the above determination
(step 5221, NO), the CPU 14 determines whether the data
length read in the step S214 is longer or shorter than
the data leﬁgth of data (new data) to be written, thé
data being specified by the command 400 (step S222).

In the case where it is determined that the data
length read in the step S214 is shorter than the data
length of the data to be written, the data specified by
the command 400, by the above determination (step S222,
NO), the CPU 14 moves all the second hierarchy data
that follows the second hierarchy data in the first
hierarchy data in an amount obtained by éubtracting

the data length (changed data length) of the data to
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| ength of the data to be witten, the data specified
by the command 400, by the above determ nation (step
S222, NO), the CPU 14 noves all the second hierarchy
data 25 that follows the second hierarchy data in the
first hierarchy data in an anount obtai ned by
subtracting the data Iength (changed data | ength) of
the data to - 47 be wittenfrdmthe data | ength
(current data length) read in the step S214 (in an
amount corresponding to "current data |length -
chand&d wddttd sre gt ehemgatierlenatfe @R gen e agesl ength)
data | ength of the data | ength 5 managenent

i nf o f&S dift 326 SFhatH 1%enGtth BT AR Fco%ﬁ%pﬁjf@g to

f the first hj h ta) t ngth (who
Fené?%urlgget%é: Cf.ca%%ﬁgrjltgedyg(tg}ae_g) to ?e_cgfi?%’aad?f??qj}}(ﬁn Eealgrther,
case er |

case EKa Lo SASIEITS el A deta ) epauh fsad,
the datadadie Widds: the Haf a peing Slp@fg%&l( ok Bg/ whole

t he command 400, by the above determ nati

S222,da¥aSka 1te SPY kA mdetpr M inas r etdiera ore ol ddes
data |l ength (whole length after changed) of the first

hi er drechyt Hdatwhd e tlkengase i avherteartded dedtees ez £) ed

by the command 400 is witten exceeds the settable

si ze specifr edlditagcordandes wdde whhersett abd edsteemined
i nformati on contained in the control information on

t he ftihadt thicecartehyl atuttah (tasp 1S223)e dtep 2 Tthses longer
where it is determ ned that the whole 20 length after
chandé@exdeed tthd gttihaf e Hiwdahp the kboleitten, the

determ nation (step S223, YES), the CPU 14
data beiné spé%ified by ghe command 400, by the above

determination (step $222, YES), the CPU 14 determines
whether or not the data length (whole length after
changed) of the first hierarchy data in the case
where the data specified by the command 400 is written
exceeds the settable size specified in accordance with
the settable size information contained in the control
information on the first hierarchy data (step S$S223).
In'the case where it is determined that the whole
length after changed exceeds the settable size by
the above determination (step 8223, YES), the CPU 14
outputs a respbnse status indicating that the data
length of the first hierarchy data is abnormal to the
reader/writer 2 without changing data by the command
400 (step $S226).
In the case where it is determined that the-

whole length after changed does not exceed the settable
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out puts a response status indicating that the data

l ength of the first hierarchy data is abnormal to the
reader/witer 2 without changing data by the command
25 400 (step S226) In the case where it is determ ned
that the whole I ength after changed does not exceed
the settable - 48 size (step S223, NO, the CPU 14
moves (shifts) all the secomd Hi%rarchy data that
follows the second hierarchy data in the first

hi erarchy data in anount corresponding to "changed
dat a SE&fgtIF terc waeht Nat-a B¢ A¥ ht 4 Fayepefshihies Crall
14 rewites the data length of the data | ength

manadéite FE SO MEL0T 2 3 R ot hdke ohbPES | Engt Hecond

after .changed (step .S2 . en_npvenent (shifting) of
secoﬁ]&eﬁiaé% yc%tdagtla{l %S#at&%ﬂo%ef:ﬁﬁcgéc%ﬁﬁa 19 amount
hi er . cha, of .10 the data | ength
nanaggﬁgﬁfggh 5T2gﬁfbn <ﬁ3%é9%%%nl%%%€Tete%u{ﬁent data

aCCOﬁ%%@%%“MtrFJﬂ%ﬁéHﬁHj§?Z§m9r1§ZZQWE%{Q§ g%gjéétah%ength

wites the data length of the data to witten, t

dat a dreithe Red fietdy ddtagatensechFoPnadPdn 026 hento the
command 400, as the data |length of the 15 second

hi er amehy datrayton dife canaspondi sgepdentsfier  (step

S227). Wien the data Il ength of the second hierarchy

data is Mméwr triergmdrie CRULA4inw) te§ mewobddtAierarchy data

specified by the data section 407 of the command 400

as sdé@td £20 Iiwer drivchys afmned ol ¢ her cloy réspanaihdigchange of

identifier (step . S228). Wen this witing has been

nornﬁhg,@ﬁﬁﬁﬂkgqgﬁh management information 220 have been
completed in accordance with the step S224 or S225,
the CPU 14 writes the data length of the data to be
written, the data being specified by the data section
407 of the command 400, as the data length of the
second hierarchy data on the corresponding identifier
(step S227).

When the data length of the second hierarchy data
is rewritten, the CPU 14 writes new data specified by
the data section 407 of the command 400 as second
hierarchy data on the corresponding identifier (step
S228). When this writing has been normally completed,
the CPU 14 outputs a response status indicating that
data change processing has been normally terminated
(indicating that no abnormality occurs) to the reader/
writer 2 (step S$229), and terminates processing.

The data change processing operation as described

above will be described by way of a specific example.
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the CPU 14 outputs a response status indicating that
data change processing has been normally term nated
(indicating that no abnormality occurs) to the reader/
25 witer 2 (step S229), and term nates processing.
The data change processing operation as described
above w |l be described by way of a specific exanple.
49 FI G 15A shows an exanpl € of4 % i rst hi erarchy data
including a plurality of second hierarchy data and an
exanpl e of _data %neMIdata to be witten as the second
hi erarchy 'ddta t %t%ﬂ?ﬁﬁi??l?ﬁ%m?%?s?fhféF%Fc%yeééfﬁhs data

shown in FIG 15A, it

VS et THE otoniP By 2 iy TR & O d4ta and an
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' denté)!é leB df_s d cl{']aa eeqd td)a ne}N chik?e ovpr 31%%&% ?%l teﬂ}g% second

whichi's onger n a curren a | en

Case’hl%gr daTEa]-t(Ehc!:rlthr I{]ethéj Prgﬁ/eﬁ{éloé(\?%lil{/o&ta

a region in vwhich e second hi erarc y data on
currenf1ddentdfier. B is stored. Thus, the second
hi erarchy data on identifier C serving as data that

foll ows theosesontbld) edareiywdaia prct hesadent i {sessBumed
is nmoved in an 15 anmount corresponding to "changed

dat a trergttihe samarehthiadastachenddte  orasi sdrowinfigr AR G s

15B. In this manner, the region for storing the second

hi er &ihemgathtter grev Matadeart id idatad lenatangedch oia longer
size corresponding to a data |ength of new data, as
show 2 i FgenSEatg Y%t i meln t Hel a82s¢ emyg hshown in

information 220 js rewitten into a data
rgﬂggﬁ%g , new &ata overflows from a region in which

the second hierarchy data on the current identifier

B is stored. Thus, the second hierarchy data'on
identifier C serving as data that follows the second
hierarchy data on the identifier B is moved in an
amount corresponding to "changed data length;— current
data length", as shown in FIG. 15B.

In this manner, the region for storing the second
hierarchy data on the identifier B is changed to a size
corresponding to a data length of new data, as shown
in FIG. 15C. At this time, the data length management
information 220 is rewritten into a data length after
the whole data length has been changed.

In this state, the data length of the second
hierarchy data on the identifier B is rewritten into

7 ﬁhe data length of new data, and the new data is
written into a value of the second hierarchy data

on the identifier B when the next address of the



t he whol e data | ength has been changed. In this state,
the data |l ength of the second hierarchy data on the
identifier Bis rewitten into 25 the data | ength of
new data, and the new data is witten into a val ue of
the second hierarchy data on the identifier B when
the next address of the 50 data |ength of the
identifier B becomes a start —adthtess (namely, the
data value of the identifier B is rewitten into new
data). Then, as shown in FIG 15D, with respect to

t he s&lohd Herarchytatidonohfite BdepcoheeraBstahe
data length is obtained as a data |ength of new data,
and EVHGR | DM A nedh @i rew hed, ORst desEAFBETieE B
above,_in the case where there has _been successfully

r.eceil\/seqreawrd];’a’itaerth]arh e to %t'dahayi Ty 1078 pRRPFR ed
(eI rareh, e and second Blergrehy s tobe

changed (to be rewi car

the specifd edhspcond higrargchy, dat al?w{k‘?higxé)ﬁ{:g%ﬁgd as

the specified first hierarchy data. In this manner,

sol ely ddwn spacidi esk seapneb 45, higd ag chy) gat 85cah: bened as
easily rewitten fromthe first hierarchy data,

W t hawdw rdwrda ting the whole first hierarchy data. As
a result, it becones possible to efficiently rewite
speci fi ¢ sk odelsdn Bred chiyodat aincont atased whetbetfikksat has
hi erarchy data having a nest 20 structure. Now, a
descrigsn orhagddsbel gi vieecen Yéd respecd change command having
specified first hierarchy data and second hierarchy
data to be changed (to be rewritten), the IC card
rewrites only the specified second hierarchy data
which exists in the specified first hierarchy data.
In this manner, solely the specified second.
hierarchy data can be easily rewritten from the first
hierarchy data, without rewriting the whole first
hierarchy data. As a result, it becomes possible to
efficiently rewrite specific second hierarchy data
contained in the first hierarchy data having a nest
sStructure.
Now, a description will be given with respect
to a readout processing operation in the case where
a plurality of second hierarchy data én\the same
identifier exist ih.the first hierarchy data.
FIGS. 16A and 16B each show an example of a data

configuration in the case where a plurality of second

hierarchy data on the same identifier exist in the
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to a readout processing operation in the case where a
plurality of second hierarchy data on the sane
identifier exist in the first hierarchy data. 25 FIGS.
16A and 16B each show an exanple of a data .
configuration in the case where a plurality of second
hi erarchy data on the sane identifier exist in the -
51 - first hierarchy data value®tvalue). FIG 16A
shows data 160 on point P as an exanple of the first
hi erarchy data. As shown in FIG 16A, data 160 on

poi ntf 1P Sits NS r@giips s t6f wnl Yderitd fiser- (EA) 161 of

the data 0.0 oi nt P, data | ength 162 of the data
160 on poi]F(rsﬁG' &&an%%%é?aat%a]t% VA ULYT 1532 Df 2t hegrample
data 160,0on ..point .P. A plurality of second hierarchy
datao%6$,he f?lf,Stl'}%,eréanrch%é%e ‘st in the value 163 of

t he point 10 R - d hier 67 ] .
provi ded z?;s déz:agltoglwielnrgi cati nlg%pg’ S%alqrg €§(§ S%r}og()ip%? nlt3 ¥

The dat@okeh Qff Arhiisidal i Mal (ILE.@%)' S £OPOSEk Aa@D 160
identifier (DFO1) 164, a data length 165, and a data

val uen( yaliue) pl66. dEte: seeeith hier aychhdaia 2l 760 149, point
and 179 are 15 provided as data indicating an

addi tFi,vandalauelagfa pailnte Rallhke amdy e Seqondidderbs@hyn
data 171, 185, and 179 are conposed of identifiers
(DFO®Ping8P.172 pdnd allZ6y afatsedaemytihisedGShi7@&tand’,
177; and val ues 170, 174, and 178. In addition, the
second lhi érarcipdddt’® ExE s e aml ugd hhvet tiee point

.same identifier (DFO4). FIG 16B shows an exanpl e of

dat aF180 Tos @ﬁquQOierarchy data 167 is provided as data
indicating a point value of point P. The data 167 of
this point value is composed of an identifier (DF01)
164, a data length 165, and a data value (valﬁe) 166.

The second hierarchy data 171, 175, and 179 are
provided as daté indicating an additive value of point
P. The above second hierarchy data 171, 185, and 179
are composed of idehtifiers (DFO4) 168, 172, and 176;
data lengths 169, 173, and 177; and values 170, 174,
and 178. In addition, the second hierarchy data 171,
175, and 179 have the same identifier (DF04).

FIG. 16B sths an example of data 180 on point Q
as the first hierarchy data. As shown in FIG. 16B,
the data 180 on point Q is composed of an identifier
(EB) 181 of the data 180 on point Q, a data length 182
of the data 180 on point Q, and a data value (value)
183 of the data 180 on point Q. Further, a plurality

of second hierarchy data 187, 191, and 185 exist in the
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as the first hierarchy data. As shown in FIG 16B,

the data 180 on point Qis conposed of an identifier
(EB) 181 of the data 180 on point Q a data |length 182
25 of the data 180 on point Q and a data val ue
(value) 183 of the data 180 on point Q Further, a
plurality of second hierarchy data 187, 191, and 185
exist in the 52 value 183 of ti data 180 on the
point Q The second hierarchy data 187 is provided as
data indicating a point value of point Q This point
val u&adatea 1887 qfs thofsdsed & am til'b%ri?CPJFfP"erQ(leg'ﬁ second
184, a data length 5 5, and a data val ue (val ue). .

186. Hid A& Hi%erdt thy? &é‘i%"ﬁ%ﬁéaﬁ 52 gricating a
provi ded . as .data jndi.cating ditive. val ues of . poin :
Q r sorejLeng- Vtallvue yo.f Oelnike 'nd ile?aE?%Jl’R/t dat uelﬁ‘%ﬁ]d{m S
195 A COMasedi e Ak | denkd 1) efg { DRDA

192, %gjgﬁ)a e1003 engt hfc,J!jeclH;Stgliﬂz;llnrledll 18@%6 a)lndf8r£’al Qd%at%as%%v&h

and 3% Ighg addiddPrsathe speonh) higearchy data 191
and 195 have the sane identifier (DF0O4). FIG 17

shows an exae-did an Lo Gy addon 091 ANSt1UStAPA provided
data (sequence specifying read command) 15 500 for

specidfsyidag aa isetjuencenaretid nstraicta nge s eatlgubiof ¢ herespec-
second hierarchy data. This sequence specifying read
commEnd’ 500 | STy daded dsi eraonmandata bel awppl 9'deach
fromthe reader/witer 2 to the |IC card 1. The

sequértce SPFEEIF8A Myf + e cmanidl S00(PE090 todhposedl 94, data
a command header section 501, an Lc section 506, a

dat a '$85on 507 anthd B L @sbctton GoEe B30 stmnl 94-  In

addition, the second hierarchy data 191 and 195 have
the same identifier (DF04).

FIG. 17 shows an example of a configuration of
instruction data (sequence specifying read command)

500 for specifying a sequence and instructing readout
of the second hierarchy data. This sequence specifying
read command 500 is provided as a command to be |
supplied from the reader/writer 2 to the IC card 1.

The sequence specifying read command 500 is
composed of a comménd header section 501, an Lc section
506, a data section 507, and a Le section 508, as shown
in FIG. 11. The command header section 501 stores
data indicating the classification, instructions, and
parameters of the command. The Lc section stores
information indicating a data length of data set at
the data section 507 of the command. The data section

507 stores an identifier of data to be read and a



in FIG 11. The conmand. header section 501 stores

data indicating the classification, instructions, and
paraneters of the conmand. The Lc section stores 25
information indicating a data |length of data set at

the data section 507 of the command. The data section

507 stores an identifier of data to be read and a 53
readout sequence of data on thatsidentifier. The

command header section 501 is conposed of a CLA

(class) section 502, an INS (instruction) section

503, m=ddost pagaereterof Plitsechi oRabO04denndraesecond

5 paranmeter (P2) section 505. The CLA section 502

stores dat@héendpoadnaghebdssi ecatibon50¢! assronposhd of a
conmand. The INS section 503 stores data indicating an
|nstr@@Qlbﬁl@$sth%6©@Mﬂ®n@02lnanhéNgeQMeﬂteuspecnfysagtlon
read command 500, data indicating an instruction for

10 re%%?ngaoﬁ%r%%ep%%%%%ﬁeﬁlé?é?cﬁ?CHaP% oh4gnand a second
identifier corr e specified sequence is

© set RATHECTRS| §€£?$%a9%%§°5é\ﬁe (RS e aet ern(BY)
t
R S A A S T G NS
dat 2 t%ﬁhﬁﬁﬁaﬁﬂhéﬁfﬁé' <“Gilh Bl7ngraet” ?5?%%&5%9?%““9 an

sect i DRsBPlct 1 5QM o £XENP! omhAnd. COHHHBQefQ% u@ﬂegsgbgglfylng
readout of a second point additive value (Second

i n second 2Omhked aschy @£t£h@n@@&é@§ﬁ@”§hngnstructlon for
identifier) 174 contained in the data (first
10 hi er arehyiniat eyt 160 oflecond hierarchy data on an identifier
corresponding to the specified sequence is set at the
INS section 503.
The first parameter (Pl) section 504 and the
second parameter (P2) section 505 indicate which
15 identifier of the first hierarchy data includes an
identifier of the second hierarchy data to be read
out, the data being set at the data section 507.
For example, in a command for requesting readout of
a second point additive value (second data in second
20 hierarchy of the corresponding identifier) 174
contained in the data (first hierarchy data) 160 on
point P shown in FIG. 16A, data indicating a data
change command is set at the CLA. section 502 and the
INS section 503; "00" and "E1" are set, respectively,
25 as the first hierarchy data identifiers in the P1
section 404 and P2 section 405. "DF0402" set at

the data section 407 indicatés that "02"-th data 1is
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point P shown in FIG 16A, data indicating a data
change command is set at the CLA section 502 and the
INS section 503; "00" and "El" are set, respectively,
25 as the first hierarchy data identifiers in the P
section 404 and P2 section 405. "DF0402" set at the
data section 407 indicates that "02"-th data is 54
specified from anong the second M erarchy data on the
identifier "DFO4". It the case where there has been
successfully received the sequence specifying read
conMETRF 00 & LB HEWNG - Fe Geagndt héeopuchy dhtehen
ICcard 1 first_ determ nes that the command is a
sequéente SRELES rQ%%ﬁ comand based on the data

set at tth: A section h502 g d th IN§ section 503 ?f
t he command 500 Y#Eh it Fs B?§8rgﬁFn £&8 CHareeRéuLlY
[ - 0 i fving read conman
co0 e At RS AN D SREELLYLDY, €A, EBAFRRS s00 as
dat a d i e C kefrar gh a-to read.
out gggggyggp?%%?béggng?g?h%ggtgg %gtgﬁ%tl§hgggi : glrSt

sect it S g A seald bmBna At el db§GERALNABLERYfying
the first hierarchy data 15 including the second

hi er areedyy ctatneartd daesg®ash othe Byti heePlaseehiéo0rR04ection
and P2 section 505, the CPU 14 discrimnates the
secorfdhiardroty g ssdat enr @8 oduthet bemmenand00. When
hierarchy data existing in the first hierarchy data
speci¥t eb A sdelpgraied drisaof thdecPma0dsest tba 564uence
and P2 section 505, based on the identifier and

sequeTREF FY iHe LexbriPHiErArefy, dalha SBY 4f dhecriminates

the first hierarchy data including the second hierarchy
rdata to be read out based on the parameter (data) set
at the Pl section 504 and P2 section 505.

After discriminating the first hierarchy data
including the second hierarchy data to be read out
by the Pl section 504 and P2 section 505, the CPU 14
discriminates the second hierarchy data to be read
out, the second hierarchy data exiSting in the first

hierarchy data specified by the parameters of the Pl

section 504 and P2 section 505, based on the identifier

and sequence of the second hierarchy data set at the
data section 507 of the command 500. After discrimi-
nating the second hierarchy data to be read out, the
CPU 14 reads out a data value (value) of the second
hierarchy data, and transmits the read-out value as

a response to the reader/writer 2.

FIG. 18 shows an example of a configuration of



data section 507 of the command 500. After discrim-
nating the second hierarchy data to be read out, the
CPU 14 reads out a data value (value) of the second 25
hi erarchy data, and transmts the read-out value as a
response to the reader/witer 2. FIG 18 shows an
exanpl e of a configuration of 55 response data 600

- for the above sequence speci fyi m@ read conmmand 500.
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This response data 600 is provided as data to be
outputted fromthe IC card 1 to the reader/witer 2

as a feEhAnsofdabee it i bfththe B segurmeenspeep¢yi figing
read conmrand 500, The response data 600 is conposed of

an iFET iFTEREHPLOG datE T St Ee2, dat Yab @0 seetpepvided

603, i.rst_stat [ 04, _and a, second

0% " S Lo R e %, 1 8y R e
' : i fi ta section

207 G e ALae Y e SRR & R 2EE L

(i dentd déﬂbéﬁsﬁégif§¥¥§c¥gad5%%%%%&"@6@r0hy data) is

set as the above identifier 601. A data length of

data set athd hessadmsSesii one®O3; d5chmpsebqabrt he data
| ength 602. A value of the second hierarchy data read

out hydetrhe fGRU b pccordlitng tendie sERpUencEspestdyiag 603,

read conmand 500 or the like is set at the data

sect i2ofi6G3. sA st usodmdeedtnidircadd hg atdiea psOcessi figatus

result of the sequence specifying read 20 conmmand 500

i s setodst sewsifdr 40t atus code section 604. A total

nunber of the second hierarchy data on

An identifier of the second hierarchy data

specified at the data section 507 of the sequence
specifying read command 500 (identifier of the read-out
second hierarchy data) is set as the above identifier
601. A data length of data set at the data section 603
is set at the data length 602. A value of the second
hierarchy data read out by the CPU 14 according to
the sequence specifying read command 500 or the like is
set at the data section 603. A status code indicating
the processing result of the sequence specifying read
command 500 is set at the first status code section
604. A total number of the second hierarchy data on
an identifier specified by the sequence specifying read
command 500 is set at the second status code section
605, the second hierarchy data existing in the first
hierarchy data specified by the sequence specifying

read command 500.

For example, it the case where there has been
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an identifier specified by the sequence specifying

read command 500 is set at the second status code
section 605, the second hierarchy data existing in
the first 25 hierarchy data specified by the sequence
speci fying read conmmand 500. For exanple, it the case
where there has been 56 successfully received the
sequence specifying read cormmamf 500 for requesting
readout of a second point additive value (second

hi erarchy data on second identifier "DF04") shown in
FI G Sfeﬁeseﬁélléeurffee‘f&ﬂ pUS TR R G bbing negrd
by settin i 0|nt addlélve value 174 as a,
val u&°8f" 0 W i ek THYP dat 3 on" tHe 3edornd point
I denti f " DE a section 603, and then,
settﬁﬁgl &W& %éﬁbese égqq ?ng ?%%Id?% é%pl?e%% %f
the second Al aikiy 10 dakh of ies] dpBL! TLel 4k 0d

exist in the secon st at us code sect1 on’

" DFO403 puget r@sﬂcﬂ%e seaeNd st 2t Msy oﬂdesél,e@fr‘lc_?na 6\9§lue of

|nd|cates that three itens of the second hierarchy

dat a a( gatiatomdenivitve addidd vierayadsie) ef1ddesf dend i §éesnd
"DF04" exist in 15 the first hierarchy data (data 160
on poiietraPchyNagtaa adesird pHeommav 1dleel gieen'dFed" at
respect to a flow of the processing for sequentially
specithg gt aarrdataadi i Joutandet lseronske hi srarddtya daPE0403 "
(sequence speci fyi ng readout processing). 20 FIGS:

19, 20dig3d 170 diet [dWwesharteneaeh the [stond i e rhechy

rocessi ng for sequentially eci fying
P data %n the fﬁentlfler 5%04"yex15t in the second

status code section 605. The "DF0403" set at the
second status code section 605 indicates that three
items of the second hierarchy data (data on point
additive value) of the identifier "DF04" exist in
the first hierarchy data (data 160 on point P).

Now, a description will be given with respect to
a flow of the processing for sequentially specifying
and reading out the second hierarchy data (sequence
specifying readout processing).

FIGS. 19, 20, and 21 are flow charts each

illustrating the processing for sequentially specifying

and reading out the second hierarchy data.

First, it is assumed that the reader/writer 2
serving as an external device supplies a sequence
specifying read command 500 to the IC card 1. - In the
IC card 1, the communication section 12 receives the

sequence specifying read command 500. The received



and readi ng out the second hierarchy data. First, it
is assuned that the reader/witer 2 serving as an
external device supplies a sequence 25 specifying read
conmand 500 to the ICcard 1. Inthe I1Ccard 1, the
conmuni cati on section 12 receives the sequence

speci fying read command 500. The received 57 command
500 is supplied fromthe conmunixation section 12 to
the CPU 14. Then, the CPU 14 determ nes that the
command i s the sequence specifying read conmand 500 by
t he Gommsged | PP 502 bl NS seeen obh & 0orwfiun hea tbamansect ion
5 header section 501 of the received command 500. When

it i slddteriishéd het- t Heecei Ve LG andet Emi es that the
sequenceé%ﬁgd command 500, the CPU 14 nmakes a searc

for tHREHATS SiCtartHiPdia whEcht thi i ers C%ﬂﬁ«'ﬁn@héoo by
te t at. th 504 d 10 t
505 et h%%esrﬁ%nlaors L fpvﬁ’%c%%%ﬁﬁ%n st SERE! Brnmand
t h
searadqu, canteel, iformion oL %ﬁrﬁfp%ﬂg{%éﬁt.y-

| fiers SpeOWﬁéﬁ“h@“lérﬁ%%ﬁrﬁfﬁé&09h§94tﬁ@dr£2e§€§&'QQmmand
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505 fromthe data managenent information shown In

FI G & (steppgce Iredda-sasenanss@, tihes copd r ok makes a
information coinciding wwth the paraneters of the Pl

sectisma 5 fand R Kecdt dni &05r efy tder £ onmba 500nbages

not been successfully specified (step S300, NO, the

CPU ™Wit20 twt meamsane reaspornste st aths Phdieatiog $Géatand P2

the control information on the first hierarchy data

i s ndtection 505 of the command 500. This processing makes
a search for control information on the first hierarchy
data on an identif;er which coincides with the identi-
fiers specified at the Pl section 504 and P2 section
505 from the data management information shown in
FIG. 5 (step S300).

In the case where the control information
coinciding with the parameters of the Pl section 504
and P2 section 505 of the command 500 has not been
successfully specified (step S300, NO), the CPU 14
outputs a response status indicating that the control
information on the first hierarchy data is not
registered, to the reader/writer 2 (step S301), and
terminates processing. |

In the case where the control information
coinciding with the parameters of the Pl section 504

and P2 section 505 of the command 500 has been

successfully specified (step 5300, YES), the CPU 14
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regi stered, to the reader/witer 2 (step S301), and

term nates processing. In the case where the contro

information 25 coinciding wwth the paranmeters of the

Pl section 504 and P2 section 505 of the commuand 500

has been successfully specified (step S300, YES), the

CPU 14 - 58 checks whether or not the security

condition set in accordance W P the security

condition information 213 contained in the contro

information (step 5302) is net. In the case where the

abov ENSEHF MNP EHRIian P s£B MRcueit Y stepd S8 ), in

the CPU 14 outputs a response  status_ jndicating that

the SESAHEI Cothitl on'G S&fotr+ etCodt tifen intormation 213

reader/writer, 2 (step S303 and. term nate Lo

or oc&s81 g 5% Jtrhzwcegsceo l)e?]e Jtrhfeo%ao%o%egﬁ?l? y>302) is

condi ti,on i 14 ... .
B et Rer o RBT VRS (18 oy r iy otk 12 Lk ion is

checks whether or not

at anAddrass dvudl aaded W) thesetp@ddf €9$cputs a response

information 211 contained in the control infornation

(st eptSIOA) .1 ddi ddie repsehahedies thesfiisd dbeiar odY is not
data is 15 not set at the address indicated by the
set address thd argmid ofwRildercant adtnad $303he SoNttOtminates
information (step S304, NO, the CPU 14 outputs a
resparsesstsitngs. i ndicating that the first hierarchy
data is not set, to the reader/witer 2 (step S305), _
and term ndt eghe 2037 oclessd nghe |F0ee saser Wwhereondiison is
checked that the first _
met (step S302, YES), the CPU 14 checks whether or not
the first hierarchy data is set at an address indicated
by the set address information 211 contained in the
control information (step S304).

In the case where the first hierarchy data is
not set at the address indicated by the set address
information 211 contained in the control information
(step S304, NO), the CPU 14 outputs a response status
indicating that the first hierarchy data is not set,
to the reader/writer 2 (step S305), and terminates
processing.

In the case where it is checked that the first
hierarchy data is set at the address indicated by the
set address information 211 contained in the control
information (step S304, YES), the CPU 14 checks whether
or not the data length indicated by the data length

management information 220 on the first hierarchy data

is within the allowable range indicated by the settable



hierarchy data is set at the address indicated by the
set address information 211 contained in the contro
information (step S304, YES), the CPU 14 checks

whet her 25 or not the data length indicated by the
data | ength managenent information 220 on the first
hierarchy data is within the allowabl e range

i ndi cated by the settable 59~ si°Ze information 212
contained in the control information (step S306). In
the case where the data |length of the first hierarchy

dat a Séxcedds AHE 1 Aowal! €T St Ep BrDESON G ND) |

the CPU 14 outputs a res Oéwse status indicating that
the d&QTEHNI nﬁ{aeé?enseﬁ} imformation i s abnormal

(i ndicati that the data |ength, exceeds the allowaple
range) tonﬁhet eadet] qu? et ?s‘ilae%asg%pﬁ?ha%g ERIOP1 Bt

t er mynat C ' re it i

checl?gzl rt%ﬁ:é:?{ }?hogas%atacﬁ]egdngg{}hﬁ%% ]tcﬁoé'??%gtleﬁ%? a?sé%?/p 5306,
dat a ey wWidfd negine 4 allounahl & range, (st epe 5306, s ERax

t he CPOE)J 14 checks the validity of the first hiler}arcahyllrlg
dat a tnh tacey dance 1 Mdth e dadnderval 1 6 & ymdBrdger®bnormal
information 222 on 15 the first hierarchy data (step

S308) (.irddi ddtei repsehathertee tdwecavaldrditly @fcéduts fisStallowable

- hi erarchy data has not been successfully checked,
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nanmelngnden tthe Weseradmre/viiter deot esmemet3d hat dhe
first hierarchy data is abnormal (step S308, NO, 20
t he CRUMNSIRPRIPEFEIpbnse status indicating that

the data validity managenent information on the first
In the case where it is checked that the data

length of the first hierarchy data is within the
allowable range (step S306, YES), the CPU 14 checks
the validity of the first hierarchy data in accordance
with the data validity management information 222 on
the first hierarchy data (step 5308).

In the case where the validity of the first
hierarchy data has not been successfully checked,
namely, in the case where it is determined that the
first hierarchy data is abnormal (step S$S308, NO),
the CPU 14 outputs a response status indicating that
the data validity management information on the first
hierarchy data is abnormal (indicating that the
validity has not been successfully checked) to the
feader/writer 2 (step S309), and terminates processing.

In the case where the validity of the first
hierarchy data has been successfully checked (step

5308, YES), the CPU 14 clears a counter (not shown),
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validity has not been successfully checked) to the
reader/witer 2 (step S309), and term nates
processing. 25 In the case where the validity of the
first hierarchy data has been successfully checked
(step S308, YES), the CPU 14 clears a counter (not
shown), 60 and reads data o arPtddress indicated by
the set address information 211 contained in the
control information by one byte (step S310). The
count®@d m8AdHeProviHed! cidhesdatad henory BB BRendgt
be provided 5 in the working nmenory 16 or in the

i nt eﬁ‘?a?’r% R 12°P VBRSO byRe ©P"bRPA
Is read in the aQ9ve St

S310 h U 14 _check
BT i Bs (THERI S BRY byt Bye) gounter may

1n
whet her  or no

ProV e DA% Suhftdn A Al PR LY 10 (S8R Bd M rokflaca

t he cas ere the next I'S vi ded ‘as

t he iiqgrgﬂé(iv%r]{isﬁgeﬁnér?t;r]y ﬂg%r’intpl)?e@rucéflnéfaﬂ§mory of

the next one byte of data (step S312. I'n the case
wher e Hhemexts data is not provided as a part of the
identifier (step S311, NO), the CPU 14 15 determi nes
that the détenreas bhycd hef steps S5310candi®34Rei Sbove step
provided as data indicating the identifier. That is,
the CRIU4 tlead3PU hed ideaths i eneofier her fiosttheataxt ndata
the second hierarchy contained in the first hierarchy
dat a BiEAtheoTp duelsd) nigs RTPTdedt@psa SOt @D e B3gptifier
Therefore, in the case where the next data is .
(step S311). 1In the case where the next data is
provided as a part of the identifier (step S311, YES),
the CPU 14 reads the next one byte of data (step $312).
In'the case where the next data is not provided
as a part of the identifier (step S$S311, NO), the CPU 14
determines that the data read in the steps S310 and
S312 is provided as data indicating the identifier.
That is, the CPU 14 reads the identifier of the first
data in the second hierarchy contained in the first
hierarchy data by the processings in the steps S310
. to S312.
Therefore, in the case where the next data 1is
not provided as a part of the identifier, namely, in
the case where the identifier of the first data in the
second hierarchy in the first hierarchy data is read
(step S311, NO), the CPU 14 determines whether or not

the identifier of the second hierarchy data read in

the steps S310 and S312 coincides-with the identifier
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not provided as a part of the identifier, nanely, in
the case where the identifier of the first data in the
second hierarchy in the first hierarchy data is read
25 (step S311, NO, the CPU 14 determnm nes whether or
not the identifier of the second hierarchy data read
in the steps S310 and S312 coincides-with the
identifier 61 of the second"hiéﬁarEhy data specified
at the data section 507 of the command 500 (step
S313)._1In the case where it is determ ned that the
i dentiff it SPEORE decorit HiverrchyP Rt e e bythihidata

epeciTiCad Bt THe ‘datd SETHIS V“Hs?q%“?se%ﬂ?ﬂéhf' o
conmmand ngl( eQ:ggntl g%@ 1% g%%{é¥m1§$€ t%a%h

that foll ows |er as a eng

| dentiifdgr fct%trao(fstt% 33 ﬁ\h%}hgﬁ% 4 determ b this

10 the identifier data 1s rea es

a  strfde r@dW:0S5Dr0faddte maxtcia @ e seeONHentifier
hierarchy (identifier of the next data on the second

hi er arediy)f i em tthe: reeath dad@a 1@nN@dT - Mhethd heesd aFdd
address of the next data on the second hierarchy is

det eraomrechd BH 0t hies teRU S 3 hevks, wiet U ard nodaddeche data
address corre- sponding to the next data on the second

hi er &hatty foddions déwe viidan tiel edatas |emftte negragiement the
information 220 (ste 8316 In this determ nation,

for s ledoididiade 1% chdBiedd e adxior deereath of

W th ether Qr not the start address of

|dentt| éTd 6]f J.tfﬁtésr tadantsd Ttﬁiaq'hé: e CPU lt4hedeterm1nes a

start address of the next data on the second hierarchy
-(identifier of the next data on the secoﬁd hierarchy)
from the read data length. When the start address of’
the next data on the second hierarchy is determined,
the CPU 14 checks whether or not the address corre-
sponding to the next data on the second hierarchy
coincides with the data length management information
220 (step S316).

In this determination, for example, coincidence
is checked in accordance with whether or notlthe start
address of the identifier of the next data on the
second hierarchy exceeds the allowable range of the
address based on the data length specified based on
the data length management information 220. Namely, in
the determination of the step $S216, it is determihed
whether or not the next data on the second hierarchy is

normal (exists).
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second hi erarchy exceeds the allowabl e range of the
address based on the data | ength specified based on
the data | ength managenent information 220. Nanely, in
25 the determ nation of the step S216, it is

determ ned -whether or not the next data on the second
hierarchy is normal (exists). 62 |In the case where

it is determined that the addr&ss of the next data on
the second hierarchy does not coincide with the data

| engt h managenent information 220 by the above

det er ni natiforfPe &/ WIS T tthet T a3 SHekRed heghalexihe
data _on _the second hierargc i s abnor mal 0es not

oxt SPRAFERE Ce e RS CrERcRs THE GBS o Sese
st at indi cating t.hat abnornal at a has been

sear(l(éli &d gg%t e ' ea éer/wv%/rbclht &r %d(agﬁaegle%}b)r?a%ar%ement
t er m;nat.es RrLecessi | naddi td | 4 e ca

wher e i{O |§1§ éheckeé)ntgjﬁat]t%et he g%drdeeg%ro lr}%%{:]lonng’x?qeadna?lay’

on the $eeoRdshi §ranGhy hLoidid des Mdh the data g hierarchy
| engt h managenent information 220, nanely, in the

case iwheb@oirinails @eleer Moted ihal) (heeghexdidatnson de cpu
second hierarchy exists (step 15 S316, YES), the CPU _
14 r éddsuapetyte refspaatse Gitaaus aiddiiesst Wwhi cdthat abnormal
corresponds to an identifier of the next data on the
secondthi dresr deen stegy S3IB)to Wen mamdebimel ofr dat estep

is read _in the step S318, the CPU 14 checks whet her '
or nétlt/he @& t¢aH Eiea BIRELRAE)Ii s 20 provi ded as

a part of an identifier (step S319). In the case _
wher e t he Tex@d91d6ito i stpridia detFas ke rartt ofs checked that

the address of the next data on the second hierarchy
coincides with the data length management information
220, namely, in the case where it is determined that
the next data on the second hierarchy exists (step
S316, YES), the CPU 14 reads one byte of data on an
addresé which corresponds to an identifier of the next:
data on the second hierarchy (Sﬁep S318). When one
byﬁe of data is read in the step S318, the CPU 14
checks whether or not the next data (next one byte) is
provided as a part of an identifier (step S319). 1In
the case where the next data is provided as a part of
the identifier (step $319, YES), the CPU 14 reads the
next one byte of data (step S$320).

In addition, in the case where the next data 1is
not provided as a part of the identifier (step S319,
NO), the CPU 14 determines that the data read in the

steps S318 and S320 is provided as an identifier of
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the identifier (step S319, YES), the CPU 14 reads the
next one byte of data (step S320). In addition, in the
case where the next data is 25 not provided as a part
of the identifier (step S319, NO, the CPU 14
determnes that the data read in the steps S318 and
S320 is provided as an identifier of 63 the next data
on the second hierarchy. That™ i3 the CPU 14 carries
out processing for reading the identifier of the next
data on the second hierarchy in accordance with the
pr ocdd¥i iy ofdate @t e SRS hbesROhY TheFled or &5,
inth evxjgerelt is checked that the next data is
not ﬁ'ﬁlﬁ/acop 5 PHards Ut RECTHHENG | BPT Fadiy9 Fhe
the c Mhere the identifie of the next da onthe
seco‘ril %I erf:lrecl?]y fstk}eeaoexfo CEastfaep 153158° T\Eﬁon% L pRF chy

14 retr 3, et er nmi pes, whet her
or not tﬁ%%é&.ed% %Zh:el%r ?%es(‘j%}é ondPh?%? asr%‘?ﬁjls S318
read dqn 441\ St eps 8318 and S320 coincides with the

identifier specified at the data section 507 of the

command 50thd sd £pr S313) - tHS &é‘s@d\dhéi‘@nlﬂﬂst@ﬁe@ﬁ‘ég
where it is determined that the identifier of the

secorthdt ertsr atyxtdadeca ead ndty phev des@ras natpHn: obf the
the step S313 coincides with the identifier specified

at t helagdtiaf iseot iramd&l0y7, dfn the cecei wedreormanid&0ifier
(step S313, YES), the CPU 14 20 increnments the above
countadr Yt aper831dPta Wierthchese abov ehcowmteny i 8s read
incremented, the CPU 14 checks whet her
(step $319, NO), the CPU 14 returns to the step S313
and determines whether or not the next identifier in
the second hierarchy read in the steps S318 and S$320
coincides with the identifier specified at the data
section 507 of the command 500 (step S313).

In addition, in the case where it is determined
that the identifier of the second hierarchy data read
by the determination of the step S313 coincides with
the identifier specified at the data section 507 of

the received command 500 (step S313, YES), the CPU 14

increments the above counter (step S314). When the

above counter is incremented, the CPU 14 checks whether

or not the sequence specified at the data section 507
of the command 500 coincides with the count value of
the above counter (step S321).

In the case where 1t is determined that the

sequence specified at the command 500 does not coincide

with the count value of the above counter by this



e
(step S322). Wien the data length of the data on the

or not the sequence specified at the data section 507
of the command 500 coincides with the count val ue of
t he above counter (step S321). 25 In the case where it
is determ ned that the sequence specified at the
conmand 500 does not coincide wth the count val ue of
t he above counter by this 64 check (step S321, NO),
the CPU 14 proceeds to the s’ter§5483I5, and repeatedly
executes the above described processings. Nanely, the
to S321 are repeatedl

' f the st S313
exec TG Rt 1R o Secdi 5 HIerafehy! derenfanto the
i dent.f i ' ified Dby th nd 500 |
has BESH ot T AR O 1 Case Mt oY heoeser ibed

sequ ifie t he omdSOO.coinc'dswith

t he gouﬁztesss\%%%% ofclh eel}g’out%% er rln%cﬁwsemagosov%% st &p B9 S313
(StepSIBb1 W VEpe e (PP I &ads, the

follows the i deent [ fei er ag)a dat aﬂ?%ﬁejzlngt%l o?@%%egg%nd

| dentiifd &fr 8t *lat=seaonth hi@har chye datp dyRendeatlecified
i dentdyf itdre dcsnmtagrdd,5dthenEPWeh rendsd t he data t hat
follows the 15 data length as a val ue of the

identifi erlrdatdd(tsiepondin hiles aczdy wlad e ttohdesegach cbdy

the data length (step S323). In this manner, the

val uensicitfie s duoride MamsmTehy Hatee speicids edi by the count

“identifier and sequence -(nanely, second hierarchy
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dat a Bd- We Fedd)® iouEsr i U tahotomtail SPOL (esp 5321,

t he e of the second hjierarchy data
%%éi, the CPU 14 reads the data that follows the

identifier as a data length of the identifier data
(second hierarchy data to be read) (step S322).

When the data length of the data on the identifier

is read, the CPU 14 reads the data that follows the.
data length as a value of the identifier data (second
hierarchy data to be read) by the data length (step
S323). 1In this manner, the value of the second
hierarchy data specified by the identifier and sequence
(namely, second hierarchy data to be read) is read in
the command 500.

When the value of the second hierarchy data
specified by the command 500, the CPU 14 sets the value
of the read second hierarchy data at a data section 603
of response data 600 with respect to the command 500
(step S324).

When the value of the read second hierarchy

data on the command 500 is set at the data section



speci fied by the command 500, the CPU .14 sets the
value of the read second hierarchy data at a data
section 603 of response data 600 with respect to the
command 500 25 (step S324). \Wen the val ue of the
read second hierarchy data on the command 500 is set
at the data section 65 603 of the response data 600,
the CPU 14 checks the coincidefce et ween the address
of the next data on the second hierarchy based on the

- data length read in the above step S322 or the ste

p
5325 s Gh (¢ 18O Arith tohe Hhdridss Daselt orhedles ;he
dat a | t.h«(data |l.ength  of t first_hierarch at a
L LRI R
S326),... 1 n. thi t. S w1t 1s determ ned whether _or. .
ot (S RS BaT A G e BECSh e hi ity ekl Sre  Fedd 10

nor naly, Stal g d rbttgbe b fid,ste i eranchys dat g Thal i Sy s ey
JE: et :i:Te

in the step S326, it is determne er or not t
firstardd emar s data dased ot MY MR cStALeg@and yhel hesngen
or not the next data on the second hierarchy exists.
In the case Aherte Hite dardhusdgelerdt natk tdhata 15ndhe

~first hierarchy data is normal and that the next data
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on t mersecorcth thiierfarmwiat dat &2 dbesstred EBAGE. (Biephis step
S326, END), the CPU 14 term nates reading of the

secorfd Afireridr dify dfftermimathevifeflstr Mermrthyheatext data on
and proceeds to the step S327 described later. 20 In

addi ti6h,SqPchd s Giherecitts siidet raiiel Stdiee ihethe

fi rStfihris ' ricehryardc%*fya Aastan.or n’[ﬁdlatanids,t hiarE gtpee step 5326, it is
determined whether or not the first hierarchy data is
in a normal state and whether or not the next data on
the second hierarchy exists.

In the case where it is thus determined that
the first hierarchy data is normal and that the next
data on the second hierarchy data does not exist
(step S326, END), the CPU 14 terminates reading of
the second hierarchy data in the first hierarchy data,
and proceeds to the step $327 described latér.

In addition, in the case where it is determined
that the first hierarchy data is normal and that the
next data on the second hierarchy exists (step S$326,
OK), the CPU 14 proceeds to the step S330 described.
later in order to read the next data on the second

“hierarchy in the first hierarchy daté. .
_Iﬁ addition,-in'the case where the first

hierarchy data is not normal (step S326, NG), the CPU
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next data on the second hierarchy exists (step S326,
OK), the CPU 14 proceeds to the step S330 descri bed
later in order to read the next data on the second 25
hierarchy in the first hierarchy data. In addition, in
the case where the-first hierarchy data is not nornal
(step S326, NG, the CPU 66 14 transmts to the
reader/witer 2 a response havi #§ Set a response
status indicating that abnormal data has been

d (step S333), .and term nates processing. That

isgfar ﬁgettﬁ NeHSE St 1% o8 AFot/AFt il 4 atTe3paRe . having

t dat th ecqond hi erarchy exists in the ste
S326 STSt 8p 18556 SG)° LA éﬂﬁhgf}/trler?%st}baaﬁ ot data has
addr car.r [ 0 i i f.i .
o0 SRR SRR L 0 0 S U ot s oan.

Wien one dytie of dat as Jead dneide; abpye st en, 3339 that
the CPU 10 14 checks whether or not the next data

(nextthene eyt elatad PR detAd hfefdr &y &dkists in the
identifier (step S331). In the case where the next

dat a sitepprsevieded tap & 3ea,t owf, tihe icENtif i efadsSt®Pa on an
S331, YES), the CPU 14 reads the next one byte of

dat a aCslres sS382)reskteridiraddid itdrg  didenthief taseo where data on
the next data is not provided as a part of the,

i denttibfei & cEse B iSIIE,ChND)Y, alife IOALE 1Usttki 63378 (es When one
that the data'read in the step S330 and S332 is

provitded &< SR tiadertt ifGast 1oF Wife ahrse Hea G hethe CPU

second, oo Ot A2 She QU IE 20 ISR AN oo byce
in a%%orpQ%Qﬁ%e\M ta% tahepawtocoetssa{nngisdeor];titpleer (step S331).
In the case where the next data is provided as a part
of the identifier (step $331, YES), the CPU 14 reads
the next one byte of data (step $332).
In addition, in the case where the next data is
not provided as a part of the identifier (step 5331,.
NO), the CPU 14 determines that the data read in the
step S330 and S332 1is proVidgd as an identifier of the
next data on the second hierarchy. That is, the CPU 14
reads an identifier of the next data on the second
hierarchy in accordance with the processings of the
steps S330 to S332.
Therefore, in the case where the next data is
not provided as a part of the identifier, namely, in
the case where the identifier of .the next data on the.
second hierarchy is read (stép $331, NO), the CPU 14

proceeds to the step S334 in which it is determined



steps S330 to S332. Therefore, in the case where the
next data is not provided as a part of the

“identifier, nanely, in 25 the case.where the
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identifier of.the next data on the second hierarchy is
read (step S331, NO), the CPU 14 proceeds to the step
S334 in which it is determined 67 whether or not the
i dentifier of the read data on %he second hi er ar chy
coincides with the identifier specified at the data

secti 7 of the conmand 500 (s S334). 5 1n the
case "\%ﬁéﬁ@’ﬁ 0T D %etEremi i that Hé‘P %lb%vléead data on

|dent|f|ers ccg(nm de wi.th each o her

det ermnati Oh Y Sty "853, VESjC LI 1&1?&‘?%@&“

i ncr ?%Q:t oynter, (st & §335 ceeds to
t he ;%ep SéF’o’lze%e aICC U&hl sdasttsaepSD r) (ﬁg ?Iﬁe ?e%o

10 theonexd: fatgyon the identifi er is read as a data
| engt h of the next data on the second hierarchy, and

processi ngrgagse tehddadep 58265 dd@dfiAdOMnd o Hﬂ@
case where it is deternined that the next data on the

secomdtdvieeriateatty febdrat Salimdinid hei st e B2 St &Py this
S326, END), the CPU 14 sets a response status

i ndi @@ttlerxglmwanqmo (edoregr e 34y YUY sthatCrU fi4 sturther
status code 604 of the response data 600 (step S327),

and HREHHERNLS itdre ssagitiared yer HES 3 Dot Bifceeds to
(identifier of the read data on the second 20

hi er &¢hy)eihd 3dte cdintthidl Eed THed couiterthe estsrp S322,

he second status code 605 (step S328 The count
at t %e next data on the 1denélf1£} is gead as a data

length of the next data on the second hierarchy, and
processing goes to the step S326.

In addition, in the case where it is determined
that the next data on the second hierarchy exists
in the step S$S326 (step S326, END), the CPU 14 sets a
response status indicating that no abnormality occurs
at a first status code 604 of the response data 600
(step 8327), and the identifier specified by the
command 500 (identifier of the read data on the second
hierarchy) and the count value of the counter are set
at the second status code 605 (step S328). The count
value of the counter value indicates a total nﬁmber
of data items on the second hierarchy of the_specifiedv*
idéﬁtifier,'the data éxiSting.inzthe first hierarchy
data'specified by the command.

When the respbnée data 600 having set the first

status code 604 and the second status code 605 is
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“hi erarc

val ue of the counter value indicates a total nunber
of data itens on the second hierarchy of the specified
identifier, the data existing.in the first hierarchy
25 data specified by the conmand. \Wen the response
data 600 having set the first status code 604 and the
second status code 605 is 68 conpleted, the CPU 14
out puts the response data 600 t$ the reader/witer 2
(step S329), and termi nates processing. The
processings in the above steps S325, S326, 5 S330 to
S332C8/PIR LT S35 il repuiiRty e riewpronte daEq| 600
it is determ ned that, the next data on the second
Sf;“edoree? gt/ "exi St i# PHER 26N Astegninates

resu&ﬁﬂx§Q§.gpunt val ue of the counter is obtained as

a value Fhé?bé?ing the nunber of data itens on 10 the

second hi efar ¢y, of s 2heyd dentifi eébéxP@"éE%?Q by,st h$%2e6,

command when the end of the task is deternm ned In

st ep s3326.c A 3descridzed AROVE33d tatdier Gasec aiey e-4 Pl &y

has been successfully received a sequence specifying

a reatit 1mtddmend shastignsiesd fared athd destd fdgfa 0dn the
the first hierarchy data, an identifier of the second

hi er arectoynd ddteara ranidy skguenoe;, dshiesd Grearite reasls 9326, As
only the data on the second hierarchy in the

speciaf iz Wdqudiese cfurdmvanohg f Hehs ezt éir et ar aihyained
data on the specified 20 identifier existing in the
specidfS &d iElust idkicatcdmg tha qiumber of data items on

the second hierarchy of the identifier specified by
the command when the end of the task is determined in
the step S326.
| As.described above, ‘it the case where there has
been successfully feceived a sequence specifying a read
command having specified an identifier of the first
hierarchy data, an identifier of the second hierarchy
data, and sequence, the IC card reads out only the data
on the second hierarchy in the specified sequence, from
among the second hierarchy data on the specified
identifier existing in the specified first hierarchy
data.
In this manner, thé second hierarchy data in the
_ speéified sequen¢e f;om among ‘the: second hierarchy
déta oﬁ ﬁhé:specified ideﬁtifief caﬁ be easily réad
out from the spécifiéd first hierarchy data without
reading out the whole first hiérarchy.data.or all the

second hierarchy data on the specified identifier. As
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In this manner, the second hierarchy data in the

speci fied sequence from anong the second hierarchy
data on the specified identifier can be easily read 25
out fromthe specified first hierarchy data w t hout
readi ng out the whole first hierarchy data orall the
second hierarchy data on the specified identifier. As

69

aresult, even in the case Were the second

hi erarchy data on the sane identifier exist in the
first hierarchy data having a nest structure, it
becoRegespddsi flven dreffliciderttd ywhesml e spewid itierarchy
second 5 hierarchy data, Now, a description will be

gi ve
del e
stru
t he
wi |

Rlaiat 7y ddfe e IS Hriddessisig Yperat tm Forst

i.ng th d.hie hy data havi t
(T8 BT St T Ouss Sl M et ot Tor el RTINS
lagaend Msrareiy day ooyl g, neste SLTUELYS

brie escri Fetference 1o a

specipfiieG exapl gt F1 G 22A is a view showing an
exanpﬁg gf a‘data configuration in the case where the

second hi ef@AFchy adadta oniddantif is sy

HeB, wand Jﬁespect to a

exist in the first 15 hierarchy data. FIG 22B shows
an exaqdes s et t iconfiguradianindg the sasehahei€rarchy

only
been

the second hierarchy data on identifier B has
ddelaethed) ifroora rtdeet dattrandtawvieng a nest structure

shown in FIG 22A. In other words, FIG 22C shows an
exanpl e ofFlaHat &8 20r ¢ $ guy aeporne fhon heoradel eheng the
the data is further reconstructed after deleting the
Secoﬁ@qﬂngﬂkqﬂarchy data having a nest structure will be

briefly described with reference to a specific example.

FIG. 22A is a view showing an example of a data
configuration in the case where the second hierarchy
data on identifiers A, B, and C exist in the first |
hierarchy data. FIG. 22B shows an examplé'of a data
configuration in the case where only the second
hierarchy data on identifier B has been deleted from
the data having a nest structure shown in FIG. 22A.
In other words, FIG. 22C shows an example of a data
configuration in the case where the data is further
reconstructed after delefing the second hierarchy
data on identifier-B.

'That is, -in the case where the segohd hieraféhya.
data on identifier B is deleted from the first
hierarchy data shown in FIG. 22A, the CPU 14 first
erases the second hierarchy data on identifier'B

(identifier, data length, and data value (value)).
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data on identifier-B. That is, in the case where the
second hierarchy data on identifier Bis deleted from
the first 25 hierarchy data shown in FIG 22A, the CPU
14 first erases the second hierarchy data on

identifier B (identifier, data |length, and data val ue
(value)). 70 Then, the value of_ the first hierarchy
data as shown in FIG 22B enterd a state as shown in
FIG 22B. Wth respect to the data in the state as
shown in FIG 22B, the CPU 14 noves the second

hi er ditaty ddt® B oif i derfths i Brr et thhereprhvvdatdeas shown

d hi d he deleted identifj B
e L0 O Wow L1t CECRiY 3 1 O e cHy GRS ol | Gl | $7r

A I n,.thi r, t contents of data 221 serving.

as a%vla Lzreg%n({] e ‘?!}3}6 Cicw)alrkear ar'ehy dat & takes o%h e ;n

dat ' F

i ey o ghow 00 BLE 226 LD
to the dafen i Gy conadst st of1oddecsecond, v ef 8L £Wehy data

data on identifier A and the second hierarchy data on

I dentdrf itere @elatddiisddrmnineirer .B heo dad ac hapd b @ St second
structure as shown in FIG 22C 15 is forned. Now, a
descrhiiptieorchwi |date @i vieterwi thieeshect It othifnstidmedt onthe
data (deleting command) 700 for requesting deletion

of teerserdrd Hi etra ML dater v G a23 sholvse anf exdaepf erst

of a configuration of 20 instruction data (del eting .
conman@raz00 ¥ gt iasiakretathg-heled@ta onr pingéeerecdndshown in

hier%ﬁ%gyZ %Ra %ﬂ@gﬁéfirgﬁg CPU 14 changes the data length -
management information to the data which consists of
.the second hierarchy data on identifier A and the
second hierarchy data on identifier C. In this manner,
.the data having a nest structure as shown in FIG. 22C
is formed.

Now, a description will be given with respect to
instruction data (deleting command) 700 for requesting
deletion of the second hierarchy data.

FIG. 23 shows an example of a configuration of
instruction data (deleting Command) 700 for instructing
deletion of the second hierarchy data having a nest
structure. This deleting commaﬁd 700 is provided as
‘a command Suéplied from fhe‘reader/writer'Z to the IC

cara. o

The above deleting command 700, és shown in

FIG. 23, is composed of a command header section 701,

an Lc section 706, and a data section 707. The above
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structure. This deleting command 700 is provided as a
command supplied fromthe reader/witer 2 to the IC
card. 25 The above del eti ng command 700, as shown in
FIG 23, is conposed of a conmand header section 701
an Lc section 706, and a data section 707. The above
71 command header section 701 stores data indicating
classification, instructions,™ and parameters of the
conmand. The above Lc section 706 stores information
indicating a data length of data set at the data 5
sect | SHTAIA dreadfd cafifdm The abowvRes dit e skedieating

707 stores an identifier of the second hierarchy data
Lo b& B e 1P Hddit O Ot HE" SrorATh o Hedtet S 58 coT ohhe

701 702:

10 (f%%?&%% ?gﬁﬁlsec(?6%%$%3seg%$%?Sf&%ggg%ﬁﬁ%rlagﬁfmatlon
t P t

st 0,108, A, cpons e et st P set o 15,

cl ass{ddciatd Oﬂ)—( dRasHe Borten §ONMEN. s hee 3@59&@ éé\gtlon

section 703 stores data indicating an instruction

of theTowerk dm itde et i ngr comarads: 599, hié@ar@@padata

indicating an instruction for deleting data on a
specitfa esk idterdtidd.er is set at the INS section 703

The above first paraneter (Pl) section 704 and the
second parbBmeiaddit(iRY), sdvt | opmTd5d elachde ndseat fomhi Gh
20 identifier of the first hlerarchy data i ncl udes the
seconic Mamasdy dat & (el ded et bdsethieoral @2 bekmgINS

(instruction) section 703; a first parameter (P1)
section 704; and a second parameter (P2) section 705.
The above CLA section 702 stores data indicating
classification ‘(class) of the command. The above
'INS section 703 stores data indicating an instruction
of the command. In the deleting command 700, the
data indicating an instruction for deleting data on

a specified identifier is set at the INS section 703.

The above first parameter (Pl) section 704 and the

second parameter (P2) section 705 each indicate which
identifier of the first hierarchy data includes the
second hierarchyrdata to be deleted, the data being
set at the data séctioh 707. |

For example, in the command for requesting
deletion of the point upper iimit.value 108.contained

in data 100 on point X shown in FIG. 4,'the data

indicating a deleting command is set at the CLA section

702 and the INS section 703. Then, "00" and "E1"
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set at the data section 707. For exanple, in the
command for requesting deletion of the point upper
limt value 108 contained 25 in data 100 on point X
shown in FIG 4, the data indicating a deleting
conmand is set at the CLA section 702 and the I NS
section 703. Then, "00" and "EI" 72 are set,
respectively, as identifiers of '?hefirst hierarchy
data, at the Pl section 704 and P2 section 705, and
"DF04" is set as an identifier of the second

hi er &%€hy cdat &°Shetthe dat-a Sectdurt 4oiers ¢of the Ehset
where there has been successfully received the

del et Vi EGHYarid 500 s ifownt iSFHIen 2804 31 Thusagtion
ft | C , 1 first discrimnat, that. th d

C b e erTy e bR Hh e Get o Sk 6 The econd

CLA ti dt ti 703 he 10

pom&%%ﬂ?%gz.h?ovégﬁg% "t a|h§ é [ scdrgalet(r%1 hsg({]cetal?rhgioi h_: _comTand

is the delgting Q%E@%JP&%&&%&P&%@&S&E&E’éé‘é‘%&fly

the first hierarchy data iInc e second

hi er afetha vedBtiad Qe el etedulased an dhespanranet efrc. 23,
(data) set at the Pl section 704 and the P2 section

705. tiHe Afttterl dicscrind mat iigrd he first i &farmeiyaeed achat

i ncl udi ng the second hierarchy data to be del eted by

t he Rhesentnmamd/(4 andidi2tsigot icamnEdh] ddwed GRU tlde data set
di scrim nates the second hierarchy data to be del et ed,

t he ddt &hexiEA mgdtniarhe/ G4 ratd Hiker aithyseakatron 703 of the
specified 20 by the parameters of the Pl section 704

and FPRTEER aﬁo 70%Rsed ofF thiesGulientndied giat hehe command

second hierarchy | . .
1s the deleting command 700, the CPU 14 discriminates

the first hierarchy data including the second hierarchy
data to be deleted based on the parameter (data) set at
the Pl section 704 and the P2 section 705.

After discriminating the first hierarchy data
including the second hierarchy data to be deleted by
the Pl section 704 and P2 section 705, the CPU 14
discriminates the second hierarchy data to be deleted,
the data existing in the first hierarchy data specified
by the parameters of the Pl section 704 and P2 section
705 based on the identifier of the second hierarchy
data set at the data sé;tiOﬁ'7Q7 of the command 706.
After discriminating.the second hierarchy data to be
deleted, the CPU 14 deletes the second hierarchy data;

Now, a flow of the processing for deleting the
second hierarchy data will be described.

FIGS. 24, 25 and 26 are flow charts each
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data set at the data section 707 of the command 700.
After discrimnating the second hierarchy data to be

del eted, the CPU 14 del etes the second hierarchy data.
25 Now, a flow of the processing for deleting the

second hierarchy data will be described. FIGS. 24, 25
and 26 are flow charts each - 73 illustrating the
processing for deleting the secoht "hierarchy data
having a nest structure. First, it is assuned that the
reader/witer 2 serving as an external device has
suppliledsE IR fgie PrSifehtR T 0¥ ode het o chke 3econd

Then, .in the IC card 1,. the conmmunjcation section 12
recei @sratrr?z‘ydéaettai ﬂba\}c]ﬂ%a%dne/%)b SThect8E.t ved

| eti d .700. j [ i h .
Comuni dati o Sect1 i 1% T4 e CPO L4, - FRER/ CREtERL?

14 d ' :&gﬂpqgg,' 3 i ,
conn§%§%2§ﬁf%§;%ﬁg%§§§|on 702 %ﬁ% ?%g g§%§§%ﬁg 30%e%?tlng
the commrmd headelo serd i JHdqof  thenegceiNedhe 1c card 1
command 700. When it is determ ned that the received
comameéd dosntuiel cied iedr g eoiwmnt?  dbee GPbk 14h8BKESBeBing
search for 15 data which coincides with the

par amemeresicsetltat  tTHee ResettedndgDdt ang E2msecdi 000 is
705 of the conmmand. This processing nmakes a search for

cont rssiPAldfest ratdrortheorcameuticst idn esacthyn dag atehibé CPU
coincides with the identifiers specified at the P
sectildn 70heind P BPhd idptgosliednthpe Hagacommand is a

managenent, i nformati on shown _in FIG 5 (step S400
deleting command by the CLA section 702 and INS section

’

703 of the command header section 701 of the received
command 700.

When it is determined that the received command
is the deleting command, the CPU 14 makes a search for
data which coincides with the-parameteré set at the
Pl section 704 and P2 section 705 of the command.

This processing makes a search for control information

on the first hierarchy data which coincides with the

identifiers specified at the Pl section 704 and P2

section 705 from the data management information shown
~in FIG. 5 (step S5400).

in the cése where control information coinciding
with the parameters of the Pl section 704 and P2
section 705 has not been successfully specified
(step S400, NO), the CPU 14 outputs a response status
indicating that control information is noﬁ registered,

to the reader/writer 2 (step S4019, and terminates
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705 has not been successfully specified 25 (step S400,
NO), the CPU 14 outputs a response status indicating
that control information is not registered, to the
reader/witer 2 (step.S4019, and term nates - 74
processing. In the case wheré coftrél i nformation
coinciding wth the paraneters of the Pl section 704
and P2 section 705 has been successfully specified

(st ePTSAFFSB'HES), the CPU 14 checks whet her or not

t he securi condition set in accordapce with the, = |
Secur i Ly COndite GiFoF Mt FOH Lot o HetHd i ¢hecs inciding
control_.infaornation.is st $402). | e cas
\Mmrg%%%%ﬂ%&?%%%ﬁ%?§%%&%ﬁ?ﬁnﬁ?@%% %%??%?é?

S4oz'selg@i'ont h?%SC%Lésl%e]te %cgfgsssﬁlflefﬁsgg%?(%é?lf&% (l_j?%‘%eep S400,

indi cating the security rtion 1s
readefdwr i ti@fe ZHSt1EP cHR403) widdichd & Nad€eSche security

processing. In the case where the above security

condiddrefi tison MRt (15t e AN ES) it hen CRL A theckSndition
whet her or not 15 the first hierarchy data is set at

an addrfessndtidircateed a bned hen sete adettess] | Mosmet Ddn is

211 contained in the control information (step S404).

I n t metcasgatheéid®2)he flir sthehi erse chlyedattehe sabatot seturity
at the address indicated by the set address 20

i nf orGfRd i0n T L Tomttaitidd (SEemeSEoht ) i rifler RV ohd

(step $S404, NO, the CPU 14 outputs a response status

outputs a ‘response status indicating the security
condition is not met, to the reader/writer 2 (step
5403), and terminates processing.

In the case where the above security condition is
met (step S402, YES), the CPU 14 checks whether or not
the first hierarchy data 1s set at an address indicated
by the set address information 211 contained in the
control information (step S404).

In the case where the first hierarchy data is
not set at the address indicated by the set address
information 211 contained in the control inforﬁation

_ (step S404, NO), the CPU 14 outputs a response status
indicating that the'fifst hierafchy data is not éet,
to the reader/writer 2 (step S$S405), and tefminates
processing.

In the case where the first hierarchy data is set
at the address indicated by the set address information

211 contained in the control'information (step S404,
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indicating that the first hierarchy data is not set,
to the reader/witer 2 (step $S405), and term nates
processing. 25 In the case where the first hierarchy
data is set at the address indicated by the set
address information 211 contained in the contro
information (step S404, 75 YES), the CPU 14 checks
whet her or not the data | ength 'vﬁdrbated by the data
| engt h managenent information 220 on the first
hierarchy data is within the all owable range

i ndi cdta Hy'q HE& et dH1F kT 28§ T it i ot gtﬂze sdata length
i ned i trol i t] tep S406). In,

Che. A A s OBt THAGTT S R B EREhon

d d . bl tep. S406, . t

U L o & R A B g 7 hbe (o fowabLe

datalﬂﬁﬂﬂg ent - rdat.| i .ggg€ 0: (i ndj i ng
that the dzltqgﬂlceén%%(ﬁ h;ey):ctj'e%séetg‘he a %or?i\i/a %elr(fr@a%{é%?{(%g 212

the readeringd tel hd A& 207)nrdAfhe 1§ M HadSSsa06) .

processing. In the case where the data |ength of the
first hierarchy dada disemt thha dhes al doyabl e rangerirst
(step 15 S406, YES), the CPU 14 checks the validity of
t he fhiirestardiierdertehye datads ntfae col tandel sv tdndde(shadg S406,
validity managenent information 222 on the first
hi er &%hy tde £ {Gtlep S408)ts | téwpwase wheres thedicating
validity of the first 20 hierarchy data has not been
succédstiulihe dfdck SR nagrifi y, 10 o faet ks el shpeoymal s
1 ned that the '
deter{gg]icating that the data length exceeds the allowable
range) to the reader/writer 2 (step S407), and
terminates processing. |

In the case where the data length of the first
hierarchy data is within the allowable range (step
S406, YES), the CPU 14 checks the validity of the first
hierarchy data in accordance with the data validity
management information 222 on the first hierarchy
data (step S$408).

In the case where the validity of the first
hierarchy data has not been successfully checked,
namely, in the case where it is determined that the
first hierarchy data is abnormal (step 5408, NO),
the CPU 14 outputs a response status indicating that
the data validity management information on the
first hierarchy data is abnormal (indicating that the

validity has not been successfully checked) to the

reader/writer 2 (step S5409), and terminates processing.
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CPU 14 outputs a response status indicating that the
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10

15

20

25

hi erarchy data is abnormal (indicating that the
validity has not been successfully checked) to the
reader/witer 2 (step S409), and term nates
processing. 76 In the case wher'@ t fie validity of the
first hierarchy data has been successfully checked
(step 408, YES) the CPU 14 reads, data on an address
i ndi cat ed By &fe <51 dftf sttt hedion 2% 1te@nt af fied

5 t.h it f b t

when holnira%’a” A S LS Ot T e A E%tep
h 4 k t t

E)n: byt %1 |Ygé%g?ms;c| ??%grla@r s C!“E‘:Cnépl%gen%?lfaladeér s? ep

S411)inditddagy Q%SQﬂ%@%&%ﬂéﬁdf%§§“§h53¥%%%¥% té@%talned

10 next data is provided as a part of the |dent|]f|er

(steprbkhl c¥rDrolt hie fRhakd dreads die hexd oneepydfio) .
of data (step $S412). In the case where it is checked

t hat viHee rext Watea of atet iy dedimsctie pasévOfstdie s410,
identifier (step S411, 15 NO), the CPU 14 determ nes

t hat tthee (Pt d 4 edckdks tWietdteeporSALE: artde SAd2: idata (next
provided as data indicating the identifier. That is,

the GPE K¥tEar rieprutided processiniy opamatidentofier (step
readi n the identifier of the first data on the

secorif ‘Hiler arl¢hy- N Gccordiaie 20 Wi tihuherekessimys the
of the ste s $410 to S412 Therefore, in the case

wher 8%t '%%éEk§HOVl ed as a part of the identifier

(step S111, YES), the CPU 14 reads the next one byte
of data (step S412).

In the case where it is checked that the next data
is not provided as a part of the identifier (step S411,
NO), the CPU 14 determines that the data read in
the steps S410 and S412 is provided as data indicating
thé identifier. That is, the CPU 14 carries out a
processing operation for reading the identifier of
the first data on the second hierarchy in accordance
with the processings of the steps S410 to S412.

Therefore, in the case where it is checked
that the next data is nét provided as a part of the
identifier (step S411, NQ), the CPU 14 determines
whether or not the identifier of the second hierarchy
data read in the steps S410 and S412 coincides with
the identifier specified at the data section 707 of

the command 700 (step $413). 1In this determination, it
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that the next data is not provided as a part of the
identifier (step $411, NO, the CPU 14 determ nes

whet her or not the identifier of the second hierarchy
25 data read in the steps S410 and S412 coincides with
the identifier specified at the data section 707 of
the command 700 (step $413). In_this determnation, it
- 77 is deternined whether &r ridt the identifier of
the read second hierarchy data is provided as an
identifier of the second hierarchy data to be

del etléd:deltﬁrfrﬂé“eéjaé’él%@rre % N deterfHied b thetlye read
e L T e e o
datat%% g%c&#ﬁ(ﬁfg¥4§§§€ﬁ§ﬁ%§TJ«%é éee CRY 14 reads

the next data on the i I er” as a 5?53 ‘engt h of

the identif]en . data (§t H15)s Yen-fhedal@ i Sche

thus read, the CPU 10 14 determ nes a start address of

the nexhtdatia ondhe bysagand Jueraf e {(dledd i85t dfoincide
the next data on the second hierarchy) fromthe read

dat awliengthe Wiemdite eSto trradd@ssndfhidea ey @l to be
on the second hierarchy is determ ned, the CPU 14

checkis lwitetdhers tarp rigtl 3,hl0)5 addy e cof respindiing dext data
the identifier of the next data on the second

hi er anctrecgidsritddsiati a3 tethedadat al ertatiygtdf nermgetentifier
information 220. I n the above step S416, for exanple,

the d@diencdisdé@rcS 49 )chedbad ithaackralant e s hr higlke CPU
or 20 not the start address of the next data on the

second REEFHERFS & et HdAEELTT thehvamitidatapron the

the g%é%nd hierarchy (identifier of the next data on the

second hierarchy) from the read data length. When the
start address of the next data on the second hierarchy
is determined, the CPU 14 checks whether or not the
address corresponding to the identifier of the next
data on the second hierarchy coincides with_the data
length management information 2207

In the.above step S416, for example, the
coincidence is checked in accordance with whether or
not the start address of the next data on the second
hierarchy (start address of the identifier of the_next
data on the second hierarchy) determined from the data
length of the identifier data exceeds the allowable
range of the address based on the data length of the
data length management information 220. Namely, in
the determination of the step S5416, it is determined

whether or not the next data on the second hierarchy
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data on the second hierarchy) determ ned fromthe data
l ength of the identifier data exceeds the all owabl e
range of the address based on the data | ength of the
25 data | ength managenent information 220. Nanely, in
the determ nation of the step S416, it is determ ned
whet her or not the next data.on _the second hierarchy
78 - is normal. In the case wher'® it is deternined
that the address of the next data on the second

hi erarchy does not coincide with the data | ength
|nd|é§t@&q&¢15 the data | ength nanagenent i nformation

220 in th ve determn natjon, cint case
where it tﬁ@&%ﬁ%é@%%tlﬁ s o%fae%glra@o%? f the
(ste ), the L4 outp respgnse st

|nd|c rﬁegsstrl?gt th norrml “da aorh eseencosne&;?}fheoa ?oy

the reader/w itsg é‘é’%tl Ovﬂlstthe&q?eut?z)ta alﬁni rﬁﬁtce ed by

processing. In Int case dress

of the nedla datRyten rhe second ﬂi%ﬁﬁé"‘trhyqr?oim'f’r?sthe
wth the data | ength managenent information 220 (step

S416 abd M) ddthanCGhld tidr eadend he, dat arah @sadiiess it is
corre 15 sponding to the identifier of the next data

on t lietesadord Mhertartdizyy daytones ibreo st lep( S448)S 4 MemG) ,
one byte of data is read in the step $418, the CPU 14
checkfaniditherd grutipott & ke nees@oniz ssi{atexd iombeldyt B)gishat
prOV|ded as aéfart of an identifier (step S$S419). In 20

t he &g Uve Nk tPafdt a5¢ar Prasdi dedd Hxe arepae@eerbwrlter 2

t he |dent|f|er (step S419, YES), the CPU 14 reads the
(step S417), and terminatés processing.

In addition, in the case where the address of
the next data on the second hierarchy coincides with
the data length management information 220 (step S416,
OK), the CPU 14 reads the data on an address corre-
sponding to the identifier of the next data on the
sécond hierarchy by one byte (step S418). When one
byte of data is read_in the step S418, the CPU 14
checks whether or not the next data (next one byte) is
provided as a part of an identifier (step S$419). 1In
the case where the next data is provided as a part of
the identifier (step 5419, YES), the CPU 14 reads the
next one byte of data (step S5420).

In the case where the next data is not provided
as a part of the identifier (step S41%, NO), the CPU 14
determines that the data read in the steps S418 and
5420 is provided as data indicating the identifier,

and returns to the step S413. That is, the CPU 14
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next one byte of data (step S420). In the case where
the next data is not provided as a part of the
identifier (step S419, NO, the CPU 14 25 deterni nes
that the data read in the steps S418 and S420 is
provi ded as data indicating the identifier, and
returns to the step S413. That is, the CPU 14 79
repeat edly executes the above‘sté%s 413 and S415 to
S420 until the identifier coinciding with the
identifier specified at the data section 707 of the
commerfdP L Db rfHSUHES 5t alavei 6ASPFnSHAS éa§35415
where it,) detern1 ed . that . the identifier read
t he 3% 4gﬁuﬁq§ﬁ%() rﬁée%Fé l%ﬁlgoéﬁFhéﬁaésW&FPhtPﬁe
Identlc‘é ecrlfc‘lpeercljsfpleecdl J[ed a Fl‘ dgggtels%ﬁgggg 9f “3 the

recel ve conmman

det erddned 4 hats the seg 10 hi erarchy data on the

read identifier is provi t he second hi erarchy

data to bergel@ied; 4:S) epn Séﬂ,é caggs)vhegge1gpysléert%?gl§.r-1ed

the next data on the identifier as a data |én

the iwent ifreri daie o8t ard 94bey elﬁéeasgérthel@ﬂlék the
15 When reading the data |l ength of the second

hi er estody St doirbel died etedh the CRbhidrdetespenesiad at
start address of the next data on the second hierarchy

(i derthd idataofsadtelarexiOHar A bhet hecseceddchingaatchyhmely,
based on the read data | ength. Wen the address 20

“corr édpdrith iR 30 WRrekt {dedetermwingg thaer hhaedecond
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t he U 14 checks the coi nci dence between the
lerarchy data on the read identifier is provided as

the second hierarchy data to be deleted (step S413,
YES), the CPU 14 reads the next data on the identifier
as a data length of the identifier data (data to be
deleted) (step S414).

When reading the data length of the second
hierarchy data to be deleted, the CPU 14 determines a
start address of the next data on the second hierarchy
(identifier of the next data on the second hierarchy)
based on the read data length. When the address
corresponding to the next identifier is determined,
the CPU 14 checks the coincidence between the
address corresponding to the next identifier and the
data length indicated by the data length management
information 220 - (step S421). 1In this step S421,
specifically, the CPU 14 determines whether or not the
first hierarchy data is in a normal state and whether

or not there exists the second hierarchy data that
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address corresponding to the next identifier and the
data length indicated by the data | ength managenent
information 220-(step S421). In this step S421, 25
specifically, the CPU 14 determnm nes whether or not the
first hierarchy data is in a normal state and whet her
or not there exists the second hierarchy data that 80
foll ows the second hierarchy‘da@& déternmined to be
deleted. In the case where it is determ ned that the
first hlerarchy data is abnormal in the step $S421

(step S4PHS BNGSCHe TP X BUITRIES %et%%%rbbre%% to be
statg%3 qgkgatlng t hat abnornal data has been

sear é& ' the reader/ witer 2 (step S426), and

term nate races ' ) 4 addition, in the case where
it is det2¥ﬁﬂﬁéd é%£§ v %ﬁe&%oﬁ% %% e%&%% 8 ﬁha%e%%%dflrSt

glafg to berc;!.’gltey?leta]%li llrgﬁt t%%én?%% st e%?&%f‘r ep S421,

fol | quiyng tdat amxisg Yurdhiss @Qéép&%@t%aéﬁ@ ﬁ?&f’@éjtlng

hierarchy data (step 22). In this case, the data

| engtdhaaf ddncsimdll efdLhas datsed scied@noges e reader/
del eting the second hierarchy data. Thus, the CPU 14
needsvtid echangesttde @) | engt tefmieeted ipsdcessing.

hi erarchy data. Therefore, the CPU 14 conputes a data

| engt h obfraiaddil biyosubtn adi¢ nogp e delhar ¢ engt hs ofiet demined
second 20 hierarchy data deleted froma data | ength

of tHéadurthente diass ot ¥t sthai e eerhyhid@asechydata

t he
that follows the second hierarchy data to be deleted

- in the step S421 (step S421, No following data
.exists), the CPU 14 deletes the second hierarchy
data (step $5422).

In this case, the data length of first hierarchy
data is changed by deleting the second hierarchy data.
Thus, the CPU 14 needs to change the data length of.the
first hierarchy data. _

Therefore, the CPU 14 computes a data length
obtained by subtracting a data length of the second
hierarchy data deleted from a data length of the
current data on the first hierarchy. Based on the
data length of the computed new first hierarchy data,
the CPU 14 corrects the data length of the data length
management information 220 (step S424).

When these processings are normally completed,
the CPU 14 outputs a response status indicating that no

abnormality occurs to the reader/writer 2 (step S425),
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data |l ength of the conputed new first hierarchy data,
the CPU 14 corrects the data |length of the data | ength
managenent information 220 (step S424). 25 Wen these
processings are normal ly conpl eted, the CPU 14 outputs
a response status indicating that no abnormality
occurs to the reader/witer 2 (step S425), 81 - and
terminates processing. In additi®n, in the case where
it is determned there exists the second hierarchy
data that follows the second hierarchy data to be

del ettéd P HHO &) BrSEEs d ep S421, Fol | owi ng dat a
exi sts), th jrst  deletes the second hierarchy

f
data (step' 1E3P hi's dasetarE ‘f’léeﬁ%cé‘és%\?yd?’éermlned
nove .t he sgcon erarc a that follows th
del et seceoxnl | erf art %}yrkfg %ﬁ%hyt%%twéiﬁ follows

l o
ggigaénﬂ erarc Vrﬁ ata %&se éd&‘?lee{ g(%g € {aP
del et secand, higrar o A, Ji‘éé IpyerEs %%Pnylrst

denotes a length of the whol e data on t del et ed

seconfk I wyAnty . seldwld itsie rdhen CRUL A4 oves she) |
second hierarchy data that 15 foll ows the del et ed

second hi efrarichys dad e byi t' ai o eessengt bo ofiotdethe

del et ed second hierarchy data" as a  novenent quantity

of treddald gviienp sEconkts erfeichiol ata (st epe B423) . second
Further, in this case, the first hierarchy data is 20
chan@é@qﬂﬁqmvldfgtq he Told,oviiirgy GRIEoh d eeamiohgs datmovement

together with deletion of the second hierarchy data.
quantity of the following second hierarchy data based

on the data length of the deleted second hierarchy
data. This movement gquantity denotes a length of the
whole data on the deleted second hierarchy. That is,
the CPU 14 moves the second hierarchy data.that
follows the deleted second hierarchy data by "a whole
leéngth of the deleted second hierarchy data" as a
movement guantity of the following second hierarchy
data (step S423).

Further, in this case, the first hierarchy data is
changed by moving the following second hierarchy data
together with deletion of the second hierarchy data.
Thus, the CPU 14 needs to change the data length of the
first hierarchy data. Theﬁefore, the CPU 14 computes
a data length obtained by subtracting a data length of
the second hierarchy data deleted from a data .length of
the current first hierarchy data. Based on the thus

computed data length, the CPU 14 corrects a data length
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Thus, the CPU 14 needs to change the data | ength of
the first hierarchy data. Therefore, the CPU 14
conputes a data | ength obtained by subtracting a data
l ength of 25 the second hierarchy data deleted froma
data-length of the current first hierarchy data.
Based on the thus conputed data | ength, the CPU 14
corrects a data | ength 82 of” t &€ data | ength
managenent information on the first. h-ierarchy data
(step S424). \Wen these processings have been normally
conpl%dt ddie G aCPE I o i P SeBE R lespoheEnat eusos the first
i ndi cating that no abnormality occurs, to the reader/ -
writ & %?%%HQ%)@ﬁﬁﬁQQSEﬁRi%%%%%nates processi ng. As
descri bed above ase. where there has

it th b
successf ul f”?é&ﬁ?ﬁxfé?%ﬁﬁ%f?%@ %%ﬁ%a?%e%ag?ﬁﬁngy

speci f | t finrst herarc e second. 10

h!oer aé;dgﬁ% ea{alat_edd t%?ebecmégl %{ e%?té{ﬁégl% c%ér%]ondsse? e?%%t%_%l y

the second digranchy gdata,spaelfied, cihe - datd, existidgger/
in the specified first hierarchy data. In this manner,

it i syossi bl e(dweeasidy) delgd _eteﬁrﬁ‘ﬁn%ipﬁf&ge§§§@ﬁd |
hicerarchy data fromthe specified 15 first hierarchy
data wi thad deyeiibeg dbevahole diat acosethigeférshere has

hi erarchy. As a result, it becones possible to

ef f i diesmt [suads st imilspeciddai wed ondde e ety chymdat@ having

contained in the first hierarchy data having a nest

strucnae.fixy Ndw B desdrigrd orhwi dd tbeand vigime we ¢ hond

respect to a processing operation for adding.the

Secoﬁ@qﬁ%ﬁ%ﬂXﬁﬂﬁta to be deleted, the IC card deletes only
the second hierarchy data specified,.the data existing
in the specified first hierarchy data.

In this manner, it is possible to easily delete
the'specified second hierarchy data from the specified
first hHierarchy data without rewriting the whole
data on the first hierarchy. ‘As a result, it becomes
possible to efficiently delete speéific second
hierarchy data contained in the first hierarchy data
having a nest structure.

Now, a description will be given with respect to
a processing operation for adding the second hierarchy
data into the first hierarchy data (additional writing
processing operation). |

First, a processing.operation for adding the
second hierarchy data into the first hierarchy data

will be briefly described with reference to a specific

example.
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data into the first hierarchy data (additional witing
processing operation). First, a processing operation

for adding the 25 second hierarchy data into the

first hierarchy data wll be briefly described with
reference to a specific exanple. 83 FIG 27Ais a

vi ew showi ng an exanple of a data -configuration in

the case where the second hieradéhy — data on
identifiers A and B exists in the first hierarchy

data. FIG_27B shows an exanple of a data 5

confi gur atfilén 974 Hes casel shedleov g seieopgap be apEhy data
data on identifier Cis newly witten into the first

hi er &CCHY Waes Showrd i FIGS27ReTdth s sSeFerd Hel EgEchY

wh th d hi dat  identifi |
addi oIy Ve S07 &) 70 He F1rSt hier dieryt kit a

sho i E LA, th U first wites ta on
\If]\/trllLl erl“arlc Y, I%éfe%r?t eFI%P dZé’fBa sﬁrows tahr} ea%agn[%g? e} data

i de Ier i fier, eng a val ue

(val ue))ethat 1ol qus the seco | cg%/ 0

i dentifi elfrghB.a Tlhen, the data vgﬁ]ueelrg ((et\r}g% ue C%?a ?hle&arChy
firstadierar ahedata d:s changad, By e déh seeNthe first
hi erarchy data on identifier C which has been

addi thienaldoh ywdaternsholiusin ties CRU A4 changes a data

| ength of the data | ength managenent information 220

to a dat@&Hangtdh consilst icasofwhdee setonsedored at cdyarchy

data on identifiers B and C In this manner, the

secorfth t20 dii eyd|rdhiyf igat & ors | gehitt farer 1 ¥ i wr ey into

added into the first hierarchy data, and the data

IengﬂWQHﬂﬁﬁiﬁnﬁﬁerarChy data shown in FIG. 27A, the CPU 14
first writes data on identifier C (identifier, data
length, and data value (value)) that follows the second
hierarchy data on identifier B. Then, the data value
(value) of the first hierarchy data is changed by the
second hierarchy data on identifier C which has been
additionally written. Thus, the CPU 14 changes a data
length of the data length management information 220 to
a data length consisting of the second hierarchy data
on identifiers B and C. In this manner, the second
hierarchy data on identifier C is newly added into the
first hierarchy data, and the data length management
information enters a normal state.

Now, a description will be given with respect

to instruction data (additional writing command) for
requesting additional writing of the second hierarchy

data into the first hierarchy data.

FIG. 28 shows an example of a configuration of
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information enters a normal state. Now, a description
will be given with respect to instruction data
(additional witing command) for 25 requesting
additional witing of the second hierarchy data into
the first hierarchy data. FIG 28 shows an exanple of
a configuration of 84 instruction data (additiona
writing-command) 800 for instrutding additional
witing of the second hierarchy data into the first
hierarchy data. This additional witing conmand 800
i s proVitded td$ra Edimmelifd dio- bensl supptied tpomanfe 800 for
reader/writer. 2 to the I1C card, . The additional _
wr it iTRG TSR S8 WL Show Hhing| ef DBe pScewppbiegarchy
of a mmand header. .sectiaon 801 an Ls section 806,
and g% gt&néébﬁﬁgh fﬁ:fﬁéeE%ﬂ%%%ddaﬁﬁadeThééc??%htlonal
801 I j_ndj ' t | assifi 10 cati on,
inst?ﬁgfﬁgﬁgékﬁﬁggggﬁgﬁép%? d?&%ﬁ%sl?ﬁe? TYTNeHE Lo e
conmmangh, 1 ERey QQC§PQ§EPQ3%3%%?&¥f§e£n£0{89{ﬁ8n%c card.
indicating a data |l ength of data set at the data

héQZ in

ue)

section 8@hefaddie icarmmng: i They abovgafat éloé?CéEO?

stores the identifier, length, and data value (va

15. afict.hessedenddripersarcchyt dat@ohmahe BedistosdttYon 801,

witten. In addition, the conmand header section 801

is ecompesetaifionn 8OA (acldass)dsestsont 802;8a@n. | NShe command

(instruction) section 803; a first par anet er (-PI) 20 .

sect iNGRIBI4 segtd o Sédorsd peganbtiea {1IR2) csechyorh805lassifi-

The CLA section 802 stores data indicating the
cation, instructions, and parameters or the like, of
the command. The Lc section 806 stores information
indicating a data length of data set at the data
section 807 of the command. The above data section 807
stores the identifier, length, and data value (value)
of the second hierarchy data to be additionally
written.

In addition, the command header section 801 1is
composed of: a CLA (class) section 802; an INS
(instruction) section 803; a first parameter (P1)
section 804; and a second parameter (P2) section 805.

The CLA section 802 stores data indicating the
classification (class) of the command. The INS section
803 stores data indicating the instruction of the
command. In the additioral writing command 800, the
data indicating an instruction for additionally writing

data stored in the data section 807 is set at the INS

section 803.
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classification (class) of the command. The INS section
803 stores data indicating the instruction of the _
command. In the additional witing cormand 800, the 25
data indicating an instruction for additionally

witing data stored in the data section 807 is set at
the INS section 803. - 85 The above first paraneter
(P1) section 804 and the seGOn@EbaFaneter (P2)

section 805 each indicate which identifier of the

first hierarchy data jncludes an identifier of the
second hi erli ARP TR Y RATAHRT @F et 1 t hee @t e bef hgand

t t he dat ti 807 It the case where there
t81 Zs %%‘gn S%l?coggié’fs%cq r'liﬁotnerre e Aed® T He H 25?39 7 oTif wr P ryte

0 : ' | G2 the CPU 14 of the |
Cong@qg{§1Qd§%€¥¥%@}|5%a}g%f_ %ﬁ ?f%rarch %%ts fhcfhdes

car I rst scrim - e Cco na 1

proviged £, @ addidd qnal SO wd tﬂf&%%ﬂ?%ﬁé@éj 00

the data set at the CLA section 802 an

sect iqen 803 of HheypoMmBntg 800 Wethd tadss section 807.
di scrim nated-that the conmand is provided as the

addi ti onalIomtid nga comtah therEbd sbscsbdtaas es11y

the first hierarchy data into which the 15 second

hi er arecteyl vibatt &L Hes agittlittiicoreal |wr Wrind erordesed] 800 ddeshown in
paraneter (data) set at the Pl section 804 and P2

sect it .83, When @Hisclrd mimathengl @ heafd rstf hner atthyrimi-
data additionally witten by the P1 section 804 and

t he PRLEX) Wedh i6iF gOMae IGPWP IV iged e3s dut eadditional

(identifier of the second hierarchy data, |ength, and
datayqﬁyqﬁg\ﬁqqqqﬂﬂ based on the data set at the CLA

section 802 and the INS section 803 of the command
800. When it is discriminated-that the command is
provided as the additional writing command, the CPU 14
discriminates the first hierarchy data into which the
second hierarchy data is additionally written based on
the parameter (data) set at the Pl section 804 and P2
section 805.

When discriminating the first hierarchy data
additionally written by thé Pl section 804 and the P2
section 805, the CPU 14 writes data (identifier of the
second hierarchy data, length, ‘and data) to be written,
the data being set at the data section 807, into the
first hierarchy data specified by the parameters of
the Pl section 704 and P2 section 705.

Now, a flow of the processing for additionally
writing data having a nest structure will be described.

FIG. 29 is a flow chart illustrating the
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the data being set at the data section 807, into the
first hierarchy data specified by the paraneters of
the Pl section 704 and P2 section 705. 25 Now, a flow
of the processing for additionally witing data
having a nest structure will be described. FIG 29 is
a flowchart illustrating the 86 processing for
additionally witing the second8tierarchy data havi ng
a nest structure. First, it is assunmed that the
reader/witer 2 serving as an external device has
SUppIFTEF SiF B addin iashl t ianat hy worerd 809 secem@ | C
card 1. Then, in the IC card 1, the conmunication
sect |hd1’?rfzrd}yeéjéit\?e§‘at‘ﬁé“%d%jlrﬁ%ﬁﬂa?rtwqtﬁlf% command
800. The EFecel ve additional witing command

Suppl ied riomitne cjoﬁ'rrﬁﬁ]?%?ﬁi or'dkc %nrelﬁd?]é?‘t’ﬁbt%ﬁuz-
! t that_th d
pr ovi % 5}1‘% gﬂea&]dl ek dael o | Nes tha a0 f%i?mn is

an a I ona I ng comTan

sect i004;802, and M%l%ﬁgctd&%ﬁ%% 8360 té@oﬁ% |t a er

section 801 of the recei ved command 80

det ermidied itrhathd he regel vied &oén@ﬁﬂnuﬂl%a@l&ﬁ os\/é@@ﬁon 12
as the additional writi ng command 800, the

mak e excesieay < it Heora diiittai avi I he €08 1164 desnvd rid 8dﬂ@. The

paraneters set at the 21 section 804 and P2 section

805 mfcaihesd ardvhnd.onEl svipirtoices stongnarekes0 @ seasepplied

for the control information which coincides with the

i dentfiraap tfheerepmgpaci ddteidbratsediel 1 sk dtd orh80aPant4 P2

section 805 fromthe data nanagenent information

showTh&af, the CPU 14 determines that the command is
provided as an additional writing command by the
CLA section 802 and INS section 803 of the command
header section 801 of the received command 800.

When it is determined that the received command
is provided as the additional writing command 800, the
CPU 14 makes a search for data which coincides with the
parameters set at the Pl section 804 and P2 section 805
of the command. This processing makes a search for the
control information which coincides with the identi-
fiers specified at the Pl section 804 and P2 section
805 from the data management information shown in
FIG. 5 (step S500).
In the case where the control information

coincidihg with the parameters of the Pl section 804
and P2 section 805 has not been specified (step S500,

NO), the CPU 14 outputs a response status indicating

that the control information on the data specified by
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‘(step S503),

FIG 5 (step S500). In the case where the control
information coinciding wwth the paraneters of the P1
section 804 25 and P2 section 805 has not been
specified (step S500, NO, the CPU 14 outputs a
response status indicating that the control

informati on on the data specified by 87 the command

to the reader/witer 2 (stepS56%), -and termi nates
processing. In the case of specifying the control
informati on which coincides with the pararreters of

t he Pheseermemd 5 @04 carfk de Bettd torr 805(serpS 8500, and
YES), the CPU 14 checks whether or not the security
conditS G o € SafE ST %i t h the security condition

I nformat i contained in the control information
is met (s?In 25]@5(?2)56 tHET %l%etrkéetﬁ%“%ﬁ%lv/emformatlon

Secur{)ﬁlﬁéhc%ql tél%{ésl%ltsh nct rmt IStgé) S50 ’tti%alfltsheection

out puts A Tesponse & cat

securgiday a%@@f ds%'?:ttl'o% Qs Med oé:es& . %e”é’}@ét@ﬁu 14

erm nates pr the case

wher e;ﬁer&sam@r@ercw to 1€ GIHH td QN Sy 18 Bt e {5 ey
S502, YES), the CPU 14 checks whet her ‘or not data has

been aaldeady csetwiath athad@ss d Nt 8t odYid ferd&tion 213
address information 211 contained in the control

i nf orovaitiadmeGs tigp tBE0Hant o It hiem ases whet ei fanedat e és

set at the address indicated by the set address 20

i nf orSPdtd)on 211 tdentcEsredviiard e @aiiowd sedworinag i ondition

(step S504, NO, the CPU 14 outputs a response status
is not met (step S502, NO), the CPU 14 outputs a
response status indicating that the security condition
is not met, to the reader/writer 2 (step S503), and
terminates processing.

In the case where the above security condition is
met (step 8502, YES), the CPU 14 checks whether or
not data has been already set at an addreés indicated
by the set address information 211 contained in the
control information (step S504). 1In the case where no
data is set at the address indicated by the set address
information 211 contained in the control information
(step S504, NO), the CPU 14 outputs a response status
indicating that no data is set, to the reader/writer 2
(step.SSOS), and terminates processing.

In the case where data is set-at the address
indicatéd by the set address information 211 céntained

in the control information (step .S504, YES), the CPU 14

checks whether or not the data length indicated by
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i ndicating that no data is set, to the reader/witer 2
(step S505), and term nates processing. In the case
where data is set-at the address 25 indicated by the

set address information 211 contained in the contro
informati on (step.S504,.YES), the CPU 14 checks

whet her or not the data length indicated by 88 the

data | ength managenent i nformati®%h 220 on the first

hi erarchy data specified by the command is within the

al l owabl e range indicated by the settable size .
i nf origt iI9Gr 2 12Dt BAAEP AN T hel REMERDE 1 9f &4 fregh ophe first
5 (step S506). |n the case where the data | ength of

Uhe P £ bl ity REF IR CRY | G6F byo B Confratfid b
exceeds t al.l.owabl e range (step S50 NO),. the CPU

14 o ?'ﬁutageloé”aibe]sepoﬁ]aébgest]d%ﬁ]sé?%%‘?c%iﬁ@et%%t%%k? c Sstze
mana i.nf-or ' ; S i f] jrs :
o1 AT (4 S bt ¢ ReE ey ehgrgormation

exceeds &hess @)l owabl e range) to the reader/witer 2
(step S507), and term nates processing. In the case

where it im checkedsd hatetdeclat datd51Le58h hoof thberirst
first hierarchy.data specified by the conmmand is

W t hin dreer calyt et espeaigel dstiep S306comndEms) , ek dee £PUhe
14 checks the validity of the data in accordance with
t he cdtlwedliaditangmnegeremS06 nfd matilon QR2 bh dieputs
first hierarchy data specified 20 by the command
(step 3BEBONIT it wasadirerielnhet val dali 2 ynafagéreent
flrstinformation on the specified first hierarchy dafa
- (indicating that the data length exceeds the
allowable range) to the reader/writer 2 (step $507),
and terminates processing.

In the case where it is checked that the data
length of the first hierarchy.data specified by the
command is'within the allowable range (step 8506,

YES), the CPU 14 checks the validity'of the data

in acéordance with the data validity management
information 222 on the first hierarchy data specified
by the command (step S508).

In the case where the validity of the first
hierarchy data specified by the command has not been
successfully checked (step_8508, NO), the CPU 14
outputs a response status indicating that the data.
validity management information on the first hierarchy

specified by the command is abnofmal (indicating that

the validity of the data has not been successfully
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hi erarchy data specified by the command has not been
successfully checked (step S508, NO, the CPU 14 '
outputs a response status indicating that the data 25
validity nanagenent information on the first hierarchy
specified by the command is abnormal (indicating that
the validity of the data has not been successfully 89
checked) to the reader/witer 28(9st ep S509), and

term nates processing. In the case where the validity
of the first hierarchy data specified by the comuand
has ForPESh B ddtcesSTARTA Chetked (Stsh THOB) » vEsy,
t he gPU 14 checks whet her or not the data |ength of -
the SEETHA Y% IR Hat% to be added, the data being

set at | Uhe daia secli g 80T, of the; Gommpd . col pel des

W th the curfent eng data nmanagenen

10 i nf; ian) t e Ler i fi
by PR I B AIE Mol SREE) A6 € heen
i s defRidaded, MhetRIckQ Ndted SB0D WEYEr fow @sgul §

in the case where additional witing is done.

Specidhezadd Ywhdthdherlhdasehawheses then@at s sethat sébend
data section 807 is additionally witten into the
firsthikmrarchydadat o deheaddRid 14 ldetdata nesindeddierat
or not the data length of the first hierarchy data
excedds tdwt aaldentaisire 8 Gange i cenrezhdy ¢hiensid¢embbeth
size information 212 20 contained in the control

i nf orthft i BT SMHatdd s tangtdpU dar deardth resn agrnert

or not the data Ientgth of the , o
information) of the first hierarchy data specified

by the command (step S510).

In the above step S$510, it is determined.whether
or not a memory overflow occurs in the case where
additional writing is done. Specifically, in the
case where thé data set.at the data séction 807 1is
additionally written into the first hierarchy data,
the CPU 14 detérmines whether or not the data length
of the first hierarchy data exceeds the allowable
range indicated by the settable size information 212
contained in tﬁe control information. That is, the.CPU
14 determines whether or not the data length of the
first hierarchy data after being additionally written
exceeds the allowable range indicated by the settable
size information 212, based on the data length of the
current first hierarchy data and the data length of
the data set at the data section 807.

In the case where it is determined that the



10

15

20

25

first hierarchy data after being additionally witten
exceeds the allowabl e range indicated by the settable
size information 212, based on the data | ength of the
25 current first hierarchy data and the data | ength of
the data set at the data section 807. In the case
where it is determined that the 90 data |ength set at
the data section 807 does not™ cdincide with the
current data length of the first hierarchy data

speci fied by the conmand by the determ - natlon of the
st ep 9850, 150t e R ﬁeleca%‘%t%\h%ercet%qn $§§ does not

detern1ned hat. addi.ti onal writ f

Al onal i i na of A0S B grs
?ﬁgcgp%r]a] c % Sa ecslp 1ne‘:¢’ be%arf US ?nr%n%gél tlggdeterml—
the dat e speC| iFs |erarc y dat a
exceeds td?eoaé lt%abah?e rgp%ﬁl ng, that & MBnpyre it

10 overfl ow occurs) to t r'e iter 2 (step

S511)is R deBE AR wwﬁeﬁém dﬁ@ﬂ%téf’nthé ngd b
case where it is determined that the data | ength set

at t st e ey athSGomngidici slesi g Ted heseas rento, No),
data |l ength of the first 15 hierarchy data specified

by thehecanmnid! putihe s detsrspaate s afud henst ept 854 Ot hat
nanmely, in the case where it is determ ned that the

dat a tdpecidtied dngtttheof comresrke cahi e Addét i mhatdychy data
witten (step S510, YES), the CPU 14 additionally

Wi t @xqardsddthe setlaahle DGRt Bl rdiea bin®oThat & Heemory
command 800 as the second hierarchy data into the
dataqﬁﬁﬁq%ﬁw(q&ﬂqﬁﬁ gfc the reader/writer 2 (step S511),

and terminates processing.

In addition, in the case where it is determined
that the data length set at the daﬁa section 807
coincides with the current data length of the first
hierarchy data specified by the command by the
determination of the step 8510; namely, in the Casei
where it is determined that the date specified by the
command can be additionally written (step S$510, YES),
‘the CPU 14 additionally writes the data set at the
data section 807 of the command 800 as the second
hierarchy data into the data section (value) of
the first hierarchy data specified by the command
800 (step S511).

In this case, the data length of the first
hierarchy data is changed by the additionally written
second hierarchy data. Thus, the CPU 14 needs to

change the data length of the first hierarchy data
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the first hierarchy data specified by the command 800
(step S511). In thi's case, the data length of the
first 25 hierarchy data-is changed by the additionally
witten second hierarchy data. Thus, the CPU 14 needs
to change the data length of the first hierarchy data
91 (data |ength managenent infqrmation). Therefore,
the CPU 14 conputes the data Igﬁgtﬁ added by the
second hierarchy data additionally witten into the
urrent -data length of the first hierarchy data.

Based 615 A6 dale AR or R sl e i T, che
hi dat t U ects t ta |len

of °t RS SBIRGHFS (A 4 T GT r?acfcf?oﬂabzszo%engﬁfeond

fi hj t t 13). n t hese

p:r (raitgsltsé:r%grgr?h r )eéia%(;adr raraa ytelcr:%élng]lgz ewqr%q He CpU g current
Out Pl 22 1ERRNSE Shal %ﬂ@'kﬁ@f%ﬂ}hq}a{?. Based on the

abnormality occurs, to the reader/witer 2 (step

S514)kataan@nighndratese RRGREEhew St desC etk Aoy iata,
in the case where there has been successfully

receithed Cav addiddraralt swiHd rEatkd leagmndb hakidHata length
specified the first hierarchy data and the second

hi er acclygedarda tiofwermelon addedn tdtee |G car hierarchy
additionally wites the second hierarchy data

specideitéd (isrerhéSlpeci fied first hierarchy data. In

this manner, the new second hierarchy data can 20 be

easi |y addBent d-hare MTQIe T Eray che dEnad thoeempleted,

rewiting the whole first hierarchy data. As a result,
gﬁe %PU 14 outputs a response)gtatus indicating that no

abnormality occurs, to the reader/writer 2 (step S514),
and terminates processing. |
As described above, in the case where there has
been successfully received an additional writing\
command having specified the first hieraréhy data
and the second hierarchy data to be newly added,
the IC card additionally writes the second hierarchy
data specified in the.specified first hierarchy data.
In this manner, the new second hierarchy data cah
be easily added to the first hierarchy data without
rewriting the whole first hierarchy data. As a result,
it becomes possible to efficiently carry out additional
writing of the second hierarchy data into the first
hierarchy data having a nest structure.
Now, a processing operation for making a search
for data having a nest structure will be described

here.
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data having a nest structure will be described here.
92 First, a description will be given with respect
to instruction data (search Cbnﬁﬁhdf‘for i nstructing
search for the second hierarchy data having a nest

structure._ 5 FIG 30 shows an exanPI e of a .
confi gur ati‘drefof @ LN TImahb! 909 Fhyen net Fluckepgect

search f.or .the second hi erarchy data hayi ng a nest _
stru Ourlé%strﬂﬁtswgbfﬁ%ﬁ CGRARRD ST Dk oV Held Feruet ing
co t lied fromthe reader/witer 2 to

he R, A R SR SRR W Ing A

in Fl&, 3Q,d s conposed of a command header section
901 and an Le section 906. The above command header
section 9Qic sty ehdad ad N LRI NG ENE configuration of
classification, instruction, and paraneter of the
comendealitt awverde Wactican 906 A1y ese bt for
indicating a data |l ength of the command header

sect itdre $@L.ond reddiaricory, ddtes domnaing heeser seoidtOnre.
901 is conposed of: a CLA (class) section 902; an INS
(i nsthhict ise@)r SectdmergdP,0 G e rstopateahetera (RifnPdd to
section 904; and a second paraneter (P2) section 905.
The &SoFe!PELA Ssbdtivh 1962 rerastass/ viiat e 1 i ety IC card.

The above search command 900, as shown in FIG. 30,

is composed of a command header section 901 and an Le
section 906. The above command header section 901

stores data indicating the classification, instruction,

and parameter of the command. The above Le section 906

stores data ihdicating a data length of the command
header section 901.

In addition, the command header section 901 is
composed of: a CLA (class) section 902; an INS
(instruction) section 903; a first parameter (P1l)
section 904; and a second parameter (P2) section 905.

The above CLA section 902 stores data indicating
the classification (class) of the command. The above
INS section 903 stores data indicating the instruction
of the command. 1In the search command 900, data
indicating an instruction for making a search for the

second hierarchy data on the identifier specified by

the parameters of the Pl section 904 and P2 section 905



the classification (class) of the command. The above
INS section 903 stores data indicating the instruction
of the conmand. In the search conmand 900, - data 25
indicating an instruction for making a search for the
second hierarchy data on the identifier specified by
the paraneters of the Pl section 904 and P2 section
905 - 93 - is set at the INSsectiomr 903. The above
first paraneter (Pl) section 904 and the second
paranmeter (P2) section 905 each store data

( par drfetsgts)at ndicat¥ngedlel ¢eleP®Bfi er of the second 5
hi er ar chy data to be searched. For exanple, in a
command fofD¢ e?feR%e | Fibr &t seaFeReter AP naPctpaat 804 and

- ~‘date qf point for the data shown in FIGS, 4A, 4B and
4C (tfq? %ﬁfb‘%t%a%ad?eet%lf b%?hts?ﬁtﬂ%rﬁa%% %%‘FlﬂtSROfe data

"sh fi.nal update date_ of point _
Zafgna% p0| qu gk Shovh T TS 4 tﬂ%i%r ﬂ% E%?lﬁ@cond

a seaf %}&paw@atast&e%%aéew@h% SE6L1 QPagifand, o

the I NS section 903; fon
904; AthaB"tds s&fuddciddes P§e§§&§ | 08 905¢; L5t hSdate

case where there has been successfully 15 recei ved

the seareh commngd 200 @S SAOYE sWofh Gn 30165t heaCPkk and 4c
14 of the IC card 1 first discrimnates that the

comatlirisl prood e ddaatse o S aas tht commadth basedo ot £hehown in
data set at the CLA section 902 and the INS section

- 903 dt1G hetF e crmmhnii rg00. uphhere i dats of scoimi nah edathadn point
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20 the command is provided as the search comuand, the
CPU Z4£hRikesim r Af ¥ ordate sedbert ierarebyrdat @ommand

on ,
1s set at the CLA section 902 and the INS section 903;:

"DF" is set at the Pl section 904; and "03" is set at
the P2 section 905.

It the case where there has been successfully
received the search command 900 as shown in FIG. 30,
the CPU 14 of the IC card 1 first discriminates that
the command is provided as a search command based on
the data set at the CLA section 902 and the INS section
903 of the command 900. When it is discriminated that
‘the command is provided as the search command, the CPU
14 makes a search for the éecond hierarchy data on
the identifier specified by the parameters (data) set
at the Pl section 904 and P2 section 905. This search
result is transmitted to the reader/writer as a
response to the search command 900.

FIG. 31 shows an example of a configuration of

response data 1000 to the search command 900. This
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the identifier specified by the paraneters (data) set
at the P1 section 904 and P2 section 905. This search
result is transnmtted to the reader/witer as a 25
response to the search command 900. FIG 31 shows an
exanpl e of a configuration of response data 1000 to
the search command 900. This 94 response data 1000 is
provi ded as data to be output‘te(?4 fromthe IC card 1
to the reader/witer 2 as an execution result

(response) of.the search-comand 900.. The response

dat a TRIFP T date st nt & dmrifeigb s Fatka copposeueputted

a data sectio 001, first status code section

1ooz,fara‘%%‘b s dlorff < g]t us® clotfe %eeacffef_ HEPERE Thes an
conmmand .-

1t rel t 1o th 900 i
Sor ardfiien B o et S e R ke e 900

1001, i nf opymt,ion,dndi c Eé‘_glc%‘oifj&Pt{rﬁéeéﬁgicﬂogéﬁxﬁand 900

first hierarchy data 1 ncluding the second hierar

dat a ion ddmpRecidi ed ddentddderod siG@t, as & searshatus code
result of the identifier of the second hierarchy data

specifdead dwy 1tdoe seardchs commid S00:ud neadldi $d 05 o hepo3.
first status code 1002 and the second status code 1003

15 are setTles statals roslest eaclhevandi cadb | tige asearch command
processing result relevant to the search command 900.

For &dhplse,sdth athetheC datral $vni mn tHEO at aAshowe data
FIGS. 4A, 4B and 4C, response data obtai ned by

set t i5RF @ Aatld Gldenti Fegra il igidigrihitnX amdidentat Gier of
20 identifier "E3" of point Z which serve as the first

hi er \ idata S RRPUE tEF 3 oA S cHh e orpedrd flvferarchy

data on the specified identifier is set as a search
result of the identifier of the second hierarchy data

" specified by the search commaﬁd 900. 1In addition, the
first status code 1002 and the second status code 1003
are set as status codes each indicating a processing
result relevant to the search command 900.

For example, in the IC card having the data shown
in FIGS. 4A, 4B and 4C, response data obtained by
setting a data identifier "E1" of point X and a data
identifier "E3" of point Z which serve as the first
hierarchy data is outputted to the search command for
specifying_an identifier (DF03) of a final update date
of point serving as the second hierarchy data.

FIG. 32 shows an example of a configuration of
a memory (response data memory) 1100 for storing
the above response data.

The response data memory 1100 as shown in FIG. 32
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speci fying an identifier (DF0O3) of a final update date
of point serving as the second hierarchy data. FIG 32
shows an exanple of a configuration of 25 a nenory
(response data nmenory) 1100 for storing the above
response data. The response data nenory 1100 as shown
in FIG 32 - 95 is provided in the data nenory 15,
for exanple. This response. dat®® nenory 1100, as

shown in FIG 32, is conposed of:-a region 1101 for

storing the response data |ength nanagenent _
i nfor-‘LrﬁsttHréﬁ’1{:@%J alt dgivorflam gy Srorfog ¢exporse This
data. The data, stored in theo%{ eas$onse data neno

1100 SSHG\\ dEd- R Skt he R at ekt 0:1%/2_[003'&5
h in Fl 1, f ) | d i pti il
be oRAITh Tesgbae T B 10 bwdh S pf biesSingresbonse
. _ & [ : ki na.
o e aH S A BRERA O SREL P O D e 102

St UGty & s j9Rp Gfd hedh aboye. 5 FI GB,. 33, ands 34 ai e f 1 ow

charts each illustrating the processing for nmaking a

sear ale i dhei 86 oitho ) erarehys dst v havdh Ngs agdestset at
structure stored in 15 the data nmenory 15 i ncorporated

in theénd Qatar dseletidr risiql ighdven assunedl. that tde example.

reader/witer 2 serving as an external device has.

suppl i ed AwearxhdecomMEnicdP00ilb bhegl Granidti. réspect to

the IC card 1, the conmunication section 12 receives

the Sedil® Z¢ comrane 0019 Treracedvets conmmmir¢sessing

supplied from the communication section 12 to the CPU

14_-ﬂﬂ9{aQqﬂp) for making a search for the second hierarchy
data having a nest structure as described above.

FIGS. 33 and 34 are flow charts each illustrating
the processing for making a search for the second
hierarchy data having a nest structure stored in
the data memory 15 incorporated_in the IC card 1.

First, it is assumed that the reader/writer 2
serving as an external device has supplied a search
command 900 to the IC card 1. Iﬁ the IC card 1,
the communication section 12 receives the search
command 900. The received command is supplied from
the communication section 12 to the CPU 14. Then, the
CPU 14 determines that the command is provided as a
search command by the CLA section 902 and INS section
903 of the command header section 901 of the received
command 900.

When it is determined that the received command

is provided as the search command 900, the CPU 14 reads
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CPU 14 determ nes that the conmand is provided as a
search command by the CLA section 902 and I NS section
903 of the command header section 901 of the received
25 conmand 900. When it is determ ned that the

recei ved conmand is provided as the search command
900, the CPU 14 reads - 96 out first contro
informati on fromthe data naﬁag@ﬁenr i nformati on
shown in FIG 5 (step S600). Wen the contro

information is read out,.the CPU 14 checks whether or
not PNe fhilrstt Kicdrtaicdhy "daraatsl detf zam dihes daddy dsgnagement

i ndi cated by .the set address information 211

Lot SR e TERTTdr Tafor ) e Shisgofher (the
the ca er. he fi.rst .hi erarchy .dat.a i t set at
t he % %&éggiﬁwi%ﬂﬂ%ﬂiﬁylfhgﬁﬁa(%Hﬂr§%§fﬁﬁ%f%%n§%%§%s

211 [ [ h O, if ' (4
L1, ey onn B EDAD (SR oe o

descridRed dsati®fdi dat dh @ casr Wiar & ddrdss chacketht fdRto11
the first hierarchy data is set at the address

i ndi catred iked he sele addressl | HoimRidioh 2k o @i ned

in the control information (step 601, YES), the CPU 14
15 checks Wwhetheercaore ndte thecttat @i t engtie dartitcat @t Hyi s
the -data | ength nmanagenent i-nformation 220 on the

fi r smothisertaradhychdataagldre g tinidi adteedhlthovwdld esatarmpdress

i ndicated by the settable size information 212 .
cont dfédmMatiqrhe Ll swrrtaiineasd orhetiorqstep Se03)rmaipion
In the case Q@ere the data | ength of the first

hi er dFdHP e eXtBeds & HH 1 ohabi ¢ oty eq sthep 603,5622

described later. In the case where it is checked

that the first hierarchy data is set at the address
indicated by the set address information 211 contained
in the control informatiqn (step 601, YES), the CPU 14
cheéks whether or not the data length indicated by the
data‘length management information 220 on the first
hierarchy data is within the allowable range indicated
by the settable size information 212 contained in,the
control information (step S603).

In the case where the data length of the first
hierarchy data exceeds the allowable range (step S603,
NO), the CPU 14 outputs a response status indicating
that the data management information on the first
hierarchy data is abnormal (indicating that the data
length exceeds .the allowable range) to the reader/
writer 2 (step S604), and terminates processing.

In the case where it is checked that the data
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NO), the CPU 14 outputs a response status indicating
that the data nmanagenent information on the first

hi erarchy data is abnormal (indicating that the data
25 | ength exceeds-the all owabl e range) to the reader/
witer 2 (step S604), and term nates processing. In

‘the case where it is checked that the data 97 |length

of the first hierarchy data is.Wthim the allowable
range (step S603, YES),. the CPU 14 checks the
validity of the first hierarchy data in accordance

wi t h A datef Vil df 155 hrehleerealt y | ddor nbs | oht 222 bhes
the first hierarchy data (step S605). In the case

wher €1 HY3RAS did eof@ﬁ?eOf%@%/ hY’e? ar chye dabs hascheeks

e R R LA o eSS e e
NO, .td t.put status_indicatin

15 i AP S S b o

t he | 14 ; a icati

e f e dnt g PR el OB Bl L L

checkere tihd hesriepdey /v ides 25 £st QPiéﬁQﬁ&h¥a@Qta has not
term nates processing. 15 In the case where the

val i diden cfuddesfiulsty dreatieghyndad By hadn beed case where
successfully checked (step $S605, YES), the CPU 14

r eadsi dats deteamiagtds edsat itk cddted by diheoses ]l addt€sss605,
i nformation 211 contained in the control informtion

by onf¥)oyttehg SiRp 1S60MLP s Wherespan iyt etafuslatadisating
read in the above step S607, the CPU 14 checks

whet Hetatorthiptdatie webdd gay dngmprggment information on the

first hierarchy data is abnormal (indicating that the
validity of the data has not been successfully checked)
to the reader/writer 2 (step S606), and terminates
processing.

In the case where the validity of the first
hierarchy data has been successfully checked (step
S605, YES), the CPU 14 reads data on an address
indicated by the set address information 211 contained
in the control information by one byte (step S6d7).
When one byte of data is read in the above step S607,
the CPU 14 checks whether or not the next data (next
one byte) is provided as a part of an identifier (step
S5608). In the case where it is thus checked that the
next data is provided as a part of the identifier (step
S608, YES), the CPU 14 reads the next data by one byte
(step S609).

In the case where it is checked that the next
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one byte) is provided as a part of an identifier (step
S608). In the case where it is thus checked that the
next data is provided as a part of the identifier
(step 25 S608, YES), the CPU 14 reads the next data by
one byte (step S609). In the case where it is checked
that the next 98 data is not provided as a part of
the identifier (step S608, NO 28the CPU 14 deternines
that the data read in the steps S607 and S609 is
provided as data indicating the identifier. That is,

t he drRU214 sr égds AR dadst2 s & darith faferthd tdrntsielciond (step
hi erarchy data in accordance wth the processings of

the st8fs 8607 0609 LiTRisterdrdes thdle i Aqfereead in

it is.checked that the t data-is npt, provided as, a .
Iparlt%gfe F%gpsi S0t fﬁnedrns gﬁésy,pﬁ%v%cﬁeed gaa%ed%%rjélqlh%atlng
i dent.ifi er f the 0 hi.er ar tais read ..

(st etﬁh§68§1,e“r%%f,% etriie cq‘%%%l}dsdettgnrem%% %eﬁ%?gs o TSt
the i i:f:er £ad - ' gay jat

coi nglg%gtstlvﬂlt%ﬁ toﬁi tthi%gesgt [ fiozsg%%e%ﬁ? at 1 eg%ford.ance

sect QR nIQhcand 22 s S8edd ¥ W ofcddhe Sear oy cospmnd
900 (identifier of 15 data targeted for search) (step

S610) . | nTrha cmse: wWhet eclid dss«dlairesrg ned 1dathédesd
identifier read by this determ nati on does not
coi ntihce tiniet metxtte dedentiief irert gpeciffdet 4y 4 heart of the
recei ved search command 900 (step S610, NO, the CPU
14 réadstiie edat 2@ tyhatinf dlHeows schevicdenttif¢ exderst g ier
data length (step S612). Wien the data |ength is thus
readpft ecpgcpnd hierarchy data is read (step S608, NO),
the CPU 14 determines whether or not the identifier
of the read second hierarchy data coincides with the
identifiers specified at the Pl section 904 and P2
section 905 of the search command 900 (identifier of
data targeted for search) (step S610).

In the case where it is determined that the
identifier read by this determination does not coincide
with the identifier specified by the received search
command 900 (step S5610, NO), the CPU 14 reads the data
that follows the identifier as a data length (step
S612). When the data length is thus read, the CPU 14
determines a start address of the next data (next
identifier) based on the read data length.

When the start address of the identifier of the
next data is determined, the CPU 14 chécks whether or

not the address corresponding to the identifier of

the next data coincides with the data length management
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determ nes a start address of the next data (next
identifier) based on the read data | ength. Wen the
start address of the identifier of the 25 next data

is determ ned, the CPU 14 checks whether or not the
address corresponding to the identifier of the next

data coincides wth the data | ength managenent 99

i nformati on 220 (step 8613).7|1% i S determ nation
for.exanple, the-coincidence is checked in accordance
with whether or not the start address of the next. _
dat a 1 AECETRHHAST parted TiFR P ldblta 1 Ehgtht § <3RE§ Hn ket Bon,
step .S612 exceeds the all owapl e range based on the

addr 6§ &3 edatfé?%ﬁ?dtwafe%% 17 rSteHit art RSt dence

i ndi d the data | th t inf ti
250 “rsor et R R A SRS e g O e et
t hat t ‘ t .
a &Q%%'&@béymfﬁgd %?%égﬂgn fgf%géigﬁﬁgfg?qﬂﬁigh%“ the

hi erarchy exists 1n the tirst

case swey gdit2 ik detey imed tihalaghe r asssd dheche

next identifier does not coincide with he dat a

| engtzidranageernthd rfaararatdrat R 20F byhd hei r &b vieerarchy data
determi nation, nanely, in the case where it is 15

det erimdiech ttdvhtoyt Mehenedett adaten g toien spenosrce hi reff @t redityi on
does not exist (step S613, No data), the CPU 14

proceeds t daned wt e IBRE2 adewsey i Pezb | eF, it is determined
addition, in the case where it is determned that the

addr &9 tofvhafd aterar infdnttilte erexoi drialezn 20han 39t

data | engt h managenent information 220 by the above

det ePHiSFRGRY, Safely, 11 e asle WRFR Gy data.

In the case where it is determined that the
address of the next identifier does not coincide with
the data length management information 220 by the
above determination, namely, in the case where it 1is
determined that the next data on the second hierarchy
does not exist (step S613, No data), the CPU 14
proceeds to the step S$622 described later.

In addition, in the case where it is determined
that the address of the next identifier coincides
with the data length management information 220 by the
above determination, namely, in the case where it is
determined that the next data on the second hierarchy
exists (step S613, YES), the CPU 14 reads data on an
address corresponding to an identifier of the next data
on the second.hierarchy based on the data length read
in the step S612 (step S616). When one byte of data is

read in the step S616, the CPU 14 checks whether or not
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determ ned that the next data on the second hierarchy
exists (step S613, YES), the CPU 14 reads data on an
address corresponding to an identifier of the next

data 25 on the second hi erarchy based on the data

length read in the step S612 (step S616). Wen one

byte of data is read in the step S616, the CPU 14

checks whether or not - 100 ~“théORext data (next one
byte) is provided as a part of the identifier (step
S617). In the case where it is thus checked that the
next e g%t VR derpsls anparytedf isherodededf pera part of
step S617, YES), the CPU 14 reads_5 the next one byte
gf dg"t%e (quee‘bt@?eﬁ%]i.(%ei? he®thke wherkhftcpge where it is

ot o 0E LA D) d I SRS, P BT OULLE0,202 o
] : t d t t S d

ot v, a1 £ gt by (055 P SBAT, 209

of thenexdydalige Jhes %Pr&at£”(§95%0§‘§f8 phere it is

checked that the next data is nof provided as a part

of the idemtifdetasdammiye P theqeasenYREACtERE the next
identifier of the next data on the second hierarchy

IS redkbd5ig step HAKkidD ,as he KL 14r rewalrN@eh©ither (step
step S610 in which it is determ ned whether or not

t he r%ﬁ&ﬂ,iNﬁMuiﬁﬂ&HCRﬁﬂ1ﬂﬂdh£emhiﬁe$hEhédeﬂméfd&ts read in
specified at the Pl section 904 and P2 section 905 of
the HomalirPD0P Y btarpd SBADS . 120provadedtaondata {heicating
case where it is determned that the identifier read

by t I dedri ks onf dfhe heext data.

Therefore, in the case where it is checked that
the next data is not provided as a part of the
identifier, namely, in the case where the identifier
of the next data on the second hierarchy is read
(step 617, NO), tﬁe CPU 14 returns to the step S610
in which it is determined whether or not the read
identifier coincides with the identifiers specified
at the Pl section 904 and P2 section 905 of the
command 900 (step S610).

In addition, in the case where it is determined
that the identifier read by the determination of the
step 5610 coincides with the identifiers specified at
the Pl section 904 and P2 section 905 of the received
search command 900 (step S610, YES), the CPU 14 stores
the data identifier information 210 contained in the

control information 20la (namely, the identifier of

the first hierarchy data) in a region 1102 of the above
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step S610 coincides wwth the identifiers specified at

the P1 section 904 and P2 section 905 of the received
search command 900 (step S610, YES), the CPU 14 stores

25 the data identifier informati on 210 contained in

the control information 201la (nanely, the identifier

of the first hierarchy data) in a region 1102 of the
above 101 response data nenoryl0100-(step S620). At

this time, the identifier of the first hierarchy data

is set at an address having offset a data |ength
servirTRFrEnshedatregponsey dat @0 | éngeh H@h@ADYeneAt this time,
information stored in 5 a region 1101 of the response
dat a rRsoFeIR D e Weh the fHeptihierarshgedata iheset at
region éé@%ggg t he response data nenpry 1100, the CPU

14 cHdh YR 1eAgt hE 9P respdrdel @2ghhi ReaWbOAL as the
correspondi n to the data for the set identifier b ,
ol RS G S et iR S T RO TG Ry heRed in

i nfor ' (st n search for the fjrst
hieré??%%ggg%éﬁufgdﬁgg%%% %%g %@S?te%%%fm%%%fYOFibB‘

i nformati o201 .3 g-Lhe;jt :

contr ol infdgﬁa??%nl%%qﬁ%gﬂ%ggyge%%bn%%egggbg%%ggﬁeél02 of

S601,tMNO fdbsdrefe fddh Mmooy eP1 GO he tOBY COW dhanges a
det er m nes whet her or not the next contro

i nf ordepta orerexistet (54 gpoSbR2Jatd nit hemsase wberespbnding
is determ ned that the next control infornmation

exi st (StepdB8622{0YES)s $die CRLhGAfiR0 beadsdbny the"
next control information (step S623), and proceeds to

t he Sﬁ%@ @Kﬁﬂ;equns¢SQatmel{mmpn4management information

(step S621).

When a search for the first hierarchy data
indicated by one item of control information 201la,
from among the items of the control informétion 201
has been made (No in step S601, NO in step S$613, or
step S621), the CPU 14 determines whether or not the
next control information exists (step S622).

In the case where it is determined that the next
control information exists (step S622, YES), the CPU 14
reads out the next control information (step S623),
and proceeds to the step S601. That is, the CPU 14
executes the processings in the steps S600 to S623
for all the control information. In this manner, a
search for the second hierarchy data on the identifier

-specified by the search command 900 is made for all
the first hierarchy data indicated by each item of

control information.
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executes the processings in the steps S600 to S623

for all the control information. In this manner, a
search for the second hierarchy data on the identifier

25 specified by the search. conmand 900 is nade for all
the first hierarchy data indicated by each item of
control information. 102 1In addition,.in the case

where it is determined that™the2fext control

i nformati on does not exist (step S622, NO, the CPU

14 determ nes that a search processing operation has
been conpl’ét &fFdriefl tTheé™ G338 WreFarthylgadgtermined

i ndi cat ed each itemof the control information, In
he GRel i St | ks A A (9 (et SoBl e

[ ' | | eted, the CPU 14

Er e F2830n 08 dat 1600 A SRS ST TR iy gearen
t. ' . ' e t

meory CTI00 1S (RS eades f teh bR Bt ot

cont ained i drhe eI 21102 f o 416 eémslecerﬁar%@ the

 ength information contained in the region 1101 of the

abovedrespanse fdade: tRIr Y 1rs 98! @sd hehddt @it 155 thus
section 1001 of this response data 1000. In addition,

a r esjeorsenisteat ushadtndircatdesy drhairddies progessé g ion has

operation for the research conmand has been normally

made HEendiceatd lreg echatt hreo Gidhdrdvel iarnysmoictcursyspen setdata 1000

the first status section and the second status section

20 ofas e IeE3PonsE drtkal M0G0, s & Qesiory bidte abovee, stigred

the case where there has .
in the response data memory 1100 to the reader/writer 2
(step S5624).

Data contained in the region 1102 for the response

data length information contained in the region 1101
of the above response data memory is set at the data
section 1001 of this response data 1000. 1In addition,
a response status indicating that the processing -
operation for the research command has been normally
made (indicating that no abnormality occurs) is set at
the first status section and the second status section
of the response data 1000.

- As described above, in the case where there has
been successfully received a search command having
specified an identifier (tag) of the second hierarchy
data contained in data having ‘a nest structure, the IC
card makes a search for all the first hierarchy data

(parent tag) including the second hierarchy data on the

specified identifier so as to output the identifiers
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been successfully received a search command havi ng
specified an identifier (tag) of the second hierarchy
data contained in data having a nest structure;, the IC
25 card nmakes a search for all the first hierarchy
data (parent tag) including the second hierarchy data
on the specified identifier so as to output the
identifiers 103 of all the firsf3hierarchy data
including the second hierarchy data on the identifier
specified as the search result. In this manner, the
firstthiddrlartdtyy datst iHGE Yy $thelnebodtnhiehar shgond
data on a specific identifier can  be easily detected
Wi t hGUETETANZ 195 3 qréstﬁtect-"r%“%h%le%fs%e%}g%%ﬂii ¥y bRe
t he firstkpierarchy data each having a nest

strudtire” A S Yesult, a search for the second

hierarchy:g@t f&ﬂn£ﬁh§¥fi€ﬁ$”££¥5939§e¥%9c§9“&a€a including

description w be 'gi VEn W T h respec

r 0CESSY i ttin st |
o ocasl na0Rel 1400 Loty SURYS1 10 AL SLIMELUS: oo con

nest pat rdiiune)detfddisdd A deset | PLA on Whd | 5 bEe GL¥ePi ve one
with respect to 15 instruction data (data structure

out putf copmand)l f1of of NStd UEL i $1g karvepytw{] ®dtd headdt Raving
structure contained in the first hierarchy data (data

havi rg reegtestt statuctaur e)As &l €2 s3bt showse arclexedpl €hof second
a configuration of 20 a data structure out put _
conmémicrafhily ditte starudiairet Dt pertt tynmadel. 1200 i s

provi ded as a command to be

Now, a description will be given with respect to
a processing operation for outputting a data structure
contained in the first hierarchy data (data havihg
a nest structure).

First, a description will be given with respect to
instruction data (data structure output cdmmand) for
instructing an output of the data structure contained
in the first hierarchy data (data having a nest
structure).

FIG. 35 shows an example of a configuration of
a data structure output command. This data structure
output command 1200 is provided as a command to be
supplied from the reader/writer 2 to the IC card 1.

This data structure output command 1200, as shown
in FIG. 35, is composed of a command header section
1201 and an Le section 1206. The above command header

‘section 1201 stores the data indicating the classifi-

cation, instruction, and parameter of the command.
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section 1201 stores the data indicating the classifi-
cation, instruction, and paraneter of the command. -

104 The above Le section 1266 sfdéres the data

indicating a data length of the conmand header

section 1201. In addition, the command header section
1201 Ths @@mw%éb@ et oL 20 el assyesethéodat202ndanating
INS 5 (instruction) section 1203; a first paraneter

(P1) @ E@c%ﬁ@@@M-o%nﬁh% SREBARd parafer epecPRyn 1201.
section 10% above CLA section 1202 stores th

data indi CatFN g Th%ncI5§§|FPE@?PthFEP§§sfeSFlPHe1201

INS s 120
'|nd|céifﬂan$e *40° eCtLﬁQ%|§%§% S ng% ﬁﬂ%ng£8?n fRellNS
dat a BLILCL Y €5 o DU DL £0 @6’312901?1{:9 8l 8neter (B7)

i ndi cati ng an |nstruct requesti ng an out put

a(ﬁﬂébéﬁféwtiwﬁﬂCQﬂ&?'Qegecbﬂdtggrghééérhk§ﬁ9rggtho 105.
data on the identifiers specified by the paraneters of

the Pl secthonade®d cilh andtPansectpontd208 tgesakiat
the INS section 1203. The above first paranmeter (Pl)

sect i iond 1209 ran ot Hdec sbasonfli pat aoet ec14HP2) secthédNcommand.
1205 stores the data (paraneter) indicating an

i dentTh¢ eFNDfsedieidn rs203 heoaeshyhedatiata Fondkxanphe, the
in the data structure 20 out put command 1200 for
requests g an Qutplittled eommead . st Fuctiue edgbat atnedtiine

data 100 (identifier El) on
output command 120 the data indicating an instruction

for requesting an output of a data structure contained
in the first hierarchy data on the identifiers |
specified by the parameters of the Pl section 1204

and E2 secfion 1205 is set at the INS section 1203.

The above firgt éarameter-(Pl) section 1204 and
the second parameter (P2) section 1205 stores tﬁe’data
(parameter) indicating an identifier of the first
hierarchy data. For example, in the data structure
output command 1200 for requesting an output of a data
structure coﬁtained in data 100 (identifier El) on
point X shown in FIG. 4A, the data indicating the data.
structure output command is set at the CLA section 1202
and the INS section 1203; "00" is set at the Pl section
1204; and "E2" 1is set at.the P2 section 1205.

The CPU 14 of the IC card 1 having received the

datg structure output command 1200 as shown in FIG. 35
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point X shown in FIG 4A, the data indicating the data
structure output command is set at the CLA section
1202 and the INS section 1203; "00"™ is set at the Pl
section 25 1204; and "E2" is set at the P2 section
1205. The CPU 14 of the IC card 1 having received the
data structure output command 1200 as shown in FIG 35
- 105 discrimnates that the céffand is provided as a
data structure output conmand based on the data set

at the CLA section 1202 and the INS section 1203 of

t he COMRNMUEIGES WHeat | the scammend M papedvitat aheabdata
command is provided as the data structure out put

conmetid;, UE HE TR UM arzdyped Lse@ Q0 rukeudeta set at
o S e fi . o the

GontiTS et GRETLOT | EAP DS Rt BRbr eret tdat AP0 2ep

tt ti 04 d P2 ti 1205, Thi

hal v B G A T o6 LA T RE PR f b ey che

23S GmiEHRENSE di&vidies dal a8l rUelur & puLpUL comrand

1200. FIG 36 shows an exanp of a configura

respoftsgndat @ R0 theadlat @, SEryuciif e oUiPdture contained
command 1200. This response data 1300 is provided as

dat a iro thhe bel rud pid edrdipradte dC € didethOithErs speci-
reader/witer 2 as an execution result (response) of

t he dated sty udtalrma rautpets codanend 4200zt Thiee r BSPOBSEi on

data 1300 for the data structure output comrand 1200

i s cOmfobaanNdfEZ salatborsetilon DOid3dalasfsrsesult is

status code section 1302; and a second status code

sect itorpnsygtted to the reader/writer 2 as a response to
the data structure output command 1200.

FIG. 36 shows an example of a configuration of
response data 1300 to the data structure output command
1200._ This response data 1300 is provided as data to
be outputted from the IC card 1.to the reader/w;iter 2
as an execution result (response) of the data structure
Qutput command 1200.

The response data 1300 for the data structure
output command 1200 is composed of: a data section
1301; a first status code section 1302; and a second
status code section 1303.

The search result relevant to the data structure
output command 1200 is composed of a data secfion 1301,
a first status code section 1302, and a second status
code section 1303.

The search result relevant to the data structure

output command 1200 is set at the data section 1301.
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The search result relevant to the data structure

out put command 1200 is conposed of a data section
1301, a first status code section 1302, and a second
status 25 code section 1303. The search result
relevant to the data structure output command 1200 is
set at the data section 1301. 106 At the data section
1301, the data indicating the daf@ structure
contained in the first hierarchy of the specified
identifier is set as an analysis result of the data
st r uétturtdec sifttal MEr P NS Gl r sthehi e chyd Beafaig the data
speci fied by the data structure output conmand 1200.
' addRAGRE S FOTIT RSB U odes 02 P TR Seci

status cao 1303, ar.e set_as status codes ch.
i ndi ¢&Gi g lfdgrlgceensts'%gerr els%lﬁeacr e&fsevaarhtarfagﬂf%]es dei it of

STIUGhUr %a%%%r%%o]r?t%oi‘nétp Fr?hl’?é(aﬂpllset _ klalteafglrechy

case ere there eén successtully receilve

dat a $iUHES PEPWy GoETRNd 5 O FSQUestd NG @ command

out put of a data structure of data (identifi'er El) of

poi nt12§oshowm idddHltGordAtHdEF it ol ds QBPUL B2 and the
response data having set "DFO1" 15 (identifier of

poi ntsevalnde stertuing@as I Secondkethi ey astcdyudat@gs each
"DF02" (identifier of the upper limt value of point
ser vilmg iz ting seqond-dd ey ctps at aje leaamk "DF03Ye data
(identifier of the final update date of - point

ser vistg Uas- Ulife (GO nmeradrE e fat a) as an 20
identifier_of the second hierarchy data included in

data on pditi SKIUMEE spklei Fheddse stharerbrery ks dyeen

successfully received a data structure output command
for requesting an output of a data structure of data
(identifier El1) of point X shown in FIG. 4A, the IC
card 1 outputs response data having set "DF0O1"
(identifier of point value serving as the second
hierarchy data);'"D§O2" (identifier of the upper limit
value of point serVing as the second hierarchy data);
and "DFO?" (identifier of the final update date of -
point serving as the second hierarchy data) aé an
identifier of the second hierarchy data included in
data on point X (the specified first hierarchy data),
the data being contained in the data section 1301.

In addition, the data stored in the response data
memory 1100 as shown in FIG. 32 is set at the data
section 1301 of the response data 1300 as shown
in FIG. 36.

Now, a description will be given with respect to
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out put processing operationj fbf

the data being contained in the data section 1301. In
addition, the data stored in the response data nenory
1100 as.shown in FIG 32 is set at the data 25 section
1301 of the response data 1300 as showmn in FIG 36.
Now, a description will be given with respect to 10.7
a flow of a processing operation sdata structure
outputting a data
structure in the first hierarchy data having a nest
structure. FI'GS. 37 and 38 are flow charts each
i 11 ust fdtah@f B tHEGRsscessi e Faoriout flatd - auefagre output
structure contained in the first hierarchy data

havi B °LSeSt"9 HFAWR) FidstoutRUG S g il & haructure
the r.eader/w.iter 2 servin s an external device has
suppllinegc%ae gf Irzfefldllsetrra\fcci | r gdagiﬂ a?ﬁvgxﬁwfhrfbe?%v?%u?@re'

card 1. | ndhe 16 £ar ., fhe: cOMMUN 21100 £eC 100 1ot og

12 receives the data structure output conmand

The reeeiMeat LOMRNG S o@ﬂlpdﬂﬁ%qpfi Q{anh%’]truct re

connunica;ion section 12 to the. U 14. Then, t he CPU
14 deierddines tihatHehe icoramanic dsr iy IO dedy 8558 nest

data structure output command by the CLA section

120. 2tandttlu¥e .secti on 1203 of the command header

section 1201 of the. received conmand 1200. When it is

det er mi ned'itst, the recswekdonmendths readvr Gedi asr 2

the data structure output conmand 1200, the 20 CPU 14

makesex Wiedr ¢® fagr scomurell iadoremttiaon supplied ia sdata

hi erarchy data on an identifier which coincides
structure output command to the IC card 1. 1In the IC
card 1, the communication section 12 receives the data
structure output command 1200. The received command is
supplied from the communication section 12 to the CPU
14. Then, the CPU 14 determines that the command is
provided as a data structure output command by the CLA
section 1202 and INS section 1203 of the command header
section 1201 of the received command 1200.

When it is determined that the received command is

provided as the data structure output command 1200, the
CPU 14 makes a search for control information on the
first hierarchy data on an identifier which coincides
with the parameters set at the Pl section 1204 and P2
section 1205 of the command. This processing makes a
search for the control information which coincides with
the identifiers specifiéd at the Pl section 1204 and P2

section 1205 from the data management information shown

in FIG. 5 (step S700).
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with the paraneters set at the Pl section 1204 and P2
section 1205 of the command. This processi ng nakes a
search for the control information which coincides
with 25 the identifiers specified at the P1 section
1204 and P2 section 1205 fromthe data nmanagenent
informati on shown in FIG 5 (step S700). 108 1In the
case where the control_infornati%g on the identifier
whi ch does not coincide with the paraneters set at
the P1 section 804 and P2 section 805 -has not been
successf ully Bpeddded{steptST0oon NG 1 imEogPatignson the
outputs a response status indicating that the contro

_. nf oA o 16T the datdPshard | @Rt Myl dhe' Eeimen® parameters

and s[eit?'rﬁsﬁéﬁifai P Gt iTg D1 THe Caste et s ?%g Mas not

contr, |nfornat on 10 t e id nt|f|
Com it R fod g 0§ she cPU 14

ers ?pt e

(ot o8 SP50 éggé%ﬁ?éco%%eigh SHggESS! 1 Y. SPEC L oy ror
dat a shas, HeAN A TBABhS a @ %‘e@gﬂf@é"sb}b ntgkllé:aé&gmgbfd is not

the set address information 211 15 contained in the
cont i giigfearamt it fisd e &HE2)writer the(sose et g, ngnd
data is set at the address indicated by the set

addr essrninfaaremtgrarceddi ropnt ail ned in the control
information (step S702, ‘NO), the CPU 14 outputs a
response slmquE|¢ﬁbexwm¢@ﬁth@¢ datarés pofoPPation on
registered, to the reader/witer 2. (step S703), and
termﬁﬁﬁgﬁﬁqﬂﬁﬁﬁﬁﬁﬁlﬂﬁich coincides with the parameterS'

set at the Pl section 1204 and P2 section has been
successfully specified (step S$700, YES), the CPU 14
checks whether or not data has been already set at

an address indicated by the set address information 211
contained in the control information (step S702). In
the case where no data 1is set at the address indicated
by the set address information 211 contained in the
control information (step S$702, NO); the CPU 14 outputs
a response status indicating that data is not
registered, to the reader/writer 2 (step S703), and
terminates processing.

In the case where data has been set at the address
indicated by the set address information 211 contained
in the control information (step S702, YES), the CPU 14
checks whether or not the data length indicated by
the data length management information 220 on the first

hierarchy data specified by the command is within
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In the case where data has been set at the address

i ndi cated by the set address information 211 cont ai ned
in the control information (step S702, YES), the CPU

14 25 checks whether or not the data | ength indicated
by t-he data | ength nmanagenent information 220 on the
first hierarchy data specified by the command is

within 109 the all owabl e rangelpgdicated by the
settable size -information 212 contained in the
control information (step S704). In the case where -
the ddi® dlefytaP ot tvegd i yndicsted dpurthy dathable size
speci fied by the command exceeds the allowable range
(st ep SRFAING? 41e TPV AWt Putshe Fespbhselsfarpation
i ndic tiq$:§{E% the data. managenent information on

t he s%%é? i%ed ¥l r st hi erarchy data is abnornal

(i ndicati t . -l e h.exceeds e 10 .
allomablengéﬁgg% %%s%ﬂ@ﬁggédggém???%rEin?épeﬁ%ssag)FlrSt
and terdy I : h S 1L 1
checkod that aara T oot 51 ho T s hrans hst g aone
specidied;dnnd hes pisToM | hidy I henal Epyabhesytputs
range (step S704, YES), the 15 CPU 14 checks the

val i di tnesgfortdte didtsis hidacshyng dekh &t i Phacgef dansLagement

with the data validity managenment information 222 on

t he finfirndterar chy dat asspeci fe@df i byt t heeconmanpddata is

(step S706).. In the case where the validity of the -

firstaFomiar at o ehit Ing peed f i Bk byat el enghianexbasds the

not been successfully checked (step S706, NO, the _

CPU mllowable range) "to the reader/writer 2 f(step S705),
and terminates processing.

In the case where it is checked that data length
of the first hierarchy data specified by the command
is within the allowable range (step S704, YES), the
CPU 14 checks the validity of.the first hierarchy
data in accordance with the data validity management
information 222 on the_first hiefarchy data specified
by the command (step S$706).

In the case where the vaiidity of the first
hierarchy data specified by the command has not been
successfully checked (step S$706, NO), the CPU 14
outputs a response status indicating that abnormal data
validity management information on the first hierarchy
data has been specified by the command (indicating
that the validity of the data has not been successfully
checked) to the reader/writer 2 (step S707), and

terminates processing.
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out puts a response status indicating that abnornal
data validity managenent information on the first

hi erarchy data has been specified by the command
(indicating 25 that the validity of the data has not
been successfully checked) to the reader/witer 2
(step S707), and term nates processing. - 110 In the
case where the validity of the tLPst~ hierarchy data
speci fied by the conmand has been successfully

checked (step 5706, YES), the CPU 14 reads the data

on an addrEssthindizst edhdie t ee sealadédrgsgfsthe first
i nformati on 211 contained in the control information

by MEBRADY GF S AGRP BN HyTUBRNG s j Reen
d | th t 708, th U 14 checks
\rM?:t ﬁ’l nccoerss%o‘falblo% ﬁ%ﬁc’eré%&sdgﬁ R niz(é;gbnyé}z%% eyN§ CFU 14 reads
i.ded [ tifi t S709). .In
Phe” 630 G M Rt 95 T4 B b Gl 2850 3 s
of the ddentd fi.ero(St&mht 109 iYAESQﬂ tog, éﬁﬁlf'nfgé‘rga?tion by
the next data by one byte step S %). I'n the case

wher g ey pext (dad@a dsodot  piamh dege Bc@ Parga0f theread in
identifier (step S709, NO, the CPU 14 15 deternines

that drhe dadhvee reesh i g dde SiepspS708 anee 8y hésher or not
provi ded as an identifier of the second hierarchy

dat a tdentrextedid e t heeft raate heray chy gadaidedhas aspart of
the CPU 14 reads the first identifier on the second ]

hi er driehyl dsoritiaf yed (st atheSs @95t hieranehyasateh@0e the next
speci fied by the processings of the steps S708 to
S710.dateherefreided tafe aaver Whef ethdel rextifben istep

not '
S709, YES), the CPU 14 reads the next data by one byte

(step S5710).

In the case where the next data is not provided
as a part of the identifier (step S709, NO), the CPU 14
determines that the data read in the steps S708 and
S710 is provided as an identifier of the sécond
hierarchy data contained in the first hierarchy data.
That is, the CPU 14 reads the first identifier on the
second hierarchy contained in the first hierarchy data
specified by the processings of the steps S708 to S710.

Therefore, in the case where the next data is not
provided as a part of the identifier, namely, in the
case where there has been successfully read the first
data on the second hierarchy contained in the specified
first hierarchy data (step S709, NO), the CPU 14 storés
an identifier of the read second hierarchy data

(namely, identifier of the second hierarchy data
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provided as a part of the identifier, nanely, in the

case where there has been successfully read the first

data on the second hierarchy contained in the

specified 25 first hierarchy data (step S709, NO, the
CPU 14 stores an identifier of the read second

hi erarchy data (nanely, identifier of the second
hierarchy data - 111 existing Fhlthe specified first

hi erarchy data) in the region 1.102 of the response

data nenory 1199 (step S711). At this tinme, the

i dentsfisring irhehrecrrlhied akthyt daterd scetdatahnin
address having offset 5 the data I ength serving as the '
r esponise KRN ength e erRtRon T oidfed iRt vr bHOP n(step

the region 1101 of, the response data_nenory 1100. 1
Vihon S he h derts 55rS | \oi ey rie t &SR byt bR 19025 R e f sehend

respqnse dat.a ry. 1100, the CPU,14 changes 10_the
dat a I -engtn of Eaﬁ:ga reSponse” dat'a ?Cﬁ&%%% ﬁ?aqv fng loetd8:

SOl CARONGLN Ihdie JALa 00 LDB R LRI IS B engen

addi ng e respons nmanagenen

i nf ornrm{agﬁ?e(ﬁ@ efh ikt 1 e s heg secongl | dent i f i ?f%l of

read in t response 15 data nenory 100 is Set, th
CPU Ithe easisoslada ddhad mdbtpwsiddre identifier as a

data length of the identifier data (step S713). Wen
the data |W@ngt hthes iddwisifead, it heeCPLh l1dhdeteghbnesial
start address of the next second hierarchy data (next
identdff itdr9 tegeehX0 datd heemeay Ua@@, | Emgt@RU Vhénchaeges
start address of the next data \
the data length of the response data in amount
corresponding to the data on the set identifier by
adding "+2" for the response data length management
information (step S712).

When the second identifier read in fhe.response
data memory 100 is set, the CPU 14 reads data that
follows the identifier as a data length of the -
identifier data (step.S713). When the data length is
thﬁs read, the CPU 14 determines a start éddress of
the next second hierarchy data (next identifier) based
on the read data length.

When the start address of the next data
identifier is determined, the.CPU 14 checks whether
or not the address co:responding to thernext data
identifier coincides with the data length of the data
length management information 220 (step S714). 1In

the determination of the step S714, for example, the

coincidence is checked in accordance with whether or
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identifier is determ ned, the CPU 14 checks whet her

or not the address corresponding to the next data

identifier coincides with the data I ength of the data

25 |l ength managenent information 220 (step S714). In

the determnation of the step S714, for exanple, the

coi ncidence is checked in accordance with whether or

112 not the start address of théZnext data determ ned
based on the data length read in the step S713

exceeds the range of the address based on the data

| engtirloftitthestdit stddwesarchytdat we x ndigas edebyrnheed based

data l.en th 5 managenent information 220. Nanely, in
t he dBbvere stadp SANGth tread det ek lrg nedemhe! hérepeeaes the

t he next Oafia on th(ir second hierarchy exists in the
firstta%r eiisn l??]%e%a%ré Wherdate fength of the

det d t.hat t f t i,dentijfi

col ndl eg i m‘%%cmyda 38 Lo he g o fE%giﬁr'ﬂh
th 8714

figiislictiy éﬁqeﬁgﬁ%‘%% bt 8% it hERy O HE rRE B

on t hi r ( ) h
o o st M ek st om 710, 150 i

COr r efPaNdsh tthaansd S iHi &F a pEn§ hex i Hext i dat ge op; Lhe
second hi erarchy based on the data length read in the -

st ep S yhwraatyt e (step S715). Wen one byte of

data is read in the step S715, the CPU 14 checks

whet her orImothe heasexvhelat ai nextdeverbyhe) 2RatSthe

provided as a part of the identifier (step S716). In

the cabdresrerat ttee et dedent sf providienasdas paithothe data
length of the data length management information 220
in the step S714, namely, in the case where it is
determined that the next data on the second hierarchy
exists (step $S714, YES), the CPU 14 reads the data on
an address which corresponds to an identifier of the
next dafa dh the second hiérarchy based on the data
length read in the step S713 by one byte (step S715).
When one byte of data is read in the step S715, the CPU
14 checks whether or not the next data (next one byte)
is provided as a part of the identifier (step S$716).
In the case where the next data is provide as a part of
the identifie; (step S716, YES), the CPU 14 reads the
next data by one byte (step S717).

In the case where it is determined that the next

data is not provided as a part of the identifier (step

S716, NO), the CPU 14 determines that the data read in

the steps S617 and S618 is provided as data indicating
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the identifier (step S716, YES), the CPU 14 reads the
next data by one byte (step S717). In the case where
it is determined that the next 25 data is not
provided as a part of the identifier (step S716, NO,
the CPU 14 determnes that the data read in the steps
S617 and S618 is provided as data indicating - 113 an
identifier of the next data.” The¥éfore, in the case
where the next data is not provided as a part of the
identifier, nanely, in the case where the identifier
of tke Aeentddtigrowft Hdesesrid dviter ar e TRsoTreentt edee case
5 (step S716, NO), the CPU 14 returns to the step '
S711Whee¥ﬁd th%r Miced Gt aa 5t Ot RERY IR A5 o %rrt of the
setti,n read id t|f|er (identifier. of th

second é afchy "afsra) For tt}ﬁ‘j‘e FEEDIHEE Yalte metryiTier
Th the st s711 STAT.
r epedted 3%%%&?%& DR 1T b w P R read

the i denti fi-arg ofyd)he t'?]ee?“cﬁﬁ‘t 34 %EJ‘%ﬁj@@R&xe step S711,

hlerarchy oes 'not eX|st in the ste

the infornmtdiny il catd ng s data Sid it e f@rti@ctmg the
first hierarchy data specified by the data structure

15 outepudt iR <200 ddrientidi efs e addcdhe sRcaNthy

hi erarchy data existing in the first hierarchy data)

i s setatian tfhe résporsep aateaa darmerddO. | n accor dance

with the processings of the step S711 to S717. That

is, in thdfreageradrrsings ict ddterstiers 201t hae $he7 are
address of the identifier of the next data on the

secofgafadegloh e xfser atbtundoi Inci tddam theethedefag emined

that the identifier of the next data on the second
hierarchy does not exist in the step S714. Namely,
the information indicating a data structure in the
first hierarchy data specified by the data structure
output command 1200 (identifiers of all the second
hierarchy data existing in the first hierarchy data)
is set in the response data memory 1100 in accordance
with the processings of the step.S7ll to S§717.

 That is, in the case where it is determined
that the address of the identifier of the next data on
the second hierarchy aoes not coincide with the data
length of the data length management information 220
by the determination of the step S714 (step S714,
No data), the CPU 14 determines that an analysis
processing operation has been completed for the data
structure in the first hierarchy data specified by

the data structure output command 1200. In the case
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l ength of the data | ength managenent information 220
by the determ nation of the step S714 (step S714, No
data), the CPU 14 determ nes that an.analysis 25
processi ng operation has been conpleted for the data
structure in the first hierarchy data specified by

the data structure output command 1200. In the case
114 where it is thus deterninedléhat the search
processing operation has been conpleted, the CPU 14
transmts response data 1300 as a result of analyzing

t he #deae sttoried tihna e regpose data Penotse 1ADPTecessing
the 5 reader/witer 2 (step S718 The data cont ai ned

i n t RESEGIah TR® Fsn %p#%s@%a@%%gwansmts
managenent i nf rnaHéMﬂbcontalned éhe region 1101

of t H& PEEREh S at (ot 00 LT S RNEY 1 M ddh data

sectl%%r%Qpl of_.this res on%%“gata 10 13

addi 08 C edhdnie $TAULEs EHeh m%%‘?%%tfﬁogo thate
proc | Nas; heen n rrled out for the data
EED RS D DT T

structure output co |ndicating t hat - no

abnor mal i thh OCEIN $)cdS: SBledtid hendi s léﬁ ai y@z Sesti PRe
1302 and the second status section 1303 of

reSp@@%@od&%Cﬁﬂﬁhimﬂﬂbthwhékﬁﬁéméﬁﬁjfﬁ&h@maﬁibﬁr&bntalned
case where there has been successfully received a

dat a ist raet wregyiout pLIt0l cohmeErnd hesbhdgs s pect £ ishany 1100
identifier of the first hierarchy data having a nest

st r udtsurset tate U@ chartch 2k @niadry 76301 hef | deig |1fe®p<sn©é data
all the second hierarchy data contained in the

specilfi%d filstadiidrigrohyreRense statuses each indicating

that processing has been normally carried out for the
data structure output command 1200 (indicating that no
abnormality occurs) is set at the first status section
1302 and the second status section 1303 of the response
data 1300.

As described above, ih the case Where there has
been successfully received a data structure.output
command having specified an identifier of the first
hierarchy data having a nest structure, the IC card
analyzes the identifiers of all the second hierarchy
data contained in the specified first hierarchy data
so as to output the identifiers of all the second
hierarchy data included in the first hierarchy data
specified as this analysis result.

In this manner, the contents of the second
hierarchy data included ih the first hierarchy data

having a nest structure can be easily detected.



so as to output the identifiers of all the second

hi erarchy data included in the first hierarchy data
specified as this analysis result. 25 In this manner,
the contents of the second hierarchy data included in
the first hierarchy data having a nest structure can
be easily detected. - 115 Additional advantages and
-nodifications will readily occditSto-those skilled in
the art. Therefore, the invention in its broader
aspects is not limted to the specific details and

r epr esent A{det bpiaHi agnest8oehoand andddéscetbeds will
herein. Accordingly, various - nodifications may be
nmade MFaAtotX UEPEr tihgthe o shikllepiinttlhe aEbpe Bherefore,

t he neral inventive concept as defined by the . .
appeﬂggﬁ %ﬂ%é?ﬁé%ﬂ&ﬁ%r&ﬁ? %g%?@%feﬁT%éctsli% PpBybimited to

W SE U - S: A t ab] | t [
devi cte}?eco _?%Jé%l%ﬁ%@a&in?m%%%a i ger%%% ?%ﬁv?iﬁ?%ﬁgh%ﬂsgts
conuiy &3t 1 o0y Wd k- 8,80 et erpal ﬁ@é’éf&n%&?&%%ho%s

whi ch stores data having a nest structure W
pl ur akdd ¥ Kat OWRS fH s Wd@%&h&%déﬁ@f‘ﬁirﬁ%egroﬁythe

second identifiers exist in an upper hierarchy data

i temspent idd estdpe aof itisd daentdfi Bive@vdOcdncept as
control section which directly accesses one of the

| onerdéf erext dhy et aappemed hataimss i aved ugledi i neglievalents.
upper hierarchy data itemidentified by the first
identifier



10

15

20

specified by a command and is identified by one of the
second identifiers specified by the conmand, when the

15 conmuni cation section has received the command
specifying the first identifier and the one of the

second identifiers. 2. A poy h?ble el ectronic device LLOYDWISE
according to claim1, wherein the upper hierarchy

data itemand the |ower hierarchy data itens are of
expression formats cBipdséd C%BI%FD altag as a i
correspondi ng one of the first and second

identifiers, a data length, and a data val ue. LLOYD

WSE - 117 3. A portable electronic device according

to clai mA, ponwhebkenclénttbeicadevinher eonpeising:

conmuni cati on section has received a read comand

speci fytsgmthechtish kdepibhi @hiandmakee obmhbeisecond with
identifiers, the control section reads. 5 out only one

of Lthe-lowergbierarchy data itenms that is included in

the upper hierarchy data itemidentified by the first

i dent]f] e d e d n [
idem%fﬁ%%\o%? @héhﬁfs?éaégegéﬁﬁ h%gﬁﬂ?f?eﬁéggpégﬂl ggre 4o
by, the A port [ ectron

Hé%?%e aegBFaihEHHS CF8WﬁF1hle @Vngag ﬁgmgasgentlfled
where the communi cation section has recei ved a dat
Enaﬁ@@oe%nﬁﬁﬂatéBé@FFyﬁﬁ@SFhénf?Pstp?aeH%?F?éFhansata item
one of the second identifiers, the control section
tdentiésedi hvoadaiasyi ¥éanbyfipe/ dard change 15

command, only one of the |ower hierarchy data itens

t hat &sconhebldedcthnonhhehiippediheetaychycdatasi bem of the
identified by the first identifier specified by the
daliarchangerepynmandaandems that is included in the upper

hierarchy data item identified by the first identifier
specified by a command and is identified by one of the
second identifiers specified by the command, when the
communication section has received the command specifying
the first identifier and the one of the second identifiers.
2. A portable electronic device according to claim 1,
wherein the upper hierarchy data item and the lower
hierarchy data items are of expression formats composed
of a tag as a corresponding one of the first and second

identifiers, a data length, and a data value.



is identified by one of the second identifiers

specified by the data change conmand. 20 5. A

portabl e el ectronic device according to claiml1,

wherein, in the case where the comruni cati on secti ohlLOYD WISE
has received a sequence spegﬁ yi ng read command

specifying the first identifier and one of the second
identifiers, the control section reads out,  in

sequehce ApeerfrBéepsleRErPRENDAGY 5ES aci@édlgngEnEéalm 1,
speci fying read command, those of the | ower hlerarchx
dacaeinensnt hhe @aéeuwbEQGeahenCPm@uupﬁét10h|é?ﬁﬁéﬁy as
data itemidentified by the first identifier
speelﬁeedabyeadecsmmaedcepepeﬁyiygngheeﬁdrsonmdadtaﬂder and
are 5 identified by those of the second identifiers

spechfi edebyecbhe seguenceespecthyi sgnteall seamnnd. rbads .

A portable el ectronic device according to claim1,

$@€r§hﬂy bRe1BE cASC1¥NELEnE BB CORYURLERL i PBnSCERLEONis
received a del eting command specifying the first

&98 %ae£n19h§n98§g§ HEeEQE 0899? gggﬁliasaﬁlfaas by the

sectlio etes on ne 0

lerarchy data itens t cluded in_the .
E+§?5rtﬂ§naa Seri SREFUGAERs PuatE Prad ppropna BRE is
identifier specified b% the del eting command and i
identified By ene eof Fhe seecsnd LBRELFTErS §5@€Pﬁﬂ@8 by

by 15 the deleting command. 7. A portable electronic
tle¢i teadccondang-to claim 1, wherein, in the case
where the communi cation section has received an

addi t¢onah portabyjecoimmandospecidéying dheofdisy to claim 1,
identifier, the control section additionally wites
fRtBelP, in the case where the communication section has
received a data change command specifying the first
identifier and one of the second identifiers, the control
section rewrites, into déta given by the data change
command, only one of the lower hierarchy data items that is
included in the upper hierarchy data item identified by the
first identifier specified by the data change command and
is identified by one of the second identifiers specified by
the data change command.

5. A portable electronid device according to claim 1,

wherein, in the case where the communication section has

received a sequence specifying read command specifying the

first identifier and one of the second identifiers, the

control section reads out, in sequence specified by the
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20 be additionally witten, assigned by the additiona
witing conmmand, as a |lower hierarchy data iteminto

the upper hierarchy data itemindicated by the first LLOYDVWSE

identifier specified by the additional witing
conmand. LLOYD WSE - 119 §l A portable electronic
devi ce according to claim1] lerein, in the case
where the communi cation section has received a_search
eeAnanac speerif¥ngJoneadf CoORBaBdcohBoSpdeht FRPel8WeEhe
control section searches for the upper 5 hierarchy
Haenarcem dathuditagsohbabf arheinohededli énarbhyupgara
itens identified by the one of the second identifiers
Epecatchd bytahétsmaidhntdomraddby9thA porsablidentifier
el ectronic device according to claim1, 10 wherein,

kpetheieaspyWbpeestheegoanypeeaty0AgseehioBofASnd and are
recei ved a data out put command specifying the first

iQQHEifigﬁ’b%h€h698t59ltﬁ@PEE@BnﬁxiﬁéﬁE§fi€E9rQEEEQEied by
Indicating all the Iower hierarchy data itens existing

R L D5LRRET PLELEVES Bpha LB 1 by T
ConHHEQ' A portable electronic device acéording to claim 1,
wherein, in the case where the communication section has
received a deleting command specifying the first identifier
and one of the second identifiers, the control section
deletes only one of the lower hierarchy data items that is
included in the upper hierarchy data item identified by the
first identifier specified by the deleting command and is
identified by one of the second identifiers specified by
the deleting command.

7. A portable electronic device according to claim 1,
wherein, in the case where the communication section has
received an additional writing command specifying the first
identifier, the control section additionally writes data to
be additionally written, assigned by the additional writing
command, as a lower hierarchy data item into the upper

hierarchy data item indicated by the first identifier

specified by the additional writing command.
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- 119 -

8. A portable electronic device according to claim 1,
wherein, in the case where the communication secﬁion has
received a search command specifying one of the second
identifiers, the control section searches for the upper
hierarchy data item including one of the lower hierarchy
data items identified by the one of the second identifiers

specified by the search command.

9. A portable electronic device according to claim 1,
wherein, in the case where the communication section has
received a data output command specifying the first
identifier, the control section extracts information
indicating all the lower hierarchy data items existing in
the upper hierarchy data item identified by the first

identifier specified by the data output command.



