| 2 2 NOV 2004 Pseudo- Random Nunber GEnqrator The present invention
relates to a pseudo-random nunber generator and particularly alflgomhy ?@4
exclusively to a generator for use in cryptosystens, for exanple a publi

5 key cryptosystem The present invention, in its various aspects, may
preferably be used in conjunction wth a variation of the encryption and

decryption al gorithns discl i LRU P atent application \VO
98/ 08323 ("the NTRU pat ent PREad-Rantfin nBA6E ) Shoul d be
understood that none of the aspects of the invention set out bel ow, or
defined in the clains, are restricted to use in that specific context. The
i nvention, i ihetpsesenlrinvesioagpleissy o pretidveranéhanitbet @eereonput partipGRERam
for carryi ngl Iout a nmet hod, as described below, a datastreamrepresentative
of such a 15MRUIRBRCEFPIBILAM 2 grnerater far Bieyisi Euntosysiemsefor whiple capyilies
such a gonpuigyf -RHREYAM,. The invention further extends to an appar at Us and
to a systemwhich is adapted or configured for carrying out such a nethod.
According to one aspect of the present invention there is provided a nmethod
of 20 decrypting a cipher polynom al e using a private key f conprising:
(a) Conput i ndhe Preseal InptipRoMH H$ varioustrepestsa ey preferabipte gecaimdeanjiusctioan

i nt . (b) _Ret.er i ni he basis of the trial, polynoni.al a, h
the” poi ynont i 6 ot (A0 shISyRECeR, Rerlion plaeBinhDubelpseadin B Y HRHG
whi ch coef f i pCaatem apslibfioe We0198/08623 hend NTRIU pdad: ¥pRIagbn’s. afwklehy to

have caﬁsed the failure to decode; (ii) adjusting the said coefficient or
coef f i éPent sshayldidei vdertogdvibat neme of dhey awpastal of tndnydntion sat vefrpeiong dro

decode the cipfiely iRy BAMsAre GedtitdillPio € i \EW stpreg:i?ilc context.

The invention, in its various aspects, further extends to a computer program for
carrying out a method, as described below, a datastream representative of such a
15 computer program, and to a physical carrier which carries such a computer program.
The invention further extends to an apparatus and to a system which is adapted or

configured for carrying out such a method.

According to one aspect of the present invention there is provided a method of
20 decrypting a cipher polynomial e using a private key f comprising:
(a) Computing a trial polynomial a, where a =f* e (mod ¢) and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:
25 (1) determining which coefficient or coefficients of the trial
polynomial g are likely to have caused the failure to decode;
[(if) adjusting the said coefficient or coefficients to define a new trial
polynomial; and
(iii) attempting to decode the cipher polynomial e using the new trial

30 polynomial.



30 polynomal. 2 2 2 NOV 2004 This approach, of attenpting to iZ2enhiy opfe
i ndi vidual errors, and correcting them ere possible, allows a

substantial increase in efficiency over prior art approaches of attenpting
to correct the entirety of the trial polynomal a, all at once, w thout
tracking 5 individual errors. To increase efficiency further, the algorithm
preferably attenpts to determne, a priori, which coefficients of the

trial pol ynom ' i kel - e.caused the failure to  decode (when
that occurs) th r_Eel er?g%: ISB/F a%{%%&é&d%?cf fc%flt_éﬁt &‘edPE‘V@gFlt O st BYRGUIPS OR 1
..... 10 respéetd pesiblepelitvad & onstadtialiaie iR FRANEE 00k Hiite afdiphbaend Lof
decode. The coefficients are then taken in order of eXpectation, |argest

to small est, EAPUREOLAfELRtc ey 9y theridal pobynoerialen el andjces without, trawkingr t her
attenpt st o deceéfuiiRgofd pher polynom al is nmade based on the new trial
(adjusted) polynomal. If that fails, the next coefficient is then tried.
This is repeated until the cipher polynom al decodes, or until the attenpt

to 15 decode. i.s abanfl ned. In an alternative arrangement, a nore conpl ex
ordering of pPOIYHERCAILCItHSY fpdherihp elgprthayprefasably Rigsniito to ddternpossi riidrit v
that two or RQBE@ efeftifients Qgfik Gign - ncorrect. Wit his.,approach,
the coefficients i ne tlhen pol y&%%hgl b%?@%%f? %edhlz{iec%é? aﬁ% Cﬁbge?ot%f" r@ﬂﬁﬂ% to

respective edpadedthonthat otavgt)y Brefemblyy Giepseffefenbeirbgotdtcadcattfe of teai | ure
to de %de. Tehe lqfefef_xi cit%e}r(l)t orf .roug of cogffi cients with the | argest
expect at’i on TSPEHER R HOrE gt Phing theamse oh iy fetlyrg|to desapoml s costficiamtst

; ail's, the ngxtiheorkén o @bt GTexBEQMRR, laQ%es f&%frﬁéllgét?é]{dza:!e ﬁgjh%%?'ane 0gaLhe
ppropriate adjustnents made. The process Is repeated unti he™ ci phér

pol ynoni al prdisercrsh gdiesiaeat. aifurther iattempe tatie@adptth¢ ciper pdynbmial 25 made

abandoned. T ri.0ri .atign of a.coeffici.ent or of a_group of
coefficient SB Séalar?gl tbﬁéé\ggellj%zg&%?te@ﬁé?wmlﬁr elfftﬂléﬁté@ ol I}?ég/"%fgiﬂé‘?téﬁ h5ved
according totddie rEspacicpysed agdlf theiciNer polynomial decodes, or until the attempt to

15 decode is abandoned.

In an alternative arrangement, a more complex ordering of polynomials may be
calculated, to allow for the possibility that two or more of the coefficients may be
incorrect. With this approach, the coefficients in the polynomial are sorted according
20 to their respective expectations, singly or in groups, of being the cause of failure to
decode. The coefficient or group of coefficients with the largest expectation is then
adjusted to create a new trial polynomial. If that fails, the next coefficient or groups
of coefficients is taken, and the appropriate adjustments made. The process is

repeated until the cipher polynomial properly decodes, or until the attempt to decode is
25 abandoned.

The a priori expectation of a coefficient or of a group of coefficients being the cause
of the failure to decode may be determined according to the respective coefficient
values.  More specifically, the expectation may be determined according to the

30 proximity of the respective coefficient values to a predefined coefficient value, or to

e



val ues. Moire specifically, the expectation nmay be determ ned acco‘?ﬂe% to
the 30 proximty of the respective coefficient values to a predef V?ﬂ{M
coefficient value, or to 3 2 2 NOV 2004 predefined maxi mum and m ni num
requi red values. Where the trial polynom al has been reduced to the |east
positive residues nodulo q, the predefined coefficient value nay be taken
as qg/2. Alte fiM&l Maxivhes trial polynom al _has been reduced to the
| east absol u? Fe@% feﬁgi dﬁxgg nodgﬁl%ﬁgm%lﬁlgﬁretqﬁge%i 8tt at' Wst?‘ﬁé?alt%’?lﬁ%%%‘&{ bgson

‘the 5 proxi mbegn eiuteddo goelfehitqiositive réspival AR Qrthé Bredefihed chelficient value
Al ternativel %Wt hetE/a coul d/ be , based upon proxinity to the values gq/2 -1 and
- g/ 2. The prBYitH bt ¢he Aderrpiivslanvheratiesial polyneminl ddebeaetduatdie or

val ues may be,used abasiuth@s; ints to,an error-correction | ookup table
whi ch defines or assists i ?11%9%%}{1%@%% gl.(ffnttililg FPHLFUGE TR BE AR5 RPOY sy

preferréd enpodimenef thetroefisignmomi @b and/bstoceptr €. alQuknag49; haPdohfiere
expectation hé Hasgd ugon. tpe absol ute values of the coefficients. A
coefficient AEYCHRORBICTIPLY LN XoldFT@H< 0 Ard o/Bubtracting fromit an _
integral value. 15 Where applicable, the anmount by which the coefficient
is to be noved, up_or down, nay be determ ned in advance according to the
paraneters t hhe prainity sthetcoetlieomtiealutdie the beideRhedRESAGEyalTERhBAbL Ysed he
exact anount as?fthtpxﬁgfe u'%r d_shift can be  calcul ated in advance, al ong

f Pt

< Shif CIIOB RS dP PR Ebln phisdr defingecr aspistshm

with the diréction

i nventilon theefnihg tier ededetedbermtibed of 2 walddat Lﬁgo%ﬁ{%ggﬁ@{] §8rr1&§$m‘ﬁa§§55? €

conprising: (a) representing the nessage as a nessage

encrypting t FateEsibaye z¢iel pad thalexpastation nis shaseplupon pbd wbartital valudsChf ashi ng
t oget her inpuigrLigpsesentative of the nessage polynomal 25 and the cipher
polynom al to create a hash output; and (d) transmtting to a recipient
both an encrypted nessage defined by

A coefficient may be adjusted by adding to it or subtracting from it an integral value.
15 Where applicable, the amount by which the coefficient is to be moved, up or down,
may be determined in advance according to the parameters that were used to decode

the original message.  Typically, the exact amount of the required shift can be

calculated in advance, along with the direction of the shift.

20 According to another aspect of the invention there is provided a method of validating
an encrypted message comprising:
(a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
(c) hashing together inputs representative of the message polynomial
25 and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

The hash function inputs are preferably concatenated.

30



t he ci pher polynom al and information based on the hash output. e
function inputs are preferably concat enated. 30 4 2 2 Nov 2004 P?g]ngil 04
the hash output is transmtted as plain text to the recipient in
association wth the encrypted nessage (for exanple, concatenated with
it); alternatively, the hash output may be mani pul ated in sone way before

bei ng sent ( j 0 I f be encrypted,. although this would not
signi ficantl 396?%%}3 1é'\’/éﬂ eggé%?’lg{p% 18 %ar\?\ﬁ’étﬁydt arf’elﬂﬁ‘é‘ﬁ’éfd@ tg% I§CEHBRLABRSSqtion

reci pi ent mayvitothel dnorypaldi tlatsagd (RF kifpik! megét@&i wiﬂ{'ﬁ%y%t thalless2g8 by
checki ng the_hash out put against a re-calcul ated out put based on the

recei ved ci pheih p8PYiHBH B Manpulates deondedymbasadgeinmen e alcouldfitsetfebet wo
out puts matc e can.pe accepted as cqrrect. If they do
not match, ?Bcfﬁ'ﬁtgd%%@g%gth@%gggog%ﬁ@n & IPRJOE S84 ™ Phe ci pher

pol ynom3al may be represented by ‘a series of bits which are packed to fill
bytes before _transm ssion, and before. input into the hash function.
Li kew se, t héVhesi tBpE1EsHEE prispsised, theyresipisot iney cepfires ealidationyl tresemsesttaf

bits (prefer i ] oefficient), and these be sinmilarly

packed i nto g@%r}ég&%egéragé Bg?fri\‘cjg(:k%n%stﬁgggstrlﬂ‘f@uﬁﬁ%ﬂ%%air%'cgl&i‘la?egglm‘ﬁ’@?gh?

pol ynoni al - baerkceivyp tiphys pelBom Al dn@ ke BESH dBR fessBRNSIIAMdmial O & Bt of

val i dati ng an encr tedlzfgaass ge conprising: (a) encrypting the nessagetext

to forma ci BH@P%Séﬁ/{)t?hﬂ %B‘?ﬂfﬁ%ﬁﬁ%ﬁgﬁa@d@eﬂ@ﬁ@ted ayporisct efrtbeyede not matchf 't he

messagqiext ahdickheahAaklaXliale Legaie a hash output; and (c)

transmtting to a recipient both anf encrypted nessage defined by the

ci phertext, and information based on the hash output.
Thg cipher polynomial may be represented by a series of bits which are packed to fill
bytes before transmission, and before input into the hash function. Likewise, the
cipher polynomial may also be represented by a series of bits (preferably two bits per

15 coefficient), and these may be similarly packed into bytes before being hashed.

The method is not restricted to polynomial-based cryptosystems, and extends more
generally to a method of validating an encrypted message comprising:
(a) encrypting the messagetext to form a ciphertext;
20 (b} hashing together inputs representative of the
messagetext and the ciphertext to create a hash output;
and
(c) transmitting to a recipient both an encrypted message defined by the
ciphertext, and information based on the hash output.
25
' By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an
attacker undetectably to modify either the messagetext or the ciphertext. If either is
modified, the corresponding hash created by the recipient will fail to match, and the

30 . system then preferably rejects the message. To prevent this information being passed



25 By hashing together the nessagetext (p§ai nt ext message) and tBe

ci phertext, and transmitting the hashed value to the recipient, Zil N&v:%W
virtually inpossible for an attacker undetectably to nodify either the
messagetext or the ciphertext. If either is nodified, the correspondi ng
hash created by the recipient will fail to match, and the 30 systemthen

preferably reggets tHenBalBS this.inforpatian bei ng,passed 5
2 2 NOV 2004 back to the Z‘?tgg’éfgl?edog’ﬁ%eé%g?% Se?ﬁé@%éﬂ%ﬁ?"g@egfw R m
t he sender ofresgiredisephetterg waseakd.ved ci phertext was valid. The plaintext

nmessage may, in the preferred enbodi nent, be a binary representation of 5
a sequence of bytes, each byte being representative of an al phanuneric or

ot her char aqt}@][pldiﬁteitf}ﬁes%‘g%stﬁ%e 111{ {Bﬁteorégﬁ?éﬁsen%lﬁ)od%eﬁtr B! ?S] giﬂtﬁt f%p{seggrﬁfrﬂg%)ﬁ%d a

According to a further aspect 0 resent invéntro
met hod of prosegotiargofabyiey praok yyte ireibp aBp@sEtivicPbR al rARRRISSHOBraghack,

conprising: 1 applying to a plaintext nmessage to be encrypted a
protective c?gﬁr%(g%r Wﬁ@ﬁf ﬁﬁssggec%ﬂh%dkweﬁ,ranﬁ’@lﬁdéﬁ%@m protect ed nmessage;

(b) creating fromthe protected nessage and the ci pher key k an encryption
i nput nessage; and (c) encrypting the input nessage. 15 This nethod
ensures t hat Ackerdingto & hather sspset ofgthe poasyit iedentiohl thete fif @Fovidedad method of

unpr edi ct abl o ' ven if .an identical ssage.i.,s sent nmultiple
times. The i?ﬁ"ﬁ@i’r@ﬁ?ﬁ“’a e‘E’%@PEB}ﬁ?‘BFa{BH‘%}P MEREBSIBY aE%Ff@&‘?@Wé%IF%ig the

prot ectléd message (i igplyir@td diplatitdRBBHesdhBY to JnchH Ke¥ibay be the first
part of the input nessage qor the last part of t'he Input nmessage.

Alternatively, the ciPKERaINRY 2 giphehieeydotrpmduce aprateytedmidsergeconveni ent way
wi th the protect e¢\ B35S0 tl?erp%g{egte& r1%1%:;3651%(6:: 4R El{eocri]pﬂe? leJ}JE k an
encryption input message; and
(¢} encrypting the input message.
15
This method ensures that the text that is being encrypted will differ in an unpredictable

way each time, even if an identical message is sent multiple times.

The input message 1s preferably created by concatenating the protected message with
20 the cipher key. The cipher key may be the first part of the input message or the last
part of the input message.  Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input
message. The only requirement is that, when the received. message has been decoded
by the recipient, the recipient should be able to extract the cipher key and hence
25 recover the plaintext message from the protected message. Concatenation is merely
the easiest and most convenient way of sendiﬁg the cipher key along with the

protected message, and having it easily available by the recipient.

Preferably, the cipher key is recreated, at random, or at least substantially at random,

30 for each new plaintext message. The cipher key may be generated by means of a



message. The only requirenent is that, whgn the received nessage has been
decoded by the recipient, the recipient should be able to extratf Now 2004
ci pher key and hence 25 recover the plaintext nmessage fromthe protect eaﬂ
nmessage. Concatenation is nerely the easiest and nost conveni ent way of
sending the cipher key along with the protected nessage, and having it

easily avail ap} 8,1 P¥ed1be i i Pref.erabl t he cipher .key is recreated,
at random or lat fe%st s %gatkglrrl%ﬁgm fug}bef ag]ea%ffﬁtor 80 @E?m té%eﬁ%néwrﬁ?%il?ﬁext
nmessage. The gengrited biyemy iyl bendemereatrel, BMciBapmy He @rifed 2orNMmp®Ofrom

sui tabl y- seeded.pseuq%&- random nunber generator or, alternatively, it may be
gener at ed by Wmng Q) KeYSIRKEHAH mavReropgmesisch as may be derived for exanpl e

from the timng of keystrokes or nouse novenents. 5 The protected cipher
may be a sinple stream cipher. In one conveni ent approach, the cipher key

is used X o sddd paotpselidpherangobe AuiRs stBRARLEILAT WHERohReRel 8pRHALEShAN
out put sequenc o{( seudo- random nunbers. The nunbers in that sequence- are

then applie§'6 fHeS HHi Wisatht Peudpsedemoturnbrs goheritor eskichibersgisrates an
produce the pLALE@EhceBSSAE. L.d be, done, for ex I by .addi ng
or subtracti ngﬁbt hgeéqgsé:tjdq?%lgﬁr%n%g}%nnﬁg%ﬁ%fs% gn’tuﬁgerﬁﬁ%heart ge 3%?%%%& ?Dhg
the plai nt exappissistaghe indivithe elamentpoetier slettamraediazent prédite phapriiaxsd

nmessage i s r[enﬂer esentﬁg\ as ugd?p:f:n%{ré sequence, W th the pseudo-random nunber
gener ator beifig &t angdu°? eARE T PIBfo-Waiiing segiircindhepigidobased
upon t g Ci p'ﬂéﬁfdolﬁﬁ\/unﬂﬁ:rsltBQh@ﬁ%beﬁ%r?e%@ngﬁhgi;?aiﬁt@ﬁr{gés%p#t ext message are

then XORed with the pseudo-random bi't uce t ot ect ed nessage.
Wth such an approach, the recipient, once he or she has decrypted the

recei ved nes tracts the,cipher key k and uses tgat tp. set
. t

the i miti o o A Beka SRR bl UE R Best Terhat 1 SRR ROt Dinery

generator magequchen ich ulseGséwiodQAGH AL Ruribes CHHRRES Bfing ARHRBRDIS Scrvhtk o
Wil beldentlc%l‘vvldththose )

pseudo-random sequence of bits, based upon the cipher key as the seed. The bits of

15 the plaintext message are then XORed with the pseudo-random bits to produce the

protected message.  With such an approach, the recipient, once he or she has

decrypted the received message, simply extracts the cipher key & and uses that to set

the initial state of a random number generator. That random number generator may

then be used to generate a sequence of random bits which will be identical with those

20 originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

The plaintext message may, in the preferred embodiment, be a binary representation of
25 a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.

The input message is preferably encrypted using a public key cipher, for example a
polynomial-based cipher.  Other ciphers could, however, be used — for example

30 ciphers based on elliptic curve technology.




20 originally used to create the protected nessage. The plaintextgp%Sﬁ%@%gm4
may then be recovered sinply by XOR ng the pseudo-random sequenc f bt
with the bits of the received protected nmessage. The pl ai nt ext nessage

may, in the preferred enbodi nent, be a binary representation of 25 a
sequence of bytes, each byte being representative of an al phanuneric or
other <character in the nessage that needs to be transmtted securely. The

i nput nmessage is preferably encrypted using a public key cipher, for

exampl e .a poloenalinglte kadetheti RPEK .of XD S reLhPRESHGPY! ) r, he used -
for exanple 30 cjphers based og eIIipt?%ecuréeeﬁg@ﬁﬁo Sagfﬁgﬁgmbnﬁﬁbm2004
Accor di ng t o S8NFIRf REFPAEPect of the present invention a pseudo-random

nunber gener at or i e a plurality of first-tier hashing neans

each capabl e -of. r8@§?Qﬁ%§ﬁ§gtgﬁ*&ﬁi&%ﬁvgﬁﬁﬁﬁfe%ﬁ&a etidEFHAYnE respective

hash outSput; and (bw1au&my@mﬂﬁbh&gmﬁﬁﬁhg%9&%?&ﬂ§¢m§®&ﬁ .t 3kgs as input the
u

respective first-tier hash outputs and generates as output a pseudo-random
nunber. 10 Pref er 4Bl § Sec@Bgicohashing heanstwhitlerakhastinpg theassectray cal | for
addi tional entropy i ] n en, necessary. Alternatively, additional
entropy input may beﬁgﬁggﬁﬁgﬁﬂﬁﬁbl%?@é??a?ﬁsﬁFgmBFt%m%u‘TF%@QWHer hashi ng
means at once. When fhumbérer pseudo-random nunbers are required, one of the
first-tier hashing neans 15 preferably perforns a re-hash to create a new
hash output. That said new hash output is then passed to the second-tiér

hashi ng gneangrafviaBR, se@Sfike fiditi Lon_ of e _,further pseudo-random
number . Pref er ablayl? t he seceoi‘r-lllld§E %@g}aglﬁgg h?%%s %ﬁﬁ%ﬂ J%lr ﬁg%ﬁ%aﬂ §PE§PX HeUhgy
hash out put #hd WheReiekessaryout pltemativedy;i aiditionab uppbpiyethply nIaRebe Qlhtedl dd St

L er hashi nOyMRRS wE A: Ak 1alfinf el QPSIEL 1o Create the Turther

When further pseudo-random numbers are required, one of the first-tier hashing means
15 preferably performs a re-hash to create a new hash output. That said new hash output
is then passed to the second-tier hashing means which uses it in the generation of the
further pseudo-random number. Preferably, the second-tier hashing means
incorporates the new hash output with the hash outputs previously supplied by the

other first tier hashing means, hashing all of it together to create the further pseudo-
20 random number.

Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input

from an associated counter means. That ensures that the re-hashed output differs each

25 time.

Preferably, the said first-tier hashing means changes whenever a further pseudo-
random number is to be generated, for example by selecting it in rotation from the

available plurality of first-tier hashing means, Alternatively, the first-tier hashing

30 means could be selected at random.

R oY



20 random nunber. Preferably, the said ong first-tier hashing mearfs2wN0¥h2004
is carrying out the re-hash includes, as part of the re-hash, both its
previ ous hash output and sone further input froman associated counter
means. That ensures that the re-hashed output differs each 25 tine.
Preferably, the said first-tier hashing neans changes whenever a further
pseudo- random nunber is to be generated, for exanple by selecting it in
rotation fromthe available plurality of first-tier hashing neans.

Al ternativel ¥ cohetef inighhs th@€r beagiiigd B3P ABANS GOW S-HE §£hﬁl§t ﬁga@ o
ch of the

random 8 2 2 NOV 2004 A counter neans nmay be provided for e

first-tier haSHPAGYSTRANYNGS counien meavamayeieyysed tasupglyecontentignt meabsf ey be
used to suppleyCRURLEE.J R to all of the first-tier hashing neans. 5 The
first and SECOSI’IE}-'[IBEI‘I as %h%g means nmay be enbodi ed as software hash
functionds, preferably software hash function objects. Alternatively, the

_hashi ng meani rr%éﬁbe enbqdj ed in hardware. 10 The invention extends to a
pseudo- r andorhPRHFHER §aTRBAdtes hasiieg measgnanbeambaliyd agrodilvafohash fppdtions,

entropy to thgadipst skl WaloB ol e an engr .pool is
suppl i ed, thiBs rrgy@bsg spl%l?éggh? %{Oge 02031 Esp\c/)\c’))sﬁéefnagié{ﬁlﬁ’ %‘F%IB% megng Mayfed to
supply entr eppotlied am bapwetei ve first-tier hashing neans. 15 Wien generating

addi ti onal pseudo-random nunbers, the second-tier hashing nmeans nmay take
as input not only the new hash output but al so the previous hash outputs

fromthe fir ghetih@midashidgs BBaNgsb b 2 ' hingtad L&Y

hashi ng nmeans. The previous hasﬁseout %tdégaﬁuﬁﬁe&%é%tﬁggﬁlwoﬁ pahnt elﬁ%‘gpybe

concat enat ed ppolr foli SEPRIE dnirppt te the fitsetisehahihet ineansha$Mherg ameal®py pool is
supplied, this may be split up into sub-pools, each of which is arranged to supply

entropy to arespective first-tier hashing means.

15 When generating additional pseudo-random numbers, the second-tier hashing means
may take as input not only the new hash output but also the previous hash outputs
from the first-tier hashing means other than the said one first tier hashing means. The

previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

20
The invention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing
means which is fed by a plurality of second-tier hashing means. Each of those is,
itself, fed by a plurality of first-tier hashing means. The first-tier hashing means are
25 provided with entropy input as necessary. Other analogous multi-tier systems are of

course possible.
The invention further extends to a corresponding method of generating pseudo-random
numbers. It extends, for example, to a method of generating pseudo-random numbers

which comprises:

30 (a) supplying an entropy input to a plurality of first-tier hash

-



20 The invention further extends, nore ggnerally, to a nmulti-ti e2 %M‘é&ﬂﬂ’f
In a three-tier system for exanple, the pseudo-random output is produced
by the third-tier hashing neans which is fed by a plurality of second-tier
hashi ng means. Each of those is, itself, fed by a plurality of first-tier
hashi ng means. The first-tier hashing neans are 25 provided with entropy

i nput as necessary. fiEH§d 3 (e St are of ourse
possi bl e. The invention _fsuafﬁ%1 ﬁgl?&g[ﬁegr?sgs&# %G%ﬁg%?lryyecgg‘gﬁmlﬁﬁu%%%d of

gener ating pseuddb) sumpdying therttash sutphik aexiperds a séond-eéamhFundi@na met hod of
generating pseudo-raﬁdﬁm nunbers which conprises: 30 (a) supplying an
entropy input to a PrurafTe§cdes eypEe-pswio-apdam gumber. NOV 2004 ~ functi ons
and generating a respective plurality of hash outputs; and (b) supplying

t he hash outputs as inputs to a second-tier hash function which generates
as out put aAssertirg foandisthenastret of teAveendinvgntion thert Us phefideaspasthdf of he
present inventli. here i rovided a nmethod of identifying the end of a
di gi t al nesé%é%l?yrc}g%gl%i%f]r%?%(%sﬂ BEHEeT tRERTHY a first string froma R
plurality of nessageorgires®itStirsOftrife fbsSt : id message
el enments defi ni ngﬂgn end el ement ofﬁgfrh%%n%g%éggﬁe?ﬂlﬁ%ﬁ%ﬁ%%?%@@zero or nore
non-message 10 el®idHbisyes. onpef thiessit! meppree eldp)ensplefivinggna conver si on

function to the fisst onve it.into a second string conprising
a plurality of el egﬁgr?tlezﬁ%nlft gthtseg%e%?%etégg‘?eq h%Z?fBH%,’Pé? BQP‘?’G?F@ggon bei ng

arrandéd to map aldlempassofihe figdtnygegs to an out put space which is snaller

than a space defined lf)}’ all possible second 15 type el ement conbi nati ons;
and (b) applying a conversion function to the first string to convert it into

a second string comprising a plurality of elements of a second type,
the conversion function being arranged to map all possible strings to an
output space which is smaller than a space defined by all possible second
15 type element combinations; and
(c) selecting an end of message marker to identify the position of the end
element of the message from a plurality of elements of the second type

which, in combination, fall outside the output space of the conversion

function.
20
The first and/or second strings may but need not be treated on an element by c¢lement
basis, for example as a datastream. Since the strings are, to all intents and purposes
bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-message elements necessarily have to corné
25 temporarily after the message elements when the first string is transmitted as a

datastream; they could just as easily temporarily proceed the message elements.

The conversion function is arranged to map all possible first strings to an output space
which is smaller than a space defined by all possible second type element

30 combinations, thereby defining an “unavailable” space which is inaccessible by the
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(c) selecting an end of nmessage marker to ilgentify the position g th& end
el emrent of the nessage froma plurality of "€l ements of the secon 2 rﬂ) V 2004
whi ch, in conbination, fall outside the output space of the conversion
function. 20 The first and/or second strings may but need not be treated on
an el enent by el ement Dbasis, for exanple as a datastream Since the
strings are, directional, it wll of course
be under st ood 19 %Ig‘%elrs’tl etﬁ%}@%sgﬂbﬁﬁ c?(??l‘%%é%ﬁ%?’“@bé% selgesed rf@é’ésasﬁ]ilfﬁl}im@fan
that the non-neksage & dEeBRtSnd8HeSHREN, | QAYENLBNC HUTE withid BER Ol Lés%ﬁf‘f”t er,

the message el enents when the first string is transmtted as a eam
they coul d jusfPHS easily tenporarily proceed the nmessage el enents. The
conversion function is arranged to map all possible first strings to an
out put space which is smaller than a space defined by all possible second

type el enént Be:feabllyi thetfironsuing %h@QYesdﬁgé 'eﬁ‘& @fnbm&i‘?ae\{é}h‘l::rﬂ y d. rﬁgas%%qned

whi ch is inaccessible hy the 10 2 NOV 2 conver si on nction
end of nessages‘i%‘?:’ KEPPIeESFpicguencd Otf teynary e|b€tru|¢rm i tly tief mostl prefentd emﬂaoﬂhﬁent

second type whigh W thint i ngccessi.bl e’ space.
5 Preferably, P%emn:v?rggﬂs”ﬂt% lrn?ﬁégd gsrc:?r%arnl%e%go Coggﬁﬁéﬁal@n%ﬁ" FREMS l%qoe}reﬁ?félaff”and

the second st elengnisonipiliespsssagesie (EBEBaRT 9 LHRRENNRhE TR Ssual ) vtnhleoeyq? s
preferred enbodi nent, 5311 ﬁg %jerm on function is arranged to conver
§

bi nary el ement S5 e em@}té’r@k?seachfblﬂ%bmg§@g@dlS@patrewgertronh&te 19

bi nary eljgnent S first ar
1|9 el gmerlu@ bl ogt&ls@% eglgehmﬁtr%%ékylféﬂdﬁgngféapgdm é%ﬁ%er’:ﬂzbe B o?ﬂa‘f"ﬁg nfﬁ %?Sﬁ%ge

The | ast bl ockelemf@nfﬁot filled by the nmessage, nay be padded with
non- nessage elenents. The end of nessage nmarker may preferably be the sane
‘length as the length of the '

The end of message marker may preferably be the same length as the length of the

second string.  Specifically, in the preferred embodiment, the end of message marker

15 comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert
elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);

20 but it may have a higher base,

Once the second string has been created, this may be combined for example by
concatenation with the end of message marker, to form a third string. Where the

method is used in the context of encryption, the third string may then be encrypted and

25 send to the recipient.

The space falling outside the output space of the conversion function may be divided
up into a plurality of parts, each part being representative of a position within the first
string, so that the position of the end element of the message may be identified by

30 selecting an end of message marker which falls within the correspdnding part. In the
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second string. Specifically, in the prefgfred enbodinent, the 20dNaY 2004
nmessage marker 15 conprises 12 ternary elenents In nore general aspects
of the invention, the conversion function may convert elenments in one base
to elements in a different base. Preferably, the input to the function has
a |l ower base. (eg binary) than the out put fron1the function (eg ternary);

20 but it mayrdfayel antbodieh: b%es%lghﬁﬁcet he cﬁsﬁ? Sﬁl{tb NtH NAgs bg&;rﬁ:f Hehat ed,

this may be conbi ned for exanple oncat ena 5 Wwth the en nessage
mar ker, to foemesgntahve of eterdfnle pdAhmneumihm th%ﬁdﬁ@_sdﬁnsSsttlﬁgd in the context of
encryptlon the third string may then be encrypted and 25 send to the
reci pient. The space falling outside the output space of the conversion

function may beush ¥ deshgedient. the eAd B%“ E{eééao[e B{né)rf(erpﬁﬁjt $e cRB&R sQlﬁEtEntl?'ﬁl S

representative of a position-within irst string, so that the position
of the énd elaent o aggieumelswagblenmarkdre filemtvithinghle byd BOt.sel ecting an end
of nmessage marker which falls within the corresponding part. In the 11 2 2 -
NOV 2004 preferred embodi nent, the said space is divided up into 19 parts,

each being PeTeRBEN@hinEe Gfst@RBOMhe A& cRASHT bORS mth Ek My Bl st
string. In such an arrangement, the end of nessage nar may be chosén -

subst ant i al | ydiggent ghg a%mwsaggrﬁm@tsoumm pﬁmsllblmwmcﬂ{@pé efsghlialngnduiitt hi n
the said par r t st strin d enen f -the
Lowlf! & %@H}p)/ﬁ' b¥.‘\‘ &QJ J&g (P ?h € BGH- ngsg%e clely eef\lrtg i} Tay%ng/

nessage may e ime ent

That i 90 howesteratedby a@szsdantlmabr, ofaeﬂlﬁnérits fr@@Mh@l nf)ﬂmegsa@memetm ermssﬁ;gﬂd
that the non-ne s elements will always be 10 separat ed by a flxed nunber

of elements fFB clegentheQdd da centammapplicationg eontain dgaden grBHier SHoENaiAmNt s
could in cergi ﬂeé’%ﬁ% LE %tahﬂ'ﬁﬁteﬁ %Q&lﬂgﬁr heﬁﬂ %at% regﬁlﬂgc[ is Jﬂgtotﬁgﬁbélﬂgrh of hat

needs to be transmtted I's r
position of theé elegredt ef @reemtssage g mmq;maaﬂe;ert&;ermmeqlf&bm the ed@toénmssmi: from
the end of messkege

15
The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream

representative of such a carrier.

20 The invention further extends to a method of encrypting a digital message including
identifying the end of the message using a method as set out above. Preferably, the
encryption includes the step of encrypting the third string before passing the encrypted

information to the recipient.

25 According to another aspect of the invention there is provided a method of
determining the end of a digital message, comprising:
(a) applying an inverse conversion function to a third string
comprising a plurality of elements of a second type;
the inverse conversion function taking as input a plurality

30 of elements of the second type and converting them to
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mar ker. 15 The invention further extends jho a conputer progrghPfNBYc2hyi ng
out any such nethod, to a physical carrier carrying such a conputer
program and to a datastream representative of such a carrier. 20 The
invention further extends to a nethod of encrypting a digital nessage
including identifying the end of the nessage using a nethod as set out

above. Preferably, t@pjurggﬁp[)ya&h@ﬁsi()pghgg%etapgd&&%ﬁn&% encrypting the
I'n

third string before Pasm ng the encrypted ormati on®to the recipient. 25
According to anot her thakpplaraliof of Hememsy eaktehas itphetahé fuptioyi ded a met hod of
determ ning the end pf digital nessage, conprising: (a) applying an

i nver se conversi on f%ﬁ%@?rocﬁ%f%lsﬁaf‘ﬁ?‘f?ifg@?ﬁsi‘%?gmaﬁl,‘%rrfﬁlﬁns BEUBUpl urality of

el ements of a secondoftt)i®QinctiB€hi MELSE nPRANEL S . aking as input
a plurality 30 of elenments of the gec“élnd tyaghgﬁﬁggtggﬁgﬁ%g themto 12 2

2 NOV 2004  a pl ural heyagiveavelwenesdof a first type and determining that a

plurality of ele . en-as_.i.nput to the functjon, = together conprise
an end of rressagg?ﬁ)tﬂ%kg%%v%hagtﬁrsfﬁgn%ﬁ}fepﬂﬁpm ﬂ?ar@“?tlﬁ’ﬁc?t‘%lﬁl%as mor e

signi ficant el ement sthafpdrtien &1 the bufphPRhich WabprdefhieoMak ue; and (b)
taking, as a first strin the output of the function excluding that

portion of the out puttdHineaisagssnarisess enskdeteaminiag Bf posionevithiof nessage

mar ker, and det er m nj,pg.dihe; RSi.LI it hi the first string of an end. .
el enent of the message éccolrnd’ﬁﬁshteg&e%te{}%ée%%%ﬁle%ﬁgen%%g far ker . ,

10 the end of message marker.

This, essentially, represents the inverse of the method described above for 1dentifying
the end of the message. This method will be used by a recipient who needs to extract
the end of message marker from the information received and, from that, determine
15 the position of the last element of the message. With that information, the full extent

of the message may be determined and the transmitted message extracted.

Preferably, the inverse conversion function takes, as input, 12 ternary elements and
produces, as output, 19 binary elements. In a more general form of the invention,

20 however, the function may simply convert from one base to a different base.

Preferably, the position of the end element of the message may be determined
according to the amount by which the output of the function, when provided with the
end of message marker as input, exceeds a given value.

25 |
The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream

representative of such a‘computer program.

30 According to another aspect of the present invention there is provided a method of
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This, essentially, represents the inverselgf the nmethod descri2b2dNBY P84 f or
‘identifying the end of the nessage. This hethod will be used by a

reci pient who needs to extract the end of nmessage marker fromthe
information received and, fromthat, determ ne 15 the position of the |ast
. element of the nessage. Wth that information, the full extent of the
message may bgegedigod s 1tted message.extracted. .
Preferably, the&ﬁlvé’?sdggfg%lnvér%%gﬁ&é%%ﬁ@ﬁe({jgﬂ%?‘) $¥put, 12 ternary
el ements and prod(@ekcryating thtepmtrypted sbinlfgabpr@ﬂuea@ﬂﬁ@.stﬂi .a nore general
formof the invent L(}n 1120 however, the function may sinply convert from
one base to a diff&PERPYHEHE npfrss ednypisipn fupsiopde p thishstofg t he end el enent
of the nessage may becdekigmdi: : ' t he .anou by which the

out put of the functiQn%mhélghgﬁ%\?}lﬁgog%\[ﬁgieﬁ%t%Seceo &% e”%gsage mar ker as

i nput, eXceeds a gi vénversd wayerdbn Tietion witd @ﬂn%}uratdﬂﬁﬁli@r)ﬁfends to a
conput er program for arrni()sir out ané,psuch‘ nmethod, to a physical carrier’

carrying such a conpdterc 1% RECORM Y P BncheqieEeribamno # phwdient ati ve of -

such a"conput er progrodglen@QtsAFEGTSH 2 f the present
invention there is provided a net hotg&o%ﬁf%%ﬂgﬁ%\@%pgg%ﬁﬁ%égr ypting a
di gital message frometaincafic fakpn eslinptirtonige fhaogsr, sdgether (@npilRanypt i ng t he
encrypted string to third string; b) .appl ying . an inverse _
conversion function Egggyﬁﬁlssr%geg}aﬁeﬁ&' el&ﬂ’%ﬁ”ité%tﬁﬁt%ﬁ GoBIRS y of el ement’d
of a set@nd type; thmcﬁebi@nﬁr@m&@ﬂe&ﬁgéﬂtﬁ@ﬁwﬂ@ﬁeit%&@%m @s, 1 nput a
plurality of el eg&gt@dof t he. second type and convertTng t%en”]to a

t

plurality of ele % ag afirstsiringy he oatput dbthe fmictipngx¢lhdinga plurality of

el enents, taken as i gt okRAt ion. together conprise an end of
nessage narker when thetpgut Suo??%%&{a?ﬁ&é L VAo Pipigative of the

end of message marker, and determining the position within

the first string of an end element of the message according to

15 the end of message marker; and

(d) recovering the message from the first string.

The invention further extends to a cryptosystem incorporating any one or combination
of the methods mentioned above.

20
According to another aspect of the invention there is provided a method of carrying
out parallel modulo arithmetic calculations on a device adapted to perform bitwise
logical operations, comprising:
(a) representing a series of numerical values {x) to be operated
25 - upon, by respective bitwise vectors;

(b) forming a first word (X.g) from one bit of each of the said
vectors, and a second word (X;) from another bit of each

of the said vectors; and

(¢) performing bitwise logical operations on one or both of the words.
30 |
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10 nore significant elenents of the first yype than a given vaﬂ@;Ng\(%Ué
taking, as a first string, the output of %he function excluding that
porti-en of the output which was representative of the end of nessage

mar ker, and determning the position within the first string of an end

el ement of the nessage according to 15 the end of nmessage marker; and (d)
recovering thersiRas e t I t.ri.ng. The invention further extends
to a cryptosystem i %%grg%?{aﬁdi%gcrgﬂﬁgs%%‘% IB?IU%%Snbi nation of the nethods
menti oned above. 20! Acpigsadiing atserieguftfiveter a8RREEal VhIubG) I Pyenti on there is
provi ded a nmethod of carryjn ut parallel nodulo ari t)’hrreti c calcul ations
on a devi ce adapted t%oebaé%qlﬂ?% EYF%P%C@\’est@’iS_@aflectoperati ons, conprising: (a)
representing a serjeeSofin i S.(x) to, be erated,. 25 upon, by
respective bitwi seG %\ec_t orggﬂ%%: Str‘Brérlgljrqg%é@ﬁ()&fal%%&?%{%fh Pt om one bit of
each of fhe said veetidvstomnanduarmeinobebon@ind d 1) HorPsmanRuler bit of each
of the said vectors; b’ﬁng &i) plerform ng bitw se logi cal operations on one
or both of the words’" 36 PP IIhosagxRechgesanchr ef erabl y, the met hod descri bed
above includes: ( emsesenti -1 es further nunerical values (y),
to be operated umOJlch))n,Ej by regs]%iet{g%ie\?g&%ﬁr\%OélggoG%g}e&?S?FCt(V@) T$tor mi ng anot her
first word (Y_o) frdfrésiddo.ohe) bi tn lafth drabspettivsesaidvi@stor §7,).and anot her
second word (Y1) from said anot her ’

10 Preferably, the first word or the respective first words are stored together in one
location, and the second word or the respective second words are stored together in

another, spaced, separate location. First storage means and second storage rneans

may be provided to achieve that.

15 In one embodiment, the numerical values and/or the further numerical values to be

operated upon are on modulo 3 and may, for example, be represented by terts.

The calculations may be carried out in software or may’ alternatively be embodied in

hardware, eg by means of XOR, AND, OR, and NOT gates.

20
The invention extends to a method of encryption and/or decryption which makes use
of the method listed above.
The preferred method of encryption includes generating a key by adding, subtracting
25 or multiplying polynomials having coefficients which are in modulo N (N = 3), using

a method as claimed in Claim 1 or Claim 2, the coefiicients of a first polynomial
comprising the series of numerical values (x) and the coefficients of a second

polynomial comprising the series of further numerical values (y)-
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bit of each of the said vectors; and (f) perform ng bitw se opgrat,on
both the respective first words (X-o0, Y-o)g)r on both the respécfingﬁgnd

—~words—(Xi, Y1). 10 Preferably, the first word or the respective first words
are stored together in one |Ilocation, and the second word or the respective
second words are stored together in another, spaced, separate |ocation.

First storage ans and, secpon torage neans nay_be provi ded to achi eve
that. 15 I'n on 1%%8@?%&{@8?%@3% g inclaicioadding) SROTRHET ¥ ¢ EHIplying

nurerical val uﬁﬁlyh&npﬁs hﬁ_ﬁ?ﬁg; @t%:eg ciﬁrﬁ?@zh?crheargrfn O%HIOONBQI\ggd%UFMP%fagr[&FtﬁS\gr l'e,

‘be represented by terts. culat'ions may be carr or

may al t er nati veljymakireGhodiled Chim hargwaeticieg bya ﬁﬁﬁ;p&lﬂbnﬁ@%onﬁ@in
and NOT gates. 20 TEe i nvention extends to _a method of encryption and/ or
decryption whi 8HicTekumGEerl vakues fg ang tirorpefficienstobbenrend wrlanpmed spmpgsing

met hod of 5encrmtgeg%émhhgqﬁlﬁgggr\ggﬁﬁga key by adding, subtracting 25

or nmultiplying polynom als having co ients which are in modulo N (N >_
3), using a nmethod as clained in Claiml or Claim2, the coéfficieénts of a

first polynom .conprising the series of numerical yalues (x) and the
coefficients o& k“% BETHARD fl“ﬁg?ry%ﬁ‘idél tocd FPFIPEICh Prediam sk i @EYHR Pify thsepbove

nunerical val U%ﬁeﬂ(d&%} to & Phyksical Wie?@%ip%@@chpé %rﬁ@ﬁglﬂ?ﬂggfsaﬂﬁ%ngfto deghydthan

i ncl udes addi ng, subtracting or multiplying po avi ng

coef ficients whipctseatagvé of swoldalcombuteNb@e®)m. using. a method as clainmed in
Caim1l A Claim?2, the coefficients of a first polynom al conprising the
series of “nunerical values (x) and the coefficients of a second pol ynom al

conprising 5 theosiald @Sa firte bR oNHRBRIGRlon MR ES pfi) ded TN RigiAY BOiEO Ror
further extends to a conputer programfor carrying out the above

carrying out parallel modulo arithmetic calculations by means of bitwise logical
operations, comprising:
(a) means for representing a series of numerical values (x) to be
15 operated upon, by respective bitwise vectors;
(b) means for forming a first word X_¢) from one bit of each of the
said vectors, and a second word (X,) from another bit of each of
the said vectors; and

{c) means for performing bitwise logical operations on one or both
20 of the words.

The invention may be carried into practice in a number of ways and one specific and
preferred embodiment will now be described, by way of example, with reference to

the accompanying drawings, in which:

Figure 1 illustrates the key creation system in Tumbler;
Figure 2 illustrates the encryption system,
Figure 3 illustrates the decryption system;

Figure 4 illustrates the error correction algorithms;
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met hod, to a physical carrier carrying su a conputer programs
datastream representative of such a corrpﬁé"er program 10 Accg?d?ﬂgg,?@é

further aspect of the invention there is provided a digital device for
carrying out parallel nodulo arithnetic cal cul ati ons by neans of bitw se
| ogi cal operations, conprising: (a) neans for representing a series of

nuneri cal val ues ( . rated upon, by respective bitw se
vectors; (b) neans)F%ggEégfsg?r%n%g@Pﬁlia%stﬁe %lrcapnt)?f%)mfap%‘ 6h&bit of each of

the said vectors, Faud &ilietor thearder (Xivhichr @RTmRMGkNAE chide®foreach lipict he
said vectors; and Q:C%,r means for performng bitw se |ogical operations on
one or both 20 of “¥¥é words. The invention may be carried into practice in
a nunber of ways apg,@ne FREELLLC preferred embodi pent wil | now be
descri bed, by way o%uexarrpl e?h{/?ngt%ﬂbg?aérﬁerhoéea opselt@ge) rgrbdgeiﬁhﬂ‘é‘ﬁﬁheﬁgge%%ﬁ’rngs,
in whichd 25 Fi gur éPRNG);l ustrates the key creation systemin Tunbler;

Figure 2 illustrates th ncryption system Figure 3 illustrates the
decryption system ?F?i“b‘ijf%‘ WSWtF%@?PBﬂ\&Wﬂh@ Bym@ericorrection al gorithnms; 16

2 2 NOV 2091 Fi gur egum | BilR8Gads 1 LLYsts nce f,a wrapping error;

Figure 8 illustrat egg the or der in Wi cdﬁ&%%%%fﬁe%afdgh%srgéﬁugo hecked for

possi ble errors; Figyur B Qlustritesd ciatuéslimriy focabtpiticdrmédtilo psewdo random

nunber gener at or . . o g
Figure 13 illustrates a circuit diagram for multiplication madulo 3.

10

1. Introduction

Tumbler™ 1s the brand name of the present applicant’s cryptographic developers’
toolkit. [t contains a number of different cryptographic algorithms and non-algorithm-
I3 specific APIs, but is built primarily but not exclusively around the NTRU PKCS
algorithm  as developed by the NTRU. Corporation.  Details may be found in
Hoffstein, Pipher and Silverman, NTRU: A Ring-Based Public Key Cryptosystem, J P
Buhler (ed), Lecture Notes in Computer Science 1423, Spring-Verlag, Berlin, 1998,
267-288; and in PCT patent application W098/08323 in the name of NTRU
20 Cryptosystems, Inc. The latter document will be referred to throughout as “the NTRU

patent application”.

This algorithm represents a breakthrough in cryptography. Departing from the
traditional world of '‘Big Integer' based products, it provides more efficient and secure
25 systems based on a polynomial mixing method. Any bare algorithm, however, is far
from usable as a cryptographic product. In between a great deal of machinery is
necessary. In the case of NTRU its unique style, which is the source of its superiority,

means that much of this machinery must be reinvented to cope with the algorithms.

Ty



5 (PRNG; Figure 10 illustrates the PRNGw thin Tumbler; Figure 22 NOV 2004
illustrates a circuit diagramfor addition nodulo 3; Figure 12 illustrates
a circuit--di-agram for subtraction nodulo 3; and Figure 13 illustrates a
circuit diagramfor multiplication nodulo 3. 10 1. Introduction Tunbl erT™M
is the brand name of the present applicant's cryptographi c devel opers'
tool kit. It cpitabfiSncat ALIRES i | [ alas nd
non-al gorithm 15 specific _AI§I t‘gé Uit;)Hlﬁlth{E ?[{slﬁg{l}fe&?%% ?ﬁ%lr%mﬁém{ﬁugﬁl ively
around the NTRYPRIKES@I gordindthmakird@weblepdd obyinth theNFTRbleBortRAr @ei @Bes in

Details may be found . in ffstei | pher and Si |l verman, NTRU. A

Ri ng- Based Pu‘%ﬁe %R%}O &‘9@%&9&%&“@ EKcﬁu‘?ﬁ eregleitld pegtographivotoes, aml
Conput er Sci efgeiddddss TISRblENGeYeod%kiveBehidles 19 - 488 in PCT
pat ent appl i ?g(?i on 98108323 i n tohewr?arreh'lng e?\lgf]ﬁﬁggéo %@3%&%%%@@%&}51 nc.
The | atter docunent wll be referred to throughout as "the NTRU patent
application".; Thi orit.hmrepresents a breakthrough in cryptography.
Departing f r of ’%‘2‘1 %% %g@ﬁqtp@]g}a?mqp@fgfe RO YAVA g IIeh dEd gV ipia duwplger j t
provi des nor exefrdepirdait cABEESABM Hid c%ﬁd%%%%n%?%?ﬂb@% Q1 RRLEIRE Ao XI ng

met hod. Any bare al gorithm however, is far fronfusa as a cryptographic
product. | n H&ErEaRDls, Yheseh dealollowingaetiinhpry atesall cecdsshwithinlthe phdegase of

NTRU its uni apif: yl j hS. the urce,of its superiority, . means that
nmuch of this rracﬁ%rnglﬁgoarr@s?ﬁ Db{gw e"."HlﬁZﬁ? S oEbh T il A 18RINGEPRL | GRSL 17

2 2 NOVIR004 coﬁatﬁorqeﬁmﬁmesﬂlgamrh%cﬁé@ﬁinu%gé}ﬁnismi&g@%&tﬁs%{fdcf’fraﬁd% NTRU

PKCS (Public Key fcé%gt osystem) contained within Tufbl ér. It outlines the
f

probl ems t hatn”(S‘H@_ 895y usgt tdnpeedlp taithmplicmend  pletecNTRUMPIICSnakiphke r eal
wor | d crypt ogfaRRiSiohA8heks@NY should ajso be understood that although Tumbler is primarily

built around the NTRU PKCS algorithm, as set out in the NTRU patent application,

most of the innovative techniques have a much wider application.

15
1.1 The Original NTRU PKCS Patent application
The NTRU patent application describes a method for the creation of two related
polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an
20 encrypted form. This encrypted message is secure, since the task of retrieving the

original message, given the knowledge of the encrypted message and the public key
only, is far too complex to be performed by current technology in a feasible length of
time. The encrypted form could also provide the means of transferring (or storing) the

message securely since knowledge of the private key usually allows recovery of the

25 original message.

R =ty



expl ai ns how Tumbl er uses innovative techpjques in order to sol ?‘ZMf
problenms. 5 It should be understood that many of the innovative™t m@lé

used-wthi-n Tunmbl er are independent of each other and could be used singly
"or in any sel ected conmbination. For exanple, although the follow ng
techniques are all contained wthin the preferred Tunbler enbodi nent, they
coul d be usedisi R@liMc®iplelt §MYtiGPDI nation: error 10 correction, end of
message mar ker, checking mechanism |arge state pseudo random nunber

generator, us f, it ic, and protection frommultiple
transm ssi on g]tsﬁlﬁctgg%ﬁ:v?t eg{%u:{}‘get é‘% SBC%%te%ﬁﬂ%?:s b SY Bt Ra SR Sag ISralbber is
primarily burdcbverrd kbt the TRk BIEES B @061 drdiMhisas d§elo ks dalich Qﬁ’awgg

C r

patent application, . .nost of the innovative techniques have a nu
application. 95 &P1fHEEsQlt grasaprismAly Prbsrw@attait wepplrisc &tiluors Treee NERIy

pat ent apgpl i cal ESGH ! d for the creation of two relate
pol ynoni al s, gég%)fégégt ﬁ@mpg%?\le? rggﬁ)}g&;ﬁaé ?‘P}aé PP ég'tlrgs RESrTef: soy ey dhRat %eg how
how t he publ iverekéycoanathe HISEAJ tatdnt ﬁ@,ﬁmlagr_g’s%agﬁ,)_ N sehend erbghl%t- a" -
pol ynom al , iﬂto an ﬁ%_tgncr pted form This encrypted nessage i s sécuré,

[

since the tasROBTeFd0dtiteymegiodueessier dpnixingewespies fagiuvenittrhiilkhovtedge of
the encrypted g i anl is far tog.conplex to be
(HIBRSRATE PE: %ﬂ?fa?ildpé Wiis Fg%moBleé%P%fhgc{ Fﬁ% usqtilﬁrghgg;w@cantly. |

performed by current technol'ogy I1n a reasi

encrypt ed f or Fheoutad alsoshe rigvofderct detcomansint the fASTeitehtiing @ ds&ropi the)
the nme gage secure(lﬁy si nce 1k_nova edge of the private key usually allows
recoverj of t RESS238dG oL PTally passessdle orginaly ey difigult for themyo knewmdicties

Sol ution Usi ngletnlgggs@reihugﬁgcrgﬁgd @&gechgg)rﬁggrypt ed form the original nessage
can usually be recovered. en the hessage cannot be recovered this is due

to errors called wapping
In computing terms, an arbitrary data file is an arbitrary length string of binary digits.
The cipher, as described in the original NTRU patent application, encrypts ternary
15 polynomials of a fixed length. It is therefore necessary to provide a method which
turns a data file imto a sequence of fixed length ternary polynomials in such a way that

the resulting sequence of polynomials can be turned back into the original data tile.

During a cipher’s normal use many people, known as attackers, constantly attempt to
20 break it. Where NTRU PKCS is used, the task of retrieving the original message,
given the knowledge of the encrypted message and the public key only, is far too
complex to be performed by current technology in a feasible length of time. The

solution for an attacker is to gain more information than just the encrypted message

and the public key.

25
Depending on the way in which the cipher is used it may indeed be possible for the
attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations

ST ey



or gap failures. It was originally believ t hat w appi ng failr, were
easily 5 recoverable with a given nethod iﬁd that gap fail urZstc;@g{m?ﬂ SO
rarely that they were discountable (NTRU patent application 1.3, p. 31).

-1t becane apparent; however, that the method suggested for fixing wapping
failure often failed to correct the error, and that gap failure was common

enough to effeglrdgabihbdtyesLan.flLeantly. There was al so the issue of
error detection. Since theleggrggll(l)gnbgc &Pt 1oAY @BSSEI%?C?‘VE’(PI% Hees.oriessagaedi d

not usual |y podgesso schep an igbmated siétemasar dliffire Uk desQrpt ow_whet her
t he nessage had decrypted correctly or not .lél n cor%tft ibﬁ’ga%ﬁntrtrl{él,éﬁgﬁwer‘

arbitrary data file is an arbitrary length string of binary digits. The

ci pher, as deggki Re®u 1 RU .patent .app)icatign, encrypts
ternary 15 pol yno?ngé{ gat%)rg%gﬁﬁagfgﬁacleg%ﬁ.&gl"E“e?rgtlctaﬁétg@f‘mhﬁéééfrsfﬁﬁy ug

provi de & net Hots mhiaddressthonsa seatiabad fideRink Mol BoSARUE ind Iefle b SRt
ternary pol yngﬁi E]%ss in S ch.@ way that the resulti ngﬂegrg)éﬁlfén %ﬁoﬁgomﬂ%‘
pol ynoni al s~ caf® BETUFAetEBEER (oRtdenst matively dewmatepdatdemplogs malieniangs ahat

ci pher' s nor ng{odese: PEAP . attackers, constantly attenpt to

20 break it. Were NTRU PKCS b tﬁﬁ%ﬁ?“?ﬁé“? R Rl Rt 1 IErcopregtial

message, gi vepplichess krewlhedgecrofletifel edmigiet esl iRssagr SRt Hg; PR ke
Ima

only, is far . |l ex to be perfornmed by current technol ogy I
feasible Ieng@%%oaflgéfaﬂpr‘re The solution for an attacker is to gain nore

information than just the encrypted nessage and the public key. 25
Dependi 1§ on tBeThaTunbiwBghtishe ci pher is used it nmay i ndeed be possible
for the attacker to gain additional information useful for breaking the

ci pher. The quigkleran Eméiath 0.1US TtR}i? jpher .in a way that allows
this. In some inst ancgl\éy,ﬁ nﬁom%% ,Otf %hflél g can %‘%@?o NS5 thenge® oretprattheal

purposes. Thetheqistigtl dnégauadiiehiown Asceconidintad ofer b9 ndw 2 NN2004: Whes 8,1 t
is desirable to aﬁ@&gese&%%rll% I%%ﬁﬁm nmessage multiple times, or ere one

and can even be used in other areas of cryptography,
data signal processing and computing.
15

Below are detailed methods of detecting errors and correcting both wrapping and gap
failure. In order for the cipher to be usable as a practical means of securing data one

must be able to rely upon the integrity of the decrypted message. Using the original

methods described in the NTRU patent application, together with the detection and

20 correction system outlined below, this is finally believed to be the case.

c . b " v . . . - .
A coherent ‘bit fo tert’ conversion scheme works in comyunction with an original ‘end

of message marker’ system to interface between standard computer data files and
NTRU PKCS polynomials.

Tumbler contains processes that operate alongside the NTRU PKCS and which
-allow the user to send exactly the same message multiple times, or to use an

automated system that might be accessed by a potential attacker, without

R =ty



W shes to set up an automated systemthatyqm ght be accessed anpqt i al
attacker. The NTRU patent application dezsdgri bes the theoret %gl Nglqgg[w}thm
for the cipher, but 5 does not address how a real world machi ne woul d go
about performing this algorithm The theoretical algorithm contains
relatively few steps and enpl oys mat hematics that nodem conputers are able
to perform qui‘lﬁhld@th@@ﬂa@?’sisécﬂ‘ﬁh/ural |y fast. The present applicants have,
however, devised techni'ques to increase the speed of this algorithm
dramatically. 10 1.3 The Tunbler Solution Tunbler's inplenentation of the
NTRU PKCS bridges .t he gap. between the theoretical and the practical. It

al so contai nsd Whﬁge%nagﬁl%e%m”e@ngﬁ giugendanhmabgilaticdriools lve oatby andes the

contained in ang, e : [ h reas of crypt aphy,,
N P T e SR o R A A
detecting err BARARKEOimekticnntibo thayoveARRUN G AN decd@Rgly§ &it- WG tivd BrRE0E"
for the cipher to be Uﬁabl e as a practical neans of seCuring data orfe nust

be able to refFHoHdoNRE P ERgHR §f the NTRE HRESylpteed a veghaigercaddsirng. t he
original nethods described in the NTRU patent application, together with
t he detection and 20 correction systemoutlined below, this is finally

bel i eved to bén biler waselitale coheernl cryptdgrdpdytiide the TR PKETS 8GHGEE MR ks
in conjunction wth aﬁlésgri %i&gga “end of nessage marker' systemto -
interface bet feetmMUPaHERIF rﬁ\ﬁ?ﬁ'léhm dathe grepicmanihaechauRms npdly portedl s.
25 Tunbligr copieadipigerpProcesses & 0 i s NFRU_ PK n
which allow the Iglieér ut o] %enbd Ceggljtizot @E‘? l?]sfé(%%gﬁrrtgﬁ%e%stgggcg}%ﬂI“flﬁlpTeéuEai?rf@@?alor
to use an autdadredingy spémsochatowrraghte freblanseiasedntby e paiiRAt iTe plctagker,

wi thout 20 2 gppI ]‘Ilgan“ tzo(%gg'ves that all of this has been achieved in Tumbler.

2. Mathematical Terminology

135 The NTRU cryptosystem, and the Tumbler version, depends on three integer
parameters (N,p,q) and four sets (Ly, Ly, Ly, L) of polynomials of degree no greater
than N-1 with integer coefficients. Note that p and ¢ need not be prime, but it should
be assumed that GCD(p.q) = 1, and that ¢ will always be considerably larger than p. In
the Tumbler implementation is normally 3, and ¢ is normally 64, 128 or 256

20 depending on the size of N.  Other implementations could use other values.

One works within the ring of truncated integer polynomials R = ZIXY(xXY-1). An

element ' € K will be written as a polynomial or a vector,
A '

F=)Fd =|R.F, R
=)

25 Addition and subtraction in R works in precisely the same way as in normal

polynomial arithmetic. Multiplication, however, requires reduction modulo (X"-1).

s



ruining the cipher's security. As well as_analysing a full r f
standard mathematical tools in order to f4hd the opti mum so?%m%?%

processi ng the NTRU PKCS, the devel opers of Tumbler's 5 NTRU PKCS

i npl enentati on have created sone seemingly anti-intuitive original nethods
whi ch process nuch of the NTRU PKCS data at a vastly increased rate. In
order to faciljtate comercial cryptography using the NTRU.PKCS it |.s
necessary to &&mbinAY t ?I?tqsﬁf‘%lrtlﬁé‘?a“&!‘@fbﬁi tyfhlﬁﬁ\‘/ﬁr URHEP R lﬁﬁm?“r?éBh%%Hstns
designed to pr, : I 's use agai nst commopn attacks, to
interface the ag%gﬁéehrc C\lfjmgxtrﬂ{}?oe[gglﬁg]r%di gital data handling, and also to
overcone problens inherent in the cipher. The present applicant believes
that all of this has been achieved in Tunbler. 2. Mathematical Term nol ogy
15 The NTRU cr@%ﬁo@:%stem and the Tunbl er version, depends on three integer
par anet ers (N,p,q) and four sets (Lf, Lg, LO, Ln) of polynom als of degree
no greater than N-I with integer coefficients. Note that p and q need not
be prinme, but with should be assuned that GCD(p,q) = 1, and that q w |

al ways be considerably larger than p. In the Tunbler inplenmentation is
normally 3, and q is normall w64, 128 or 256 20 depending on the size of
N. Cther inpleHentat 63, coul X &s@,o0fher vaplgsG ;One works within the ring
of truncated integees pol ynoni-ak's R = Z[ X{+/i¢>ws ¥). An elenment FEE R will be
witten as a polynomal or a vector, n 11 F=LF,'x 25 Addition and
subtraction in Rworks in precisely the same way as in normal pol ynom al
arithmetic. Multiplication, however, requires reduction nodulo (Xv-1). 21 2
2 NOV 2004 The ssyindet nbtedafst @F Bprddiselyl ©atsh@p assthl pdlyrsonsibBimultiplication

mul tiplication is given explicitly as a cyclic convol ution fpr@oluct, X
except that the coefficients ‘wrap around,” so that the coefficient of X" 15 combined

with (added to) the constant coefficient, the coefficient of X"* is combined with the

coefficient of X and so on.

In practice, one is usually interested in the value of a polynomial’s coefficients modulo

15 p or ¢. In effect many of the operations can be considered to be occurring in the rings
ZIXYX-1) or Ze[X)/(X"-1), but it is- desirable to consider the residue of a single
polynomial reduced both modulo p and ¢.

When one performs a multiplication modulo (say) g, the intention is to reduce the

20 coefficients modulo g.
There are two useful rules to remember when reducing modulo an integer p:

e a(modp)+b(modp)=_(a+b)(modp),
25 e (c(mod p) % a(mod p)) (mod p) = {c x a) (mod p).

-y



F*G=H 5withk N- | H =1 FG-I ) FIGNk -i =Y, Fi g2 NEb 20+
i +j=k(mod N) It should be noted that this'is precisely the sane as usual
pel ynom al multiplication 10 except that the coefficients "wap around,’
so that the coefficient of Xv is conmbined wth (added to) the constant
coefficient, the coefficient of Xv+1l is conbined with the coefficient of

X, and so on. RliNn@ragdld. CH@W&'?:? théNﬁlﬂ%éerEt@Ps% 258 %)?eél %Ih%ﬁefﬂf} s\éf, gﬁ\éa%f that

pol ynomi al *'s coefficients nodul
oper ati ons caﬁlwt@mﬁ‘—lﬁ ld@ﬂbetbrtappﬂoprmel@uelmte@ pbBnéhRls o M@se indBised {n(}?(VR g or

Zq[ X}/ (X - abl.e to consider the residue of a single
pol ynomi al redu?:lglclie %C OHS%{%‘O{ G st they rdrihensénysases arermmiquenul ti pl i cati on

nodul o (say) q, the intention is to reduce the 20 coefficients nodulo q.
There are two useful rules to remenber when reduci ng nodul o an integer p:

a (mod py + blg sBEBISH of:alt aOlmcm)ua(srmoaR Wwith c@Bticibgs (madion). The alekidad ¢ ), £ mod
p) (cxa) %@p% %T Ris not a field. However, t e NTRU
par anet er s hai%[ (bﬁb%&‘he lﬁe%tﬁ(‘?}?délcvfhﬁmi At of 4 prededingd tyeeghe! Rol }/ndnelays for
appropri at el y;.sel egt e.i nver.s a uni que
fggt orpl sat i o%md%rrﬁan@g%p%?wg?{ a2)&‘0 %%peg?‘ﬁeé%'emfcﬁﬁ? gég’) 3?%5455 &B@Tlcﬁ%@, ,
consi sts of awlthpied yatosril agN) AndRaying Qo%@feﬁis%ﬁm@ v'%' p 21911;:1 t@?e:%l ent s

of Lf, Lg and L_also have coefficients nodulo p, but aré a pre Il51ed
wei ght Pol yrieswiiznants ay llﬁjlfa?nd’lewala&r @. delymedals dnhBvae defapeabiwekyd (V)

preci Selly dg( M dGEN R0 n%nc}/(%) 1 coefficients with the value —1, while all the

rest of the coefficients have the value 0. The polynomials in L¢have one fewer

coefiicient with value 1, to allow them to be invertable.

3. Overview

15 The Tumbler cryptosystem is formed of three separate systems: a key creation system,
an encrypting system and a decrypting system. This section briefly examines each of

these three systems and outlines how each is constructed from a number of underlying

processes.

20 The NTRU patent application describes encoding and decoding as very simple two or
three step processes. The Tumbler implementation has introduced many additional
features, making these processes considerably more complicated. Each of the three
processes below is described with the help of a flow diagram. It is interesting to

compare these three flow diagrams with their equivalents from the NTRU patent
25 application (figs.3,4 & 5).

In the case of the key creation system, the process has remained relatively simple. It is,

however, in the key creation that the greatest advances in efficiency have been

achieved.



with the value 1, dd(A) and do(N) coeffichents with the val ue :i nd the
remai ning coefficients all having the vafte 0. Polynonials in 2 NoY 2004
defined to have d!'(N) 10 coefficients with the value 1, and d(N)-1
coefficients with the value -1, while all the rest of the coefficients
have the value 0. The polynom als in Lfhave one fewer coefficient with
value 1. to allo$%§ggp1ho be invertable. 3. Overview 15 The Tunbl er

crypt osyst em iPst AHFEF2HPt hree separate systens: a key creation system

an encrypting systemand a_ decrypting system This section briefly exam nes
each of  t hesdlarhtiekey SiEamn AW it Hrseibech o b AR R SN LE Hmfté%r‘f PbRiS

nunber of und I : . 20 The NTRU patent application describes
encodi ng and Sg@% ?ﬁgngéﬁﬁgééﬁlinple two or three step processes. The
Tunbl er inplenmentation has introduced many additional features, naking

t hese processes considerably nore conﬁligated. Each of the three  processes
bel ow i s Hescritedbsi key creatipe|systom ke owthe adgoathm | Rargnacterst & 8¢ jghglhe
conpare these three flow di agr i th their equiv fro .

patent . 26° appiiresgron el A% MR bt ARy BRI bR Rt B Pl
system the progessoldberesmi ned relatively sinple. It is, however, in the
key creation that the greatest advances in efficiency have been achieved.
23 2 2 NOV 2004 3.1 Key Creation Here the key creation systemis

described, as jt, appear.s.in figure i(cf fig . o hich e
application). ghloﬁgefﬁémﬁef}dggﬁcWBQ:=y§ﬁ%%$Fb%8%nﬁw‘ﬁﬁgquggf?%ﬁﬁ?mhls

paraneteqg N ad‘éﬂ)eﬁldenil'b@N, RadaRbl in PheUSTRUI patdnh eppNERIdrpdE AL p.Appl i cation i
fixed to be 3. However, other values could be used.

S

103. The inverse of f is calculated modulo 3. Instead of using the “Euclidean
Algorithm,” the more efficient ‘Almost Inverse Algorithm’ is used. This algorithm was
found in the paper ‘Fast Key Exchange with Elliptic Curve Systems' by Richard
15 Schoeppel, et al (Advances in Cryptology - CRYPTO 93, Lecture Notes in Computer
Science 973, ed. D. Coppersmith, Springer-Verlag, New York, 1995, pp. 43-36). It is
possible that the inverse does not exist. In this case, one returns to 102 and chooses a
new f In implementing this algorithm a process of fast modulo arithmetic through

parallel bit operations on a vector representation is used (see §12 for further details).

20
104. As for 103, except that the inverse of £ is calculated modulo 2. In implementing
this algorithm a process of fast modulo arithmetic through parallel bit operations on a
vector representation is used (see §12).

25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse

modulo a power of that prime, using the well-known mathematical technique
colloquially called bootstrapping. This allows us to calculate the nverse modulo g

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the

R =iy



102. The private key polynomal, f, is c en randomy fromth e f
which is 10 dependent on N, as descri bedhﬂisn t he NTRU pat ent a?pﬁi&gbizw{(
1.2, p.31). 103. The inverse of f is calculated nodulo 3. Instead of using
the "Euclidean Algorithm' the nore efficient Al nost Inverse Al gorithm
is used. This algorithmwas found in the paper 'Fast Key Exchange with
ElLliptic Curveswst cidly IR ., dvances |

Crypt ol ogy - YPTO 95, %egfﬁﬁgﬂ%ﬁégeﬁﬁﬁ@%gt@P%éﬁaeéur@%e57é,gerég? —g*
Copper smi t h, Bpwilhesethe veerssgf fNeduderk, 1995, pp. 43-56). It is possible
that the inverse does not exist. In this case, one returns to 102 and
chooses a new f. In inplenenting this algorithma process of fast nodul o
arithnetic t j ratlon n vector, representation is
used (see 121r %gh? ﬁ@?ﬁgtahgégtngji’?nsé)g%ﬂ%‘%%ot}ﬁ Wg?@&&iégt,ggexcept that the
inverse off is calculated nodulo 2. In inplenenting this algorithma
process of f?@tﬁ gt%?ul o, arithnmetic through parallel bit operations on a
vect or represert at’i’oh ths SHle qoppwation g is regomns! inghe eNTRY puiver g@livedu o a -
prime, it is Ssidd Lt- the. inver nodul o. a_power of
that prine, u(g%ng’ tf@iﬁlelﬁ?élgﬁg]!\%ﬁ&%{cﬁlog%t ijgtgfis pash F\I}ﬁ%%g for <a55 SEReal | y

cal l ed bootstrapping. This allows us to calculate the inverse nodulo g
(which is al S ower,of. 2) fromthe inverse nodulo 2. Bootstrapping....
uses the 24 W'N%/Blﬂg%ﬁk?%islt WHY: principle. If Fis the inverse off
nmodul o gy power of a prine p', then 2F - f * F2 wll be the inverse off
nmodul o pzni. 106. g is chosen randomy, in a simlar way to f, but fromthe
set Lg. 5 10tP9- The gublie keweh smprshandrepuibhsticon This hasbqrarchivntmed inBtephie) 7NTRU
patent application (fig. 3, step 350) except that the factorp (= 3) has
been incl udeds; } o, §G3pRokf use. 108. The private key is the pair f, F3.

Here the Tumbler encryption system is described, as it appears in figure 2. This should

be compared and contrasted with the original encryption system described in the

15 NTRU patent application (fig. 4).

In figure 2, the symbol || is used to denote the concatenation of the objects to

either side.

20 201. The encryption system takes in the original message data (the plaintext), P, as a
(binary) string of bytes with an undefined length; the public key polynomial, h, the
algorithm parameters V and g¢; and, if necessary, a Multiple Transmission Attack
protection key length (MTA key), k. The process also makes use of the SHA-1 hashing
function, H(). SHA-1 is defined in the US Government’s National Institute of

25 + Standards and Technology’s Secure Hash Standards (FIPS 180-1).



10 109. The public key h may then be published. This has been,calculated in
step 107. 3.2 Encryption Here the Tunbl er encryption system 23'7 Mbt?ﬂ@x’,ed,
as it appears in figure 2. This should be conpared and contrasted with the
original encryption systemdescribed in the 15 NTRU patent application
(fig. 4). In figure 2, the synbol 11 is used to denote the concatenation of
the objects to [ewtiherumledend2 i SN the .
ori ginal message data (the pl égn%gisf )t@g}f@g@%g& Ff)@%%%@%se[g% %"l“qﬁ% 3 hw{n&m
wi th an undefinéer PEAGL Bessetie tpibbl sncrypey pabydingrita@lany heonbfidentadt@@taird MiThary
paranmeters N ancrle g eﬁﬁﬁ if necessary, a Multiple Transm ssion Attack
protection key IeDngSt R}ﬁ'A key), k. The process al so nakes use of the SHA-1
hashing function, HQ SHA-1 is defined in the US Governnment's Nati onal
Institute of 25 Standards and Technol ogy's Secure Hash Standards (FIPS
180-1). 25% 2 RO Ydmycipherwiquirebdlultiple Tsamadssiof Atalrgetectitiatthis he applied to

pl ai ntext P represent act ual,. al ph ric (or other) nessage to be
encrypt ed accor & enélaltnﬁexéﬁti/05%‘?*\98?1‘?%5%63%25%%I“B‘i"ﬁ%fp)/‘= *byfe s amder gata &)

202. If the ci pfa@rgerneﬁwdrﬁ&inmaetﬂyws%rems@@%ﬂé@imeﬁ\%@gM&%Fgﬁfﬁggg}lahgfn%k

is applied to the plaintext before encoding (see . For a'n
byt es of randomMiataPrpkytiomkse ugpdnidemtied, 0,akd=tBebet tyt esuare $ESdist et

th . Jf MI'A t [ ' t k =0,
K= 0 ‘but the SohneneLIBR A ey “OuRer bERLA o b BAS T Feckor e o o

practice dUsequencenefthiaphs 2e@)0s has no effect. This is not 10 the sane
thing as S(O! 203. The MIA key. K, fornms the first k bytes of plaintext
for entry into the cipher (see 7). This is then followed by the original

bytes of plaint eyt HataTXPREdWLRS (RSt £ bytes of plaintext for entry into the cipher (see
§ 7). This is then followed by the original bytes of plaintext data XORed with the

output of the sequence generator (see § 11). To encode the XORed plaintext it is
15 necessary to convert the binary data into ternary, in order to fill the ternary
polynomials (m) that are used by the cipher (see § 8). These ternary digits. or “terts,”
form the message polynomials that are then processed by the PKCS cipher. If fewer
than A terts remain unprocessed then the remaining terts are placed in the next

message polynomial and an end of message marker will be created in 207.

20
204. Provided that enough terts remain unprocessed, a message polynomial is
constructed from the next N and then encrypted. If the plaintext data has been
exhausted and there are insufficient terts to fill the next message polynomial, an end of
message marker will be created in 207.

25

205. A random polynomial is chosen and multiplied by the public key. The product
polynomial is then added to the message polynomial. This process is identical to that
described in the NTRU patent application (fig 4, step 450) except that the parameter
p has been incorporated into the public'key. The resulting cipher polynomial is then

30 packed to fill bytes and inputted into a check hash function, followed by the message
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.Joutput of the sequence’generator (see 11). To encode mi;e X%ML i Nt ext
it"is 15 necessary to convert the binary dfa into ternary, &i 20 0
fill the ternary .polynomals (in) that are used by the cipher (see 8).
“These ternary digits. or "terts," formthe nessage polynom als that are
t hen processed by the PKCS cipher. If fewer than Nterts remain
unprocessed then the remaining terts are placed in the next nessage

pol yngmdal handp‘alﬁnéfﬁ@l spingeslbgeer waefisienivwhichnie aboacked tonfilpbytes. ZUIQ(‘JIBCR
P
const ruct ed f r S HSoRBiES ghE TBAARE RE AR 3R or e R BEM AP TPl s

been exhaustedu@ndfrmlnehiehag}erolnnguﬁe‘cktbl(ﬁmg terts to fill the next nessage
pol ynom al, an end of nessage narker will be created in 207. 25 205. A
random pol ynom al is chosen and multiplied by the public key. The product

| 5 d
Pent oai Stot A0G TREEE chehybR THEERAG BBl AR Shin Y oROER o e ey
450) except thpbtyhhmlqmaslagmeatextNt&aasoft;ﬂmtexmcorporat ed into the public

key. The resulting cipher polynomal is then 30 packed to fill bytes and
inputted into a check hash function, followed by the nmessage 26 n 2 2 NOV

2004  pol ynom QE’?.Uﬁtgﬁgu@hI&h} SLheReﬂhe g{ekf:'dgtgt wil MHIC B | %@ ﬁ@mg&ggﬁgﬁéesgaéé H

bytes. The chec sh I's conputed concatenated to the en
ci pher pol ynompaiynOm@s oﬁvenmexawmmple 6f hbitshfios cdravstsidmintrsterth ¥ kebklb che B.

5 206. ng en ted,a nessa no oethen I oc. t
pol ynor i’ us SIS R o oo Ceing HoRIocess Bercaivgh i KEh P ORss.
Q& pl ai nt ext ¢abe Whvelbebh tl)ﬂoc@d%e&%ﬁ&fasﬂﬂ&@fgr e foly n@ﬁﬁa‘ﬁgé‘om@@{eﬁﬁl@ﬂthéeﬁ of
n an exact multiple of 19 bits for conversion into ter When al |
10 pol ynoni al s messagecapchaaism [deed &bn‘ﬂhemcyamsnngeatmaplr?otﬂetsanbl@§cmcslse@b in
203, 204, 205 . ker. This marker is included i in the plaintext and may not fit in the last incomplete
message polynomial. In this case the end of message marker will spill over into
15 another message polynomial. The last polynomial is completed with random terts if

necessary.

208. The last message polynomial (or possibly the last two message polynomials)
containing the last incomplete plaintext message polynomial and the end of message

20 marker are now encrypted in the same manner as all other message polynomials.

209. The concatenation of each encrypted polynomial packed to fill bytes, but with the
last incomplete byte (if it exists) completed with zeros, followed immediately by its
associated check block, forms the encrypted message (ciphertext).

25

3.3 Decryption

Here the Tumbler decryption system is described, as it appears in figure 3. It should be
compared and contrasted with the original decryption system described in the NTRU
patent application (fig. 5). |
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& 206 hgve been processed, the |ast nessage pol ynom alﬁ""s coggl eted using
the end of nessage nechanism (see 9). This7 mechani sm cr eat e 2aN{¥ PRt
end of nmessage narker. This marker is included in the plaintext and nmay
not fit in the last inconplete nessage polynomial. In this case the end of
-message marker will spill over into 15 another nessage polynom al. The | ast
polynom al is conpleted wwth randomterts if necessary. 208. The | ast
nmessage pol ynom al (or possibly the |ast two nessage pol ynom al s)

contai ni ng t he 304sThe Aesoymiloatsystpimathlcds e the et ABS ﬁ%ﬂeﬂ&%daq‘ nd ﬁghgﬂgxt()f
message 20 mat:{;'kg1 are now encr pted in the same nmanner as all ot her ’
message pol ynorf i PSS XeyrRalve s £Aad Fpriho trrematireetiar leytledndydl yeesssal,
packed to fill yhyhEBA kbt Wi i.ncanpl et y if Lt exists)
conpl eted with zeros, fbjgl I \(;P‘\]f\lg_ r(?ér%dgrse%}lg(gﬁltea*(%}s lb%?rq%tt@f glé[gé{)g?sg‘fr@d A& Aol
forms the ®encr yjgued hesymbel |( siustiotdendty theondatdnda8s by e loBfactRE CithdSide
Tunbl er decryption systemis described, as it appears inh figure 5 't
shoul d be conpared and contrasted with the original decryption system
described in t Be2NTBUY cRak@nise@ppldatl fig. 5. 27 | 2 2 NOV.2004 301.
The decryption systemtakes in It@(ﬂgéfgl?té%gﬁe r%o% ?%ﬁ%?lé%ptﬁggﬂa’nafm‘i FreR will

ci phertext, ECORAR the Aayriekplintoit yamniit the MT A pebtdcion ke afPilc@(s&eqy Fection
| evel , and, if necessary, the MIA key, k. The process al so makes use of
t he SHA- 1@hashi,ng function, HQ In 5 figure 3 the synbol 11 is used to
denot e t H® condas.ciwhien dtpBneRki ‘ j ide. 1 is.a
counter used to. refer ?%,pﬁgr tgeﬁy, _toeﬂg%%g %l%é%%gcg;%loggaﬁeolﬁg%%ﬁﬁuﬁﬁeé.ﬁ(’ﬁlmqI
cgntain the dee'rpiﬁﬁﬁt@%ﬁb95|samﬂt/é€<‘terma@aemmﬂg:taquemeumdmeom on still applied
(see 7). 10 303. Each encrypted polynomial and its related check block are
reconstructed fromthe ciphertext by sinply reversing the packing sequence
used in 209. 304. The message is multiplied by the private key, and then by the private key inverse.

This is identical to the process described in the NTRU patent application (fig. 5

15 steps 570 and' 580), except that the result of the first multiplication is recorded in case
it is needed for error correction.
305. A hash is made of ¢; and b, in the same way as that of ¢; and m; in 205 (see § 6),
treating the decrypted polynomial &; as the message polynomial m;. This hash is.
20 compared with the transmitted check block B;. In the event that error correction needs

to be employed on a polynomial, many such hashes may need to be calculated using

' the same ;. It may therefore be efficient to record the state of the hash function after

the input of e;, but before the input of b;.

25 306. If the transmitted check block matches the hash created in 305 then the decoded
polynomial, &;, is accepted as the original /M message polynomial. The terts of these

message polynomials need to be converted back into bits (see § 8). This conversion is

performed in sets of 12 térts.
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304. The nessage is multiplied by the priv2 e key, anﬁ'hen by %hemfmrlvate
key inverse. This is identical to the proCess described in the ﬁ‘p
application (fig. 5 15 steps 570 and 580), except that the result of the
first multiplication is recorded in case it is needed for error
correction. 305. A hash is made of e; and b;, in the sane way as that of e;

and m in 205 g@eerheblvio tdrf ol.ynom al b; as the
message pol ynom al Mo T |s@‘%{a\1}§ &%%%% Sggﬁ%ﬁgdjp lliffﬂatsﬂléie{?%{hgﬁpqsg@g selseck
block B;. In th’él?atpeemwmaa serafda terty i @ Ghdriter BEBRSsubSt ASs ?%E@%ﬁ%ﬂ@erﬁon
pol ynom' al , % h hashes may, need to be cal cul ated us :

It may therefo e’P‘rt% AU IS0 12 8% & corverted aeteofol9 blltaablktamherde@K:Megsage
~after the mpmtarl&} (Re § dut ‘before the input of b;. 25 306. If the
transmtted check bI ock mat ches the hash created in 305 then the decoded
pol ynom ab, b;, is accepted as the original i"" nessage polynomal. The
terts of these3 grﬁils?%? oI nom gl s need to be converted back into bits
(see 8). This FolvErefy P bitg (sem §sfotand dlie reult srepcat@BtedXoNONV R004

307. The bit t® drebirs€QBM @fﬁéu@ﬂ%‘éﬁﬁé%‘hﬁ%i% ECﬁojefgqyi s into a subset of

the possible sets of 12 tents a se s a nmenber of this
subset it is passed for conversion back into bits; otherwise it is not a

converted set t, .an_end of ssa mar ker (see 9). 5 308. The
terts are convert%% toc‘gdjetd tﬁf?éeé’m‘@)pog‘;s qgéher@ﬁé‘r@mﬁonwﬁ@ndmremte@stw R
R is ofl@our sthe acktienatyptedtpol vibn{islepr esenti ng a sequence of bytes). 309.
HaV| ng decoded the previous pol ynom al the decryption systemthen proceeds
t@ 10 the next encrypted polynomal. 310. If the transmtted check bl ock

does not mat chyfoher {Pl@stﬂm%ﬁf’ehe&eck b?ocl? dtoes not r?latch the hash created in 305 then the

decoded polynomlal, by, is not the original i message polynomial.

15 311. If the optional error correction is active the error correction system attempts to

recover the original message polynomial (see § 5).

312. The error correction system will report back its success. If it is successful then the
resulting b; (a different ; from that calculated in 304) is accepted as the next message

20 polynomial, and the cipher continues as normal.

313. This point is reached if an error has occurred and has not been corrected. The
original plaintext cannot therefore be recovered. In most cases the whole message is
discarded at this stage. This is because most uses of a PKCS require the whole intact
25 message. It is possible, however, simply to record which bytes of the resulting
plaintext relate to the current incorrect message polynomlal sklp to stage 306, and

continue as normal. Only those plaintext bits’ directly converted from the inaccurate

message polynomial will be affected.
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_decoded polynomal, b;, is not the origi ngi i h rressa@_-é" poly 1 @ 2@4311.
| f* the 'optional error correction is activ %he error (’:c’)rrectir221 gyé/t
attenpts to recover the original nessage polynom al (see 5). 312. The
.error correction systemw || report back its success. If it is successful
then the resulting b; (a different b; fromthat calculated in 304) is

accepted as t next nessage 2 ol ynomial, and the cipher continues as
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as normals Onlgisdapiege pl aintext bits directly converted fromthe inaccurate

nmessage polynomal will be affected. 29 2 2 NOV 2004 314. An out of range
set of 12 terts indicates an end of nessage marker. Al previous blocks of

terts are con t . i ngd concat enated.t inally this block i
i nt e? pr et ed u‘éfi'é_g%&ﬁ%?g%‘g& c?f %n‘tglg éjiad‘éte’ﬁe%ﬁ%ml@ﬁg? g@@flpg‘)t?c%ﬁi %lllﬁrwhﬁé—qﬂ:'l‘?s e
the renoval dirstsobreoforide NTA KON, AHRGak MsEY toTRED § ,sécﬁl?ﬁ%eh%ﬁ\ﬁgra?@g(q{%t

been converted _are 5 discarded. 315. At this stage Ris aln dat a
with the MrA pf 8p dTAOROEEHN isapssiithen £ Frik K 4 @sbutkthd yepenéeoB k)t indodlEAlK €Y

K. Thesej@re e..gener at or ). I.f no A protection
i's used then L&%ﬁgséﬁﬁ%cgﬁ%aﬁ%%t% g'ﬁﬁg’?%célgﬁgﬁ%aélegﬁﬁsf(ﬁl eFQfgkfaégPleﬁgitO%éﬁdé Qkr ed
to,.be all zerdbe sdme fnagbs 8@ Theqpuane ¢rodf SA) is280R& WHak R ﬁ{;ﬁ@&tp (;lggigs is
mot* the sane thing as S(O! The output fromS(K) is XORed with R to
produce P (se€’t 7). 316. The recovered plaintext data is the binary string
P, representing the bytes of the

316. The recovered plaintext data is the binary string P, representing the bytes of the

15 actual message.

4. Decoding Failure

Each time a cipher polynomial is decoded using the NTRU algorithm there is a small

probability that it will fail to decode back to the original message polynomial.

20
To decrypt the cipher polynomial e using the private key £, one first computes
a= f*e(mod g¢),
choosing the coefficients of @ in the interval from -g/2+1 to g/2. Treating a as a
polynomial with integer coefficients, the message polynomial can usually be
25 recovered by computing

F, *a(mod p),
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15 actual message. 4. Decoding Failure Each_time a cipfiér polddoN0¥ 2604
decoded’ using the NTRU algorithmthere is a$nall probability that it wll
fail to decode back to the original nmessage polynomal. 20 To decrypt the
ci pher polynom al e using the private key f, one first conputes a =f * e
(mod q), choosing the coefficients of a in the interval from-q/2+ to qg/2.

Treating a as a l.ynom al with integer coefficients, the nessage

pol ynoni al can ngrgl}?lp)lls tg‘gln\ffgseragé‘JMP P e CoHFPUmoAE)FP. * a (nod p), {' 2
2 NOV 2004 where FP is the inverse of fnodulo p (FP * f=1 (nod p)). The
pol ynom al a satisfies a= f*e=f * 0 * h + f*n(nod q) =f*po *Fq*g+f *n( nod
q) =pO+g+f * n{ nble polymongghg satisfies hi s | ast pol ynomial p0 * g +f * in. For
appropriate paraneter choices, it is possible to ensure that in al nost
every case all its coefficients |lie between -q/2+1 and /2, so that it
does not changeawheh*ia 5§ £deffi kitert s re(omdr gduced nodul o g. This neans
that reducing the_cpeffjGi entts off. * e dulo q into the interval from
-q/2+1 to g/2, re ovégr'é eg‘act‘?ﬁtfh*e r@n(‘j’ﬂi al a=PO* g+f *m 10
“Appropriate parasgtgr £hojfces (nfoaf gns prinarily to the values dg(N, dq(N)
and dj (N),

5 Consider this last polynomial pg * g + £* m. For appropriate parameter choices, it is_
possible to ensure that in almost every case all its coefficients lic between ~q/2+1 and

q/2, so that it does not change when its coefficients are reduced modulo g. This means

it

that reducing the coefficients of f* e modulo ¢ into the interval from —q/2+1 to ¢/2,

recovers exactly the polynomial

a=portg+ f*m.
10

“Appropriate parameter choices’ refers primarily to the values dg(N), dy(N) and d{N),
defined in § 2. The lower these values are, the greater the proportion of coefficients in
the polynomials g, ¢ and f are zero. As a consequence of this, the probability that a
coefficient in the above polynomial will be close to zero becomes greater. However,
15 these values also dictate how many possible polynomials there are of each type, and
therefore how effective the cipher’s security is. If these values are large enough, there
will be too many possible values of g, ¢ and f for an attacker to be able to guess their
exact value in a feasible amount of time. If these values are so small that there is no
chance that any of the coefficients in the above polynomial will lie outside the range

20 —¢/2+1 to ¢/2, then the security of the cipher will be compromised.

The parameter choices used in Tumbler give a probability of approximately 1 in 10000

that the polynomial

p¢teg+ frm
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defined in 2. The |lower these values are, the greater{ “t'he .pro tion of
coefficients in the polynomials g, 0 and Blare zero. As a congéé JHhE Qo4
this, the probability that a coefficient in the above polynomal wll be
close to zero becones greater. However, 15 these values al so dictate how
many possi ble polynom als there are of each type, and therefore how
effective the cipher's security is. |If these values are | arge enough, there
wi |l be too many possible values of g, 0 and f for an attacker to be able

bre oo armlt o nall e peopttRin Banlideoid ATt Pl STt BRRE R e
above pol ynom g, df'solﬂe%oeﬁic%n@@ Whend @f&%teéey +0/ddhg R MsPstef hedecobipig

security of the cipher will be conprom sed. The paraneter choices used |n
Tunbl er give aapdahﬁﬂmﬂﬂbwIwheapph@xdmdnehwdmbLn 10000 that the pol ynonia
POfg+f*m 31 2 2 NOV 2004 w il have a coefficient that |ies outside the
range -q/2+1 to q/2. This neans that the value of sone coefficient(s) wll

be transl ated by Exghﬁ)i@g the first step in decoding and will therefore
have an altered value nodulo 3. 5 Exanple Figures 5 6 and 7 give a vi-sual
exanpl e of a wapping error. 10 Figure 5 graphs an exanple polynomal f * e
t hat has been redupmeesty)otahé 7l ghasi vispo skidmpe of esirehpiisg eromtul 0 . Fifty
coefficients are represented by dots placed at heights relative to their
val ue (betmeen 0 and q). This is the polynomal that the decoder wl|

recover ﬁ#fway tm@y@@ driihsAGE Ohiniile BoRRRAR tf-ﬁh@tlﬁ‘iﬂhﬁ@@é@rﬁiedh@ed Wi mpllaxed
using the Teast positive residue classes, he sinpl est reduction nodul o

15 a power of 2 i poatme:)mmmes mwdulo e Fifty mﬁfﬁemis jare rapessented dysdods plagedebier
E’;lb sz)leﬁf \ée; e S;[ 25 e”@?zgggerg ative B tﬁlerllro\rfgll?el (bmtlween J t’ﬁﬁ’s 15%‘19 pBGﬁanFa?%ﬁat the

decoder will recover halfway through the decoding process. The polynomial is

displayed using the least positive residue classes, as the simplest reduction modulo
15 a power of 2 in a computer will leave numbers in these classes. In order to recover

the message the polynomial must be shifted into the least absolute residue classes

(between —q/2 + 1 and q/2). However the current form of the polynomial has the

advantage that all the coefficients that are most likely to wrap incorrectly are

collected together in the centre of the polynomial. This zone is highlighted on the
20 graph (the area marked as 501).

Figure 6 shows the same polynomial as in figure 5 except that it has now been
shifted into the least absolute residue classes modulo g. The area that was marked
as 501 in figure 5 has now be;:n split into two and is marked as 601 and 602. The
25 coefficient that was marked as 502 in figure 5 was just above the ¢/2 line and has
| therefore been shifted down by g and now sits at the bottom of the graph (marked
as 603). This is the form of the polynomial that will be convoluted with Fs in order

to recover the original message polynomial.
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{(between -g/2 + 1 and ‘gq/2). However the cugrent form ¢f-the pol ynonial has
the advantage that all the coefficients tfat are nost likely t?gwnmgny
incorrectly are collected together in the centre of the polynomal. Thi
zone is highlighted on the 20 graph (the area marked as 501). Figure 6
shows the sane polynomal as in figure 5 except that it has now been
shifted into thed ut e .resi.due cl asses nodulo q. The area that was
marked as 501 i-rIl:ll 9?{? éﬁgg&gghgfwnﬁ SHMAL™ pntelntinggo glﬁmol}slonéalkgmphed 601

and 602. The 25 g@ef fidceeMhist 502.in figure. 5 was | ust
above the g/2 line and has t%%%%rﬁle%%ﬁggﬁ%i B bgyltqlsg]f*ﬂfeao‘{‘ﬂﬁ‘s}tfs
at the bottom of ceHécigntaphill(athtikdul within 6R23kngd hiy9-+i %o esd elamd pdliEomial
pol ynom al t hat \ﬂiok-rlﬁ &e%o{\]fﬁf)ém ed with F3 in order to recover Itjh'e '

ori gi nal message’ pol yRorm al . 323 esaq@atan ot sjther the megpagshiill brerecovered
pol ynom af pO * gvithbut‘erfar. I Thati ' ed in 5 .and 6.
This polynonial is not reduced %%aﬁa@e%%@ﬁ%ﬂ;%{%@h%% ét%f%éqlcqstgai?guta
coef ficients wil VeRsmall &agtionyifidases. t fre thimagenple/titdoctfciet nsRed Batod Mes
polynom al fro o'V 1]l _be .an exact match. If so, then the nessage
will be recover g‘gﬁﬂgﬁj\% @ﬁ%ﬁ%%delfaﬁlg?lﬂ“fﬁfnﬁa% thet e pebmomigl it st ies ishewen in
par anet er choi cesiguiers, altilebstnivalent@p ¥hi :@GH f1C this
exanpl e t he coeffigci nt rrae?itreg as 703hll§ilﬁgls}ln0g{5iﬂgﬁ)fgﬂ? aélss aﬁg%sélﬁ%ﬁgq ki s
means that the pB‘H‘i}Wg?ﬁté’POdﬂﬂe‘JeTthfmlt Z0bhes baen vrbner @o the plitiod marked
equi val epy to thigs pofypogi al nodulo g, is not the same and not equival ent
nmodul o 3. The coefficient 701 has been wapped to the position nmarked 10
603 in figure 6. It is inportant that there exists sone neans by which it
i's/possi bl e tq know whether. or not an error has occurred. The polynom al 0
i s known only ‘& FRET élflf\%lfeé? eXiffjispwe means b Whirbrit ilpossiblame kiowmméekronn

only to the degpdfemoSthsidechSed MMQSSIALE:HO Rredict 15 whet her a wrappjng
failure will occur. Detecti nge(%'giml %?gpl?%\llabllfévlgém?% Oﬂé'eto\é\?e SR IE phile the
~ polynomials g and f are known only to the decoder, so it is impossible to predict
15 whether a wrapping failure will occur. Detecting failure involves the use of some sort
of a check hash that confirms the integrity of the original data during the

encryption/decryption process. Such a check is also necessary to prevent some forms
of attack.

20 The mechanism employed by Tumbler to detect decoding failure is detailed in § 6, and

the means of correcting these errors follows in § 5.

5. Error correction

Wrapping errors were a recognised problem at the time that the NTRU cipher was
25 proposed ( NTRU patent application, §1.3, p. 31). However, the routine suggested for
resolving this was flawed, and did not correct many instances of wrapping failure. The.
methed involved shifting the polynomial a from above, by a multiple of 3. This
changed the value of the coefficient that was being incorrectly wrapped so that it was

not wrapped, and did not alter the value of any of the coefficients when they were
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.of a check hash that confirns the integrity of the ori(gi nal datQQuNUvg%[}nlyfe
enicrypt'i on/ decryption process. Such a chegk is al so necessary to preven
sonme fornms of attack. 20 The nechani sm enpl oyed by Tunbler to detect
-decoding failure is detailed in 6, and the means of correcting these
errors follows in 5. 5. Error correction Wapping errors were a recogni sed
problemat the tinme that the NTRU ci pher was 25. proposed (NTRU pat ent

appl i cation, L 3.8 @d‘%o 3HOWEWRlnately) €nik QBEA B8useaaRSffRiENE ONhose aabkeVan gt
this was flawed And drd not correct many instances_of wap nt% fail

.fa re
The method i nyelbved eshif the mangenty rovianped imcomedtiyolvhens ¢ey10 IWP‘PH&PE of
3. This changed the vadl ue of the coefficient that was being incorrectly
wr apped so t hatavetocqdsed- not wr apped, and did not alter the value of any of
the coefficients when they were C . 33 22 NOV 2004 .r educed nodul o 3.
Unfortunately, this often caused a coefficient, whose val ue Ia%wat t he
ot her endsof tithe waapping eroriseraetignibel Wascoggestad ajso it 1@ SOPSH B KPAE
woul d not have occutred.. 5 The w,appin [ L8 ChiBRichPRs aNaSue that is
suggest ed al soa¥ &0 B T TREGEEs vgﬁ"’%eaf‘lrlgcro eﬁoim“ggfse gap fail ur e. This
occurs when an,j gk sk Yo edppeckogeefy iveippad chefficiantefl the sthasighs Thigtwvas

| east as close to zero as a correctly w apped_coefficjen f.th Lgn.
This was not aoi grigindilycomsidsiedandarugnas thesgdailyes Wﬁ@stbmfg%‘it ?%Pee%&v?er ZC‘F rté
thought to be extrenely rare hdeu e &€ b dnY p&l¢kushialBN ©hidin is
every ten mll ipoﬁalbg%)l}%grﬁ%él%:m V\ng%ﬁm{ ghéel{)n gﬁ??i ciently Ié)ften to be
noticed byy many, gRANIG e fsbe Adticedibly meinglappletionsd Tunbl er's error
cprrection systemis sinple. If there is an error then find it and correct
it 15 The diffi culty is that there are N coefficients which, viewd

naively, couldjge wong. hih; | ; doVReRn [seheld. Haherodsho eBor
5 DT g RS i oo i

val ues). There
then find it and correct it.

15 The difficulty is that there are N coefficients which, viewed naively, could be wrong in
two possible ways (when treated as modulo 3 values). There could also be multiple
simultaneous errors. Checking every possible error is therefore equivalent to trying out
every possible ternary polynomial until one works. Due to the nature of the cipher this
would take an unfeasible amount of time. Furthermore, the error may not even have

20 been caused by decoding failure, but by an error in transmission or a deliberate

alteration by an attacker.

The Tumbler solution is based on the fact that not all possible errors are born equal. if
one orders the possible causes of error from most likely to least likely then an
25 extremely efficient search can be performed for the cause of the error. In practice the
most common cause of a decoding failure will be the cause approximately 9999 errors

in 10000 (for the parameter choices currently used 1n Tumbler).

Recalling the cause of decoding failure in § 4, the algorithm parameters have been

;30 chosen so that a certain polynomial’s coefficients are almost always inside the range
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sinul taneous errors. Checking every possibje error is 't her ef o%zeﬂﬂyvﬂlwnt
to trying out every possible ternary polynom al until one works. Due to
the nature of the cipher this would take an unfeasible anount of tine.
Furthernore, the error may not even have 20 been caused by decodi ng
failure, but by an error in transmssion or a deliberate alteration by an

attacker. The -l @rg/z0Wued Ayl e BBSEANAL IdkaChechiRh Mifke &l LR 95 RLE! ©

errors are born equal. | one orders the possiHle C © &1 BYfi
most |ikely todceaet Theledpseetdfarcoafficidb fathing eunmidy e fingt &in RA:EHN aBaR 1Pe

performed for . he error. In practice-thefost common cause of
a decodi ng failH}‘r% g‘ﬁg\;h%Fp gié'n%lﬁléal'ci{ﬁ%éhagﬁ%PgWﬁaﬁoéffgﬁl@@Q@]&gr oitside this 10050

(for the paramhehaboilgas 164" thentl ¥ Ys&Hobhc | .fRecal | I ng the cause
of decoding failure in 4, the al %gr it hm pa?%%ﬁrogné%\l@ g@eﬁb (%lo%ocrhg)%% o)

that a cettai riipBlignesns arors. ddset fihen entesfiientataliv stitsik wh sahdesit deillt Rgmosange
34 22 NOV 2004,...- Wien they are not within the range a i

- decoding fail 3“1#%’& ségi"i“&?‘{eg‘éﬁ%‘%}%aSB‘c?i‘L?Piloé’&‘F-eFﬁ?egre%%rﬁ & disfange. dhoftes ket
fal ling outsi dettabhSodfivigat Wil fail At PaAGtRER oR@he Langkn 10000 per

pol ynom al . The chance of two coefficients, falling outside this range

simul taneously is less than 1 in 100000000. per polynom al, and so on for

nore 5 sinult r - a coefficient falls outside _this _

range it will a %@?&E’aﬁ&%g% gf(rﬁf‘le%f%?d‘ésgt?ﬁ%%ﬁw LAnge ‘Wﬁ]a%ﬁ’ﬁ?Ppeqrﬁ% the

greater the ditmttancef,the gk eBdheh akekfficidnt falls jahdelod GREHhSEHONT BY Ll gﬁ'
e. Furthernore, when a coefficient ]p S

at that di star};c%?out s{ d& ;tmhe range. [ _ ent

j st above hi' eaz?g; jd °\ ffftrcaffell WappRdl be gttae smald, \ltgllmpkl; oreans thtahﬁ martg:ech
hen a coeffig ] oWt | e tp the

top. In the fi!r)(gtglh case ?ltdsy?//g?gg o elsp(l?ge%%tg glgwggerras} ue Of g% uiR5 D thelaper

will be x tocasmaMill hpdtdclagewhere x is the smallest positive residue of q

nodulo 3. Inthe latter case it will be x too large. 15 This provides a

sinmple means of finding the error. The values that lie closest to the top

15 This provides a simple means of finding the error. The values that lic closest to the top
and bottom of the range —¢/2+1 to ¢/2 are checked, and attempts are made to correct

their values modulo 3 by adding or subtracting x (depending on whether the values are

at the bottom or top of the rémge respectively).

20 Figure 8 shows the same graph as that in figure 5 (explained in § 4). The area
surrounding the line q/2 is highlighted and marked as 801. The coefficients that lie
within this area are the ones that are most likely to cause an error. In order of their
proximity to the line ¢/2 the first 5 coefficients are labelled 802, 803, 804, 805 and
806. The most likely cause of an error would be the coefficient marked 802 having a

25 value that is x too small. This is exactly the error that was described in the example in

§ 4, and adding x to this coefficient’s value would indeed correct the error.

The exact method that one should employ to correct these errors depends heavily on
the use to which the cipher is being put, and the platform upon which it is being

30 implemented. An example algorithm is given below. The premise of this method is

P



and bottom of the rangé -q/2+1 to g/2 are ﬁhecked, and@tterrpts are made to
correct their values nodulo 3 by adding o Jsubtract i ng x (dependifhg ROV §
whet her the values are at the bottomor top of the range respectively). %@
Figure 8 shows the sanme graph as that in figure 5 (explained in 4). The
.area surrounding the line g/2 is highlighted and marked as 801. The
coefficients t i i Lhi [: rea _are the ones that are nost |ikely
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exanple in 4 i . i oefficiept's val.ue woul d i ndeed
correct the erirll({)é}?de'lr'%gqggg??} trcriegtﬁgd‘%?r A SIob GoR0 e F5otr Gt firsiese
errors dependsattemaptifiils. on the use to which the cipher is being put, and
the platformupon which it is being 30 inplenented. An exanple algorithm
is given below. The prem se of this nethod is 35 C 22 NOV 2904 t-hat

ef ficiency cangfhge aehifuedrd ks (bl e correct.ion at ts, as fast
as possibl e. Howeever, 19999 %ﬂ%%ﬁ%f}gg%ttﬂeerp?@?rsoé\?w 18&"8‘3{#@@3&’8@6}?@@%
first attenpt.thetspesd dpffesbedsl yilbewmt smalh ohesvesagel &P @6M . onlP beh@glordaf Wign

short est possi(t;)olea}l{r}:ﬁwgor the nost likely error and only do the work
necessary for COREFhAING PR d2afcisshd {hnimethed tdescribedehgre dogis| baveSiome

the errong areadhigOC Givdnl d@@rdﬁ?ia&hﬁlti&mg&:{sgﬂé‘?lﬁﬁ%% & BY & %e%ogﬁ)l%offrrorBM9 be

polynom als the speed difference w n average an
i pport ant  whenreagwable dinc.fABw et fov aeps smuerigifiied: e cho Ge dased ibadvder e

“does have sone.dQ. a .G ven, appropriate tabl es (see below), i
will fix all deef(}:.‘gﬁ?ﬁ%éﬁgétr e Srighta) BRHAReta pee ?V%fb@éﬁf(efrﬁfétcr jgeEL few

steps the original data can be stored in a very efficient format, and the
ori gi nal nodullgiggredgt.a need never be referred to again. :

1s a flowchart of the following error correction algorithm. No equivalent
15 algorithm was presented in the NTRU patent application. This flowchart is designed as
a counterpart to the flowchart describing the decoding system (see figure 3).

401. The error correction routine uses the algorithm parameters N and g. It also uses

the private key inverse, F3, but not the private key itself.

20
The correction level determines how far the error correction routine should continue,
The error correction must be non-zero, or the error correction routine would never
have been called in the first place. Almost all errors are fixed very rapidly. The
correction level allows one to control how certain one can be that an error is due to a
25 cause other than decode failure. An arbitrarily high correction level, when the cause of

the error is in transmission, would cause the process to continue for an arbitrarily long
time. Any existing errors are extremely likely to be corrected in the first few attempts.
It is therefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be

30 caused by a problem that occurred during the transmission of the message.
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‘Figure 4 i's a flowhart of the follow ng eggor correctﬂ'n al gorith21 IN%N
equi valent 15 algorithmwas presented in the NTRU patent appli cat’ (2n. hiZQUlt
flowchart is designed as a counterpart to the flowhart describing the
-decodi ng system (see figure 3). 401. The error correction routine uses the

al gorithm paraneters N and . It also uses the private key inverse, F3,

but not the private key itself. 20 The correction |evel determ nes how far
the error corrgction routine should continue. The error correction nust be
non-zero, or tHE EIFEHOREIBE taksn in Grethalfedenodddimodyqolyrbatal hesi thaldgdy i n

the first pla osd, s,are fixed very rapidly. The correction
| evel allows g%éyr{%lo co%ﬁ't@c?%e ﬁ%z\g}/ggoetrhfgpﬁ HBW@?%‘&?‘ECI éﬂ?@%‘m%ﬁg EYsiYn (33 figwee t o

a 25 cause ot Hor et isamiylesed éof aichtitpe theAhedlt Biddi@ti IsYndik; 0 tion level,
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negl i gi bl e andhedkais redwireflai | ure of the polynomal to decode is nore likely
to be 30 caused by a problemthat occurred during the transm ssion of the
nmessage. 36 22 NOV 2U64 The correction routine takes in the half-decoded

nod g pol ynomak 18l d bh i j.al e;. .These relate to the
pol ynomi al s used byetCﬁlg dcecﬁrdlifcheghlg{;rslteg%r%ﬁgée}lg&ﬂnjﬁ%d%W 0ge tq eondrol {he,@ugr { or

creatind® he dnedictbyasziog numtiess pbaschirent tetroay e ofreREREEH s TepRRUSTENT

e; into the h frgo%-t%te%%ce by reco%di ng the state of the hash function after
ipputting e; and then returneHECEs RRrFdatehait és hard i determine ienlevalieastr this

i nst ance, whematde MeWond BAC KrdrSc uj . .Th k is canstructed. from
experi ment ati on andy\%I | ows one ({ug&cg{l? ?tglegjt ﬁg& ?rmcfgrt% f@‘a?tnvﬁﬂ?scﬁrevﬁfg’i%ﬁ
nunbers of coNEBPHKE- errors are corrected at various depths. Since al npost
all errors are corrected immediately it is hard to determ ne ideal val ues

for this
15 402. The corrected level is simply a counter used to compare with the correction level.

The value j is used in conjunction with the table G. It tells us which row of G is

currently being used.

20 The value of x tells one how much a value, incorrectly wrapped modulo g, has been

altered modulo 3. More generally, if the value of p from the NTRU patent application
is chosen to be something other than 3, then x will be calculated as

X =gqremp.

25 Centring a polynomial modulo g refers to shifting it into the least absolute residue
classes (centred around zero). It should be noted that it is not necessary to use the

range —g/2+1 to ¢/2. Instead one could use the range —q/2 to q/2-1.

403. At this point a list is created which will order the coefficients of a; by the

30 proximity of their values to —4/2 and ¢/2. If values exactly equal to ¢/2 were wrapped



table beyond the first coupl e of entries. 7oso facto (f?\e exact val ues are
of 'little inportance. 15 402. The correct®d |evel is sinply a2Z8ulf¥r20i4ed
to conpare with the correction level. The value j is used in conjunction
with the table G It tells us which rowof Gis «currently being used. 20
The value of x tells one how much a value, incorrectly wapped nodul o q,

has been alt ener t he val ue of fromthe NTRU
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coefficients sth%lYF‘H‘eb‘@e @édﬁb@?o‘fﬂ@ep@sﬁwd \bere walitumdkasofehiier entfsllodvtthet he
same absol ute ygllde, and vice versa if values exactly equal to -qg/2 were
wr apped up. r?the exanpl e described in figure 8 the list would begin
with the coeff|C| ents | abelled 802, 803, 804, 805 and 806 in that order. It

is possible to § é(ﬁcogd on%%]lct(?e gl stance of each coefficient's val ue from
the edge of tHKY (e CAR@ THEed mpdulpat, dee prigiatlmodtie qvitedinenval aids s lorsed
here as j¢ nakgsqit easier to follow the process. 404. After being reduced

nodul o 3, the original nodulo q polynomal a; is no longer 10 used. 1
P
i' . e . -

405. k 1s initialised. This will control the number of simultaneous errors for which a

check is made. To begin with a check is made for one incorrectly wrapped coefficient.

15 406. Here one takes the current depth at which checks should be made from the table.
If one is on the first row of the table the checking procedure should start at depth 0. It
should be noted that if a value is no larger than the one for the previous j then there are

no unchecked &-tuples in 407, and the algorithm will skip straight to the next value of

k.

20
407. The algorithm searches through all the i-tuples of coefficients with values that
are no more than a certain distance away from =g/2. At this point it is determined
whether there are any 4-tuples left that have not yet been checked. A k-tuple that has
been checked during a search at a smaller depth need not be rechecked.

25

408. A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This #-tuple should be distinct from any k-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen k-tuple are then altered to

compensate modulo 3 for a possible mis-wrapping modulo g.

30



405. k is initialised..This will control e nunber ﬁfsirrult (AT S
fo'r_V\/ni'ch a check is nmade. To begin V\Athgg check i s made forazzwmﬁza&

incorrectly wapped coefficient. 15 406. Here one takes the current depth
-at which checks should be nade fromthe table. If one is on the first row
of the table the checking procedure should start at depth 0. It should be

noted that ifgm, YAl b shd?&q L ax one for the previous j then
there are no unchecked k-tup'l'é%eclier?&@ggpwggﬁ PHER ESH thmwll skip

straight to the next value of k. 20 407. The al gorithm searches through

all the k-tup f co f.ficiﬁnts with values that are no nore than a
certain distahce ‘§V\é|§f° r'Sngfe to sjeet whethgrother degoded nedtremitlneet thihetiprer

there are anypdiyhdtialpask &elin gf';}%, digye not yet been checked. A k-tuple that
has been checked during a sedrch at ‘a smaller depth need not be rechecked.

25 408. A k-tuple of coefficients, whose values all lie within the given
range, is choggn thThi S 5-%UEI e SCE&M g Jbe distinct fromany k-tuple that
has been chosEr &t Mg HFasly fiE Passedibgn dh agepicd s fegskt dasripteprolynamies of
the chosen k-tuple are then altered to "conpensate nodulo 3 for a possible
m s-w appi ng nodulo g. 30, 38 2 2 NOV 2004 409. Using the altered a;, the

decodi ng proctlds Ths passiplect-tiplesdidingAberhendhaiisedyable séasch Begywheichesd tdhe
decoded pol ynaoni.al t ci pher ol ynom al pass the integrity check. 5
411. 1If the i%?%g??fsgﬁ%ee@?a%%egé%iﬂ&en b; is accepted as the next decrypted
pol ynonmi@l . 412. The possi bl e k-tuples having been exhausted, the search
is now extended to a greater possible distance from g/ 2.

£ 413. The value of the table G at (j,k) gives the depth at which one should stop
(O

searching for an error in a k-tuple for the current value of k.

414. The counter that records how far has been searched, in relation to the intended
15 extent of the search, is incremented. There are obviously more economical means of

achieving this than having a dedicated counter.

415. At this point a check is made to sec if the corrected level has yet reached the

supplied correction level.

20
416. If checking has been performed as far as the correction level specified without
having stopped at stage 411 with the decoded polynomial, then the search is
abandoned and the pelynomial remains uncorrected. Realistically, with a rninixﬁum

correction leve] this will still only occur when the error is caused by something other

25 ‘than decoding failure, -

417. One increases the number of simultanecous errors for which the correction

procedure is to be performed.

R =Y



.10 413., The value of ‘the table G at (j,k) 39i ves the Ggpth at vx/niz? rmq quzf
shoul d stop searching for an error in a K-tuple for the current®value o

k. 414. The counter that records how far has been searched, in relation to
-the intended 15 extent of the search, is increnented. There are obviously
nore econom cal neans of achieving this than having a dedi cated counter.
415. At this B8 TherosRestkG i { recte evel has, yet
reached the supplied correct?gﬁglqg%/@wi&go %&?F‘?&)LSH&%@&‘QL FaSSHeand the
performed as fedrclais begun fosasinglétom etrenaghinspeci fi ed wi t hout  havi ng st opped
at stage 411 wth the decoded polynom al, then the search is abandoned and
the polynom al renains uncorrected. Realistically, with a m ni num
correction | eved, THeiatgomthh n8dvesho BRINKxQeGWr (hen the error is caused by
sonet hing other 25 than decoding failure. 417. One increases the nunber of
si mul taneous errors for which the correction procedure is to be perforned.

39 2 2 NOV 20 . ws, of G are zero term nated. Wien an end is
reached, k is%gg(gfo %Ié%%&tnlquceie S 1anqre dBtéﬁglﬁwftB? tahled§} isesedon error again.
419. The algorithmnnoves to the next row of G 5 The follow ng exanpl e

shows in nore detail howthe table Gis used. Exanple 10 aj = 45 - 117x -
127x2 - 45x3 - 113ampleq/ 2 = 128 jndex val ue sign

10 a=45-117x - 127x* - 45%° -117x".
r q/2=128

index value sign
0 45 +

15 1 117 -
2 127 -
3 45 ‘ -
4 117 -

20 Index 2 corresponds to the coefficient with the greatest absolute value, The

coefticients with indices 1 and 3 have the same absolute value and the same
sign, so it is completely arbitrary which of these two is listed first. For the rest
of the example 1 will be listed first. Indices 0 and 4 have the same absolute

value and different signs, so, assuming that one uses the range —127 to 128, 3 is
25 listed first.

The resulting ordering will therefore be {(2,-127), (1,-117), (4,-117), (3,-45),
(0,45)}.

30 g=128=3* 42 + 2, Therefore x = 2.



.0 45 + 15 1117 2 12’7 - 45 - 4 117 20 Index 2 corre‘gbonds toﬁ/I
coefficdient with the greatest absol ute val 88. The coefficients ZtNUV ZMM
indices | and 3 have the sane absolute value and the sane sign, so it is
-conpletely arbitrary which of these two is listed first. For the rest of
the exanple 1 wll be listed first. Indices O and 4 have the sane absol ute
val ue and different signs, so, assum ng that one uses the range -127 to
128, 3 is 25 listed first. The resulting ordering wll therefore be
{(2,-127), (1,-1 ; 5 : (0,45)}. 30 g = 128 = 3 * 42 + 2.
Therefore x = Z.Lg%m%#gﬂg%%ékh%% bég%%srder the sinplified table gk = k--
| k--2 k-- k=4 5j=l 3200 j=2111140 10 j=3 111150 j=4 15 12 11
1 This table indicates the bezt org_ in which to check for errors. If at
any stage 15 the error 3! di &dvefedl akds corrected, then the checking
procedure g || be stopped. The procedure starts mnth an attenpt to correct
the singleton errors that are

=t 3 2 0 0

=2 11 11 4 0

10 =3 11 11 5 0

xSy

=4 15 12 11 1

This table indicates the best order in which to check for errors. If at any stage

15 the error is discovered and corrected, then the checking procedure will be

stopped.

The procedure starts with an attempt to correct the singleton errors that are
equal to —128 or 128. There are none, so it proceeds to singletons in the ranges
20 -128 to -127 or 127 to 128. These ranges contain one such, as pointed to by the
first index in the sample ordering, i.e. 2. Since this coefficient is negative the

algorithm attempts to correct it by adding 2. For the purposes of this examplé it
shall be assumed that this fails.

25 Since G(1,1) = 3, one should continue trying to correct singletons until one has

tried all singletons in the ranges —128 to -126 or 126 to 128. There are no more

singletons in that range.

R



equal tq‘ -128 or 128. ’-:rdh‘ere are none, so ié pr oceeds (8 singletons in the
ranges 20 -128 to -127 or 127 to 128. The Je ranges contain one such, as
pointed to by the first index in the sanple ordering, i.e. 2. Since this

coefficient is negative the algorithmattenpts to correct it by aﬁiwmm
For the purposes of this exanple it shall be assuned that this fafl 5

Since (1,1) = 3, / ti ing to,correct singletons until
one has tried allf&p%n%{]gﬁt)ﬁssgl rt%ﬁé'é%c apay- Heweisrghere 219080 paird #8.

There are no nor ethemrgﬂgtmtngmpdcfﬁddh@t(}(rlqrygﬁ; 13%02@'3(3‘{&@%9 A gthr S _poi nt
it is better to tr ocorrect afpalr However er'e are no pai re iM% he

| argest range spetiicnde thsyneay ovpgf G and st@g scaBhife foaadlﬂglwmméredr%n@é\ﬁldﬁyst now
switch to the next row of G and start searching for a singleton error once
nore. 5 The search starts where it left off in the previous row, vvith a

depth of 3. and |Teksafchrstaisnghet Qnsf GomR hd révﬁcﬁfs B, gﬁhw@m Al

10 two nore poteritral errors are found. Onc nore It that
correcting these aeksfpesinglgians dowp thedist uptst héepthbf BhpAt ]IOStwmd@rethteG@rfa[ ect

for a pair of err t [ earch left off, at a depth of 4.
When a depth of legfo?%a%e%gﬁ 'dgfl%gnlglg%c% EarI} @F &rfumedy tﬁi@t $YTRTHNE theshgrrorange,

and therefore 3 datflential pairs. Because index 2 is first in the list
these pairs would be corrected in the following order: (2,1), (2,4) and
finally (1,4). 15 For this exanple it shall be assuned that one of these ™

pai rs wag(i ndeed N\ adtHeeating: femady ﬁro%rorrreémiiafs“ “f\e/l%rg rvgg)?grlo%selstgﬁor t%]?%att]i?% t he

remenber that in practice an error
fi rvst few att enptsgarch left off, at a depth of 4. When a depth of 10 is reached three coefficients

LA
are found in that range, and therefore 3 potential pairs. Because index 2 is first
in the list these pairs would be corrected in the following order: (2,1), (2,4) and
finally (1,4).

15

For this example it shall be assumed that one of these pairs was indeed the cause of the
error. However, it is important to remember that in practice an error will almost

always be corrected in the first few attempts,

20 6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved

with some sort of check hash.

25 Depending on their use, systems that are not plaintext aware may be susceptible to

attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:



20,6. Text Awareness |f a cryptosystemis a le to det@'m’ ne whet her the
encrypted data is a valid encoding of its associated plaintext, 22 NBV: 204
said to be plaintext aware. This is usually achieved wth sone sort of
check hash. 25 Depending on their use, systens that are not plaintext aware
may be susceptible to attack. An attack that takes advantage of a systenis

| ack of awar en@gsSatyk&Sintenc . 4 2 NOV 04, An
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encoded, the degtoierintiy se@brifphathentQ %% se of the nessage, but’
this is irrelevant to the attg)?k. Thrél atat acag(?&%/%e%g‘g?s this process several

times, recording at each stage which 15 nodifications yield valid

ci phertexts. B -V Si t.hi he attacker is able to determ ne sone of
the ori gi nal négglglg{elyéii'%lngérd?{i%igsﬁaﬁ? ??éﬁptfeo%u‘!ﬁh‘i GihpBexta ki susht D radei tal Ty

creat es a0r egudandérasiil ddbeddthe has gﬁdg% i at & n the..
ci phertext. Thi ﬁ al | ov%gus toedes?réiebe Tu Itté(??ltajg%lt geﬁfé%%ﬁﬁ%? g%eél m?%@ted
ajar e’ . Tunbl ePPiiFieAngodes) fhedesadarmeayshenbe ablBetoumekdamh solisg of ididhiiedshed Cbut

comput e a checihis is irrelevant to the attack,

The attacker repeats this process several times, recording at each stage which

modifications yield valid ciphertexts. By analysing this, the attacker is able to

determine some of the original message.

Tumbler takes this approach further and automatically creates a regular hash check

based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,

20 generally, as ‘text aware’.

Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check

hash for each encoded polynomial. SHA-1 is defined in the US Government’s

National Institute of Standards and Technology’s Secure Hash Standard (FIPS 180-1),
25

As each message polynomial is encoded, both the original message polynomial and

the resultant cipher polynomial are used as input into an instance of the SHA-1
algorithm. '



. hash for each encoded pol ynom al. SHA-1 is, defined |(ﬂthe US Gover nne rh
National Institute of Standards and Techrbi ogy's Secure Hash St%uﬂi&\'cﬂh#l PS
180-1). 25 As each nessage polynom al is encoded, both the original

- message polynom al and the resultant cipher polynorri al are used as input
into an instance of the SHA-1 algorithm 43 2 2 NOV 2004 During encodi ng,
" the cipher pog}énoma as |nput first, as this speeds up the

decodi ng process ¥ ﬁn?cf#én%\}g%flpl}?r Relynomyal ﬁdﬁlﬁﬁ“r"ér‘npuﬂf’éﬂcﬂspﬂ@ SR?@‘Iig/nDrﬂl%ll i's
first packedicbadihprodtd o iRSedtfp of LORRoRRk Ahor ﬂf SRR lfxﬁ'nﬁfﬁeé ThgsP! £
i

required to represent the first coe rent are
signi ficant eamgkest orfibbytey axdesgrited batoav, Sor tmm,smﬁsandl"ﬁd'lﬁtslr&;mreﬁ)tb erlaﬁnﬁ hed
is then packed to fill

with unsetbit he ,nmess pol ynom al

byt es, each ctgee F“@.S‘gﬁ%?%%e I%lif‘??g 1 &%, aStFé"ﬁ‘l‘@@éﬁ?f@d’fﬂi}e i bﬁﬂeta gnd pptom, bi t s
are unsed if dndeh€REIBEPARShADWRR Bkt Gite Eheééés ro, the first bit is set
and the second is unset if the corresponding coefficient is -1; and 10 both

bits are set if the correspondlng coefficient is 1. It is never the case

t hat the the first. is unset. The, packed ci pher and
message pol yﬁ@%quésg%é g‘)lg ri:%\ilT %Ba"l(ﬁﬂﬁo Eg‘lnebﬁ??eﬁac é@ﬁ%@len{ Hyetiney beisg ng
the SHA-1 al gepretdumed Hihﬁwdﬁm@egomﬁlﬂél&e 'lﬁséth?{?letcf)ﬁ&?ﬁhalﬁgq éfﬁcite ?15 %g;:

reci pi ent (unencr%{g)ét al ont%@vvl th the ciphertext ypl C ? it on

of the hash wh¢ fir i§ el Bo seyandds upset fibthg reouresponding emfﬁtmnbs —1; a.nd """"

0T onel) Seciirr s Banm & U soSigEe boEmshel RO 1w petetohs (S B¢ be
{epcoded as t secdnyttet i5Ge04Hillthe Tine id wskt. byte is finished with unset bi ts if
hecessary. In this encoded formthe

The packed cipher and message polynomials are concatenated, and are then hashed.
together using the SHA-1 algorithm. The hashed output is then transmitted to the
15 recipient (unencrypted) along with the ciphertext. Typically, the addition of the hash
will add around 20 bytes to the amount of text to be transmitted. Fewer additional

bytes could be used, but this would result in lower security,

Example
20
The message polynomial {-1,0,1,1} would be encoded as the byte 10001111. |
The last byte is finished with unset bits if necessary. In this encoded form the
polynomial is concatenated to the end of the packed ciphertext, and hashed for
25 transmission to the recipient.

During decoding, the ciphertext and the decoded message polynomial are

concatenated and are inputted into the SHA-1. The output from the SHA-1 is then



polynonmial is concatenated to the end of thg packed cif.;hertex?, wzﬁﬁhed
for 25 transmssion to the recipient. During decoding, the c p?h rte 4and
t he decoded nessage polynom al are concatenated and are inputted into the
SHA-1. The output fromthe SHA-1 is then 44 2 2 NOV 2004 conpared with the
original hash conputed during the encode process, and received along with

t he ci pher t ext corhpared witht the k@ioifi G {H e e therefore, even
if the nodified data can be 5 decodeﬁﬁnllﬁ‘?ecfs si"l fﬂlenég%%%g?rﬁﬁsﬁ’n%ﬂdl {peeived

i nf easi bl e f or 2leRE Mildbe pharivat.decoded nessage to match the hash of the
original message. This makes it essentially inpossible to alter the
ci phertext and still pass this test. The systemthen rejects all nessages

whose hash f ai Ifantattacket alodife a@rehehdaal i 0.bei.ng car {F.)u not t
i nform t hg sen erﬂ%,v\he-t_her the ci phenéetsyeé(gtE lﬂ\?\&}a‘?sfog/eéfa?e .l??fke nll%cﬁ %CLgaftBF%“ Bﬁat
a

wr appi ng f ai | Uf€osety A vEll canmutntionallyf midasiblentor hie: hinhedekt dR580Ressage to

polynom al . If r Laon is, swtched.on, the cipher will attenpt to
correct the. f%lﬁtlrc?q{l)%/ﬁ%g ‘ﬁ(g:ﬁ"? %glggaabglrefs[aﬁ% $ Bikesel eatsatialy impossible totalige it

wi || be necessthe yiphertee addstilopmgtigis tRe check hash to see whether the error
has been rectified. Since the ciphertext remains the sane and only the
retrieved nmessage polynomal differs for each check, it is possible to

i nput the ci pheget ' opnce and i.nput the nessage

poIOynorri al each ttlga'@grrgé3 lﬂ g%ﬁTlﬁggthg%gplaegﬂ%t ‘ﬁg%i;eo]?asﬁ&lﬁi Wgneke tes pRginglexrhilshd

the pl ai M ext hedgetandil nas tpirdome theavndek Bf RBEtbYiLE @therfté;('i v@hﬁnﬂid_s not NTRU
. t

dependent, but works equally well for other ciphers. I ple
Transm ssi ons 25 Tunbl er includes the option of adding protection against

Mil-ti pl e Tr andeisssdssible At R&Bing MG may have caused the fault in the decoded message
polynomial. If error correction is switched on, the cipher will attempt to correct the
fault by using the algorithm described above. At each stage it will be necessary to re-

15 compute the check hash to see whether the error has been rectified. Since the
ciphertext remains the same and only the retrieved message polynomial differs for

each check, it is possible to input the ciphertext into the hash only once and input the

message polynomial each time.

20 | The general method of hashing the ciphertext and the plaintext together to produce an

integrity test for both is not NTRU dependent, but works equally well for other
ciphers.

7.__Multiple Transmissions

25 Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).

Should the same message be encrypted and transmitted more than once using the same

- public key and without MTA protection, it may then become susceptible to attack.
30

-y



/7-'.
.Shoul d the sane nessage be encrypted and transmitted fMore tha e using
the sarme public key and without MIA protéction, it may then éeﬁmv 2004
susceptible to attack. 30 45 r 2 2 NOV 2004 It is inportant to be aware of
the possibility of predictable simlarity between two nessages. Most
obviously identifiable are nessage headers, such as those used in email,

whi ch are Oftﬁp %ﬁ)gﬁfrﬁﬁfg £. | f th flrst fewb tes of several nessages are
i dentical then't 1 ?ré"%"ééfge RR‘??}FH%W§f\m¢410t%h1%élnb@ﬂ’fﬂé’ﬁme®alt“@nd
hence 5 suscepdssides. L@sﬁo%@usl§q@eﬁﬁ?ﬁ Ehﬁé n%sgz%ggtheqzi?rgréugﬁ 'tﬁgs;[ rad m tted

on a regular basis. If the attacker rrect ’assu T
prices have n@tﬂﬂélhézﬂ‘g@d aret piften \pmnilmjahié slf thé If‘ﬁw fehe bytes of %ﬂ%r@NuﬁsM&; aﬂeO

The security dependent on the random
factor used |§BC®C§ thgﬁcf‘{/%t’i‘lg é‘f’ § yHYnilap be fdegtical  ansl lence s

able to deter rgumptﬂbletdalwpmfact or and has access to the public key, it
is then trivial for themto retrieve the original nessage. 15 Each tine a
nessage i s sent, the randomfactor is determned "on the fly' for each

polynomal. T L. exact sane ne i s sent nore than
pol ynom ol Tl geagagn diEbr bE @Rl L 2T, (e0805 o Sel, tore Lhar
certain that teefrearassmngtion thaeeepiRe haPsS 880&fmnpaY thg)%@cﬁltlci ¥1sh oS m to

pl ai ntext, they can are these 20 nessages in an effort to 8eterm ne.

the random fa @Y 48¥d> Even without MIA protection it is not generally™
possi bl efo determne the entirety of the randomfactors fromjust two
copi es. However, even sending two copies m ght

{ The security of a single message polynomial is dependent on the random factor used in
the encryption of that polynomial. If an attacker is able to determine the random factor

and has access to the public key, it is then trivial for them to retrieve the original
' message.

15
Each time a message is sent, the random factor is determined ‘on the fly’ for each
polynomial. This means that if exactly the same message is sent more than once it will
contain a different random factor. If an attacker knows for certain that two or more
intercepted messages have exactly the same plaintext, they can compare these

20 messages in an effort to determine the random factors used.

Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the rnessagé, while sending multiple copies

25 can allow the attacker to determine most (and eventually all) of the message.

The Tumbler MTA protection system employs a simple stréam cipher together with a
randomly selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the

30 same key. The stream cipher does not directly add to the security of the message as it

e



significantly conpromi se the security of thg nessage, th |l e seggi HH
multiple copies 25 can allow the attacker to determ ne nost (@Ad v 2004
eventual ly all) of the nmessage. The Tunbl er MIA protection system enploys a
sinpl e stream ci pher together with a randomy selected key (eg using a
pseudo-random -nugrbeémgener ator) to ensure that the plaintext nessage

di ffers randonisbrbadmstanigh g ReY, ahd ek el - i th the 30sane key.
The stream ci pher dges not. di?rectly agg@t%@%éﬁgagﬂgfyﬁpflﬁgﬂng%%@@mas
it 46 1 2 2 NOV'DBoAE0 piguyabpleingxswilt diffeeyfonante khotherniaes MredEaBle
particularly sggupg cipher. It nust only ensure that two identical
plaintexts will differ fromone another in an unpredictable nanner. .5
Encoding with the Tunbl er MIA protection option adds a random (or pseudo-
random MLA key, to.the start _of the plaintext. This key is then used to set
the initidl st%af%il%% "t’lﬁE%ﬁMer meeteGineoplier afdee rahdomaRe [SheR-202

in figure 2). t f.plkaintext data are then XORed with

out put from-t hgﬁ%@%ﬁ%ﬁgﬁ ke%égr)l??ea 3 Otg?oqt'l@nﬁéf' %@j‘lﬁ Fryus tlees wsad & satahelcaml

ci pher: see st &ipte20B thef ThinplareSequeds: DeRiBG: desodi ng, argif %tgblrﬁ'z?)i nh gtngﬁ- H rst
e ST

k bytes of datg returQ(égwfr m t he PKCS ci pher are us 0 set ‘al
state of the SRYUSHRE XIS o4t RIpinfexedata pry theguKORgdevith bytpass fro@r Be Xegashowi th

out put from t hgeReade BEBrRNSY ALk 0, LRQ. out putt ed he decoded
pl ai ntext: see step 315 of fi"ggltpe %&ﬁg%tﬁg.ﬁ%??glp?‘g'%??@pﬁP gurgdta is
convent i dRal | y stored as bits, the preferred PKCS al gorithm handl es
nmessages as pol ynom al s whose coefficients can take the values 0, 1 or -1.

The nmessage p LAl s & ust tring of ternary digits (terts). A
method is r equgpﬁﬁg%@)dlﬂg, (ﬂicure 3?, ﬁ-le fllrst k bytes of data returned from the PKCS cipher
are used to set the initial state of the Sequence Generator (see § 11). Subsequent bytes

are XORed with output from the Sequence Generator before being outputted as the
decoded plaintext: see step 315 of figure 3.

15
8. Bits to Terts

Whereas data is conventionally stored as bits, the preferred PKCS algorifhm handles
messages as polynomials whose coefficients can take the values 0, 1 or ~]. The

message polynomial is just a string of ternary digits (terts). A method is required for

20 converting the bits into terts and back again.

Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing the arithmetic
operations used in conversion to be performed using 32 bit integers. A method using
25 integers of more than 64 bits would be more efficient, but would offer a gain inr

packing efficiency that would be negligible when compared with other packing issues.

R =caY



-20, converting the bit§ into terts and back ./agai n. Eacf'ﬁ’corrpl et e gpet f 19
bits of the nmessage is converted in the pr%sent invention to 12% geﬂé}\é.ﬂ?ﬂl,
This gives a packing efficiency of 98.65% while allowing the arithnetic
-operations used in conversion to be performed using 32 bit integers. A
met hod using 25 integers of nore than 64 bits would be nore efficient, but

woul d of fer a ggiohvbrsibReKbi9 Lt kci ency that woul d be negligi bl e when
conpared with ot he(r) p(;%lki ng ?gtsouféé'l.ts 47 r NOV 2004 8.1 Conversion of bits-

to terts x sh t e .the integer whose |east significant 19
bits are set %&ﬁdg&%g&@p%ﬁ? URGBFTOWNSS leasksignifienntdP bi 4o¢ s¢t if thersdrhe

message, and woasiguatibess e blbcrE 18l Q.. Here terts shoul d be
assuned to be int gg s taking thel\%g:ltazl%%l,q&g?e%&f& aélla%h%?ef) e&P@? HEPR 3P 3
and the remai fA&F CACtaIFRT Hwnldibd assumedie tednteére mkhe s eslut 0,1 giet er ni ne the
next terts O determ nes that the value of the tert is 0, 1 determ nes that
the value of the tert is 1 and 2 determ nes that the value of the tert is

-1. 10 2. xis Idiviisddvided By 3dirgC@b GbRginady, ' : Performsteps 1
and 2 a total of twelve tj res. O earl y,Il th?ag&g?‘%@g@@ g%%FcfaBéflg’cg]%Iué?cgf%d
if instep 1 x wasiCErpinadee pRxt gort. iOndaterminesfth@® the tAuantitiehert e0B] Beefmiben

used with a table ible 4- | es. (ordered sets with four
el enents) of tertéﬁ){téﬁeg%%%goﬁ%zéhﬁée?eﬁﬁl%ggteﬁ?mé’%@ah@?ﬂ’alﬂéﬁfﬂ{eéﬂﬁ7§.—1x woul d

then be divided by 81 in step 2. If this approach were used, the process™
woul d onf(y re%i re tigr(ﬁ&hgcﬁrati,ons i nstead of 12. 20 Even greater speed
vide :

coul d be achi red 5l Sqapding anx/degnginder.by 729, taking the remai nder,
b:ef‘;;ore using a table of 729 possible 6-tuples of tens to determ ne the -
values of the next six terts, and then dividing x by 729. This option would
require only JonBerf@neitenddrandith tote ofliwélsd megper at i on. However, each
nmet hod offering such an

Clearly, this process could be accelerated if in step 1 x was divided by 81 instead of 3,

15 and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
four elements) of terts to determine the values of the next four terts. x would then be

divided by 81 in step 2. If this approach were used, the process would only require

three iterations instead of 12.

20 Even greater speed could be achieved by a method that divided x by 729, taking the
remainder, before using a table of 729 possible 6-tuples of terts to determine the
values of the next six terts, and then dividing x by 729. This option would require only
one remainder and one division operation. However, each method offering such an
improvement in speed would also suffer from a corresponding increase in codé size.

25 The ultimate method in terms of speed would use a straight lookup on a table of all
531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the

range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1.0,0,-1,1,0,-1,-1,1,-1,-1,-1}. Thus, not all possible

vt



-i nprovenent in speed v&)ul d also suffer froga correspgr‘ldi ng irg:rzeytgg 2%4
code size. 25 The ultimate nethod in terns of speed would use a straight
| ookup on a table of all 531441 possible 12-tuples. \Wichever of the above
“met hods is used, the conversion process gives values in the range
{0,0,0,0,0,0,0,0,0,0,0,0} to Thus, not all possible 48 2 2 NO V 2004
12-tupl es of tloruBles i tdi @EMHRI THi:S : d ause =. 531441 is
greater than 219 P 524288. 'rlbﬁig’séhi&gteid'n%?tﬂa?letc 'gs;é%ls]et_ssgi%lt]é‘rgcrgﬁ?rﬁgf‘npi]ge:
outsi de this rafgelathis igEwortentsisgesiof tertshiataicbunfidd ihes MBES A8 Rised 1 REndFRSt
i nconpl ete setthé)gnqlgftgg g ng:e any, is padded out to 19 bits with the
requi red nunbér of Tran OmBrts. The | ength of the real nessage data,
excluding the padding, is renenbered and used for determ ning the val ue of
t he end g{l msssaqe marker. See 9 for further details on this. 10 Exanple

For the purpodds last IppeMapleteaseh o€ 19 ibits sifiany,dis paddsissurad 10Hsts Wi tikeriigneg of
19 bitsis O 1 rder fromthe first and | east

si gni ficant: blzht(a ﬁgog}éfﬁggﬁgﬁgaﬁ%e %B%tﬁ Ogigfilben‘?ef‘]i Rsieepiiata, epelydingdhe aadding, is
deci mal i nt egeemermhérsd andussicler ddEmahinpithSvdSe JA409 | [ gachy -
tert can be c&l cul ated as foll ows: 'Nulrrwlger ‘Ir?erﬁai ndergdmﬂiﬁgﬁ\sl‘é%@%kﬁé %Tetig
after divisio Ort#‘rtgﬁq asron s tert x i s divided by 3 3 (discarding

remai nder) tert 0 O 144090 = 3 = 48030 0 1 O 48030 =3 = 16010 0- 2 2

16010=3=5336 -1 3 2 5336=3=1778 -1 4 2 1778 - 3 = 592--1 5 1 592=3=197 1
10 Example :

A

For the purposes of this example, it should be assumed that the sequence of 19
bits is 0101101101001100010, ordered from the first and least significant bit to
the last and most significant bit. Regarded as a decimal integer, this sequence

15 of bits is 144090. The value of each tert can be calculated as follows:

Number Remainder when New value of x after division by Value of

of tert Xisdivided by 3 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0
1 0 48030 + 3=16010 0
i 2 2 16010 + 3 =5336 -1
3 2 5336 +3=1778 -1
4 2 1778 + 3 =592 -1
5 1 592 +3=197 1
6 2 197 +3 =65 -1
7 2 65+3=21 -1
8 0 21+3=7 0
9 1 7+3=2 1

R =iy



-6 2 197=3=65 -1 7 2 gg;SzZl -1 8 0 21- %;7 0 91 7=3=211f f' 4922
NGV 2004 10 2 2=3=0 -1 11 0 0=3=0 0 Thef€fore the bi t sequencg KOV
0101101101001100010 wi Il be converted into the tert sequence { % 2004

“1,-1,-1,1,-1,-1 5 8.2 Conversion of terts to bits Wien the data has been

decoded it will again take the formof a ternary polynomal, and the bit
to tert conversiop proce wll need to bg_reversed in the foll ow ng
manner: 1. y should be taken to be the? valu® of x cal cul ated fom the

previous set of 12 terts.010 This is cl@grLyOnot rel evant for the first

bl ock, for which there is no previous set.” X should be set to initially.
2. The terts in the set should be nunbered sequentially fromO to 11. If
the itn tert is %gd gﬁto x, if it is 1 add 3' to x, and if it is -1 add
2 x 3 to x. 15 3PP MG rupRiec) KON 1960%)i16A0 10 wilhbe bonvsriedumatoi the
therefore | ess tdpnredkdte (d.heN.1 ey (ISt bits of y are the next 19 bits
of the original ness%é%. f?bxnh%g”%éféi$h§#ﬂ“19 significant bits, then the
end of the original nmessage data has been reached. 20 The val ue of x can be
used to determ ne exactly how many of the bits of 'y are part of the

ori gi nal smess s} be discarded. See 9 for further
ori gi nal 5 Exag%fgoﬁo&sih%ﬂ%ﬂx 0 ks

When the data has been decoded it will again take the form of a tefnaﬁ polvnomial, ™

and the bit to tert conversion process will need to be reversed in the following manner:

P

1.y should be taken to be the value of x calculated from the previous set of 12 terts.

10 This is clearly not relevant for the first block, for which there is no previous set.

x should be set to 0 initially.

2. The terts in the set should be numbered sequentially from 0 to 11. If the i tert is 0
add 0 to x, if it is 1 add 3" to x, and if it is -1 add 2 x 3' to x.

3. If x has no more than 19 significant bits (and is therefore less than 2'%), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than

19 significant bits, then the end of the original message data has been reached.

20 The value of x can be used to determine exactly how many of the bits of y are part of

the original message. and how many must be discarded. See § 9 for further details.

Example

25 The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0},

can be converted back into bits as follows,



25, The set of 12 tens qaat wer e cal cul at ed
into bits as fol lows. 50 22 NOV 2004 Numb®
be added to x New value of x 0 0000 1000 2 -1 2x32=18
2x33=54 72 4 -1 2 x 34 =
1458 1935 7 -1 2 x 37
118098 144090 11 0 O 144090

2 x 31 =

162 234 5 1 3
= 4374 6309 8 0 0 6309 9 1 39 =
x does not have nore than 19

bove,

= 243 477

of tert Value of t

rt 6 -
19638 25992

12 x 36

cafi be converted back

a3 WYLy °

10 -1

significant bits (144090 <-219) and in binary is 5 represented by the 19
t hat were converted

bits 0101101101001100010. These are the same 19 bits
into ternary in the grevious exanp

message i s converSEHﬂWﬁﬁé?

10 is performed using blocks of 19 bits.
is an exact nultiple of 19 bits,

Thi s
Wil

10

15

have a | ength
the last block of019 bits will ¢gbe

t hat

2 -1
3 -1
4 -1
5 1
6 -1
7 -1
8 0
9 1
10 -1
11 0

| e.

2x3%=18
2x3°=54
2x3'=162
3° =243

2 x 36 = 1458
2 x 37 =4374
0

3% = 19638

2 x 3'%= 118098

0

Clearly,

SO,

9. End of Message Marker A binary
ar ndaug efitexthe Hahpds beafldehtoxi NgNéve eglued) x
not every nessage

i f necessary,
padded gut wi th random bitg. These
random bits are nPt part of th((a) ori gi nal rrgssage

0

18

72

234
477
1935
6309
6309
25992
144090
144090

x does not have more than 19 significant bits (144090 < 2'°) and in binary is
represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example.

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This

is performed using blocks of 19 bits. Clearly, not every message will have a length

that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be

padded out with random bits. These random bits are not part of the original message

and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

must be disregarded.



and must be renoved V\:hgl’: decodi ng. The encgied rressagefr"rust therefore

i nclude enough information to determ ne exactly which bits apeg V@@ﬁ t he
message and which 15 nust be disregarded. C 51 2 2 NOV 2004 Furt her Ae
the encodi ng nechani smoperates on ternary polynomals with N

coefficients, where Nis an integer paraneter determ ned by the key
strength. The nessage, once converted into ternary digits, cannot be
expected to fill an exact nunber 5 of polynom als. As a consequence, it is

probabl e that Fhehdraste, pibkyeaniialg Yﬂebﬂlan?é_ﬁcbé)gghg gﬁhoﬁewm?gﬂg‘gfég%%s‘%ﬁr% o

random t ernary di gi.t S V\Hen the nessage is
di sregard t hes&OSHEFFYS: WRSTSnY isfanniatesaiyparamete rdetesmadddy the Kehestias§:adohe

therefore, to hRkdact 86Rd . t.ly where the original data
terminated. It shgﬁl’gﬁ gﬂ not .gtgdtlrﬁg{e%d’r%tﬁh%&“?t&e eéB?F\F‘“ég@ir}@lrﬁ”oﬁ‘xaBﬁ R ey

terts wilP nevef pelsnemisse A5 a t3nteapbeOfi it REMA L QML Sad - )
1,-1,-1,-1,-1,-1 val uetgqi n ?hi s1 ?ang[e)béa?g‘g{zﬂeﬁﬁ&?gyﬁgg{lgﬁﬁ%%%o

oL s l} ' TEe .
nmessage nar ker 8518 ,&sp%l &4 PBL BRI rapdone termaryialigitss Wisinotbk nedssdghs dessRgeiti S

padded out to hlstHelpdsiible t6 t hen converted to 12 terts.
| medi ately follow ng this bl oc%, %ﬁsc?ﬁ ef set of 12 terts is added to the

nmessage as an end narker. The end marker is calculated in the follow ng
fashion: 20 1. ol d be assuned. to be a randominteger in the range
0-375, and A tﬁg e%‘ﬁr#e?m%?e %ﬂgdétadﬁaga@l@ piessagp thersfireclontolicthe deeddenf -
19 bits. 1@. A cxatfly whereth@dHaingl &eMEGRIGH4! Nto 12 terts in exactly the same
manner as sets of 19 25 bitS have previously been converted. The resulting
set;of terts will be in the range to This is the

[t should be noted that the method for conversion of bits to terts will never generate a
12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-

15

As previously stated, the last block of the message 18 padded out to 19 bits if
necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the message as an end marker. The end marker is calculated
in the following fashion;

20

1. B should be assumed to be a random integer in the range 0-375, and A the number

of the last message bit in the incomplete set of 19 bits.

19 . . .
2. A+19xB+2% is converted into 12 terts in exactly the same manner as sets of 19

25 bits have previously been converted. The resulting set of terts will be in the range
{0.1,0,-1,1,0,-1.-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1 -1}. This is the
end of message marker. The remainder of the polynomial is then padded out with

random terts.



P
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end- of nessage marker.  The renmi nder of t hg,pol ynomi a|‘/-l S then padded out
with randomterts. 52 22 NOV 2004 Cther calculations could @ ?@Mbe
used to create the end of nmessage marker, provided that the result
Series of terts that falls outside the possible space used to represent
nmessages, and that one can determne, fromthe end of nmessage marker,

which is the | @glierbiatcubftiohh@ofiSSREK, MBY hat 1s.to divi de the
avai | abl e end 5 of ssgﬁ)e mar ker spel{?:egegp |ntt(§)%i%?e (&;\e gn gﬁdn‘fsﬁa%emég"ter(eg

at random or Bimyidedripatdng tesulyis a sercborf Yerts thaer ks oﬁtg@glt}ﬁdqlgbs@mw ﬁjagé ﬂ&&l part

to indicate whj S its represents the actual
nmessage.” The pa %B?Sggt %1 ga eg %rneigléageonﬁl%‘e ctamieg, fomtthe ged l@égnwmgmgrmrkea,t

the end of thewhichdkihe ldsﬁ) bamdtlﬁé”lﬁ‘le%@?et gp{d@g %ﬂi‘% %tkiﬂo S%Lﬂeqa? ?‘éadallﬂg (er Lo

the front .or to.the end of the resu ens
within a BI ockOf Besragemarkey ﬁ@@eapbmtorlarp,ms aand to bﬁm@@mﬂﬁﬂdﬁcﬁh%}%ﬁé{&ﬁha@@

"foll owed by" ont_of when the, block 4% considered -
reverse. 15 @%ﬁﬁg%gﬁp%mgo {hepal?Pf)o(%’@Ee RAt ihingicateaypich  ofjthie flast 4Qpyitss ed

that there ar ereprdsyntdthslatmabéndtdﬁnes@igegl nal nmessage left to encode when the
final block is reached. In this circunstance, 15 random bits are chosen
and are concatenated with the 4 20 nessage b| ts. In other words, the Otli,

15" 2nd and 3d to. th I d
the 4'h, 15 h brio arg JOaemPAE LRt Khid 85 o8 peBhBkerof Becat of romoge

since thél3'd emdt thesendhef ma&itagblmarkhatomlb@nﬂﬁie& Qo thO G 'og'tggh%‘%@aaof i s

padded set of P ﬁ E &hen C erted to terts as normal
at end of nessay éa% 195 EBno dirsctian “&ﬂlﬂl‘andﬁdmklasusorcrunslm arhwahheand

range O-375. Hgcé BeprRddiddesesh &f “ﬁﬁb@ecﬁﬁ? dn enccl?m\ﬁmaslsl“ Dol of r*]avh%nvtﬁe gleocﬁf

is considered in reverse.

15 Coding Example

For the purposes of this example, it is supposed that there are only 4 bits of the
original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
20 message bits. In other words, the 0™, 1%, 2™ and 3™ bits of this block of 19
belong to the original message and the 4", ..., 18" bits are just random
padding. A is therefore set to be 3, since the 3™ bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.

25 After this, an end of message marker is chosen. First a random B is chosen in

the range 0-375. For the purposes of this example, B will be given a value of
122. The following calculation is then performed:

A+19xB+2"=3+19x 122+2‘9—526609

R oy



-122. The following calculation is then performed: A £19 x B+219= 3 + 19 x
122+219= 526609. t ". 53 2 2 NQV 2aa4 The33onversion of this2ihtdbe2bht o
terts gives Note that this is greater than as can be clearly 5 seen from
“the fact that in the forner 12-tuple all four of the leading terts (those
on the right) are set to -1, while in the latter 12-tuple the fourth tert
is 1. is the required end marker. \Wen the nessage i s decoded, each set of
12 terts in turn is converted back into 19 10 bits. If operating normally,

|16 outsi do the Toeae Pl B LRI NS ARPRL T0s S0 as- the

i nt eger obtained through conversion back into binary has nore than 19
significant bits. See .8 15 This integer is the end of nessage marker.

After this end oNOFﬁ(s@é‘aﬁ’é‘s iﬁzagr@@ﬁrﬂéa {Bedeth-1. bBnleht el Ivdékat AbPhalaply219 i s
btracted f it Lt i di i j ken.
This retarns A G RAT TR e off Sl abolt i BOCLBE ool BTRAE ROk N,

mar ker, the sequemake @icht)idrs sef ar +1,Mghild irhtHehiatter' 12-wypld cheafhrthntettudi hg t he
A h bit are kept 55 or i gi nal nesssge bits, The remaining bits are the
random paddi ng, whP&nl-Bdnl-O2b-bal.dif dtthe aeayitsf SAYMAER any remaining terts.
Decodi ng Exanpl e For the purpose of this exanple, it should be supposed
that the block of 12 terts 25 calculated in the previous exanple, {has
just been recWhwethedmessage tshdecdémlpdaahgsepobd@gerts Whmm ishegwendl bankt gtal@

converted back K to. binary, the val ue 526609 is yielded. .This is at.,|east. as
| arge asl®19 léBF ffﬁpe&tﬁéﬂoﬁgl%%ﬁf’agec P8 RIPESS }ilvéﬁgyedﬁilafuiyce&ﬁ?mﬁ?rt%bloﬁgioﬁs
ki nary represepy @ik Qb lic ot @6 ka8 3l &nPBdidnAecREntb NG iR GB&T worls, the
drvision by 19 gives the value 3. It o )
integer obtained through conversion back into binary has more than 19 significant bits.

(See § 8.)

15 This integer is the end of message marker. After this end of message marker has been
converted back to binary, 21 is subtracted from it. The result is divided by 19, and the
remainder taken. This returns A. Of the 19 bits of the block immediately preceding the
end marker, the sequence of bits starting with the 0 up to and including the A™ bit are -
kept as original message bits. The remaining bits are the random padding, which can

20 be discarded along with any remaining terts.
Decoding Example

For the purpose of this example, it should be supposed that the block of 12 terts
25 calculated in the prévious example, {l,0,0,1,0,1,-'1,0,-1,-1,-1,-1 }, has just been
received during thé decoding process. When these 12 terts are converted back
to binary, the value 526609 is yielded. This is at least as large as 2! (or in
other words has more than 19 significant bits in its binary representation).

Subtracting 2'” and taking the remainder on division by 19 gives the value 3. It
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54 2 2 NOV 2004 is therefore concluded thgt the Olh,(,ﬁl-Sl 2nd ng] i&/‘d bits
of the previous block of 19 bits are valid nessage bits. The gah 0V18004i t s
can then be discarded. It will of course be understood that the use of an
end of nessage marker from 5 wi thin an unusabl e space for nessage-carrying
is not restricted to the bit-to-tert exanple described above, nor of

course is it |imig g@dreffdte thf] f, £+l X @ Of .. bits being converted to
12 terts. Qther conversions ?%gkéitg%@dq%n’ga@d&Mﬁl Pfe&?ﬂ? El%bg dsed,
provi ded that thdPditegiesielid smemgs bits. dhk etlienas brS&inhhe 5O@ES@rdek0 10. Pseudo
Random Nunber GCenerator Tunbl er provides two pseudo random nunber
generating algorithns (only the second of which the present applicant

consi ders to bie vitlosfeure! 1) unddakdbdddhGOmi 1diisg the  SHALL to produce
an unpr ed# ctabl e and randomy distri but%ﬂa %%f%réggrﬁ%blggséageoﬂ"agﬁr tF‘H’Eut

o b (P e o St b taryhg e auiesERdaD BUBRA e
generated will g}‘fri?l)p i/e (Ze\r?grrlbegeatb%e’ﬁbPt&%/‘tﬁeaiﬁliteﬁmii%d foribe spasific eqnhe of 1P st
Tunbl er al gor i HifsrbeinEBn(FRA St takts RaN Don ! oL Lar ner to
many ot her conmerci al I% avai l abl e Shash- bé’?é%gf??%%glg‘)%’%p%?@m%@&fﬁs

SHAI Random andONtSEIEESAroBesl thelelets xRS Apma mititas ihevesdible’pioeunt er pane,

would fall into this category. The initial input is hashed, and this hash
output is repeatedly re-hashed with a counter to produce the random bit

stream W anyl(stmgedd Randdm MuRPaSG Ml $afg @dd nore input, which is hashed
together with the current state. Figure shows how a sinplified version of
how such a genfefRRieHRRIGIECapssudo BHAE 2umbbiknfiflidg algorithms (only the second

of which the present applicant considers to be protectable). Both algorithms utilise the

SHA-1 to produce an unpredictable and randomly distributed bit stream based on an
input seed.

15

It is important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed.

20 The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
SHATRandom and MD3Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is
repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

25 is possible to add more input, which is hashed together with the current state. -

Figure 9 shows how a simplified version of how such a generic PRNG operates.

P



-901. It,is necessary to "seed" a PRNG or Jin other wd'ras to give it an
initial state on which to base all subsqutfent output. Inputti nQZJaN@Vtmg
is sufficiently unpredictable achieves this, though it nay skew and

‘t her ef ore becone unusabl e as pseudo random data. Such data is usually

obt ai ned by neasuring real world events such as the timng 5 of keystrokes

or nouse nove t . ¢ Fibl «d.§:Ca entropy. 902. A hash function is
used to hash {ggg'etﬁhlg-rﬁggeﬁsag?ttg(?téreg i?%kﬁg}r’ 65“&8@‘% WPSd%dP BB It @pynitialTtate qfi ves

an internal stwltieh tobagtedll nedeqieaeoutbiainpufiRRaseduQp id Qb T
unpr edi ctabi | i t%iﬁ]?/%s ﬁlnt r.0 mgcgjht ?\%? ben%uﬁ:a sarreﬂ%glslt %ugﬁ%llgg&e}; Bﬁ%ﬁg’ici}a@l%f

py. n
entropy may 16¢ iy dhogh i may iskew end Hhectforecbevahe eauabtt i peuddresrioat €

have 4 bits ofyyu b tapl i iLAg this.hashing step one can enter
enough entr opyda%a() @3 Elggégﬁgg;‘gé ula!sl%ﬁp faed r?? TP Ttay rllff FYFiotgh aypee Bumint

from 902,35 t ogetfikeystwikehorttheuseaharenthist Tias AN @jed E‘nt%}agn forms the 15
internal state of the PRNG 904. An internal counter 1'§ used to vary each
bl ock of output. The counter changes w th each bl ock of random out put.

Si nce each bl . af ol he,counter this results in the
production of qg?f%ehrag%?aggf %Est gé%ﬁgg hg%St%gﬁﬁ%ﬁWe?rgW&Eh #%%@Wc nBIPST- t he

result of the Thix givehamhirg@Balbtute, tifeletinetsple, 1904s HREE ohaghy Eﬁn&@ﬁd{%@lai n
each tinme a new bllo andom data is required. 906. The result ‘of e

.of _
hash in 905 i $0Pfd CFCS élg}éid’rfregﬁawa&hta{l.ot be thenssmecpsiipsorize. HE birSfampiopg ahayori

this may (( but gagedchavet )6 bgoRipsd rd o-random,bits. A precise
descri ption of0 %R_af ol | owg?. Ib'?HQ‘it idsorplg%t ienggﬁ?% %13 t“ﬁg Hgé‘?fg]feurl@'?? o%; ?’W\/ﬂ’ft 0
bie ;t he concat enntedisibdity XUsing this 1@shing s dve dahententefg@sh 6REHYS0; ofErardid: be

the i’ pool of hat ,i.s added to the Random 56 2 2 NOV 2004 Nunber
Gener at or; P~SP§QE%?%E?15{ab'i€%-bit pool of random data that has been

gener at ed

903. The output from 902, together with the value of the counter in 904, forms the
15 internal state of the PRNG. '

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter
this results in the production of different outputs.

20
905. Another hash instance combines the result of the first hash 903 with the counter

904. This bash is used again each time a new block of random data is required. |

906. The result of the hash in 905 is the pseudo random data. Depending upon the

25 application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

H() is defined to be the hash function; XJ|Y to be the concatenation of X and Y; Cto
30 be the integer counter; F; to be the i* pool of entropy that is added to the Random



i P
-since the input of E;and Si to be the 160-3t internal state that creates
Py. Wen the algorithmis first initialised, the counter C, $hi N[Jargwget
to zero and the 5 state, Soo, has all 160 bits unset. Wen the it
“entropy is inputted into the PRNG supposing that the current state is
S(,_1), then the new state, Si, becones H(Sp_1 IIE;). 10 - Wen nore data

is required thl“éumba‘rfﬁ@mrettbn §,J, tmwmﬁﬁhl(%jbtbﬁo&%?rﬁﬁgn{[&?a t{ﬁgt"lﬁag%ge 05%5&5&1.

becones H( $41 Q). "Eﬁ a’;\ S _as a secure mechani sm produti
indefinite cr ’E‘ES: HeOlgr:nd Setp ba ther i68rhitcinterusb gtaterthaticreabastP has t he
dlsadvantage of onIy possessing an internal 15 state the size of one hash
output.” SHA-1 has the |argest digest size of any commonly supported hash

al gorithm at pr es®fien the dgprithn) ibiitss inifdised, IRAGRintR A z&ﬁﬂ dkass -0 a%.!ae[he
quantity §)f entr og%t \%@gﬁk hgg % cannot be nore than 2160 distinct

streans produced *'Hét AAA6Y bBpErssti ons. 20 I'n modem cryptography it is
often desirable for an object (such as a private key) to be chosen
randomy out of an extrepely |large space. For exanple, for N = 503, there

are 2720 possi bl ‘éthTth Pieosl cpfranmapﬁlsliﬁptatedlﬁto(@lﬁ@PHN@ds@ BERG i & en
internal state of one seedi ng operation, then at leas 5520

of the possible k%?}%‘scdup &he“ntg%‘ wiskates 8 Seqamees IS -PEEY.or ni ng seedi ng
operations during the creation of an object is not always a trivial task,.
A seeding operation requires entropy, and entropy is obtained through
neasur i ng) t he r e¥ihenBioradaty is tequitddshedomer (ke ésEanyntédby ORLarddahk REW poo]

exactly how t he %%E&@@Wl ch the cipher is being used |nteracts W th

'ithe real world. 30 2004 W propose two solutions to the
pr obl em of achieving sufficiently randomdata in a

This method acts as a secure mechanism for producing an indefinite cryptographic bit
stream from entropy input, but has the disadvantage of only possessing an internal
15 state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

quantity of entropy input, there cannot be more than 2'%° distinct bit streams produced

between input operations.

20 In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are

720
2" possible NTRU PKCS private keys. If one used a PRNG with an internal state of

160 . . . ,
277, with only one seeding operation, then at least 2°2° of the possible keys could

never be selected.

25

Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy is obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

which the cipher is being used interacts with the real world.

30

R oY



pl at f orm i ndependent r%nner. The first is gyself re-seeding PRNG N[ 004
nmethod is fairly sinple to explain, but places 5 an extra requirenent on
the systemin which it is enployed and as such is only sem - platform
‘independent.. The basic internal mechani smof the PRNG remai ns unchanged.
For each platformon which the PRNG is expected to operate, a function
exi sts that caWberapabd 8eb BulibiR tokRe aleh, Widkl: provi de the PRNG
with entropy. The% PRgg pr oduces randoﬁqﬁygggegg&pﬁ%ﬁ%ﬁfhgﬁﬁﬁx PR 2
quantity of daRlatorn Bydseedentmanner.s compared with the internal state of the
PRNG as well as the unpredictability of the entropy that was | ast

provi ded. When the PRNG has produced 15 as nuch data as the snall.er out of
the internal sTl@rsaisd delfaeub@tigd PRNEDITH| - 1 EF en it calls
the platfprm specific function g%d rquﬁej!sstlge@r{))% %qglﬁpg%g@9¥ﬁ@1§82%ﬁ&laces
solution 7s NeCX IS ATIEAREE onilg systesn irhehigh vbisteapdoyetl 2B a8 Gudtog RN} &lnyi-
plat form i ndepange indénibg Pasic principle involves the use of a PRNG
with a very large Internal state. The problemin producing such a PRNG
lies in making it cryptographically secure when secure hashes have a
finite output tl{]?eal%?ﬁl S. much snﬁl l.er than the internal state required. 25
Tunbl er' s inpl I PtsENa) Mmeghanism of HietRINGRNGains uttteng&RFoSeqchanat®ithr bn

Random - Lar ; ri i i ng-.the second of the two Tunbl er
al gorit his rregﬁltll?%ﬁ}ge?g%?\igs) &Eﬂ% gﬂﬁékg o@g@ﬁe, r?gli:“P? bqnee’g?tﬁgl?ﬁt s dasalled hy the

functions) andPRM¥GasHadich Wil poviglenied PRISEAM bdirg@ach new generation
operation. This gives it an internal state of 2048 bits, so that there are
22048 distinct bit streams that can be generated between two 30 input

operations. TSRel BRNG SromRes thaadbn] SRea bt Ayt ASed QYNAM c3l Ly, re
58 2 2 NOV 2004 seeding PRNG Anot her & V%Jn}&%lge&gf RS e QY of cdta
dynani cal |y r re@igi nghiSRRGompared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
15 as much data as the smaller out of the internal state and the unpredictability of the

entropy, then it calls the platform specific function and requests more entropy.

The second solution is more complicated, but has the advantage of being completely

platform independent.
20

The basic principle involves the use of a PRNG with a very large internal state. The
problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

25 Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random
- Large State) algorithm (this being the second of the two Tumbler algorithms
mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes
the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 2°%® distinct bit streams that can be generated between two

30 input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-



. (0 i @ initial out put will
rs that the latter wl I( use seed data pi ecegeal , so the’ini _
- Il of th
rot be oependent on some of Fhe SegqftheEc-el_SFnLtSheaZO48- bi tgsz?gaépznaﬂsét he
dependent on all of the seed; any di ert £ TSRS uses B system of
e e al:lt ﬁr ﬁvferyc?: E)ngf }Ahgi rrgl i01l‘Ji 23 version is depicted in figure
nmul tiple tiered has un : | _ tivel
ey TCoulS Coror e o S R AR A 1 ESTAE BB KB e
t hey could conprise hardware : _. € E _
eqﬁgl |y bet mgﬁg &t Hhe flatigevilhaie fsgatbﬁat]?rmﬁctesn?ggggid; g‘ﬂsg‘%‘g"? :a &{t ué;r‘;}gln gld{rt%%r
equiros, The SORAch B LRRed (I oS8 THEL S, Al Chihecouint s dapmadebons aiing
e i ood 7o FaT Ao e pnd RPN b i R DR  pepe
e oh 10%-“@-?!}-? ooy tnh\gtthite?gceioves e1004 The second tier's hash
tier hashes t ‘ropy - - _ tier and
takes in the output fromall of the hashes ﬁO?Z | nrthgi II (r)fStthgofi |n:|r
hashes all of this together. This en§_ur_es_t at every 5 The output f rom
Che Second U1 er, hash 100k Torme Lhe: mooibey LASEhnetftia KifbHHE i s
i h .1004 forns e ps _ _ _
tEgghs'? fﬁgdmtolr 25ﬁg‘?‘f§d i e dd ed,Thﬁth;ﬁhtﬂuactampl donitd |bebnemﬂ_nﬂ1§ecu f ;ﬂ§fr@9regﬂ1e,
j [ asi s erforns
PRNG, one of aignhiasly, fﬂé?%&hﬂ%%rrﬁa%@ez }i%ggaraef{?g]ii%élg}%g%i ng opgr ation could
rehashi ng operation using a countef ; SENG deerrd opeTaL on £2
be the saffe as that used by the normal state .

1001. The entropy is divided equally between each of the hash functions in the first

tier. The number of hash functions depends of the size of the internal state that one

requires. The seeding process will be slower the more hash functions one uses, but on
going operation times are independent of the number of hashes.

15

1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1004. The second tier’s hash takes in the output from all of the hashes 1002 in the first

20 tier and hashes all of this together. This ensures that every bit of the final output is
based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for
the PRNG.

25

Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
state PRNG described above.

30

R =ity



{" 59 2,2 NOV 2004 106*3. This counter is g ed to ens re t hap m@ash
function produces new output with every rehashing operation. i
the exanple below, the initial output is used as the counter increnent.
Each hash function 1002 may nmaintain its own counter 1003. 5 The re-hashed
out put of the particular re-hashing function is then fed to the second-tier

function 1004, 10¥3. Clhiv@nhes previ ously received
fromthe other functions 1(1)%1%3&94[&%9%}%6&1 8%?&}1?%(%?%8 ‘Eﬁﬂ%?urﬂwﬂé[lth

1005. In this Sy rebashing epseatihn. Hee, inthigtthOBeanklOB150 ads i@ fo%tﬂ?ﬁ ds%{i
ais

pass data to t tier 1004 when a request or new
made. 10. The h@gﬁgﬁ‘& ‘gCIS%n&ogiqufEﬂsaﬁﬁwa@@.l@@?omay meintain ity obmeouttse ] Qoo
1001 as and when they need it. Alternatively, additional entropy may be
~suppli-ed en block to all the functions 1002 at once. 15 A precise
description of W@@thmwfﬂmwﬁlm&ﬁash&@efuﬁ&ﬁd 1¥ﬁ1€?qu3f6rtﬁggf%cond tier

i nst ances of ﬁtﬁf @Vﬁ é‘x Eo H20, H3() are define

be these hash functions~ adhiep dfy Wi ‘SheaBBWE'E itdes popviousty r%mdfed‘ﬁrmm the
four 160-bit ocmhatfandionsA002ito crdhtdfd ¢ Or rements; E
20 to be the i'h pool of entropy added cl)ltetaﬁg %%ftd%@gr ‘éf‘-‘brOHElo
E 1, E 2, Era 011@00 fjge fenstiosubOpbotesls 06 rehashopyl faes deah ﬂ@merc@ﬂd'n@loﬁlnc Py

to be the J b andom da a generated since the input o E;;
and Sk to be t k Y fgrg%sﬁom?w‘jd df‘g’ta - state generated. 25 - Wen thé
algorithifis flrst |n|t|aI|sed Co, C1, C2, C3, 10, li, 12 and 13 have all

160 bits unse{. % - Wen the ii pool of entropy is
ifputted into Hechashy E{wtkOHé 1962 pbmn pisition] einsopydfiwindibel peol 10Tt ad kel Hhbn

byte is plac GQhé)}‘nééﬁelt.ethgﬂl\én%ip, RO ot gn’r\rl\@p%rr%a)? b!e: Ssup

functions 1002 at once.

pqled en block to all the

15 A precise description of TSR-LS follows:

TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Ho(),
Hi(), H2(), H3() are defined to be these hash functions; X||Y as for TRS above; Cq, C,
Cz and C; to be four 160-bit counters; lo, It, I and I3 to be four 160-bit increments; E;
20 to be the i pool of entropy added to the Random Number Generator; Ey, Ei, En, E
to be four sub-pools of entropy for each entropy pool E;; P; to be the ™ 106-bit pool of

random data generated since the input of E;; and Sy to be the &M 160-bit intermediate
state generated.

25 - When the algorithm is first initialised, Co, C|, Cy, C3, Iy, I1, I, and I3 have all 160
bits unset, /= 0 and k= -1 .

Al - .
- When the /" pool of entropy 1s inputted into the PRNG, the entropy pool E; is
divided so that the nth byte is placed in the entropy sub-pool E;, where g is the

30 lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete



30 Lowest positive resf"due of n nodulo 4, giless the yte is part of a

| ast, inconplete 60 2 2 NOV 2004, set of 4, in which case the@ptﬁggf‘?mﬁi S
| ast set of bytes are divided so that the nth bit is included in the '
entropy sub-pool Eia where a is the |owest positive residue of n nodulo 4.
The last internal state bl ock created should be defined as Sk. For each of

the hash functi ongettdd@) in ®hizHRaRo@k pRf ﬂgig,%; B%{sei §f gﬁg{a"}% g?v% %ﬁo‘“‘h& thﬂg M| " of

the 5 previous data_entered into that e St

concatenation is biésipeiuded indthelentiopyrselsubol |} aned d 9 BHERE! poRN IRILE odat a
is required, a shg%o%upoe t@ka‘qtto be the | east FOSi tive residue of |
modul o 4. C. is i ACTENENt ed Wi FPRa Sieie Plosk rreated shewld hedefimpdidsiSs. Bl aach
modul o 10 2160. dethe, habiifisnot i Al t i nput tha

O et B0 G SR hE L8 ohfaB wip el e

previ ously hashed by HaO, and the tesult" 1s conp g
that the Past intBieHigUS sdai eentdredbditoc thattimeh Wahe Skigest ol hh& 6@R8tenhidsh is

result of this haﬁ&fﬁlﬁe laﬂ&ﬁgecri Q“églﬁé‘“:ﬁﬂﬁlggd the® new pool- Pubecoires H(SA | S

f ... 1 1Sk+r) 1 equen #THe- sequence generator is used
for the MIA protection hash as expl ai ned above. The purpose of this
generator is to provide an indefinite streamof pseudo randombits in a
simlar manner— t o VACPRME dgRdepquirtde shhddibepitense bd thesleden pugitianeksidae of ;

stream nust be d i ANiSEL € nust.still be co tationally unfeasible
to find an input @gg%}mﬁhgtsatl%m CF‘l“éed“egdZ‘ﬁ’éﬁi@eel ??Wbmpgéﬁiﬁqhg}g e yae Jeefndace,

or to cal@ul ate t2&. Nepttthfsraineasyopatdnaefl th g it |

determnistic, a @gﬁlgﬂ%ﬂéﬁ ?engr,ato? canabe achi é@ed%ﬁ@%@ﬁ%@%hﬁ%
sged to a specifie@” © ISYufufrermputed. di phivdd be qssumed thps ey Eistointdrsal state

supplied 25 thatpegeshies vwakisght i didf grently from the PRNG. (al t hough a
PRNG coul d be used). The i ni b 1S s ! B TN i gty Blased it oot

SHA-1, and this heevhpesltfpbecansesiHSEISH...|[Se /). '

15 11. Sequence Generator

The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will

20 generate an arbitrarily chosen sequence, or to calculate the input from any part of the

output.

Since PRNGs are deterministic, a sequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied
25 that operates slightly differently from the PRNG (although a PRNG could be used).

The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After that, new sequence data is

provided by concatenating the previous output block with the hash input and re-

30 computing the hash,

R =ity



used as the first 20 bytes of available seguence data.t’After that, new
sequence data is provided by concatenating the previous output lﬂgcﬁgw’}dm
the hash input and re- 30 conputing the hash. 61 2 2 N OV 2004 12.
Efficient Modulo Arithnetic through the Use of Parallel Bit Operations on a
Vector Representation Tunbl er makes use of a new nethod of performng

nodul o arithnetic in small noduli 5 ysing bit based technol ogy. This

nmet hod all ows one. to use a bit (ie binary) based device to perform nodul o
arithmetic effi ﬁi ently. This is achieved by storing nunbers in a vector
formand perf dfnfticient X adelo Arithrogsirthtowmhsthe Useuf PhalIRI Bl ritibfs on a
paral | el , using a¥eftepRepreserdetioence of bitwi se | ogi cal operations. %%e can
use this'to pe Leient. nodul o rithpetic in any base. However, the
ef ficieney~i.s E?@%Fé?lﬂ“?ﬁﬁ%r?&a|nem@§9f q{ﬂﬁéf%mmgug@@i@ hiighnesit rosmald moduli
per f or m n§ PKCgihgbidesedegdnaloppns. 12.1 A More Detail ed Description of
Modul o Arithnetic 15 Arithnmetic nodulo r, for sone positive integer base r,
concerns operations between the r "residue classes' of integers. A

“residue classy ' t hose. integers. that share a common renai nder
when di vi ded b§h1§%@8§& isaﬁg{vén% 10 Wertbatl 6 binagy based dsvietit pefoirdembdnlo he

sane residue carithsietic 201 64&n8x Thtks 15aMERY b iy SRR r,on dividing the
sum or product _o; two integers by any gi veny}%gée@#gggd%paeﬁa%t% q%‘ﬁ?fnan )
the renmi nder BRI GTAGPRHGMcHEl esprions ve mudldiphdsurobers ae tparaichustndad s@gpleame

i nteger. (Jhere I HieSvi ' . consi der operations, between residue
cl asses. Addi{eﬁgﬁfces&g&@é%??gkggﬁ%tr%mnﬁ P9 &4t F%ﬁglﬁéf’\ﬁ@éﬁ‘?fméiﬁi@@:@ vpddees

wWork in the sawBhmaljc imsny brsendfavedver, Nheefficiehty i PRAtS: RELNBER20Y TRRRREN
répresentatives f{hom t he .r.esi d%le )
Uses this method for performing PK.CS ternary operations.

12.1 A More Detailed Description of Modulo Arithmetic

15 Arithmetic modulo 7, for some positive integer base r, concerns operations between

the r ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by r.

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
20 |

64=9xT7+1L,15=2x7+1,

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

25 same integer. Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and multiplication between residue classes work in the same way

as for normal integer arithmetic between any chosen representatives from the residue

Ty
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62 2 2 NOV 2004 cl asses. Usual Iy the forngk involves (‘f\'oosi ng a set of
representatives, one fromeach residue class. These woul d norQa?II\y @ezglr
either the set with smallest positive value (i.e. {0, 1, q p
fhe set with the | owest absolute value{[-r/2]+l ..., 0, ..., [r/2]}. 5
Modul o arithnetic is theoretically nuch sinpler than gener al i sed integer
arithnetic. HolesesrUsumtigena girgict | cope Wi t

general i sed integer ari tﬂmatl C | %ngﬁ@ Eﬁl% asse?t%g ntlaﬁg‘?ﬁ §Bt {rom each

inefficient at feﬁ@r‘l 3%5-nigieap Honld nerinaltyrbe kither 1 Rt Wﬁﬁhﬁﬂeﬁ%'éﬁ% hafle (iLQ
h uses n-bit wor

Henceforth it 12Ss t xi sts_a device whic

and is capabli of “per dro%ﬂ%gsekWﬁl:‘?l}ﬁelf’ﬁﬁﬁtﬁas%wﬁ\)@@é {[-6@ical.-.oper.alv2ps:

The bi nary operation XCR defined to return a word each bit of which is set
if and only Iﬂ@@hg respondi ng bits of both input words are neither both
set, nor Both etlfl' h%ﬂﬁpwaﬂqﬂyoxpaclasmqﬂerﬁth& deldraledd igtep gt &{tﬁm@hg\or d

each bit of WHER A&, t.he correspondi ng bits of
i nput words are {sa]g% %Heﬂ{l l?alqrﬁiéir &)H 1 BrropR vad genetalises! ingager Arithrwicd

each bit of whinshch s vegtasitd nﬁhdtheﬁﬂ}e)‘yinfefﬁé*@nt% d bl el ther,
or both, input words are set. The unary operat r%?ﬁ%@?ulgadﬁ?% tﬂpeturn a
wor d each bit of which is set if and only if the corresponding bit of the
input word is clear. 25 12.3 Vector Representation The crux of the nethod
described herejd3 es niic . hitwise representation of nunbers. C 63
2 2 NOV 2004 lﬁH@Ayﬁl%ﬁEon_

. 10 Henceforth it is assumed that there exists a device which uses n-bit words and is
L .

capable of performing the following bitwise logical operations:

The binary operation XOR defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are neither both set, nor both
15 clear.

* The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

20 * The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

* The unary operation NOT defined to return a word each bit of which is set if and

only if the corresponding bit of the input word is clear.

25 123 Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

Ty



-Digital .devices will normally store integegs in bi nary(j‘?'orm in the adjacent
bits of one word. This is to-permt the use of circuits such as " hgl¥ NOV 004
adders,' which allow for carry between bits. Wth a vector representati og
-the value of a nunber is represented by bits |ocated in correspondi ng

| ocations within different words. The value of these bits need 5 not relate
to the binary D4El eévieddavilUuiRe . i:nQ.: LIS . novel y, as
illustrated wi t%ﬁt ernary nurrberg}hlr ht%eﬁ%l&r at é{r}%ééagﬁg% ﬁ&%gaﬁg%le&l\{ﬁbts\éﬁé’g?er

ef ficiency as Woigh Thigds b pramii the iuskeof citculie swdhi 4ss halPaddoss, MvhighallS Gk Sarry

nodul o arit hma[;eit&e {saWiﬁana between two integers is considerably 10 |ess
efficient using Vector: reprelEhYAFPEFation thesyalee pich minber g geesenied hp bis

This is' becauseatedimionienshridng R¥dtoag i | urber
will generally involve Eag)I_nolgg r) tg gfvgﬂno%g%gggsb ?ﬁdrll %géggsre&ég?@ga
however, 1 hat Rdclapviartbadinasy fermy et thernundper cnenpratingthel biesin alhovel WdyS as

i ndefinite par; i i1 The nunmber. of identical operations that may
be perforned lggéﬁgi&éfgﬁ% :t%/rﬁ%y f’l“fffﬁeiséa fieT BVHPHE}é e} iag o greatepelficiancrias y

Repr esent at i onwdencahariiidedtalitenaggunmed t hat the three possible values of a
tert (representations of a 20 ternary nunber) are zero, one and m nus one.
This is an arbitrary decision and the system applies independent of the

nanes of the thyRemifRS 5%111%%[&5\,\8&@?8 thﬁfe?ic roﬁ%%ﬁiz? Qéltﬁ/gergﬁc} llvr\fge(ggl!lstégccgr}%% eE%all}rf] 4

correspondi ng | ocations | I nc

first wotlt is lewsteffitiennusinnhyctdf rephresentatiotethah usih@ dophl infeg@PneidRs Z8HR-is The
bit |located in _the secqgnd vvo%g iXi set if and only if the value of the tert
i's:one. Hence FHESERTEPRBRsTY “*1lognd] -Wordy aepressnting the dumpershwill @eherly
0, 0>, <1,1> qH%l\,g@(Igg}r)ro%g%%g_vely. In this manner n terts may be

b h

represented in two n-bit ‘words. 64 2 2 NOV 2004
The applicant has realised, however, that the advantage of a vector representation lies

15 in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

12.4 Ternary Representation

Henceforth it is assumed that the three possible values of a tert (representations of a
20 ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
words. The bit located in the first word is set if and only if the value of the tert is not
25 zero. The bit located in the second word is set if and only if the value of the tert is one.
Hence the three terts 0, 1 and -1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner » terts may be represented in two n-bit words.



— .
-Exanpl e.Let us assune {hat we wish to use guect or bitwilsé representations of
the four terts O, O, -1 and 1. Using the vectors specified abo? gNH?S?@ﬁf
the following 5 table: Tert Vector Vector 1st bit 2"d bit 0 8 0

“1 10 111 Now, taking and storing separately the Ist bits and the 2"d
bits allows us to treat this information as two separate 4-bit words,
nanely 0011 (represexy¥mplg the | st bits), and 0001 (representing the 2"d
bits). W may then carry out nodulo arithnetic not on the individual tens,
nor on the vectors, but on the words 10 thensel ves, for exanple using the
operations XOR, ANDR, This avoids us having to deal with
overflows or carri (?éet %&Q@g‘%‘fﬁwﬁwlﬁ 40 43& veqiy; bilyvise Fapsesentations of the four

si mul t aneousl y. Apaeits 6,r@Qnt sHg@gestis L Gi . formn
nodul o arjthnetic, this 15 inter pr@?éﬁgﬁicﬁ E?ﬁg&&%@bg%@%@gﬁefwgmgg
determine the val ud®®f a tert nodulo 2 sinply by examining the first
array. Since algorithnms are ofL[%lrJ concegned w th d{zjsti ngui shing zero and
non-zero tens this has a great adtvan‘t ag CO0Er tihe UESHA b nary form Were’
there is a pair of corresponding bits, arfg;t he (bitqdiggated in the first
word is 20 clear, the bit located in the second word is never set.

However, the system need not r@ly on thi8. 65(2 2 NDV 2004 Sinmilar

princi pl es could of course appt yto rmdul& ar+threticon-bases ot her than .3

" 0
-1 1 0

-Now, taking and storing separately the 1% bits and the 2" bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1%
bits), and 0001 (representing the 2" bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words
10 themselves, for example using the operations XOR, AND, OR and NOT. This

avolds us having to deal with overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
15 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is

20 clear, the bit located in the second word is never set. However, the system need not

rely on this.



for, exanple to carry ou.(tr arithnmetic in bas 35 one would operate}z;? &@Voﬁ]
separate words, the first representing all"the first bits in t 04
representation, the second all the second bits and the third all the third
bits. The approach would work for higher 5 bases as well. 12.5 Mddul o Three
Arithmetic Modulo three arithmetic is perfornmed in the foIIovvi ng manner.

10 X 0o and X, Simgldr k t sentin rts 0, ..., X
" i, where the 1\/vord&ﬁsl)ré [ ggr?’?gil %ﬁé&ﬁﬁé Eﬁ?égsnéqcfu?qﬂftﬁ@e (b?? gsﬁﬁﬁﬁleﬁéh‘?’e:#t‘ i's
not zero and tfee ax@maleﬂo cuTit ainarithtietic bi bases §tonk fwdul® opSatcesP AL %Q%J:‘i{e

is one. Slmlarm;ﬁ t-he dY aretﬁetwo n-bit words representing t
tertsyo, ..., YV, rooqPeqss f?%re?eélgﬂgta e THaidhignthrsvastopa¢nresentativrths s¢oond ay1; ) |,
each nodul o 3, thE@&cdnd%lﬁ dn@ t(l@thlx)d 11 e and resent
the terts_xo + yo (nod 3), . all the tle&)%H% ﬁ%e Oacgﬁ?\eﬁ]%gﬁﬂbg& higher
cal cul ated as bases svwellz, (x 0 XOR Y,) AND (x. XOR Y _0), 20 Zo = (X0
XOR Y o) OR (X, ANDY,) OR Z,. The result of subtracting fromx;, the val ue

of y;, each nodulo 3, for i = 0 to (n-1), to produce Z 0 and Z, which
represent the terts xo - yo (rmd 3), ..., X,-, - VY,-, (nod 3), can be

cal cul ated as 12kl OMBduBPTEr@ Avif OR Y_0) OR (Xi XORY,), Z, _ (Y_o XOR
X,) AND ((NOT Y1) OR X 0) AND Z o 2 2 NOV 2004 The result of

mul ti plying theoBulPahles R AN h modul o three, for i :Oto_
(n- 1), to pr oduce Z o a ém%ﬁ @Péﬁdrpg%gigﬁﬁaﬁ?mg%@?'xo x yo (nod 3), °
..., X" I xy" ! (nod 3) can be cal cul ated as fol |l ows

{ 10 X..p and X are the two #-bit words representing the n terts xg, ..., x ,.;, where the word

X o contains the bits set if the.corresponding tert is not zero and the word X, contains

the bits set if the corresponding tert is one. Similarly Y. and Y, are the two n-bit
words representing the » terts yy, ..., ¥ ...

15 The result of adding the # pairs of terts (x1, ¥7), each modulo 3, for i = ( to (n-1), to

produce Z.g and Z, which represent the terts xq + Yo {mod 3), .., X n1 + ¥, (mod 3),

can then be calculated as follows:

zZ
20 Zoo

(X0 XOR Y1) AND (X; XOR Y.o),
(X0 XOR Y.g) OR (X; AND Y,) OR Z,.

The result of subtracting from x;, the value of ¥i, each modulo 3, for i = 0 to (n-1), to
produce Z.gand Z; which represent the terts x - Yo (mod 3), ..., X pi - y 1 (mod 3), can
be calculated as follows:
25
Zp
Zy

I

(X-oXOR Y.0) OR (X, XOR Y)),
(Y-0 XOR X;) AND ((NOT Y;) OR X_g) AND Z..

ST -y



.5 27,0 = (X 0 AND Y o), (ZT = (NOT (Xi XOR Y'Eg) AND Z. Iﬁ?\the field F3, the
only two non-zero elenents, 1 and -1, are both self-inverting. Hence
division is indistinguishable frommultiplication. 10 12.6 Har rﬁ: ﬁ\nd
*‘Software This nethod is sinple to inplement in hardware, as il t @1 e?ﬂﬂby
the circuit diagrans shown in figures 11, 12 and 13. Figure 11 shows a
circuit di agr aphd @suldtiulivi : I e .12 sho ircuit djagram
for subtraction nodulo 3 aﬁgm]ﬁlg gltrjgrgpi%%tﬁ%r%su{xéy : ’1e§°léf’}v(\)%ﬂﬁ’ttﬁﬁqea€)|’éﬁ¢8?(n"
mul tiplicati onl)risuproguce Zorand & twisicterepteirs tieeteho®, 2b) aMsd Bpr...,scg_gka}phl,gnﬁd
paral | el i sati 0%3 cglﬁecg (8{11%&5 le to take advantage of the full "wdth of
a word of any Tefgt#h algjilated 3s 58™Pn Tunbl er The Tunbl er PKCS uses nodul o 3
pol ynom als, that is polynom als whose coefficients all have val ues that
are only significant nodulo 3. At various stages in the algorithmit is
necessary’to add ané-osubtract (Eheéd€Dpab)ynoni al from one anot her .
Specifically, the ciqrrent inp at,i.on he _key creation system uses
the " Al nost 25 | nve?%e al gori ﬁﬁ?r&{ég@%g% 3‘&\]%%0& natively the Euclidean

Al gorithm perfornmed on nodulo 3 polynom als. These algorithns in turn
require the addition and subtraction of polynom-als. The decryption system
requires the denW6Iiflddhs Hicoamiyt tWosnerz67 clererOM 20041, arul Hoitiplselgatve@ting Of
two nodulo 3 fo s . -multiplication algorithmalso uses the
addi ti on and Fs)lg r%é?;ﬂg%x?ﬂaﬁm&ﬁﬁfég é/lﬁ%)hr%%g %QIR?B‘?%’(?"‘?% pol ynom al s one adds ™~
t oget herl@ he val ues of the corresponding coefficients 5 fromeach of the
pol ynom als. The value of the first coefficient fromthe first polynom al

|§_~5added to thlez.é/ali:mel~ vrrarter}l%dfégf%ar%oeffl cient of the second polynomal to

This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. Figure 11 shows a circuit diagram for addition modulo

3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a

15 circuit diagram for multiplication modulo 3.

In software, this method allows for scalable paralielisation, since one is able to take -

advantage of the full width of a word of any length.

20 12.7 Usein Tumbler

The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the
algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost
25 Inverse algorithm’ (see § 3) or alternatively the Euclidean Algorithm, performed on
modulo 3 polynomials. These algorithms in turn reciuire the addition and subtraction

of polynomials. The decryption system requires the convolution product (star-

R oty



produce.the value of the-first coefficientgof the suml:and so on, Lf, fhe
first polynomal is represented as the tvvomgit arrays X1 and X-o2aé NéV 2004
described 10 above, and the second polynom al is represented as the two

‘bit arrays Yi and Y 0, then the polynom al sumof the two polynom als can
be cal cul ated by performng the follow ng nodulo 3 addition operations on

t he four arraygultidlicafiobXof 1o, I j 0),...1 0 = (X 0 XOR
Y 0) OR (Xi AND Y%) R _?2(1. \T%égggl}rgej P@P‘r’%@%ﬁ%fgﬁ’ﬁ%@@‘Pﬁ%mét%%?fiféme%lé%
pol ynoni al as Weothpiadditipn ayd subitlactien dfipelynahoae subtraction method to be

used to calculate the difference of the two polynomals. 20 Since each
pol ynom al in Tunbler can have as many as 503 coefficients this nethod

produces a CONg 4leirtabl@IynRei8asse hdl Ay oach to nodul ar. .
ari thmetic may find ag’l)imcatli on in tsﬁg&?%Iﬂb‘:’h%aﬁueg?}g?l}eaﬁonﬁaqoé‘ IgCos eS| ng

general |y, andams 38k dfether polyeeminl. (e wiltdidt theyfisd LYo Bt 2the NQY
2004 CLAI Vs dom nunber nerator conprising: (a) a
plurality of it gj}yél?lﬂ??g?qﬁ%%ﬁlon e%ﬂ@ﬁs"%é@’g rsé&ﬁ%@lc@nbgp ths seeersi polmgomial to
entropy input paniticgereraiid sTIhefifsLEREGLHEMSF (AT, QU BY'bn. and (b) a
second-tier hashing neans, which takes as input 'alT of the respective
first-tier hash outputs and generates as output a pseudo-random nunber

based on all i i -tier hash .10 outputs.. 2. A
pseudo- rlandom(?i;lI[Jhtr?’ohlzrrsf'r ggl g«?%]%a‘éﬁfs {éééj ;eisfglét?%a t‘t‘l‘% %‘ﬁ? SIATEYS 1 dc Kot Hesstibedis ™

above, and the second polynomial is represented as the two bit arrays Y, and Y., then

the polynomial sum of the two polynomials can be calculated by performing the

PN

following modulo 3 addition operations on the four arrays.

7
15 - Zy

I

(X0 XOR Y;) AND (X; XOR Y.p),
(X0 XOR Y_5) OR (X; AND Y;) OR Z,.

Il

The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.

20

Since each polynomial in Tumbler can have as many as 303 coefficients this method

produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

25 processing generally, and is not restricted to use within cryptosfstems.
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first-tier hashing neans calls for additional entropy input as nhecessary.
15 3. A pseudo-random nunmber generator aggclainmed in Caiml or? &1 B0h 2)ikn
whi ch, when a further pseudo-random nunber is required, one of the
first-tier hashing neans perforns a re-hash to create a new hash output,

t he said new hash output being passed to the second-tier hashi ng neans
which uses it in the generation of the further pseudo-random nunber. 20 4.
A pseudo-r ang er generator as clainmed in Caim3 including a counter
means whi ch % additional input to the said one first-tier hashing
nmeans, the additional input being included in the re-hash. 25 5. A
pseudo-random nunber generator as claimed in Caim3 or aim4 in which
the sai d onelfir sf-pspwlo-teadem mymbenganerateri coawsisings part of the re-hash, its

previous hash output . A udo-random nunber generator as clainmed in

any one of O ai ns&lg%tpc%u h|tyn°t§5}[§(§t2ﬁI 16]0%: %ﬁ{lc?%’a?ﬁeeoaﬁsai d one first-tier
y ! .

hashi ngSmeans changesceiMienay ftrapyfitinitA8d gRfeMiR-a fegRdate nurber is to be

generated. 7. A pseudo-random nunber generator as clained in daim®6 in

which the said 5 oM@slouWRYL @pdr hashing means is selected in rotation from

the plurality of fhrst-1igek I da- random nunber
generator as cl ai @f%eﬁ&geg?rnqﬁgﬁ%ﬂ%ﬁﬁ%ﬁ&%@cﬁk?ﬁsgﬁﬁﬂtaﬁ&f Tashi ng neans is
associated with a respeatiefastethurmbst outpas and déhePatesasprmpida- r andom nunber

generator as clainmed in any one of Clains 1 tg 8 in which each of the
hashing means is enB8tHdedandom wEplsiabaschah aflypE the Tesnsplve firgtetier phash

pseudoqpandogyipmgber generator as claimed in any one of Claims 1 to 9

2, A pseudo-random number generator as claimed in claim 1 in which each of the

first-tier hashing means calls for additional entropy input as necessary.

15 3. A pseudo-random number generator as claimed in Claim 1 or Claim 2 in
which, when a further pseudo-random number is required, one of the first-tier hashing
means performs a re-hash to create a new hash output, the said new hash output being
passed to the second-tier hashing means which uses it in the generation of the further

pseudo-random number,

20
4, A pseudo-random number generator as claimed in Claim 3 including a counter
means which supplies additional input to the said one first-tier hashing means, the
additional input being included in the re-hash.

25 5. A pseudo-random number generator as claimed in Claim 3 or Claim 4 in which

the said one first-tier hashing means includes, as part of the re-hash, its previous hash

output.

6. A pseudo-random number generator as claimed in any one of Claims 3 to 5 in



15 including an entropy pool for supplying entropy to the firit-;ﬁﬁy 004
hashi ng means. 11. A pseudo-random nunbegggenerator as claine 2 egﬂ110
in which the entropy pool is split up in?o sub- pool s, each of which
supplies entropy to a respective first-tier hashing nmeans. 20 12. A nethod
of generating pseudo-random nunbers conprising: (a) supplying an entropy
input to a plurality of first-tier hash functions and generating a
respective plyicl iHeyssd da@stirst-Qeit H&hthgl ﬁﬂ:%lszgh&%}: SHRRLYdNg ﬁlﬂﬁerp anghity
of hash outputs as inputs to a secon faler has ?unc.lon whi ch generat es
as out put a psdomommihedoio bagabeatebased on the plurality of hash outputs.
13. A nethod of generating pseudo-random nunbers as clained in aim12 30
i ncl udi ng suppl ying additional entropy, as necessary, to the first-tier

hash functions. 7@ gedddMdeRA0tmbs seheri®l Q@@la%e(g%@iﬁﬁﬂ &% REH psafadom

nunbers as clainmed in daim1i2 or aim 13 including, when a further
pseudo- Pandofm dingidicr hashisguheand, is petekctedninngptationr &hes thewpluralion e f ofirst-tier
first-tier h gsg.funqctions to create a new hash out put, and passing 5 the
sai d new has Hﬁbu?m?b t he second-tier hash function which uses it in the
generation of the further pseudo-random nunber. 15. A nethod of generating
pseudo-random nunbers as clainmed in CGaim14 including supplying a

count er - val ud as Adépedoraton mymber genermiotsasi daimed in Glaim 4 inewhighshch fitt-
function, th Lt ' t.bei included in the re-hash. 16. A nethod
of generati nge%%g%hg%%{g%%bﬁl ?egir‘gg%é ?%;Pg(f eI W 14 or daim15 in
whi ch tlBe said one first-tier hash function uses, as part of the re-hash,

its previ oug hash out put . _ _ X
. A pscudo-random number generator as claimed in any one of Claims 1 to 8 in

which each of the hashing means is embodied as a software hash function object.

10. A pseudo-random number generator as claimed in any one of Claims 1 to 9

15 including an entropy pool for supplying entropy to the first-tier hashing means.

11. A pscudo-random number generator as claimed in Claim 10 in which the
entropy pool is split up into sub-pools, each of which supplies entropy to a respective

first-tier hashing means.

20
12. A method of generating pseudo-random numbers comprising:
(a) supplying an entropy input to a plurality of first-tier hash
functions and generating a respective plurality of hash
outputs; and
25 (b) supplying the plurality of hash outputs as inputs to a second-tier

hash function which generates as output a pseudo-random

number based on the plurality of hash outputs.

13. A method of generating pseudo-random numbers as claimed in Claim 12

30 5( including supplying additional entropy, as necessary, to the first-tier hash functions.

'



15 17. A nethod of generating pseudo-random nunbers as clained in any one
of Cainms 14 to 16 in which the said onggfirst-tier hash functd 2nNBRapifés
whenever a further pseudo-random nunber is to be generated. 20 18. A

nmet hod of generating pseudo-random nunbers as clainmed in Claim17
including selecting the said one first-tier hash function in rotation from
the plurality of first-tier hash functions. 19. A nethod of generating
pseudo-random nunbers as clained in daiml1l5 in 25 which a respective
counter-value is suppl ied to each respective first-tier hash function
whenever a rd4hasih msthodoefi gangrating. psﬁudﬂatanwnofun@mmaabiangeqoﬁeﬁbm“%dom

nunmbers as cl e of al s t,0 19 incl.udin he

suppl yi ng thed # ﬁfg% b{&l@ﬁggias enfauﬂ%g%ﬂsseuw f%do%n@ﬂl?qrdfﬁ}equgi& eﬁﬁ’ﬂé)?gz@04
21. A conput eshapli agthame be thedfirBieti G thastUfRs SoA%0 CARROIMIW ARSI Gt GO Haliin

the method set qut in _any one of Clainms 12 to 20. 5 22. A phy5|c r|er

carrying a cé‘iﬁpﬁ%lérﬂ%‘ d’@ﬁlarﬁuéglt dpathgestcond-tierahpshp functign whidlatuses meamthe

representati ned in Cdaim2l. 24. A
pseudo- rando% cglrmg%er 986 al rrec}lmab CTaim3 in which the 10

second-tier hashl ng means al so |ncI udes as input when generating a further
pseudo- rand nugger t he Pash out puts preV| ously created by the first-tier
hashi ng maan method, of generaing gp Prfﬁ%{im |Ué1Fﬂh¢E§s B$ edpimedrin. Ceén 1

pseudo- r andomJMHHRE by S@gﬁgﬁ 3tRLnRE v%lhé"a&“iﬁ?ﬂu 1{{‘1;8 tnd galér{:g{l% E’lrsft r1},f:r &g% as

previous hash out put t he new hash r corica
i nput tl® thefuIanm,rﬂ:le adchuortadmmunlgemgmhmeaﬁqthérmhﬂpd of generating
pseudo-random nunbers as clained in Caiml14 in
16. A method of generating pseudo-random numbers as claimed in Claim 14 or
Claim 15 in which the said one first-tier hash function uses, as part of the re-hash, its
previous hash output.
15
17. A method of generating pseudo-random numbers as claimed in any one of
Claims 14 to 16 in which the said one first-tier hash function changes whenever a

further pseudo-random number is to be generated.

20 18. A method of gencrating pseudo-random numbers as claimed in Claim 17
including selecting the said one first-tier hash function in rotation from the plurality of

first-tier hash functions.

19. A method of generating pseudo-random numbers as claimed in Claim 15 in
25 which a respective counter-value is supplied to each respective first-tier hash finction

whenever a re-hagh is required.

20. A method of generating pseudo-random numbers as claimed in any one of

Claims 12 to 19 including the step of supplying the first-tier hash functions with
30 | entropy.




whi ch the second-tier hash function also includes as input when generating
a further 20 pseudo-random nunber the hagh outputs previously gy%aﬂﬁw ﬂm4
the first-tier hash function other than the said one first-tier sh
function. 27. A method of generating pseudo-random nunbers as clainmed in
Claim26 in which the previous hash outputs and the new hash output are
concatenated for use as 25 input to the second-tier hash function.

21. A computer program for generating pseudo-random numbers according to the

method set out in any one of Claims 12 to 20,
5 22. A physical carrier carrying a computer program as claimed in Claim 21.
23, A datastream representative of a computer program as claimed in Claim 21.

24. A pseudo-random number generator as claimed in Claim 3 in which the
10 second-tier hashing means also includes as input when generating a further pseudo-
random number the hash oufputs previously created by the first-tier hashing means

other than the said one first-tier hashing means.

25. A pscudo-random number generator as claimed in Claim 24 in which the
15 previous hash outputs and the new hash output are concatenated for use as input to the

second-tier hashing means.

26. A method of generating pseudo—rahdom numbers as claimed in Claim 14 in
which the second-tier hash function also includes as input when generating a further
20 pseudo-random number the hash outputs previously created by the first-tier hash

function other than the said one first-tier hash function.

27. A method of generating pseudo-random numbers as claimed in Claim 26 in
which the previous hash outputs and the new hash output are concatenated for use as

23 input to the second-tier hash function.
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