METHOD AND SYSTEM FOR FLOODI NG AND MULTI CAST ROUTI NG | N AN AD- HOC NETWORK
Aviv TEMELMAN and O eg KODEL 5 FIELD OF THE DI SCLOSED TECHNI QUE The
di scl osed technique relates to networks in general, and to nethods and
system for multicast transm ssion, in particular. 10BACKGROUND OF THE

DI SCLOSED TECHNI QUE Ad- hoc comruni cati ons networks are known in the
art. An ad-hoc net woMETHOD ANDSBXSTEMFOR FhOQRINGCAMIDts in the

net wor k, known as nodes, comruni cate between each other directly or via

ot her nodes (i.e., MUhJdCASF ROUTINGIN AN ADHHOG NETWARBK) . i n ad-hoc 15
net wor ks, Nodes may | eave or join the network. Nodes may further be nobile,
thus, the topol ogy of the network frequently changes. Consequently, routes,

for transmtting nessages t n , ry. In a
conmuni cat i on net wor k, eﬁﬁnﬁ%@%ﬁ@@&ﬁ%@gggg}k%ﬁ i fication
represgntation associated therewith. This unique identification
representation enabl es each node in the network, to send a nessage to
anot her node in the neFIBLB. ORETHEDISCLOSED TECHNIQBERuUre 1, which is a
schematic

The disclosed technique relates to networks in general, and to

methods and system for multicast transmission, in particular.

10 BACKGROUND OF THE DISCLLOSED TECHNIQUE
Ad-hoc communications networks are known in the art. An
ad-hoc network is a network in which the participants in the network,
known as nodes, communicate between each other directly or via other
nodes (i.e., a node performs the operation of a router). In ad-hoc
15 networks, Nodes may leave or join the network. Nodes may further be
mobile, thus, the topology of the network frequently changes.
Consequently, routes, for transmitting messages between nodes,
frequently vary.
In a communication network, each node has a unique
20 identification representation associated therewith. This unique
identification representation enables each node in the network, to send a
message to another node in the network.
Reference is now made to Figure 1, which is a schematic
illustration of a simple exemplary ad-hoc network generally referenced 10
25 which is known in the art. Network 10 includes nodes 12, 14, 16, 18 and
20. Each node has a maximal transmit range represented by circles R12,
R14, R16, R18 and R20. Maximal transmit range may be the maximal
radio coverage range of a node. Each of lines 22, between the two nodes,
indicates that the nodes communicate with each other. A one-hop
30 neighbor of a node is another node with which the node communicates
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il lustration of a sinple exenplary ad-hoc network generally referenced 10
25 which is known in the art. Network 10 includes nodes 12, 14, 16, 18 and
20. Each node has a nmaximal transmt range represented by circles R12, R14,
R16, R18 and R20. Maxinmal transmt range nmay be the maxi mal radi o coverage
range of a node. Each of l|ines 22, between the two nodes, indicates that

t he nodes ditgntiyni datterorhop reighbot ledfra nodmds ranotBer meidghwith efhiahrtbee i s

anot her node,with whi ch the node c nicates directly. A twg-ho i ghbor
of a node NRIGKFBIHBHNIGEIES Mid R ﬁmcﬁﬁgﬂﬁe n%exem%nf\leﬁe@sw%@r{odﬁgd
node. For S, £ & - h o] : ode
12, since %:chmgﬁﬁg@a'?%égpﬁg%ﬁq&ﬁ?ﬁ‘%o%ggﬁgﬂ%%ggmgﬁuﬁ@g%}Zd'%f%ls}hop
nei ghbor ofitmeRRIel22SiN6qe THIR & BvE IR RERRLRY oFiidudagesihéde \Harrode 18.
In a comuni cati ons network, a node may be required to forward a packet to
al | of st heamaesigatesi witipatodeg12 via hedeet8work (i.e., broadcast the nessage

to all the nodes in a network wherein not all the nodes comruni cate
directly with eachoBhéomMmupications natwesk a e Mahde eguied tte a

packet | BRI o 4R b, B The AR, OBl T S, HEREPE B0,
T RTa0s purafCARBE Tl hASIOArTE rdReti 8 deIHSAdIgR AeptECs o
t he messagmdes conwauhitade difscthndvitnodachSotherpvarse tteem "packet" refers
10 hereinafter to a packet information transit through the network. A packet,
destined to all of the nodes in the network, will be referred to hereinafter as
a flood message. For example, with reference to Figure 1, node 14 is the
source of a flood packet. Node 14 forwards the packet to node 12. Node
12 forwards the message to nodes 16 and 18 and node 18 forwards the
15  packet to node 20.

In a communications network, a multiplicity of nodes may form a
multicast group. A multicast group is a group of nodes, receiving packet
associated only with that group. Each muiticast group has a unique
identification representation associated therewith. This unique multicast

20 identification representation enables a node in the network, to send a
packet or packets, destine to other nodes, which are members of that
multicast group. A packet, destined_to a multicast group, will be referred
to hereinafter as multicast packet. For example, with reference to Figure
1, nodes 20, 16 and 14 form a multicast group. Node 18, requires to

25 transmit a multicast packet to all the nodes in the multicast group (i.e.,
node 16, node 14 and node 20). Therefore node 18 forwards the multicast
message to node 20 and node 12. Node 12 forwards the message to node
14 and node 16. It is noted that, as the above example illustrates, that a
node that is not a member of a multicast group may send a message to

30 the multicast group.



15 packet to node 20. In a communi cations network, a nmultiplicity
of nodes may forma nulticast group. A nulticast group is a group of nodes,
recei ving packet associated only with that group. Each nulticast group has
a unique identification representation associated therewith. This unique
mul ticast zo identification representation enables a node in the network,

to send a packet dUBRERE: @at@&sﬁpﬁ@at&mﬂwlcﬁtj@@sE Pilh324,532A2rdaddtls of
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the destination node in a routing table stored in the cluster head. If
t he desti nbxsteemhaadeatltempm to hocdte theudestinatidn eoskeoinethe roadielatbbaser head
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gateway r
20  a routing table stored in the cluster head. I[f the destination node is not in

the routing table stored in the cluster head routing table, the cluster head
forwards the message to a cluster head neighbor one-hop closer to the
selected gateway. If eventually the message reaches the gateway and the
gateway cannot find the destination node in the gateway routing table, the
25 gateway attempts to discover a route to the destination node.

In the patent to Liu et al., transmitting a multicast message from
a singly message source to a multiplicity of destinations is achieved by
flooding the network with a controlled flood message. A controlled flood
message is a message that is flooded only by nodes that can potentially

30 transmit the message to nodes that did not receive the message from
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25 gateway attenpts to discover a route to the destination node. In the
patent to Liu et al., transmtting a nulticast nessage froma singly
nmessage source to a nultiplicity of destinations is achieved by fl oodi ng
the network with a controlled flood nmessage. A controlled flood nessage is
a nmessage that is flooded only by nodes that can potentially 30 transmt

t he messadg@hatbens@sie.t e degision of e siode tohee-tisnsagié & fload esSsAge iSode.

The deci si,on of a.,node tp re-transmt fl.0od, nessage i s based on the
t opol ogy i Fitgﬁque n W\%t'%ﬁg?red iR%E nOCf‘e%he publication to

Jai kaeo et al, ent—rirféoegﬁﬁgggaqﬁnve tgaﬁg?ﬁ{lé%'oBasad :%j;zlnt ie‘?ﬂ‘@tedfor"ﬁﬁggmg

Net wor ks", directs ptive ast nec ismTfor ad

net wor ks. Baskbbid-Based NRitieastsior AdoRbe Metwerks! etliratiditd eff ddaptivet h an
adapti ve backbone infrastructure. Each node, once depl oyed, sets itself as

a cor e5( ormublicksbmagchanisnarfor baddueadtatiwiosks.o hbes agdiicaghuseehamisnyde
di scovers the nei ghbors thereof and dat es t he nei ghbors t abl st or ed
CheroVers adbhtdra Iwockisn arghifamura iRy 8 da e BaekBOREA TSI s o
deci des i | i N il f
"ASAAE ek, 9104 bR RIS GBI ol DOF BFEKPoRE) Lo, .

existin_g cored node, accordi a _ _ (
l'i nk fail yreaticgsteeReloomezengest i VTHUS cHe® nede Widodvehe thedherihbsght

remai ns the core node of all Phe nei ghbors thereof The other nodes sel ect
t he node theteafhand supdatess theeigjphbacs ttabler speneshtherair. Hitially,oeachode
constructs a core forwarding table with entries of nodes who can deliver a
messad@ t@o(gil%gefscg,sg n@gé%ore node. Eacpn node decides Whether it should

remain a core node, or become a child of an existing cored node,
according to a metric, dubbed height, such as power, link failure frequency
or connectivity. The node with the highest height remains the core node of
all the neighbors thereof. The other nodes select the node with the
15 highest height as their parent node. Each core node constructs a core
forwarding table with entries of nodes who can deliver a message to other
core nodes.
In the publication to Jaikaeo et al, each node receives multicast
packets from core nodes or multicast forwarders that forward a multicast
20 message from and toward the core. A core node transmits the multicast
message to all the other core nodes in the network. The core nodes
forward the multicast packet to the multicast members.
U.S. patent 6,791,949, to Ryu et al, entitled "Network Protocol
for Wireless Ad Hoc Networks", directs to a wireless ad hoc network
25 Wherein each node in the network is associated with a category or state.
Backbone nodes are designated "black nodes". Nodes that are not part of
the backbone but can communicate directly with one or more black nodes
are labeled "green nodes". "White nodes" are nodes that can transmit and
receive packets but do not reliably communicate with a black node. The
30 network backbone represents a packet forwarding infrastructure, for

exchange of packets between non-neighboring nodes. Each node
-4~



In the publication to Jai kaeo et al, each node receives nulticast packets
fromcore nodes or nmulticast forwarders that forward a nmulticast 20 nessage
fromand toward the core. A core node transmts the nulticast nessage to
all the other core nodes in the network. The core nodes forward the

mul ticast packet to the nulticast nenbers. ] _ U S. patent 6,791, 949,
to Ryu et pariodiealiyt Iteansmiswar Bigrralingc glacket W‘CNQIQQSGA@VPEEQ{ESMDPQ@',
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consi sting of green and bl ack nodes w th varying degrées of backbone
connect i vang. EXFRENBSION phecessesyaeguliliack netderkeionsisting af greencasd
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j oi ni ng atflaw Fandish tofgéogilibur%%quﬁeésjéﬁd‘af(ﬁgt‘%‘?tlobal Yro0s-mambéack node

nei ghbor. The receivihg bla de registers the transmtting nodes as a

mul ti cast Egchulpcatgbeup niembereisha@itdciaieigbhder néithéduack meodarans has j oi n
request to all the black nodes. Thus, the forwardi ng bl ack nodes beconme up
st r eam nolfiRedfthengrowr or they dpsext Hpgkeanhdiaghdigde. Each category

black node further maintains a list of downstream black nodes. A node,
20 joining a new multicast group, sends a join request to a one-hop black
node neighbor. The receiving black node registers the transmitting nodes
as a multicast group member. The one-hop black node neighbor transmits
the join request to all the black nodes. Thus, the forwarding black nodes
become up stream nodes of the receiving black node. When another
25 node requests to join the multicast group, that node transmits a request to
a one-hop hop black neighbor. The one-hop black neighbor transmits the
request only to the up stream one-hop neighbor. Thus, the black node,
receiving the request, becomes a down stream one-hop black neighbor of
the transmitting black node. A black node with both up stream and down

30 stream black neighbors, does not forward multicast join requests. Thus a
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25 node requests to join the nulticast group, that node transmts a request
to a one-hop hop bl ack nei ghbor. The one-hop bl ack nei ghbor transmts the
request only to the up stream one-hop nei ghbor. Thus, the black node,
receiving the request, becones a down stream one-hop bl ack nei ghbor of the
transmtting black node. A black node with both up stream and down 30

st r eam bl d8ulticapttieeris esdablished. Multieast prckats aistforwarded ggeetdingthus a
mul ti cast %re%¥hs efﬁéblished. Mul ti cast packets are forwarded according to
the perti fBRPEHRENTWEGery similar dynamic network topol ogy for a backbone
based ad ef; j LSCl ' / ei e 2RO

switch 5'%3%:521 %:“gﬂé; Ez?aﬁﬁ r@?@rrh‘intr? r sfé?gag%%c eﬂ(\ag b%r?b?)lr glangrsé node
or a supemet@dek RNAigdiesedN it hwerper/1MEE20 f evherehe trckbodes IWwich
publication of Gui and Mhapatra " H erarchical nulticast techni ques and
scal absl i dynamigally Ibetweerodetesmined solge2asa)f bekguasesrdimarppodactr af a

backbone based nul ticast  technique f h tworks, 10 SUMMARY OF THE
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t echni j | Y Loodi i cast
Fouting. TS RERHERREh A Ut MG Y B AL RS RS Coe.

there is tndsscalabiivy deehcbild Ael H88 ristwiPks M{RDD6F HiscIRisERr #n approrthel ess
ad- hoc multicast network includes a plurality of nodes. Each of the nodes

i s desi gnaf adbadkiiore baaadinulticastitachmniduedor atldhocangtwoerkisi t y of the nodes
are designated with the role of super-node and the renai ni ng nodes are
desi gited with the role of ordinary-node. The super-node desi gnated



10 nodes forma routing backbone of the network. The nodes form one or nore
mul ticast groups. Each of the nodes includes a transmtter, a receiver, a

| ocal topol ogy processor, a network topol ogy processor, a backbone
mul ti cast processor and a local nulticast processor. The | ocal topol ogy
processor is coupled with the transmtter and 15 with the receiver. The

net wor k t opol 0gyOYNMIMAEHOF JHE RRESENT IDISEH-OSER FECHNIQUE recei ver

d with the | |t | [ . Ih K | ti [
coupl ed wi th t he. dt i (@3ell SlaheccisderedigChitie e REIRP & agy
processor.mgﬁi%ac%gtbm%g ﬁéB&@gnd SmbRasdr thtiHeatnr aé'bs_gpkter,

the receiver one nul ticas processor and W h the |0C

topol ogy Rpied@@8Ror -In accordandeewith afifan dislosktaneshhigueackriré anahlgssages
over a wireless nedium The receiver receives packets and nessages over the

\éVi reLess rdeiKﬂ(;lﬁd 'EheNirtlalmlsdtaniszogmLﬂﬁmﬁs$1[ertwo‘?(.n:]éﬁhfsdwirbt&hal aCbeCEQY
, ' A ' T ) 25
£L§| 2§§ ﬁ?@sgéﬂ%”&t@%y@énaﬂd%&s%ﬂ%ﬁn%ﬂ@ oB1ods ¢ nEaRBaer 1S dadfgnFed
networ k-t SSTielaPAb.d M har e e R TR, ATHIGRIRT o habes °
backbone rpatdedighaftd Withhtid eolROBf %UB@P-TM@EaHQim@bﬁérﬁain-ﬁhg REG&D ehe

mul ti cast procesSor is operative when the node is designated wwth the role
30 of supeesignitedTithbtiek rokee afubdinarytnpdeced ber supennades dasignstédne

and 6 el OGS I TE AS Ok BaSKDPRE Phix NNOIbastNBIBKAS B TdR Fns o
I I | t] ' ' t Lt ' t
meecages OB mOBRESh aFolRs: naroth Gt thki ARG Bieiged o ThASABlR P ©
desi gnat egeiyBr,t Beldcd| etdpfol6§Pprotedsor SBhaechwel tBBbIdRAProBESSES ST
further transmts a nulticast™group subscription nessage to a sel ected

one- hop sbpekbandanukicaksbprocedsar drickariodal insiltizsst gmacessoi.t h t he rol e of

ordi nary-node, and forwards a nnulticast packet to a onpe-hop super-node
nei ghbor, servi ng B8dogal tarolpgyresesser supaurlesowithitee hpRsmitker ad ¢ i cast

g?cgﬁgé hggﬁ@hﬁﬁ Erggggl%ﬂgf a'%‘%oﬁtgrt\%m ?oﬁglo%?/n'gl”@éé:sasto‘? |‘§" E:BuSIerH Wifﬁalthgunber
transmitter, the receiver and with the local topology processor. The
backbone multicast processor is coupled with the transmitter, the receiver
and with the network topology processor. The local multicast processor is
coupled with the transmitter, the receiver, the backbone multicast
20 processor and with the local topology processor.

The transmitter transmits packets and messages over a wireless
medium. The receiver receives packets and messages over the wireless
medium. The local topology processor maintains a local topology
database, and dynamically determines the role of the node. The network

25 topology processor is operative when the role of the node is designated
with the role of super-node. The network topology processor maintains a
network topology database, and establishes and terminates a dedicated
backbone routing link with one-hop super-node neighbors. The backbone
multicast processor is operative when the node is designated with the role

s0 of super-node. The backbone multicast processor maintains a backbone

multicast registration table, transmits backbone multicast update
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The nethod includes the procedures of receiving a flood packet or a flood
nmessage, producing a transm ssion |list, producing an updated trailer |ist
and transmtting the fl ood packet or the flood nessage to the 15 one-hop
super-node nei ghbors listed in the transm ssion list. The received fl ood
packet or flood nessage includes a received trailer list. The transmtted
f1 ood pacKeessrges @5@ farvangds muliicagt packetsupdieslocal anuldicast processorBRI EF
DESCRI PTI ON_COF .THE W NGS. . . The dj sclosed . technigqye wll be
under st oodn 2t dard itiRast reaistAE iRt heand iRl Sdeed] mugfiast
descripti L ] i i o (=1 i {-Ch- L OHGELL,
%&ﬁéc e‘?ﬂebé‘a§€$ t4 e B r;é}% to*r"&m‘élrg‘ﬂd&%sn @rh‘yﬂgmﬁﬁhgh' the

which is a’'s mat | c ustration o SInp exenp c network
gener al | y neefecisadesignatedwvitbhthiesrole@etauperinaeiear t ; Fi gures 2A, 2B,
2C and 2D which are a schematic illustration of an exenplary network

generably referendée lDoal multisasbpmnassonifurithantramsottsemuiiicastgraupcl osed
t echni que;

general | y SH Ogiigﬁéﬁd%Eé\égb%p Is?r%ﬁ!%é@%ble% gﬁtﬁ&?&%ﬁ%é&?@%ﬁ Z‘}V m'_f‘h _
e oSSl CheLhRe Al G inan nods ST ATRCY L
cl uster-| eqgltinastvpalckebner atowg-hop super-node neighbor, serving one of the
multicast groups associated with the multicast packet. Each of the nodes
10 attempts to communicate with a minimal number of one-hop super-node
neighbors.
The method includes the procedures of receiving a flood packet
or a flood message, producing a transmission list, producing an updated
trailer list and transmitting the flood packet or the flood message to the
15 one-hop super-node neighbors listed in the transmission list. The received
flood packet or flood message includes a received ftrailer list. The

transmitted flood packet or flood message includes the updated trailer list.

20



15 accordance with a further enbodi nent of the disclosed technique;
Figure 5 which is a schematic illustration of a nmethod for updating the
backbone mul ticast table, by a super-node, when an event in the one hop
nei ghbor hood of that super-node occurs, in accordance w th another

enbodi nent of the disclosed technique; 20Figure 6, which is a schematic
illustration of a met IBRIEBDE)SCRIPH‘I@M@Fa%HIEMWIhUSS super node when

an ordi nary-node attenpts to subscribe tg mul tj cast ou eratlve in
accordance with a It @cﬁogﬁﬁotﬁmuwwlh%edwd%@@c?@mﬁ eclated

O eV G Lo IR B IR, BT Rnc R =
enbodi nenty ?fdréﬂ/?nqjé | techni que; and Figure 8 which is a
schematic illustration of a nmethod for determ ning the next hops of a flood

packet 5i n the baclFigure 6f which e tvechematic diubstragidroob af simplerexarhpléirgent  of
t he di sclosed techniqu 30 DETAI LED DESCRI PTI ON OF THE ENMBCDI MENTS
The di sc|@ﬁehoeé@meauseaeéalbbfaef@ren@dﬂ@mghtlaé@gvm ine gt or art by

Pher ef or o, “whi ch EIMERe2APE ks enck SRERNEE] Bré BeeGadade it afald ™" o
Lhe netvoel SLeRrlaAD netbhe ik Eg%er@fér%ﬁ'&@dqméos%%@énc@e\ﬁlitﬁn%ed o

super - nodes, routin ne of the network conmuni cat e
bet ween oemmmmmtaftheadldemsedttedhhamd)one routing link. In a

cormu%cat on sys%:?gn&r%cg O\Sv?l1||<:nhglst g stcmeerrqzlatslg ||I?uss?patlon of a system, generally
referenced 160, constructed and operative in accordance with another
embodiment of the disclosed technique;

Figure 4, which is a schematic illustration of a method for
operating a node in a wireless and cluster-less network, operative in

15 accordance with a further embodiment of the disclosed technique;

Figure 5, which is a schematic illustration of a method for
updating the backbone multicast table, by a super-node, when an event in
the one hop neighborhood of that super-node occurs, in accordance with
another embodiment of the disclosed technique;

20 Figure 6, which is a schematic illustration of a method for
prioritizing and selecting a super-node when an ordinary-node attempts to
subscribe to a multicast group, operative in accordance with a further
embodiment of the disclosed technique;

Figures 7A, 7B and 7C which are schematic illustrations of an

25 exemplary network backbone, generally referenced 320, in accordance
with another embodiment of the disclosed technique; and

Figure 8, which is a schematic illustration of a method for
determining the next hops of a flood packet in the backbone of the

network, according to a further embodiment of the disclosed technique.
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10 techni que, each node in the network is a router (i.e., a node is capable
of forwardi ng packets of information toward the destination of that
packet). Each node may be coupled directly with one or nore hosts. Each
node may further be coupled with external routers (i.e., routers associ ated
wi th external networks). These external routers provide routing services to
the 15 external neDdr ILEE&ESG(RIPT&QNQEQ'HE)&WB@HVIEI\EBS to hosts
coupled directly tr}ﬁ aode, or to the external routers coupled therewth.
Each node transni t& Hdelesstlarinigue [uercomes the qisadvaetrass ehdheop

s hat o Horcal PBroviRRTs kel 855 RBRTRuMGatioR etk Al gt o
represent i §stem MeFetfdenuphich) eﬁéb@fﬂﬂlﬂ&éﬁé‘tﬁdﬁ%@ni@@% HeIWe_éﬁ' e of

the node (i.e., oOrdinary-node or super-node), and l'1st of the one-hop
nei ghbar s mbbiléeradesnsin thé metwode azmcdrdihg toolhe dischzsdd téchiigae soraehop
nei ghbors. Accordi ngly, each node receives hello nmessages from one-hop
nei ghbor s NAAES hE8aI0RAed A% sTURRISNedRs.afermsthenirertiagi backeprei af the t he

w1 el ovs! ANRRE 2k colFyEEdlal bREVERE gl afome A5 ® dBNEREERRRFbone o0

acqui res irgfiarganKon about the identification and role of one-hop nei ghbors
and two-hop nelghbors thereof, and forns a | ocal topol ogy dat abase based on
that information. It is noted that the 30 term nessage or nessages refers
to nmessages contailmi iy icomomidadion 18ystene| atdcogding t tee dhestdiscibsed and
mai nt enance of. the network. These messgges are transmtted between nades.

It is 'Pur tREhNiFEEe §aCRAROURAN R Metpiarkds a FuHel (l.¢.efenededs ranakle off

bot ween GRSy indckedt' 3 hRSREILR tEwaldhe BaStiRador i SMBIAED, o qe
(i.e., a mh hbde hfayBk éo%;?'l@@lfdﬁ‘éé@)e With Bheof WRoR®thdsA§ aE achuhbag

table. This local routing table includes information relating to every
node, whi ahay furioermbeecolaisdt with hexterrmalaputérse(i,e. pnauteop assiogiatedswidhd

t wo- hop nei Eﬁt\_bor s). The | O_Fa| routing table includes entries of the one-hop
nei ghbor s SXIRINGt NERMOKEIt sl hesr) exieraah sputess tpYidesigiting; sertices 4 the

For warhoueXiPaf el EatRCnd8 MBI Fouldy RENERPIE R A g0

i ncl ude t Rgerfly dBetHE NI drdgNihé | Sabfa Fo%ﬂ%l%s%hﬂééfrﬂhél%\ﬂith. | Pa@qdr ess)

assigned to eath node, to each host or to each exte router 15 coupling
an ext er nabdeetransknitsTtze Noolealstatost mesdagld, ewhicht lierrecedladidy enerheps of

t he two- hop neighbors, with the respective one-hop neighbors (i.e., there
may be noPgighhaisoet tiee-megenei NpEer sidfush RessagesyWihdet referesh 40

specific gour.ce.node taq,a,specific destingtion,node and their_unigue
Couting i DBIRIANER Pon EHPedDRSSARERS. |0 i RO DIPLIle « heides
routi t if u kRci t 1 /e of t}gg&, o : pling
exter %gl ?gﬁ'ﬁg?ﬁcﬁéﬂ?éﬁmwgeﬁ% hop nlcla:? gh o??‘mﬁ’é {rhcﬁj?rgn'ggrﬁltﬁw
i denti fi cabdenthe poleseinthat hode,(i.ef, dridinargdesde ortdupdratade ), @utd adist abl e,
are derived fromthe hell o nessages sent by each node. The routi ncgh ¢

Ol on

i denti fi cthe onerbepieighkoreef theetrgasmiiing nede: padnthe: roleeefiga

these one-hop neighbors.  Accordingly, each node receives hello
messages from one-hop neighbors and these hello messages contain
25 information relating to the two-hop neighbors of the receiving node (i.e.,
nodes which can be wirelessly accessed via the one-hop neighbor nodes).
Consequently, a node acquires information about the identification and
role of one-hop neighbors and two-hop neighbors thereof, and forms a
local topology database based on that information. It is noted that the

30 term message or messages refers to messages containing information
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25 representation since there is a one-to-one correspondence between them
The routing identification representations of the hosts, coupled with the
node, are obtained according to a routing protocol (e.g., RIP). A
super-node is a node with capabilities to direct packets to every node in
the network, or hosts couple with the node (i.e., directly or 30 via an
external ri6latng douihe neprsirestian rand meewderpnce sfigbe- networkst ofléese | ocal

i ghbor s TPSSa08R A JE IR Aeivasm nengsnol o dihan polRsainatdng sans.
O er ob AnfoakkBrn HerBPCeralIRe" PRI of Aforifaton 2RAnSA HiicudhD el 09

ext er nal coupled wt nei g Eac entry i

i nfor mat i aretafork hqhéﬁ&péch@tsv@féfdrdmﬂeﬂltféﬂfve@h n@@é§§ﬁﬁ| Tria@iﬂtgﬁnétﬁé' gned
to each node, to each host, or to each external router of an exfternal

net wor k& cdlqu@tﬂkvmth t he one-hop ordi nary-node nei ghbor. A super-node,

further stores a twork routing table. Thjs netvvor routin | e i ncl udes
entries to all %8@'”?%”9&9@-%@ ethaliisma vﬁ)rsHQer%q(%gt frEms

Supor - node B@?ﬁ.ﬁ%ﬁ@é‘*’%@eﬁﬁﬁaﬂ@ B (o) RELER afte MRS ibPadn, s
Each entr yelgtiglguidesvermf @w@étwmcrpﬂ‘s AGenordl e fsthops awaptl(.e! GHd-ABp

repr esent atl on. ach two super - nodes comruni cat e bet ween one
anot her vingighbiesi @itcedweabrponeightharshg Thek. losat eoetingy tablendnelddes

ol nt 1o PEIRES Mol ONE- DR HIIGBROG AMGOBABS HERSsu K RotRrnab TgHissbs
Lhereo! ogPUITHRBIeRRAEnE SRS, cotifd S Y qﬁe{-ﬁgbﬁgéweﬂq Spaghe:
;Q?fmf(ﬁ' e@a@ﬂewﬂﬁarbolﬁoﬁvm@%dmdmfﬁﬁhaﬁéﬁrasgdikklétecﬁaﬁiﬁhsﬂ@rmuﬂﬁg gdates a
entries may include the unique network identification representation (e.g.,
IP address) assigned to each node, to each host or to each external router
15 coupling an external network. The local routing table further includes
entries of the two-hop neighbors, with the respective one-hop neighbors
(i.e., there may be more than one one-hop neighbor which can relay
packets from a specific source node to a specific destination node), and
their unique routing identification representations. It is noted that the local
20  routing table may further include entries of hosts and of routers coupling
external networks, coupled with a two-hop neighbor. The routing
identification representations, of the nodes in the local routing table, are
derived from the hello messages sent by each node. The routing
identification representations are derived from the node identification
25  representation since there is a one-to-one correspondence between them.
The routing identification representations of the hosts, coupled with the
node, are obtained according to a routing protocol (e.g., RIP).
A super-node is a node with capabilities to direct packets to
every node in the network, or hosts couple with the node (i.e., directly or
30 via an external router coupling an external network). A super-node, stores

a local routing table, including entries of the one-hop and two-hop
-11-



20 topol ogy dat abase, according to the network topol ogy information.
Super - nodes may exchange network topol ogy information according to a link
state protocol (e.g., OSPF). Super-nodes synchronize their network topol ogy
dat abases, and maintain this synchronization by exchangi ng network topol ogy
updat e nessages, w th other one- hOR super - node 25 nei ghbors. These network
t opol ogy uUjRidbeoFfe§isgestries & mng-hepaaae Swonhep oldipanoggdef neigbbers- hop

or - nar y- AR PR (rich dOHBOR0 BURET I O BRI TSt @B, TPUISTS ot o
t hat i
or i nat 0 LR ET PR I W ot RIS e T Sty

pr opagat esn€ludes, irffoandedh dhithegbnigue slepeorkddentiicitimeepaeseritation
super-nodes maintain their -12- network topol ogy databases synchroni zed.

Each saperassigiieddaseadietsodedtongantainestaondovweach rexierngl raiifiee efcaor di ng
or di nar - ORETA (B KsCOUBRA it TheceRe IR arperyJase giviohepr A o
super - nod g i 1 A OP TH{OHe lighbors) .
A super - n%&@%mn%tmﬁgeﬁgs\}g}% %ggglt‘)gg(ehﬁnré?g%%é- hop Ef%ﬁ@gﬁéagﬂg r- node

nunber (i t&bleainvlidesBmueded af thaenddds sthie hogislande bgterpas hetdbrks
ordi nary-node in the network may change the own role of thereof, or 10

desi gnat e Withéhe dreprotiveratierhop- sivpler-nedghmeighbas arupeighibetes fo Avhich
munberf ot e ede: [Bardn pebgcketarsined & ihgse; Dotsatiesiseige) o

nbi ' d jnat i it i ght t
et gt ed RGN S8 SRy ARARICE. iBrfaoR 'Y iing® e8! FOyfhe]e

or di nary- ifsitification ®ipresghiitiopn node. An articul ation node will be further
explained in conjunction with Figures 5. A super-node, changes its role to

an ordi nary- node, Eiaicht tveo super-nostbs eciiinbiinisate betwednmiahapnother via a
Super - nodEpaicatady GREKPOBRoVEHIRG Al {1 érsteatll JEovaleth HAREaREh ar e
cOUE! 58 oebiaBer8dedisafed BN ISBRA YRLILLS BLERAET0 LR
that mul t PeaRIcoly RtR- e&@¢ bftREI &P SQSEr-ABYeMEYhBersthéicoIStASRIWI ces
(e.g., forwarding a nnulticast packet to the destinations of that packet)
to t he nesbpesnofiet requestt iarak recgivapg, fiéameha selected one hop super-node
neighbor, the topology information of the network, stored in that selected
one-hop super-node neighbor. Thus, each super-node creates a network
20 topology database, according to the network topology information.
Super-nodes may exchange network topology information according to a
link state protocol (e.g., OSPF). Super-nodes synchronize their network
topology databases, and maintain this synchronization by exchanging
network topology update messages, with other one-hop super-node
25 neighbors. These network topology update messages inform of changes
in the topology of the one-hop neighborhood of the super-node from which
this message originated (e.g., an ordinary-node left the one-hop
neighborhood of the super-node). It is noted that a super-node may
exchange network topology update messages not originated there from.
30 Thus, network topology update information propagates (i.e., flooded)

through the super-node backbone, and the super-nodes maintain their
-12-



25 mul ticast group has a unique network identification representation
(e.g., IP nulticast address) associated therewith. Additionally, each
mul ti cast group has a nulticast identification representation associ ated
therewith (e.g., MAC nulticast address). A host, coupled with a node,
receives nmulticast services fromthat node. An_ordi nary-node receives

nul ti cast rEBWesk tppetogy datalvrsemnsysapenirede hachhsuper-nndeeednstructs

Each node in,the network (i.e., a.super:;node or. an ofdi nary-node) maintains
e ocal il BEptHag A hetwiodk rodinaEbie CEollind iar e eliolg 1SRe BBy on
tabl e inchﬂﬁggaeelist of all the nulticast groups in the network and which
of these mul'tircast groups, the node serves. The Local 5 nulticast table

further includes WWworgineetostf drefdsedf tddmiquaLan ictaiiarg oS atteaghtst er ed
with the node (i.e., hosts coupled with the node when the node is an

or di nasy- todbavanat neasts aamdinima! Hopabatieahop - avpesnodeg mvonisemt(ea.,t Be node
i even when that super-node i S not a

I s a super-node). Each super-node (i.e.,

i 0 menber "B'I””Eu%ﬂul b 8?0959"‘, QRIrSHRE™MRFR ARIIDOrBAC ko nBURE-DPES st
registrati Jhi aul it cast el ' abl e | es all
he mul t1 CoemErisEhatSieh, RASt ARG Abpl SR OBR AR ke
groups eaghe.Ofathﬁinwnﬁﬁ-ﬂ%%eﬂ not henagiolPr supér-Rodel NedigAbBes). t SeAf) s
regi stered. 15Each super-node floods the backbone of the network with
messages iondinady-mpdehén niinet inedworlkyrroagschanget ther asvpenole oofe thereods or

Al ternatively, a% suH?eé_- node, may fl oods tae backhone of the network with
messades ORSIANARGO RER-1RPt PEdisangPedgs Nelghbors; ?SS§HHGWP&ﬁ-t%t t hat
super - nod i hese.: | ref8Lf Lo cherein a ckbone
Super - node R iSe TRoaE BRSRANSR A bingR o SERE T HBCBE! 1B, Retl, fRCKDS
node j oi nihgeniser) l?ay dBahile cPREridReRe! WehftBasbriHedivityRsi chRitagefort 0 an
ordi nary-node, Or a host, subscribing or un-subscribing™to or froma

mul t i cast agt@upinators thgreof and that domkinatiomoan ieitietr he deightess sagedt,

super - nodes .synchroni ze their respective 25backbone nulticast regjstration
t abl es. We'gﬁ/tedh A(Qﬂuﬁéfﬁmﬁ%é‘?dﬂ o%?ﬁﬂ%&l&@oﬁ@'%nﬁ%lﬁi%%rﬂ%at & fR8sages

when 38, 4EbarhRReLS b ARELRRRE ot AR A REG i nbBe, FIERE s o

nnul ti casexpRfeE iNRDTRUStiFE WilHFfRiIrkY 4.1 ASupdrifodackianges its role to
an ordinary-node, if the super-node exhibits self-redundancy.

According to the disclosed technique, each node (i.e.,
ordinary-node or super-node) is a router providing multicast services to
20 hosts which are coupled with that node (i.e., either directly or via an
external router). Each node may register to a multicast group, thereby
becoming a member of that multicast group. Each registered node may
provide multicast services (e.g., forwarding a multicast packet to the
destinations of that packet) to the members of the multicast group. Each
25 multicast group has a unique network identification representation (e.g., IP
multicast address) associated therewith. Additionally, each multicast
group has a multicast identification representation associated therewith
(e.g., MAC multicast address). A host, coupled with a node, receives
multicast services from that node. An ordinary-node receives multicast

30 services from one-hop super-node neighbors thereof.

-13-



30 nulticast update nmessage may include the sane information relative to
the previous fl ooded nessage). The backbone nnulticast update - 14-

nessages, may be appended to a network topol ogy update nessage, thus

reduci ng the bandw dth, or alternatively, the nunber of packets transmtted

every second (i.e., packets per second), required to transmt these
updat es. Addition&laGh &g¢de sipeth@odietiosksfi-es ta asHReROL@per- nalie, 5

B L R i
Cach eupelmD0gestF89S=Lon G0 ANSeEP 2 Ao TAGR e 0cs ge

and whi ch metWork asid whishpof these tdticasidgroi®sy ¢se nbks serrssaype vbddl be
referred to herein as local multicast update nessages. A super-node

transnbt s oudisast dable furthercinaludesidhe messbeyss ope@aakdiofdhoge mudtigast- node

several ag4PuBac ROSRRLNERAR PROEHLesore HIRE GRB A RoBadsrRe

Super - odthe Aode I3 oRRRARIEE Sahitonb QG ileonah SRihan-HELES,

or di nary- mefighba@ist\wwhehithe rictlesigha subee-riceled, speci fic mult | cast group (e.g.,

a host couple with the ordinary-node subscribes to that 20 specific

mul ti cast group), Eachnstipes-nodaubéer,i pveonwhaiudbat metgeode is voteat ed
-h - nod - nod L ghb i,e., th b th

one sdber RBBEEcot g dlErsharoiehe (TBUE T RIARS SnBegRoR  GHIBARSod of

h di - - . ) _ . I

or di nary- Feds o (abS CFARCARCKSaReHAUNERCE rBGfthiaioR taRa ALk deldal

transni t stige ImaRicagt groapkbimenauétnwaakt dnetadith WasisRges theseaaltiddst t he
super-node or the super-nodes forward nulticast packets, to and fromthe

or di nar y- goeps @adh of Heeosdpaanpdesdin thevesiwdis Oee- gudiriglitselfhded of
t he super-nadge or, un-subscribes to the nulticast group. Each super-node in
the net wof®9'efeT8d. even if that super-node is

15 Each super-node floods the backbone of the network with
messages including the multicast groups that that super-node serves.
Alternatively, a super-node may floods the backbone of the network with
messages including the new multicast groups (i.e., if such exist) that that
super-node serves. These messages will be referred to herein as

20 backbone multicast update messages. The term "event", refers herein to
an ordinary node joining or leaving the one-hop neighborhood of a
super-node, or to an ordinary-node, or a host, subscribing or
un-subscribing to or from a multicast group. Consequent to the backbone
multicast update messages, super-nodes synchronize their respective

25  backbone multicast registration tables.

A super-node, floods backbone multicast update messages
when an event, or several aggregated events, occur in the one-hop
neighborhood of the super-node. A super-node may further flood
backbone multicast update messages periodically (i.e., the backbone

30 multicast update message may include the same information relative to

the previous flooded message). The backbone multicast update
-14-



30 not a nmenmber of a nulticast group) maintains a mninml spanning tree, of
t he backbone of the network, for each nulticast group in the network. The
-15- mnimal spanning trees are constructed according to the backbone
nmul ti cast table and the network topol ogy database stored in each
super-node. This mnimal spanning tree may be, for exanple a, shared

cor el ess rMABRAYESPAAY b appended to a netwerktepalogy nipsate spassage, thuse. 5

N T
sher o CorS 7SRO SPIpRbA . sRRShR e IS AT ey

tabl es andigditeset Agdkionag! eavhdaipdrassd@itraidmiteo aistheraigreritbdd e
synchroni zed. Each super-node, determ nes the next hop or hops of

a mul t bcagoinpag kthte (one-hopf ongighbisrhdrd nof ttheasupeaekeds,, thesbaickbedewi t h a
mul ticast group),accordin the m njimal spannjing tree associated with

t hat sane’ﬁﬂﬁpgéé§ﬁgﬁﬁ%ﬁﬁﬁkh§¥?,t 'e@ roﬂﬂ}ﬁﬁbd@ﬂﬂﬁﬁﬁserBKQ%mﬁdeﬂﬁg a

mul ti cast ihR Message or a nmul ti cast packet). However a super-node, not

regi stereé With that multicast group, may be required to forward a packet

to the nulticast @0 §up&r-notiBe tPaMEHiItI0ds dRES d1Ré-hopC ebMindr)-hbaast

messages). |n case the super-node uses shared corel ess mnimal spanning

tree is, tedghloprsr thesdof deessagessncludinger listsof phithetrawttichs? @raopsher
r.of that tree. |n case the, super-node uses a

super-node which is a e

sour céobaila% thﬁmﬁ%'% mpdicast oyRpklis SRS de HeNESt hdhesar ce
based mi ni b | n
based M PhMBR e Pary MhHEIHBEBchirdee uaBsH fhelhed
super - nod@\ neugbgiodeatraHspnitsleshabbt i loaal haulicast Sepdates mesthges

ordi nary-node. The super-node forwards the nulticast packet according to

t he mi ni mpleriopicaliyng A saper-siocieefirthenr kansnmiisnthesehtogal mhotticaspapdatg tree
is a part of a nmulticast backbone consisting of all the m niml spanning

trees, supePSIRUARS Wllﬁ%n_t@%n%\fﬁm’ t®e S@Mﬁf@'caggr%@é’t eyenketQRcal; thdhe
super 4 podgy G o & MiBREOHYSY of thE super-node. An ordinary-node updates the

local multicast table thereof, according to the received local multicast
update messages.
An ordinary-node, attempting to subscribe to a specific multicast
group (e.g., a host couple with the ordinary-node subscribes to that
20 specific multicast group), transmits a subscription request message to a
selected one-hop super-node or super-nodes neighbors (i.e., there can be
more than one super-node serving each multicast group in the one-hop
neighborhood of the ordinary-node). The respective super-node adds the
transmitting ordinary-node to the local multicast registration table thereof,
25 and transmits a local and backbone multicast update messages.
Henceforth, the super-node or the super-nodes forward multicast packets,
to and from the ordinary-node, until the ordinary-node leaves the one-hop
neighborhood of the super-node or un-subscribes to the multicast group.
Each super-node in the network (i.e., even if that super-node is
30 not a member of a multicast group) maintains a minimal spanning tree, of

the backbone of the network, for each multicast group in the network. The
-15-



A super-node, required to forward a nmulticast packet to a one-hop ordinary
node nei ghbor, transmts the nulticast packet to that one-hop ordi nary-node
nei ghbor. The nulticast packet includes the unique nulticast identification
representation associated with the nulticast 5 group. An ordi nary-node,
which is not a nenber the pertinent nulticast group, i%nores t he mul ticast
packet . Arfntignahaspanoing tigeshare eonstriwetedofacceedingr ttondhe baickbeaest

, f d h | ti Kk [ h i.e., h
01007, ¢ O8] P a1 Bl ki G5 "5l 5, gbh® "
t k i. . 1 i. , - f
e o SR PR Rt S oo o

nmessages idetek@sngimar g tite@or dpdatce BassdaamintalrpRining ¢reccach
node (i.e., ordinary-node or super-node) is capable of flooding the network

wi th aspaclkds ruinimal spannipgckee shouldrinciuge ab dfetheeseperaasiesewenighnode

in the 15 network). An ardinary-node transmts the flood pagket to, a
one- hop s&@é\’eﬁéﬁereﬁ@ﬁ&ﬁlé%rmu %ﬁ?ﬁeuﬁop éﬁﬂ@teao@@ah\éﬁ e&mas t he

Those one-BEcd Pyt iind o< Badt REar e ShOPRE g hEFh ..

that fi rsﬁhéeéﬁbﬁﬁ%érﬂg o Foreaaane nililtiEa s Groapk esinter thénbakbone

ordi nary-node), forward the flood packet to all, or part of their one-hop
super - nodenuidicghbtables Earhtheipetwaddogalogp dddab ase fof @ldtheasiper-nodeke
one- hop ordi nary-node i ghbors t hereof. A node aggregates fl ood

e
packet’8 pﬁrﬁrSYPﬁhf‘?%!ﬁ@ai tting those flood packets. Each flood packet

i ncludes a reliabidj i ndi r I i ndj ) . ency

i ndi cator relat es'Eiéé’t"ty%%ﬁ‘%j‘:‘ﬁ@&%e??@"ﬁﬁ%g&@%Z’%é%f‘t%? &ghée% g)rft%ﬁ[ﬁtﬂjﬁ)%r of
f1ood paCiﬁ)@bReE f{ﬁeﬂoﬁﬁmﬂé apet ﬁ’ﬁjlti@éﬂobab@efbpra\é@béldi@dt\ﬂlﬁh & pRaticagket .
When the fl ood packet is of high urgency, thé node does not aggregate other
f1 ood packeosp) acdortdingstoi the thirinfidlospiamaioketree rassticiateldywithhihatedamei ity
indicator relates to the nunber of time 30 the flood packet is to, be

r e- t r ansninyligask @renpuiee s hatther dyring der iR 0 nFAMERINGE i withasét

net ok DRI Ry plicasl dRET 38 ugkel A BEBRL R R BHRSy '
et o) AL SRLSSe hougendy ey kuhicer kel s faged angce
multicast group (i.e., the super-node does not receive multicast
messages). In case the super-node uses shared coreless minimal
spanning tree is, the super-node determines the shortest path toward
20 another super-node which is a member of that tree. In case the
super-node uses a source based minimum spanning tree, the super-node
determines the source based minimum spanning thereof and forwards the
packet accordingly.
An ordinary-node forwards a multicast packet to a selected
25 one-hop super-node neighbor that provides multicast routing services to
that ordinary-node. The super-node forwards the multicast packet
according to the minimal spanning tree, stored therein. Since the minimal
spanning tree is a part of a multicast backbone consisting of all the
minimal spanning trees, super-nodes may transmit the multicast packet

30 between the super-nodes of the pertinent tree.
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5 the bandwi dth required to transmt flood nessages or flood packets, each
fl ood nmessage or flood packet includes a trailer list. This trailer |ist
includes entries of the identification representations of at |east sone of
t he super-nodes that received the flood nmessage or flood packet. The
trailer |ist my be managed, for exanple, as a First-In-First-Qut (FlFO
buf fer 10 (i.e., & beHpernader dequingd dat fogrwaidcR waylticast f packet doeat er

(e DUt and ) A S PR P B S L
oot 5t o, SRR 54, B Y oA s PRl ance o

produces amigpdahelicastidentifidation r@presedfation dsgodatéchwithhibie uMichgtacket ,
which is further explained in conjunction with Figure 7A, 7B and 7C.

A supesb- n@feupor fdr aedinagy-npded whiek ds  nefca ananer: thea pertament axilideasti st .

This t i ssion |ist, inclyd | th -h - nod i ghb

not 11 st edIPHB faresdnedrullicadt Backely AnRiaagiar age. BHIGIHES AabemBsty
' g . _ ved ! ( '

super - nod e, BeriRBATTMBIRast ibuby fohards thafi3hy HRASE AR the

message. Agihénnhbst ¢i.¢ heheé idtaegidtated wifH tsl perghent imalicsistsgidi)
identification of originating source node (i.e., the first node that sent

t he message)rodtar of @dekral netivguls cotpted theyewith.g. , packet serial nunber).

25 A di ngly, d g I, Vi flood Kk i (fy if_i,t h

orevs disl y Pevei vAF feRiETehAbS pups-abaey; faod the. betkbananpt thene
o 5 . ! I

period) . Hae,BHORRRA h%ﬁNBﬂ(attogcr){bl‘bgﬁ ﬁaﬁté efrf'e‘é%'gp%saaﬁ%r R/ﬁﬂf‘ ,fneggggrggssage

nore than once 1s counter-prop necessarily linedarly

count er - piggladingobatkbdre trhglticasg Ubdate thesddged. e Furitfdrnene, texeH sogeh of
the 30transm ssion |ist. Reference is now nmade to Figures 2A,

2B, 20 andi.2bontinety-drasies oheswperaiade)ustcapableofdioatdingtbephetworkewitor k
Sothnt quad Raskel t610B At racke dS oM S 168N ERRDY Ty Tode 11 hand 310
d 5 i ~nod 1 d 2 06,
16, °139, Me8OMT°TA] PRfinelhlonk: foaihls R AB. BHRRET 1O0E bnadD” e

m ni mal I@gplar%@lehﬂ@i%@wo - Mkt BHBLeSp alibdrhsode ﬂiég%hbéﬁ%hﬁérd%a(ﬂkéone

super - node nunber are th equal to two. Hosts (not own) are coupled with
each supefloaddeacket to al, eaqgarbadither gnexdubyp slpesaotie heighbarsetheval. ed

ei ther di ﬁ_ﬁctly of via an external ro,u}agr of an e ‘t:]ernal, twork. Each of
the super THOSES @RISRy RUPOT-ROAEs NAIGRPGES ed0a SreyinRIGRBPES c86t TRer vi ces

to theses [ - re j Lan. Links
L, heses Bak hookfi st 1EGSBA eTRAGE AL Ss Ak AL BRLKEA IR TH
130 regpr eéﬁﬁﬂhéyiﬁ@d@?,t Wkﬂweﬂddwg'aﬁﬁeﬁo@lﬂkér Reirvegnthed apeMop
super-nodes 102 and 106. Bold line 132 represents a dedi cated backbone
routing | sugebavdeeneighpers.ndtiach $0peambdelforwaodd therflodd packpt ez éme s a
dedi cat ed backbone routing |ink between super-nodes 106 and 112. Bold |ine

136 r epr eQBAtROMOHINREANOF ERRIBPERES tRAEGhg | i nk bet ween super - nodes 110

and 112. Bold Iing Hote aggregates flood packets prior to transmitting those flood

packets. Each flood packet includes a reliability indicator and an urgency
25 indicator. The urgency indicator relates to the time period the node waits,
and to the number of flood packets the node aggregates, prior to
forwarding that flood packet. When the flood packet is of high urgency,
the node does not aggregate other flood packets, and transmits the flood
packet immediately. The reliability indicator relates to the number of time
30 the flood packet is to be re-transmitted, to ensure that every node in the

network receives that flood packet.
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20 represents a dedi cated backbone routing |ink between super-nodes 110 and
116. Bold line 140 represents a dedi cated backbone routing |Iink between
super-nodes 112 and 118 and bold line 142 represents a dedi cated backbone
routing link between super-nodes 116 and 118. In network 100,

ordi nary-nodes 104, 108, 120 and 122, and super-node 110 25 are nenbers of
the sane multi castVhesup. messagenee a paakel imdeodedrthjorghathaumetworls a

and oper aidarh TROSCBEY d8ReteLifeh Taketiies cbmAGERenIBPICHY o WBRSLLE
and oper at [ "
t echni . t 6Q . ngl f [ 6 kb
| ornEdue nSYo! BB Ofel N4) YSBANBARKDORS, HIRRH! BAGRE 6P BoloAmeidafigeibone

processor tifsmisefd). t Thetrefdye plrreessioto &dAtrol et ndluntdahayndnd rredsiaet t er
174. Local multicast processor 166 is coupled wth backbone

fl oodi ng phedsyxibwidtiszequired thaltanamé finod nessagasooeflood naaketai eachet wor k
5 topolo 168, with | | .t 0, wth [

175 Bnd wioRd rassras oot fped madkebbckiass g escissor This, ey istner -
coupl ed w; It LG : | I

b ocessor MOHE8S RS thdashtficAR FdireSenialibsof Bt it cthe e
W th transfipergiodesd thdtaeicepngl the floodsinedsagesenflod@4packdtur Thertrairypl ed

10 with network topol ogy processor 168, with |l ocal topol ogy processor 170,
wi t h receiliséimay endanageds fanexanmple, 12 H&sh@n%im@mbggrﬁ@pmﬁ@mr 168
i th' TPandhbebpULe] WAEAIAHE PBRY S o BecReofSt 15 Fatef dherBHIchuBl od
Wi th recelyel id firdd &t WhEAMREBURS: dvVetspills). The trailer list may further
be managed as a finite length list, wherein entries in the list are deleted
according to dynamic considerations (e.g., work load of a super-node). A
super-node, receiving a flood packet, produces an updated trailer list, prior

15 to forwarding that flood packet, which is further explained in conjunction
with Figure 7A, 7B and 7C.

A super-node forwards the flood packet, according to a
transmission list. This transmission list includes only to those one-hop
super-node neighbors not listed in the received trailer list, and excludes

20 the receiving super-node. This transmission list further includes those
one-hop super-node neighbors, to which the super-node intends to
transmit the message. Additional to the trailer list, a flood packet includes
the identification of originating source node (i.e., the first node that sent
the message) and a packet unique identifier (e.g., packet serial number).

25  Accordingly, a node, receiving a flood packet, can identify if it has
previously received that flood packet (i.e., within a configurable time
period). The probability that a node shall receive a certain flood message
more than once is counter-proportional (i.e., not necessarily linearly
counter-proportional) to the length of the trailer list and the length of the

30 transmission list.
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15Backbone fl ooding processor 162 is operative to detect the one-hop
super - node nei ghbors, fromwhich a fl ood nessage or a fl ood packet is

recei ved. Backbone fl oodi ng processor 162 determ nes the one-hop super-node
nei ghbors to which the fl ood nessage or flood packet is transmtted, and

appends a list of the one-hop super-node nei ghbors to 20 which the flood
nmessage or flood fefesence is hamsmadeaty Figirere2A| 38d2ke8sd@d whichase

Packet s, sttt EEtlB BERRISermP ey SR Renarld Reages 4 | O
transmi t fihogdTRsRRESAN 4 AhHbBATKSHSOY e [NiaBEbYRENATdLe AINLRRSK Once.

according t rability 1 ndlcator one mu ast processor

164, is opd(tinctudes neupéanodebe 102ckhode miDti ¢42f t¢Qi sinvdat1t® badl e
when the node is a super-node and to transmt backbone nnulticast update

messagés \ardinaruriadas 4041108, B4dkI3Re and 122asiupeionedesr! 04106, ut ther

" the. netugrid Thanso! 18 P dbebautisti of thecelvont  4f diatyars 1dif e’
det ' ) ' [ 166
rmi 1t af ne IR BBPRAE Mg ihernode numbkfeahdThe | ARImA HifEARD

mul ti cast baokdoaenegsagasdei ruinbansret beth éddal totab. mHldsts dabt BhoosHsor
further transmts via transmtter 174 a nulticast group subscription

nmessage adefenupledswithneaeh caperangsg land withacpehtonsimaryonedaopTheaper - node
i ghbor . Net wor k..t opol. . 68 i ti th

nesa 18 ahosthara R Sine” BiRRiy gy T BB e b AR Rl AR S o

t | , tahl i ] t i led]

oot ng | TREBBRRS, EIC BF R SHREP-led Sl ARUMRITRUER 10 PREFES"EA, |

wi t h net wprgvidepauititasi dlerpiase tbattieeat hosts.t Eautt vPlikes AP spresedts 8
message and with network topol ogy database, when a network topol ogy

dat abase tecalewmindinieatinn boks detwaentordinaryetede aspgodnehapaneaighbeordfen t he
d h it | - . Net k t | 68

o T i B B bR AR T e

L | ; ' ' ' d d

when {he HBREY bEVIEERD Hojddeht SURFIRAGE 108 e fe B TR T 8 r ne

the |ocal réprelepty o dcthiestedobatkiSon@douting ik detiveed blipar-pdaegesor he
role of the node (i.e., fromordinary-node to
and 110. Bold line 134 represents a dedicated backbone routing link
between super-nodes 106 and 112. Bold line 136 represents a dedicated
backbone routing link between super-nodes 110 and 112. Bold line 138
20 represents a dedicated backbone routing link between super-nodes 110
and 116. Bold line 140 represents a dedicated backbone routing link
between super-nodes 112 and 118 and bold line 142 represents a
dedicated backbone routing link between super-nodes 116 and 118. In
network 100, ordinary-nodes 104, 108, 120 and 122, and super-node 110
25 are members of the same multicast group.

Reference is now made to Figure 3, which is a schematic
illustration of a system, generally referenced 160, constructed and
operative in accordance with another embodiment of the disclosed
technique. System 160 includes backbone flooding processor 162,

30 backbone multicast processor 164, local multicast processor 166, network
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20 super-node or vice versa), or if a change in the role of a one-hop
ordi nary-node nei ghbor is necessary, and establishes and term nates
dedi cat ed backbone routing |inks. Wen the role of the node changes to
super-node, |ocal topology processor 170 provides the |ocal topol ogy

dat abase to network topol o%ﬁprocessor 168, to backbone nnulticast 25
processor topalagydprecessedl 168 tacshdopplagye psesessss. 110.c s@ceivpblldgyand

processor ,168 fﬁ&%m%r provides transmtter 174 with periodic hell o nessages
and with JU‘H&m conpel nessages (i.e., nessage that cause a change in

the role of a 0“1.'?5?.%!‘Pﬁlﬁ'lh&?%%’gf&%%sﬂ?i1@6bi%réouﬁ§8%?fﬁrbf%%o@'éoﬁé&ﬁﬁgln

recei ved hell o nessages to topol ogy processor ecel ver

further prorecdssor el@2 vedth dezgkbomet imakicagpdartoeessosates, (Withe. netweski ved
from one-hop super-node -21- neighbors) to local nulticast processor 166,

and pr évi depologyepracessas kidhewithl locahiepelpgit rrogessaydy &, ovithoieseiver

| ticast 64. i 72 t h i d i ved fl god
Tossages. 1 2bAtREUN HATRIBNEG 1ibc BackpongaoofthG Hotes SEEMOL Cotifi « o
Sosagss . > ! )
the di scl oseehid @GRiMh %'éckt?m%rg{_rﬂgg@?%% Orgoceeséxu%&r NRHR Hét@r@@ﬂgpy node)

may join or leave the net € may further nove

| ocati on, prbeessyr ¢Banwiithy lodal tehpioPabrocsssdron70; alitt receiver di7Zzeandodes.
COnsequentLy, the role of each node may change. Therefore, the topol ogy of
t he net woMdthayraasnytier 1 7do Baakigeize multicast pratassend®4 is wstherserupledFi gur e

w rel dds Wit DROUBER toRalooeBiRnaeson i 1B IPRAL SRR BB o RESROR Tkt her
oo "o 458y R AR aRRiy TRty MppIIPHAR SRS
"smal | er t188niS,fukher coupled with local topology processor 170, with receiver 172
and with transmitter 174 and local topology processor 170 is further
coupled with receiver 172 and with transmitter 174
15 Backbone flooding processor 162 is operative to detect the
one-hop super-node neighbors, from which a flood message or a flood
packet is received. Backbone flooding processor 162 determines the
one-hop super-node neighbors to which the flood message or flood packet
is transmitted, and appends a list of the one-hop super-node neighbors to
20 which the flood message or flood packet is transmitted, to the flood
message or flood packet. Backbone flooding processor 162 aggregates
flood messages and flood packets, according to the urgency indicator of
the flood message, and transmit flood message or flood packets via
transmitter 174, at least once, according to the reliability indicator.
25 Backbone multicast processor 164, is operative to maintain the
backbone multicast registration table when the node is a super-node and
to transmit backbone multicast update messages via transmitter 174.
Backbone multicast processor 164, further determines and maintains a
minimum spanning tree, for each multicast group in the network and
s0 forwards a multicast packet according to the determined minimum

spanning tree.
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denotes the m nimal one-hop | ocal super-node nunber and X, denotes the

m ni mal one- hop backbone super-node nunber. Further in Figure 4, the term
"Mn." refers to either X1 or X2, according the context, the term

"self' refers the node executing the nethod and the term"other" refers to

20 nodes other than the node executi ng thg met hod. | I n procedure
200, a topol ogy dd@@ omuylfiaask Ri@eessor e¢BPydpAINAINS 13 ploicayy nudicaston

The-t opol AP JRDIFAANE St PeAr ARORERSE CHEIES IpbRSadeg ia™o
desi gnat | %arﬁ@’ﬁﬁ@e?74T.h%ofc%PPrﬁ@ﬂ&aéﬁ?ﬁr}oﬂe@go?ﬁmﬁ’éﬁaﬁén§Hﬁts”ﬁé t?é'ﬁérﬂﬁgﬁrbe an

internal flag ralsed every configur e tinme period. This contigurable tine

peri od mayle prradiicastigredp Aubscriptioneinessbbe andf fgwarbseat htieassti od
may further be dynam cally determ ned according to the nunber of one-hop
node néi gHasket @ a pertinedd ong-hapseerdiade neighbfire 3, 1ocal topol ogy

B ocedur e 202, 1 niieubur tobRRResRp o ShebESubengnaude B apaa o
o . | ' e | ocal
Y b

conpl et i onopblogyodathbase0and tdstabiisihes andteadimates dquioatstlibackBédneVhen
the node is an ordi nary-node, the nethod further proceeds to procedure 210

I n procedupstingdinksx piNelvarkdiopalegy dyoseesae168eprovidast thansmitter 16@ol ogy
dat abase. Nod tr d ired, wh hel | t
boen rlceiih NeBEk APaRlCay, AREEESs TERUESHy WEE hewtikofarissithdte

f ' : i d
ot o eo. - hesSAge o wit b ARIWLASSABR oEBale, Wikl AERoR BGBAIrP oy
Wien t he riadabase aegqupst iesiesivédeandtwith ththodaptopsiedy databagseeghen 206.

When the node is an ordi nary-node, then, the nethod proceeds to
the node changes its role to a super-node. Network topology processor
168 further provides the network topology database to routing processor
15 156.

Local topology processor 170 is operative when the node is a
super-node and when the node is an ordinary-node. Local topology
processor 170 maintains the local topology database of the node and
determines if a changes the role of the node (i.e., from ordinary-node to

20 super-node or vice versa), or if a change in the role of a one-hop
ordinary-node neighbor is necessary, and establishes and terminates
dedicated backbone routing links. When the role of the node changes to
super-node, local topology processor 170 provides the local topology
database to network topology processor 168, to backbone multicast

25 processor 164 and to local multicast processor 166. Local topology
processor 168 further provides transmitter 174 with periodic hello
messages and with super-node compel messages (i.e., message that
cause a change in the role of a one-hop ordinary-node neighbor).

Receiver 172 provides received hello messages to local

30 topology processor 170. Receiver 172 further provides received local

multicast update messages (i.e., received from one-hop super-node
-21-



15 procedure 210. Wth reference to Figure 3, |ocal topology processor 170
identifies the role of the node. I n procedure 206, the self
redundancy of the receiving node is detects. The system according to the
di scl osed technique, ains to mnimze the nunber of super-nodes, taking

I nto account, certain 20 networking constraints ée. g., robustness)..
Ther ef or e,NQIGBROERIpdP- fReR! thulisash prpsessey 1607 -arduprsavidps Aesaled- node

ome-hop. bACHRE HAREASl A PHarBLrio sl RUHRRABBRY' FuiybhSt B8L8Bor
potent i al 1454 eghurdir wp%rtﬂeﬁ@garﬁ\gaeg%eb%d floGd éﬁ?%éé’%é’é“td‘dé%%onﬁor all

of the one-hop super-node neig of the potenti dundant

super - noddloodihg processdr 182al super - node nei ghbor nunber, X1, is stil

met, if that potentially redundant super-node was denoted to an

or di naby- node, fodndhe Pystene agaerdivg ter thendisclosrr taehgiawer Lach npdehe
role of that super-node,changes to ordi ngry-node,.that, node wl| not

xhi bt ol St CRHRATTUHES ol 96; atdia8hhode) Ty dnin, &FleAlay it mepptk.

det ect ed, , S 208 gadancy
e mot det et o I, T8y TRENREAFRTESIS BrRiAEF I nalEDy, §alpl Y

r ef er ence physkead ywasition | melativé ¢p @they nodesesConhségledty et ror 6f eadnndancy
of the node and changes the role of the receiving node to an ordinary-node

when sel f Nosigumadyn shangeletl berefgre, the topology of the network dynamically
10  changes.

Reference is now made to Figure 4, which is a schematic
illustration of a method for operating a node in a wireless and cluster-less
network, operative in accordance with a further embodiment of the
disclosed technique. In Figure 4, "Nr." denotes the number of super-node

15 neighbors, "2" denotes "at least" and "<" denotes "smaller than", X
denotes the minimal one-hop local super-node number and X, denotes

the minimal one-hop backbone super-node number. Further in Figure 4,

the term "Min." refers to either X, or X',, according the context, the term

"self" refers the node executing the method and the term "other" refers to

20 nodes other than the node executing the method.
In procedure 200, a topology decision update cue is received.
This topology decision update cue may be, for example, a hello messages
received from other nodes. The topology decision update cue may also be
a received super-node designation message. The topology decision
25 update cue may further be an internal flag raised every configurable time
period. This configurable time period may be predetermined.
Alternatively, the configurable time period may further be dynamically
determined according to the number of one-hop node neighbors of the
node. With reference to Figure 3, local topology processor 170 awaits a

30 topology update decision cue.
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In procedure 208, the role of the node is changed to an 10 ordi nary-node
and dedi cat ed backbone routing links, with one-hop super-node nei ghbors,
are termnated. Wth reference to Figure 3, |ocal topology processor 170
changes the role of the node to ordi nary-node and term nates dedi cated
backbone routing links with one-hop super-node nei ghbors. After the

conpl eti on of prod@dﬁ?@%ft’? 202, e herepl dopelegis y Q%T?r@c@@uf%‘@iﬂm@. I n
d . - i . ' LS ' ti

B atus | ki AkbaRd B6rarlint e hR e BeER GRS ks Rae ol EiSHenERa:

node that {gt FAget 30NRcal bBsISHE: I[%e%é'@r%‘?’@‘iﬁ)dﬁéghﬁfé 3088 tt@@?lﬁ)g&’ are

: |
not vertices Oof a contlnuous grdp communi cate wth each

accor di ng databhse) &ftér thepobgyetion abp psetedumdoR02) the heethod-prereeds to

ordi nary-node nei ghbors are one-hop away fromthe continuous graph of

super - Aoddyocedwe20dhe WbEN- ther nedeasi am ardinary-ngde, hihen serthosl ari ve,
then, the net hoa Eroceed to ibocedure 212. \Wen the self-articul ation
status of R'RECHEFLCPIOHR %{'qu > then, the method proceeds to procedure 214.

Wth reference tokigijeq, e'%ﬁ?,‘ eB@lﬂ%'do%d%r 8ﬁﬁ§é§raré78ef&§8rﬂbgﬁhéhe
self-articulation status of the hode. I'n "procedure , the
rol e of tHI@caﬂddFoI@g)CUathOI\mo@eﬁtr'remél% paitisredi exbiesd bablkhon@etlout i ng

links are established with one-hop super-node nei ghbors. Wth reference to

Fi gure 3, MessAde opas 0agt herresesei tbremgieam, heuribge aofpredetarstisedo

stper '180d?nt%rr]\9al?s\t/\ﬂm irést}é?gnce to Figure 3, local topology processor 170 deletes
expired node entries.

In procedure 204, the own role of the node is identified. When
the node is a super-node, then, the method proceeds to procedure 2086.
When the node is an ordinary-node, then, the method proceeds to

15 procedure 210. With reference to Figure 3, local topology processor 170
identifies the role of the node.

In procedure 206, the self redundancy of the receiving node is
detects. The system according to the disclosed technique, aims to
minimize the number of super-nodes, taking into account certain

20 networking' constraints (e.g., robustness). Therefore, each super-node
tries to identify self-redundancy. A super-node is considered redundant if
all of the following occurs:

e the minimal one-hop backbone super-node number, X, is still

met, if that potentially redundant super-node was demoted to an
25 ordinary-node, for all of the one-hop super-node neighbors of the
potentially redundant super-node;

o the minimal local super-node neighbor number, X, is still met,

if that potentially redundant super-node was demoted to an

ordinary-node, for all of the one-hop ordinary-node neighbors;
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5 dedi cat ed backbone routing Iinks wth one-hop super-node nei ghbors. After
the conpletion of procedure 212, the nethod proceeds to procedures 214. In
procedure 214, the nunber of one-hop super-node nei ghbors of the current
node is identified. Each ordinary-node should have a 10 m ni mal one-hop

| ocal super-node nunber, X, , of one-hop super-node nei ghbors. Each

super - node shoul difhélve rolenofi thet eupehopdbachangeSstme‘rrdhmty modehethatX,

of one-hop super - node n When t nber,  of one-hop super-node

nei ghbors, is at | qul g&ﬁ&ﬁbﬁ@mam@ﬁ I%nQﬂGIS{aFW& node, or at |east X2

e e Mot | PR s bR MR oREREE Y

FpornodToFRIA 2087 PYRAASCN RGNS SHIRel, CYIFIIRER |3 2

Fi gures3, returab topmiocgyupe o2 &4 s dNith7Gefedente f iceFigbse n3imecalotopriegiiop

super - node processor 170 detects self-redundancy of the node and changes the role

of the receiving node to an ordinary-node when self-redundancy is
detected.
In procedure 208, the role of the node is changed to an

10 ordinary-node and dedicated backbone routing links, with one-hop
super-node neighbors, are terminated. With reference to Figure 3, local
topology processor 170 changes the role of the node to ordinary-node and
terminates dedicated backbone routing links with one-hop super-node
neighbors. After the completion of procedure 208, the method proceeds to

15 procedures 214.

In procedure 210, self-articulation status is detected. Self
articulation status is determined according to either one of the following
criteria:

e A node that at least one of the one-hop super-node neighbors

20 thereof, are not vertices of a continuous graph (i.e.,

communicate with each other according to the local topology

database);
e Not all the one-hop ordinary-node neighbors are one-hop away
from the continuous graph of super-nodes;

25 When the self-articulation status of the node is positive, then, the
method proceeds to procedure 212. When the self-articulation status of
the node is negative, then, the method proceeds to procedure 214. With
reference to Figure 3, local topology processor 170 determines the

self-articulation status of the node.

-24-



20 nunber of the receiving node and determnes if the mniml one-hop | ocal
super - node nunber or the m nimal one-hop backbone super-node nunber is net.
In procedure 216, a candi date for super-node designation, is selected. Wen
the role of the node is a super-node, the node selects a 25 one-hop

or di nary- node neiahbor for super-node designation. Wen the role of the
node is ordinary- ABd®roeg@uisode! Zmytheerrelst aoft dber npge depehanged to a

desi gnat i | 1. Furth b ) penan a
G 3t | oS, arSARSHE oD, ARSI e BB
oy cesi gRAlenCP Sttt aeda ROy i PRFENASHS [GLRED. L RUEER T

to, a statgrocessor 179 charigds e fote ®f the teld fo sapéronoderdras estalilishes. a
dynamic criterion, or a conbination thereof. According to the static

priorisy cddieatesn haskbone: sautirg elinks twith nee-hap Isupes-nodmeigighboss.at i ¢
priority (e,9.,,lowest or.the highest identjfication representation),.
Accor di ng Afggrt h@edyﬁ%rr‘ﬁpgetﬁri‘t@?i rogeUngo o !| al ap‘&tﬁgdcé?rpgpﬁ%altge f or
each node. signates the node with the highest value as a
super-nod&rgﬁggagg%gl&é, the value may be the sum of the weighted

connectivity (i.eln ygcmawmd, peveiuraberr 6f eneeldop rspem isde helghasstst he i o
wei ght ed coverage of the node. Wien the role of the node is ordinary-node

and t he nadetheslaattent nodel is fidentfipdr - fmarh dudingrytnesde shewd hagenst hod
proceeds to, procedure 220. en the pode (ji.e., either ap ordinary-node or
B ot P ndREIMEL ARG BaD A0SR WS TIRA ARYORBHe Kot GhEUIE TGP SUpSHABRe
i gure 5, NE@HPOISop &gy SePecawsis: ShpuRCaRYE: 3 BB P NG HEcKBpNe
super - no0%, Be R Bivoer. . o of RS BBRCHH Sl Brs B PR ezt o
e o B0Bh b B BB 150 A B el o R oBBs? ¢ e
o edBr MBS a8 oL B T Mt et 38 LG5S . e
ct abi1F shad A HeNerer dRoroBeaiEtr 208; | AP 2816 oBBTEEy HodBespPL 70
backbone FURETREYR ARG bneifisn STROFT HBAD nigRSTL Tiay FagE Hhckn
conpl et Ogrgifna%—%%%deugre s%ﬁzafljllert {h%nnej)logvh%rnoﬁ'neee%dteoispé oscuepdeur[r?c?dez,0 ien,
the method proceeds to procedure 216. With reference to Figure 3, local
topology processor 170 identifies the number of one-hop super-node
20 number of the receiving node and determines if the minimal one-hop local
super-node number or the minimal one-hop backbone super-node number
is met.
In procedure 216, a candidate for super-node designation, is
selected. When the role of the node is a super-node, the node selects a
25 one-hop ordinary-node neighbor for super-node designation. When the
role of the node is ordinary-node, the node may select itself for super-node
designation as well. Furthermore, when a super-node receives a
super-node designation message, from another node, that super-node

elects itself for super-node designation. A node (i.e., a super-node or an
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In the network according to the disclosed technique, each 30 super-node
mai ntains a coreless mniml shared spanning tree for each nulticast group
in the network. This mniml shared spanning tree should -26- include at

| east all of the super-nodes, which serve the respective multicast group.
Ref erence is now made back to Figure 2A, and to Figures 2B, 2C and 2D

whi ch ar e QIdiaFmAde) imaysdesidnsieoit sedfmeIrappotigrsidinay-nede néat Boned

e Super RSP el Sl dli 22 st R R 0 BaptgaSR
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backbone rtouhiensgtaticngridrdy, critetipBehessypstennediectd Ahembda/Réth RSl hidiEsti s

| ost. Consequently, node 10 108 changed its role to a super-node (i.e.,

accor disng statie herierityi (elbat lomesbds theathighest identificatian wepreserddatiabpve, in
conjunctioh with Figure 4). Line.144 represents, the, dedi cated backbone
Fout i ng. 1 AneEngkd e siarbisccritesie. 4AB MOE iR A SorateaLY

dedi cat ed et?{ﬁﬁ]k r | [ ; 5 i.ng 148
represents eH?QEUemﬁtgaﬁggbbgéﬁlggtﬁﬁgﬁ ﬂﬂgd? pﬂﬂ?gré%aggﬁeghp%éﬁ]%lggeg 108
and 106. Isuperidig. epFesexXamplee tHedisRicethdpdibane gt bhahéi wkidregeen
super -nodes 108 and 102. According to these changes in the topol ogy of the
net wor k, toR@neckvityirt.epéimimgasures pdweiecofngasivved transsaissiond )uaind dhe

ordi nary-nodes, 104, 120 and , and, super.-nodes 108 and 110 changed. 20

Fi gur éogDWQ'QEEqCEa?%‘éer%geex‘éfrlréﬁgr Nalel: 5% ﬁuwmn%%grqlﬁe@fo he hi@d%ul'ﬁi cast
group, af ; I e r | | (Fi.9 , I . This
e ar'y ORPEsE arth dffe e \ebibRt Hoen oo lBer bt Bestiaion s

nent i oned tiadvVvihe ARRRLE prackedste gliotedese @Ak chvhanehehdde SUEEeithede
fl oods the backbone wi th backbone nulticast update nessages. A super-node

t ransmi t s anhesdinaay-kinsiee orulat istiper-ngeigt selesisdgasonesigp cordingyr-abte ti ne
peri od or dueh ' hereof. These

backbone RIS t{o&s Or}ug‘\ég@nrtenl §g(géﬁgﬂgﬁgﬁg§geei'ﬂgw&?gﬁé$ YriBupoceiret hat
super 400de43eRNAR Airence to Figure 3, local topology processor 170 selects an
ordinary-node for super-node designation.

In procedure 218, a super-node designhation message is
transmitted to the selected ordinary-node. With reference to Figure 3,
local topology processor 170 transmits via transmitter 174 a super-node

20 designation message to the selected ordinary-node. After the completion
of procedure 218, the method returns to procedure 200.

In procedure 220, the role of the node is changed to a
super-node and dedicated backbone routing links, with one-hop
super-node neighbors, are established. With reference to Figure 3, local

25 topology processor 170 changes the role of the node to super-node and
establishes dedicated backbone routing links with one-hop super-node
neighbors. After the completion of procedure 220, the method proceeds to
procedures 200.

In the network according to the disclosed technique, each

30 super-node maintains a coreless minimal shared spanning tree for each

muiticast group in the network. This minimal shared spanning tree should
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30 changes that occurred in the backbone nnulticast registration table.

Reference is now made to Figure 5 which is a schematic illustration of a
met hod for updating the backbone nulticast table, by a super-node, when an
event in the one hop nei ghborhood of that super-node occurs, in accordance
wi th anot her enbodi nent of the 5 disclosed technique. In procedure 250, an

event in tiRelugiee-alofearti gbefhbirl speneodaperwhiche sesveaethet erppestive
menti oned abpve, .this even}arefers to an ordinab odeF}oiniﬁ or I%aving
the one- hoBUMCESHIEPHBod oREISIE 1R TRECChBRK 1oLFIGHIS 22y eaad (18 an
ordi nary- I S SGE: Ly 0 5 rind ; r 10
nulticastqg gﬁﬁ?zt a t%@d§§ge?@ﬂgﬁgﬂﬁ%?J§gT QQIW%gﬂ%%é@c e%iéegﬁﬁyis an
or di nary- nstagrioi 1009 t s operiiiomeatki athdwas, hadith ofefefenca!PRY - FRflge t27e

met hod proceeds to procedures 252. Wen the detected event is an one-hop
or di nasy- rdmarg W4.a 108t 1200@mided 24 tand haupeipbodaodd 0 sauresalli bi ng
to a multicast grouyp,that the super-node serves, then, the 15 nethaod
proceeds (BOPIRSIBAIT B SAMeLicaRt GatPe: 40 SXEPIaY MIRIREPanning

ordi nary- i ; ' < nei ghboko f - node,
o a one- 1S of HiiehficaSE Ul iikFua8F <ip8r-AElds RIZ P Bnd RO THRRIENC

with the 9Uer- pRAgeve- BUEIgUI®| 2, t dedicated | saskbaie® URbUtif Iirfke 132,
super - node serves, then, the nethod proceeds to procedure 254. 20 Wth
r ef er ence bedweegusupes-node di1G apdisaperpradeed 3ris16st. deoasequentiyhoadan

di nar y- oi | th -h i ghbor hood of th - node.
Cocal ul iiEachopRBEcts dPlS 60 AURGHIRLE Uhen arcaeiNt by ibaeENakoRost
Lo > ! r . _ e
aroup. ¢ hal Lo BIREIEAANS a3V ARTIGARR Bboll if ESOLRTRA Bifh TS,
updat e neggege 148 (repnsslrifsedhko ddtficat@d IFacKBBha ORIl NRAK - Betiween

nei ghbor. This local nulticast update nessage includes a list of all the
mul ti cast sypenpmodes 108 ard idik, Lamel WG cepresents doe dedioptachbaskbenenode

Ve 30 tr ENHG IBK BOWVEEN GuBerRdeTA08 A midebt repEsaNeikaLr 6
22 1P TREORERSRD A RS TN R svps-orcnd B BERC TR A8
ekt no SRS Mo gt Ruaiy gk RhyRepedbennygesce
or di nar y- n68eanah-192h s Accbraiggt to tHesepehangesin the topology of the network,
the minimum spanning tree of the multicast group including
ordinary-nodes 104, 120 and 122, and super-nodes 108 and 110 changed.

20  Figure 2D illustrates an exemplary minimum spanning tree of this multicast
group, after dedicated back routing link 132 (Figure 1A) was lost. This
exemplary minimum spanning tree includes super-nodes 102, 108, 110,
116.

As mentioned above, according to the disclosed technique, a

25 super-node floods the backbone with backbone muiticast update
messages. A super-node transmits these backbone multicast update
messages every configurable time period or due to an event in the
one-hop neighborhood thereof. @ These backbone multicast update
messages include the multicast groups that that super-node serves and

30 changes that occurred in the backbone multicast registration table.

-27-



5 nmulticast groups (i.e., those nulticast groups that that ordinary-node is
subscri bed thereto). When the subscriber is not the |ast subscriber with

t he super-node to the pertinent nulticast group, then, the nethod repeats
from procedure 250. When the subscriber is the | ast subscriber with the
super-node to the Fé)qerti nent mul ti cast groulg_, t hen, the nethod proceeds to
10 procedure 258. Refereneg eisenow toadegle eFigureodal Whigh iig a8t sphemadisor 166

et o e i, 05 bRl ;SRS ARG, PALSLEEIED s 1o
first b | | t ~pede. t h [W=Tals ; ' t ,
1St SOSRR Al BEPiiedn g Tonscher o psssof i 1

request i nguperadder ddbeuris) i setndadcanwith casstrarowmbddienenbsel ither nmay
further be a host, coupled with the super-node, requesting to subscribe to
a sel eé6t edlisalpsedasechpigup. When proceduries 2dberan sevent tine ther tneshbperi ber

ith th - nod t | ect | ti t then, th t had
\rMepeat sef ?Yu?ﬁgr nrmgﬁrtggzé‘de}?gf\?ﬂg e{r'lée é@@?[}égpﬁ@m'ﬁgeﬁ ﬁ‘gpgguaﬁﬁri ber
ith th - to.t | ¢ )
broceeds Eret o L8 g Gtdifalr R  SiRng B Dl ther oFe-HE,
processor nkfghiseiheod nes af dupersndsr i bahg sevdst ffurtiersuksers by 4a a

sel ected nulticast group. 25In procedure 258, the backbone multicast
regi str at osdineapin®©des apdat kdst, Veubserésinge ot eunsubispibing, tchauk fiome a

pr ocedar e M0SET kb AR BIoURR HASSRR/S MIBSachC eI aeRate

R e e A R R R B L T

vi a backbefsthbdopebdseds aeeprstedifiésans?2- 29hen the detected event is an
one-hop ordinary-node neighbor or a host, coupled with the super-node,
subscribing to a multicast group that the super-node serves, then, the

15 method proceeds to procedure 256. When the detected event is a
one-hop ordinary-node neighbor leaving the one-hop neighborhood of the
super-node, or a one-hop ordinary-node neighbor of the super-node, or a
host coupled with the super-node, un-subscribing to a multicast group that
the super-node serves, then, the method proceeds to procedure 254.

20 With reference to Figure 3, Local topology processor 168 determines
when an ordinary-node joins or leaves the one-hop neighborhood of the
super-node. Local multicast processor 166 determines when an
ordinary-node or a host coupled with the super-node subscribes or
un-subscribes to a multicast group that the super-node serves.

25 In procedure 252, a local multicast update message is
transmitted to the joining one-hop ordinary-node neighbor. This local
multicast update message includes a list of all the multicast groups in the
network, and which multicast group the super-node serves. With
reference to Figure 3, local multicast processor 166 transmits via

30 transmitter 171 a local multicast update message. After procedure 252

the method repeats from procedure 250.
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transmtter 174. After procedure 260 the nethod repeats from procedure 250.
In the network according to the disclosed technique, a super-node nmay join
or | eave the one-hop nei ghborhood of an 5 ordi nary-node subscribed to a
mul ti cast group that that super-node serves. Consequently, the
ordinary-node is required to update the |ocal nulticast table, stored in
that ordi nary-noddD PARERJHRE &, nihgthesdbedsulbseripemis the dagiesubseribars a

new one- h i ghbor . th rdinary-node creates an enpt ntry of e
Totning sopuf She Riler-oide R bR herREE L fRGRE aPEuF ol defdthnifieds: SPes
therein, yRdaiesstiqt W L QcC 1 t S

recei ved fronltﬁg ?@iﬁﬁﬂgéébggﬁgngggah@mgﬁa??ﬁééﬁﬁfégggﬁﬁéﬁggﬁge e? g t hat
a super - naiperawde (g simijar to tleatordindryaasde anosubsdribing tooth@e peftingt- hop
nei ghbor, the ordinary-node deletes the entry associated with that |eaving
super - AoddNulticast ieupscale. mihese asulticagt groapsothat diblaé erdimary-nede hisr ei n .

Th de at t ibe tq th | 1i cast t hat the, | '

super - noaSubBPObEd Gieiéticr Wled dnerSutRrsbeds il b A b sriing o
% ; ] . . _ ; o |

o Por 1 5 B SURRNGRE o to JEFIhLASMAEARArLRE then? i el dheuts

super - nodéromhtgrocbeaure @5t Wheartheysulassriberaizstid Rast subsdribestwith aHe 20

subscription request to the sel ected super-node. Ref erence i s now
made to Fisgpeen®denta the pertinedhawdticastigroup: than, dheomethadiprodeeds to

e P B BRI, el SRR
erood: e yelres i i SEBSCHBENY ot SyBSCRESE RS Mot AUIRARRS!

may requi geoupll ticast services. VWen an ordi nary-node receives such a

request, that ordinary-node determnm nes which nmulticast group that
ordi nary-node sholn greceddric BeGwwhether tthe raafhsasibes isdhei fitst suhsadribesl

B SRRl el MG SRR dleriihai Phe®

el o1 TG BGOSR Shag B 5SSl s dyaHanE: Felubar, JRTBLIAG o .

coupl ed t babewvithd to/ seRRItedafAlticastlgPOUB. STHRS GUbREFibEP nayliftherdk a
host, coupled with the super-node, requesting to subscribe to a selected
multicast group. When the subscriber is not the first subscriber with the
super-node to the selected multicast group, then, the method repeats from

20 procedure 250. When the subscriber is the first subscriber with the
super-node to the selected multicast group, then, the method proceeds to
procedure 258. With reference to Figure 3, local multicast processor 166
determines if the subscriber is the first subscriber to a selected multicast
group.

25 In procedure 258, the backbone multicast registration table is
updated. With reference to Figure 3, backbone multicast processor 164
updates the backbone multicast update table.

In procedure 260, the backbone of the network is flooded with a
backbone multicast update message. With reference to Figure 3,
30 backbone multicast processor 164 floods the backbone with a backbone

multicast update message via backbone flooding processor 162 and
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5 group when that super-node provides nulticast services to one-hop

ordi nary- node nei ghbors. Therefore, when an ordi nary-node receives a
request to receive multicast services froma host coupled therewith, that
ordi nary-node detects the one-hop super-node nei ghbors subscribed to that

sanme nul ticast group. The ordi nary-node detects the one-hop 10 super-node
nei ghbor s,tr%riﬁfg&qrb&cﬂ-t o‘\ft%pma@ffwef?&p e method mrRRS fHeroPHGRIUre t he

| ocal mul tygast registration table stored therein. Wien a one-hop
super - nod ei ghbor, subscribed to the determi ned nulticast group, is

detected, then, the qﬁéh%twoqge%%{)tdgngr%ed@{ee a%@,oééyt?”%@clfgﬂgﬂgoloa

super - node nei ghbor, subscribed to etermned nulticas roup, is

not det ectseperirioete iy mgihocbmprieaeedsthieo pnedrxpur aefitborVibiol ref eaance to
Figure 3, local nulticast processor 166 detects the one-hop super-node
nei ghbér s ardiargmoda sdbsenieed to a melltinass arpue dhatthatcamergrede serves.

d 84 h in - nQd i .ghb f 20 ordi - nqQd
et oot oa. Crttses RN pe s EREA00 35 JRnBl 8% 0. ChblS he 1St aLAIdeaF o not
ed S df°s! _ crvBed IFdo_not
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| east one soperimdietiech edewnenbapoR neighbor ntitke owelightyonsdescreitestad for
mul ti cast subscrig}tﬂi on. Wth reference to Figure 3, nulticast processor 166
sel ects aeMpiysentiechdpe Japuing neiremredd bor thheoloeall Mutieaststegisiraionon. I n

Procealt < 288, <Rl MR T IRRE PN S’ SPa PR S8%5e ncte cnce
o 1) Sast RSl BLTISh BEORETOE RS ASR° MR okAARIIRAE 17 @
super - nodeetedtghhat a super-node, serving a pertinent multicast group, is no longer
a one-hop neighbor, the ordinary-node deletes the entry associated with
that leaving super-node, from the local multicast registration table stored
15 therein . The node attempts to subscribe to the muilticast group that the
leaving super-node served, via another super-node, serving the same
multicast group. An ordinary-node, attempting to subscribe to a multicast
group, prioritizes the one-hop super-node neighbors thereof, selects the
super-node with the highest priority, and transmits a multicast group
20  subscription request to the selected super-node.

Reference is now made to Figure 6, which is a schematic
illustration of a method for prioritizing and selecting a super-node when an
ordinary-node attempts to subscribe to a multicast group, operative in
accordance with a further embodiment of the disclosed technique. In

25  procedure 280, a multicast group is determined for subscription. A host
coupled with an ordinary-node may require multicast services. When an
ordinary-node receives such a request, that ordinary-node determines
which multicast group that ordinary-node should subscribe with. With
reference to Figure 3, local multicast processor 166 determines a multicast

30  group for subscribing.
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According to the disclosed technique, super-nodes flood the backbone of the
network with network topology update nessages and with 5 nessages i ncl udi ng
updat es of the backbone multicast registration table. Furthernore, each
ordi nary-node is capable of flooding the network with a packet (i.e., that
packet is directed to be received by every node in the network). However,
when a nessage or | praerdure 282, ev€-hap aupertnadeaeighbqrse stibsatbedrtay

' cdondancy BRI ERaNCES! giestiol elels ASHRATBhge 1isCbsetpEd (n
d | 3 g 9%
Cransm ¢ 1Pchd AUEELt OFMTAANGY, RasUBEK TR d BiARe M aRl Sefites o, o

trailer |irgssts rolupiss tieatewits & stiper-ndeletisfaleata enbserbep ehirtiuicastf at
| east some of the super-nodes that that flood 15 nessage was sent to. The

trail es |iggoups whemgibat asupeFnoste- Iprovidest nulticast FERrvings dio (@neshppa

buf fer mhergjn the<§£%ﬁx $£gch wgﬁat e first to enter the buffer, is also
the first AGNAYHO ROyt fld1ergiies pviher)an ordiaty- TeFEVESvAng a
fl ood pac «an e | i f I n hat
fl ood pac Egﬁ?e%ﬁg? ég‘%'xgen%%%n%@gdétsoﬁgﬁﬁ Qso Bé&?’hpgé)%rﬁﬁé%&@ﬁh’i g'hétar e

schemat i ¢ drdinasy-rideoiet@ftsathee xtEhapysigéipblebasighbnrs gepsirmdy to
referenced 320, in accordance with anot her enbodi nent of the discl osed

t echni quethaletsaong budiivaste g320pi ncThaeordingey-nosikke dedeets 3he, Brshop28,

330, 332, 334 and, 336., Id Iine 338, represents the dedi cated 25 backbone
oot He. | SHReEACHENSIaRBPIS 0 aUbssIbar (b e, delanmes TBUNIEASt Harouty

oo B BARFE  FHOR 5 PR Yo e MBein. Rfena? ond
one-hop super-node neighbor, subscribed to the determined multicast
group, is detected, then, the method proceeds to procedure 286. When a
one-hop super-node neighbor, subscribed to the determined multicast

15 group, is not detected, then, the method proceeds to procedure 284. With
reference to Figure 3, local multicast processor 166 detects the one-hop
super-node neighbors that are subscribed to the determined multicast
group.

In procedure 284, the one-hop super-node neighbors of the

20 ordinary-node are detected. These one-hop super-node neighbors are not
subscribed, and do not serve the determined multicast group. With
reference to Figure 3, multicast processor 166 detects one-hop
super-node neighbors.

In procedure 286, at least one of the detected one-hop

25 super-node neighbors is selected for multicast subscription. With
reference to Figure 3, multicast processor 166 selects at least one-hop
super-node neighbor for multicast subscription.

In procedure 288, a multicast group subscription request
message is transmitted to the selected one-hop super-node neighbor.

30  With reference to Figure 3, local multicast processor 166 transmits via
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backbone routing |ink between super-node 322 and super-node 328. Bold line
34, represents the dedi cated backbone routing |ink between super- 30 node
324 and super-node 330. Bold line 346, represents the dedi cated backbone
routing link between super-node 324 and super-node 326. Bold |ine 3435,
represents the dedi cated backbone routing |ink between super-node 326 and
super - noddraygmities| 474 aemesticast egicase subseriptigadiesitasd massegeeto dbei ng

| i nk bet ween %uger-nﬁpe 326 and super-node 328. Bold |ine 352, represents
the dedi catecHIUHSHER SREHEOHE MY Aeen super- 5 node 328 and

super-node 334. B ' 4 S i [ in
Iilr[:k bet ween supeﬂ%gég@géamﬁ gcﬁ%@?-gﬁgdgé@qﬁgo%bﬁﬁ%?@e%ﬁgéen'?s
t he dedi cdizitbbaekdithe netwdrkawith mietw@tw\/&mblegperpdmdenéééagesl asigp@ithnode

334. Bold line 358, represents the dedicated backbone routing |ink between
super - AodéN8SFRGEERI IRClpdinchopdabss of Bae dbackbianee mBdicasiefagistatienttable.

dedi cat ed kb t] ink bet -ngde 332 and -ngde 336.
ol d 11 ne FAEBICTFTE. S SOIBANEBP L s 4D Sh PSR HaF NeLORe WIRLR

_ d - .33 A 4 )
i cat o PRSReL WP HRERAER i§ frectal, LB RECCLATDY Bor? Tt 1he
super - nodegtwdfk). 32owadeB2@hehda T stageket ed patkeeis, fiest ahrligh aheach

arrowed |line, represent an exenplary trailer lest. The trailer list, in

exenpl ar y NeSvadt, keaclt Kinsiee B0 recinei thas noessage Qupeackeioe snultiplitity o
Super TR0 EEn T e2eniR 528, rafid Geniondy 4RGN ERCKRR: PerTGte MEREPERt i ng
e RSB Tl RS o SR A A S o B0
nmessage. fhweasamdwlielh 3duirdp téntasgmit flood messages, each flood packet
includes a trailer list. This trailer list includes entries of the identification
representations of at least some of the super-nodes that that flood

15 ~message was sent to. The trailer list is managed as a First-In-First-Out
(FIFO) buffer (i.e., a buffer wherein the entry which was the first to enter
the buffer, is also the first to exit, when the buffer overspills). A
super-node, receiving a flood packet, produces an updated trailer list, prior
to forwarding that flood packet,

20 Reference is now made to Figures 7A, 7B and 7C which are
schematic illustrations of an exemplary network backbone, generally
referenced 320, in accordance with another embodiment of the disclosed
technique. Network backbone 320 includes super-nodes 322, 324, 326,
328, 330, 332, 334 and 336. Bold line 338, represents the dedicated

25  backbone routing link between super-node 322 and super-node 324. Bold
line 340, represents the dedicated backbone routing link between super-
node 322 and super-node 326. Bold line 342, represents the dedicated
backbone routing link between super-node 322 and super-node 328. Bold
line 34, represents the dedicated backbone routing link between super-

30 node 324 and super-node 330. Bold line 346, represents the dedicated

backbone routing link between super-node 324 and super-node 326. Bold
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forward the flood nessage to the respective one-hop super-node nei ghbors of
t he super-nodes, excluding the one-hop super-node nei ghbor 25 included in
the trailer list. Super-node 324 forwards the fl ood nessage to super-node
330, as indicated by arrowed |ine 370. Super-node 326 forwards the fl ood
nmessage to super-node 332 as indicated by arrowed line 372, and to

super - noddine28438, repriesents! ty dedicated backb@mirowing linkdaivezEn sopesar ds

Hovever . it 58NS BEEORS: 333 RATG Fiso SrbsdBbESTe S e Roicalsds

Shnce. scaiditrkoding 8 Ehubh B0 70 it s eaaoe
line 352, represents the dedicated backbone routing link between super-

5 node 328 and super-node 334. Bold line 354, represents the dedicated
backbone routing link between super-node 330 and super-node 332. Bold
line 356, represents the dedicated backbone routing link between super-
node 332 and super-node 334. Bold line 358, represents the dedicated
backbone routing link between super-node 330 and super-node 336. Bold

10 line 360, represents the dedicated backbone routing link between super-
node 332 and super-node 336. Bold line 362, represents the dedicated
backbone routing link between super-node 334 and super-node 336. The
arrowed lines 364, 366 and 368, indicate that a flood message was
received from super-node 322 to super-nodes 324, 326 and 328.

15 The bracketed numbers, adjacent to each arrowed line,
represent an exemplary trailer lest. The trailer list, in exemplary network
backbone 320, consists of two super-nodes the flood message is
forwarded to. Super-node 322, forwards the message to super-nodes
324, 326 and 328, and appends another trailer list indicating that the

20 message was forwarded to super-nodes 324 and 326.

Referring to Figure 7B, in network 320, super-nodes 324, 325
and 328 received the flood message. Super-nodes 324, 326 and 328
forward the flood message to the respective one-hop super-node
neighbors of the super-nodes, excluding the one-hop super-node neighbor

25 included in the trailer list. Super-node 324 forwards the flood message to
super-node 330, as indicated by arrowed line 370. Super-node 326
forwards the flood message to super-node 332 as indicated by arrowed
line 372, and to super-node 328 as indicated by arrowed line 374.
Super-node 328 forwards flood message to super-node 334, as indicated

30 by arrowed line 376. However, super-node 324 does not forward the

message to super-node 326, since according to the trailer list appended to
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Referring Figure 7C, in network 320, super-nodes 330, 332 and 334 received
the fl ood nessage. Super-node 330 forwards the nessage 5 to super-node 332
and super-node 336, as indicated by arrowed |lines 378 and 382 respectively.
Super - node 330, appends a trailer list, indicating that the fl ood nessage
was sent to super-node 332 and super-node 336. Conseguently, super-node 332
does not ftBewHPadt Mestagsagelnes-nagdeer3dfodecebed rtba/eaged BigRsage deons2
does forward the(;lg 2 10 nmessage to super-node 334, as indicated by
arrowed | iFWEEWIE g r-node 334 forwards the nmessage to super-node 336, as

i ndi cated by ar ogegteliifle Fidre YOG RAGRIKIND, [Quddiensddd 0 14 and

recei ved by super-no super-no not receive the
nmessage. 1384 hecaieédahk fimadndésgpde SpatincdoI0 faaandgube ®esBags

super-node is capable of flooding the backbone of the network with a fl ood

nessagé (itosuperinndessaged issipernesieed36oasdndicated by ayoweerine®adési n t he
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P onq. nes i PRormTRADS S Urm ol 10" RoBendh % ATt B Ay T e

first d rgqipsé} i i Lj [ : 0

rrleggaggosZpléﬂ;ﬁ{enﬂﬁggrrﬁn%saﬁés\ﬁgg)ﬁg?en e %?%%?%%Qaﬁdﬁ}gﬁ?%gﬁﬁm ch

i s a sche@ngequdntbi r aupen-rmfder BBRhadbder ndet fyrmardnghehemeesagbops of a
fl ood packet in the backbone of the network, according to a further
enbodi nensuperiasiedi 33%.os ddowevahi guperinode g3ve does hfonwarah thekdoods

d. It i ted that 25 th din Fi f t
well P BIORRAHR o [R0SUPBITICEI BddkerS (AN LY +aorRel Tra B0 T st
o e . i Reedid . b
Super - noqS Rt TSE 383 foRfs e Fndléaide 10, S8B6L0RRLSS a2 IAdRS|eERy ™Y °
super - nodesrgwed lihe@8Y psinsetaceasdingnto the. triléMigtefedened Hyosup&uneds.

backbone fl oodi ng processor 162 30 receives via receiver 172 a fl ood
packet. 334, superinoder 338 dlid aotoeceivedherflafichatass@geour ce node of the

P IR B L R AT T N R AR S
e e ST 0B BSAS TR e A ADRRE SRENE Gy o g "

floodi ng PiesRRRO(i..6IndehfssBAIRS i Bifrelcta® do Nes keteved B 8\&49-node in

the network). Each flood message includes a trailer list. Additionally, the

flood message includes the original source node of the message (i.e., the

first node that sent the message) and message identification (e.g.,

20 message serial number).

Reference is now made to Figure 8, which is a schematic

illustration of a method for determining the next hops of a flood packet in

the backbone of the network, according to a further embodiment of the

disclosed technique. In Figure 8, the term packet is used. It is noted that

25 the method in Figure 8 refers to messages as well. In procedure 400, a

flood packet, including a received trailer list, the packet source super-node

and a packet identification is received by a super-node. The received

trailer list includes at least some of the super-nodes that flood packet was

sent to. With reference to Figure 3, backbone flooding processor 162

30 receives via receiver 172 a flood packet.
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I n procedure 404, previous reception of the flood packet is determ ned.
Previ ous reception of the packet is determ ned according to the packet

uni que identifier. When the packet unique identifier is stored in 10 the
dat abase of the receiving super-node, then the packet was previously
received. If the packet unique identifier is not stored in the database of
the receiving supef-ieaedutedn2; the prginatingasowse pedeicddkeflooscpacke!. |t

i's noted t.hat, packet ,unigue idgntifiers are delet%d formt dat abase after
LS doer o rBSteRaRIREAN 0 Miah JHK LecBiing] SupgtEbaR; i§ 1B Madd Sadkd. L5

id i fi : ' j aaikh hod
I dentl 'erondgﬁéﬂn%%tfriggﬁ’o%gﬁ m:é{rﬁ%@gﬂdggﬁdéé@% :@ggceaﬂféwshrelfmﬂ 0

proceeds to ocedur e et was t previously

recei ved, thberecdiviegneuped-nudecésdsott theroigidating488urdd triodeef temnahet 0
Figure 6, backbone flooding processor 162 determnes if the packet was

previ oas| ynetws peereexn to pragadirest e With gefaresaegadiigtire $, backbone
di sregarded. W.th referenc o, Fi gure backbpne fl oodin rocessor 162
disregardsp 9é%%?%%ﬂ”%ﬁ%%Gega%WQﬁﬁﬁhﬁ%E¥5ﬁeaﬁk%t%@@F%aﬁ? @nsmi ssion |ist

|'s produced. Thi s thg ap@fﬂfgﬁh@%bh?t nrje“' d&j%cép’_ﬁ&heéf et BB PAcKE |Ci§t on

representation of on ~ those’one-hop supef-node neighbors,” not |1'sted
in the recsteedingdi Frevioust recBption ofitisaripsgken id idetefmindteactorlingas t hose

one- hop super-node nei ghbors, to which the super-node intends to transmt
t he packethe\wadket énigus identfieri gdherstheopariehenioueodengfipr i stsed in62
pr oduces transm ssi list. .30l n procedure, 420, an updated trailer 1ist
s pr daucde JRIBREREIAbE HsNIng sHPaTT IR, themsthe Racket WavaBiiads Fo
buffer. -38zeived. If the packet unique identifier is not stored in the database of the
receiving super-node, then the packet was not previously received. It is
noted that packet unique identifiers are deleted form the database after a
determined time period, thus enabling the reuse of the packet unique

15 identifier. When the flood packet was previously received, then, the
method proceeds to procedure 406. When, the flood packet was not
previously received, then, the method proceeds to procedure 408. With
reference to Figure 6, backbone flooding processor 162 determines if the
packet was previously received.

20 In procedure 406, the flood packet is disregarded. With
reference to Figure 3 backbone flooding processor 162 disregards the
received flood packet.

In procedure 408, a transmission list is produced. This
transmission list includes entries of the identification representation of only

25 those one-hop super-node neighbors, not listed in the received trailer list.
This transmission list further includes those one-hop super-node
neighbors, to which the super-node intends to transmit the packet. With
reference to Figure 6, backbone flooding processor 162 produces a
transmission list.

30 In procedure 420, an updated trailer list is produced. As

mentioned above, the trailer list may be managed as FIFO buffer.
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Accordingly, the transmssion |ist entries are introduced to the trailer
list and the nost ancient trailer list entries are deleted fromthe trailer
list (i.e., the nunber of deleted entries equals the nunber of introduced
entries). Wth reference to Figure 6, |ocal topology processor 170 produces

an Supdated trajler 1ist. oo I'n procedure 420, the flood packet,
i ncl udi ng ASROGHY e the rtEansissian list entries aret indi@dusechto dhe-trailer list

B oo e o ARE IO A0S ahaPRL vaNet IS AP RRRDRR ifRieh SomhE ARSI 8y v e (e
flood packgke higloed HOJERIeH P RY é@fllég't {H%r nuh$ber bf’titﬁ’l\'lﬂméiﬂpegdséiﬂ%'s ode

nei ghbors listed in the transm ssion e appreciated

by personsisti réfetiencet toe Figure 16t Iddad dipetd @y gsrocesbor qliR0produees! ani t ed
to what has been particularly shown and descri bed herei nabove. Rather the
scope 6f tupdateddrajlsdistechni que is defined only by the clainms, which

follow 15 CLAI 1. A wrel d- | ticast, network i,Si ng:

o a1 1 or el aaCRELRS 85 R DA CB ARG A s °
nami ca : é S S

let h said ”}é(g’l gé gféﬁ%}@&édr)lo et%g&#ﬁ?d&#ﬁ%ﬁ?%\g@’&gﬁ@% Q%ggge!srggg%ng

desi gnat edramgrhissiorilisol With refedemes Yo Figigre 6 abdclsbgres flooding psocarsard

nodes form ng a routing backbone of_ said network, said nodes form ng at
| east one A4 treassityvisu§ansaaittest1 74 dbe floastpackatineludiyng the updated
10  trailer list, to one-hop super-node neighbors listed in the transmission list.

It will be appreciated by persons skilled in the art that the
disclosed technique is not limited to what has been particularly shown and
described hereinabove. Rather the scope of the disclosed technique is
defined only by the claims, which follow.

15
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atransmtter, transmtting packets and nmessages over a wreless nedium
a receiver, receiving packets and nessages over said wireless nedium 15a
| ocal topol ogy processor, coupled with said transmtter and with said
receiver, said | ocal topology processor naintaining a |ocal topol ogy

dat abase, and dynami cally determning said role of said node; a network

t opol ogy processor, coupled with said 20 transmtter, said receiver and

with said | ocal topol ogy processor,déﬁipgwﬁtwork t opol ogy processor being
operative when said role of said no f signated with said rol e of

I e S N
oo Cher | el RAab<sEaoags oAt b sSargracspretd it]a), oo
sai d tsansni t tynamisaly r dedernineandrolé ha s gldrality wof k sabohoggs3dmingessor ,
sai d backbone Lticast ocessor, bej ng operative en said node is
desi gnat ed wi s&nq)teplowgthﬁald role o sgpe -node and the remaining ones of
said nodes being designated with said role of ordinary-node, said
super-node designated nodes forming a routing backbone of said
network, said nodes forming at least one multicast group, each of
10 said nodes including:
a transmitter, transmitting packets and messages over
a wireless medium;
a receiver, receiving packets and messages over
said wireless medium;

15 a local topology processor, coupled with said
transmitter and with said receiver, said local topology
processor maintaining a local topology database, and
dynamically determining said role of said node;

a network topology processor, coupled with said

20 transmitter, said receiver and with said local topology
processor, said network topology processor being operative
when said role of said node is designated with said role of
super-node, for maintaining a network topology database,
and for establishing and terminating a dedicated backbone

25 routing link with one-hop super-node neighbors,

said network being characterized in that each node further
including:

a backbone multicast processor, coupled with said

transmitter, said receiver and with said network topology

30 processor, said backbone multicast processor being

operative when said node is designated with said role of
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-37- super-node, for maintaining a backbone nulticast registration table,
for transmtting backbone nulticast update nessages and for forwarding

mul ti cast packets; and a local nulticast processor coupled with said 5
transmtter, said receiver, said backbone nulticast processor and with said
| ocal topology processor, said local nulticast processor maintaining a

|l ocal multicast regi sSUREIBIPAGDbI 8r atmMaiB4RINING and ni backkonecamulicastcast

updat e nessages to each one-hop ordin -node_nej.ghbar 0 onl 1en .sai d
node i s designated wi ?ﬁglégi%lopol%b 7 :{?{Se&[m&h'ﬁga "Ny é‘%‘ﬁtcast
group subscription rre%?qég RSWARE I ghbor swhen
said node is designate W?W%%a?érfﬁgag?Pordi n%@ﬁ%@%ﬁ?ﬁﬁ%ﬁ@?ng a
nul ticast packet to a oneghopcalpenultitdst 1ecebbor seupled apighofssigi d at
| east one nulticast group associated with said nulticast packet, and a
backboBe fl oodi ng prod@sonittecoushidi weceivedi d sad wobacklpae ognutlicastssor ,
sai d backbone nulticast processor ai d. traaﬂri tter and with sai IIcgq(%ei ver,

operative 20 when saP® i andy udifypidJacal 1apAagy RrEPesee" de,
for transmtting a fl f’ﬂﬂﬁeﬁﬂ(et@%ﬁ?é rlooﬁilaﬂf‘ﬁ%ﬁﬂﬁ a%coggbap_ t@bugtgcsast

transm ssion list, for detecti one-hop super-node neig

received a flood packeggistratiohl daBlgrestadeastc ceansmitting dotar emuticdstai | er
list 25 appended to said received flood ﬂacket or flood nmessage, for

det erni ni ng sai d tranbpiaés onessagesinl eashupaethep ordinpey-niodst naighdodi ng t o

e ndfce ved Lokl S 2l §%eTRY REnaPIreulFL LN Boel e
message, 30wherein saggupdabed frhAkhffting S ARFCHRS oF8Lp' §8ib&EHBH6N
message to a selected one-hop super-node neighbor when
said node is designated with said role of ordinary-node, and
forwarding a multicast packet to a one-hop super-node
15 neighbor serving one of said at least one multicast group
associated with said multicast packet, and
a backbone flooding processor, coupled with said
network topology processor, said backbone multicast
processor, said transmitter and with said receiver, operative
20 when said node is designated with said role of super-node,
for transmitting a flood packet or a flood message
according to a transmission list, for detecting which
one-hop super-node neighbors received a flood packet or
a flood message according to a received trailer list
25 appended to said received flood packet or flood message,
for determining said transmission list and an updated trailer
list according to said received trailer list and said one-hop
super-node neighbors, for appending said updated trailer
list to said flood packet or said flood message,
30 wherein said updated trailer list includes entries of the

identification representations of at least one of said
-38-



i dentification representations of at |east one of said -38- super-nodes

that received said fl ood packet or said fl ood nessage,

transm ssion |list includes one super-hop super-node desi gnated nei ghbo
said node, not listed in 5 said received trailer |list and one super-hop

super - node desi gnat ed nei ghbors,

said flood packet or SHPErNOSRS thatsireeived said flageh packet «cpaisk fleadd

nodes attenpts to CO”EHQ@%§3€EV“th at least a mniml nunber of one-ho
super - node 10nei ghbors. 9% he network accor di ng to claim1, wherein

transnmission list exclude rfé%tgﬁw Qgﬁﬁtra?ﬂ%m@sifoﬁh tRCHRIES 6%%&%&936@'

1, wherein said backbone 00

I ng processor further aggregates sai

wherein said

rs of

to which said node intends to transmt

p

sai d
claim
ood

messages and sai d fl osdppackelssdesignatetl mgidghibas of sEidayodedhotlisteddh sai d

fl ood nessage or said flood packet,

and transmts said fl ood nessage or

sai d fBood packets at SRishIeC2iMsitk drailgscbsidiang tanen supardmep i sypemnapdat or .

10

15

20

25

30

designhated neighbors, to which said node intends to

transmit said flood packet or said flood messge, and
wherein, each of said nodes attempts to communicate

with at least a minimal number of one-hop super-node

neighbors.

2. The network according to claim 1, wherein said transmission list

excludes said node.

3. The network according to claim 1, wherein said backbone flooding
processor further aggregates said flood messages and said flood packets,
according to an urgency indicator of said flood message or said flood
packet, and transmits said flood message or said flood packets at least

once, according to a reliability indicator.

4. The network according to claim 1, wherein each of said nodes

provides multicast services to at least one host coupled therewith.

5. The network according to claim 4, wherein each of said nodes further
provides multicast services to external routers, said external routers being
coupled with said nodes, said external routers coupling other networks

with said network.

6. The network according to claim 1, wherein said backbone multicast

registration table includes a list of all said at least one multicast groups in
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4. The network according to claim1, wherein each of said nodes provides
mul ticast services to at |east one host coupled therewwth. 25 5. The
network according to claim4, wherein each of said nodes further provides
nmul ti cast services to external routers, said external routers being coupled
wi th said nodes, sajid external routers coupling other networks with said
net wor k. @6 netwerkewiieik cnesoptisal nulcasihonouptheaidl noss gepsmskpofe

|ist of all sajd at st one

mul ticast regqistration,table jincludes a | e

mnul £ castMETsESS PRy S8 HEMEER alobbs redieifbee SEsAle nEfe cast
groups said node serves and nenbers of each of said nulticast groups,

regi stered with sai d node. 7. The network according to claim®6, wherein

sai d menbets At hetweorld aceondiag to thirmab dwhedein s8id fiwmberswerrk wester di ng
to claim7, wherein said nmenbers are further one-hop ordinary-node

nei ghbér s GARIEE With s@idenode.desi gnated with said rol e of super-node. 10 9.
The network according to claim1, wherein said backbone nulticast update
nmessage i ncludes the nmulticast groups that said node serves, when said node

| s designg ed nMd Refgbik é%@ro@ﬁ%{iQﬁéFnﬁ“?q‘?mhé%iljr%aig?ﬁer‘?\%te"?@ré?e%?ﬁfeqi ng to
claim1, wherein sald backbone t1cast

one-hop ordinary-node neighbors when said node is designated with said

role of super-node.

10
9. The network according to claim 1, wherein said backbone multicast

update message includes the multicast groups that said node serves,

when said node is designated with said role of super-node.

15 10. The network according to claim 1, wherein said backbone multicast

update messages include new multicast groups that said node serves.

11. The network according to claim 1, wherein said local multicast update
message includes a list of all said multicast groups in said network, and

20  multicast groups that said super-node designated node, serves.

12. The network according to claim 1, wherein said backbone multicast
processor further determines and maintains a minimal spanning tree for
each one of said at least one multicast group in said network.

25
13. The network according to claim 12, wherein said backbone multicast

processor forwards a multicast packet, associated with one of said at least
one multicast group, according to a minimal spanning tree associated with
said one of said at least one multicast group.

30
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updat e nessages i nclude new nulticast groups that said node serves. 11.
The network according to claim1l, wherein said |ocal nulticast update
nmessage includes a list of all said nmulticast groups in said network, and
20 nul ticast groups that said super-node designated node, serves. 12. The
network according to claim1, wherein said backbone nulticast processor
further detdernihRehedwarkaceosding to @aimdR, heraingsaidaminipialeseanning of

said at |least.one multicast group in said network. 25 13. The network
accordi ng%?%elﬁgirmni@?l \?ﬁgfee(?ﬁpgﬁpﬁ]go%@?bone mul ti cast processor forwards a
mul ti cast packet, associated with one of said at |east one nulticast group,
according to a mninmal spanning tree associated wth said one of said at

| east one 18| {Theasiet@ookaccdbdingltb cldim rMet wedrehe aidi mghihealcdGarmihg.
wherein said mnimal spanning tree is a mninmal shared spanning tree.

15. Thé ndteiska setweelivagedonmnimahspannik@giréen sai d mini mal spanning 5 tree
is a source based m ninmal spanning tree. 16. The network according to
claim1l1, wherein said backbone multicast processors transmts said backbone

mul ti cast 1@%@.6@%[3?%&6 gﬁitg aimf1,9%ie?9inp§9@eﬁ%‘&kboﬁ@i Aditieagi ng

processor transmts sal ac e 10 mul t'i cast “update nessages as a tlood

message. processors transmits said backbone multicast update messages via said
flooding processor, said flooding processor transmits said backbone

10 multicast update messages as a flood message.
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