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t o i nt es- opfatwaking tanel tinddiedil g ena, the current standard for
real -time comruni cati ons over packet networks 25 (such as I P data networks)
Is the I TU standard H. 323. H. 323 is now a relatively mature standard havi ng

support fr hea Bkt mediod '?1@"“1{@' C3kheasnbPUBSbHRF! d ug pRpani es
such as M girtﬂo%o §t—’l,gl‘!oﬁ'gco angﬁl ntel . gor exgnpl e, itci sqesdfél}%at egévt’ﬁat 75%
of PCs haveisgV crasstting 30nswt Meeppoytnibies nacnd pr cherdengesal | £or

Net Meeting is an H 323 coypliant software a%pl lcation used for |tinmedia
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equi pnent . phwviderd. iAt achegedme bimei hbroadband awcedsctecknelogiesst and
resol ve intsetic_ﬁm ralg ngSLSSal.Jr?é ) c%%le modems are bringing high speed
15 Internet access to a wide community of users. The vision
of service providers is to make use of the IP data network
to deliver new voice, video and data services right to the
desktop, the office and the home alongside high speed
Internet access.
20
The importance of standards for wide spread communications
is fundamental if terminals from different wanufacturers
are to inter-operate. In the multimedia arena, the current
standard for real-time communications over packet networks
25 (such as IP data networks) is the ITU standard H.323.
H.323 is now a relatively mature standard having support
from the multimedia communications industry that includes
companies such as Microsoft, Cisco and Intel. For example,
it is estimated that 75% of PCs have Microsoft’s
30 NetMeeting (trade mark) program installed. NetMeeting is
an H.323 compliant software application wused for

multimedia (voice, video and data) communication.



Hitherto, there had been a nunber of barriers to the nass uptake of
multimedia (particularly video) comruni cations. Ease of use, quality, coat
and commurnyoad/ioes bandwi dth had all hanpered growth in thecHheskeissos
Technol ogi cal 15 advances in video encoding, the ubiquity of cheap IP
access and the current investnent in the,data network coupled with the
roll out of DSh together with | SDN and Cabl e nodem now al | evi ates nost of

t hese i ssues making nmultimedia and voi ce conmuni cations readily avail abl e.

20 As H. 323_was bein ‘iﬁf'i ned as .a standard,.,it was assuned that_there
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networks. 25 Therefore, inplenentations of H 323 over |P concentrated on
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barriers to the real5 world, area | ‘exist. The
t echni cal baegudas oaleatthato dleow=omamilatiwrers nfo aséstic ande raisdlive
boundaries of I P data.netwrks. The H. 323 standard applies to nultinedia
comuni cat i Bﬂgeﬂwﬁygfmﬁaﬁﬂale%ased Net wor ks that have no guar ant eed

qual ity pf service. It has been designed to be independent of the
underlying transport network and protocols. Today the IP data network is
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Transl ation (NAT) and Firewalls. 25 NAT cane about "to 'sol ve the “shortage
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Cable modem now alleviates most of these issues making
multimedia and voice communications readily available.
20

As H.323 was being defined as a standard, it was assumed
that there would be H.323-H.320 gateways that exist at the
edge of network domains converting H.323 to H.320 for
transport over the wide area between private networks.

25 Therefore, implementations of H.323 over IP concentrated

on communications within a single network.

However, IP continues to find favour as the wide area
protocol. More and more organisations continue to base
30 their entire data networks on IP. High speed Internet
access, managed Intranets, Virtual Private Networks (VPNS)

all based on IP are commonplace. The IP trend is causing



30 received fromit can be identified fromwhere they originate. At the
time of defining the I P address field no-one predicted the nassive growh
i n deskt ogv@opipeEnt . WO 02/ 11400 - 4 PCT/ GBA /03308 AfgamcBoingsdger of
years of global |IP deploynent, it was soon realised that the nunber of
endpoi nts wanting to comuni cate using.the | P protocol would exceed the
nunber of unique | P addresses possible fromthe address field. To 5
increase the address field and nmake nore addresses avail abl e woul d have

required the entire IP infrastructure to be upgraded, .,(The industry is
pl anni ng t oMdd2PhidS wi% hmPéthgilan_%r%O%@rm%%oi g?f?-léﬁj'heﬂ}%l T&RCtof the
. day I's now gghghgedst eoaf.»egl%\IceTﬁeﬁzbSéoﬁtg\ieéeiytw,@m MBED ey efErred to

as sinple NAT I nl ETF RFC16 uses a one-to-one nappl ng, cane about
bef oret he Worl d-Wde Web exi sted and when only a few hosts (e. g.emuil

server, fil rapsfe erver). W thin an organi.sationlbneeded o cq ni cat e
oxt or nal |y PBEPREEREFGIR! « SesHesRaRahestlatis Rt it e theF8a-
private §P getrnark wh@s eeaedn eadplobpentt M thabienseiPLi sekRs, arnaddr ess
thatis unique only within the enterprise but is not globallyunique. These
are privatetephpiigréssedarmiessy| | gilad@ch20k@st Ghehi n commyndsatdanson to
conmmuni cat e; (| ) apy <\t D I jon. For

ext er nal conﬁéﬁrg%?’gggﬁggpﬁgl Fgé{;ﬁ&é{i‘%@%}% %%%%2&?% gﬁ@ﬁﬁ$sneeded. At
the edge of that private IP network is a devicethat is responsible for
transl ating private | P address25to/froma publjic |P address .- the NAT
functi on. Theenterifd sgtﬁf’. Prﬁa\/@%%rgﬁorﬁuﬁw é%q&'f’&"él@%ﬁé &RFPng
excl usiyel Yobert BcRBECBRERAC NBEWOLRsOBARE KB EE hopghh&ﬁnﬁééﬁeﬁﬁﬁiﬂ:ﬁ}an
hosts are needed eitherbecause only a few hosts need to conmunicate
external | y of3eBevagse ihe hagnikeernpidesignadinkeube eindepandentmofi thei onsi s

smal ler. A nore hi st cat j ool 0 ubl i c.LP
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on a first das® hetwbrkernvedHmsdeffulit hasd subtqdi bous opgaeREUNhedwerk
external ly. Fixed network add(r,ess rul es are reﬁu;red in the case_where
external eq¥RPnEhe Mederity - Gdemptuishh) 9% cdmBlerentations ef He324t er nal
equi pnefy . rdodayee fdd fhat dRE Mdtydk et NBVESLNSTePs| VatBahy,
addresses fromthe 10.x.x.x address range. External conmunications are
usual |y vi asuceesgfed prowplementrition f eraf a smyltiimediaa aamdnagvdice
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adds a level of security. 20 Web Servers, Mail Servers and Proxy Servers
are exanpl esharedoar smanagedolP dekwerks st ati ¢ one-to-one NAT napping to
all ow external conmmunications to reach them

The problems arise because of two IP technologies -
Network Address Translation (NAT) and Firewalls.
25
NAT came about to solve the ‘shortage of addresses’
problem. Any endpoint or ‘host’ in an IP network has an
‘IP address’ to identify that endpoint so that data
packets can be correctly sent or routed to it and packets
30 received from it can be identified from where they
originate. At the time of defining the IP address field

no-one predicted the massive growth in desktop equipment.



25 Wil e conputers and networks connected via a common | P protocol nade
conmmuni cati ons easier, the commopn protocol also made breaches in privacy

and secur vy otiw@bo easi er too. Wth relatively little conpupdapetasses it
became _ possible to access private or confidential data and files 30 and

al so to corrupt that business informatiop maliciously. The industry's
solution to such attacks is to deploy firewalls' at the boundaries of
their private networks. WO 02111400 PCT/ @B01/03308 Firewalls are

designed to_restrict or, filter' the type_of JP_traffic that may pass
bet ween t heREER¥atte BWEPSKILPECc YepTrs wgtrBal FlFe Rgnlovmantapply was

.restriction roﬂgg}:'{ &S thatt Ep¥eAkmb&YyeloE | St & ORSy ergpplied
at the IP a 8%@55, t eé%ort, athe I P transport pr%@%ﬁﬁ#@ gfrﬁﬁ% Fgr
exanpl e) or commuappbteatising Rést MR tporsocrke vould yexeeedchhe hymbeal |y a

fi 1T will be, to all [ cati fromt i vat
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it has becone increasingly difficult to apglﬁy firewall rules just to IP 15
addresses. Awgilabldgewpudd hpve. reauirpd) theyenhibret 6Pcinfzastruchuye

out si de hos{_(t.he rver ot, t Qbe.. The c ept . a
"wel | knovm{"?)o%)?' Y gpp |'e0‘)rth% tlr%l?;i’lﬁﬁ'{) Ierk?nB &eapérﬂr]tnq ote%t‘?‘?igl[sEf ne-end of a
poi nt -t opoi DP Veasipnr& avnseaéipoibel ween 2 hosts. A "well-known 20 port'
is a port that carries one "known' type of traffic. |IANA, the Internet

Assi gned Nunber Authority specifies the pre-assigned well-known ports and

the typg of phealddittGail i QF eMer ddieM s Falbwe RS- R0 ¢o 8 shamPeefhe |
assigned for web surfing (http protocol) traffic, port 25 Sinple 25 Mail

Transport PEbretoNASt solntienanphdchi i@ frefmmyed fid tas i sbmple eNADrineb
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and HTTP (tfkeanpridanias webtegvitéaradébwhenfonly. a £ A3383408.g. 7 _
PCT/ GBO1/ 03308 . )
email server, file transfer server) within an organisation
15 needed to communicate externally to that organisation. NAT
allows an enterprise to create a private IP network where
each endpoint within that enterprise has an address that
is unique only within the enterprise but is not globally
unique. These are private IP addresses. This allows each
20 host within an organisation to communicate (i.e. address)
any other host within the organisation. For external
communication, a public or globally unique IP address is
needed. At the edge of that private IP network is a device
that is responsible for translating a private IP address
25 to/from a public IP address - the NAT function. The
enterprise will have one or more public addresses
belonging exclusively to the enterprise but in general
fewer public addresses than hosts are needed either
because only a few hosts need to communicate externally or
30 because the number of simultaneous external communications
is smaller. A more sophisticated embodiment of NAT has a

pool of public IP addresses that are assigned dynamically



The connection is bi-directional so traffic may flow back fromthe Wh
Server on the sane path. The point is that the connection has to be
initiateqduhopisbdre i nside. 5 An exanple of a firewall filpEFGR61/d398s foOr
emai|l may be: Any outside |IP address/any port nunber nmay connect to IP
address 192.3.4.5/port 25 using TCP ands SMIP. 10 The NAT function nmay
change the destination IP address 192.3.4.5 to Z0.6.7.8 which is the inside
address of the mail server. Filtering rules such as the follow ng are
frowned upon by 15 IT managers: . Any inside |P address/any port nunber may
connect t o %hy2 ofitEFle OB, re?’s/%%&"’%&rgaﬁ&ﬁb 4 oRoge® peeddpIad® vi ce

versa. 20 Sufifnil At Al Exk SPARITYN FiQeAPSHLARLR ol loie Bhiesa%ild 1
too broad a filter. Both NAT and firewall functions prevent H. 323

communi cat imaguiceld nimwitdree tiFe anhefrie eewt érhahbctamupn@ntexneedbettgeen t he
endpoints. This wll .typically, be the case.when,the endpoints are in

it For ant - AR aRI P eE PR ERE g EoC SRS, (AP AR Pult BB nor k and
the other endpoint is in the Internet or when the endpoints are in

di fferent managed I P _networks. 30 H 323 has been designed to be independent
of the und&ad@yhgveefiBik thak t1eefspBrivatet Besworkgewse hprdyate IED

02/ 11400 - 0103308 4, ol tatjion 23] n IR %];%%rk i's
possi bl e V\Aat%rnge%eyeggl |"ow ngetrrl#aéprgi ﬁg?%fﬁ’t e %g%lﬁgggnc:e%pg:g%. %’ a rless .

| P addr ess connudd Zaltdonsal acdamselallyl CRLADR Peetrvdeenestoviddd that

offers a service via a managed or shared IP network or via

10 the public Internet. At the boundaries between each of the
networks NAT is applied to change addresses to be unique
within the IP network the packets are traversing. Simple
NAT changes the complete IP address on a one-to-one
mapping that may be permanent or dynamically created for

15 the life of the communication session.

A consequence of NAT is that the private IP address of a
host is not visible externally. This adds a level of
security.

20
Web Servers, Mail Servers and Proxy Servers are examples
of hosts that would need a static one-to-one NAT mapping

to allow external communications to reach them.

25 While computers and networks connected via a common IP
protocol made communications easier, the common protocol
also made breaches in privacy and security wmuch easier
too. With relatively 1little computing skill it became
possible to access private or confidential data and files

30 and also to corrupt that business information maliciously.
The industry’s solution to such attacks is to deploy

‘firewalls’ at the boundaries of their private networks.



20 25 30 In the inplenmentation of H 323 over I P, H 323 protocol nessages
are sent as the payload in | P packets using either TCP or UDP transport
prot ocol s.wiletyy140é t he H. 323 nessages contain the H 323 adg¢ggsonésshdre
originating endpoint or the destination endpoint or both endpoints. In the
|P world this means we have | P addr essgsGi nside an contains the IP
addresses of source and destination hosts. However, a problemarises in
that sinple NAT functions will change the | P addresses of source and
destination hosts w thout changing the H 323 addresses in the H. 323

payl oad. This causes the H 323 protocol to break and requires internediary
.intelligence; o) t N e S.£4 S ttvtb%

conpl exity gﬁtr%ﬁ’?t&?'ﬁe I a ?ﬁn#%ﬁ%cﬁ#o%%ﬂ%%%qlfilrggs%q:ge\%el’gal I ogiocgfal
channel s t oIPe topéifide lrdabeoayt pasendediveen lthg paliveltenreld pubd imedded f or
.call control, capabilities change, _audio, videp and data. In_a sinple
poi nt - t 0- poPFEY 2%53 TS Egﬁsia@ﬁ) MRS ISR E a&gF"Buahd KHI%O at
| east siy | @i GilvesRANNEéve BXE RESEeUctidnkhtalP U RisBiddt hentak 323,

| ogi cal channels are mapped to TCP or UDP port connection, nmany of which
are assi gne@ddygafm cdihey  Portyo bhe1 IR0(ranppontCHRROL33¢BCRANorhsDP

probl em ari i i rﬁ(]val u I dlter ¢ O or. t hat

t hey have n%g?ul %’éél?gﬁr'?f Ei eréf%%e%rbpg%gﬁlb#\é 0%%%%%%5%%%% oge%egatnts&t he

pur pose of sgmmétréeall., Typiaadilyof at e twhlli Gewi progoampeds to
communi cation.,is therefore an anathema to firewalls. FEither

t hrough. H. %ﬁ .
a firewall PWLBRE e CAMIRRLCALIONS, fXoRe the BXIVALSEr RatwaX | davddenyst

mani pul gge the B2rbwh?13SELIRMRNGHYIA A nRGY: i |
solution to this pr gbl e?ﬁ woul d btgﬁg conpl et er?{PW%@g%?fdﬁg&%aegfﬁT iagl)

requires: Ehar3inpghedethert @drethpPn. NAT function at each | P 15 network
boundary. The NAT function must scan all H. 323 payl oads and consistently
change I P addresses. H 323 upgrade to the firewall function at each IP

net wor k bouwdighy. tHee birewal bf mushe uriierbd-anBeanWemt dit akhdd Bédome
comuni cation so that_it Qan‘ogﬁn up the ports 20 that are dynam cally
assi gned andPRteRsiRgty, d3ffifgin #23 aRRy i Hleprallserlre t ust pEgl dfhent

of H 32851 nbghtbgease ainy NenBeHBIaRYsOr (iN d.heyGhAr e Pmagt V\@&tt%
resolve and arbitrate addresses. |P addresses are rarely used directly by
25 users. |popnectite, anp qutsade hos&sdshegr webssgrvem) eldotdedc arosindeeded

Lo BhaSBIBRED S FPMAe s S e et 460,
possi bl e sotut the msblem. A port identifies one end of a point-to-
point transport connection between 2 hosts. A ‘well-known

20 port’ is a port that carries one ‘known’ type of traffic.

IANA, the Internet Assigned Number Authority specifies the
pre-assigned well-known ports and the type of traffic

carried over them. For example port 80 has been assigned

for web surfing (http protocol) traffic, port 25 Simple

25 Mail Transport Protocol etc.

An example of a firewall filtering rule for Web Surfing

would be:
° Any inside IP address/any port number may connect to
30 any outside IP address/Port 80 using TCP (Transport

Connection protocol) and HTTP (the application

protocol for Web Surfing).



Each organi sation/private network nust have the same | evel of upgrade for

H. 323 communi cation to exist. WO 02/11400 PCT/ GB01/03308 - 10 The
upgrade i wyeoesilspp New functionality or new equi pnent nustpd¥@cpaigabmsed,

pl anned and depl oyed. |IT managers nust |earn about H 323. The conti nual
parsing of H 323 packets to resolve the $ sinple NAT and firewall function
pl aces a | atency burden on the signal at each network boundary. The | atency
tol erance for audio and video is very snmall. As a result of these problens,
the H 323 protocol is not 10 being used for voice and nultinedia

communi cations when there is a firewall or network address translation

. (NAT). One aper eapheltdocheds 9] plaesotichdd %@t@f@fﬂbtﬁ@ypﬂ%wcbabﬂe of
the firewal |l and NAT functions. This allows themto use H 323 while al so

al | owi ng t h&¥Plo theotWel EREVES ConsihRIcPaBe PRER: AhenpadntThbs that

di sadvant ag 0 e t o vi deo
connunlcatlgﬁg %ghﬁhétgesk?és Eg b€D§%%E£%ﬁ%%H§#%%ﬁ9¥é fﬁ%ﬁﬁ?;all deskt op
conputer® on the publlc side 20 2. The H. 323 systens are not protected from

attackers on the lic Sld , of tif iema | | .. The conpani es are not able
to take advéﬁtﬁﬁ@ etﬂE ﬁo sheratiyty Fﬁﬁ%?%nﬁ?#ﬁﬂfﬁ%&%ﬁaﬁ4Zﬂﬁl hg: nce only
the special ¢systgng Wutkile Qb'QHEQeEQ/S ?dHSEchﬁﬁﬁe35 &9 EY EUBhEat! 4.
The conpanies will"not be able to take fu advant age o? data-s arlng

facilities in H. 323a@@2@ﬂ8e19ae3f%r%ﬁa¢ttvﬁ5quwngmﬁﬂPtdndIﬂMEEB syst ens
fromaccessing the data. OQpening the firewall to allow data-transfer 30
functions fromthe H 323 systemis not an option because it would allow an

attackero t oTHee NAT Eui2Biepstmay as:hangel dhe d¥6c0nati14A0 rp ldddress
PCT/ GB01/ 03308 H 323 is not the o %g protocol now hei ng used for_realtine
voi ce and miPi defit & EOmhthi&ati®bn r 1Bpthet idadgde address of the

mail server.

Filtering rules such as the following are frowned upon by

15 IT managers:
. Any inside IP address/any port number may connect to
any outside IP address/any port number for TCP or UDP

and vice versa.

20 Such rules are tantamount to opening up the firewall, as

it is too broad a filter.

Both NAT and firewall functions prevent H.323
communication working where NAT and firewall functions
25 exist between the endpoints. This will typically be the
case when the endpoints are in different private networks,
when one endpoint is in a private network and the other
endpoint is in the Internet or when the endpoints are in
different managed IP networks.
30
H.323 has been designed to be independent of the

underlying network and transport protocols. Nevertheless,



" SIP (Session Initiation Protocol as define in the | ETF RFC 5 2543), M3CP
(Medi a Gateway Control Protocol), H 248 (sonetines referred to as Megaco -

| TU s equiw@bpnigof MSCP,) have gai ned i ndustry accept ancepc¥dBoiidisee
protocols suffer the identical infrastructural problens caused by firewalls
and NATs and cannot traverse them 10 unajded. It is an object of the
present invention to address the proble -catxser~ 3~y firewalls and

PdA' Fs ftrr mce and multinedia communi cations through firewalls and NATs
in a 15 comon way for all protocols., Therefore, although the present

i nvention i simpdemeaniagign 1f & ethcintant BB ReSworly dso@ssiblgwiitds t o
. all the realsl] P gﬂd{g' i p ogal:s | kg H 323, SIP, MCP,
Megaco and ott}#ego.llﬁw%gl se'P%?LH?O%Feggl%t &?%\éeggﬁéﬁgggbl ies to voice only as
20 well as multinedia communi cations. Therefore, within the context of the
description__nultingedia neans any conbinati oa of voice and/or video
communi cat i 8113_*..23A §%%gl y, the invénti oﬁ?p? draas a communi cations 25
system far nRkig 13giwah @@ndedal |, .conpresytgp ?pEEréBnHHE?iBEd' a
termnal, a second rfultinedia termnal, comunication neans for nmaking a
mul timedia call over a shared communi cati ons network, said conmuni cation

nmeans i ncl udi_ng fi,yst. co i.cati o and a on cQ ni cation
nmeans associq:i]t eﬁﬁ?e tclﬁ'??m%ré\ﬂzotnh ?ﬁerﬁ?i%:ﬁét RFE | %ﬁfi aﬂt’ gg?ﬂ O 5 E* he
second nul t indagelser §iraal sedthe dd I heCopaplba@t iGN uban%ad':laéwdiuﬁr@ first
firewal | WO 02/11400 PCT/ GBOL/ 03308 - 12 through which the nultinedia
cal | nust p&ishern TR cpr PPP; feapsportt nrakaqeliss MRRY gefedheo H-893 i ct
certaingg t CcO Leati bt ween kSt Skery nal 2

public %ﬂargﬁﬁ%ggkﬁniggygggg Hg?aor'; |i)gggg%%%erﬁ?na aé’aqﬁﬁﬁﬁgfé%f

| ogi cal comemdipednitorpdiites demt inagiom tenidpgiatd/oor bokdeiendppintts. In

mul timedi a I 1, éncl udi,ng .at | east one d%nan‘i (_:[gl I%/ ssi%rgd.gor.h' 10 1i1)
in the cour S8 flBelPE P nfIPefedi® 2AYF, “at 8 shsife an
termnal s i $-2 D twchr S CRHa BB Q0SS O A Ot ek, 8ife et ek Myaalys.d 0
open up one or nore of the dynam c ports in the termnal receiving said
request; 15comipidasethecdP pddngssepypLt feusget andi deptiimatioprkestser ver
betmeen}ghe first termnal and the second term nal that acts for each 20

termnal "as a proxy for the other term nal during the course of a
mul ti nedi a dakWeyver) tdée ppodlemsecavisedadn oghal sdmpheni NATI dungtiionsf or

comuni cation. with the term nals _including ope or nore 25 pse-assignhed
ports for c ni%&?ﬂ’?%?‘l %htan f#leaﬁﬁfasstegr n?ﬁals;ource and 'destinacicn

hosts without changing the H.323 addresses in the H.323

payload. This causes the H.323 protocol to break and
20 requires intermediary intelligence to manipulate H.323

payload addresses.

Because of the complexity of multimedia communications,
H.323 requires several 1logical channels to be opened
25 between the endpoint. Logical channels are needed for call
control, capabilities exchange, audio, video and data. In
a simple point-to-point H.323 multimedia session involving
just audio and video, at least six logical channels are
needed. In the IP implementation of H.323, 1logical
30 channels are mapped to TCP or UDP port connection, many of

which are assigned dynamically.



vi) the first firewall is configured not to restrict conmunication between
the first termnal and the 30 pre-assigned ports) of the proxy server; and
vii) the woesnigerver is configured to receive and forwargcr/cu61/05308L140U -
13 PCT/EGBA /03308 the request ( s ) to open up said dynamc port t s ) via
one of its pre-assigned ports. ' Also_agcording to the invention, there is
provided a 5 nethod of making a nmultinedia call using a conmunications
systemthat conprises a first nultinmedia termnal, a second nultinedia

termnal, c¢o ni cati on, neans ,i ncl udi n first c ni cat,i on ans and a
second co ma% pﬂr‘ﬁgjaﬁ'g 2LL8ERat Y ‘gléga%eéﬂ-rgg{pimfmqtﬁ@nﬂ E ter

mul ti medi a 4@ terdFed 8Ad pohesSeHR] vy | IBEh anberiihaal . Fahersiyhsach
term nal has a nunber of |0gical comruni cation ports for transmtting
and/ or recdhs niirewahll tsmopieaedal Whiiakc|defeatsit theapurpoeedpfartheal | y

assigned pqrt, and the_ first. co nicatj,o ns includes.a first firewall
15 confi gu%é‘a:'etwgrﬁést Pfctm}}%]?t a?rﬂuf:é?ﬁesﬁb?zgg%ﬁﬁ#%ﬁ i B’ﬁi&etﬁ%‘én BA%8 first
term nab amthridugnshared communi cations network, in which the nethod

conprises the steps of: a) setting up a nultinedia call over a shared 20
communi cations network with the first communi cati ons neans and the second

i 1] med 2Pt RETTRE T Bnar] 08 Sk The Rl 1B S gheond

mul t i nedi aEdahler ata | ebfrewakl of masie tbecomal sHsSBARAS awareuedlr t @dmee ot her

of the terminals tqQ open yp.one,or nore of .the dynam.c ports in the
t er m nal ré%ﬁﬁﬁ&lﬁg’d régﬁsgi?‘g?’@c%har“&ﬁteri 1Pﬁ1lﬁﬁ§t t FRe ne B0FE

conpri $@s hLBeightRnty irCh isteud REnAepl OXy server between the first
termnal and “WO 02/ 1400 - 14

One possible solution to this problem would be a complete

IP H.323 upgrade. This requires:

e H.323 upgrade to the simple NAT function at each IP

15 network boundary. The NAT function must scan all H.323
payloads and consistently change IP addresses.

e H.323 upgrade to the firewall function at each 1IP
network boundary. The firewall must understand and watch
all H.323 communication so that it can open up the ports

20 that are dynamically assigned and must filter all non-
H.323 traffic on those ports.

e Deployment of H.323 intelligence at the boundary or in
the shared IP network to resolve and arbitrate
addresses. IP addresses are rarely used directly by

25 users. In practice, IP address aliases are used.
Intelligence is needed to resolve aliases to an IP
address. This H.323 function is contained within H.323

entities called GateKeepers.

30 The disadvantages of this possible solution are:
e Each organisation/private network must have the same

level of upgrade for H.323 communication to exist.



PCT/ GBA /03308 the second termnal that acts for each termnal as a proxy
for the other termnal during the course of a multinedia call, the proxy
server hgu og1ieQi cal comuni cation ports for conmuni cat i pgy/@iélnisdae
termnals including one or nore 5 pre-assigned ports for comrunication with
the first termnal; d) configuring the foi rst firewall not to restrict
communi cation between the first term né"l and the 10 pre-assigned ports) of
the proxy server; and e) configuring the proxy server to receive and
forward the request ( s ) to open up said dynamc port ( s ) via one of its
pre-assi gned Poet supgyFalech i® syssasthyvay New usfané¢oiommkity aorul miewedi a

call according tp the H. 32 r H. 248 standard_of the International

Tel ecomuni ca‘?%mm%?oﬂmsil 3%}"1“ n%‘ﬁ%??/?&t h&-&)8E matﬂii/] %ﬁpgggﬁgf ot Tnaki ng
a mul ti medi a gahdaees Ordsin N &Ort GBdig: .82, MECP standard of the Internet
Engi neeri ng Task Force. Furthernore, the proxy may support m xed protocol

envi ronnents. THée coh&indadopansiogt | ahsHNR23o packey scdnpr resoaveulidhec 25
net wor k_such as the lic,swtch tel ephone network (PSTN) and the public
Interne? dat SHER r&*o?nﬁltwwaﬁgl aﬁ'&?‘%ﬁﬁé’r Hri_lgcﬁét \ﬁoﬁ?‘?\ﬁ%ye%ﬂrtd%l l's
nmay be depl oyl tcdedesngrale aandenht Méiwd#al bbtngaeysi NthdeiwRidhcy
boundaries. For exanple, in one enbodi nent of the 30 1nvention, the proxy
server is pldeelévanee BHer mudicrankvitdewe (EDVErYofmadlent erprise' s

network, where the firewall is restricting traffic passing into the private
network WO 02/1 1400 - 15 fromthe DMZ. PCT/ GB01/ 03308 The proxy server

w || usual hg ke resmite 6f£omhesth pafoblleest,i e rHIIIIEptGtdesIn hal nagd t he
second nultinedia 5 termnal,, for exanpl.e bei connected to both the first
3 BudiitiTedid

and setbndPREPE MRRd £oFni YRice t AP eCPTRIMEEHot RDS | WheRny

cases, theypeeand LUMEN-&Rd1 PloFPABEwsEk | a8l28sk OtaRLYEEe1 BnSqRRAY .
firewall through which the multinedia call nust pass. The second firewall

may t hen béneomppgoacth thasr dseni to pdecei H.B¢gesystensmpnitbet pubvlhiet ween
t he second _term nal _.and_ th red.c icati.ons nefwor k.. JThe proxy server
wi Tl then RAGE |°£i iy éaﬁﬁﬁﬁ?ﬁaﬁ%ﬁﬁ?ﬁt ifte % " a1 180s RN

to use H.323 while also allowing them to protect the

15 remainder of their network. The disadvantages of this are:

1. The most ubiquitous device for video communications is
the desktop PC. It is nonsensical to place all desktop
computers on the public sidel

20 2. The H.323 systems are not protected from attackers on
the public side of the firewall.

3. The companies are not able to take advantage of the
potentially ubiquitous nature of H.323, since only the
special systems will be allowed to conduct H.323

25 communications.

4. The companies will not be able to take full advantage
of the data-sharing facilities in H.323 because the
firewall will prevent the H.323 gystems from accessing
the data. Opening the firewall to allow data-transfer

30 functions from the H.323 system is not an option
because it would allow an attacker to use the H.323

system as a relay.



I5 for communication with the termnals including one or nore pre-assigned
ports for comunication with the second termnal.. The second firewall can
then be condogurgesl not to restrict conmmuni cati on between there860ddos

term nal and the pre-assigned ports) of the proxy server. 20 In a preferred
enbodi ment of the invention, the nunmber gf pre-assigned ports of the proxy
server is less than or equal to the total nunber of dynam cally assigned
ports for the termnal (s). For exanple, the proxy server nmay 25 have two
pre-assigned ports, and preferably three pre-assigned ports, one for TCP
and two for UDP. The termnals nmay be adapted to transmt and/or receive .

cmultinedia gedizy signabe kageldiery vhibeassentlebeihgmbatdrdbs Gantyol

signals, the control signals being sent to one of the pre-assigned ports
and the neditdmsi giedios taaidh gruddrimedd at r@mmmwn@sgv@md%mtsworkam

" Communi cat | 8 (OREBICE FRPAAREErGRAFHSPE, 285 H AN dR S AE TeRES o 1 he

pr e- assi gnedsggr)t AMATP | N{Nddia I eGaCEWay 0 Cohtiale Dro¢wrdli) at immagver
t he communi cation |ink. The communi cati on means nmay be adapted_ for nmaking a
nul ti nedi a d@omegimegaskreferyed te .28 hdagRcs net ITH syheghivakent hefpr oxy

server wl | Mﬁ'ﬁﬁe a C et colg by h each
of the term na é)co%’r%]érrﬁ%ca?gﬁ1 {aﬁ edgég servegk%?%e \rl\%%vgl I tfé}ﬁ%sbel ng
confi gured pabtiocolest snaftfexorthei adlemmclaét V\mfnrad;rermcarmmhl sp)r&rl(émshe

pr e- assi gned ort(s of fhe Xy seryve 15 The invention is a able to
the case Wn& é sttld:r?é%ﬁ'%ofagdpall@'g dfel FEpnp rﬁﬁ%Y?%% tglﬁmsecond
term najg. ﬁg@l@éaqpl e, several first nultinedia termnals at one site may

each connect to corresponding other second 20 nultinmedia termnals at a
variety of other sites. The invention will be descri bed by way of exarrpl e,

wih refereqge 10 khecaseammany i dpaukags. Il @5 Ehgies! o

schemati c diagram o omruni ca Accordi 0 a pre erre
enbodi ment gboliemsnveatsed fby nﬁkregahlgul&mdredlmgalﬂ&r anbildegum@d? to 9
are schemati . diagrans show ng the 30 fothod ofs SSLLI0 4By Ayl U medi a
15 common way for all protocols. Therefore, although the
present invention is described with reference to the H.323
protocol it applies to all the real-time IP communication
protocols including H.323, SIP, MGCP, Megaco and others.
Likewise, the present invention applies to voice only as
20 well as multimedia communications. Therefore, within the
context of the description ‘multimedia’ wmeans any

combination of voice and/or video communications.

Accordingly, the invention provides a communications
25 system for making a multimedia call, comprising, a first
multimedia terminal, a second multimedia terminal,
communication means for making a multimedia call over a
shared communications network, said communication means
including a first communication means and a second
30 communication means associated respectively with the first
multimedia terminal and the second multimedia terminal,

the first communication means including a first firewall



preferred enbodi nent of the invention. WO 02111400 @ 17 _ PCT1GB01103308
The alternative to a conplete H 323 upgrade is presented in the exanple
descri bedywiod/maoef erence to Figure 1. This shows a conmunpept@iisyst em |
having a first enterprise 2 and a second enterprise 4, each of which
include private 5 networks 6,8 both of hich have one or nore H. 323
termnals 10,12. Each private network 6,8 has private | P addresses 14, 16
coincidentally within the 10.x.x.x address range. The private | P addresses
14,16 may result .frqm atic_assignment _or dypam c_assi gnprent through
normal 10 ﬁi@%@gﬂﬁéz:&l%Fﬁ&E%&GnﬁﬁﬁgcﬁP\éEnPP§Svi InawBhGRed, managed
or public Internet 20. For external conmunication, the first enterprise 2

has a public I'P address pool 22 beginning at 192.1.1.1 and the second
enterprise 4 hashe pldstse firewrlkesispoonfigupedi o mesiirizas.certalin Each
15 enterpri,se has router. 34 that is p r apme ith.transl ation rul es
to performté'ps "?'rrpcfél R%T%?JK& %slgeW%%éléﬁ?oﬁlfﬁgﬂgemlﬁeﬁioﬁ?%ei er a
st andi ng MpbIAGE Relavedn dormuds caddoassastkdrké (private) and outside
addresses 22,24 (public) or to make dynam c mappi ngs based 20 on which

H 323 of the termnals 10,12 on the private network 6,8 connects first to
t he shared ;nat L2 r &S RAR u 3273 oIl e

net wor ks 6,l§qa¥?a§§%%%#&%%feegggt %t her'r éelggéfg'%g&%é% Q‘ﬁ%@ﬂlﬁé@%ﬁb
functions 20x2& The ftramehlitfimgt izondy car erecelvgngedche t mtltdmedias shown
in Table 1 tq.all,ow.H 323 tratfic, The rules.,ta i nto, accqount the well
nown_ por t S4dv AREINGIRg $E126m8K, P08 GYBSHIGRL Ty /36518568 Bort 1808 and

al so tywp new well known ports 30 proposed under the invention, referred to
as X and Y. WO 02/11400 - 18 Table 1: PCT/GB01/ 03308 Rul eFrom | PFronilo

| PTol PAppl iiddti dmAdeRe s SPYFBRddYRe s SPEELBTotUR oR 1 AWAANWERL 0. ¢all 1 88bPCK

d~. scovery u S U

di scoverysé%?%%R@%o@%%%@E‘%@%%%%ﬂe&fgr \t/:gr Iseeélfistar aljtel%lr?rsgqﬁgst s4Pro
Xy 1719Any AtheDitBiteak expetser terménatsr abi opeas upn seasd Avy AngPe oy 1 EA’TCPCUt b
ound Cal |l serverControl (Q. 931)6Proxyl720AnyAnyTCPI nboynd Cal | server Contr ol
(Q 931) 7AnFXRFBAGX PPTEROI PO &R EREFE BB, TEFELYiRg| sald request;

(H 245 8Pr oxy YAnyAny TCPI nbound Medi aser ver Cont r ol

(H. 245) 9Any AnyPr oxy XUDPQut bound Medi aser ver ( RTP) | OPr oxyXAnyAny UDPI nbound
Medi aser vechRTRFEERABAAY PROERFUDPCUt bound

Medi aser ver ( RTCP) 12Pr oxy YAny Any UDPI nbound

Medi aser ver ( RTCP) 13AnyAnyPr oxy1503TCPQut bound

Dat aser ver (¥) 12Mel 46y sixand SDB3Abyday TaPpxaocyn dsdiateas ebetewddn 18R first

terminal and the second terminal that acts for each

20 terminal as a proxy for the other terminal during the

course of a multimedia call;

V) the proxy server has logical communication ports for
communication with the terminals including one or more
25 pre-assigned ports for communication with the £first

terminal;
vi) the first firewall is configured not to restrict
communication between the first terminal and the

30 pre-assigned port(s) of the proxy server; and

vii) the proxy server ig configured to receive and forward



WO 02/ 11400 _ 19 _ PCT/ GBO1/ 03308 In the above table, the specifically
| isted port 'nunbers are the registered port nunbers according to standards

agreed tovyol/Aly 5 In order for H 323 termnals 10 in thefGieinssos
enterprise 2 to conmunicate with other H 323 terminals 12 in the second

enterprise 4, there nust exist a shared,getwork 20 to which a proxy server
40 i s connected, for exanple, via a router 38. The proxy server 40 has a

public I P address 44, 10 for exanple 45.6.7.8. The proxy server would al so
have two new wel | known ports nunbers X, Y. 46 that woul d have .,to be agreed
and regi st erdt® HPRARIE W PRENAR T‘ﬁ%l%rgwa‘%?vgprﬁésipﬁ{éér SN 9. 323

.termnals asdd )ﬂrg-iags]i@nregeip:brﬁs?g% gat ekeeper (or SIP registrar for SIP

termnals, etc. During a call, to any one term nal the proxy server

appears as the other or renote termnal. To gatekeepers, the proxy server

. appears as 1 their endpaints. . The gatekeeper function,(not_sho may be
co 20 resi dZ‘ﬁf’% ?ﬁcf’ﬁgl ?oxéos tT’Wﬂerq@rve Eﬁ’@f’é ngﬁFFt .l%\heﬁr%‘ﬁlié%zf

term nal 510 mbthod V¥ tikdlethdna i huitivédih S6QVEr Gsafng bhelonmagiidariony t h

t he gat ekeeper function through the proxy server. 40 in order to make known
that it 25 SysteBdythatnaRempFipeeei e Frat mildingdia MRMGAIstration

process requ t t.er m éé)frﬂ:zn pg?ﬁm' Qt\f{\gf:c P IS 6 N an
H 323 massaglgéar c::aoidt @lg‘%['ﬁe%(deh?per uncét?'on r%g% eA p?n%%% Ss:lr%vcé'ﬁldﬁgl.gl When
| eavi ng t he at efitrsal ,cdimrsiattieomnmddeass famel daof sédend P Rfinnpacikettiion t he

rivate | P address of the termnal 14,16. However, as_that | P _packet, passes
Pt oagh t he 1ERmS ARRICTRRES] G ARECANELYe WA ctbe) nELFRL, plimsaiel

changed; 50 +eWRIRAN 1A -t o s&6IAEBRILOEREBid { ePHDLAT, CUtetdlifNeatd 24.

Because the NAT function is unaware of the H 323 payl oad contai ni n% t he
private | P &eamdnglothaseat aumbaal oft Hiegiqaladgermuni cakben cparged for As

the regi st r%#iﬁ%gmgrﬁﬁ_ﬁges Qﬁﬁf%{‘ hr Miyg?ﬁpr O’éﬁ?serﬁ(ﬁt}fﬁg&ié he Q )i’t o the

gat ekeeper, € proxy server 40 stores thé Termnal™s apparent” |IP

address 22, ficiudéngwadr lddet pamk edyregmuicza ¥l t assbgeed r portol had thet he
NAT change) as well as the termnal s private or “real' ,| P address ag[ﬁ 16.
During futufd*8hl | MY CatdGiest™e tI‘Fé‘CZ-'(B‘Cg"aﬁ ek®ep&iTRtmchidevatie

proxy seivepop@dhfremndabe bhatrddd CaditLiaNt tQfped | lofoe daniinadal®y ohhe

various functionS (call control, nedia control "and nedia processing) wthin
the proxy s&®efseeat thee BibRy Servmipad andaddiesshaged| wampunigationsat i on

Gevi co it higtEBeicrc PRWRER LRk by cotplfs L8 W8 huBhe S8 2 00 (he
“proxy server' may be several co-operating devices. Additionally, the proxy
server deviggs) mRyceach haye gne ghafphisple \Baaddrgsags: herg i iple
20 communicat;ions network with the first communications means
and the second communications means between the first
multimedia terminal and the second multimedia wvia the

first firewall;

25 b) in the course of setting up a multimedia call, at
least one of the terminals sends a request to the other of
the terminals to open up one or more of the dynamic ports
in the terminal receiving said request;

30 characterised in that the method comprises the steps of:

c) including a proxy server between the first terminal and



20 normal practise is allocate themfroma single subnet, then the
programming of the firewall rules becones specifying the allowed ports to
and from aveubngwoe r at her than indi vidual | P addresses. 25 péT/eBe1/6336823
term nal 10,12 does not support a gatekeeper registration function, the
termnal nmust be given a static private {f address. A static NAT rule then
nmust be made in the sinple NAT function of the router 32,34 and the proxy
server 40 nust be programmed with the static apparent |IP 30 address 14, 26
and the real I P addre 22,24 of the termpnal 10,12. The terminal 10,12 is
programmed tOSHEES S"'(,Q-Fl-r'i‘”&%]ntt'rlbarq: raé%ﬁﬁt,\sf{]%r tq:?dtl’hézmlsé%@r PRPX in
. the WO 02/fbk40the dlheP! @Ur@lihadaRuritlgl/ tIROILE3BHS8 BroW apuidt fnpdlshow a
met hod of setting up a nmultinmedia call according to a preferred enbodi nent
of the invem@ldn. thellptexyr s6rngs dhyingelogisedpsamutiapdsonapadscri bed
. below. Step ~ Fi~res 2 .and 3 .10 e user. A.at .termnal Al 10 uses H. 323
Sof Lwar o & b SV SOTTRAGAR 47t | 1% YREvGRR dSiidig ehe o e
Sof t war e 5r uptieR@sisigneidr Nebrttd 1fogonpommatnifatiocon3 fethp MeSad€irst
containing the identities of A and B, and the true |IP address 14 of
termnal Al tBF"d®@lthe true | P address 44 15 of the proxy server 42. This
nmessage 50 is then placed froma |ocal port PA1 11 in one or nore TCP IP
packets, which are labelled with termnal Al's |0 | P address 16 as source,
and the prox) secoefigwing® athk esSivgt asfieevabht i oot The setagtmirdsage

is sent to a pre-assigned 2 ort 41 of the.,proxy server 42, here rt
nunber 1720.00%9“‘1?1&8?&9'8510keg’gggﬁeﬂass&f‘ﬁroffdﬁst%ne EFWF‘QaiIetV\%‘? Ag:g’reess

Tr ansl a‘g_bonﬁ(rgA'g)ssfigh@aj Privygoehd2prblty seviéee; | Fnaddress 14 in the TP
packet is changed to the public equivalent [P address 18 (e. g. 10.1.1.1I

beconmes 2S 192.1.1.1). The H. 323 nessage 50 itself is unchanged. This setup

Sour oo 1/ palt: | EERFUERER) e prdly Ber iR fhodive Jpl foAGEY
02/ 11400 PCEhEBRERERRSs) 220 open up said dynamic port(s) wvia one of

its pre-assigned ports.

15
Such a system may be used for making a multimedia call
according to the H.323 or H.248 sgtandard of the
International Telecommunications Union. Alternatively, the
system may be used for making a multimedia call according
20 to the SIP or MGCP standard of the Internet Engineering
Task Force. Furthermore, the proxy may support mixed

protocol environments.

The shared communications network may comprise a public
25 network such as the public switched telephone network
(PSTN) and the public Internet data network, or it may be
any other IP network where firewalls may be deployed to
demarcate and restrict traffic crossing network
boundaries. For example, in one embodiment of the
30 invention, the proxy server is place in the de-militarised
zone (DMZ) of an enterprise’s network, where the firewall

is restricting traffic passing into the private network



H 323 ~ Source IP/Port: 10.1.1.1/PA Destination IP/Port: 45.6.7.8/1720 The
setup nessage is altered by the router 32, and is then 5 represented by:
TCP Packeywoo2®peoce | P/ Port: 192.1.1.1/ PAL Destination | PpPoidiB0o1/03308
45.6.7.8/ 1720 10 H. 323 ~ Source IP/Port: 10.1.1.1/PAl ( Destination

| P/Port: 45.6.7.8/1720 ten 2. Ficrures 3.and 4,i 15 The H 323 setup nmessage
51 reaches the proxy server 42, which déTerm nes the |ocation of user B (in
conjunction with sone gatekeeper function, for exanple). and conposes a
simlar H 323 new setup nessage 52 to send there. This new setup nessage 52
cont ai ns thérP@eﬁ$$t$¥g-of A and B, 20 and the true |IP address 44 (e. g.
45.6.7.8) of the proxy server 42 and the true IP address 16 (e.g. 10.1.1.1)
of the termnal Bl 12. The proxy server 42 then sends this nessage 52 from
a pre-assi gied prokySservere yudrt umudkEly 2B 7 retmotehd&rpmbbioth Rfaddhess 17
(e.g. 206.1.1.1) of 25, terninal Bl,12; the | P packets are label|led wth the
| P addr ess BHT% tﬂHiﬁﬁﬁﬁgléer$@Fm&?a&s S c e nPeFRDuLTREEPPEAIRIr ess

17 of teym patnflal? #Fdrdesidmifid OBein§e cipledRldd tBSBAER Thd Opypgded by
the proxy server 42 30 can be Trepresenled by: WO 02/1100 - 23 TCP Packet

H. 323 5 PCTaBBO33308 SnutdameddaPotermigabs 7. @ioqygh Dédei nahavad| PIPort :
206.1.1.1/1720 Source | P/ Port: 45.6.7.8/ 2777 Destination |P/Port:

10.1.1. 1/ 1790°"%%% 3. Ficrures 4 and 5. The si npl e NAT function in the

router 34 changes the TP 10 packets so that their destination address 17
becones the_true | P address 16 of termnal Bl 12. The H 323 nessage 53
cont ai ned i At R@nYackasesi sthst saramsedCommniratice naangr sillsaalae 42

i nsert th ﬁg%IF’a 888 26 re i t.e; tes e ssage
53 for \;\ei/g)r de%‘%{/ t ea15grg([§ut gr 34%%]}1a§ﬁ? ﬁ{e@gor‘?zlct%ﬁl gﬁgdcfrﬁ@s@sﬁﬁq{%hi S
forwarded neskhgeus3 paasai Thei atoondt fbrevabhl napnthén dse t bentidired

i gi nati ith th terminal AL _10. The set.u Itered b
Che rout er . PRI O0CPEbRY by OfT GO Tl PREURRRPT TS

45.6.7. 8/ 27ddcdest t puinal | EAROthe dRaded. cdmdrDc2didhs3 e twiG] CPhe
| P/ Port: 45.6.7.8/2777
proxy server will then have logical communication ports
15 for communication with the terminals including one or more
pre-assigned ports for communication with the second
terminal. The second firewall can then be configured not
to restrict communication between the second terminal and
the pre-assigned port(s) of the proxy server.
20
In a preferred embodiment of the invention, the number of
pre-assigned ports of the proxy server is less than or
equal to the total number of dynamically assigned ports
for the terminal(s). For example, the proxy server may
25 have two pre-assigned ports, and preferably three
pre-assigned ports, one for TCP and two for UDP.

The terminals may be adapted to transmit and/or receive
multimedia media signals together with agsociated
30 multimedia control signals, the control signals being sent
to one of the pre-assigned ports and the media signals

being sent to the other pre-assigned ports.



Destination | P/ Port:

and Bl 12

i nt er nat mamed/Aoegr eed st andards, that they will send audica/@psl/o3sesvi deo
WO 02/11400 - 24 PCT/ GO /03308 The process is the sane in

si gnal s.
ei ther di
Ter m nal
connectio

decide, for exanple in a process as set out by well-known

rection, and is also the sanejgor audio as it is for video.

Bl 12 prepares a new TCP port PB1 13 on which it 5 will receive a
n fromH 245 communi cation. It then sends an H. 323 "connect"

nmessage 54 back to the proxy server 42. The address of the new port

10.1.1.1/PB1 is a.n the nessage 54. 10 This is represented by: TCP Packet

10.1.1.1/1720 Step 4. Figure 6: 30 The termnals Al 10

~

Source | P/ PeeferdBly, 1 at/ 163@tDekid ndtié ooy PEED Eommbn®cdt 86234 7potbsH. 323 ~

H. 245 add

45.6.7. 8/
7: 25 The
Al 10 &8

45.6.7. 8/
connectio

10

15

20

25

30

ress IP/Port: 10.1.1.1/PBl1 The router 34 translates the nmessage
as: TCP PaéRet2 ~PS8uR8EigPedoPOrtaoesaid. reapestodoeingseentt ith Fheport:
2 _ 5aH adgress..| Pk .. 210 PHL t ~~ > LC_~ure
%%Z Eﬁggéned 4§é§t a5 Qﬁ'3§§9£5a1 ripestPHto 5%“?81?té :

érm nal

rOXy SETrVer sends” an connect ™ message
| Eomnidnéeati8a. dvér 1A lconfinen hesstshoye hianfes t he | P addr ess

2777 as the port to which termnal Al 10 should make an H. 245

n. 30 This is represented by:
The communication means may be adapted for making a

multimedia call at least in part via the internet, in
which case the proxy server will have a public internet
protocol address by which the or each of the terminals
communicate with the proxy server, the firewall(s) being
configured not to restrict communication between the
terminal(s) and the pre-assigned port(s)of the proxy

gerver.

The invention is applicable to the case where there is one
or more pair(s) of first terminals and of second
terminals. For example, several first multimedia terminals
at one site may each connect to corresponding other second

multimedia terminals at a variety of other sites.

The invention will be described by way of example, with

reference to the accompanying drawings, in which:

Figure 1 is a schematic diagram of a communications
system according to a preferred embodiment of the

invention for making a multimedia call; and

Figure 2 to 9 are schematic diagrams showing the
method of setting up a multimedia call according to a

preferred embodiment of the invention.



WO 02/ 11400 - 25 TCP Packet H 323 5 PCT/ @A /03308 Source | P/ Port:
45.6.7.8/ 1720 Destination IP/Port: 192.1.1.1/PAl1 H. 245 address | P/ Port:

45.6.7. 8/ ¥00tnidwe router 34 translates the nessage 57 andpE@iciRidsmoghis to
the termnal Al 10 as: TCP Packet i Source |IP/Port: 45.6.7.8/1720 10 ~
Destination IP/Port: 10.1.1.1/PAl1 H. 32 + H 245 address | P/ Port:

45.6.7.B/ 2777 Step 61 F t~, crure 8. 15 xt, two events take place, either
i ndependently, or one after the other. First, termnal Al 10 establishes

H. 245 co i catj.ons th the pro erver__4 The IP ac;kets 58, 59 t hat
carry the :'-}11]? 1: wa’c‘éefi A &r é’%‘tpﬁjeé:& 1%032% pRgred né-lsatﬂ’%ar%e%eq he
router 32 gs tdiee i &kdm eS&éb'@rﬂ?é&aﬁﬂﬁ;d?éféf@ﬁéeaEBVhﬁ%O'id 73§ Proxy
server 42 makes a simlar H 245 connection 60,61 to the fermnal Bl 12 via

t he rout er showsyia [cQumindsa ttionn Systieon 1 haviags ans imetnenterpddser i2bed

messages 50ds olheond, EpEsTOELRR bl S OEEIRh ABRavAe B akey 12

fol | ow Bor metwdr¥45 1&,@ 00eth t @30 wheh | d@iveal omkaneg! S morecany. yazesudi 0
and/ or video signals. Each channel carries either audio or video, but never
both. The §FERENELEs kbhelZankashr PEiTaERaREENOTKA Grfhifes private IP

addresses 14,16 coincidentally within the 10.x.x.x address
range. The private IP addresses 14,16 may result from a
static assignment or dynamic assignment through normal
10 DHCP procedures. External communication is wvia a shared,
managed or public Internet 20. For external communication,
the first enterprise 2 has a public IP address pool 22
beginning at 192.1.1.1 and the second enterprise 4 has a
public IP address pool 24 beginning at 206.1.1.1. Each
15 enterprise has a router 32,34 that is programmed with
translation rules to perform a simple Network Address
Translation (NAT) function, either a standing mapping
between inside addresses 14,16 (private) and outside
addresses 22,24 (public) or to make dynamic mappings based
20 on which H.323 of the terminals 10,12 on the private
network 6,8 connects first to the shared network 20 via

the corresponding router 32,34.

The private networks 6,8 are each protected at their edge
25 edges with firewall functions 26,28. The firewall
functions are configured with the rules shown in Table 1
to allow H.323 traffic. The rules take into account the
well known ports for H.323 and T.120, which are 1718,
1719, 1720 and 1503 and also two new well known ports

30 proposed under the invention, referred to as X and Y.



WD 02/ 11400 PCT/ GB01/ 03308 -
termnals 10,12 and the proxy server 42,

26

of ports 27, 29 are opened in both the

9A. 5 The wodenidom Whi ch the various ports are opened can péafx:odisio®ne

particul ar exanple is described here.

In particu

| ar,

al t hough the steps

as shown in summary formin Figure

shown in Figure 9E are shown occurring afg er those of Figure 9D, the steps

of Figure E may happen either

before those shown in Figure 10 9C, or

bet ween those shown in Figure 9C and 9D. First as shown in Figure 9B,

termnal Al 10 .s

audi 0 chann&l@F4s

et.s up a dynam c port pair

] PA3/ UDP and PA4/UDP 31 as an
Kendi ng audi o. Nunerically, according to the 15 rules for

RTP conmuni cati on (standard | ETF RFC 1889), PA4 = PA3 + |, and PA3 is an
even nunber._Port PA3 is used f RTP _conmmunicatjon, and porf PA4 |s used
for RTCP cg Rwlei cBreomn IPAFrRay milfed A1IR() Toends [ FR necessapplicgdnn| ogi g
52 Torvardq a trhiatadast | D) RELNER [Bort 1V [RIL) B o Arter T
~ Source IfrllPort Any. 1. 1.|BopA2 1192410111/ PARS Des| VAL i on | EK RbiEcovery
45. 6. 7. 8/_2 77 45(6.7. 8/ 2977 RTCH 44 Addregs 10.1.f.1/ PB4 ulnﬁg d 30 Theq
as shown irn_Figule 9C _the proxy server 42 conpopes_a Si al_new nessagq
64 to termjrfal B{lPEXxy Thq IFi8xy |Faxwer Way 02| 11Ul PCT/ |GBO 1iGee08ry 27
server Responses
3 Any Any Proxy 1719 UDP GK
server Registration
requesgts
4 Proxy 1719 Any Any UDP Gatekeeper
perver Registration
responses
5 Any Any Proxy 1720 TCP Outbound Call
server Control (Q.931)
6 Proxy 1720 Any Any TCcp Inbound Call
server Control (Q.931)
7 Any Any Proxy b4 TCP Outbound Media
server Control (H.245)
8 Proxy Y Any Any TCP Inbound Media
server Control (H.245)
9 Any Any Proxy X UDP Outbound Media
gerver (RTP)
10 Proxy X Any Any uDP Inbound Media
server ' (RTP)
11 Any Any Proxy Y 919) Outbound Media
server (RTCP)
12 Proxy Y any Any UDP Inbound Media
server {RTCP)
13 Any Any Proxy 1503 TCP Outbound Data
server (T.120)
14 Proxy 1503 Any Any TCP Inbound Data
server (T.120)

al
;

P




42 places the identity of the pre-assigned ports in this nessage, along
with informati on about the nature of the signal. The nessage 64 is
constructwe od1hdved5. 6. 7. 8/ 2777 (UDP) as the RTCP address prTidBdinioxy
server. The 5 encodi ng nethod may be the sane as the encodi ng net hod

sel ected by termnal Al, or it may be_di§ferent. The proxy server 42 then
transmts the nessage 64 in |IP packets to termnal Bl 12's public IP
address 17. 10 The nessage passes through the sinple NAT function at the
router 34. TJhis.changes th estjpation |LB.address.in the ckets to be
ermnal B1IA2EES AREVEAGHRLE  6ER ) BBREFiRaT 17 o b B et BE . and
opens a paigré&f tﬁ\énaﬁégi@@éi—éd?ég;d& r aafb¥est sty o TEtSndsSrds
represented by: Before After TCP ~ Source |P/Port: 45.6.7.8/2777

45. 6. 7. 8/ 279grea Lopdst ilfA on | P/ Port: 206.1.1.1/PBl 10.1.1.1/PB1 RTCP ~
Address 45.6.7.8/ 2777 unchanged Then, as shown in Figure 9D, the term nal
Bl 12 replies 25 wth an "open |ogical channel acknow edge" response 66

that comtains ¢hder rfer| P.3ddr ¢esedndfsoflot dnmitiad Hirs?, ertterpdisepaz t
nunbers of the dynamic ports 35 that the term nal Bl has, opened. 30 The
"open | ogi cEP TPRMREICA & e Rigehdi st WFHinARLS the Frr-he pegend

addr esses alnihestigra nal Eled2, diae 4Ride 11/ BR2;aR0 Al ork 14B8%o I
this exanple, PB2 is an WO 02/11400 - 28 5 10 15 20 25 30 even number,

and PB3 = P@#Rich la phoxynmsssyge 60 i 38 ptanrectedp EPrpssiaspdehawiiag @
source | P addr.ess u t he tr | P ess_ 16 & t erm nal 12,
and a destinatt%n BSBgd?f'&esope!&t& %egie‘(% ‘ﬁgcgi raes%ulﬂoill%;]le% h%é‘gl}%%& ‘E’%’r ver
42. Tha omessa Gesfglas SEs. 8 17 08I0 T eprantit edeBle el dis€hsd Neavwe b NAT
function to forward a transl ated nessage 67 to the proxy server 42 having

the true | MewWdvekls keowp PRFESnBNMBerd oXcKaffelbps meaildutiave 1o hfir ess
17. The pa Ser. ) hC es the dynam c port
P gﬁﬁ%ﬁkﬁgﬁﬁ?§€§¥§t%§9%%J%Pab ante W Al y P

nunbers fr e nmessag e public TP address (206.1.1.1) of term nal
Bl 12 to open its pre-assigned ports 33 to send the audio signal to

t i nal B3.,.12. Th t 34, d t .ch d ety . 323
ng;;n agg. T??i'l'ée i%rqﬁg’p%ce%a’erﬁfre £ %ﬁfpsean:?s o %%9231 r‘l:eer‘fim:fjr{a?s‘s ea'\ss '{¥ ﬂe 1'%

15 their H.323 gatekeeper (or SIP «registrar for SIP
terminals, etc.). During a call, to any one terminal the
proxy server appears as the other or remote terminal. To
gatekeepers, the proxy server appears as all their
endpoints. The gatekeeper function (not shown) may be co-

20 resident with the proxy server or remote from it.

When an H.323 terminal 10,12 is switched on it first
discovers and then registers with the gatekeeper function
through the proxy server 40 in oxder to make known that it
25 1is ready to make or receive multimedia calls. The
registration process requires the terminal 10,12 to pass
its own IP address 14,16 in an H.323 message to the
gatekeeper function through the proxy server 40. When
leaving the terminal, the source address field of the IP
30 packet is the private IP address of the terminal 14,16.
However, as that IP packet passes through the simple NAT

function the source address in the IP packet is changed to



PCT/ GB01103308 Before After TCP ~ Source |P/Port: 10.1.1.1/PBl
206.1.1.1/PBl1 Destination |P/Port: 45.6.7.8/2777 45.6.7.8/2777 RTP '

Addr ess %00 d2/1148¢ PB2( UDP) unchanged RTCP ~ Address 10. 1. 1pdt/8Bo1/44843
unchanged Finally, as shown in Figure 9E, the proxy server 42 transmts an
"open | ogi cal channel acknow edge" respgpse 68 to the public |IP address 18
of termnal Al 10 to tell the termnal the ports that wll receive the
audio signal. In this exanple, the nessage |ists the pre-assigned ports
2776/ UDP angd, 2777(UDP at t.he .proxy. ver_42 as t p or RTP and RTCP
respectiveI§FsTPB£ 8ﬁt§ﬁmﬁyﬁ%ﬁﬁhi%gfg%é ??Faﬁﬁ?eggeoghﬁﬁeEY%ﬁqﬁQEﬂ1§n t he
| P packet oOfinihgre W2 08hd140323 2Baydodd fdunidahgresaagder@Yatieut pakes

no change to the response itself. The term nal receives this nessage 69,

and begi ns 2@dsend Pfie thwliteatigial. Hois GBBLAGIZESSTHE seetupchangede
Ly ooy A E BB 81 3Pk A0k Sds el L0Vl The SRULTSeLBEPIL

10. 1. 1. ¥ PAcn RtRe~ wagdrigs stid CRatekddpess #heb prodl?2 BEivir 640 . St3rdg

unchanged ugg@gngﬁg terminal’s ‘apparent’ IP address 22,24 (i.e. where

the packet appeared to come from following the NAT change)

as well as the terminal's private or ‘real’ IP address

14,16. During future call control requests to the

10 gatekeeper function, the proxy server would mandate that

all call control will be handled by the various functions

(call control, media control and media processing) within

the proxy server at the proxy server’s IP address 40. In

this illustration of the invention, we have assumed that

15 the proxy server is a single device with a single IP

address. In other embodiments of the invention the ‘proxy

server’ may be several co-operating devices. Additiomally,

the proxy server device(s) may each have one or multiple

IP addresses. Where multiple IP addresses are used, the

20 normal practise is allocate them from a single subnet,

then the programming of the £firewall rules becomes

gpecifying the allowed ports to and from a subnet rather

than individual IP addresses.

25 If the H.323 terminal 10,12 does not support a gatekeeper
registration function, the terminal must be given a static
private IP address. A static NAT rule then must be made in
the simple NAT function of the router 32,34 and the proxy
server 40 must be programmed with the static apparent IP

30 address 14,16 and the real IP address 22,24 of the
terminal 10,12. The terminal 10,12 is programmed to pass

all call control requests to the proxy server 40 as in the



15 Multimedia communi cation ("mnmedia data") may then fl ow between the two
termnals 10,12. As termnal Al 10 generates nedia data for the new
channel , iwoegidgoit froma new third port 10.1.1.1/ PA3 t op¢fI&BBi/éx%0s SEr ver
42 at 45.6.7.8/2776. The proxy server 42 receives the nedia 20 data, and
determ nes fromthe apparent source address that the packets are intended
for the | ogical channel, and forwards themto HlL 12 by sending them from
45.6.7.8/ 2776 to termnal Bl 12 at 206.1. 1.1/ PB2. The proxy server 42 nmay
perform processi pg before sending the nedia data 25 onwards, or it may
forward the PEEYHAtEMal tered. In this exanple, the proxy server 42 nust
. record the apparent or "public" |IP address 18, here 192.1.1.1, of term nal
Al 10 because it will not have direct access to 30 the true originating
address 14, hegurdm.2. tol,9 ashov meeithed tdfe peckihg ap redimal thwedia WO
. 02111400 - 30 CT/ GBQL/ 03308 The invention.descri bed above all ows, H 323
endpoints ‘F%Jc:gtae%c‘? W9 &9 e?mtp:g%‘%‘?}?’%eé\rﬁ"l%ﬁ$\f%ﬁ’§ I?fd'gtﬂ% HYERTAS to
comuni cat e héde cachwoh§Sr MW OsbvaPNBEEPLSIY §889E3! 2 A | Jasyr ARk dat a
security of the individual private networks. The invention relates to a
met hod and ¥t us that has the advantage of working with existing
firewalls, routers and proxies thus saving the coats of upgrading 10 those
devices to be fully H 323 conpliant or depl oying additional H 323 devices.
One aspect @teégea i iRientyem praasedt:ed herein applies to those depl oynents
where sinple (1-to-1) NAT (Network Address transl ation) mappi ng may be
applied at the edge of the private networks, or where NAT 15 nay be

bypassedp A ffpaisde ASRECLePhihlE ADVED! LEBsAERKRES Jdr iRl ere
NAPT ( Net wor k Address and PgrtlTr ansl ati on) iss aS‘ﬁ?i ed at ttge)%gilsaoéf@t he

private netor kailtimedivo gepdct oofthee UaerenB oatcahervéradt Bhd e

apparatus c i i Q _ta |l ac 0 bet wee j.vat

net wor ks foﬁ%%“%??%%%gman Sr;SlIrJ'lszl\?alt gﬁne 03/0"";a “ﬁ"}"’(ﬁﬂ i) 2’6% e X e'ﬂ"é’r

met hod. Si mMnewdageniddiitainiviqdhe ddemticiest wir b 23018, eidd e HM)e use
one net hod (e.g. dediscat ed room systens) whereas other term nals may use

the second net RAFRESS ¢4 REskFPiNale Mt PO pndLhe, dnug AR jaddnass dd ed
herein age idg ugﬁéaﬁgﬁ theredLr gnce 1 d NRedddbd! 393 féaeﬁ@hdgsaéé@t s

t he predom nant sta for multimedi a communi cati ons over pacKet networks
i ncl udi ng | Exem vibr kecalomordr PAL 1k 30 enealdwy mppei TEBI dR ankeds,

L enearcs, Nl LBlarred S ARRRAR Yatat 98 59 L3RR 58 11400
- 31 gource, and the proxy server's 42 IP address 44 as
destination. The setup message is sent to a pre-assigned
20 port 41 of the proxy server 42, here port number 1720. As
these packets 50 pass through the simple Network Address
Translation (NAT) function in router 32, the source 1IP
address 14 in the IP packet is changed to the public
equivalent IP address 18 (e.g. 10.1.1.1 becomes
25 192.1.1.1). The H.323 message 50 itself is unchanged.

This setup message transmitted by terminal Al 10 is

represented by:

30 TCP Packet | Source IP/Port: 10.1.1.1/PAl
| Destination IP/Port: 45.6.7.8/1720



PCT/ GBOL1/ 03308 Tn sunmmary, the invention provides a nmethod and a system for
allowing H 323 termnals |ocated in private P ' networks that: does not
conprom sqydlag1fage Sting security 5 procedures and neasur espet/ghy@gey ds the
need to upgrade existing firewalls, routers and proxies; and that avoids

t he deploynent in the private network of,.additional specialist H 323

equi pnent. The invention also permts standard H 323 equi pnent in one
private network to 10 communicate with other H 323 termnals in the same or
different private and/or puplic |IP networks viag?n H. 323 proxy_server using

a shared or B3 ¢ I P netwoirk. NWESEhat the stBYEOTLS:i ¢até-LPlaB¥tess of
can H 323 15 termnal may in faciphdyitae 15 agpyberRYbhsCel 7 adgyegs to
which it is mapped, in which case the one-to-one mapping is transparent.
The advant ages of the approach descri bed above are that: 20 NAT and
,firewall fupgtiong do not need, to .pe upgraded. Connectjyvit
provi ded byr@eseq’e\j:iu@e RATR ] kﬁ"gqu'#)cg %gt&bed "?%‘ﬂiﬂﬁ éz'orgﬁ&%’n&g’feﬁ}i ses
thensel ves usdpiedeitditiy:.c I nternet Latency of the signal is kept to a
m ni rum 25 Organi sations can therefore subscribe to a shared resource in a
shared I P network. Costs are kept to a m ni num shared and security is not
conprom sed 11400 - 32 i.ns PCT/ GB 8 A.C jcations
system (1) F%?’ﬁgkgﬁﬁ;a nu”tine&%gﬂyﬁxﬂl, cong%?ggggf %Q?F%é?qghﬁéfnedia
termnal (10), a 5 second nul ti Peditdnaedonnal {PZPortendBnscat 8pn7eeans for
making a nultinedia call over a shared comuni cati ons network (20), said
communi cation neans including a first comuni cati on nmeans and a second
communi g3t i @n 33@ans associ gted igeeupeet i vely wi gp/bRetti 16110yl {jpRgi a
termnal 10 (10) and the second nultinedia termnal (12), the first
communi cati on means incl udilng aDesténaticowal | IPZBprthr 6596 - WBLE720e
mul timedia call nmust pass, in which: i) the first firewall (26) is
configured to restrict 15 certain types of conmunication between the first
t erm nal and .t Fdagulremed amdmdni cati ons network (20);

15 The H.323 setup message 51 reaches the proxy server 42,
which determines the location of user B (in conjunction
with some gatekeeper function, for example), and composes
a similar H.323 new setup message 52 to send there. This
new setup mesgsage 52 contains the identities of A and B,

20 and the true IP address 44 (e.g. 45.6.7.8) of the proxy
server 42 and the true IP address 16 (e.g. 10.1.1.1) of
the terminal Bl 12. The proxy server 42 then gends this
message 52 from a pre-assigned port 55, here port number
2777, to the public IP address 17 (e.g. 206.1.1.1) of

25 terminal Bl 12; the IP packets are labelled with the IP
address 44 of the proxy server 42 as source, and the

public IP address 17 of terminal Bl 12 as destination.

The new setup message 52 forwarded by the proxy server 42

30 can be represented by:



ii) each termnal (10,12) has a nunber of |ogical communication ports

(27,29) for transmtting and/or 20 receiving the nultimedia call, including
at | east qpgoglyiaggn cal ly assigned port (31,35); iii) in the-EeRBISR6
setting up a nultinedia call, at |east one of the term nals"?lo, 12) is

adapted to send a 25 request (62) to t_hezztot_her of the termnals to open up
one or nore of the dynamc ports (35) inthe termnal receiving said
request; characterised in that: 30 iv) the system (1) includes a proxy
server t40) between the first termnal (10) and_the second termnal (12)

that WO OFCRARarkes3 pdr/ GBEOUFSS08 acts f 6P/BRER: (&P mPnAt8(238712) as a
. proxy for the other . term'lnal ‘ﬂé"ét’lglatt'l%ncowi?/?&r@:??%%?‘??lﬂ/i%b? V)
or

the proxy server (40) has l'ogi cal comunication ports
comuni cation with the termnals (10,12) including one or nore pre-assigned

. ports (41,55) for conmunication with the first mpal (10) . yi e first
firewal | (26%-3%° configured not S°8%Estri ct 101%2hﬂﬁﬁi‘c$%i' n7bé(%\/@22 t he
first tegmnal (10) and theg prepagtiigaedoport Syp/fdre?) 1011t he1pioxsy server

(40); and vii) theproxy server (40)is configured toreceive andforward(64)

the requests)(62) to open upsaid dynam cl5 port (s)(35) via one of

i tspre-assi e rt.S and 5 A communi cation system (1) as clained in

Claim1l, in X nd conmmuni cati on neans i ncl udes a
second firewal|l (28) through which the multinedia call nust pass; ix) the

second firewall (28).is.configured to, resfrict certain types of
communi cat i ﬂ%eé%@é%et RS 108 n’rrhaFLES TEWS Pt t‘ﬁ%g%ﬂ%ﬁ efhe IP

comuni gpt i R0k ¢BAE; their destination address 17 becomes the
true IP address 16 of terminal Bl 12. The H.323 message 53

contained in the packets is not changed, but because the

proxy server 42 inserted the true IP address 16 before

sending the message 52, the message 53 forwarded by the

15 router 34 now has the correct IP address 16. This
forwarded message 53 contains information that identifies

the call as originating with the user at terminal Al 10.

The setup message altered by the router 34 isg then

20 represented by:

TCP Packet | Source Ip/Port: 45.6.7.8/2777
| Destination IP/Port: 10.1.1.1/1720

25 H.323 | Source IP/Port: 45.6.7.8/2777
| Destination IP/Port: 10.1.1.1/1720

Step 4, Figure 6:

30 The terminals Al 10 and Bl 12 decide, for example in a
process as 8et out by well-known internationally agreed

standards, that they will send audio and/or video signals.



x) the proxy server (40) has |ogical comunication ports (33) for
comuni cation with the termnals (10,12) including one or nore pre-assigned
ports (41wapdriieéo 30 comruni cation with the second term nqicﬁdﬁ()lmg,md Xi)
the second firewall (28) is configured not to WO 02/ 11400 - 34
PCT/ GBA /03308 restrict communication between the second termnal (12) and
the pre-assigned ports) (41,55) of the froxy server (40) . 5 3. A
comuni cation system (1) as clained in Claiml or Claim2, in which the
nunber of pre assigned ports (41,55) ,of the proxy server (40% i,s less than
or equal toTHSe RESCHSSn ifbebh@f SaPgarklc £15hek GHFReLiRR« sapd1185p38% t he
. term nal (skaﬁlg %g)for 1aafo AsCoR™RI g8Li PRasystem (1) as clained in
Claim3, in ﬁ he proxy server (40) has at | east one pre-assigned port
nunber. 15 5. A connunication system (1) as clainmed in Caim4, in which

. the proxy s ver 40)._h re assi gne r u S. 6. nlcatlon
system (1) B%ﬁe%l ﬁi Iﬁ?bé%dﬁﬂbqgﬁgiﬂ?r?npﬁ% &R Pﬁewﬁéggy

(10, 12) §revﬁdiptﬁé'cé§vér&n56bﬁnéﬂdiah e Ve . Ukt | Eikhan 188 forgl 9Nal s

together with associated nultinedia control signals (59, 60) , the contro

si gnal s bei Bfenepends éﬁeﬂeﬁzﬂhécﬁﬂ@eﬁ§§ §es8apsr 64 back &ed thiee DROXKYa
signals beingd,g3,Sg3t ?@ t@% Eﬁ@ R&G Qégtgﬂﬁd pQr&?Pﬁ?wﬁFcéna?

communi cati on systen1 as c alne I nany pretedrng c airm
| east one othehmebsggeab4 communi cations ports is a pre-assigned port, said
request 30 (62) being sent to the pre-assigned port (41) as an initial

request to initiate comruni cation over the conmunication |ink. WO

02/11a0fy - $RisPEd/ LBL4HS308d by:

TCP Packet | Source IP/Port: 10.1.1.1/1720
| Destination IP/Port: 45.6.7.8/2777

15 H.323 | H.245 address IP/Port: 10.1.1.1/PB1

The router 34 translates the message as:

TCP Packet | Source IP/Port: 206.1.1.1/1720
20 | Destination IP/Port: 45.6.7.8/2777
H.323 | H.245 address IP/Port: 10.1.1.1/PBl

Step S5, Figure 7:

25
The proxy server 42 sends an H.323 "connect" message 56 to
terminal Al 10 at IP address 192.1.1.1/PAl. The message
names the IP address 45.6.7.8/2777 as the port to which
terminal Al 10 should make an H.245 connection.

30

This is represented by:



8. A communication system (1) as clainmed in any preceding claim in which
the communi cation neans is adapted for making a nmultinedia call at least in
part vi a wobbeldomt er net, and the proxy server (40) has ongcpgaivéisiP! €
public Internet protocol addresses) by which the or each of the termnals
(10,12) communicate with the proxy serves (40), the firewall (s) (26, 28)
being configured not to restrict comrunication between the 10 term nal s)
(10,12) and the Internet protocol addresses) and pre-assigned | ogical port

nunbers (4 ). of the proxy server (40). 9. C nication system (1) as
cl ai med i nl'gﬁé BackStecedi ng cl iHT9S whi ch tﬁ@/%oir ’a4gl'|§ré’ll'?{§r7%? pairs
of first termnals (10) and of r@AohtiRmY Nale/pbak: 182 A ¢oFpBRY cati on
system (1) as clainmed in any preceding claim in which the system (1) is

for making a 20 multinedia call according to the H 323 standard of the

cllai mod | 1 R br eceti ng. o al miriA WHCATRe SYLPEREC Ao 8 ol ARk ng & 25

mul tinedi a call according to the SIP standard of the Internet Engi neering
Task Force. 12. A communi cations system (1) as clained in any preceding
claim in wHeFIHLEy3t ehrprplptelothpakEfgagesd ' mand M‘@r% Ithe&cor di ng
to the MR stapdard-@indihanal nieragt Engi neering Task Force. WO 02/ 11400
- 36 PCT/ @A /03308 13. A communi cations system (1) as clained in any
preceding claim in which the system (1) is for making a nmultinedia call

according t H. 248 standard, of the 1TU 5 A co icagi system
(1) as cl aifﬁé%q%?ka precedi n¢H &% in whi E%ﬁpﬂgtSeg’gﬁg'?eéﬁfﬂ@ (12} is
anot henoproxy server (40) [serVipi@tdna@iohe CONBYPLLY :0f ot &r il nabg and
endpoints. 10 15. A conmunications system (1) as clainmed in any preceding

claim in which a third party deploys the proxy server (40) for the
provision gf JGemunication sery s RaLWRER eRbypBLLYeEs. &27.8/2777

Step 6, Figure 8:
15
Next, two events take place, either independently, or one
after the other. First, terminal Al 10 establishes H.245
communications with the proxy server 42. The IP packets
58,59 that carry the H.245 communication are subject to
20 the translations at the router 32 as the initial setup
messages described above. Second, the proxy server 42
makes a similar H.245 connection 60,61 to the terminal Bl
12 via the router 34, with address translation in the same
manner as described above. At this stage, there are no IP

25 address carried in the H245 messages 58,59;60,61.
Step 7, Figures 9A to 9E:

Terminals Al 10 and Bl 12 follow normal H.245 protocols to
30 open logical channels to carry audio and/or video signals.
Each channel carries either audio or video, but never

both. The process is the same for all channels. A number



16. A communications system (1) as clainmed in any preceding claim in which
the first termnal's enterprise deploys the proxy server (40) for the

. provi si oRy@h2/e4ber nal conmmuni cation service with other eng@fRBISRSes 20
service providers or its renote branches. 17. A comuni cations system (1)
as clainmed in any preceding claim in whjch the gatekeeper function is
co-resident with the proxy server (40). 18. A communi cations system (1}
as claimed in any of Clanms 1 to 16, in which the gatekeeper function is a
separate systemfromthe grox server. 34%,' 30 19. A nethaqd of making. a

mul ti medi &~ c@f P24 23nftRi CRENSHs 1By OPER Che HemItGLs i Ldsld 319 st

mul tinmediat 1 1 nd Livediza t } %g&.

PCT/ GBOL/ 03308 P %x&( %")”@ 10 A G\ iR | Ay n5°£ﬁ?f Al ©
conmuni cati o9A. neans and a second conmuni cation nmeans associ at ed
.respectively with the first nmultinedia termnal (10) and the second
multinmedia termnal (12), wherein each termnal 5 (10,12) has a nunber of

| ogi cal gommpnu Catde DRI WRiCA1lche) vhelotisapertht bie PG r&ﬁ@l«d@@ the
mul timedia call, including at |east one dynamically assSigned port (31, 35),
and the firsandonBfi cRITHLIEAL | ek aipir ddederibed | be&R.confn gured

(30) and ¢ @SR an o st Rofbn WY 1iet bl NaREint o ofh | 1 qrle® ok idRd'™!

conpri ses t hshairepscohrrangsaifitery tigose nokt iFegive cabl, mise stepsr exf 15

conmuni cati ons net wor k Zaiawith the fi rEt conmmuni cati ons megns and the
a

second conmfmEHES ofs IRAMeEhtRFE PRESremiNasf dFROYR, HNFH1qUH® and

the secqgd ngp ! idedici wdeh ihddd lshowh! 18WREGuE&6be 8Rabypin the course of
setting up a nultinmedia call, at |least one of the termnals (10,12) sends a

request (62) to the other of the termnals to open up one or nore of the
dynam c ports, (35)_Ln termnal_receiyin s e st 25 .characterised
in that the E oda%or#)l-{asvges{ghg%' er%seéol%/’: g?ﬁ%@?&d%ﬁ% ?'grrﬁS%ta%] 1(I:IPLO)‘-" each
term nal 30 ddnig t pereo paiir 0 BAYULENgandnTRAM LUDP 01312 RBOXENSenMEo (40)
between the first and the segond termnal (12) that acts for (10,12) as a
proxy for t fhamedr £QF n#8BA1Ng audio. Numerically, according to the

15 rules for RTP communication (standard IETF RFC 1889),
PA4 = PA3 + 1, and PA3 is an even number. Port PA3 is used
for RTP communication, and port PA4 is used for RTCP

communication.

20 Terminal Al 10 sends the necessary '"open logical channel"
message 62 to the proxy server 42. The NAT function in the

router 32 forwards a translated message 63 and IP packets

as:
Before After
25
TCP | Source IP/Port: 10.1.1.1/PA2 192.1.1.1/pA2
| Destination IP/Port: 45.6.7.8/2777 45.6.7.8/2777
RTCP | Address 10.1.1.1/PB4 unchanged
30

Then as shown in Figure 9C, the proxy server 42 compaoses a

gimilar new message 64 to terminal Bl 12. The proxy server



urse of a multinmedia call, the proxy server |ogical communication ports (33
) for with the termnals (10,12) including one or WO 02111400 - 38

PCT/ GB01/ Q339811466 € pre-assi gned ports (41,55) for comunige@t/cao/okegd t he
first termnal (10); d) configuring the first firewall (26) not to restrict
S communi cation between the first termngl (10) and the pre-assigned ports)
(41,55) of the proxy server (40); and e) configuring the proxy server (40)
to receive and forward (64) the requests) (62) to open up said dynamc 10
ports) (35) via one of jts ,pre-assigned ports (41,55). .AI1.A A _,

‘. A3s. As. A342APlaces othe G%EYA%A'(.%%?W?%%%S&%\P@ABO“S in this
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] ca] ca] cal] ca] cal] ca] cal] ca] cal] ca] cal] ca] cal] ca] cal] ca{ <<<<<<<<>>>?@AKA+A

, A@GABABB=C6 EQEXEE+FFFGGGEH{ vql gb] XV] ] c] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca]

ca] ca] capcahtal arldride | sashéan] eaie&wgwli cend cai mpihc ahraldheritqal @t the

HCl 1 JJ#J*J9JJWN| FRI RSUUUUUUV%Y( YnZy Z} Xr mhe”YV] ] c] ] ca] ca] ca] ca] cal]

ca] ca] ca] catpusptalida] s ehiraes chie adpebjratriéanciPcd aUi8a)tdy cal c

aJ ca] ca] ca . '
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Ul cral] cal] ca] cal] ca] calU] ca] caU] ca] ca] ca] ca] caU] ca] caU] ca] ca] c*a] ca] ca] ca
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a] ca] c"gpca] ca] c3] pepksatadcarvadbeal cabos. 31TLMBEL  10.1.1.1/PB1

gl xz}{vqgl fa[Vjd_YT]]]caU] ca] cal] ca] ca] ca] cal] ca] cal] cal] ca] cal] ca] cal] ca] ca

U] ca] cal] ca] ca] caU] ca] ca] cal] ca] ca] caU] ca] caU] caU] ca] } h- 09@BE' RYu{{vql gb] X]
caljca]ca c ghﬁyﬁ ca] ca] ca] ca] cgkc c a cajcal] c

L} ]caU} ca} ca}lggi?ci} %a ca cg% ca] KP{ cr]('\)TRLM&]';S;g%'gl/E%‘; %ﬁéh&&é&&w Jeadd

ysni d*YT] ] ca] caU] ca] ca] ca] caU] calU] ca] caV] ca] caU] ca] cal] ca] ca] ca] cal] ca] cal

Cg}#’? g]r iZ]@,XB\w/L%%E}' %g%%;g{ %’%ﬁl?&’g?c 5PEa IO RA L B c AP 5504 E8S ca] ca
] ca] ca] ¢a] caukmal grUl P& ark@ehaal sradsed caﬂcqaqlo@ﬁ@h%@"kr £BEfonse 66

} b} xrmgb] W] cU] ca] ca] cal] ca] cal] ca] ca] ca] ca] ca] cal] ca] cal] ca] ca]B(ia]lcza] caj ca

] ca] cal] ca] thptadpadiadai ik eele alf cajdredges?16 of terminal
b b |
P el cobapoe) ok opabansaken ) el 12

terminal Bl has opened.

30 The "open logical channel acknowledge" message 66 gives
the RTP and RTCP addresses of the terminal Bl 12, here
10.1.1.1/PB2 and 10.1.1.1/PB3. In this example, PB2 is an
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sf & WO 02/11400 PCT/GB01/03308
10@Q&f()-|py #10%P(P(&'()-|fy #10%F(F(&'()-|ky -#10UK(K( & () -0, 23uV7!
L10% & ()-MAO0U & ()-Y"'s10% & ()- 10% &5k) - 10y(y( 10y(y(

10y(y('F(M 10%y(y(& ()-s3 zX9uV7ly' & &' ()-'"fT@10%(F(& () -
;BF%%?%{%FE%;()- @ﬂO@&&f()-!)Q"lO@Q(&T() 19"10% (& ()- O6PQRSW [Mly' 10%
101 (1 (! f 3@+ EYHHY |rvl&%tvz'aﬁ<%@aa)%(aﬁ?& 1)t 21 i 5aie9839% 266 ) 18, PERE6SE (c( &

et g 2Ot oY s, gy ioreee el vo e
true IP address 16 of the term1nal Bl 12, and a
destination address equal to the IP address 44 of the

5 proxy server 42. The message 66 passes through the router
34 which uses the simple NAT function to forward a
translated message 67 to the proxy server 42 having the
true IP address 16 of terminal Bl 12 changed to the public
IP address 17. The packet reaches the proxy server 42,

10 which uses the dynamic port numbers from the message plus
the public IP address (206.1.1.1) of terminal Bl 12 to
open its pre-assigned ports 33 to send the audio signal to

terminal Bl 12. The router 34 does not change the

addresses in the H.323 message.

15
This is represented by:
Before After
TCP | Source Ip/Port: 10.1.1.1/PB1  206.1.1.1/PBl
20 | Destination IP/Port: 45.6.7.8/2777 45.6.7.8/2777
RTP | Address 10.1.1.1/PB2(UDP) unchanged
RTCP | Address 10.1.1.1/PB3 (UDP) unchanged

25 Finally, as shown in Figure 9E, the proxy server 42
transmits an "open logical channel acknowledge" response
68 to the public IP address 18 of terminal Al 10 to tell
the terminal the ports that will receive the audio signal.
In this example, the message lists the pre-assigned ports
30 2776/UDP and 2777/UDP at the proxy server 42 as the ports
for RTP and RTCP respectively. The router 32 modifies the
IP address of the terminal in the IP packet of the
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j 14kl mwv_BrS4Y"s3, ' 109%& ()-#_'!3, ' 1094 )-#!3, ' 109%& ()-#! 9B8s' 10%& ()- & 3s
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3, ' 109& ()-#"#$_"ctR 413 _'13, " 10%& ()-#3, " 10%&' ()-#_"13,°"10%& ()-#3, "1

0%& ()-#_'1 443, " 10%& 113, 10% 10948 13,0 100@ () - #
3, 109 ()F !%?S’g%%%s?) Q‘é‘% &B% ep- ¢Fhafn§e t%)i%’?)r%%mn%ty&' () -
#_'13, " 10%k¢4e1#; The terminal receives this message 69, and begins

<tR 413_' 13, " 109%& ()-#3, ' 109 ()-#_' '3, 109%& ()-#3, " 10%&'() T<=xyzi Q4
413, ' 109 t9-gend 3the 1mogiq signal. T00& ()-# ' 13, " 100& ()-# 3, " 109& ()-#
| XOR04! 3, " 109& ()-#3, ' 100&' ()-# '13, " 10%& ()-#3, " 10%& ()-# '13," ' 10%& (
)-#XYZtR 413 ' 13, 1098 ()-#3, ' 100& ()-# '!3, ' 100& ()-#3, ' 109& ()-# '
EFG Q1453, tHOY8Ethp# mekBagel QARepat' 1 EHOYROMLe# 303,18 10P@hd)ated, ~' 10%
& ()-#G >3, '1 310% & ()- 3s10% & ()- 10 10

103, ' 10%& 35 -Fe1laws: 100 ()-#Ni |[: >3 3@10%& () - @¢10% & ()-
@10% " ' & ()-' Q 10%4& ()-3 N 10% & () - 3 pales@% & () - (

" [NAAL10° 10° 10" 0 109 & () - #." 10%W W& ()- 3( 10% & f) 38 10% & ()-
3F" 100 & ()- """ #$3| [ NAAL10 FI ' 10% & ()-' _Fl "10%+ & ()-' ?Fl

AT e Wt ) SR St by 10
@10%'18' () - ((([((méiem#ﬁldn 3 IPY®¥re:) &102-. 1.3F1/PA% &o( )L~ 13@1:@% & ()-

3s10%"' & ()-10v+ v10v+' v1i0v+' v p33' 10%+' v& () - 32)|))***f+|[ vU4!
_W#109@>' ?& ()- 3 3yf#10%' & ()- 3 #10%' & ()-3 V 10%' & ()- 3 10%&& 0)-

39810%' & ( §+4] Aqdregs [ NAg1 10> 105" 405763389 2308 f‘[‘é 10%' & ()-3
3+s' 10%' &'% L Addregy ()- | &#10%" & ()- 282 bt
$10%>' k& (RTP W} Address 45.6.7. 8/2777 unchanged

15 Multimedia communication ("media data") may then flow
between the two terminals 10,12. As terminal Al 10
generates media data for the new channel, it sends it from
a new third port 10.1.1.1/PA3 to the proxy server 42 at
45.6.7.8/2776. The proxy server 42 receives the media

20 data, and determines from the apparent source address that
the packets are intended for the logical channel, and
forwards them to Bl 12 by sending them from 45.6.7.8/2776
to terminal Bl 12 at 206.1.1.1/PB2. The proxy server 42
may perform processing before sending the media data

25 onwards, or it may forward the media data unaltered.

In this example, the proxy server 42 must record the
apparent or '"public" IP address 18, here 192.1.1.1, of
terminal Al 10 because it will not have direct access to
30 the true originating address 14, here 10.1.1.1, as it

receives the packets of media data.
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3F" " 10% & (ﬁ(ﬁfﬂrﬁ)@}%i@ a@;ﬁ% 0%38# )dep Sitenttd §dre simple

3\ & #10% & 3 #1
(1-to-1) NAT (Network Address tranglation) mapping may be

applied at the edge of the private networks, or where NAT
15 may be bypassed. A separate aspect of the invention
applies to deployments where NAPT (Network Address and
Port Translation) is applied at the edge of the private
networks. The two aspects of the invention can coexist and
the apparatus can allow communications to take place
20 between private networks following one method and private
networks following the other method. Similarly within a
single private network, some terminals may use one method
(e.g. dedicated room gystems) whereas other terminals may
use the second method (e.g. desktop client PCs).
25
The invention presented herein are illustrated with
reference to the ITU H.323 standard as that is the
predominant standard for multimedia communications over
packet networks including IP networks. However, it is
30 equally applicable to other standards or methods that need
to dynamically assign ports to carry bi-directional
information , for example SIP, MGCP and H.248.
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Claims
1. A communications system (1) for making a multimedia
call, comprising, a first multimedia terminal (10), a

5 gecond multimedia terminal (12), communication means for

making a multimedia call over a shared communications

network (20), said communication means including a first

communication means and a second communication means

associated respectively with the first multimedia terminal

10 (10) and the second multimedia terminal (12),

the first

communication means including a first firewall (26)

through which the multimedia call must pass, in which:

i) the first firewall (26) is configured to restrict

15 certain types of communication between the first terminal

(10) and the shared communications network (20);

ii) each terminal (10,12) has a number of logical

communication ports (27,29) for transmitting and/or

20 receiving the multimedia call, including at

dynamically assigned port (31,35);

least one

iii) in the course of setting up a multimedia call, at

least one of the terminals (10,12) is adapted

to send a

25 request (62) to the other of the terminals to open up one

or wmore of the dynamic ports (35) in the terminal

receiving said request;

characterised in that:

30

iv) the system (1) includes a proxy server (40} between

the first terminal (10) and the second terminal (12) that
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5 (33) for communication with the terminals {10,12)
including one or more pre-assigned ports (41,55) for

communication with the first terminal (10);

vi) the first firewall (26) is configured not to restrict
10 communication between the first terminal (10) and the

pre-assigned port(s) (41,55) of the proxy server (40); and

vii) the proxy server (40) is configured to receive and
forward (64) the request(s) (62) to open up said dynamic
15 port(s) (35) via one of its pre-assigned ports (41,55).

2. A communication system (1) as claimed in Claim 1, in
which:
20 wviii) the second communication means includes a second

firewall (28) through which the multimedia call must pass;

ix) the second firewall (28) is configured to restrict
certain types of communication between the second terminal

25 (12) and the shared communications network (20);

X) the proxy server (40) has logical communication ports
(33) for communication with the terminals (10,12)
including one or more pre-assigned ports (41,55) for

30 communication with the second terminal (12); and

xi) the second firewall (28) is configured not to
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port number

15 5. A communication system (1) as claimed in Claim 4, in
which the proxy server (40) has two pre-assigned port

numbers.

6. A communication system (1) as claimed in any
20 preceding claim, in which the terminals (10,12) are

adapted to transmit and/or receive multimedia media

signals together with associated multimedia control

signals (59,60), the control signals being sent to one of

the pre-assigned ports (41) and the media signals being
25 sent to the other of the pre-assigned ports (55).

7. A communication system (1) as claimed in any
preceding claim, in which at least one of the logical
communications ports is a pre-assigned port, said request
30 (62) being sent to the pre-assigned port (41) as an
initial request to initiate communication over the

communication link.
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8. A communication system (1) as claimed in any
preceding claim, in which the communication means is
adapted for making a multimedia call at least in part via
5 the internet, and the proxy server (40) has one or
multiple public internet protocol address(es) by which the
or each of the terminals (10,12) communicate with the
Proxy server (40), the firewall(s) (26,28) being
configured not to restrict communication between the
10 terminal(s) (10,12) and the internet protocol address(es)
and pre-assigned logical port numbers (41,55) of the proxy

server (40).

9. A communication system (1) as claimed in any
15 preceding claim, in which there is a plurality of pairs of

first terminals (10) and of second terminals (12).

10. A communication system (1) as claimed in any
preceding claim, in which the system (1) is for making a
20 multimedia call according to the H.323 standard of the

International Telecommunications Union.

11. A communications system (1) as claimed in any
preceding claim, in which the system (1) is for making a
25 multimedia call according to the SIP standard of the

Internet Engineering Task Force.

12. A communications system (1) as claimed in any
preceding claim, in which the system (1) is for making a
30 multimedia call according to the MGCP standard of the

Internet Engineering Task Force.
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server (40) for the provision of communication services
between enterprises.

15
16. A communications system (1) as c¢laimed 1in any
preceding claim, in which the first terminal‘s enterprise
deploys the proxy server (40) for the .provision of
external communication service with other enterprises,

20 service providers or its remote branches.

17. A communications system (1) as claimed in any
preceding claim, in which the gatekeeper function is
co-resident with the proxy server (40).

25
18. A communications system (1) as claimed in any of
Clams 1 to 16, in which the gatekeeper function is a

separate system from the proxy server (40).

30 19. A method of making a multimedia call using a
communications system (1) that compriges a first

multimedia terminal (10), a second multimedia terminal
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1 THEYR ()*+’Ehé Ogggéléé%ultimedia terminal (12), wherein each terminal

5 (10,12) has a number of logical communication ports
(11,13) for transmitting and/or receiving the multimedia
call, including at least one dynamically assigned port
(31,35), and the first communication mwmeans includes a
first firewall (26) configured to restrict certain types

10 of communication between the first terminal (10) and the
shared communications network (20), in which the method

comprises the steps of:

a) setting wup a multimedia call over a shared
15 communications network (20) with the first communications
means and the second communications means between the
first multimedia terminal (10) and the second multimedia

via the first firewall (26);

20 b) in the course of setting up a multimedia call, at
least one of the terminals (10,12) sends a request (62) to
the other of the terminals to open up one or more of the

dynamic ports (35) in the terminal receiving said request;
25 characterised in that the method comprises the steps of:

¢) including a proxy server (40) between the first
terminal (10) and the second terminal (12) that acts for
each terminal (10,12) as a proxy for the other terminal
30 during the course of a multimedia call, the proxy server
(40) having logical communication ports (33) for

communication with the terminals (10,12) including one or
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more pre-assigned ports (41,55) for communication with the

first terminal (10);

d) configuring the first firewall (26) not to restrict
communication between the first terminal (10) and the

pre-assigned port(s) (41,55) of the proxy server (40); and

e) configuring the proxy server (40) to receive and
forward (64) the request(s) (62) to open up said dynamic
port (s) (35) via one of jts pre-assigned ports (41,55).



