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15 BACKGROUND ART
Steganography and Watermarking

Steganography is the science of hiding a signal within another signal.
Steganographic algorithms or processes may be robust or "fragile ” — that is, it may
be very difficult or very easy to corrupt the hidden signal. Considering audio

20  applications, one very fragile steganographic technique is to use the least significant
bit of a PCM channel to carry a data stream independent from the audio program
content, which would be carried in the upper bits. The hidden data channel carried in
the least significant bit does not significantly distort the audio program, but rather
acts as a low-level dither signal. This technique is fragile in the sense that stmple

25  audio processing can destroy the data signal, such as gain changes, digital-to-analog
conversion, etc. _

Watermarking is a form of steganography in which, typically, the signal hiding
technique is intended to be robust against corruption by either normal processing or
deliberate attack. As such, watermarks are valuable in applications related to

30 security, such as copy protection or identification of content ownership. In such
applications, the watermark may carry, for example, copy control status, copyn'ght

information, and information related to how the main program material was released.




Information _Or | Perceptual Encoder z 1 Perceptual Dec n.10 ut -
(Primary Information wth Enbedded Supplenental Infor n%?&e&mar(g%@
Abstract:éﬁanet hod of nodifying the operation of the encoder function
~and/ or th&QYEUBART function of a perceptual coding systerRGHV¥dCH dance
wi th suppl enental information, such as-a-watermark, so that the

suppl emental information may be detectable in the output of the decoder
f unct i on Evendf the mpineprogramds swbseguenthpstol et emillegally eopiedoistenllyuthet i on

and/ or the decoder function [n response to the supgplenmental information. 8

Febr uar y Wabemn remalwgefhbﬁ/mﬁm%smggrmn@@w%ap I 886y iy one or

More Para r:S_ of Audi o, .or Video Perceptual Coding Systemin Response

to Suppl S%hﬁ%}mﬂ@&%% "TECHNI CAL FI ELD The invention relates to

st eganogr aphyy.i f ' [ j C »
Oph%rﬁﬁ&e%%ﬁ’ﬁﬁﬂﬁ ng}ng ‘?né%i‘tg& A S/ {ssalon%/g Con ot

particularly, e invention rela to nodifying-tthe operation o

encodgr S@. gaRAaRy of hﬁed?ﬁé@ﬂﬁh&ﬁ&eﬁ&s@i&ﬁ@n@faﬂw Heforpeticie REde (octhisignady st em

~in accordance with supﬁ_ enmental ‘information so that the suppl enental

i nf or mat abtherbpgimmingeifdbisgiite may canencopprghbinfotmatiecadie. maieting
suppl enental, informatjon i,s often referred to as "wat er mar k" .
Vit er mar Kegigongvhihe aﬁs@e@ﬂ@m a@d%ﬁ&ﬁ@g ead 19§ the sigp gquatain playback

information, such as date/time stamps and/or machine serial number. For content to
be traced to its origin, watermarks may be embedded at various locations along the
10  distribution path.

One important consideration for watermarking of audio and video signals is
that the hidden signal should not unnecessarily degrade the quality of the signal in
which it is hidden. Ideally, the watermark should be completely transparent; that is,
the difference between the watermarked signal and the original signal should be

15 -imperceptible (to an unaided human observer). Of course, the difference must be
detectable by some means, as otherwise the watermark signal is unrecoverable.

- However, watermarks may be intentionally perceptible for some applications. For
example, images may be visibly watermarked in order to prevent commercial use. In
addition, paper may be watermarked in order to convey a perceptible seal of

20  authenticity. ‘
Thus, the goals of watermarking may be summarized as follows:
o modification of a primary signal in such a way as to add a secondary signal
or supplemental information, resulting in a modified primary signal,
B o the difference between the original and the modified primary signal should
25 be detectable but imperceptible, and | '
| ¢ the modification should be difficult to remove or obscure.
Perceptual Coding

Perceptual coding is the science of removing perceptual irrelevancies from

signals in order to reduce them to a more efficient form of expression. For example,

- 30 in some applications, perceptual coding is used to reduce the transmission data rate
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. FIG. 1 shows the sound pressure level at which sound, such as a sine wave or a
narrow band of noise, is just audible, that is, the threshold of hearing. Sounds at
levels above the curve are audible; those below it are not. This threshold is clearly
20  very dependent on frequency. One is able to hear a much softer sound at say 4 kHz
than at 50 Hz or 15 kHz. At 25 kHz, the threshold is off the scale -- no matter how
loud it is, one cannot hear it. '
Consider the threshold, as shown by the dashed line in FIG. 1, in the presence
of a relatively loud signal at one frequency, say a 500 Hz sine wave, shown as the
25  vertical line in the figure. The threshold rises dramatically in the immediate
neighborhood of 500 Hz, modestly somewhat further away in frequency, and not at
all at remote parts of the audible range.
This rise in the threshold is called masking. In the presence of the loud 500 Hz
sine wave signal (the “masking signai” or “masker”), signals under this threshold,

30  which may be referred to as the “masking threshold”, are hidden, or masked, by the
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per cgpt ualasking essentially only while the masking signal is present (“simultaneous
| masking™). Other masking signals provide masking not only while the masker occurs
but also earlier in time (“backward masking” or “premasking”) and later in time
(“forward masking” or “postmasking”). A “transient”, a sudden, brief and significant
increase in signal level, may exhibit all three "types" of masking: backward
20  masking, simultaneous masking, and forward masking, whereas, a steady state or
quasi-steady-state signal may exhibit only simultaneous masking.

All noise and distortion that is added by the perceptual coding process should
remain below the masking threshold in order to avoid perceptible impairments. If the
noise or distortion added by the coding process reaches, but does not exceed, the

25 masking threshold, the signal is said to be coded at the level of "just noticeable
| difference”. The "coding margin" of a system may be defined as the amount by
which the added noise or distdrtion lies beneath the masking threshold -- a coding
margin of zero means that the signal is coded at the level of just noticeable

difference, while a positive coding margin means that the added noise or distortion is
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OCCHTS in a full forward adaptive system. A more detailed discussion of these three types of

perceptual coding systems is set forth in “AC-3: Fiexible Perceptual Coding for
Audio Transmission and Storage,” by Craig C. Todd et al, Preprint 3796, 96th
20 Convention of the Audio Engineering-Society,‘ February 26 — March 1, 1994.
Perceptual coding systems developéd by Dolby Laboratories, such as the Dolby
Digital and Dolby E coding systems, identified further below, are examples of hybrid
forward/backward adaptive systems, while the MPEG-2 AAC coding system, also
identified further below, is an example of a forward adaptive system.
25 The goals of perceptual coders may be suinmarized as follows:
e modification of aiarimary signal resulting in a modified signal,
e the difference between the original and the modified signal should be
imperceptible, and
¢ representation of the modified signal should be more efficient than

30 - representation of the original signal.
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In accordance with an aspect of the present invention, there is provided a method of

modifying the operation of the encoder and/or the decoder function of a perceptual coding system in
accordance with supplemental information so that the supplemental information may be detectable in
the output of the decoder function, comprising modulating one or more parameters in the encoder
function and/or the decoder function in response to the information content of the supplemental
information.

In accordance with the aspect of the present invention, supplemental information, such as
watermark information, is conveyed by modulating one or more parameters in the encoder and/or the
decoder of a perceptual coding system in order to cause a detectable, but preferably imperceptible,
change in the output of the decoder. This information is "supplemental” in that it is in addition to the
primary information, such as audio or video information, carried by the coding system, Typically,

such
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‘as follows: _nodification of a primary signal resulting in a nodified ‘
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techr§ quBsragistéRih e hercepiabbh aha/o?%ﬁggﬁ?%gﬁjggglﬁaggfer).f rom successful

attack by keeping the details of the water under the

presunpt i on tAkhough céteindiatpdemerntations obthedubbmitdny, winaimpleireacddeaisleudt! |
not know how to nodify the watermarked signal to obscure the waternmark
dat a. ThP&rtlydnanmmaeden maxmsirecty medify bitstyearn detayrepsescatingthe primary he
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goal 1y of inFehktidry tHIR beOSnSYBHRF |1ﬁiﬁ‘E' i t Qéﬁtﬁ’zgt cBdsych a
way that theft of theecontent i%a%’gig?%z%ﬁégrﬂjsa ?%u%ﬁ{e%g@eg su seéiaggn

proof of The iaentisncontanglatds! detgction éfthe Soppleeeptaltinforpiatiagyin thée robust
agai nst attacks, and maintain high security at even the weakest link in

t he systmemustﬂwdﬁ@mpurt Whﬂh!egﬁ?hﬂm"@nﬁammqnvgyed as thesyssult ot he
of 1 ﬁgt s in S pctleh an B SR HEERIeD) bt e i BICBASG S b Ry ot em |
o or mat o 15 RARRIEHER o meth Valiadfe Skila palEpRiBBEWER) Bt pmone
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and/ or the decoder function in response to thé infornmation content of the
suppl enevelaé the parameter otherwise would have been were it not for the action of the
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present invention. For example, the parameter value may be varied between or
among its default value and one or more other values (in the case of a parameter
having only two possible values, such a parameter sometimes referred to as a “flag”,
20 the parameter may be varied between those two values), or it may be varied between
| or among one or more other values, which values do not include the default value.
By "modulating in response to" supplemental information or a watermark
signal or sequence we mean that the modulation of a parameter is controlled by the
supplemental information or watermark signal or séquence either directly or
25 'indirectly such as when the control is modified by a fimction of one or more other
signals, the signals including, for example, a set of instruction such as a deterministic
sequence or the input signal applied to the coding system.
By "parameter" we mean a variable within a perceptual coding system that is
not bitstream data representing primary information. Examples of Dolby Digital
30 . (AC-3), MPEG audio, and MPEG video parameters that are suitable for modulating




i nformation. In accordance with the aspect of the present g 'Iﬂe‘ﬁ?”atr\/l%bs
suppl enental information, such as watermark information, 1's convéyed by

nodul atin nore paraneters in the encoder and/or t of a
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of nodul @iahﬂﬂrcﬁaﬁ}%![’i?éﬁg?oarmﬂetbfkey&%%%I%ﬁ%de”wder) and in the decoded
signal (in the case of dulating 5 paraneters in the perceptual encoder
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i nvention, when inplenmented at |least partly in an encoder, may indirectly
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does not conﬁb‘? Iateth dlrect d|f| tion, of |tstrea dat a
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I nformation i s conveyed as the resul aétions in the encoder and/ or the

decolier ) A€ kestetr) acalefattoss andiHudfindh didogled @asffidgntsnodul ati ng" we mean
varying the value of a paraneter _ between or aarrgrrig” 15 one or nore val ues

(states), wheinegomplgrpevesplied opding sistame(ag:; Digikal anst Dol Etaudisl ue
t he par ot.her d h ve  been re it not for t action of the
br esent - MBIEGAT0RP> MBFC: Yilor efo) RdTgs mues ofyateRondinyt eipaprEditiuson
or anon r e se of a
par amet egrd‘ﬁa?/lg%{f%%%ﬁiﬁmg?poss|c@1§gﬁgf{@§% SL]I:(S,‘]‘ﬁ%X y@hﬁ%&%@ ‘lflrres

ref er r edDlofyPE @ré &haanar%%ﬂm&b@qzmmhemc&ﬁlﬁgac rhgbyeen those two
—val-ues),~or ‘it my be varied between or anbng one or re ot her val ues,

whi cib val ues DetailsofiDuiby @githbcatlihg ard setdbttk in “Bygitaivtudiat Cogprezstomsponse
to" supplenental information or a watermark signal or seguence we mnean t hat

t he nodubtindarl AC3)pafdrencad Telegistan dysteas @omweﬁe%(xb’ﬁ EdiRoewment

- | nf ormat ] A%b,%ecvé%beerr%r li9§15 ?zrll\?zllla% e {S)I? ue{?vcorlcf W1 0%%he Yntgrrnet at
www.atsc.org/Standards/A52/a_52.doc.) See also the Errata Sheet of July 22, 1999
(available on the World Wide Web of the Internet at

20  www.dolby.com/tech/ATSC _err.pdf). '

| Details of Dolby E coding are set forth in "Efficient Bit Allocation,
Quantizaﬁon, and Coding in an Audio Distribution System”, AES Preprint 5068,
107th AES Conference, August 1999 and "Professional Audio Coder Optimized for
Use with Video", AES Preprint 5033, 107th AES Conference August 1999.

25 Details of MPEG-2 AAC coding are set forth in ISO/IEC 13818-7: 1997(E)
"Information technology -- Generic coding of moving pictures and associated audio
information --, Part 7: Advanced Audio Coding (AAC)," International Standards
Organization (April 1997); "MP3 and AAC Explained" by Karlheinz Brandenburg,
AES 17th International Conference on High Quality Audio Coding, August 1999;
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25 indirectly such as when the control is nodified by a f tion ne or
nore other signals, the signals including, for exanple, §ﬂ£%¥u%¥350§

i nstructi S a determnistic sequence or the inpu | ana plied
to the co&ﬁﬁ@ygggﬁenl By "paranmeter” we nean a variable mﬁ?ﬁhﬂﬁé&%%gceptual
coding systemthat is not bitstream dapa representing primary information.
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~encodér Istindaods feetlsleBitRhie Andio Codingy" b K arlticis Brandeabuit arthMastinh as
audio or video information. Bitstreamdata representing primary
i nf or mat Bwst,iln&udie Engf Sec.e Valpts No.nl/2hkenvaggFefruarsDb$®B5;  Digital (AC 3)
system expongnts_.and nti.ssas, and, in the case of an MPEG 2_10 AAC
~ system scal oSperifiedetavANes Foraeroantial sod e BT met e Ao generallyghesen
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August 1999 and r Optimzed for e wmth Video",

AES P5 epinfotmaiid3 codfaiiidd wibirGhefrepdaced\(dicotdedP98nal? In B¢ aidesoffudid’EG - 2
AAC coding are set forth in |SOIEC 13 818-7;1997(E) "Information
t echnol ogignals, farrzampledbiigtestiononanbe peearnpbshedratonsticallyuinsdmeidisss,

while electronic detection may be required in other cases. Electronic detection may

be in the digital or analog domains. Electronic detection in the digital domain may
- be in the time or frequency domain of the decoded output or may be in the frequency
20  domain within the decoder prior to frequency to time conversion. Extracting the
watermark after acoustic processing is considered a more difficult challenge because
of the addition of room noise, speaker and microphone characteristics, and overall
playback {rolume. |
Many practical perceptual coding systems do not meet the requirement of
25 keeping added noise beneath the level of just noticeable difference. Perceptibility
requirements in perceptual coding systems are ofien relaxed to meet bit-rate targets
or complexity limits. In these cases, although noise added during perceptual coding
may be perceptible, there likely will be values other than default values to which
coding parﬁmeters may be modulated that will not render any more perceptible the

30 already perceptible noise. Although the modulation of a parameter may result in




information --, Part 7: Advanced Audi o Coding (AAC)," Int %:{p%} i onat&
‘Standards Organization (April 1997); "MP3 and AAC Expl aine ruew 71 hei nz

Br andenbur, - 17th International Conference on High ' e}
Codi ng, Al}gﬂé'% 9: 8 February 2005 WD 02/ 15587 PCTf us%%’ééu’g-g

a-ad "I SO I EC MPEG 2 Advanced Audi o Cogj.ng" by Bosi, et. al., AES
preprint 43 82, 10 1 st AES Convention, Cctober 1996. An overview of
vari ous pbsieptialy nogseeaptiblechangerin pEodelivedemaiselarey erihelES, iemaypdesudt iraad
ot hers ise?%&iﬁor hin "Overvi of EG Audio: Current and Future 5

St andar d< HRange ndhe de 1Z¥Hi ng, " by Karl heinz Brandenburg and

Marina Bosi, .0 Eng..Soc ..Vol _ 45.No. 1/2 ] / Feb 1997.
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par anst erdistattitasaddedt bypperdepmatiesdiie do b chdsanal ButIbwothedePslIoTeRid bl e

differences and such variations in coding paraneter -values may result in
decoded dioginealde differedoe i allor partyadithe fpquempt spebtrund("distoionesin thivot e t hat
| mper ceptibili detectability is based

ty r rs tqQ human_ perceptign whereas
on the c&FB%H IS fﬁx@éﬁ}fgﬁn&egﬁﬁww C@éﬁaéﬂdmg}n@@ma&mndana@ww
wat er mar Cl Of1.1. e edded I pf.Qr i on_cont ai,ned w,t hin
the’t cpr oS ELERIREIERECED, HierRE FhEOwCs BERETR be Fhaginaf aorcind tie
exanpl e, : ST BRI ' ti Vo ; ases,
whi |l e el éct ron %ﬂ’ggt{sgig‘t I on 1%@%29%%??§%ﬁ&g%h@ﬁé§se§§ ge%ﬂg‘?ggoni C
det ed0i omayking theeshivld bad dr@itingla Perceitilo dnpPoimient - OR B biiaRhandeiraat i on in
the digital donmain may be in the tine or frequency domain of the decoded
out put omttaely wisze belowhthef mesiing tyregitold ptien parii dfrthe effeetsddfqme@Emneteri or to
-frequency tff tine,, onverlsi on., Extracting the watermark after acoustic
processi mpduatiophikelyretl emaine difficult chall enge because of the

Pl ayback vol uiss SURRkTeS PR EShechlt Bsreent SreRgoR et EmsO s RewioRed:  ho
equl 1 eMyienGho oABod@ el hot esel 36 ) Bkt B S thatlothetphg ot ceabl e

di fference. Percepti ty require n perc ng systens are
of t ed5r elditadionarsdelowithe leweEof uspRdiceable diffeRdiel M thisWakes, the Bolfeese

cases, al though noi se added during perceptual coding may be perceptible,
t here | i Rigngl isi ericoded iabuetsa wialydhattib imnintiefived relatideuto the sowcecind the
| parameter modulation introduces impairments in the decoded signal that are different
from a detection standpoint, but, preferably, are substantially the same perceptibly.
As in the previous case, it would be difficult to remove or obscure the resulting
20 effects of the parameter modulation in the decoded signal without exaggerating the
impairment or introducing ﬁdditional impairments with a greater degree of
perceptibility.
The approach of the present invention is findamentally different from
techniques that apply a watermark prior to perceptual encoding. In those techniques,
25  even though the coding system may contain enough coding margin to convey a
watermark, there is no guarantee that the particular method chosen to convey the a
priori watermark coincides with the location of the perceptual coding system’s
coding margin. Because such prior systems operate independently, they may
occasionally interact badly, introducing perceptible impairments or causing the

30 watermark to be obscured.




codi ng paraneters may be 'nodul ated that will not render nor e
perceptible the 30 already perceptible noise. Although th%&'ﬁ?%?%@ of a
par amet er It in 8 February 2005 WD 02115587 PCT[ USQ1/ 25473 - 10
substanti ﬁ%ﬂ#ﬁ?’};er cepti bl e change in perceived noi se, né’?é'%qsﬁg?%gﬁ, it
may result in a detectible change in 4lle decoded signal. Preferably, in
.accordance wth aspects of the present invention, one or nore _paraneters
are nodul at edAs sationedaborepareeptual ensedemsdaduea the detamaée ohan ipde and 5
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effects of nodul ating one or nore paraneters w thout exceeding the

maskig adaEsdtelconaoll’ thatatsunes thaptiecenebiel eutptpdoesmotiexcéal thiedfiredl Hiedhand,
if an attack were_ bel ow the masking threshold, then part of the effects of
par anet elnformafiomsizen Thewatscantral re&m‘s inforgation gt idaglachisyed shebnal of

t he present 'Byention may al so be enployed when the encoder does not
encode t ¥ %% source signal so that noise and. 15 distortion are bel ow

0 encoded | oRime BOLERRRR Efodtely, & Mol bl & pdil SAH 68 il 90°
the par@iBisto Bt thaPhel drfREHTBAMANIRAY ABOMded. N Al fiSiof8SPHRAs St t hat

are different froma detection standpoint, but, preferably, are

subsi@Gnt ¢ahpyres ke saigingd énmeigral with e encotliéd sighalfomtisuteddbs rdate woul d be
difficult to renove or obscure the resulting 20 effects of the paraneter

modul at i @entral).« Hae dbgtotiian Bieasiue max bousedtoarpbiod codipgmasampiepnia ehangeor
I nt roduc] n%].&ddi t Iﬁ’g@l itrrpai t[rgfnt s Wth a greater degree of
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that the particular nmethod chosen to co e a prior waternm

coi ntj destresighth ahfl enindedding theperchptilpitity eptheadmbatiicdgignadt &mbae codi ng

mar gi n. Because such prior systens operate independently, they.may

occasi orginbgdimend; thetprssentynventionclse Aheivp erusepta ¢hoose thestrengtit,sotor causi ng
t he

energy, of the embedded signal by adjusting a parameter in the watermarking
embedding process.
In addition to parameter modulation, aspects of the present invention employ a
20 set of instructions such as a deterministic sequence to vary certain aspects of the
| - parameter modulation and, hence, characteristics of the resulting watermark.
Deterministic sequences are generated by mathematical processes that produce
sequences.of binary ones and zeros computed given a defining equation (the
generator equation) and an initial state (the key). A number of alternative aspects of
25  the invention employing deterministic sequences are disclosed. These techniques
may improve the imperceptibility of the watermark and also may improve the
robustness of the watermark, which is an interesting and useful result inasmuch as
many other techniques that improve imperceptibility tend to degrade robustness.

Finally, these techniques may improve security, in the sense that it becomes possible




30 watermark to. be obscured. S February 2005 WO 02/ 155878|§> IusggmédZSMS
-11 As nentioned above, perceptual encoders reduce the data Ay n

i nput  si WB’"!! renovi ng perceptual ly redundant infornati anpl e,
a constant'’ 4 g?nr ate encoder reduces a fixed rate of inp&%ﬂh@@?ﬁfi on to
a lower fixed rate of information. Pariz-of this data reduction requires a

. function sonetinmes characterized 5 as a "rate control " t hat ensures that

- the rate conbLQ

t he encoWeieveek gdlaspestsofide veateanarkingsysteral (ekecops dor thefdeterministicsi ze. The
rate control regu®gs.thnf ormatj on tgilnti it has.achieved the final encoded
size. | nSYRBCHEFYEPIOaPt 8¢ gtherognsingss phihesya8M-cnent is paired with

‘distortion neasu*emé%?gg%gﬁg%%%g?ég?; ?ﬁ %’&%ﬁnﬁiﬁ‘%nﬁ%&% yﬁcﬁdiﬁlﬂ%g}?ﬂe A
encoded §iogoaf (o WinBlacidre rate control). The distortion neasure nmay be
used to control coding gar aneters to change the outcone of the rate

cont rpl processUsikea detet@idisid séqictcs enhicdifiahpegte cifpdrf@etdl 8sfitflation
i nvention seeks to solve the problemof how'to enbed a watermark in a
per cept ual encoltansitibing endgpoonseqiemyly; the wattrsharlesygnbobirshsiiion rite i(seg t he
perceptibility 'ﬁf t he e[r‘oedded signal. In one enbodi nent, the present
‘invention al so hblgws bglakr (o choose the strength, or energy, of the
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i nvention enpl OééeQTa%?eiet%eI%r ieﬂﬁf ructions such as a determ nistic sequence
to vary certainvaspecis o %’ paranet er nodul ati on and, hence,

chargeteristigc sugfnrgrtadﬂaeteﬁﬁmigﬁ&&qgghﬁfmﬁi&di%ﬁgg%@a@ivﬁﬁi:ﬁ HRECRAGEBP ar e

generated by mat hemati cal process at pro sequences o I nary ones

and zeros com%ﬁn@tﬁt&ﬁoﬂn@dﬁlﬂﬁm}@ﬁgéﬁ (se8 Tabhe3, lgddo@hat or equation) and
an initial_state-(the key). A nunber of alternative aspects of 25 the

invention bnpidiyiongaliemetine aspacivotthgyresa inventivindothsleactsTofassing echni ques
i t he | tibilit f th t Kk | i th

obust naTETeRORHC R BF RavEe SRR Ro comiel PHeBILE AR aRen dsdRRIchpa Rty |
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o Using characteristics of the source signal to variably modify the parameter

if

modulation rate and, consequently, the watermark symbol transition rate
(see part a of Table 4, below),
e Using characteristics of the source signal to variably modify the rate at
20 which the choice of parameters for modulation changes (see part b of Table
4, below), and
 Using characteristics of the source signal to variably modify the number of
parameters in the available set of parameters for modulation (see Table 5,
below). |
25 As explained further below, both a deterministic sequence and characteristics
of the source signal may be used in connection with modulating parameters
~according to alternative aspects of the present invention. See Tables 6, 7 and 8,
~ below.
For some implementations of the invention, watermark detection in the ouiput

30  of the perceptual decoder is likely to require access to the primary information




. WO 02/ 15587 PCTIUSO 1/25473 -12 to reveal all aspects of tﬁ% wat géé?rki ng
system (except for the determnistic sequence key) wt ho&tFebLary ng the
r obust nes system Determnistic sequence aspects qf .t ent

i nventi onﬁvrr(gg]/z’g%% ude one or nore of the follow ng acts: %Cé"&@y?%‘?a
determ ni stic sequence to nodify the rat3e of paraneter nodul ation
transitions and, consequently, the watermark synbol transition rate (see

Tabl e 1, 2Bpliedvio thegnicager Tetsomg othst inplesepntateanst of the iwvemntione watarameker (s)
~ for nodul,atian sege Tahle 2, helow), and 10 jng .a.determnistic
‘sequence dﬁwcﬁﬁﬁ In%@y g‘?\ Be&a%e%tm%v& ﬁaYlﬁg a@ﬁ%ﬁsc?g%ﬁ? gnﬁﬁ}aim for
nodul at i C e I . ition,.. alternative aspects
of the p?}gs'gﬁrligﬁ ?ﬁ\%ﬁ?ﬂl %Wgﬁgéﬁﬁgrgagagtcg)%e%& %gdﬂlecq?g?% eristics of the
source signal fitig o%ﬂ%%aﬂé&@%lggaoﬁ Hb ad ‘%Eﬁaﬁﬂé@*gefgi,% 6& il nunpRr et er' s

for nodul ati on. Source- si gnal nsi've aspects of e present 15
i nvend i owateyndrkalt detepoine wherewigralefaré delitabd enangudznse. Inatdtgdance

Q

- characteristics of the source signal to variably nodify the paraneter

nodul at i Bhthraapectsref the presentinventon, swpplamentakinforsyatingl ot 3 watirmark i at e
(see part f bl.e 4 below),. ,Using characteristics of the source signal
to vari aBﬂT@eﬁé%f-ir a';}m@a t?a?r&eé%lalzéew#@sqp{%@%h T OF HROTE Pagaraetersateor

nodul at i . f. e . ow), and Using

char act eir}P)s_ | Cg@;ﬁ?ﬂf%@@?@%%rg%ﬁ)gg&?@teoquva%zéﬁrb nmodi fy the nunber of
paraneters i r![xﬁﬁ&c@;&(i‘éili%bhﬁyﬂ@m&%tﬁﬁé&iﬁh@ TDidesr dTBHiGH h@&d@gﬁﬁab' e 5,

bel ow). 25 As expl ai ned furtiher below, both a determnistic sequence and

char Het edéctdet pararfietthmoslulation wogess! domyobexesedd percepinakbthiresholdv I
nodul ating paraneters according to alternative g;{)ect_s of the present
€|

i nvent i optdesée emitsdeswatcrmatnimpercepiiblyas pror oftbewlecodingmeacess ans of the
o I kel BereBbaL TPl it s MR Defaciie) CPAFSRSTEbE BB IReE005 W0
02/ 1558746 {hléseg]c/oaﬁlgﬁrocess to the decoding process in some form or another;
‘however, other coders provide only approximations or coarse representations of the
15 perceptual threshold. The most accurate perceptual threshold is derived from the
unquantized, source speciral coefficients, but the data rate increase is significant if
such data is transmitted to the decoder. Alternatively, the perceptual threshold
provided to the decoder in a perceptual coding system may be an exponent of a
'mantissa in which the exponent represents the information sample having the
20 maximum energy within a critical band (as in the Dolby Digital system). In order to
| -improve the accuracy of the peréeptual threshold in the decoder, exponents may be
transmitted from the encoder that are based on an average of sample energy in a band
instead of ‘the maximum energy in the band.
Although modulating parameters in the decoder is similar to modulating
25 parameters in the encoder in many respects, there is less flexibility. For example,
modulating one or more parameters in a decoding system may require that care be
taken when reformulating the bit allocation information based on the coding
parameters. Furthermore, it is more difficult to render imperceptible the effecis of
parameter modulation in the decoder.. One reason for this is that, at least in the case

30  ofan ideal encoder, the encoding process has already added quantization error up to




-13 applied to the encoder. For sone other inplenentationg of the
~invention, watermark detection nay be perfornmed w thout %ahoﬁq%ar&gg%%s to
the original primary information at the expense of greater conplexity in
the det ecthQ)W?ISPW is often desirable to apply a unique, orfCTEEYNZP473eq"
(e.g., a serial nunber) 5 watermark atygt.he point where signals are
delivered to an audience. |In accordance wth aspects of the present
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i f the ngise or.distorti.on add Eb'y the .10 coder paraneter nodul ation
process 88@&%5@@%@@@1?”&%%&%? A signal SAB ng_onp.n order to enbed a

wat ermark i nperceptibly as part of the decoding process, a perceptual
threshold is used. Many perceptual coders transmt perceptual nodels from
the emcodi ng process to t BREEFPDERCRIPERSN OF BREWIN@SOr anot her;
however, other coders provide only approxinations or coarse representations
of the 15 perEHpt L an fdealibad plot hewings(soliddined tlee samdaptsmire {dwedahol d i s
derived fromthe _unquantized , source spectral coefficients, but the data

rat e i nchdueleseundisgrstaudible (the theeshieldiot hearing)vehenme magking sigealastoder .
“Alternativel t er cept ual, .t hreshagl d rroyi.ded to the decoder, i

per cept uBresebt b Eing Rhaliaind) Fhe bshdli Sfmegting o e SEi 4 R0 e
exponentHZeﬁ{lggﬁl%s the information sanple having the 20 nmaxi num ener gy
within a critica band (as in the Dol by Digital systenm). In order to

i nprpye the aEmyI2Ry, Qinctidgalisloek Hamhm ihsehehs tHebdsiepigsipiiof tAgponent s
may be transmitted fromthe encoder that are based on ‘an average of sanple
ener gy i presehtimyeniios irewthict sugpdemeniahinformatigy moduldtes baadr mdrehough

nodul ating paraneters in the decoder is simlar to nodulating _ 25 .

par anet eparametersofapeseptuphenaedyr fumbiosand/ erpperceptuabdecades fFmatian i a For

exanpl e, nodul ating one, or nore paraneters in a decodi ng system may
require Pﬂ‘gﬁpﬁ"gféoﬁg‘g Y58k when refornul ating the bit allocation

i nformation bpﬁ? 0 ' r L.er . ErN

difficult to ren'gSefg 5 %pﬁ?éé@g*apg*ogﬁtcﬂggéi g%:"]tssﬁjd gijg%%grg g‘rgr(%;.!:tdei{rlc h%r@%%%%fi on in

the pecofiffentichehitdasRides Qsubpletndntallififirmation! ®ASdtor furciBnGa&dvingdhef an
| deal encoder, the encoding process has already added quantizati on error up

to 8 Febouiny of @scodiie @pdienb87 PCT[ US01/ 25473 -14
FIG. 3B is a functional block diagram illustrating with more detail of the

-

detector function, the aspect of the present invention that includes a supplemental
information detector function receiving the output of the coding system.
20 FIG. 4 is a functional block diagram illustrating an aspect of the present
" invention that includes a supplemental information detector function receiving both
the ouiput of the coding system and the input to the coding system.
FIG. 5. is a functional block diagram illustrating an aspect of the present
invention in which the supplemental information detector function includes not only
25 a comparator function, but also a perceptual encoder function and a perceptual
decoder function, neither of which has iis parameters modulated.
FIG. 6 is a table showing parameters suitable for modulation in certain
perceptual audio coders of the hybrid forward/backward adaptive type.
FIG. 7 is a table showing parameters suitable for modulation in certain

30 perceptual audio coders of the forward adaptive type.




the threshold of perceptibility. However, this is not always.the , as
coding margin may exist, for exanple, due to inperfecti \gﬁfqbﬁuﬁgaﬁf

per cept ua a positive signal-to-noise ratio offse ' I
conditiongv.d@zq’%&VEF DESCRI PTION OF DRAWNGS FIG 1 is an ?&J@lﬁ%ﬂ?&%’% ot

showi ng (solid line) the sound pressur€sl-evel at which sound is just

audi bl e (the threshol d of hearing) when no sking gsignals are . present and
showi ng (dashEH}-|$Weqtabﬁ@slsqué@mﬂren@terwamﬁ@ﬁrrmp wlagpadneedaigk a 500 Hz
sine wave, lotq';:l'G'dz I s, abunctional block diagramillustrating the basic
princi pl BEregpIa), &1 e&“é’é’&?fﬁ i nvention in which supplenental information
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~invention that includes a supplenental information detector function
r ecei ¥i npetceptuabatgiot conlers.he codi ng system FIG 3B is a functional block

diagramillustrating with nore detail of the detector_ fincttion, the
aspect of t heFisrcbbista sohgmmpticagprasgntating of dees spectapmasking medel nf or mat i on

 det ect f t I \d th tput of .th di 0O FIG 4 i
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i nvention in which the supplenmental infornmation detector function includes

not bl ysigasl im cortaima petcepiifaliaudiocsudemit al so a perceptual encoder function
~and a perceptual decoder_ fupnctjon, neither of which has its paraneters

 nodul at ed. FII3G.6l 1B isan idsphizedesrergnintionshosviag the elertanrtbe oppmiicithon in
Cype miebabial ferodr oinde S Brieluntita e e RaRdRamed T
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paraneters s {04n 1Raliz&l tepRedehitRint shiokving B efédidh thé daput odehie .
15 perceptual decoder when ﬁe SNR offset parameter is modulated in the manner

shown in FIG. 11A for the case of a coding system that is not bit constrained.

FIG. 11D shows the legends employed in FIGS. 11A-C and 12A-C.

FIG. 12A 1s an idealized representation showing the modulation of the fast
gain code parameter (a masking threshold parameter) in the presence of a sine wave

20 signal in certain perceptual audio coders.

FIG. 12B is an idealized representation showing the effect in the output of the
perceptual decoder when the fast gain code parameter is modulated in the manner
shown in FIG. 12A for the case of a bit-constrained coding system.

FIG. 12C is an idealized representation showing the effect in the output of the

25 perceptu.al decoder when the fast gain code parameter is modulated in the manner
shown in FIG. 12A for the case of a coding system that is not bit constrained.

FIG. 13 is an idealized fepresentation showing the effects, in certain perceptnal

- andio coders, of modulating parameters other than masking parameters in certain
perceptual audio coders, namely, the "coupling in use" flag, the rematrixing in use

30 . flag and the coupling begin frequency code.




nodel the human ear's maski ng curve (spectral masking no rs) in
certain 5 perceptual audio coders. FIG 10 is a schematic representation of
the spect Qﬂ%ﬂé% ng nodel paraneters capabl e of being ndEIEIEAH a
.class of perceptual audio coders. FIG.1g 1A is an idealized representation
showi ng the nodul ation of the SNR offset paraneter (a masking threshold
par anet er) i nFiGeldisearidealizéd wpsesentatmnshovdng thmmeffeéts, inarertaimpereepimpl ual
audio coders. FJG 11B s an idealized representatjon showing the effect in
the out patldwqc{%s, Oé@a phiRg agagapeter piher thaa %R{%Baéﬁm%?fa%ﬂ@]m the
nodul at eg igenﬂgg manner shown in FIG 11A for the case of a
“bit-cons ihg ‘coding system FIG 11Cis an idealized representation
show ng t he ciz | [N . - SNR
of fset par arree?ie(? %%is%%éareast ec}alyén theﬁvgrrkger?%%nrﬁs B&ﬁ@%?ﬁﬁklﬁéﬁﬁ%ﬂz&@’sﬁﬁd{)ﬁg
~case §f ah@[miifbﬂeﬁtb&ﬂd‘mgtdm?g?lérﬁeﬁml inffoimAtivisdiimgescodhé 11D shows the

I egends enpl oyed in FIGS. A-C and 12A-C. FIG 12A is an idealized
repr esent at i oRI@hbwisregseries oftudediireidomavefotrheshawing timendomala afias svindew (a

maski ng threshol d paraneter).in the presence ,of a_sing wave 20 signal in
certain RES paam%a@@mmab?@@ntﬁ ormasignsduging deeadin®d represent ati on
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thel

representati ow ng the ect™1n the outpu
decolier when FI@ IitandideslizstiRppsicaniionrshowin® thd gpedfimodllgtiomndat shown

in FIG 12A for the case of a coding systemthat is not bit constrai ned.
FI G 13 ©an he appled ioadignebsuchethiat theor{fxtoamieraprstrainetliveidhin, a fempoeak ai n
perceptual _ audio coders, of nodul ati ng paraneters ot her than maski ng
par amet eﬁysmgc@rwim- perceptual audio coders, nanely, the "coupling in

" flag, t triXxi ' Q fl d th | i begi n f.
Gode. & Febr ol b SR o5Ads3 et mmiToaE ersus frgehay PciftyalibE
i deal i ze [ @é}pfﬁg ] f el ﬂtﬁé}i' erceptual audio
coders, 'g?ﬁ%%gjlﬁat [ ngdlgﬂ%grggﬁ’cé}?lgﬁéﬁ(}?ﬁg& f‘tﬁﬁ%ﬁxfgérﬁ%t;% ng g}g%énet er, nanely,
the 1phase flBIg. 20 is an idealized frequency versus time plot showing an example of an

FIG 9 is a schematic representation of certain pararreterée'y‘bgt S rally
reRiaR AT
e

audio signal that contains an embedded signal vsing the bandwidth of the signal to
represent different symbols.
FIG. 21 is an idealized amplitude versus frequency plot illustrating the
addition of noise shaped to the approximate level of the human hearing threshold in
20  the presence of a sine wave signal.
FIG. 22 is an idealized energy versus frequency plot showing three different
~energy levels required for detecting four different bandwidths that create a 2-bit
symbol. o
FIG. 23 is an idealized amplitude versus energy plot showing several example
25 histograms of the distribution of *high’ and ‘low’ states. _
FIGS. 24-26 are logic flow diagrams showing a process for embedding a
watermark using a threshold of perceptibility.
FIG. 24 is a logic flow diagram showing the inner iteration loop portion of the

process for embedding a watermark using a threshold of perceptibility.




FIG 15 is a series of idealized waveforns show ng ti rre-d%gpi n al I%&%WI ndow
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a series 8{, i (}%3 _} zed wavefornms showi ng tinme-domain alias w ndow _shapes

for enbedd AF¥E9PDl enental i nformation during decodi ng. FIFREVUPIRYTY,

| deal i zed tenporal envel ope response, pfntting sound pressure |evel (SPL)
versus tinme illustrating the tenporal nmasking effects of a nasking signal.
10 FI G. 18 i sFHn. 2%ésd lagid flospdiagearh showingsthevauber itdratioy paopppontioaudfdhe ons
that can be applied to a signal such that the effects are _constrained

Wit hin aDFesRssfen em g4 wiganarkeusing ethresheld of peseantibility, inwhishy ed
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illustrating the addition of noise shaped'to the approxinate | evel of the
human hegoksiblet Wwhids hlsoceribedding theesuppdarentel infomnatiorcorwatermiagosignakl G 22
I's an idealized energy versus frequency plot show ng three different
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| ogi ¢0f | Qut thiea@s@ 6T ANl diEhgd £ Partabitiér thhLifiédte GuamioRr RAok MAfhiAfa dritetal PT ocess
for enbedding a watermark using a threshold of perceptibility. 8 February
2005 wWobaad.15587 PCT/ US01125473 -17 FIG 25 is a logic flow diagram
showi ng the outer iteration |oop portion of the process for enbedding a
wat er mar k usi Br.a28 shawnaseries obideakizad wayefoyms dapighinghacress & frequepcy
spectral coefficients are plified. FIG 26 is.a |lagic flow diagram
showi ng EPRETIEM: thF Perecatioaliiitashold Ghamizss eiros apd dodifed guppiizsr Xrt e
psychoac opsll GinBOSY o viteRfikSRLY BL ehiHeTHP LfingdSdiltthoft Sneasuring process

15  for the case of modulating a parameter that affects signal to noise ratio offset

throughout the frequency spectrum.

FIG. 29 is a logic flow diagram, illustrating the steps of a process of
embedding a watermark during decoding, in accordance with aspects of the present
invention.

- 20 FIG. 30 is a functional block diagram showing other aspects of the invention in
which control of the modulation by the supplemental information of watermark is
modified by a function of one or more other signals or data sequences including, for
example, é deterministic sequence and/or the input signal applied to the coding
system.

25
BEST MODE FOR CARRYING OUT THE INVENTION

FIG. 2 is a functional block diagram iflustrating the basic principles of the
present invention. A perceptual encoder function 2 and a perceptual decoder
function 4 comprise a perceptual coding system. Primary information, such as audio

30  orvideo information, is applied to the perceptual encoder function 2. The encoder




possi bl e while also enbedding the suppl enmental informati o r watgr mar k
signal. FIG 27 shows a series of idealized waveforns dep {SORHGrY ss a
frequency um the perceptual threshold, quantizer error and m)dl fied
quant i zerwe(ﬁjzz'%ggp" illustrating how a watermark may be emb&GdBHOHEY

di stortion nmeasuring process 10 for thggcase of nodul ating a pararreter t hat
affects quantizer error wwthin a critical band. FIG 28 shows a series of

i deal i ze fhgemeratepiacdigiigl bitstreansthat fsreqeived by thppetoepmal deeodeer cept ual
t hr eshol qua er error and nodified quantizer _err illustrating how
a wat er y’-{b nér%éa@r@cpmmﬁ@r%m%smpw@nfuﬁﬁfagman r thedacoden s for the

' f at t t h ff t t t fset
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is a$ unemcﬁle&ﬁlﬁdtﬁﬁkoﬂﬂoatﬁé@ébéd&\ffuﬁéhﬁi 8€fo B@tﬁeﬁéﬁeﬂflmbﬁﬁréélﬁﬁiﬁ%m' n
whi ch control of the nodul ation by the suppl enental information of

wat er mar thei sipplaoérita bthfoymatidnitrcthe encoderdnection and & ﬂtehbscodegﬁmlcﬂon,r- dat a

sequences inclu %&1 for exanple, a deterninistic sequence and/or_the
input si &'ﬁaﬁctb‘b‘g)' %@@Wﬁhﬁ&)ﬁ@ep%dem dezgupHn lﬁmmmumnfmmwome ouT

pri nct pl BatgRnpsiedipBldted q“*h‘ﬁ]e#)“a' I it St b ien S B g 2 and o
per cept Uééte@'l%ﬁﬁadiﬁrthefdé%&é \E}R@L@e a perceptual codi ng system Primary

I nformati on as aU|o 0 information, is applied to the

per cHpt ual eﬂf@dﬁﬁleﬁiﬁﬁ@élhﬁfbr&a’cﬂiﬁﬁs appiestefo Bothehe sadodes 90t Dand BRS7
PCTI USO / 25473 -18- function 2 generates a digital bitstreamthat is

recei veddmodehﬁle:éImle@ttypicaﬂyp’uhdenforfnatlomapphéd taOoee will herdifforeng fener s i n
t he enco nccilon and/ or_the decoder function are nodul ated in response
ﬁP

to suppl tor erptheto Fqreexgmple, the supplgmental u@ﬁ@amabpng@queﬂm@)th
Because su Ierrenta rnation ma be .a %I ed |the o the 5.encoder
functi on® %‘{) ’E’ESW‘ES“%%%%&@WF%B‘E G np % A WSO, teshown from
the supph&ABNGPihe! dHdR5 BRVIRD éoﬁtéﬁ%nﬁ@ﬁ@gfﬂpléﬂl@ﬁﬁal ﬂ&oﬁﬂgu&,&c&ﬁﬁomﬁg%ﬂsr f

l'i nction,
15  one or more decoder function parameters might be a serial number identifying the

equipment that presents the audio or video content to one or more consumers.
Typically, the supplemental information would be applied to the encoder function
and the decoder fnction at different times.
FIGS. 3-5 are functional block diagrams illustrating the basic principles of an
20  aspect of the present invention that includes a detector function for detecting the
supplemental information in the output of the decoder function. Detection may be
~accomplished in the digital domain or the analog domain (electrical or acoustical) of
the decoder function output. Detection may also be accomplished in the digital
domain of decoder function after decoding but prior to the frequency domain to time
25 domain conversion. |
FIG. 3A is the same as FIG. 2 except that it includes a detector function 6
receiving the output of the decoder function 4 that detects the supplemental
information in the output of the decoder function. The output of detector fimction 6
is the supplemental information. FIG; 4 is the same as FIG. 3A except that it
30 includes a detector function 8 receiving not only the output of the decoder function 4




respectively. The output of the perceptual decoder functig]:is r%@ry

information wth enmbedded suppl emental information. The f
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~decoder function 4, typically, the infggmation applied to one will be
different from that applied to the other. For exanple, the suppl enmental
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i nvention that includes a detector function for detecting the supplenental

i nf or nat devoden fududions pod tkﬁpﬁhmyiﬁﬁ‘oﬂﬁatubm liehto thetepcoddanfuneyon.
acconplished in the digital domain or the analog domain (electrical or

acoust i cepyveger, detrcter @Dm]ﬂcdlﬂ'@rﬁ ﬁemad@fecmlﬁ@mtl@rﬁ ingledestpt only
acco I|shed in.the di der fu fter decodj ng but
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in tie olhpis Qfatﬁél@rscﬁﬁ%e !'m&dﬂa&édo ﬂDec]EHSr ﬂiﬂcﬁﬁﬁ 1@13@% %ﬁ@ hs feeddron 6

- is the suppl errent al information. FIG is the sane as FIG 3A except that
it 30 intnctes 4ae)dnepbﬂtad)ntsfpamheters ﬂerrﬁ:nemodtﬂgedoﬂ‘mmt&e héteofadetgutingathet he
decoder function 4 8 February 2005 WD 02/15587 PCT/USO 1/25473 -19 but

al so t hesm&@nmmhm@rmﬁm@m imtheonitppiof the degoddrds eneqrtplishiadt oumof thee
essenU% fUI’lCtI%ﬂ of the detector function 8 is to conpare the original
I nput loRaR applied to the encoder function with the output of the

decoder functlon I n orggge&l tpéﬁ%b&?ed?‘ﬁ%ﬁ s out put the suppl enent al

information. FIG 5. is a varfatron o G 5 4 arrangenent. In FIG 5,

as iys FIG 4, a detectgimp bﬂiﬁ%tﬁé’d&&d&&%@gﬂé‘f% fﬂé%lgﬂﬁlwblléﬂtoﬂﬁcéﬁ&ﬂer

function 4 and the primary information applied to the encoder function 2.
However, det ect or fiinofim, and10 differs from detector function 8 and includes
not only comparing the decoded signal to the decoded signal from a
substantially identical perceptual coding system in which no parameters
in the encoder function or decoder function are modulated in response to -
20 supplemental information.

The detection arrangement of FIG. 3A is most suitable for detecting the effects
of certain types of parameter modulation, such as when a bandwidth. parameter is
modulated (modulating bandwidth parameters is described in detail below). In order
to detect the effects of modulating most parameters, it is necessary to compare the

25 primary information applied to the encoder with the primary information carrying
embedded supplemental information provided by the decoder as in the arrangements
- of FIGS. 4 and 5. The FIG. 5 arrangement makes it possible to do a more rigorous

comparison because the only differences between the compared information will be

those caused by the modulation parameters. In the FIG. 4 arrangement, the




a conparator function 12, but also a perceptual encoder fgﬂgtion é@o nd a
perceptual . decoder function 16. Encoder function 14 is t eeé’éw ncoder
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t hatl0rayFbeexaihplegus sliowy ih FEGPIBC et diéctenfiatiion 6 R i6lndd andnipasRses.
Because the detection arrangenent of FIG 3A does not require access to the
pri mary fuctions2' and applor egbresleldyefopmetionp? 12| eensotiat thée actrafjoliserving the
acconplished i.n, 5 real tine or near, real tine, depending on which encoder
and/ or o@f‘&?g'éfi signal cenmises Fampanng dee decadsd signakip @,tuﬂ%%glaéfﬁd ygrsion of
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t he out put of t unct’i on 4 may conpar ed agai ndt itse
15  the bandwidth modulation detection described below. The block lengths are known

by the detector and some form of synchronization must occur in order to align the
expected symbol rate with the actual symbol rate. Modulation of other parameters
may not allow detection in real time or near real time or may require comparing the
decoder output to the encoder input signal as in the arrangements of FIGS. 4 and 5.
20 In arrangements such as those of FIGS. 4 and 5 in which the decoder output is
compared to the encoder input, it is important to synchronize the input and output
signals. Depending on which parameter or pararheters are chosen for modulation and
- on the supplemental information data rate, it may be necessary to provide a high
degree of synchronization between those signals. One way to do so is to embed a
25  deterministic sequence, such as a PRN sequence in the primary signal so that the
sequence is also embedded in the decoder output. By comparing the sequence in the
mput and output signals a fine-grained synchronization is possible.
Detection may be accomplished manuaﬂy or, in some cases, automatically.
Use ofa PRN sequence in the primary signal may facilitate automatic detection. If

30 done manually, visual aids such as a spectral analysis of compared signals may be




10 For exanple, as shown in FIG 3B, the detector function 6 may Lnclude a
conparator ~ function 12' and one or nore delay functions ﬁf ru 200%, t hat
the act o rvj ng the decoded signal conprises conpari oded
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threshold to determ ne the synbol, in the manner, for exanple, of 15 the
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Where a type of parameter has one or more parameters in a coding system,
recognized abbreviations for the respective parameters are shown in parentheses.

20 Thus, for example, the "SNR offset” type of parameter includes four parameters in
Dolby Digital: "csnroffst” (coarse SNR offset), "fsnroffst” (channel fine SNR
offset), "cplfsnroffst" (coupling fine SNR offset), and "Ifesfsnroffst” (low frequency
effects channel fine SNR offset). These and other Dolby Digital coding parameters
are explained further in the A/52 Document cited above. While most of the listed

25 Dolby audio coder parameters are common to the Dolby Digital and Dolby E coding
systems and, thus, are explained in the A/52 Document, a few are unique to the
Dolby E coding system (e.g., Back gain code (backgain) and Back decay code
(backleak)). Further information about backgain and backleak are provided below

In the first column of the table shown in FIG. 7, there are four categories of

30 parameters addressed: masking model and bit a]locetion, coupling between or




the first colum of the table shown in FIG 6, there are six categories of
‘parameters addressed: nasking nodel and bit allocation, E&&BIYaRY ween

or anong frequency bandw dth, dither control,
relati onsmgﬂgﬁ%’ ti me/frequency transform w ndow. Note tﬁ’gﬁﬁfsﬂl’?ﬁyﬂ rst
table, rematrixing can only be performeg. 15 during decoding if rematflg
- 1s "0" (no rematrixing in the encoder) and in the second table, MS
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categories of_paraneters addressed: franme type and_notion control. Further
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di scussed in the above-referenced journal article by 10 Brandenburg and
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- frequency, and an upwards masking curve graduaily decaying with respect to

frequency. These are shown schematically in FIG. 9. Although spectral masking is a
frequency domain concept, the standard nomenclature relating to these masking
20  parameters employs ﬁme domain terminology (“slow” and “fast”, for example).
Referring to FIG. 9, the codiﬁg parameter elements that correspond to the
spectral masking model are defined by their level and slope (gain and leak,
respecﬁveiy) with respect to a masking signal as follows:
Downward masking curve: backgain/backleak.
25 Upwards masking curve (fast): fastgain/fastleak.
Upwards masking curve (slow): slowgain/slowleak.
Note that backgain and backleak are parameters specified in Dolby E coding,
but are not parameters specified in Dolby Digital coding. In Dolby Digital, as
described in the above-cited A/52 document, the fastgain parameters are the fast gain

30 codes (fzaincod, cplfgaincod and lfegaincod); the fastieak patamet_ers are the fast




I n perceptual audio coding systens, such as Dol by Digital and Dol b%ﬁE’
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“tor nOiS?GGt other parameters act as a fine SNR adjustment on a critical band basis,
termed “banded SNR;’, or delta bit allocation: namely, deltba and cpldeltba in Dolby
Digital coding.

20 - FIGS. 11A through 11C and 12A through 12C provide illustrations of

| modulating a perceptual coding system's masking threshold (modulation of the SNR

offset in FIG. 11A and modulation of the fast gain code in FIG. 12A), the resulting
effect of the modulation when the coding system is bit-constrained (FIG. 11B and
FIG. 12B, respectively), and the resulting effect of the modulation when the coding

25 system is not bit constrained (FIG. 11C and FIG. 12C, respectively). FIG. 11D

identifies the legends employed in FIGS. 11A-11C and 12A-12C. Bit-constraints

occur when the coder is restricted to producing coded blocks having the same length,
which is a requirement of many transmission channels. When the coder is able to
vary the number of bits from block to.block, there is no effective constraint on the

30 number of bits used o represent the signal. As shown (FIGS. 11B and 12B), in a bit-
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2 - of the figures, the signal characteristic is illustrated using a default parameter value
and a modulated parameter value. In FIG. 13, the effects of modulating coupling
parameters are shown. For each block in time, which is denoted on the horizontal
20 axis, there are illustrated two channels labeled left and right. When the coupling in
use flag is “0”, each channel is treated independently. When the coupling in use flag
is “1”, the two channels are combined into a single coupling channel above a certain
frequency,' denoted by the cplbegf parameter. In addition to the coupling in use flag,
the coupling begin frequency may also be modulated, which is also shown in FIG.
25 13. |
In FIG. 14, the effects of modulating the phase flag are illustrated. When the
phase flag is equal to “0”, the ?has_e is not modified, but if the flag is equal to “1”, the
phase of the signal is shifted by 180 degrees. |




15 FIGS. 13 and 14 provide illustrations of the signal characteristics that
result from modul ati ng paranmeters other than maski ng par &feabsyary 2805o| by
coders. Ip. e of the figures, the signal characteristic jis illustrated
using a dg‘foa@?'{gssﬂar aneter value and a nodul ated paranet erPC\Tz*ﬁﬂg.zs"f”h FI G
13, the effects of nodul ati ng coupling2sparaneters are shown. For each
block in time, which is denoted on the horizontal 20 axis, there are
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after the inverse transformprocess in the decoder,” the 15 tine-donain
sanplfes tane-denminwerhples are windesiedaodverdapped, und addahusging parsnetent ched to
those that were used in the encoder. CGenerally, the wi ndow paraneters for

t he encdBeiched tethasgdhel warsmsediin theerensesy Erenerally, thewindow pavasmetprs! i ed

for the encode and decode windows are chosen such that when they are applied

-during the forward and reverse TDAC transforms, aliasing is minimized or removed.
Details regarding transform coding using TDAC transforms are set forth in
20 "Analysis/Synthesis Filter Bank Design Based on Time Domain Aliasing
Cancellation" by Princen and Bradley IEEE Trans. on Acoustics, Speech, and Signal
Processing, Vol. ASSP-34, No. 5, October 1986, pp. 1153-1161, and
"Subband/Transform Coding Using Filter Bank Designs Based on Time Domain
Aliasing Cancellation" by Princen et al, Proceedings: ICASSP 87, 1987 Intl. Conf. on
25  Acoustics, Speech, and Signal Processing, April, 1987, Dallas, Texas, pp. 2161-2164.
A watermark may be applied by modulating the parameters of a time-domain
window used in the construction or reconstruction of the transformed signal. For
example, a mismatch between the slope, or alpha (o), of the time-domain windows
used during encoding and decoding results in time-domain aliasing when using

30 critically sampled transforms. This aliasing results in a unique noise or distortion in




dur i ngmtmhe, forward and reverse TDAC transforns, aliasing is mnimzed or
removed. Details regarding transform codi ng usi ng TDAC t rfar@feani208% e set
forth in 20 "Anal ysis/ Synthesis Filter Bank Design Based on Tinme Donain

Al'iasing Cancellation” by. Princen and dl ey | EEE Trans. on Acoustics,
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wi ndow t hat .may be.changed i rder - 10 .conpvey a watermark is the type
of wi ndobﬁ??g‘éﬁgﬁ?‘y .bgrussﬁiﬁﬁ e WQF%EPI%&%@D 1 -dﬁ?ipﬁa@ldwiatﬂsbwmdqwt@bauged
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" transient signals may obscure the watermark"signal, “therefore”it is

advant ageliractesisties.abpeinstantes travsichisignalsgnay sbsoute thel swasdigndrkesigidindow so
as to re%{)?caﬁtoe the position of the watermark signal to take advantage of -
psychoactiFEFioLe {idf3gy antaggays ngf'e‘f-bléc,t@ eteoy thessrsignals andaneduletegthie of t he

window so as to relocate the position of the watermark éignal to take advantage of
psychoacoustic temporal masking effects. Furthermore, the strength of the
20 modulation and, consequently, the strength of the watermark signal in the decoded

signal may be adaptively modified depending on the source signal characteristics,
The amount that the window parameters mismatch directly affects the strength of the
added distortion. Therefore, the pSychoacoustic masking characteristics of the input
signal may be analyzed and used to signal the watermark embedding process to vary
25 .the amount of the mismatch for a watermark symbol so that it is maximally masked

by the signal content.

The direct-form forward TDAC transform equation is given by:
N-l

X(k)= mz/NZx(n)w(n)cqs(%(k +1/2)n +n, )) , 0<k<N/2

where

AMENDED SHEET
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and used to signal the waternmark enbeddi ng process to vary 25 the anount of
- the mismatch for a wat arfsarkpkeymimberso that it is maximally masked by the
~signal content. The direct-formforward TDAC transform equation is given
by: Ni } X(k) = --kReauenpylimmasberz- (k +1 /2Xn +no) | 0:5 k < N, 2
~- 0 N where AMENDED SH‘E@T__S ﬁﬁlﬁ 2005 WD 02/ 15587 PCT/ US01 /25473
-27 10 15 n = sanpl e nifber PW %%@Hﬁ@ceoi n nunber x(n) = input PCM

sequence WwWn) = wi ndo Q,Lb?ilil‘ = out put transform coefficient
sequence N = total nug{)@f o} ;ﬁg}%{é&epﬁé the transformnO = half of the
total5nunber of sanpl eX(ky=iduepit taRflonTcabEiciiSequas! or m wi ndow
sequences usi ng Kai ser-Bessel defined (KBD) w ndows can be defined by the

fol | owi ng equations: | N=Vual Rumbby of saMspIa6 im ke tHWIBED (Pl EVK8a, N) p=0

where WKB is the Kaiser Bessel kernel, wi ndow function, defined as: 10
gal- P- N 42 n0 = half of the total number of samples in the transform

The TDAC transform window sequences using Kaiser-Bessel defined (KBD)

windows can be defined by the following equations:

in (p,a,N)

Wp (1,0, N)= |22

N/2

ZWKB (p,a,N)
10 p=0

where WKB is the Kaiser Bessel kernel window function, defined as:

2
Io[za‘/l—(p——m)
N14
I, (:m’)
and I0 is the Oth order Bessel function, defined as:

WP, N)=

15
FIG. 15 illustrates five overlapping encoder windows of length 256. The
watermark is inserted in the encoding phase by using an =4 value for window
number 5. It should be noted that windows 4 and 6 are hybrid windows that use a
-combination of « = 3 and o = 4 windows to provide a smooth transition between the
20 series of o, = 3 windows and the single o = 4 window. In the figure, the decoder |
windows implement o. = 3 windows for all transforms. This mismatch in window
types introduces time-domain aliasing artifacts in the resulting output signal. The
amount of time-domain aliasing introduced into the decoded audio increases as the
difference between the encoder & value (o = 4) and decoder o, value (0. = 3)

25  increases and exists only in the section of the audio that was processed by encoder




N14 WB(p,a,NN= 1 (ira) and 10is the Oth order Bessel function,
. defined as: " 2)k z -ToW =E (x/2r- k-0 FIG 15 il ustraBdsbfyape2005
~overl appi encoder wi ndows of |length 256. The watermark. is inserted in

t he encodg’ﬁ%0 ha&% by using an a= 4 value for window nunB&/ENRPTEHoy| ¢
be noted that wi ndows 4 and 6 are hybriz.wi ndows that use a conbination of
a.= 3 and a = 4 windows to provide a snooth transition between the 20

seri es ofwiadewdhumbretdsThisdnethed eifvghkeration does noloequire debedérsgoibe, the
decoder windows inplenment a = 3 windows for all transforns. This m smatch
i n wi ndomodifipddn D;g)ardd genvey watertsechsighalaendgs usaful frtwatenmatkdng abul ti ng
out put signal. The  anpunt of tipe-domain aliasing introduced into the
decoded ?WP%@?@%?%%“@? the Ségff’ﬁerence bet ween the encoder a value (a =

ggfﬂgogﬁﬁf’é’e% Y6 hdy il A7y WDRIATRE s T el 250\ Bt SFerst, "
requ :Jése gﬁgi)% grrng Ie{', (;gﬁ%}el'M ‘Q{r;rlo% fre § :isn é%?rgg @F%Etgg%g%%%g% @?@rg%sggﬁ&gilng nal’s " 2?1 d

i s usef UTDAC thistsiRivihd@vat Aghht thRsUIeMat] aRishd b@é{hh,%'éﬁtiﬂggf signal .
FIG 16 again illustrates five ovérlapping w ndows of | enét h 6, however,
in 5 thivatensarlsegnal ietodhevdecivdvwigna. Howdtesy mdhituexangplchthedanivsided
process Wth inverse TDAC transform w ndows. Again, tinme-donmain aliasing
occurs, Fignakisinipctedpiithe daeades; ellewingwatermarkiateraeation inbe intrasiwsodfor i n
this exanpl e, the enbedded ., signal is |.njected at the decoder, allow ng
wat er mar R SPREGICHRC USRT PBS‘E)‘@"@-n&RW@%&I%JG?tlo%ag%‘Eé the decasler i @mﬁsd devi ce.
Thi s (Z di- f+} cat.i n._alJ ?}35 . he. deg&drgr to enbed 10 serialized information
to the sPedizegdniprmationto thesighabdatd; 41 to use shorter transform wi ndows
when applyin ' : | al i asi ng
di stortion a%%e?%%’géﬁ%%lﬁgﬁié?%%g%%g‘f]%‘ﬁhg‘?{g ﬁ%%ﬂ %%’r%g{lnﬁ[@)ﬁs (in
audi o cogiapginarlt BiceahPpratuceilak dugtioa v iAe hﬁﬁsﬁﬁ% Qiztortion ddtbtheyagsi ent
signals may be exploited to use val ues of al pha that
generally used during transient conditions (in audio coding). The temporal masking
characteristics for the transient signals may be exploited to use values of alpha that
15  more greatly differ from the “correct” value and thereby produce a more robust
watermark.
TDAC Window Modulation Detector
By modifying the value of alpha of the TDAC windows, a time-domain
aliasing signal is introduced that is related to the coded signal. This aliasing can be
20 ‘measured as the introduction of spectral nioise or distortion of the speciral
components of the coded signal.
| One possible detection method may compare the difference between the source
material and the watermarked data as in the manner of the FIG. 4 and FIG. 5
arrangements. This method would search the difference signal for spectral distortion
25  where the watermark modified window was used. If the spectral distortion exceeded
a threshold, this would be indicated as a ‘1’ symbol for the watermarked section of
data. Spectral distortion below a threshold would be detected as a ‘0° symbol.
This method is sensitive to wide band noise that may be introduced to mask
the watermarked signal. Another detection method is to track spectral peaks of the

- 30 watermarked signal and look for the amplitude modulation of the frequency bins both




~ .described below, this detection net

15 mor e greatly dlffer fromthe "correct" value and there r odu nor e
robust watermark. TDAC W ndow Modul at i on Detector By nod%lﬁ‘%ﬂja'%’%@o@m ue
of al pha of the TDAC wi ndows, a tine-do n aliasing signal is introduced -
that is related to the coded signal. This aliasing can be 20 neasured as

the i ntrobeforé and aftes Hecspertrah pesle tipit i8igFRn g é’q;ﬂn% n%nlgﬁc%{ﬂﬁkgg H’oﬂﬁar e

conponents of the coded signal. One possi bI e

- the di ffeW@tm‘mabbuwlthOHoﬂumlar o tler peleralnthet el AREGHOR' ata as in
t he manne of tg%g\lﬂf/ 4 and FIG 5 arr%ngerrergr?ts Thi s met f{{g?l\?guld search

the diff @HE@"' théy d %tpe&@mmethodmuldaongﬁrm&eqmmmmar k
nodi fi ed wi ndo vvas u ed. If the ajpect ral distortion exceeded a threshold,
this woul HTHET Rangspeptr yﬁﬂmonpms totethvesheldraHomewesthion of

L 8 i b e
t
spectra BEEpeT TR P RO @viﬁé‘ﬁsér'e%s%edhﬁfaté%%ﬁwﬁge f
ati 2005 329
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wat er mar ki ng appl i cation. %dﬂﬁnﬁ%mlzﬂ Qf@éfﬁéﬁ g% Lal fdi storti OB nmet hod
conpare e frequency bins

sur roundi ng pﬂ"eﬂmuraianﬂssphﬂpmghs a@odnerRcEnd thz‘i'tr(?ﬁ?f‘ﬁ’élg :?‘P%Wéiﬁg this 5
be

thref)aold woul d be related to the strength of e source ctral
- compdenecho egdactsdn I@I’é@mdﬁmﬂlb@bdmg, hicistdesexibal ih “E@hdnhbg thet erpreted

as a. 0O and es_above would be interpreted as a "1
synbol . P} Hpgpg%af ?E@ 3c1 éﬁ‘“‘%eé‘?cf c&$ bit kermeorsbNatisenShaping (ANS)S bys a
coding t t r 0-echg artlfacts I n

per cept ua au 10 &0 ?r{%&%g &? %éﬁ% ﬁR“ RBMFETINESORty) or mance of
Per cept u@hndeiski 42847 ge TNS) r. by en Herre
and James I\Jlohns(tq})n 101st ,ﬁEg %h? h% 1%@5?'“%%% %t 1ng@6£}% eABency
Prepr i ntdetB8ih isNmeditbshags fHo aeaﬂfzanahqﬁm inVifie Rl Egrr ﬁg@g&%@ﬁy

domain.is used to shage t he quantlzatlon noise int

pr edidct i @ helpdasontop where te: quintisation rdise ﬂqﬂmddzlﬁtth@ rtuﬁe idothdifi, Phaged i N
the time do the noise is constral ned

case of audio_codin
Wit hin t5/se g%ﬂuﬂf lggv’é}eotygsms eonstrained within the amplitude envelope of the

time domain-masking signal to prevent pre-echo. Pre-echo is an artifact that occurs

during transient conditions when the applied frequency transform does not have
enough time resolution to preveﬁt quantization noise from occurring before the
20  transient in the output signal, .
Although temporal noise shapmg (TNS)is a feature of the MPEG-2 AAC
perceptual coding system, it may be applied to other systems, such as Dolby Digital,
_ thus providing a further way to modulate parameters in such other systerns.
In accordance with this aspect of the present invention, one or more TNS filter
25 '-pararneters are modulated. In particular, the TNS noise shaping filter order and. TNS
noise shaping filter shape may be modulated, as explained further below.

The TNS process involves the stepé of:

AMENDED SHEET




ti me domai n-maski ng signal to prevent pre-echo. Pre-echo is an artifact
that occurs during transient conditions when the appli ed Sfrabuasmegos
transform does not have enough tine resolution 'to prevent guanti zation
noi se froM®¥Erdi ng before the 20 transient in the out pufCIHUFAHIS473N t hough
tenporal noise shaping (TNS) is a featuge of the MPEG 2 AAC perceptual
‘codi ng system it nay be applied to other systens, such as Dol by D gital,
thus providing & ﬂ)&ddmagsosiﬁgthe)sigmluhai@emamﬁcﬁnﬁrbﬁuﬁhgqtﬁme-t@yst ens.
In accordance with this aspect of the present invention, one or nore TNS
filter 25 paranetfiegiency trapdforat,ed. In particular, the TNS noise shaping
filter order ang TNS, noi se shapjng filter shape may be nmpdul ated, as '
expl ai ned furt hgf Aplyine Q'HE"HQP@ Qm%ﬁéﬁﬁwéwgmaw@ 3WeE  AVENDED
SHEET 8 February 2005 \g?OZI 15?87 PCT/US01/ 25473 -,30- 1. Deconposing the

signal into spect PHIOOGE tll?:t? XB9 Wﬁ&eﬁmﬂ%?{l@- frequency transform
2. lying a sa A& Riigdl ) ' v :

aut égjgr rel ati ong ng?ﬁegpﬂand USni %ﬁ%ﬁgﬁ%&rﬁg ia?rié}{ag% gggﬁd’\lmf H@ﬁgﬁg?%ﬁ‘?c 1|te_'(§n gain
exceeds a certainig bppﬁéwt(dtheagpe@ﬁﬂmfmém_ filter is applied to the
spectral coefficients. The invention relies on the properties of the

noi se- shapi ngllig inventiphacliesomphe propertis of the AdiSe whopimgsiliey. thathie applied

RSy niEEs TR Braoeeriag; M Apeeir - eupa e may bpapoRigdqarvel A wEy a5
in any n )

ar amet ey s ;of | s tenpor.al el la, spectral-domaingilterin a
bt or e 6 Haye BB IR A0S T AR e AeRere e RS B Sieirdns ¢ ne
noi sfn Shapi b | s SHEE <1 q!g% , '%:13&
changjes' 3{}%6%?1? ??%lts itgrﬁﬁaﬁgﬁﬂse i%Jp%tvﬁggg‘{C#e%ﬁggﬂn%?%. nhgkael\r‘%ltary ?e o?/al

envel opebg embeddel irpitet éi%i:&l. Jawikepresis Uit hedalatesthe@oRe-shepimifilibt i, 1S
e

illustrated in FIG 17. tenporal masking nodel is quite simlar to the
spect r al thespkeing] ordfequengyatornaincwhichi theysbyohanged theogiantization paise icul ar

the downward and upward envel opes for spectral nasking are anal ogous with
t he backRgtHnedemadiwar d t erporal masking envel opes. In order to identify

more speci T cay by e b VoA ELE o%etrgs%ong&yplgﬁng sound pressure level

15 (SPL) versus time, is illustrated in FIG. 17.

The temporal masking model is quite similar {o the speciral masking model
used in certain perceptual coders. In particular, the downward and upward envelopes
for spectral masking are analogous with the backward and forward temporal masking
envelopes. In order to identify more specifically the TNS parameters that ﬁay be

20 ‘'modulated in accordance with an aspect of the present invention, it is useful to
| consider in more detail a portion of the operation of the temporal noise shaping
process. After decomposing the signal into spectral coefficients by using a time-to-
frequency fransform, a linear predictive coding (LPC) calculation is performed on the
spectral data to determine if the prediction gain exceeds-a certain threshold and to

25 derive an envelope of the signal. The prediction coefficients are then computed for -
each TNS filter for each block as:

h=Rxx-1 rxx
where
rxx T = {Rxx (i,))}; Rxx(i,j) = AutoCorr(fi —jf); ij=1,2,...,N

30 XX’ = 1Xx% * win




20 nodul ated in accordance with an aspect of the present invention, it is
useful to consider in nore detail a portion of the oper atfcabreary 28
tenporal noi se shaping process. After deconposing the si %nal i nto spectral
coef fici eMABI295&]sing a tinme-to- frequency transform a | P&EASOHI¥H ctive
coding (LPC) calculation is perfornmed o the spectral data to deternmine if
the prediction gain exceeds -a certain threshold and to 25 derive an
envel opewdierd R&xds gieN-bJ-e apioedirelation sggﬁfd‘ matred 18 igihe TNS prédichon ed for
each TNS filter for each block as: h = Rxx- -1 rxx where rxx T = {Rxx
(i,j)}; Psdetjand kis thet vaotor-¢ptimizediprediction cbeHicientsN THe6e equdtionsare xx  *
win 8 Fegru ry 2005 . WO 02/ 15587 PCT/ US01/ 25473 -31 where Rxx is the
‘N by- N abRs€dit ea\ffﬁléﬁmqumﬂhoma&nt&pnnc e that states thatthegnindwunyr der, and
h is the_vector optim zed predictiqn coefficients., These equations are
based onp{eﬁictb% ?g%ﬁ,wﬁ%?éj%&g%%lh pig "EPflﬂ’&i%]b? Bredighonst ot es t hat the
mninmmpr e etdinRi Sl titd, o hi¥R9RNELatLA AR Rbddill BEAMNEE ' ON-
At initialization tine, an autocorrelation matri X W ndow conpute
accor di nﬁ)thb(bqhhﬁoﬁguat ion: r |~ i+1 guassExp wn(i=0..31)=ell 2 where
aussEx 1 (7C . timeResolution g p = _. 2 FS 0.001 transforrnResolutio r
transf onnResol uti on 10 where FSAMP = si gl(ygll]’.g.gggpl e rate The tinmeResol ution
variable i s dependent on the bwinfabe3lan@ minber of channels. Likew se,
the transform bl ock | ength defines the transform Resolution variable. 15
The:optiﬁﬁpl'eorder of the noise-shaping filter is determ ned by renoving
reflection coeffici erit(s bel ow a Ce{ir%éﬂen thresj’uol d fromthe end of the

o ’ :

coef f i ci ent mussﬁyp = --E 'FSAMP . 0.001 - solu fion

transformResolution ) transformResolution

10 where _
FSAMP = signal sample rate
The timeResolution variable is dependent on the bit rate and number of
chaunnels. Likewise, the transform block length defines the transformResolution
variable.
15 The optimal order of the noise-shaping filter is determined by removing
 reflection coefficients below a certain threshold from the end of the coefficient array.
One parameter that may be modulated in order to convey a watermark is the noise
shaping filter order. For example, a watermark bit of one sense may be represented
rby the optimal filter order and a watermark bit of the other sense may be represented
20 by a non-optimal filter order (either lower or higher). Another parameter that may be
changed in order to convey a watermark is the shape of the noise shaping filter itself.
For example, 2 watermark bit of one sense may be indicated by using the optimal
_coefficients determined by the LPC calculation, while a watermark bit of another
sense may be indicated by“modifying the coefficients, and thus the shape of the
25 noise-shaping filter, |
By modulating the TNS parameters (filter order or filter coefficients), noise is
modulated in the temporal envelope of the input signal such that it may be detected in
the decoded output signal. FIG. 18 shows an example of a temporal masking

envelope and the variability with which the quantizer error may be modulated within




One paraneter that may be nodul ated in order to convey a watermark is the
noi se shaping filter order. For exanple, a watermark bit 8dfehowary 860e may
~be represented by the optimal filter order and a watermark bit of the

- other sen¥@ #&5%e represented 20 by a non-optimal filter PETGE01RHE her

| ower or higher). Another parameter thah _nmay be changed in order to convey
a watermark is the shape of the noise shaping filter itself. For exanple,

a wat er nthiak chvélopé. With eacls blovkin Riné,tHe TS PaRimetsisitay be neutilard to
coefficients determ ned by the LPC calculation, while a watermark bit of

anot her cemeye waerperkndi cat ed by nodifying the coefficients, and thus the
shape of the 25 noise-shgping filter. By,nodul ating the TNS paraneters
(filter or derlgr@F'tl%ll e 0‘%8@#1% ‘?:é RipFgsenf grecation cagguayide 89verk rebestt enpor al
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Practical enbodinments of the present invention can provide a very robust
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threshold. If the threshold is exceeded, adjustnments are made to the

t enpor al torthe kémpored moaskieg pamnwterns andrtbe pescess isepeaicd do enswadhe desibed

desired al ance betwegen robusthness apd.perceptibilit f the waternarked
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locations to embed the watermark. '

Modulating Bandwidth

paet

It is known that reducing the bandwidth of an audio signal causes minimal
degradation to the subjective quality as long as it remains agove a minimum level of
20 approximately 16 kHz. Experiments have also shown minimal degradation when the
bandwidth is changed dynamically as long as it remains above the minimum level. If
the bandwidth is modulated in accordance with a supplemental or watermark signal
in the encoder or the decoder, that signal may be derived from the decoded audio.
For example, a one-bit code may be embedded in an andio signal where a bandwidth
25 of16kHz represents a "0" symbol and a bandwidth of 20 kHz represents a "1"
symbol. This can be expanded to multiple bandwidths representing multi-bit
symbols creating a higher embedded signal data rate. FIG. 19 illustrates a 2-bit
symbol using four different bandwidths. This strategy can be applied where non-

robust, inaudible watermarks are required. The inaudible criteria can be achieved as




- signal in su

degradation to the subjective quality as long as it remains above a m ni num
~level of 20 approximately 16 kHz. Experiments have al so $fhiuary 200kl
degradati gn when the bandwi dth is changed dynamically as long as it remains
above the "R % | evel . 1f the bandwi dth is nodul ated irrca%éwa@ﬁ%e With
a supplenental or watermark signal insghe encoder or the decoder, that
signal maybe derived fromthe decoded audi o. For exanple, a one-bit code
may be edémtibed aboven Thidlsteatsgyisadombsbst bedard thettvhtetmadit cdib eldily be
represents a "0 synbol and a bandwi dth of 20 kHz represents a "1" synbol.
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depends ypon the exi stence of ,signal content aboye .the m ni pum bandw dt h.
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signal. A nethod that may provide a constant watermark-enbedding rate is to

ensure otigimal signalidi o si gnal contains high frequency energy. One way to

achieve this js t 5 add noi se to the upper frequencies of the audio
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rate. Note that this noise only needs to be "added wthin“the signaling

band. Thieesdibtpearale ity Ibthudnoise dddedigdesssthivh er bgnal tbehavhamanthrdshokit
frequency and the highest ) . o i
: of hearing, it is not perceptible. With the addition of this noise, the embedded signal

—(

can use the audio bandwidth as a signaling mechanism that provides a constant data
rate. Note that this noise only needs to be added within the signaling band. This

20 signaling band is defined as the band between the lowest frequency and the highest
frequency used to place the watermark. The signaling band can be divided into
smaller sections where more than two bandwidths are employed to create the
o |

FIG. 21 illustrates the addition of the noise shaped to the approximate level of

25  the hearing threshold. It is added to a signal that consists of only a single sine wave -
and it is added only in the signaling band. The addition of noise into the signaling
band does not have to be limited by the hearing threshold but it will probably be
audible if the energy were above it. Another dimension of signaling can be added by
adjusting the amplitude of the noise below the hearing threshold. For example,

30 additional data may be hidden or inserted if the energy in a region of the signaling




- frequency used to place the watermark. The signaling band can be divi ded
into snaller sections where nore than two bandwi dt hs ar e &rgiiregrgd08%
create the watermark. FIG 21 illustrates the addition of the noise shaped
to the ap&%%/’rﬁé?’e | evel of 25 the hearing threshold. It ECTARIUPYS a
‘signal that consists of only a single siyne wave and it is added only in
the signaling band. The addition of noise into the signaling band does not
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audi ble if the energy were above it. Another dinension of signaling can be
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For exan‘gl e, .30 additional data nmay be hidden or inserted if the energy in
a region ]cﬁna%‘he signaling 8 February 2005 WD 02115587 PCT/US01125473 -34
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rate, theanosd vdiepnaixed. are added and occasional ly increase the energy in

t'he signaling band, This energy 15 variability makes the detection process
nor e di ffi cul Bince gignapeentent way oepuinihesigmalingtiand andesbaped neise is nvent i on,
a low pass,filter is pl.ied to the source signal .ior to, the addition of
F he e napaddshir et Ena e Rt o EwTEE § EOST AP RaRS B ol gl
signalin 4. . - Dj_gl P | r en if
51 anal ! gl i J:35 BRARY fdrBid he ShASY)Hh R o SHL BRRY 9550 Srery
insi gl f{gaabilitAnkRes §R RAVSHoPPRRbEMbtSdifficdps i hipedfelRdiddgbdiilneht 68M
that can be used in the decoder” to add random noi se

this aspect of the invention, a low-pass filter is applied to the source signal prior to

the addition of the shaped noise to eliminate any source signal interaction in the
signaling band.
In the Dolby Digital algorithm or coding process, even if the content in the
20 upper frequency bands is determined to be insignificant, a coarse power spectrum is
transmitted in the bitstream that can be used in the decoder to add random noise
shaped to the power spectrum. This is a feature of the decoder that is turned on when
the dither ﬂag in the bitstream is enabled. The added noise in the decoder recreates
the watermark in the decoded audio even if the encoder has judged it perceptually
25 insignificant. The watermark may be inserted during either the encoding or the
decoding process. |
A Dolby Digital audio coder is capable of generating changes in the bandwidth
in accordance with one of two bandwidth parameters (the chbwcod and cplendf
codes listed above in the table of FIG. 21). This creates an efficient way of

30 implementing the watermark. However, modulating these codes to generate




shaped to the power spectrum This is a feature of the decoder that is
turned on when the dither flag in the bitstreamis enabl &Febiary 200%2d

noi se in the decoder recreates the watermark in the decoded audio even if
the encod¥ORHYPUdged it perceptually 25 insignificant. TREWUMEEHRrk may

- be inserted during either the encodi ng.g. the decoding process. A Dol by
Digital audio coder is capable of generating changes in the bandwidth in

- accor dancdletestdtile chengds ihvihe Hecatlsiddt gnal dioesrptuesmné linatatichsoadhe erhbedded df

. codes |listed above. in the table of FIG 21). This creates an efficient way
- of 30 i mpignwbdetaiglene wat ermark. However, nodul ating these codes to

. te 8 Feb 2005 02/.15587 PCTf US01/ 2547 - det t abl
Orannes i o tho dochlshagnelt ShoRgbhtsin thg pame bandwidr s Mot Cover BREREde
i gnal dat te: i i dt h t hat
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S enb'gdded. dat a r agfibédiddtite st Y LR Equvalenf®MNPnoRdthghnel2. For optimal
sound quality, the bandwi dth code should only be set once per frame, which

limts the enbe@defordsptimaletotnt qpuiatiey, Sherbandwiith bodeshovdd oatieble setrpice r at e.
| f the bandwi dth code were changed nore than once per frame, the overall
sound qual ity of tpes fearaedvhichilsnite thecernbedded dataitate éo the: symkoldepteand

f
available synbols is lLimted, to. t upber of avail abl bandw dt h codes
Sbove the i nt mum SERded stmplee. off she Pandwiden B8 pis handiiere at
di fferent bandw dt t rate
I s approxi mately ﬁ%ﬁ%ﬁ%ﬁ@gg&?ﬂ}%@gd%gﬁ@g%ggﬁge(?gg@%d@g%@eﬁl ng
one ppt of informaklpedd. !f it is using four bandwi dth states at 48 kHz,
the date rate is 62.5 bps. These nunbers are derived fromthe fact that

each Dol by Di gi3t &h¢ namberofiwilabld G3bbalsiglimiteddo shsampmiber of dvalabider
coder were used that contained. 2048 uni que audi 0 sanples per franme, the

data rate woul d beangprdi ¢asesahoya s mipyniuwn bandwidthi t code. 20 The Dol by
Digital d d I, mat i ft |, d [ in th
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i nfornation
15 second, each containing one bit of information) Ifit is using four bandwidth states at

48 kHz, the date rate is 62.5 bps. These numbers are derived from the fact that each

Dolby Digital frame contains 1536 unique audio sample. If another coder were used
that contained 2048 uhique audio samples per frame, the data rate would be
approximately 23.5 bps for a one-bit code.

20 The Dolby Digital coder sends an approximation of the power spectral density
in the encoder bitstream with each audio frame. It is updated every time thereis a
significant change in the audio spectrum. The power spectral density information is
sent as exponents that are linearly spaced in frequency. In the Dolby Digital decoder,
dither is added to any portion of the spectrum that received no quantized information

25  because the signal information was not considered important. The dither, whichis
essentially random noise, is scaled to the level of the exponent. This adds signal
energy to that portion of the spectrum. If the exponents in the signaling band are
shaped to less than or equai to the hearing threshold, the dither guarantees signal

energy.
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sent as exponents that. are linearly spaced in frequency. In_the
Digital decoder, dither is added to any portion of the spﬁé’fﬁt}fﬂ?ﬂf hg%/

rrecei ved no quantized information 25 becagise the signal information was not
considered impartant. The dither, which is: essentially random noise, is
scal ed to the Theéllovingeepxputisethe Thirenaoeshad ghadsuriegahaptheee isdtier
portion of the.spectrum |f the _exponents in the signaling band are shaped
to | ess tHH ecﬁ#g@j%bﬁlﬁi wibuma diolhy Digitet encatedisignali t her guar ant ees
signal energy. .8 owi.ng steps outline the current

February 2005 - , The foll
‘met hod of assuri hgw_"%/ﬁeﬁ& 13 eg&ffia?mﬁq &letmmlmugmigmgngémdmdﬂi thatis

o7 gndl i g bandwi ot ALORG 2 st bl B EtAE shiosBokl, The ceoees thg
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addi tion captures tiheSexpBhBhi@YRAEHEN I T er recreates the
spectral energy fromt hg transm ttegg}ﬁg%%éﬁezﬁeg?hee\ha(glﬁg%ﬁaﬁ'c?noﬂ ﬁ?\fgﬁbeen
al | ocat ed above thmi.nimuﬁwngrgﬁ]@eqlnal i ng bandw dt h because dither is

usual Iy added. This ensures signal content for the enbedded signaling. The

 two techniques desthehiedoddraeercabmrtitivispedtralastiondy Biona etk fhhdifileqcan be

used to integrate a | ow conplexity, fixed bit-rate watermark into a Dol by
Digital encoder ofXREsEevenTHing bilsshave heen allocatedafmivesthe mitimaimuse”  of

t he ghcode/ decode 15 chain that, jncludes,dow) m xing, dynanc range
conttol, vol une notfFEFD BﬁﬁMd%Fﬂ%eﬂg}%dﬁHS%Md@- ebhis ensuss an

enbodi nent of this

follow ng steps: 151Eﬁ\%e€§é}t%gfb¥lﬁé&%§§%ﬁ ﬁ\éﬁ "Iéé)rtr;egag Lingldgﬁed;?g si gnal .
fo adj ust Tho! hanto de niEderbEd abayE bk yEHFA0A IUGERRE) Feh 887 o
Const ant Fatg, A Shat ne L oA cARa e Bl o OB § (e
human t heresisisr @r degoddr. HBais ispigfetmismobustrigainsti“boempbueeit e epbotibricagded
NOVSES  chain that includes down mixing, dynamic range control, volume normalization,
matrix surround decoding etc.
Thus, an embodiment of this aspect of the present invention may include the
following steps: | |
1. Adjusting the bandwidth to embed a hidden data signal.
20 | 2. Using a bandwidth code of the Dolby Digital encoding/decoding system
| | to adjust the bandwidth to embed a hidden data signal.
3. Adding noise in the signaling band to ensure signal content can be used
to embed data at a constant rate.
4. Shaping this added noise to be less than or equal to the human threshold
25 _ ~of hearing to prevent audible perception of the added noise.
5. Adjusting the amplitude of this added noise to add another ciimensién éf
signaling to increase the data rate of the embedded signal.
6. The integration of the shaped noise with a Dolby Digital coder to

guarantee signal content within the signaling band.

AMENDED SHEET




5. Adjusting the anplitude of this added noise to add anot her di nension of
signaling to increase the data rate of the enbedded si gnal8 Féhruarp@005
i'ntegration of the shaped noise with a Dol by Digital coder to uar ant ee

si gnal coMEMI557t hi n the signaling band. AVENDED SHEET 8%6?%92’?%;‘732005 WO
02/ 15587 PCT/ US01/25473 -37 The watergyark detector interprets the
enbedded i nformation contained within the reproduced audio signal. It is

preferably capadwatainekdetstoniidrpeets tHembddded inbstidhtRmesdntdined wittand
acoustically, but this capability nmay not be necessary for all

appl i cat theeepraduced eudimsignal. Wi iepreferablyf capablcolstiractingdhe ssfonmation
considered.a.5 nore difficult (ﬁgagl enge %;galuse of the addition of _room
noi se, spel@pctqally and agpheallyh hrbiussapabildy may acbhe nacessyAppabik

vol une. Zﬁ . goal ofEB%%et.det ct OE S %o deterni.ne if there is .ener within
2 gi ven BRI, FRRGHDE Y Walererk ARG AGRITIS PrOSRSIEIS SRR 4 i r o5
freq@_n%oremmﬁid 1eﬁ%%ﬁg§ﬁ§g%g%@aa@§@%ﬂo@ﬁ a@é&#@éﬁé} y a Fourier

transformation, a gro ndpass ers anatyze the signaling

band, et eiicrbphoss eh@mcictiseiashndsewRall phgbhéodokke.be obtained from this
signal deconposition. A detector can usé this energy information to

det er ni ne t heTkepealdddhe gletastor iOte dpasind if theeds energyreithinda givehi es a
Synbol | ERATEE PESH N e banguidth ol diumidio. T s Al FpTCHbOve the.
S onal 1 SomtEoh DR R0 i an e cal el £ EFUREVERE oAt el o
 above t nE YR R Bl R RlerlRENAR, i sty in B PRCTOY

consi der gignalignband arl b dbtdined! fiobd &b sidalddconysuditioneAl déteetor caass

environnment where the noise floor of the systemis always known and the
peak si giln$ energplisfoamatiooierdetarnene theembe smabgdl e, i f any ot her noi se

Woul 0" be. condPRRPeHO dAeCHTEIOR AEBTS 6 6 ool PomBETiSa PcRaghet od.
25. - 1t _d I.b £ fixed,t hgl d4i.f th | |

cqual i 2etiEBPERE B iy S@aHBfheTne PRbaod HaTRg: s mradinThaY bR SN que

t hat13v0ubgbras 38R fhsiAbove the noise floor. Anything above this level would be

considered to contain signal level. FIG. 22 shows three different energy levels

required for detecting four different bandwidths that create a 2-bit symbol. Any
~ energy above the detection threshold is considered ‘high’ and anything below is
considered “low’.
20 This fixed threshold only works well in a closed environment where the noise
floor of the system is always known and the peak signal levels are never attenuated.
For example, if any other noise were added to the noise floor in the above diagram,
the third energy level would be considered ‘high’ and an incorrect symbol would be
interpreted.
25 It is possible to use a fixed threshold if the energy levels are equalized or
normalized before the threshold calculation. One technique that would accomplish
this applies an AGC algorithm or process to the signaling band before the energy
Jevels are determined. These levels are normalized by the AGC so that the ‘low’ and
‘high’ levels become more consistent, A fixed threshold can be applied in this case

30 because of the_ normalization of the levels.




this applies an AGC algorithmor process to the signaling band before the
energy |evels are determ ned. These |evels are nornalized Aapridnie2¢dEC so
that the "low and “high' |evels becone nore consistent. A fixed threshold
can be apMAEHSH¥ this case 30 because of the nornalizati 8&TOSVEE] evel s.
8 February 2005 WO 02/15587 PCTfUS01/ 35473 -38 An adaptive threshold is
t hought to be best for any environnent where the noise |evels and the

- signal ener gyAra@agivstirediold ¢htaaghoto K leesp sy enviRiRaéAIGherBRAGI0d t hat
enpl oys an adaptive threshold uses the previous energy states to calculate
a t hr eshodide levels dred ther sigmal exergseareWonstantly ehtogingor@se possibie detextione t hat
in 5 a finite nunber_of the_previous states for a_ given energy band, there

| ‘'shoul d eﬁeﬂ@d thahempiesgn adapiive thregholdruses thespreiqus ensrgy eta Ic’lo_son? t hat
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st at es i largdst epergwisamay foierionsidesst “highiewhide Jesimaiddst nivgt b gendideretie ' hi gh'
group whjle t%ﬁ sg{ﬁl L,est hal f bel ongs to the 'l ow rou(g. I f the average
energy | 49w dhespdnghsand lﬂﬁhﬁéﬂtﬁﬁal?ebﬁzwnﬁdﬂﬁﬂt%bm%wpl SHIMYS- can be

- cal cul at t he average,of thgese two neaps. Jhi an L.y becone, nore
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the sepaichigtgg’.into 20 'high' and' |ow groups. Wen nore than two

bandwi dt hs are included in the enbedding process, the energy levels in the

si gnal i ng badfitheamembiepehtagh’. stvbeis asshmelditgbesiquahtuthiedtimber dfdiow’ al | t he

energy levels in each signaling band should be detected as 'high . Wen
Lhe Secottioh iy epren s nsetstie agesihall belengs ntha Wegh'| Gvp SVIBls 8 ¢ hi s

bandwi dt h d d.as . high' . This al he distributjon 25 of
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two means. This can easily become more complicated by assuming different

~ distributions for the two groups and thresholds that take into consideration more of
each groups statistics like mean and variance.

Another consideration may be included that improves the separation into

- 20 ‘high’ and ‘low’ groups. When more than two bandwidths are included in the
embedding process, the energy levels in the signaling bands are dependent. When
the highest bandwidth is ‘on’, all the energy levels in each signaling band should be
detected as ‘high’. When the second highest bandwidth is ‘on’, all the signaling
levels below this bandwidth should be detected as high’. This alters the distribution

25 ofthe energy levels for each signaling band.

For example, assume that the watermark encoder is | generating a two-bit
symbol using four different bandwidths. Let A, B, C and D represent the bandwidths
where A is the lowest bandwidth and D is the highest. Three different energy bands

are required to determine these bandwidths. Let these three energy bands be
30 represented by 1, 2, and 3, which are the energy between bandwidths A-B, B-C and




where Ais the | owest bandwi dth and D is the highest. Three different
energy bands - are required to determ ne these bandw dt hs. 8Uedbridrg2003 hr ee
energy bands be 30 represented by 1, 2, and 3, which are the energy between
bandw dt hWO®/I8387 B-C and 8 February 2005 WO 02/ 15587 PCFCUAH91/285473 - 39
C-D respectively. The follow ng table “Is'bs;ts the probability for each energy
bands to be in a " high' state if the Synbols are uniformy distributed.
Ener gy BanDRespdciively. TBE foBdwii, tébmhfst@ﬂ@%i@bh' ' S dsgcause
of the dependeliﬁce ofy each ener g)%/ band on the blggmf%ﬁaféh%%rbr exarrgISte%;% t he
pr obabi | be yn afhighd stite iftheaymbiots aeemiforindy distribstedt he sum of t he
probabilities of the B, C and D synbols of occurring. Each synbol has a

~ probability of 1/4 of occurring; hence, the probability of signal content

oFfyq states were used to
band, the highest thirty

in energy band | is 3/4. 10 |
calculate the current thresho
states woul d be assuned to rej nt within energy band 1.
The renmai ning ten sanples wou Al content. The current
threshold for this case is defermped byjTinging {he average of the means
bet ween these two groups. 15 jfThe addition of chanpel coding to ensure that
the synbol distribution is SJbstaBtiaIIE uniformis essential for this
detector. If the encoder ente t hat _was just the highest
bandwi dt h for an extended period, this detector would have difficulty

decodi ng the enbedded, data. The cl oser the synbol distribution is to the
assund pr obablie propabiliiesrase aohequal eeausgofdbe depengence of pacleenssgy bandat a

is. i bl.e.ch | i i h h |
vocurs ot e GG, PA Fraribe. P prohebibcy 06 sigmal conteat ipiaeiband b i
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oroup. of e aRREE ey EBdiies SEEL BY Cat TRpRRN SRULLRROLD HACK SRS C 0 5
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permut ati ons of the four bandw dt’h codés. and D represent the
f our banbhuddt ks ¥odes, the synmbols woul d | ook |ike 8 February 2005

10 If the previous forty states were used to calculate the current threshold for each
energy band, the highest thirty states would be assumed to represent signal content
within energy band 1. The remaining ten samples would represent no signal content.
The current threshold for this case is determined by finding the average of the means
between these two groups.

15 The addition of channel coding to ensure that the symbol distribution is
- ‘substantially uniform is essential for this detector. If the encoder entered a symbol
that was just the highest bandwidth for an extended period, this detector would have
difficulty decoding the embedded data. The closer the symbol distribution is to the
assumed prdbability, the more accurate the detection of the embedded data is.
20 One possible channel coding method is to ensure that each symbol occurs only
once over a finite period. For example, if there ére four different bandwidth codes, -
each symbol may be required to occur once in a group of four symbols. This ’
generates 24 unique symbols that are groups of four bandwidth codes. 24 (four
factorial) is the maximum number of permutations of the four bandwidth codes. If

25 A,B,CandD represent the four bandwidth codes, the symbols would look like




WD 02/ 15587 PCT/ US01 /25473 -40 ABCD, BACD, ABDC, BADC, BCAD, etc. Note
that this reduces the enbedded data rate. Thus, a water n#rRetd@irg C005
according to this aspect of the present invention may include 5 1. An
enbedded Y QYnA1558kt ect or t hat uses an adaptive threshol d tPEIYUS0E/25473

cal cul ated by exam ni ng previous stat e_sO_The previ ous states are separated
Into groups based on energy level. The Threshold is based on statistics of
t he each ARDO Bapear h | 10 2.
When mul ﬂ?%egf%%% ar eUi’)nvoI ?’eg, t éaggnmg%?%%ﬁmaﬁﬁt}lﬁ%?ﬁjgahggoups is
adj ust eddhiagate.on dependenci es fromthe bandwi dth adjustnment. 3. A channel
- coder that ensures that the distribution of the synbols is close to

uni f orm over &hns.d waterinatk datactor eecarding tothis aspectefithe predentitwettion 15
descri bed ahov unctions properly. Controlling Strength of the Paraneter
Modul at i GHY 18§ ve Distortion Control One goal of the present invention

is tozenbed a te [ | ,m.ze det egt abi l4tvia inimzed
bor ceRtTbi 1 iy, Tperh eedRel Rk AR A8 ot Re L8R BRARlE inBREGL R [ <
determ ne how to reguifgict _éﬁﬂﬂﬂé\%’%vﬂﬁm%'fﬁ(téé?%e?&ﬁ Qls stk are SaMe
threshol d can be used to adjust th termark signat in a way that is
detectabl e whil e sepasited iido grdups dakedbh enbimydeeelpt THY thresholdiybdsedesh
above, in sone perceptual encoders, a distortion neasurenent is 25 paired
‘with the rate contstafistics oftlaaeashtgreup thes tooto separdtethe groups as nauchi acar ded.
A distortion nmeasurepent conpares the original input signal with the
encoded si gnal Eﬁ;ﬁe'of the rate control). The distortion nmeasure may be

( .
the 1 e controf BB afiitipld Brof bR FAREHE Bt er BB Ip O™
descr i bed bel ow _igtofi RiiRebARH diP@bcBhGLY frof B2 Bintivagi on reasur e

and the inner loop is the rate control. "Modifications are nade iteratively
to the codi ng par adpagtrienty exami ning the distortion neasurenent until 8

February 2005 WO 02/ 15587 PCTI USO1/ 25473 S ,
3. A chamnel coder that ensures that the distribution of the symbols is close

to uniform over a finite time. This ensures that the watermark detector

15 described above functions properly.

Controlling Strength of the Parameter Modulation
Adaptive Distortion Control

| One goal of the present invention is to embed a watermark having maximized
20 detectability and minimized perceptibility. Perceptual encoders use a threshold of
perceptibility to determine how to reduce the redundancy of an input signal. This
same threshold can be used to adjust the watermark signal in a way that is detectable
while remaining substantially imperceptible.
As mentioned above, in some perceptual encoders, a distortion measurement is
25 - paired with the rate coniro] to ensure that the correct information is discarded. A
distortion measurement compares the original input signal with the encoded signal
(output of the rate control). The distortion measure may be useful to control some of
the coding parameters to change the outcome of the rate control process. This may
create a nested loop structure, described below, in which the outer loop contains a
30 distortion measure and the inner 1oop is the rate control. Modifications are made

iteratively to the coding parameters by examining the distortion measurement until




-41- some criteria are net. The sane approach nmay be applied to variable
data rate  encoders, by renoving the rate | oop. The processFémuarg2nesldi ng a
“watermark_using a threshold of perceptibility according to an aspect of
t he presemop’r’n&é‘ff’tion is shown in FIGS. 24-26. This proc®&IYs81234a | ar to
that defined in the MPEG -2 AAC perceptfqal coder in which two nested |oops

- are.used to determne the optimal quantization. The inner iteration | oop,

- shown i nséthE.critéiia arechinkt. €Fhé beme appioachmsy bpagplie] tontdriablddatanant ral data
can be coded with the nunber of available bits (rate control). The outer
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The rate control process in FIG. 24 attempts to represent the signal by a

e

smaller fixed amount of information. The input signal is quantized according to the
perceptual threshold (step 20) and the bits used as a result of the quantization are
20  counted (step 22). If the number of used bits does not exceed the available bits, then
 the process is finished {(step 24). Alternatively, the iterative process continues until
-the number of bits used matches as closely as possible the number of available bits.
This is usnally accomplished by adjusting the perceptual threshold, via quantizer step
_ size modifications, until enough information has been discarded (step 26).
25 A distortion measuring process, shown in FIG. 25, may be added to the
W quantizer step size process to ensure that some of the simplifications of the rate
control encoding process have not caused errors that are easily perceived. The
distortion measure allows fine-tuning of coding parameters to minimize such errors.
In the first step of the process, the rate loop, or inner loop, is performed to quantize

30 the input signal according to a rate constraint (step 28). Then a distortion evaluation




cal cul ates how nuch distortion exists (step 30) and determ nes whet her the
distortion is acceptable relative to a perceptual threshd Eelfsargp0G®). |f
the distortion is not acceptable, the spectral coefficients are anplified
(step 34) VNPESB¥ process is repeated. If the distortion BE/E0EHabI e,
the result of the quantlzatlon is applipd to the 5 input signal (step 36)
~and the process is conpleted. "Distortion", in this sense, is the
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result in audible artifacts. In aspects of the present invention, a
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anpunt that a ng para1 % val ue may ﬁ%110 varied fromits default
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cont rol Stortion ontr odi ng paramne

adj ust nedifférehePbNecnttho sodé®and drichie 8 %1@ ahd hna%%ﬁ@ﬁ?ﬁio%%s%lﬁﬁﬁpr oni se
I's made. Certain coding systens, such as Iby Digital, use a rate control

process audibimgrtfactsdi ng but do not apply distortion control . Therefore, in

order for suc codi n ystens to enploy_ this aspect the invention, a
distortion rrelgkiﬁl’-’éc [0 é Eﬁsenﬁmﬁﬂhemd@toﬁeemmgss Aln@wnlm r eady
h th 2 t ted f th f
codi g aRCurEr SRS fesarpirl e R o bl e Bregiett Va0 ar or mar
accofgli ng Qdﬁ%ﬁlté‘gefa‘iﬂt @J}ué %eﬁr &G édﬁ&&%ét% thi ﬁo@‘as oﬁ?ﬁeed t hat

in variablerate co I ng systens, era require

provi di ngeeptial threshaidl %h@ﬁlakﬁniﬂ%ﬁ P@d%lérdef&ﬁ'éhaiﬂtﬁél vRitaeREk Wile

al so reducing conplexity. 25 FIG 27 ilTlustrates how a waternmark may be

enbeddedbeeavse di prgfarablyreauses aswmchidistertidroas possibde, acouhsﬁ'amedl‘tgnhee asuring
Preferably, The al is to nmaxi m ze

process of the t describe
r obust neE%rCEEt‘-‘F‘i)%ﬁﬁ'r@ﬁh‘@“BPWe@ﬁ ‘gﬂoﬂﬁ@ hﬁ&ﬁlpﬁf@@tlbﬁﬁ rate COFHDL"@“FPS
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t hr egol gegestedtiftialanUcatsable ¢ ﬂﬁ—%é 8ass the gq uantizer error is
shown. Not'e that there | sorred?%ﬁFe ruary g 05 WD 02/ 15587 PCTI USOL /25473

-43 margin avGértaihloeditg systdins;such agdbiby Digitalj use hirat@rcomitfod process
|npercept|bly I n pass 3,
during encoding but do not apply distortion control. Therefore, in order for such

coding systems to employ this aspect the invention, a distortion measure is added.
Other coders, such as MPEG-2 AAC, already have the distortion control process

20 integrated for the purposes of coding and with minor modifications may be used also

| to apply a watermark according to this aspect of the present invention. It should be
noted that in variable-rate coding systems, the rate loop is not required, thus
providing an optimal solution to the parameter modulation process while also
reducing complexity. o

25 FIG. 27 illustrates how a watermark may be embedded according to the
present invention using a distortion measuring process of the type just described.
Preferably, The goal is to maximize robustness by forcing the effect of the modulated
parameter, which is illustrated as the change in quantizer error in pass 2, as close to
the perceptual threshold as possible. In the first pass, the perceptual threshold is

30 calcvlated. In the second pass, the quantizer error is shown. Note that there is some




t he chosen watermark codi ng paranmeter, in this exanple the delta bit

al location type of paraneter (i.e., the deltba or cpl delstfsbrugppaost ers,
whi ch affect the quantizer error wthin a critical band), has been

adj ust ed HMPO%8¥]Its in a nodified quantizer error. 5 The F&EAROY3¥73 error
may be nodified even further and still_gemain inperceptible. Note that the
nodul ati on of the coding paraneter results in a slightly different

quant i zahiapgineavailablevwithtvigich b medifpthetquantibecavseinipaceptibler Iapaks 3,
~available is affected. This illustrates that nodul ation of coding
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the nodul ati on of one or nore paraneters such that the quantizer error is
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threshold. This is beCause the SNR offset "type of pdraneter 1s a uniform

of f set ofodihg peeametpt had bedir adjnsled dghimouihg irifoieation Eore pays 3 pad theim
~Accordingly, the process of adapting the quantizer error to the perceptual
t hr eshol TesEBingsquagtizaecsmRisss dose aypessiifle pathepareepmabibiresholdnAythongh st ep.

A further .faceg.t o‘i tB]iFis gect of ‘the present inve ii on_al gows user to
~ control MIREredpRed{o BRNg RS JUARIASE GHIOT £R PLSH GF POBHRLE 10p BUF BPIOW: #28 possi bl e
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di stpy ti Gford, TS RRChiibA Ak CnterhBlatesiheMEd1datitn 88 Bhe P nERYTaPAmbles Sate of
detection and the audibility of "the final enbedded signal. "8 February 2005

WO 02/ 15tha7 tHeGfubhfiads evdr B belowdsut Tok slosayo e percepubl gireshddd, asaosi ng t he
perceptual threshold curve by a fixed anount. Furthernore, by nodifying
the per cepmple mpeeshof&IG: Rd. user may enbed a

FIG. 28 illustrates the watermark embedding process wherein the chosen

watermark coding parameter is the overall SNR offset type of parameter (i.e., the
20 ~csnroffst, fsnrofist, cplfsnroffst or Ifesfsnroffst parameters). Note that in this
example, modulation of the overall SNR offset parameter results in an exact match to
the perceptual threshold. This is because the SNR offset type of parameter is a
uniform offset of the perceptual threshold throughout the frequency spectrum.
Accordingly, the process of adapting the quantizer error to the perceptual threshold
25  using the SNR offset type of parameter requires only one step.
| A further facet of this aspect of the present invention allows a user to control
the offset of the perceptual threshold that controls the possible ‘gain’ or energy of the
watermark. This may be a linear offset to the perceptual threshold or a more
compliéated function that allows more distortion in speciﬁé bands. This allows a
_ 30 user to contro] the ease of detection and the audibility of the final embedded signal.




wat ermark where the watermark coding margin is negative. |n perceptual
coders, such as Dolby Digital, Dolby E, and MPEG 2 AAC 5 dotrlirdary2A@s
quantizatio(? or bit allocation, process is conputed based on the nunber
of bits aV¥@ P4 to the coder and the overall signal-to- RSEEESHWH  Next
the perceptual threshold is conpared i4x.the quantizer error. If the
~distortion (difference between perceptual threshold and quantizer error)
does not Tieemalytte acopiplished byrratsing thegerespttisiethcdshokhcwredibye figednet er

- nodul ation is npdified based on the 10 distortion and the process is

r epeat ed agfat. Fusthgimers; bydsnodifyiagdhe petseptual thrgsholds berusdr mapeibasha of

t hi s aspect, of %helgi nv nti?n, tge gi storti,on is  conputed from groups of
banded cdHHIPIOATE Y ergithe Watermark €qdme ATEIN A3 NegAYEs) that form the basis
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threshold is established, the distortioh control rtion of I's aspect of

t he i nvewnfibiis abaidibis to Thecodatiand thavaerileignalderndisstatios Negythet ed i n
accordance wth subsequent iterations of the distortion process. The

nodul at i Beresptuahshre iip gomparethistthe quantdzarerrare If thadistostion kdifference
‘bit-all ' f t band f ' 0Ot t trol
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for ¢onpldaiti@idnaind the Prodek is HépRatBaslti thd Bistsifehds hécdpedlenul at ed- usi ng
the nodul ated paraneter. 25 In a preferred enbodi nent "of this aspect of

t he inventi onln 4 hreferedieniiodiment of thizeaspdetpd the invexttion, thendigtortieon $s may
occur when the perceptual threshold and the rmasking threshold are

equ |k val eﬁﬁmpﬁﬁﬂdl %ﬂ@!‘l @Wigﬁ ogbaﬂdqst coaffisicats (i@ncgrﬁg ?y critieal bmada)sthar t heOI
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requi s enepéfficrtsht fhe sabAfite bPikeBsel dbmplopy.exi ty. Decoder Paraneter
Modul ation FIG 29 shows an aspect of thé présent invention in which the

par amet er s ofOace the threshold is established, the distortion control portion of this aspect

of the invention begins. The coding parameter under test is modulated in accordance
with subsequent iterations of the distortion process. The modulation of the encoding
parameter affects the result of the bit-allocation of the speciral bands performed in

20 - the rate control process. The resulting threshold of the bit allocation is compared

. withthe original perceptual threshold and the coding parameter is modulated
iteratively until the completion requirements are met. If the requirements for
completioh are not met, the masking threshold is reformulated using the modulated
parameter.

25 In a preferred embodiment of this aspect of the invention, the fermination of -
the adaptive distortion process may occur when the perceptual threshold and the
masking threshold are equ:ivalént. for any given band of interest and none of the
bands of the masking threshold exceed the perceptual threshold. If the perceptual

and rnas_lcing thresholds never converge, further termination logic may be employed




5 perceptual audi o decoder are nDduIated. In this exanple, the decoder
enploys a- hybrid bit allocation (i.e., a perceptual nodels Febreapeeged from
the encoder to the decoder). The received perceptually coded bitstream 40
i s separ aMU0¥1¥5%"he decoder into coding parameters 42 (r &HAEREHEHAY t he
bit allocation nodel) and refornmatted _4data 44 (i.e., the quantized data).
Bit allocation 46 and inverse quantization 48 are 10 perfornmed. In the next
‘step 50, aalcd@wssthemnaslum@ﬂﬁeﬂmd dopd el exteed siwpercefiabbthradlel®) . | f not
conputed already (i.e., the first tinme through the |oop), a perceptual

t hr eshol defminatiboueqeisemestsexis oné@éd constraia comyexity.r om t he coded
bitstream |f the perceptual_.thr ol d exi after the first tinme

through the 1oop), a conparP§ qr aﬁ%@*’(ﬁ%‘}ﬂ%‘l@bet ween the inverse
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and spec coefficients are out putte to ot e decoder.

I the dhytod bitenldcation[.aca petebhal nidtel dochmaypdfanetles eeidegto trdul at ed

~is adjusted (SteﬁhSB) and the process of bit allocation, inverse 20
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explicitly sent to t ecoder). The signa reformatted using the
transmit Celi:ubﬂe@%)pthﬁabt oosplited Hlicadp€i.c.ctlieufitst timttethreagh thedoop) anodi fi ed by

a paraneter to enbed a watermark. The watermarked version of the audio is
conpar edpemceptunbthuesteold eﬁdcaip@ﬁmd (step SZ)éJadeé porthe signakfenr hewmededoes not
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resulting distortion is acceptable (i.e., meets predefined termination requirements),

then the process is complete and spectral coefficients are outputted to other functions
in the decoder. If the distortion is not acceptable, the coding parameter being
modulated is adjusted (step 58) and the process of bit ailocation, inverse

20 - quantization, and perceptual threshold comparison are repeated. The coding
paraﬁleter is initially modulated based on the watermark symbol (i.e., supplemental
information) input 60 and is subsequently adjusted based on the perceptual threshold
compatison.

A similar process may be employed in a perceptual audio decoder system

25 employing a forward-adaptive bit allocation (i.e., a perceptual model is created in the
encoder and explicitly sent to the decoder). The signal data is reformatted using the
transmitted perceptual model. This perceptual model can then be modified by a
parameter to embed a watermark. The watermarked version of the audio is compared

to the unmarked signal. If the distortion measurement does not meet the specified,




controlled indirectly by the supplenental information or watermark signal
or sequence. For exanple, control of the nodul ation by t B&ebafagy 2BSK i S
nodi fi ed t‘?‘}/ a function of one or nore other signals or data se()uences

i ncl udi ngWQ ¥ 1588anpl e, a set of instructions such as a EETASM/ANE ¢
sequence and/or the input signal appl i_qﬁ_to the 10 coding system FIG 30
Is a functional block diagramshow ng this aspect of the invention. As in
the basi greilefinbd et@dn Fddairedient(s), 1B¢ ¥igha! Rrrefdrnailated vahiy 4 abdifed

per ceptual encoder function 2 that generates a digital bitstreamthat is

r ecei vedpimpnzetemodejztionl valezoder function 4. In this aspect of the
invention, the supplenental information is applied_to a paraneter

control | er fdsntralfing Parametep Meduleizon insResnonse o arWelsrmarloneqienses o
receives the primary infor nmandar adDetlermimisticrBeguendet er i ni sti ¢ sequences or
both fhe primary_informati on and gne or re determnistic sequences. The
par an®t er confy@heeasnestsidhe naentiog, waglgfathmﬂf&ne FSBOFRIRATIICHS ifmat | on
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to the encoder function or to the decoder Tunction or to both, dashed

| i nes  ar ef mistrootibnosudhhas & detetministicasequeance amd/oothetinpuhsigaalcappdiedftatbe i on
and to the_decoder function, respectively. As in Bﬁ case of the FIG 2
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30 to ongembbtuabaa@ﬂdér%ﬁaioﬂ 4.0TA {hahspRepbf e ihveriieh, ehd SiipplE@entanpl e,
t he suppl enental information controlling the one or nore encoder function

par anet eirformathon iegpdicdio adpdfameteacontzolér fnetioa 62558 REameBdl/ 25473 -
47 a_watermark identifying the owner of the audip or video content and the
supplemeseriroligriyngten 64 asorecolves Hp RIHBABHEFHATLEOHRRGAEMOFGINCt | on
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secondary information modulates encoder function or decoder function parameters.

It does so by modifying one or more sets of secondary information each with either a

20 function of the primary information and/or a function of one or more deterministic
- sequences as next described. Because modified supplemental information from the

parameter controller function may be applied either to the encoder function or to the

decoder function or to both, dashed lines are shown from the supplemental

information to the encoder function and to the decoder function, respectively. Asin
25 . the case of the FIG. 2 arrangement, the output of the perceptual decoder function is

primary information with embedded supplemental information. The supplemental |

information may be detectable in the decoder function output,

| If modified supplemental information controls parameter modulation in both

the encoder function 2 and the decoder function 4, typically, the information applied
30 to one will be different from that applied to the other. For example, the supplemental

information controlling the one or more encoder function parameters might represent




t he manner in which the supplenental information nodul ates one or nore
paraneters, detection of the supplenmental information or &dtebruamy 20051 t he
.decoder function output requires the generator equation and the key of the
det er mi ni HQEL15¥quence to be known by the detector functi¥§HUSHEEener at or
equation may be 10 known publicly, may.44e known a priori by the detector

~ (but not publicly), or may be communicated to the detector via a secure

channel . a Sratetmarkyidentifying vheveynéreokiheowndipobvided wonteny ahd thenown a pri ori
by the detector (but_not publi Clﬁ)’ or may be communicated to the detector
via a sedippdenmgatal énformgtionieenirplimgiheonscorgnene decodefungtipy pasaustesnent i s
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suppl enen mark in the decoder function output
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signal (e.g., the characteristics of the sdurce signa ter

cont r ol | tire man2ér inrwhichrie duppleneatx informktiba niedikaewond yr hiiredet ect or
function. This may be done by communicating the source signal or,
pr ef er abpgiamefierse fefeation of the Swpplemental iformationspyywatermatl in the dsgederet er
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occur because'the chardcteristics are-originally determ ne ased”on the

sour ce sc@matunicdtbd vo figudettetoeviaca sesure Shinatel u 8imil2095the Woy @24y be &down
PCT[ USO1/ 25473 -48 Controlling Paraneter Nbdul ation in Response to a
- Det er mi npshlidySagydecerowndinriarnby theedeteeter Grutwet enhliely).ormmay ber ansi ti ons

One variation of .this _aspect of,the present inyention jnvolves conttolling,
with o CRmERMSHEL FQ RiEroR via hsedise ehammebal hillestaut be serirer e
transiti , ; f rmark synmbol transitions.
In part I@%\S/&F&ﬂﬂ%amﬁﬁgg@g@ﬁ%\'}%&é}oﬁtg@%ﬁ?ﬂcg&%gﬁfé’géfO the determnistic

sequgice, t heyhinahé Plrdhetth CoMPSIRTTNSmpISHY Whefriph? siphdl RSBty the

consequently, the duration of the waten-hafk syfbol Tates. wat er mar k
synbol s taaneai in whichathe seppletdmndal dhfanmativatraodulates enercrprotetparamsteggences
in the watermark synbol pattern may be perceptible. By nodifying the
dur at i ondgtection of the supplemental information or watermark in the decoder funciion
output requires the source signal or at least certain information about the source
signal (e.g., the characteristics of the source signal that the parameter controller is
20 programmed to respond to) to be known by the detector function. This may be done
by communicating the source signal or, preferably, the characteristics of the source
signal that the parametei' controller is programmed to respond to, to the detector
function. If the source signal, rather than the relevant characteristics of the source
signal are communicated, it may be possible for the detector function to derive the
25 = relevant characteristics independently based on an analysis of the source signal and .
the decoder function output, However, errors may occur because the characteristics

are originally determined based on the source signal with no quantizer error.




10 the paranete r nodul ation states and, consequently, the duration of the
synbol, repetitive effects may be mnimzed. Table | showFeppufxa0E8 € i n
which the duration of the paraneter nodul ati on state and, consequently,

t he dur at W§hO26B587he wat ermark synmbol, is dependent on a RGTESHLRAMIT
sequence, thus resulting in the patter4§ shown as the nodified sequence. In
this particular exanple the watermark sequence is repeated if the

- det erm ni st iCoRESIUAEFRArNAbiee M&ﬁﬁﬁ@hlﬂRespénse to laf DEREMINIsti@Seqieneal ue of
"0", the watermark Synbol is not repeated.” It should be noted Ctlhat t he
period of the- matenaModgfyhglthpaﬁiB&fmatannﬂMnﬁxdimﬁsmnshe occurrences of
the value of " 1 "in the determ nistic sequence. Accordingly, a finite
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the 8 February 2005 WO 02/ 15587 PCT/ USO 1/ 25473 -49 watertark. Generally,
it is pmdblatlmtamp bogl, congequent, thederation pditherstatermdrk syabobeates. If

wat er mar k. For exa the nodul ation of one paraneter may result in a

- spect r al Walesmgyk &wglgp Sdafensmpnsfara goabadded labp cpn@tquér&tgf, rﬁpﬁy@veamupn@es
- nodul ation,of anot her ter results in ucti.o dw.dt h_.of the
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another, the resulting watermark may be | ess percepti’ble. As the nunber
duration of the parameter modulation state and, consequently, the duration of the

| watermark symbol, is dependent on a deterministic sequence, thus resulting in the

pattern shown as the modified sequence. In this particular example the watermark

15 sequence is repeated if the deterministic sequence value is equal to "1". If the DS has
a value of "0", the watermark symbol is not repeated. It should be noted that the
period of the watermark symbol pattern increases based on the occurrences of the
value of "1"in the deterministic sequence. Accordingly, a finite sequence should be
used that resets appropriately so that synchronization is possible during detection.

20

Sequence Type Sequence
Deterministic sequence 10110010
_(DS)
Watermark sequence 01011100
(WS)
Modified sequence 001001111000
Table 1

Selecting the parameter for embedding the watermark
25 In accordance with a further variation of this aspect of the invention a

deterministic sequence selects the parameter or parameters used to embed the




of wat er mark énbeddi_ng paraneters increases, this effect becones nore
pronounced 10 (the inpairnment introduced by the water mark 8 Bbere 2005

" noise-like). Table 2 illustrates two ways in which coding paraneters may be

sel ect ed 02/%8%ul ation. In the first exanple, shown in p&IUSOY25433 Tabl e
2, paraneters 1 and 2 take on the valuyg of the watermark sequence (W)
dependi ng on the determnistic sequence (DS). For exanple, paraneter | is

nodul at edvdté@rngark! Geneially, dCisi pugsibletd/Empoyvaiytiend bf §dverddparambers fo " 0",

otherwise it is nodulatéd to a. state refl’'ecting a "0" value (either state
‘may be, Butbederdatenmatic, Fohexqmaplenthecamodultiva wifone glavaneteAnsayr wtisnliliy 2

paraneter 2 is nodul atg to a.state reflecting the V\Sg;ﬁue I f_the DS val ue
"s 1. ofRtialsacray me Bt @ Rastigular feguenayl 13age ARd dhe mrodlatinn ¢k t her

sequencesu o s PRrRAEE R it € edriioB AR RiAB S P HetodiR siEhel, I Bubec,
the W5 | Bnb iR fodhfitddIhe REARTEH AP nBI W inbPo Paickotiflle 8fa Tab! ©

-2, paraneters 1 and 2 are nodul ate ecting 't val ue of the

W6 depen@ertononitly adittetsasiiBitite epéctrdi@nemiaimpliglationl M®tled othet Bandidétheat ed
fromits default state to a state reflecting a W5 val ue of "0O" and

- par anet eembeddingteduigue thatioused switclies betweemtmdudatingson pananddtercarichg a WS
value of "1",  |n thiﬁ 25 way, . either paraneter my be detected

i ndepend@idujatinganqther, tag Frsulingsyatommaismaghalest porespiieq ishithe number
Dot ot e RSB RASB LB AEOURREATIAOL B B by vor
! oy PSRRI AR TR bl (0) 0100013
Table 2 illustrates two ways in which coding parameters may be selected for
modulation. In the first example, shown in part "a" of Table 2, parameters 1 and 2
~ take on the value of the watermark sequence (WS) depending on the deterministic
sequence (DS). For example, parameter 1 is modulated to a state reflecting the WS
15 value if the DS value is "0", otherwise it is modulated to a state reflecting a "0" value
- (either state may be, but need not be, the parameter's default value). Accordingly,
parameter 2 is modulated to a state reflecting the WS value if the DS value is 1,
otherwise it is modulated to a state reflecting a "0" value (either state may be, but
need not be, the parameter's default value). The sequences from both parameters and
20 - from the DS are required to detect the WS in this example. In the second example,
shown in part "b" of Table 2, parameters 1 and 2 are modulated to a state reflecting
the value of the WS depending only on the WS itself. For example, parameter 1 is
modulated from its default state to a state reflecting a WS value of "0" and parameter
_ 2 is modulated from its default state to a state reflecting a WS value of "1". In this
25  way, either parameter may be detected independently, as they both convey the WS. -

Sequence Type Sequence
Deterministic sequence 10116010
(DS)
Watermark sequence 01011100
WS)




Modi fying the rate at which the choice of paraneters for {EE | at i hanges
ey 2008

- According to a further variation of this aspect of the in

choi ce of voapaieers for nodul ati on may change dependi ng ospEyuélffed-51 ni stic
sequence. This may further reduce perceptibility of the watermark, as
periodic effects introduced by changi ngft-he enbeddi ng techni que at a
constant -rate are peHrnated—This—enrbediment—+s—++lustrated in Table 3.
In this exanple, peer!arre?@Fa@eﬁGE lipdibaPed [t o a 240QEHIQ refl fcting the
inverse of the W5 (lei tther statdOdmy be, byt need not be, the| parameter's
default value) and [the Puihabtet greis MREN the BEoyadoE is "|1 " and
otherwise it is not] repeated. F@ﬁameter 2|is nodul ated to a ptate

refl ecting the def gy-t—valt Fthe—Wo(eit-her at-e—ray—be] but need not
be, the pgr anmet er' s%cxfgﬁrameiqnlﬁ)lswsxoi he sy [&:) . a?q wnen the DS
value is " V and ottherlWarameteriz=-In¥S(épe¢at ed. 0OMILBIG n t he| exanpl e of
part b of Table 2, both paraneters convey the watermark. Sequence
TypeSequence Determ nistic sequencel0110010 Waternmark sequence01011100
(WB) Modi fied sequenceParaneter 11101ab0Q@11 of techni que
transitions)(W5),0 DS (0) Paraneter2=W5, 00100111100 DS (1)1 Table 3 8

. February 2005 WD 02/ 15587 PCTI US41/ 25473 -51- Controlling Paraneter
~Modul at i [ t he, . i Sti f t S . Si I
Vodi i ng « ABoPTREIRE rad i aihich B Bhice PnGRmidters e A nlaint Slegma
| vai b ¢ . : g : _
~analysl s AnoAg@%‘mfccfﬁé P.I‘&‘;ﬁ%elﬁ‘ &ﬁ%ﬁ%nmtasﬁéctto?%é %ﬂh’gﬁ?ﬁffzﬁéﬁ% ee@ vely

anal yzi ng the thé 'source sighal, an en adap

cont r ol | pagimidiersrfot thodulatid ﬂﬁ?t&fang@ﬁbﬂ:é%ﬂﬁi‘oﬁ haRrnhiAticARuer@) fﬁlﬁgent ly

the rate of watermark synbol transitions based on the results of

anal ysi smayrfupthet feduica perdeptibilityl ofcthe weatetimrgk, aspericlipefietstiatroduced by

characterjstics of the source signal, the duration_of the paraneter
changing the embedding technique at a constant rate are eliminated. This
embodiment is illustrated in Table 3. In this example, parameter 1 is modulated to a

- 10 state reflecting the inverse of the WS (either state may be, but need not be, the

parameter's default value) and the symbol repeats when the DS value is "1" and
otherwise it is not repeated. Parameter 2 is modulated to a state reflecting the default
value of the WSS (either state may be, but need not be, the parameter's default value)
and the symbol repeats when the DS value is "1" and otherwise it is not repeated. As

15 in the example of part b of Table 2, both parameters convey the watermark.

Sequence Type Sequence
Deterministic sequence 10110010
(DS)
Watermark sequence 01011100
(WS)
Modified sequence (rate | Parameter 1 =- 11011000011
of technique fransitions) (WS), 0
: DS (0)
Parameter 2 =WS, | 00100111100
DS (1) 1

Table 3




nodul ati on states and, consequently, the duration of the watermark synbol
states. 10 For exanple, rapidly changing signal conditiong Aabyugoy 28050e a
~useful degree of tenporal masking that may be used to | essen the
percepti bWQYISH7 a watermark synbol transition. |f the XEBUSHRETD t he
ti me-domai n source signal varies beyoq@lg pre-determ ned threshold from
frame 1 to frane 2 (assum ng that the source signal has been formatted

~into a digital signal C%hh%ﬂﬁlﬁ Rifaibid Mol alationia Répehsefdk synbol 15 maybe
“allowed to change from ong, P{e?ln E@%g&n@@@ li' value in frame 2. In
|c 0 e

the t hr eshofdiyiRg he i e?,nf ik AL rancind g SRt Rart BT 1 oo
to change Valﬁﬁétheﬁ)éanﬁﬁ £ BE Al B bE %eﬁ%ﬁ)ﬁ] otw ;h?ia]tlj'{/ﬂﬁ% e masking

events or ot her ange I’ en cond OI’IS In e un source

signab, cHRAcEAREEL O ﬂhb)ﬁo%fcééi alZQn(YVﬂieﬁr ?ﬁv@@}’cd?ﬁrdll i esdte & Tabl e 4,

a source-defined sequence (SDSY represents the output of a threshol ding

pr ocess, patapfetesmbdalasioartarmiti @mtandy comequeitlys thexatebfwatemBHssymbok  of
"o |nd| cates that no transi ent condition occurred and a value of "1"
i ndi cat egransifions basedors thermesulisopthesanalysisy tnpansicobar, itinavelaes vamGbinTabl e

iy R ek R R OTORAR 1L
"0", ot he déiat%¥ gﬁﬁl 06 eaﬂént thh Q)fttﬂé évat i ﬁnb'oi 'ﬂ ass uned

_that a S|ng e coding paranet er co he. wat er mar ying t e rate

at wipp ch FohexhgleCfa ﬂlyﬂﬂ{ﬁgﬁigeﬁgnﬁ%onﬂﬁﬂiﬂs@ﬁaﬁﬁrﬁﬂé@ deiefil Fepeessiur ce

ref

signal analysis 30 anot her "aspect of the invention, the just-explained
aspect i Sempmtalnmslqmg that nﬁyheamedh&lesbmﬂmtgmrcqm‘mht}oéf a watermarke si gnal
to nodify the rate at which the ch0| ce 8 Fepruary 2005 02/ 1 587

PCTI 1TSOsyRbal7izansition.off tﬂa@ramﬂﬂ@ 8o mewomamﬁoamﬁjﬁga vagles pprediat o

bonet | 1 PE-Raraed thresheld o B | loBne, GRpIT A o) 8 e ltwﬂ;n
condi 10 %ﬁée%”%@%{ﬁ?é“%@%ﬁ@?%@wﬂ#ﬁ pif), ?‘?%“gﬁna%*{ﬁ%of

Tabl g54. 1ﬂa§’ BUloweRiPEangeraiRiRvalud 1 fBAL ! 1afoathdtRerdvati@irefrib!2 cli ng

t he 1 nver of the W5 (either state may be, but need not be, the
par aret e ftamed fifithet chamhetedistin df thelreussertighal deps ans vatyebetond thotineshald i s

"1" and otherwise it is not_repeated, Paraneter 2@3 m)ﬁjul ated to_a state
ref | ect i figm the previaysifraraes) the symbolmay aof e pesmiited to change values. By

correlating watermark symbol transitions to masking events or other "change-
friendly" conditions in the underlying source signal, imperceptibility of the
20 Watemmk may be improved.
| In Table 4, a source-defined sequence (SDS) represents the output of a
thresholding process, such as transient detection. For this example, an SDS value of
"0" indicates that no transient condition occurred and a value of "1" indicates that a
transient was present in the block. In part "a" of Table 4, the WS value is repeated
25  (by repeating the same modulation state of the parameter) if the SDS has a value of
"1". If the SDS has a value of "0", the watermark symbol is not repeated. In this
éxample, it is assumed that a single coding parameter conveys the watermark.

Mo.difying the rate at which the choice of parameters for modulation changes
using source signal analysis

30 In another aspect of the invention, the just-explained aspect is modified so as

to use the characteristics of the source signal to modify the rate at which the choice




~ aModifief

: anal ysi s” 20

maybe, but need not be, the paraneter's default val ue) an e s

repeats when 10 the SDS value is "1" and otherwise it is %c}%&l”é%'é%@% As
in the exgyphsi18%7 part b of Table 2, both paraneters con\f,??.[éslaﬁzgg?g er mar k.
This approach is simlar to that shown in Table 3, but differs only in

that the transition rate is here definé@-by the SDS. Sequence TypeSequence

Si gnal - def.i ned se nce0010111Q. (SDS) Waterpark sequence01011100 (\WB)
%E%f&&ﬁ%%tﬁra@ 2L0Rk¢ 9@1@@@9&%%% 13 Argmgieti t i ons) 0

D onsi t | hoRRRHEIC CA QIR v REPIENERCA scbod it R ubf it fons are loss, 4

Sel ect i ngelcBpHBRIR AR PoohR wIRFIE dbiitellihal BHAEB! femptihl HiaSOHESE 0T

n anot hér aspect of the pr I nven e nu

par amet el'changefriendby'addnditienss 8in exfangsle aifeiis embodambabisdlligtfate®sipakibon i s
nodi f i ed based on characteristics of the source signal. Suppose a
par t i 2ul af Tablect. nbrr fiim gxamyplep patamegerrb isrmadylagabio a wete02flestng the inverse

PCT/ USQOL/ 2547 -5, bl d b dul i f |
1 forentl (i Wi {ST skl mhay bRl Bees Bot bahe PReeE SRRk AIS g booot
| i i i 1 A ti tc.).. De di th
“current SREVERAUTREHHS Fp BRI talue ST nd SngPieie s R Rl or anct et
MYy CauSPaisRRESCER hddalaba s mt&&i&%@g 08808t YAdle of Bk \ﬁ§ G(Egﬁéryo Rate f

the source signal is stationary, tenporaf noise insertion na _
per cept i iag tehbot acapact tglthepaatetdaaidfailpvahic) ead ecsynibsldspédigivtich
per cept ual | masked. As a result, it may be beneficial to reduce the
- avai 1Gb| &esddS orlysaisd ¥ tamdootherwise it is not repeated. As in the example of part b of
Table 2, both parameters convey the watermark. This approach is similar to that

shown in Table 3, but differs only in that the transition rate is here defined by the

SDS.
Sequence Type Sequence
Signal-defined sequence 00101110
(SDS)
Watermark sequence 01011100
(WS) |
a | Modified sequence (rate Parameter 1 01001111100
of symbol transitions) - 0
b | Modified sequence (rate Parameter 1 = - 10110000011
of technique transitions) (WS), 1
SDS (0)
Parameter 2=WS, | 01001111100
SDS (1) 0
15
Table 4
Selecting the parameter for embedding the watermark
. using source signal analysis
20 In another aspect of the present invention, the number of parameters in the

available set of parameters available for modulation is modified based on

characterisﬁcs of the source signal. Suppose a particular watermarking system is




disall ow those that are likely to cause results that are nore perceptible
for the current signal characteristic. 10 In Table 5, an3sdahnEre26ioOws a

- signal -defined sequence (SDS) based on the same threshol ding process

(transi enWOJB{1E87 on) as described previously. An SDS vaPG&U§SP1/25473
indicates that a transient condition Q§5§ts in the block and an SDS val ue
of "0" indicates that no transient condition exists. In Table 5, paraneters

-1 and 2 aH)e% Baited a@%’!&irhaﬂbﬁif‘fﬁécﬁﬂ Rk aD OF sEferhl ERREGR pafRtetd g oXi St's
(SDS = 0), wth 15 paraneter havi ng a nbdul ation state'reflecting a val ue
of "1" fparaitersreadting i Spectabené@yibupst tomgula toise iatartion) efddwwidilng a

val ue of "0" otherwi se and paranmeter 2 having a nodul ation state

r ef | ect i igguetion ete.)ofDepending onihieaireand characteristias ofithei soyrcessignal.ingt aldn
state reflecting a value of "0" otherw.se. If a.transient condition exists
(S5 = 19t b R helAs bR canse e ermiiG dh g i T e SRRl o FOr

opti nal | e: r l 1ion, . ] - I d 2,
whi cir coteSeifthe SOIRE B iF RS, B E RN P i RAATERS R hofiet vr .
a det er pcabtiisle TRAY 8 IPEctiEenbR b IV ri m t he
smal | ernlf'bset‘fjlﬁtli hgr%gby prﬁggservinﬁg th@géﬁeﬁdﬁ?wgﬁ%gﬁ?ﬁgﬁgmrﬁr anong
par anet emaskeshi Ae aatestillcit amyebet benefiaitd 1o rvdice thb avsildtde setfthapamatees to S
that are_preferable_in view of current source signal characteristics. 25
Sequenc edisgiiesdhosnidet srelilsly te caussareselts that areos) paceptible fuwitherowrant
sequence én ?ﬁ%lol 1Q0, Paranmeter 1= 1, W5 (0), SDS 10000001 0) Paraneter 2
1, Ws (131 FAGFBYHB (0) 8 February 2005 WO 02/ 15587 PCT/ USO1/ 25473
S?)g | Ogiggge[hbs[‘ able 5, 4 e&:«%lplesﬁg%lg&%ﬁ%—&eﬁ%@%ﬁ%ﬁce4(SﬂS) WRelithi the
 same thresholding process (transient detection) as described previously. An SDS

value of "1" indicates that a transient condition exists in the block and an SDS value
of "0" indicates that no transient condition exists. In Table 5, parameters 1 and 2
nominally convey the watermark when no transient condition exists (SDS = 0), with
15 parameter 1 having a modulation state reflecting a value of "1" for WM values of "0"
and having a modulation state reflecting a value of "0" otherwise and parameter 2
having a modulation state reflecting a value of "1" for WM values of "1" and having
a modulation state reflecting a value of "0" otherwise, If a transient condition exists
-(SDS = 1), then parameters 3 and 4 are modulated, which parameters optimally cause
20 temporal distortion, instead of parameters 1 and 2, which cause spectral distortion.
Having reduced the number of parameters, a deterministic sequence may then be
used to select parameters from the smaller set, thereby preserving the benefit of
switching between or among parameters, while at the same time adaptively choosing
among parameters that are preferable in view of current source signal characteristics.

25

Sequence Type Sequence

Signal-defined sequence (SDS) 00101110

Watermark sequence (WS) 01011100

Parameter 1 =1, WS (0), SDS 10000001
(©)

Parameter 2 =1, WS (1), SDS 01010000
0)




Table 5 Controlling Paraneter Mdul ation in Response to 5 a Determnistic
Sequence -and the Characteristics of the Source Signal |n 8dbriaon20as
controllin aranmeter nodul ation using only a deternministic sequence or
only 'char&gl B&®¥%ics of the input signal, the invention a3/ E8HE¥RDI at es
control ling parameter nodulation in respjonse to both a determnistic
sequence and characteristics of the input signal. 10 There are nultiple

ways to conbi ne the |u et gr [ egueng - the source signal
- Toriherd %WS'&%ST)@ OF0GD

characteristics in nmet er ing so may
further inprove inp . such nethod, a
of cHEPR (ﬁhra
characterjstics. Mre

determini stic sequerjce 4¥Pg i ters is used
for different statds of the si dhhl articularly,

usi ng the exanple of Table 5 15 above, the first two paraneters are chosen
- for nodul ati on when a transient does not exist (SDS = 0) and those
paraneters are chosen based on a det éfablasti c sequence, DS. Table 6
illustrates this nethod. Sequence TypeSequence Signal -defined sequence
(SDS) 00101110 Det er m ni StIC sequence (DS) 10110010 Waternmark sequence
(W5) 01011100 Par arrete DS ( 00001 W5 (0 Paraneter 2
1, SDS (0), DS(0), afém e?@mgémén SSPORFI 0) . DS( 1),

. 10060000 W& (@Pemm@tlersmumlce apsthedyharpgetistics @Itlbgcﬁmwcw&gn@i Par anmet er
5 =1, SDS (l)In a%%gtg) i to gc?n Oqﬁﬁg p\z/l\i%n(le er modulation using only a deterministic

sequence or only characteristics of the input signal, the invention also contemplates

controlling parameter modulation in response to both a deterministic sequence and
characteristics of the input signal. |

10 There are multiple ways to combine the use of a deterministic sequence and
the source signal characteristics in order to control parameter modulation. Doing so
may forther improve imperceptibility and/or robustness. In one such method, a
deterministic sequence selects which subset of coding parameters is used for different
states of the signal characteristics. More particularly, using the example of Table 5

15 - above, the first two parameters are chosen for modulation when a transient does not
exist (SDS = 0) and those parameters are chosen based on a deterministic sequence,

DS. Table 6 illustrates this method.

Sequence Type Sequence

Signal-defined sequence (SDS) 00101110

Deterministic sequence (DS) 10110010

Watermark sequence (WS) 01011100

Parameter 1 = 1, SDS (0), DS(0), 00000001
WS (0)

Parameter 2 = 1, SDS (0), DS(0), 01000000
WS (1)

Parameter 3 = 1, SDS (0), DS(1), _10000000
WS (0)

Parameter 4 = 1, SDS (0), DS(1), 00010000

WS (1)

Parameter 5 = 1, SDS (1), DS(0), 00000000

WS (0)




8 February 2005 WO 02/15587 PCT/USO1 /25473 -55 Paraneter 6 = 1, SDS (1),
DS(0), 00001100 WS (1) Parameter 7 = 1, SDS (1), DS (1), 08Fe8Akey Mms( 0)
Paraneter 8 =1, SDS (1), DS (1), 00000000 Ws (1) Table 6 In another exanpl e,
the det er MOHR246%% sequence nodifies the rate of transiti oRETUS0ERSHhHe
wat er mar k sequences that are nodified ly_a signal -defined sequence. Table 7
illustrates this nmethod. The second columm illustrates the first step of
altering the enbefidr iaqebgsg he | SD! e third colum
illustrates the se¥or?(;lagaﬁslt6§g%o§§ E{th ?’]giggo?i hg fﬂt@qﬁg?g of| t he sequences

based on the DS. A—pH-evi-aus arples—thetrsequence—valde i s repeated
7 the SDS has a C? Bardrsion 7= 1, SORD,GI5 (s has WIPADAE of| 0", the
sequence val ue is ot repeat edWSlhuence TypeSgquence (DS)Selquence (DS/ SS)

Si gnal - def i ned seq emm@@s}gempgmsmp@gm nij st igpe®eqoence| (DS) 10110010
Wat er mar k sequence|(W5) 010111064 I")arreter 171, [ws (0), SDS
100000011100000000 = : 0001001100000

(0) Parameter 3 =1, WS (0), SDS 00100010000110000110 (1) Parameter 4 = 1,
WS (1), SDS 00001100000000011000 (1) qupie 6 |

In another example, the deterministic sequence modifies the rate of transitions
5 of the watermark sequences that are modified by a signal-defined sequence. Table 7
~ illustrates this method. The second column illustrates the first step of altering the
embedding technique based on the SDS and the third column illustrates the second
step of further altering the rate of the sequences based on the DS. As in previous
examples, the sequence value is repeated if the SDS has a value of "1". If the SDS

10 has a value of "0", the sequence value is not repeated.

Sequence Type Sequence (DS) ‘Sequence
(DS/SNS)
Signal-defined sequence (SDS) 00101110
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 =1, WS (0), SDS 160060001 110000000001
0)
Parameter 2 =1, WS (1), SDS 01010000 001001100000
()
Parameter 3 = 1, WS (0), SDS 00100010 000110000110
1)
Parameter 4 = 1, WS (1), SDS 00001100 000000011000
¢y
Table 7
15 With each of the examples in which multiple coding parameters convey the

embedded sequence, there also exists the possibility of adding redundancy by
applying the same watermarking sequence to multiple coding parameters to increase

error resiliency to attack or processing. To facilitate lower-complexity detection,




Table 7 15 Wth each of the exanples in which nmultiple coding paraneters
convey the enbedded sequence, there al so exists the possifabreary 880addi ng
redundancyy®ynsgp! yi ng the same watermarking sequence to gayltdple-codi ng
paraneters to increase error resiliency to attack or processing. 4120
facilitate |l ower-conplexity detection,-®+ebruary 2005 WD 02/ 15587

PCTI US01/ 25473,. - 56 such codi ng paraneters mag have constrai ned,

rel ati onSHPRbSOdige parEmeines By ke consiarined relatignships,Hata predeiseminedanet er

h d . bl e .t t f th
codi no. pareHniRss SootiR 1 PR g el U doredfr SRS RN | o
modul atetﬁeﬁemﬁgafg#atﬁo\é?%dgﬁe% Caﬁle?élj."er codi ng paraneters to nmake it

difficult for a e which paraneter is carrying the

wat er mar k. | nAddittorailiy, @ dehawinistit séqidrec $nayPbs ased & mbdapayeys the
wat er mar k_sequence and the determnistic sequence specifies which of

par anét esimuléimesasneneor gion bthey godinggmeaineters tremake iedifficidt fagmence.
docoys.  Phadidt 30 dedne whidnpaiamstsy ip srrmdesbhe vHPRHRR AR At exAmple chowhe
e b hdaBls Sablmbl 1 Rua v bueRfanSsesBence s e N ER G

bar ot er S euCERBEREES WO RRpI LoL AR hRers RillRer Bt 0

under st oehtérhairk isemphaioen (Reirh@Bteds 2 Ahl S inhis dist doSct TRE infat GRlArRMBuOf
the invention and its various aspects will be apparent fo those skilled in

the 40t agias decays.t hethisesample; thesdewnly parameteds il tdqaskthe WS foir ¢he

enbodi nents described, It _is therefore contenplated to cover by the
present PRRFORTAMSStale olthe ¥, andowvilhbe {0'cetheomise. vari ations, or equival ents
that fall within the true spirit and scope of the basic underlying
principles disclosed and cl ai med herein. The present invention and its

~various aspects may beTTpt gg&gén%% T‘i}iaewf TWare Sequence
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 = WS 01011100
Parameter 2 = WS, DS(0) 01001100
Parameter 3 = WS, DS(1) 00010000
Table 8
15 Conclusion

It should be understood that implementation of other variations and
modiﬁcaﬁons of the invention and its various aspects will be apparent to those skilled
in the art, and that the invention is not limited by these specific embodiments
described. It is therefore contemplated to cover by the present invention any and all

20 modifications, variations, or equivalents that fall within the true spirit and scope of
| the basic underlying principles disclosed and claimed herein.

The present invention and its various aspects may be implemented as software
functions performed in digital signal processors, programmed general-purpose digital
computers, and/or special purpose digital computers. Interfaces between analog and

25  digital signal streams may be performed in appropriate hardware and/or as functions

m software and/or firmware.




functions performed in digital signal processors, progranmed

general -purpose digital conputers, and/or special purpose Fibgidraboos
‘conputers. Interfaces between anal og and 25 digital signal streams may be
performed in appropriate hardware and/or &7 functions in software and/or
firmvare. 8 February 2005 -57 CLAIMS 1. A nethod of nodifying the operation
of the encoder function and/or the 5 decoder function of a perceptual
codi ng systemin accordance with supplenental information so that the

suppl enental informati on nay be det ect alleAIMSt he out put of the decoder
~function, conprising nodulating one or nore paraneters in said encoder
function and/or said decoder function in response to the information

content. of saiqgq s t i rnatd on. 19 2. et hod, according . to claim
| wherein sai dqpe?ggl:loﬁfqﬁgﬁl ofowgmép)@gahwaHB?@%OBO‘&@F}‘%F“‘E%@Ytfyﬂ‘étl?%@ﬁld@fpthﬂ/s
a hybsi d decsderr didepiowar da Qidr Cabiig- t r di-ng |2l m .2
wherein said one or nore p% a(r:rﬂitﬂé?s%ib%@ uégste?sq%néygfﬁn%gewp%@r gnﬁ?@f@r{pﬂat
fall witHfereatonsothatethefsuppleniesitilonformat dremay ibesd etoatsiderig the dalip@nsk fhiet

‘al l ocatigp |, ng between or anong channels, frequency bandw dt h,
di t her cgﬁ ordc??,%gﬁwdﬂgggpr"éf%i onship, and time/frequency transform

‘W ndow. 4. A maidiatht SbAthok® p &l : i i r codel S
an audi o_ coder, of tﬁgg:%pe jtk?at pgrfaglié%% 1a ?gf%}@%ﬁlﬁgﬂotﬁ%?@ |osr??&)§g&§¥erA
met hod af¥wtigndy repasisaidiie infemeationsenentnel said sappdepanaiitformaiios! ude
one qf nore paraneters that fall wthin one or nore of the follow ng
categories: masking nodel and bit allocation, coupling between or anong

channel s, AVENDEDASHEHbdSadoobdingrts Q6RR 1 WhePdh 15anrP peleptddPtbir4d dn audio
coder of the type that employs a hybrid forward/backward bit allocation.

3. A method according to claim 2 wherein said one or more parameters include
15 . one or more parameters that fall within one or more of the following categories:
- masking model and bit allocation,
" coupling between or among channels,
frequency bandwidth,
dither control,
o phase relationship, and

time/frequency transform window.

4. A method according to claim 1 wherein said perceptual coder is an audio
~ coder of the type that employs a forward bit allocation.

25

5. A method according to claim 4 wherein said one or more parameters include -
‘one or more parameters that fall within one or more of the following categories:

maskding model and bit allocation,

coupling between or among channels,
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-58 tenporal noise shaping filter coefficients, and tine/frequency
“transform-wi ndow. 6. A nethod according to claim1l wherei 8 Rsbrehrp20@Ept ua
coder is a video coder and wherein said one or nore paraneters include one
or nore pWQSHYSE’s that fall within one or nore of the f8CIERHPHETS
categories: frame type, and notion congrol. 10 7. A nethod according to
claim1l wherein said one or nore paraneters are selected fromthe

paraneters t hginporalesdisé Bhipigg Gidiep dgstfietdnltangdi gnal one or nore of

signal -to-noise’ratio, quantizer noise, time relationship between or anong
channel s, 1RimeHpeeroeytendfurdt Windowaped noi se, phase rel ationshi p bet ween
- or anong channels, and w de spectrum tine-aliasing noise. 20 S. A nethod
according to claiml wherein said one or nore paraneters are nodul ated by

perform ng on f the follow ng acts:, varyi.n two val.ue ar anef er

Dot ween 15 1ot dcsidado e LI BRAT Soldu et ie Codrb A PeOdef aul
val ueg an r : val , i { en or
val ues 2oy Bl 1S LR oot RIS\ G5B B REeRThaeen of
wherei n EIEwilB 68e of niheWfahs ﬁﬂldﬁring%afb ofigg; Or nore paraneters 1s
controlled. 8 February 2005 WD 02/15587 "PCTI USOL/ 25473 - 59 10. A nethod
accordi ng to frhmernySe,vdngr ei n the degree of nodul ation of said one or nore
paraneters is cgontrolled to limt the perceptibility of artifacts in the
decoded out punopgeantiobsul ting from the nodul ati on of said one or nore

paranmeters. 5 11. A nethod according to claim 1l wherein the nodul ation of a
paraneter is indirectly controlled in accordance w th suppl enent al

| nfojgmtion sych foBHoCBoPding 10 bRiA 1 Whrdift shitVddsr AN HrhMiters are

characteristics:
selected from the parameters that affect in the decoded output signal one or more of:

signal-to-noise ratio,
quantizer noise,
time relationship between or among channels,
15 frequency bandwidth,
shaped noise,
phase relationship between or among channels, and

wide spectrum, time-aliasing noise.

20 8. A method according to claim 1 wherein said one or more parametets are
modulated by performing one of the foliowing acts:
varying a two valued parameter between its two values,
varying the parameter between or among its default value and one or more
other values, and -

25 varying the parameter between or among values other than its default value.

9. A method according to claim 1 wherein the degree of modulation of said

one or more parameters is controlled.




the selection of one or nore paraneters for nodul ation, the rate of
paraneter ‘sel ection, and 10 the rate of paraneter state t Bafebridrpf805 S
determ ned in response to supplenental information and as a function of one
or nore BHHBASYgnal s or sequences. 12. A net hod accor di RETUSIEIATIM 11
wherein said one or nore other signals_ gr .15 sequences includes either or
both of the following: a set of instructions, and characteristics of the

i nput signal J e f\ngﬁt] DafreseRidi ng to
claim12 wherlteq?nNs]g?%ﬁgg&g]%&{l%g@Sgtﬁ?oﬁgeﬁ%I udeegjlﬁe 80 eterm ni st |(g
sequenceonddr mbraphix@aktancie cdhtrglled te ligiitmhbPanbaptidibitysefl Atidteinghel stic
sequence_is a_ pseudo-random nunber sequence. 25 15. A nethod according to
cl ai m 1 dgnoded wusputeignal resuliing drosa thevmodnlationef sattiohe oethora pauinktersc oder
function. 16. A nmethod according to claim1 wherein. said one or nore
paranmeters are nodulated in said decoder function. 30 8 February 2005 -60

17. A net hod accrdi tog claim1l erein sal d-one .of ..or araneter.s are
modutated | n 018 EriedabePiad ko sitiRd Wheth heiRbdRla R APEATELEE o

met hod f; rd]-]_.@ggi; ' '&nmﬁ_ﬁ .of b
a per cé’plglual C E?%g@g%@&%@ﬁ&%%cor aﬁ%ﬁﬂﬁﬁﬁ%ﬁ%ﬁ em@?a#eﬁr??%?ﬂn%ﬁron and
for det egbtagf tHeefotiomihg mdhation Elpdmeietigticd:n t he output of the decoder
according to claim 1, further conprising detecting the suppl enent al

information in théhesalgeiionef eneonmoveparatatersifonmotialativpn, A met hod
according to clai ElB V\,h?rei n the act of detecting the supplenental
information in th&SIASGE ParRMEIEr 3detisls aPinction i s acconpl i shed by one

of t fol |l ow ng ﬁi%fﬁgﬁfﬁ%ﬂ%g&%%ed?ﬁ%e’% signal, conparing the decoded

sig to the sig coder function, and 15 conparing the

decoded ;si E@.gm- Q06 Bt { i |

per cept ulgl(ﬁco |£nlgdisﬂ1y§8g§ﬁ In v@?c nigarpig]rﬂ?érret ﬁéﬁﬁ%ﬁgﬁ%c#ggﬁggd unrcti on or
more other signals or sequences.

12. A method according to claim 11 wherein said one or more other signals or
15 sequences includes either or both of the following:
a set of instructions, and

characteristics of the input signal to the encoder of the coding system.

13. A method according to claim 12 wherein said set of instructions include a

20 deterministic sequence.

14. A method according to claim 13 wherein said deterministic sequence is a

pseudo-random-number sequence.

25 15. A method according to claim 1 wherein said one or more parameters are -

modulated in said encoder function.

16. A method according to claim 1 wherein said one or more parameters are
modulated in said decoder function. |
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decoder function are nodul ated in response to supplenental information. 20.
A met hod according to claim19 wherein the act of obser vi BFebhergegozded - 20
-'signal conpri-ses conparing the decoded signal to a time del ayed version of
itself. 21. A nmethod according to claim| wherein one or nore percept ual
coding  paraneters are nodulated, in resgpnse to said supplenental

I nformation.. AVENDED SHEET

17. A method according to claim 1 wherein said one or more parameters are

modulated in said encoder function and in said decoder function.

| 18. A method for modifying the operation of the encoder and/or the decoder of
s a perceptual coding system in accordance with supplemental information and for
detecting the supplemental information in the output of the decoder according to claim

1, further comprising

detecting the'suppfemental information in the output of the decoder function.

10 | 19. A method according to claim 18 wherein the act of detectihg the
supplemental information in the output of the decoder function is accomplished by one
of the following acts:

observing the decoded signal,
comparing the decoded signal to the signal applied to the encoder functi_on, and

15 comparing the decoded signal to the decoded signal from a substantially

identical percepﬁ;al coding system in which no parameters in the encoder function or

decoder function are modulated in response to supplemental information.

20. A method according to claim 19 wherein the act of observing the decoded

‘»  signal comprises comparing the decoded signal to a time delayed version of itself.

21. A method according to claim 1 wherein one or more perceptual coding

parameters are modulated in response to said supplemental information. .
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