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1 FINGER VEI N AUTHENTI CATI ON DEVI CE Background of the invention 1. Field
of the Invention 5 The present invention relates to a finger vein

aut henti cati on device, and nore particularly, to an inprovenent technique
that can inprove authentication preclsion while nmaintaining conveni ence. 2.
Description of the Related Art 10 Anbng various types of bionetric

aut hentication techniques, a finger vein authentication technique has been

known as a techniqueE&@ﬁﬁmgQﬂ3§g2¥ﬁ§ﬁ¥@gg?ﬁg%ﬁfg%hﬂﬁm:authentication.

According to this finger vein nique, since finger vein
patterns 15 extracted froma hand are used, superior authentication

preci sion can be achieved, and it is difficult to perform falsification and
alteration as conpared with a fingerprint authentication technique, thereby
achi evi Mpchighisecer itlye DOvewRt senexanpl e of this type of finger vein
authentication in the related art, JP-A-2004-78791 discloses a bionetric
aut hent i tat ifdre ldevifceehd mriveant dironet ri ¢ aut hentication device, in order to
si mul t aneousl y phot ograph veins of the fingers, the 25 fingers are placed in

the device, inffargddays al¥erdkion relates to a finger vein
authentication device, and more particularly, to an
improvement technique that can improve authentication
precision while maintaining convenience.
2. Description of the Related Art

10 Among various types of biometric authentication
techniques, a finger vein authentication technique has
been known as a technique that can achieve high-precision
authentication. According to this finger vein
authentication technigue, since finger vein patterns

15 extracted from a hand are used, superior authentication
precision can be achieved, and it is difficult to perform
falsification and alteration as compared with a
fingerprint authentication technique, thereby achieving
high security.

20 As an example of this type of finger vein
authentication in the related art, JP-A-2004-78791
discloses a biometric authentication device. In the
biometric authentication device, 1n order to
simultaneously photograph veins of the fingers, the

25 fingers are placed in the device, infrared rays are



irradiated onto the fingers fromthe back side thereof, and light that is
transmtted through the palmside of the fingers is photographed. Further,
JP- A- 2002- 83298 di scl oses a device that 5 irradiates infrared rays fromthe
upper side. Brief summary of the invention As an exanple of a nethod where
plural fingers are wused to inprove authentication precision, there is a 10
met hod in which plural fingers are sequentially photographed using a device
according to the related art _that photographs a single finger. However,
this met RddaHases o8l S i HHRE S He T gt Lafded 14 F G eidat edl v
present ed, which becones inconvenient for a user. In the 15 device that is
di scl osedrnich JIRMA- 2064 787 ST arsitide achartgr ough disstgalot wieda hat def i nes a

| ocation where each finger is presented, the fingers cannot be guided to a
pr edet er minet 3y ace phaicjramkes, it difficult to reproduce a state at a
point of tinme of registration. Further, when 20 transm ssion light is

irradiated ontethepl unalAlingerssodseakage Jdahty thati des dife transm tted
through the fingers nay be easily generated and contrast of bl ood vessels

may e l.owered, whi. makes it impossihle to inprove authentication
precigioﬁfﬁﬁﬁaﬁﬁﬁﬁ ﬁgﬁilgx§§§ %:?%I?éﬁmeﬂ?%ﬁﬁn%ﬂ%%évices according to the
related art where a single 3 finger is presented are arranged, for exanple,
in devices

Brief summary of the invention
As an example of a method where plural fingers are

used to improve authentication precision, there is a

10 method in which plural fingers are sequentially
photographed using a device according to the related art
that photographs a single finger. However, this method
has a problem in that the fingers need to be repeatedly
presented, which becomes inconvenient for a user. In the

15 device that 1s disclosed in JP-A-2004-78791, since there
is no structure that defines a location where each finger
is presented, the fingers cannot be guided to a
predetermined place, which makes it difficult to reproduce
a state at a point of time of registration. Further, when

20 transmission light is irradiated onto the plural fingers,
leakage light that is not transmitted through the fingers
ray be easily generated and contrast of blood vessels may
be lowered, which makes it impossible to improve
authentication precision. Further, in the case in which

25 plural devices according to the related art where a single



that are disclosed in JP-A-2002-83298 and irradiate infrared rays onto
fingers fromthe upper side, individual fingers need to be sinultaneously
placed in plural holes 5 and thus it is difficult for a user to use the
devices. In an open-typed device that3is disclosed in JP-A-2004- 78791 and
has a structure where |ight sources are |ocated at both sides of the
fingers, in the case where the plural devices are arranged such that the
plural fingers can be 10 sinultaneously presented, the distance between the
devi ces SRR e ATFEELSE adife AT gefEnte F R e |4yHeVisHif ces.
Accordingly, if a user does not spread out his/her fingers, the fingers
cannot bé&hartesarst eld,s g e Ppdapl @ e Wadrs A1l |anvhnidsr astirirfot  use t he devi ce.
15 Accordingly, it is an object of the invention to provide a finger vein
aut hent i gatfiroirdewage usiteg filngeds fiongears tumderenables ideipldual fingers
to be easily presented while naintaining high authentication precision. In

order 10 @A¢hjave e abpyer daseiiheld ABLL 1 e 20 d IT08Fa Veldles

aut henti cati'on device according to an enbodi nent of the 1 nvention includes

l'i ght _.sourc t hat. . i.rradiat.e | onto fingers;_ i ing el epents that
phot o%r aﬁﬁlqefcéh . tlrtanlssm thgrldlctuhlrtgt}]ftg%r tthe' e|rngceor su;seant ancge\l?lrrca%se' processi ng
unit that_processes the obtained inages. 25 The finger_vein authentication

devi ce furt K& GBFAUd@$h IV iGEJera il el sast et it~ uet(tes a

presentation
78791 and has a structure where light sources are located

at both sides of the fingers, in the case where the plural
devices are arranged such that the plural fingers can be

10 simultaneously presented, the distance between the devices
should be increased due to arrangement of the light
sources. Accordingly, i1if a user does not spread out
his/her fingers, the fingers cannot be presented, and
people who have small hands cannot use the device.

15 Accordingly, it is an object of the invention to
provide a finger vein authentication device using plural
fingers that enables the plural fingers to be easily
presented while maintaining high authentication precision.

In order to achieve the above-described object, a

20 finger vein authentication device according to an
embodiment of the invention includes light sources that
irradiate light onto fingers; imaging elements that
photograph light transmitted through the fingers; and an
image processing unit that processes the obtained images.

25 The finger vein authentication device further includes a
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| ocation of the first finger in an anteroposterior direction and other
finger placenent tables that define |ocations of all the fingers in a
horizontal direction. S According to the aspect of the invention, it is
possi ble to provide a high-precision fjnger vein authentication device that
can be applied to a |l arge-scale authentication systemto performentering
and | eaving nmanagenent in an office building or the like. 10 Bri ef

description of the dramnn%% FI G is a functional block diagram
i |1ustratiitfged Pliasgerenreits bdit Pfé]ﬁ‘ttl cafileedeVikesSTES1PA to 2C are
schematic diagrans illustrating a 15 first formof a device for

aut hent i datdang oreiads tdfe pliursdal fifngegerisy dFl @nt@rpastdimgram il |l ustrating a
state where an authentication device in FIGS. 2Ato 2Cis used; FIG 4 is a
schemat i ¢ipfeReass kinecktdicagrfamged0 dilddéstdrat ity 1ad idged weiihe

aut hentication device; FIGS. 5A to 5C are di agrans iIIustrating_a met hod in
whi ch pl yral, 'o%t SYOUnges 1dj sty Qforquér!&ﬁt di & { K01 on w thin
one inmage; FI G is a schenatlc agran1ll ustrating 25 interfaces of a

deVICg for aUtg%%%&%%%bn%ov%h a%%e%%u%%lt%e flw%%%%on, it 1is
possible to provide a high-precision finger vein
authentication device that can be applied to a large-scale
authentication system to perform entering and leaving
management in an office building or the like.
10
Brief description of the drawings
FIG. 1 is a functional block diagram illustrating a
finger vein authentication device;
FIGS. 2A to 2C are schematic diagrams illustrating a
15 first form of a device for authenticating veins of plural
fingers;
FIG. 3 1s a diagram illustrating a state where an
authentication device in FIGS. 2A to 2C is used;
FIG. 4 1s a schematic process block diagram
20 illustrating a finger vein authentication device;
FIGS. 5A to 5C are diagrams illustrating a method in
which plural light sources adjust the amount of light in a
region within one image;
FIG. 6 is a schematic diagram illustrating

25 interfaces of a device for authenticating veins of plural
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FIGS. 7TA to 7C are schematic diagrans illustrating a device for

aut henticating veins of plural fingers that photographs the outlines of
fingers; 5 FIGS. BAto BE are schematic diagrans illustrating a position
correction sequence of the fingers in &I GS. 7Ato 7C FIGS. 9A to 9C are
schematic diagrans illustrating a device for authenticating veins of plural
fingers having 10 light sources forned thereon; FIGS. 10A to 10C are
schematic diagrams illustrating a method of detecting the outlines of

fingers ifdNEeGS’ 9A to 9C, FIGS. 11A to 11D are schematic di agranms
illustrating 15 a device for authenticating veins of plural fingers that
phot ogr aphs fi mgéss Wi lte SICG direg sometrae ifd ngergxarfd GS.1URA AW kPG ar e
schematic diagrans illustrating a synthesis sequence of partial regions of

fingers idewilcES.forl Bt nklilat20 FlfS.nsl 3 to 3D af e ehenatd€ di agrans
illustrating a device for authenticating veins of plural fingers that

phOtOgra@mﬁég;€§EE%| Hél85€¥iﬂékt3¥3fﬂﬁgg%§ﬁ fingers; FIGS. 14A to 14D are

schemat i ustrating a device for authenticating veins of plural
[y ngel 2 Lhal ZBAOLaaPhy, veuns et Ad I e Sl 4 [ ngersi ¢
position correction sequence of the fingers in FIGS. 7A to
7C;
FIGS. 9A to 9C are schematic diagrams illustrating a
device for authenticating veins of plural fingers having

10 light sources formed thereon;

FIGS. 10A to 10C are schematic diagrams illustrating
a method of detecting the outlines of fingers in FIGS. 9A
to 9C;

FIGS. 11A to 11D are schematic diagrams illustrating

15 a device for authenticating veins of plural fingers that
photographs fingers while sliding on the fingers:;

FIGS. 12A to 12C are schematic diagrams illustrating
a synthesis sequence of partial regions of fingers in FIGS.
11A to 11D:;

20 FIGS. 13A to 13D are schematic diagrams illustrating
a device for authenticating veins of plural fingers that
photographs veins distributed in the sides of fingers;

FIGS. 14A to 14D are schematic diagrams illustrating
a device for authenticating veins of plural fingers that

25 photographs veins distributed in the sides of fingers;



a device for authenticating veins of plural fingers that irradiates |ight
froman oblique upper side of finger sides and obliquely photographs the
pal msides of the 5 fingers; FIGS. 16A to 16C are schematic di agrans
illustrating a device for authenticatgng veins of plural fingers using a
portable term nal and a read device; and FIGS. 17A to 17C are schematic
diagrans illustrating 10 a device for authenticating veins of plural
fingers that photographs vein patterns of fingers at the back sides

t hereof while K3IHi-nd 8 pér tlabl & e rSAnedat iPetRiaE R e sclri Yt it 819 t he
invention 15 The preferred enbodi ments of the invention will be described.
FIG 1 is aldiiagry dmy |dudtardtiioay e woinfs guf atiwmel of iregesuittient i cat i on
system according to a first enbodinment of the invention. 20 An

aut hent i catri=Qi sy emdgHcl des an dolpdudemser idanauthepdt cation
processing unit 10, a storage device 14, a display unit 15, an input unit
16, a spea 7 : igngﬁ%' i i t ice 2 includes
| i ght soﬁsfl(%gis ;aSndaﬁggll%gl?lnagi ngﬂ ew%tgg %}?elgjal—%ﬂgs%ciq% togm%e 23 is
conposed of , for exanple, an infrared LED, and irradiates infrared |ight
onto fi ng%ﬂsgelrs’

FIGS. 16A to 16C are schematic diagrams illustrating
a device for authenticating veins of plural fingers using
a portable terminal and a read device; and
FIGS. 17A to 17C are schematic diagrams illustrating
10 a device for authenticating veins of plural fingers that
photographs vein patterns of fingers at the back sides

thereof while holding a portable terminal.

Detailed description of the invention
15 The preferred embodiments of the invention will be
described.

FIG. 1 is a diagram illustrating the configuration
of an authentication system according to a first
embodiment of the invention.

20 An authentication system includes an input device 2,
an authentication processing unit 10, a storage device 14,
a display unit 15, an input unit 16, a speaker 17, and an
image input unit 18.
The input device 2 includes light sources 23 and

25 imaging devices 9.



L

that are presented to the input device 2. The inmaging device 9 photographs
the fingers 1 that are presented to 5 the input device 2. At this tine, the
nunber of each of fingers 1, imaging devices 9, and |light sources 23 s
plural. The image input unit 18 inputsyinages obtained by the inmaging
devices 9 of the input device 2 to the 10 authentication processing unit 10.
The aut hentication processing unit 10 includes a CPU 11, a nenory 12, and
various types of interfaces (IF) 13. The CPU 11 executes prograns that are
stored in the f&forltalE 5@UWES ormiBard R §io s Lt FEtRelfor 212 15
stores the prograns that are executed by the CPU, which w1l be described
bel ow wi tinfrrsfrrdendd t arF GrZA atee 20 n Ther eenbryhtl 2ot eppbiagéty Stores the
imges that are input fromthe inmage input unit 18. The interfaces 13 are
connect et Hax dend gestitsdderd htmauthent i ¢atien processiikg@AGguni t 10,
Specifically, the interfaces 13 are connected to the input device 2, the

storage dewjce I ddie, i Spl @y ndind £ndSe s the i npul  ini e 16, &y spgaker 17 or

the image 1nput unit 18. The storage device 14 previously stores

regi stration . 25 data .of ers. The registration data is infaor ion that 8
is uséd {d' Tttt Cienvelcbesgr)s’s, ixfto hé)?a%’glmc?,’ i%ﬁjﬁgé%m@gfer ﬂ%geﬁc%gief; patterns.
The images of the finger vein _

fingers 1, imaging devices 9, and light sources 23 s

plural.
The image input unit 18.inputs images obtained by
the imaging devices 9 of the input device 2 to the
10 authentication processing unit 10.
The authentication processing unit 10 includes a CPU
11, a memory 12, and various types of interfaces (IF) 13.
The CPU 11 executes programs that are stored in the
memory 12 to perform various processes. The memory 12
15 stores the programs that are executed by the CPU, which
will be described below with reference to FIGS. 2A to 2C.
The memory 12 temporarily stores the images that are
input from the image input unit 18. The interfaces 13 are
connected to devices outside the authentication processing
20 unit 10. Specifically, the interfaces 13 are connected to
the input device 2, the storage device 14, the display
unit 15, the input unit 16, a speaker 17 or the image
input unit 18.
The storage device 14 previously stores registration

25 data of users. The registration data is information that



patterns are inmages obtai ned by photographing bl ood vessels (finger veins),
which are distributed under the 5 skin of the finger at a pal mar side, as
dark shadow patterns. The display unit 15 is, for exanple, a liquid

crystal display, and displays informatdon received from the authentication
processing unit 10. 10 The input unit 16 is, for exanple, a keyboard, and
transmts information input by a user to the authentication processing unit

10. The speaker, 17 out.puts .the infor ion received fromthe authentication
Sk %(? I8 R G A S T § Oorweoxnaé“pglrﬁfod%m%ets ocffea finger vein

processi ng Uit
aut henti cation device that sinulhaneously photog;aphs veins of plural
fingers. ISPEST (V&N PATFHEEN2A ShEwsMdI%Bop viteR, TEREET2B dRows a front

view, and FIG 2C shows a side view 20 At a top surface of the finger vein
aut hent i attit@rnsdeviec enagseniaigs irGH thaterarteo dsarh ing ghlotayr aph fi nger
veins, finger placenent tables 102 for finger tips, finger placenent tables
103 for fiawgerl hasd ment vanis,s)gnavhisirdewsd |& sS4 areeprindatedchdder e, t hese
constituent 25 elenents are called finger presenting units. In this 9

Frhos e VR TR et 0 i Lo e A e gish hal hes
patterns.
The display unit 15 is, for example, a liquid
crystal display, and displays information received from
the authentication processing unit 10.

10 The input unit 16 is, for example, a keyboard, and
transmits information input by a user to the
authentication processing unit 10. The speaker 17 outputs
the information received from the authentication
processing unit 10.

15 FIGS. 2A to 2C show one embodiment of a finger vein
authentication device that simultaneously photographs
veins of plural fingers. Specifically, FIG. 2A shows a
top view, FIG. 2B shows a front view, and FIG. 2C shows a
side view.

20 At a top surface of the finger vein authentication
device, openings 101 that are used to photograph finger
veins, finger placement tables 102 for finger tips, finger
placement tables 103 for finger base portions, and

sidewalls 104 are provided. Here, these constituent

25 elements are called finger presenting units. In this



accordance wth authentication precision or usability, the nunber of finger
presenting units may be increased or 5 decreased. In regards to intervals
between the finger presenting units, the finger presenting units are

di sposed adjacent to each other at di%tances at which all fingers having
any sizes can be naturally placed without being limted by the sizes of
fingers. The mddle finger 10 presenting unit is |located to protrude nore

f orwar d tepn%%ditm%entot I{%rrefei nger resenti uni ts .t hat arqeisad'sagc(gnt to the

m ddl e finger presénting unit 95t ot S des tHerore T o #%gards to the
| ocations of the finger placenent tables 102 for finger tugg, t he di stances
n

of the fiShGer PidcdiEfe 159 SH0PS 7RG & bid e dfe the sane,

and the finger placenent tables are arranged in one line. In particular,

t he fi ngercqsiracemsnty ittdblee thentd datnigey prqeigfion e kel fivgefheresent i ng
unit has a larger size than the other finger place tables for finger tips
and i s 20uetpasized.ngdlr tthe sartdasipfurtihes fiangeéte timpsseddeghtor sources 23
that irradiate light onto the fingers are disposed, respectively. The |ight

sources 23 M JdXed1RY redakbight oSQUEES vAURPBELLABGNURIKE EQBgelt IS
preferable that the Iight source irradi ate beam shaped |ight having an 25

preferable that . bl At '
s St 2, g o g8 s e e g0, gt s

light to the finger. In_ thi
g adjacenéJto each oé%er at distances at which all fingers

having any sizes can be naturally placed without being
limited by the sizes of fingers. The middle finger

10 presenting unit is located to protrude more forward than
the other finger presenting units that are adjacent to the
middle finger presenting unit at both sides thereof. 1In
regards to the locations of the finger placement tables
102 for finger tips, the distances of the finger placement

15 tables 102 in a depthwise direction are the same, and the
finger placement tables are arranged in one line. 1In
particular, the finger placement table for a finger tip of
the middle finger presenting unit has a larger size than
the other finger place tables for finger tips and is

20 emphasized. At the sides of the finger tips, light
sources 23 that irradiate light onto the fingers are
disposed, respectively. The light sources 23 are fixed by
a light source supporting unit 105. It is preferable that
the light source irradiate beam-shaped light having an

25 irradiation width as narrow as possible, such that the
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way, it is possible to suppress unnecessary |light from being generated,

whi ch inproves the contrast in the blood 5 vessels. In this enbodi nent, one
| i ght source supporting wunit 105 includes four |ight sources, but the
invention is not limted thereto. Thegnunber of |ight sources that are
included in one |light source supporting unit is not limted as |long as
transm ssion light can be sufficiently 10 irradiated onto the finger. In
order to photograph the three fingers, imaging devices 9 are disposed bel ow
the openrit¥§s, scegpectinyaldiatas hewd id tFagt 2B heddh I the Nithmagi ng
devices 9 is disposed in a space that is surrounded by partition walls 106.
15 FI G 3rshowsca adtiatre natngree ofi riger sl ighdr & prigsentiedyert.o dm ithpst device 2
shown in FIGS. 2A to 2C. A user places his/her mddle finger in the mddle
openi ng 1Q%., At ithigpddile.e Wepddcy handdssdpesenjred, o i ng  finger

and an index finger are naturally placed in the 20 right and | eft openings,

respect ! ¥Rl TAEJINR, LR diS il SRASE AN AR I oer, Mliaoamnsy tabl e 102

for a finger wever, sincet finger is generally the

| ongest finger, the finpger tip of the mddle finger is disposed on the
mddl & fIGEF I aceRent ToaBlEI03°P6r 4725 1FoRGer PSS ASCROPESHRL . 1 he

| ocation of the mddle 11 finger in an anteroposterior direction is
det er mi néd TR S dingg Yo ind ¥R iSRHBESFI gttt tHg Hreendideent to the

not limited thereto. The number of light sources that are
included in one light source supporting unit is not
limited as long as transmission light can be sufficiently

10 irradiated onto the finger. In order to photograph the
three fingers, imaging devices 9 are disposed below the
openings, respectively. As shown in FIG. 2B, each of the
imaging devices 9 is disposed in a space that is
surrounded by partition walls 106.

15 FIG. 3 shows a state where fingers 1 are presented
to an input device 2 shown in FIGS. 2A to 2C. A user
places his/her middle finger in the middle opening 101.
At this time, when a right hand is presented, a ring
finger and an index finger are naturally placed in the

20 right and left openings, respectively. The finger tip is
disposed on the finger placement table 102 for a finger
tip. However, since the middle finger is generally the
longest finger, the finger tip of the middle finger is
disposed on the middle finger placement table 102 for a

25 finger tip. As a result, the location of the middle
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m ddl e finger at both sides thereof are shorter than the mddle finger and
does not reach the finger placenent 5 tables 102 for finger tips of the ring
finger and the index finger. However, the location of the mddle finger in
an anteroposterior direction is already fixed and thus the |ocations of the
ring finger and the index finger adjacent to the mddle finger at both
sides thereof in an 10 anteroposterior direction becone fixed according to
the location of the mddle finger. The | ocations of all the fingers in a
hor i zont &17diSFedt GF &7d SHFERATEE D & e Fesitde&ialls Tt o £ i dger

pl acenent tables 103 for the finger base portions. In particular, the

si dewal | rigw I3 nereot rauded hepwarcekss o ittt tthetf iawgeradj awdrit not deviate in  a
horizontal direction. As a result, the three fingers are fixed at

pr edet er mined d ctaigeans tviengyeri ddre dHumee f fangaetore prresented. In this
enbodi ment, the mddle finger placenent 20 table is show to have a | arge

Size SO &8 d0 &VisSuldyy d RISHGIH %é%@%%iﬁiﬁ;?m%&ﬁi nger

pl acenent tabl e. ccordingly, the mddle finge is generally | ongest

may be easjl.y ided to the mddle fi r. placenent table, . which nmakes it
possi bl e ack)) l|oer5£cg)\l/iiO ec%a?nr iftnjtneqrefragcelpcsonovf;%i%eentrl longaeItajlsaenrc% tlhze In this

enbodi nent, the m ddl e opening 101 protrudes nore forward than the openings
adjacent-%Q§Q4u§%ﬁ9ﬁﬂ°e HoweveX, the location of the middle finger

in an anteroposterior direction is already fixed and thus
the locations of the ring finger and the index finger
adjacent to the middle finger at both sides thereof in an

10 anteroposterior direction become fixed according to the
location of the middle finger. The locations of all the
fingers in a horizontal direction are defined by the
sidewall 104 or the finger placement tables 103 for the
finger base portions. In particular, the sidewall 104

15 protrudes upward so that the finger 1 will not deviate in
a horizontal direction. As a result, the three fingers
are fixed at predetermined locations whenever the three
fingers are presented.

In this embodiment, the middle finger placement

20 table is shown to have a large size so as to visually or
structurally emphasize the middle finger placement table.
Accordingly, the middle finger that is generally longest
may be easily guided to the middle finger placement table,
which makes it possible to provide an interface convenient

25 to a user.



opening 101 at both sides thereof. This is to photograph approxi mately
first joint regions in alnost all of the 5 fingers. Since the first joint
region has a relatively thin outer skin and its internal bl ood vessel
patterns can be clearly observed, iti1ps possible to realize a high-

preci sion authentication process by photographing the joint region. Since
the first joint region of the mddle 10 finger protrudes nore forward than
the first joint regions of the fingers adjacent to the mddle finger, if
the niddle opéhi #§liSs efﬂapfiﬁélﬁnﬁnott%@dé‘&dﬁ]éﬁm@ﬁa&,min@ i91 pESimces o

phot ograph the first joint regions in alnost all of the fingers. 15 If any
finger otreere theawatrive thiadd|téref iapgerinas ddymgestt, thelfd nygedd acenent tabl e
102 for a finger tip is included even in any finger presenting unit.

Ther ef or @perniitng S 0possi bl H 6 ipleaace Hdredfi .ngehiki psonot beotiobggaph pl acenment
table for the finger tip that exists at a 20 | ocation where the

corr espon@diNg fiifAgen Lan ke ?Qﬁtnte%%d%nsmi%?eéjrmd%st syich.o £ he,d i nger
pl acenent tables are arranged in one line in a depthw se direction. Only a
ced.on the.finger nt table to 25

det er i nd ¥ Tacatt BRoor "Eh PP Rgar i and SEhe" Bast Font aF 15 the t1ps of
the other fingers are fixed on the basis of. the location of the tip of the
| ongest ﬁﬂﬁébﬁuqq¥tqﬁ¥p and its internal blood vessel patterns can
be clearly observed, it is possible to realize a high-
precision authentication process by photographing the
joint region. Since the first joint region of the middle
10 finger protrudes more forward than the first joint regions
of the fingers adjacent to the middle finger, 1if the
middle opening is further protruded forward, it is
possible to photograph the first joint regions in almost
all of the fingers.
15 If any finger other than the middle finger is
longest, the finger placement table 102 for a finger tip
is included even in any finger presenting unit. Therefore,
it is possible to place the finger tip on the finger
placement table for the finger tip that exists at a
20 location where the corresponding finger can be most easily
placed.
As such, the finger placement tables are arranged in
one line in a depthwise direction. Only a tip of the

longest finger is placed on the finger placement table to

25 determine the location of the finger, and the locations of
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structure, three fingers can be sinultaneously presented w thout dependi ng
on the lengths of the mddle finger, the 5 index finger, and the ring finger
or a difference between the lengths. As exenplified in FIG 2C, the |ight
source 23 irradiates light onto the finger from an oblique upper side of
the finger at the side of the finger tip. At the 10 tinme of photographing
the veins, light transmtted froma direction that is opposite to the
| ocation where the veins are observed is detected, and thus an inage having
the highést tdest rodstthies adibresi Hed\g s Flispdbrafertho bagiadifate | i ght
fromthe location that is opposite to the 15 | ocati on where the veins are
obser ved,trehd ddaghitors aufr athe needs t atre dirsposed iorgdhe apenihig. | f any
structure exists on the opening, it becones difficult to displace the

finger and.dqhace WEIR 1M ddngela %@lﬁmﬂaﬁdedﬂsﬂ uald pe dd 0cked, which
i ncreases user S psychologlcal 20 re5|stance Accor |ngly, inthis

|nvent|on e I| Qs & e f er tip
and irradi a es fﬁ%ﬁ¥l 0 ghe%¥|nger Fom he quf%He J%Hg%q? 1i(}{eegthereof
In this structure, it is possible to, al l eviate user S e%chologlcal

resi sfandé'4fe Hﬂﬂ@rﬁlﬁﬁef f?l?%ﬂﬂ &d U 1D %ﬁ% PEYHET i nger

havi ng high 11 contrast that is the nerit of transmssion light. As a
resul t, ithd slqyeddisble to realize high usability and high-

As exemplified in FIG. 2C, the light source 23
irradiates light onto the finger from an oblique upper
side of the finger at the side of the finger tip. At the

10 time of photographing the veins, light transmitted from a
direction that is opposite to the location where the veins
are observed is detected, and thus an image having the
highest contrast is obtained. However, in order to
irradiate light from the location that is opposite to the

15 location where the veins are observed, the light source
needs to be disposed on the opening. If any structure
exists on the opening, it becomes difficult to displace
the finger and a place where the finger is placed 1is
visually blocked, which increases user’s psychological

20 resistance. Accordingly, in this invention, the light
source 23 1is disposed at the side of the finger tip and
irradiates light onto the finger from the oblique upper
side thereof. 1In this structure, it is possible to
alleviate user’s psychological resistance when the finger

25 is presented and to photograph the finger having high



precision authentication. Further, it is preferable that the transm ssion 5
light is uniformy irradiated onto the finger and |Iight having strong
intensity be efficiently transmtted through the finger. In this

enbodi ment, on the assunption that the finger has a size larger than a
general size, light is irradiated onto a region near the base portion and
the 10 center of the opening using the plural |ight sources 23a and 23b,
such that an incident angle of apprOX|nater 30  degrees is_fornmed with
respect CONHRESSultfdce 16f Hive Mofitigért & AWE FA il Side: - | St Re i nci dent
angle is decreased, the arrangenent height of the |ight sources 15 becones
| ow and tiese ltthe idevisc@osaibie rtedused iize $iigd usadvievidry asichde g ange
where light is irradiated by one |ight source is increased to a w de range
t hat rangesdirsdmn the Hdntgesattiign.t o t he base portion, |ight incident

ef ficiency becomes |owered, which nmakes it becone 20 difficult to obtain a

clear imge ha%b@@h@kgh 1€0RLr astr kR pG@NERASt Hief e dicident angle is
|ncreased the I'ight "can be pinpoint-irradiated onto the flnger over a

nar r ow 9%% Whl | 8 |fn ﬁ’SI I’]lf%aldnl%l de?f“onecffg reesuﬁﬁtgebrtjﬁlet 19 hQtfcatl on of_ t he

l'i ght “source neéds''t elghte the deV|ce
is increased and a dlstance 15 fromthe r%hF source to the finger

i ncrease@av\&ﬁ“igcﬁtqoﬁ]&ré&st@SIHtg’htoeatetféfrﬁfdﬁ FYand JETHea<ss tthﬁ?éméﬁﬁ)unt of

the finger. In this embodiment, on the assumption that
the finger has a size larger than a general size, light 1is
irradiated onto a region near the base portion and the

10 center of the opening using the plural light sources 23a
and 23b, such that an incident angle of approximately 30
degrees is formed with respect to the surface of the
finger at the palmar side. If the incident angle is
decreased, the arrangement height of the light sources

15 Dbecomes low and thus the device can be reduced in size.
However, since a range where light 1s irradiated by one
light source is increased to a wide range that ranges from
the finger tip to the base portion, light incident
efficiency becomes lowered, which makes it become

20 difficult to obtain a clear image having high contrast.
In contrast, 1f the incident angle is increased, the light
can be pinpoint-irradiated onto the finger over a narrow
range while increasing incident efficiency, but the
location of the light source needs to be heightened. As a

25 result, the size of the device 1is increased and a distance



|

| ight. Accordingly, the incident angle is set according to the size of the
device, intensity of light emtted from5 a light-emtting elenent used in a
| ight source, or a divergent angle of irradiated Iight. Since the thickness

of the finger is different fromeach ipdividual person, the plural Iight
sources 23a and 23b are configured such that they can be independently
controlled. Further, the 10 plural light sources 23a and 23b are

automatically controlled so as to maintain brightness unifornly as nuch as
possi bl e TP £EF ddE8F IPogHCS §9i Chadifdt@¢ fortSo 1A cdipafsase of i€ portion of

the finger where veins are photographed, 15 winkles of the finger surface
ar e enphasiczed samsd laghitnage e nguadliicny aofd wieiors aise sdether iaorcatregd.ofFurt her, i f

light that is not transmitted through the finger is instead directly

i nci dent 1agha .caneeardiugl panerei snpanthal bygiacrieased apdoraipigxel value is
saturated, which nmakes it inpossible to 20 observe peripheral veins.

Further, cthe i ght,d s sealt ered .d nithe device and fief lectad onthe surface

of the finger, thereby deteriorating an image quality. In order to prevent
unnecessary .external_ _l.ight .from.| eaking, in.thi i nvention, the opening 101
s desi grled {0 TBE GBI GETY 35 att oW Wt 3 ds SR U (He T i nger wi dh
and the finger 16 closes the opening, thereby preventinghexternal | i ght

from beiddyedigeact Iypdlrciodedt rodtitte dddvidded.- TRancesthehéhickness

of the finger is different from each individual person,
the plural light sources 23a and 23b are configured such
that they can be independently controlled. Further, the

10  plural light sources 23a and 23b are automatically
controlled so as to maintain brightness uniformly as much
as possible.

If reflected light is irradiated onto a surface of a
portion of the finger where veins are photographed,

15 wrinkles of the finger surface are emphasized and an image
quality of veins is deteriorated. Further, if light that
is not transmitted through the finger is instead directly
incident on a camera, luminance is partially increased and
a pixel value is saturated, which makes it impossible to

20 observe peripheral veins. Further, the light is scattered
in the device and reflected on the surface of the finger,
thereby deteriorating an image quality. In order to
prevent unnecessary external light from leaking, in this
invention, the opening 101 is designed to be sufficiently

25 narrow with respect to the finger width and the finger



sidewal I s 104 are provided at both sides of the opening 101. These
sidewal | s 104 are used to position the finger 5 in a horizontal direction

and to bl ock unnecessary light such as external |ight such that the
external light is not irradiated ontaéthe sides of the finger 1. In this
way, it becones difficult for unnecessary reflection light to be generated

on the surface of the finger to be 10 photographed and for the light to be
directly incident on the canera. Further, it is possible to prevent

i rradi at iAQSEE (ife SEEHAP exXtELTTAY RIGHEHARh GGGyt HiEnsitYonto the
sides of the finger to nake one surface of the finger becone extrenely

bri ght arfioverdsataptdty ngcl dB thalf tdfe tdwy isim f addadf itshe tihwage.
Accordingly, it is possible to photograph veins with high contrast. Only
t he si dewaldesvallQ4 are!l lsncatrethwitddditear wadtsh betdweernn  hend hsgenopeni ngs. The
sidewal I s 104 function even if a width thereof is narrow, and other

structures);do tR@sBoLiReqd1t@ he4disprosedy ThugostiRe RPeRINGS reRR be
di sposed to be adjacent to each other. Therefore, even though a user has

smal | _.fingers,, if.] ssi:hl e .t.o _easily esent  hi s/ he i nge In
consi derat| 6h hoofltlt%%t(%gsedl eecrtem[rhga%odpetncf ﬁ:élc?% hEg’lenéo%]s caf%ée%%te to any
injury due to the fi ui red, which can prevent

nger, a 17 structure is re
phot ogr aphiSiy % e%tarfg}a]f iNgErs $49m B ng feé’gﬁeeﬁl%el]t%h%x%%r%ﬁ li ght

irradiated onto the sides of the finger 1. 1In this way,
it becomes difficult for unnecessary reflection light to
be generated on the surface of the finger to be

10 photographed and for the light to be directly incident on
the camera. Further, it is possible to prevent
irradiating of unnecessary external light having strong
intensity onto the sides of the finger to make one surface
of the finger become extremely bright and oversaturating a

15 half of the surface of the image. Accordingly, it is
possible to photograph veins with high contrast.

Only the sidewalls 104 are located at intervals
between the three openings. The sidewalls 104 function
even 1f a width thereof is narrow, and other structures do

20 not need to be disposed. Thus, the openings can be
disposed to be adjacent to each other. Therefore, even
though a user has small fingers, it is possible to easily
present his/her finger.

In consideration of the case where the opening is

25 not closed due to any injury due to the finger, a
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perneating through the opening. As shown in FIG 2B, in this invention, the
spaces bel ow the openings 101 are 5 surrounded by the partition walls 106,
and inmagi ng devices 9 are disposed in the spaces. Each of the partition
wal s 106 functions as a |ight shieldiing wall. Accordingly, the inmaging
device 9 is not affected by light perneating through the openings other than
t he opening right above 10 the inagi ng device 9, which enabl es veins of the
finger to be reliably phaotographed. As exenplified in this enbodi mnent, when
plural FitAYErSTEr é SsifmAtdireoudiny i SFos &St LIATIIARRI D OF ot at e
(roll) the finger using a major axis of the finger 15 as a base axis.

Ther ef or @thsimnde ngiser sl dearm Gresingf atfie Ctsivbtdogr dshek haginesl bleicdvte st abi | i zed,
it is possible to increase authentication precision. FIG 4 shows a process
bl ock of panrmauicHent itcatdueh tdevicgenisiglg mei Bsoah phurals.f egers. A basic 20
aut hentication process flowwill be described with reference to FIG 4.

First, achiingen @etach onyy egesss GIOL dre pesdanipd t@ detect that a

finger is presented. Then, a |ight anount adjustnment process (S102) is
perfo%ned tQ irgfgf?}ethjgh%' ccardin ]hp ?g% amount. of 25 1] QF that is
sui t abl e 61 PRGTSyraphittg Riéims .t °theélt - a 'pGE1% i TOrT 611 on process
(5103) is perforned to correct a position deviation of the finger, and a
feature 2 are disposed in the spaces. Each of the partition walls

106 functions as a light shielding wall. Accordingly, the
imaging device 9 is not affected by light permeating
through the openings other than the opening right above

10 the imaging device 9, which enables veins of the finger to
be reliably photographed.

As exemplified in this embodiment, when plural
fingers are simultaneously disposed, it is difficult to
rotate (roll) the finger using a major axis of the finger

15 as a base axils. Therefore, since the locations of the
photographed veins become stabilized, it is possible to
increase authentication precision.

FIG. 4 shows a process block of an authentication
device using veins of plural fingers. A basic

20 authentication process flow will be described with
reference to FIG. 4. First, a finger detection process
(S101) is performed to detect that a finger is presented.
Then, a light amount adjustment process (3102) is
performed to irradiate light according to the amount of

25 light that is suitable for photographing veins. Then, a
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extraction process (S104) is perfornmed to extract features of the veins.
Finally, a collation process (5105) with 5 registered feature data is
performed to deternm ne whether a corresponding person is a registered
person. As a specific exanple of the flisnger detection process, the |ight
source 23 is flickered to investigate a |um nance val ue of an inmage
obtained fromthe i magi ng 10 device 9 and how much a | um nance val ue when a
shielding material is interposed between the |ight source 23 and the

i magi ng FEFICEF iSO TFEG R P AT nat il 1S PRORINES iy 6i° Ty~ e
provided in the finger placenent table 102 for the finger tip or the finger
pl acementd oSl 1008 degnl a8 arhed ff itigerf e p@Ttd on fsptEsre o detect a
contact. At this tine, the finger detection process nay be perforned

i ncl udi ng:a rprcadess pdrivate sdet @Xits! \when gdref dinmgerco iexistappetbaAirddie sane
time as the light anount adjustnent process (which will be described in

detail 20Q helWeithe veins19f, the binger .ar g-pheieoranhed gndnthe feature
extraction process and the collation process (which will be described in

detai |l bel ow)_.are ti,nuous perfornmed, thereby neasuring the anount of
oSt Pon £ R A Esh IO e Flarser] r it e e As e s TS Br o ned
time, when it is determned that the anobunt 19 of position deviation of the

finger | € STHHISSAME ATESThatS the §9 if&r It St Pped novi ng, and t he

process
As a specific example of the finger detection

process, the light source 23 is flickered to investigate a
luminance value of an image obtained from the imaging

10 device 9 and how much a luminance value when a shielding
material is interposed between the light source 23 and the
imaging device 9 is decreased. Alternatively, a touch
sensor may be provided in the finger placement table 102
for the finger tip or the finger placement table 103 for

15 the finger base portion so as to detect a contact.

At this time, the finger detection process may be
performed including a process that detects when the finger
is stopped. At the same time as the light amount
adjustment process (which will be described in detail

20 below), the veins of the finger are photographed and the
feature extraction process and the collation process
(which will be described in detail below) are continuously
performed, thereby measuring the amount of position
deviation of the finger in real time. After a

25 predetermined time, when it is determined that the amount



proceeds to the follow ng processes. In the |Iight anpunt adjustnent process,
a feedback 5 control operation is perforned such that a | um nance val ue of
t he phot ographed i mage becones a predeternmi ned value. Basically, the |ight
anount adjustnent process is perforned at a high speed using a nmethod that
estimates the anmobunt of |ight where a target |um nance value of an 10 i nmge
on the basis of a |lum nance value of the image when |light is irradiated in
accordance with the initial amunt of light. In this invention, as shown in
FI GS. 2A%foP2eltire deivghit isurde tihe dildyicded ovidid thhe Hiligdeai, the base
15 portion of the finger is distant fromthe Iight source with respect to

t he fingehati gpheadd nokee $iaze sdforphkeal fiogery, iaad rMdreasedtesss a result, |ight
cannot be sufficiently irradiated onto the base portion of the finger and

thus theroblaidedd rage AmAY e Kode¥sddi s reason, the 20 |ight sources
23b and 23a are disposed in two directions toward the finger tip side and

t he base porti i.de i n I trolded.. That-__s; anount s of
light fromt he') ?B%t lggﬁﬁcé‘@gg%g %ﬁﬁhfég‘%gﬁeﬁggr?{%%gn Edtfier?%gra?g(f t hat
intensity o

f light em tted.fromthe |ight soyrce 23a 25 disposed such that
the | Pght'rs iy SRCErid Bnt's B BACE 20 FortiTn 5 U8 G e 1 ger i s
stronger than that of light emtted fromthe |ight source 23b di sposed such
that t he©f the photographed image becomes a predetermined value.
Basically, the light amount adjustment process 1is
performed at a high speed using a method that estimates
the amount of light where a target luminance value of an
10 image on the basis of a luminance value of the image when
light is irradiated in accordance with the initial amount
of light.
In this invention, as shown in FIGS. 2A to 2C, the
light source is disposed over the finger tip, the base
15 portion of the finger is distant from the light source
with respect to the finger tip, and the size of the finger
is increased. As a result, light cannot be sufficiently
irradiated onto the base portion of the finger and thus
the obtained image may be dark. For this reason, the
20 light sources 23b and 23a are disposed in two directions
toward the finger tip side and the base portion side and
independently controlled. That is, the amounts of light
from the light sources 23a and 23b are controlled in order

that intensity of light emitted from the light source 23a

25 disposed such that the light i1s irradiated onto the base



light is irradiated onto the finger tip side. As a result, [light can be
uniformy irradiated onto the entire finger 5 and vei ns can be phot ographed
with high contrast without |umnance irregularities. However, when the
plural independent |ight sources arepysed, one-side |ight anbunt control
affects the other-side |ight amount control. As shown in FIG 5A when two
|l i ght sources, that is, 10 the light source 23b that irradiates light onto
the finger tip and the |ight source 23a that irradiates |light onto the
base por Picait lexi stidet kd ph6t dgraisted i%ﬁg&nqqmd@méh%wfgelwf\ﬁ ded into
two parts and the light sources 23a and 23b may i ndependently contr ol

| um nancemidltees finont héd el inggi ersirr20& dndl i aah suweh rigspedtiieve | nages as
target values, respectively. Wen it is determned that the intensity of

the |ightigmitt tied ifremitdied idito sl ceikpbr atpthedsi denofatheshinger tip
is weak, the anmount of light fromthe |light source 23b is increased, which

affect s th%-h%o 0N u%%%f%f qeﬂ%%ﬁeat%q{ td;[n%g; ﬁﬁteq{tf&e gﬂ%bf t he base

Meanwhi | e, ©it becones necessary to contro source

portion side such that the intensity of light therefrom becqonmes weak, which
Bifects Afe FagifoR l26F SRS PRI i S KRR, THEBE | | ght

sources affect the respective regions, and the 21 control beconmes finally
unst abl e l WiieRndse Iragavds rdritd edi-vi Hedevset t Wagnpahanmetars ldue

independent light sources are used, one-side light amount
control affects the other-side light amount control.
As shown in FIG. 5A, when two light sources, that is,
10 the light source 23b that irradiates light onto the finger
tip and the light source 23a that irradiates light onto
the base portion exist, the photographed finger image 120
may be divided into two parts and the light sources 23a
and 23b may independently control luminance values in the
15 regions 120a and 120b on the respective images as target
values, respectively. When it 1s determined that the
intensity of the light emitted from the light source 23b
at the side of the finger tip is weak, the amount of light
from the light source 23b is increased, which affects the
20 region 120a of the base portion side of the finger.
Meanwhile, it becomes necessary to control the light
source 23a of the base portion side such that the
intensity of light therefrom becomes weak, which affects
the region 120b of the finger tip side. As such, the

25 light sources affect the respective regions, and the



to light influence fromeach other is considered, which is called a
coupling coefficient in this enbodinent. The 5 influence paraneter of the
region 120b of the finger tip side is represented by |linear coupling
between an influence by the |light souarice 23b at the finger tip side and an
i nfluence, which is obtained by multiplying an influence by the |ight
source 23a at the base portion side 10 of the finger by a coupling

coefficient. Accordingly,_th two reqgions are affected by both |ight
sources,qﬂﬂtQ4i;h%Fm%¥y68mﬁ lwﬂfﬁqéhl?he i nfluences by the light sources
are different fromeach other. This state can be represented b

si mul t aneous edligtni s EIIGONSB agifoik Va dstdat ST il R CEBNPYS htdess of t he
region 120a is affected by the light sources 23a and 23b. In FIG 5B, aaa
denot es accadupiing nidoefrfdeci fardm iguhcaitinegy ai degrreei deorad chhidte regi on 120a
is affected by the |light source 23a, and aab denotes a coupling coefficient

i ndi cati ng, @ degr ee, 0 whi chhd e 20 fegion H20adis, @f et ed e the 1ight

source 23b. Further, = Pa and Pb denote the anmounts of |ight fromthe Iight

sources Zi%aflanednCZBb arr(_jlen'lser.)cecrti vely, . bQ dieonnotﬁ()bano]pfgﬁet iﬁ’aelfjetff bri ght ness
of an”i mage ﬁbene%ﬁ% anount” o Ilé%t 9% zero, la andel% not € %verage
| um nance val ues of the 25 regions 120a and 120b, respectively, and f and f'
denot e 2F1%%efT iTGRMET IR Thdi QR r TR TEMP'ER vien the strength of
the Iight sources and the | um nance val ues on

influence by the light source 23b at the finger tip side

and an influence, which is obtained by multiplying an
influence by the light source 23a at the base portion side

10 of the finger by a coupling coefficient. Accordingly, the
two regions are affected by both light sources, but it may
be considered that the influences by the light sources are
different from each other. This state can be represented
by simultaneous equations. FIG. 5B shows a state in which

15 brightness of the region 120a is affected by the light
sources 23a and 23b. In FIG. 5B, caa denotes a coupling
coefficient indicating a degree to which the region 120a
is affected by the light source 23a, and cab denotes a
coupling coefficient indicating a degree to which the

20 region 120a is affected by the light source 23b. Further,
Pa and Pb denote the amounts of light from the light
sources 23a and 23b, respectively, b0 denotes an offset
value of brightness of an image when the amount of light
is zero, Ia and Ib denote average luminance values of the

25 regions 120a and 120b, respectively, and f and f’ denote



the image. In FIG 5B, these relationships are approximated in a |inear
expression. The brightness of 5 the region 120a on the actual inmage is

obtai ned by adding an offset value bO of the brightness of the inage to a
sum between the influences by both | pght sources. FIG 5C shows the result
obtained by formul ati ng the above- described state. 10 Expressions f and f'

are linear expressions (f = ax and f' = a'x), unknown integers a and a' are
det erm ned gy. finding out P and |I. These equations can be solved as
si nul t ané6ES Tdqianitensnat K Gaitce gérlst td o ips it Wafst €rfifi ned, specific

val ues of the anpbunts of light Pa and 15 Pb can be inversely calculated to
defi ne | atarddtlh af thar detghturionveres \aldude Thanifriarald ywalbtesd ned | i ght
anount val ues can be determ ned as values that nake it possible to

opti mal | yreontiz@fe .t henl Bcnange vakudesrefiabebhshriggi ars. 20 Since the
coupling coefficients are basically a unique value of the device, optinal

val ues acebieuiausly 10al dulated Ll sxperbiegts andestored i a memory

12. In addition, en the anount o I's adjuste U 11 refers to

a specific value of .the coupling coeffi.cient 25 and cal cyl ates, average
U nance ARAHEEE O N (4 59 S 1 e irrarty? G G UPAtd 3 1 Ut ons a

and a' of the above-described sinultaneous equations. As a result,
an offset value b0 of the brightness of the image to a sum

between the influences by both light sources. FIG. 5C
shows the result obtained by formulating the above-
described state.

10 Expressions £ and f’ are linear expressions (f = ax
and f’ = a’x), unknown integers a and a’ are determined by
finding out P and I. These equations can be solved as
simultaneous equations. If the integers a and a’ are
determined, specific values of the amounts of light Pa and

15 Pb can be inversely calculated to define Ia and Ib as
target luminance values. The finally obtained light
amount values can be determined as values that make it
possible to optimally control the luminance values of both
regions.

20 Since the coupling coefficients are basically a
unique value of the device, optimal values are previously
calculated through experiments and stored in a memory 12.
In addition, when the amount of light is adjusted, a CPU
11 refers to a specific value of the coupling coefficient

25 and calculates average luminance values Ia and Ib in the
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since the amounts of light Pa and Pb that are to be subsequently irradiated
are obtained, it
strength. This nmethod may be applied to the case of adjusting the anmount of
light of a device that includes plurabs i magi ng devices and |ight sources.

For exanpl e,

is possible to 5 always irradiate |ight having appropriate

in FIGS. 2Ato 2C, the mddle imging device is affected by

not 10 only the mddle Iight source but also the |light sources adjacent to
the m ddl e Ilght source at bqth sides thereof. 1In this situation, in order

to optlnéW@@eadj@§t
i magi ng device is

Sl CarsUE 100 ISR 1A e Adégreé 't & fwHitéh the mi ddl e
affected by the light sources adjacent to the mddle

| i ght 15adowecaleacridel] siided taneasf sasiaddlond.at éd asrasgodpl i ng
coefficient and sinultaneous equations are anal yzed, thereby obtaining the

opti cal

basi s

by switchi

anpurt tofe lamghint sEach 1afghtt ke iamrPinty tde ces it aperated on a tinme

ng each i magi ng device and only the |ight source 20

corr eSpo%%'b%%qtu%n%'lyOP%&%tdl%"cetd‘earr%Ofohit%ﬁléoowa_ck i emdsidight, which
enabl es |ight amount control that does not affect anot her i magi ng device

wi t hout o nS|der|

t he

w Fehitng

4$| ng oeff|C|ent sihce over head of

lgﬂtsegq’[ e |57hoth)1 aﬁ%rr?éj loatbe SoFeﬁéaI\lygeé1 it 25 1is

required to prOV|de an_i magi ng_device or_light source 24 in which an
operation can Be&iswieEhed B vYabRi gRPIpEEd.EoNERE Casspedi fidd UStdmsl e of the
correction process

the amount of light of a device that includes plural

10

15

20

25

imaging devices and light sources. For example, in FIGS.

2A to 2C,

only the

adjacent

the middle imaging device is affected by not
middle light source but also the light sources

to the middle light source at both sides thereof.

In this situation, in order to optimally adjust the amount

of light,

affected

the degree to which the middle imaging device is

by the light sources adjacent to the middle light

source at both sides thereof is calculated as a coupling

coefficient and simultaneous equations are analyzed,

thereby obtaining the optical amount of light. Each of

the imaging devices is operated on a time basis by

switching each imaging device and only the light source

corresponding to an operation thereof is allowed to emit

light, which enables light amount control that does not

affect another imaging device without considering the

coupling

coefficient. However, since overhead of the

switching time causes the photographing to be delayad, it

1s required to provide an imaging device or light source
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of the position deviation of the finger wll be described. Since the canera
phot ographs a two-di nensional inage, if 5 the position deviation of the
finger occurs, patterns are viewed differently. In order to realize a
stabilized authentication process, the finger needs to be disposed on the
finger placenent table so as to hold the finger at a predeterm ned

| ocation. For exanple, the finger is held 10 such that its displacenent
angl e becones a predetermned angle in a constant direction by the

si dewal | SMOBLIFhED (IREFAHGET G dispiraded oh athe? i HHerSRESH! acenent tabl e
in a contact state. As a result, a distance between the finger 1 and the

i magi ng devi ce Nextfecenepeg igriedet=emp ired 15 hdi stcamncse tamh arr @rd s genent
ratio i s maintained. However, the finger is an elastic body and the finger

cannot bef pracesbstt itdie Eankad ogatd Orereyefyndd MBydUe O @e P BS54 £
di fference when the finger is placed. If an angle at which the finger is

placed i s5idgwd gtied, - 4 HANGHI SRl & 20, M i Rt L SIS Aladde {4 me of
per (we co

registration Is decreased I n ormng t at1on process of features
of th veci}}r;er E{)at.te.rns. Therefore, it is.required to correct an angle

devi afi on Gic- et Lﬂ’eevslaotflqrhedfvletit}he P16 O S ot M 19195 S desi gned
to have a wwdth narrower 25 than the finger width in order to bl ock
ext ernal Vigytrd I femearorldi nglly, ardeirs teotr egddgichlee st gHatZsgt aph t he
outline of the finger and to correct feature patterns of bl ood
authentication process, the finger needs to be disposed on
the finger placement table so as to hold the finger at a
predetermined location. For example, the finger is held
10 such that its displacement angle becomes a predetermined
angle in a constant direction by the sidewalls 104, and
" the finger is displaced on the finger displacement table
in a contact state. As a result, a distance between the
finger 1 and the imaging device 9 becomes a predetermined
15 distance and an enlargement ratio is maintained. However,
the finger is an elastic body and the finger cannot be
placed at the same location every time due to a pressure
difference when the finger is placed. If an angle at
which the finger is placed is deviated, a concordance rate
20 with patterns at the time of registration is decreased in
performing the collation process of features of the vein
patterns. Ther=fore, it 1s required to correct an angle
deviation of the features of the vein patterns.

The opening 101 is designed to have a width narrower

25 than the finger width in order to block external light.



vessel s according to a finger placenent angle. In consideration of this
problem in this invention, rotation 5 correction that does not use outline
information is carried out. As the rotation correction nmethod, a nethod
that rotates patterns at various rotation angles with respect to any
central point, collates all rotation patterns with 10 regi stered patterns,
and adopts a result having the highest concordance rate as the collation
result, qQr a nethod that analyzes |.inear conponents of bl ood vessel

patter ns%&?%ﬁil&\g Mage vect 8P fakd Sdttated & REFiPEEH b 'S &8O 15 a
predeterm ned direction may be used. In 15 particular, since the latter
gener at e oty di@geat anidorto Fatrent, fded Urst et Ueasadplartlagss in that the
speed of the authentication process can be easily increased, and the

col | ati orersesllst awicolrddmet her of ifrigefen o llaateelaynt deidrd .or dhed. However, the
| atter has a disadvantage in 20 that it is susceptible to noise of an imge.

Accor di nglops i defratth@nt We weliRods anerconhl ned and Refdiydedoddrish Possi bl e
to further inprove a desired effect. Simlarly, in regards to a variation in

an eplargenent .ratig, .sone enl arged and -r.educe atterns .are 25 generated,
ogi sPer & Thattarns tRe IS hs e Shr T O T BRI Y o ne are

collated with each other, and the <collation result with patterns having the
hi ghest carried out.

As the rotation correction method, a method that
rotates patterns at various rotation angles with respect
to any central point, collates all rotation patterns with

10 registered patterns, and adopts a result having the
highest concordance rate as the collation result, or a
method that analyzes linear components of blood vessel
patterns by an average vector and rotates the direction
vector in a predetermined direction may be used. In

15 particular, since the latter generates only one rotation
pattern, the latter has advantages in that the speed of
the authentication process can be easily increased, and
the collation result with another finger is rarely
deteriorated. However, the latter has a disadvantage in

20 that it is susceptible to noise of an image. Accordingly,
1f the two methods are combined and performed, it is
possible to further improve a desired effect.

Similarly, in regards to a variation in an
enlargement ratio, some enlarged and reduced patterns are

25 generated, registered patterns and all the enlarged and



e |

concordance rate is used, which enables collation in consideration of the
variation in the enlargenent ratio. 5 In particular, in the structure
according to this enbodinent, it is assuned that the finger tip cones into
contact with the device but the base paertion of the finger is separated
fromthe device, and thus the variation in the enlargenent rati o becones

di fferent depending on each 10 portion in the image. In regards to the

enl argement . ratjo _.correction, plural patterns i.ch are obtained by
Smoot Al y AR BHE Sl Argamsit L Hbe o1 (Het | Hg& ™ 119 arlF t he 11 nger
base portion, are generated, which enables a collation process in which the
def or mat iOH 1oFC it thasislt 150G Rads'or et . h sl e sidvs Helddlsdve, in addition to

the nethod that a direction of the finger is corrected on the basis of
di recti orcaofcdivmnmd rgiad tiey nssedy, netihod diwdtlepnroecistidre idirection of the
finger using information based on the 20 surface of the finger nmay be used.

Accor di ngdrs tdera i etk usidg dhiesd idrorimatdan of1 dheepatif acgc of . the finger,
the direction of the finger can be corrected by only observing |ocal

regi ops whose pit Q$§- rr,oweh t han e of t veins. n winkl es
at jo?nt portigkgib fgﬁﬁﬁggff%§§¥m%an Lghgﬁg%fﬁéifgqﬁrﬁgt%?ﬁé%??on t her eof
can be corrected to a predeterm ned direction. In order to photograph the

finger surt NG eflect AT Y iy el ney P B df o nti e devi ce.

contact with the device but the base portion of the finger
is separated from the device, and thus the variation in
the enlargement ratio becomes different depending on each
10 portion in the image. 1In regards to the enlargement ratio
correction, plural patterns, which are obtained by
smoothly varying the enlargement ratios of the finger tip
and the finger base portion, are generated, which enables
a collation process in which the deformation of patterns
15 1s absorbed.

As described above, in addition to the method that a
direction of the finger is corrected on the basis of
direction of the vein patterns, a method that corrects the
direction of the finger using information based on the

20 surface of the finger may be used. According to the
method using the information of the surface of the finger,
the direction of the finger can be corrected by only
observing local regions whose pitches are narrower than
those of the veins. When wrinkles at joint portions of

25 the finger can be observed, line direction thereof can be
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When plural fingers are photographed, a direction of 5 a position deviation
or an angle deviation of each finger is generally the sanme. Accordingly,
with respect to only blood vessel patterns of any finger, differences with
the registered patterns in a rotatioa angle or an enlargenent ratio are
calculated. Wth respect to the other fingers, 10 a range fur estimating the
conventi onal deviation anDunt is restricted within a narrow range on the
basi s of the 43? ation re bIes thI h spegd process as a
whol e. OYE ' oﬁ”%% spee dbé% mnpl 15 descri bed.
First, with respect to only the finger that i S placed on the mddle

openi ng, RﬁﬂqQ%QQﬁ?\HQQ1@kﬁﬁ%ﬁr%HQQﬁ?emkﬁE¥QQﬁﬁﬁﬁ#Qﬂrﬁ&ﬂh9“SQWﬁ%?t|ne as

descri bed above, input patterns are rotated and enlarged and reduced to
gener at e @yl Juisdcsrats haviig deariicgus rotation angles 20 and enl ar genent
rati os. The nunber of generated patterns is increased or decreased according

to a maxi mum vahee flurthe fiolgRtidson rnghe tofg g enl ar genett et igr or a
resolution, but is set according to allowable deviation anounts of the

rotation anales and, Uhe el angerent, rall 0. 25 Wl ch are gefi L

Then, patt vrng t I ghest concordance rate wth registr on data
are selected frggtthe enerated patterns and t rotati l.es and the

enl ar gemert $EAS T MGt parCErnso Xrew&EEaFﬁéﬁsc%héoo ined val ues

are stored in the
blood vessel patterns of any finger, differences with the

registered patterns in a rotation angle or an enlargement
ratio are calculated. With respect to the other fingers,

10 a range for estimating the conventional deviation amount
is restricted within a narrow range on the basis of the
calculation result, which enables a high speed process as
a whole.

One embodiment of the high speed process will now be

15 described. First, with respect to only the finger that is
placed on the middle opening, collation with registration
data is performed. At this time, as described above,
input patterns are rotated and enlarged and reduced to
generate plural patterns having various rotation angles

20 and enlargement ratios. The number of generated patterns
is increased or decreased according to a maximum value of
the rotation angle or the enlargement ratio or a
resolution, but 1s set according to allowable deviation
amounts of the rotation angle and the enlargement ratio,

25 which are defined by a system. Then, patterns having the



S menory 12. Then, with respect to the fingers that are placed on the
remai ni ng openings, a collation process is perfornmed. In the sanme nethod as
the collation process wth respect to the m ddl e opening, the input
patterns are converted into patterns:Zhaving various rotation angles and 10
enl argenment ratios and the collation result is obtained fromthe generated
pattern having the highest concordance rate with the registration data. At
this ting,. %Pet @%djgléyalue%éﬁ §e rotathpnthQLg qu t he enl ar genent
rati o of W%%%mwﬁ%&pﬁ?%ﬁlﬁe%eﬁ?ﬁﬁ%&%&s $1ﬁ§@%nmsu9ngthe
results of the rotation angle and the enlargenent ratio of the finger that
i s pl acedSIratRe TR 0PGRS Reblestng 214 e prdsd bl to reduce the
nunber of generated patterns. This is because it is assuned that, when the
m ddl e fiarggres ctrat eshearsh lias Ronegril arageidys tdfe trenainpuiy fatigerss al so rot at e
at the same angle and are enlarged to have the sane size. In contrast to

the assunptd obtashen t heheespicBingdf ivadees Bave stheed ahatthen angl es and the
enlargenent ratios that are different fromthose of the mddle finger,

excessi velyy 43, zﬂzr.on%%‘f"_%'itg apRbiked tt;é the fe; g,%rr%- e Lhe fingers -y
may be presente acconpanleé y large deformations. In this case, since
nnot be made, it,is rarel eeded to consjder this

accurate %pllg%ion anng . !
si tuati ob &S 6%1ﬁ%ﬁp:%@alq%RS;ﬁ%ﬁﬁﬁﬂg%efhéf%%éﬁﬁﬁﬂxpﬁ?ﬁﬁ%%nﬁ%r of
gener at ed
performed. In the same method as the collation process
with respect to the middle opening, the input patterns are
converted into patterns having various rotation angles and
10 enlargement ratios and the collation result is obtained
from the generated pattern having the highest concordance
rate with the registration data. At this time, the
maximum values of the rotation angle and the enlargement
ratio of the generated pattern are restricted to small
15 values using the results of the rotation angle and the
enlargement ratio of the finger that is placed on the
middle opening. As a result, it is possible to reduce the
number of generated patterns. This 1is because it 1is
assumed that, when the middle finger rotates and is
20 enlarged, the remaining fingers also rotate at the same
angle and are enlarged to have the same size. In contrast
to the assumption, when the remaining fingers have the
rotation angles and the enlargement ratios that are

different from those of the middle finger, excessively

25 strong power is applied to the fingers. Or, the fingers



5 rotation and enl argenent patterns can be reduced wi thout | owering
collation precision, and a collation process nethod against the rotation
and enl argenment devi ations of the finger can be executed at a hi gh speed.
In regards to the feature extraction priocess, as a 10 process for

enphasi zing line patterns, a nethod using a matched filter, a nmethod that
tracks lines, and a nethod that detects a void of a |um nance profile are

d. Next, | | at b In th |l ati
o7 acess, it OB Har Tal A b0 Y AT T Y0 e Hoviko 14 and the

i nput collation data are conpared with each other by the CPU 11 so as to
eval uat e tisigniqag + B imdfe aEgH A TatGon et rntde Papiaddatdt bverlap and
t he nunber of pixels in a region where a blood vessel portion and the other
portion owardlap rieedamolinted;orX) dderghys calttudtatomg Roworudmdlhe riggi strati on
data and the input data are different fromeach other. A threshold value

of simlaHd pridwdntd smes@lod N Adyance O thenhasi st dden@r$tad i stical net hod
is stored in the storage device 14 or the nmenory 12. In accordance with the

LhresBol & daldify, Zad e (e glet ar s, Mg 6L 1he, Al Lerdsogie the same
au lh |Ca C;ﬁ

U~ and executes an process, when 1 de erm ned that the

patterns are the sa I n thls enbodlnen 0] r to hot ograph three
P hger o L 015 G0 ohe Ul 505 G S T (1 &1 0 DIt Lot BT Mger

method against the rotation and enlargement deviations of
the finger can be executed at a high speed.
In regards to the feature extraction process, as a
10 process for emphasizing line patterns, a method using a
matched filter, a method that tracks lines, and a method
that detects a void of a luminance profile are used.
Next, a collation process will be described. 1In the
collation process, the collation data registered in the
15 storage device 14 and the input collation data are
compared with each other by the CPU 11 so as to evaluate
similarity. The registration data and the input data
overlap and the number of pixels in a region where a blood
vessel portion and the other portion overlap is counted,
20 thereby calculating how much the registration data and the
input data are different from each other. A threshold
value of similarity that is set in advance on the basis of
a statistical method is stored in the storage device 14 or
the memory 12. 1In accordance with the threshold value,

25 the CPU 11 determines whether the patterns are the same



5 data that includes data on three fingers. At the tinme of conparison, the
finger data is conpared one by one and simlarity with respect to the
corresponding finger is evaluated. At this time, an average of three
simlarities may be used as a final determ nation reference, or after 10
determ ni ng whether the data is the same in each finger, a fina

determ nation may be perfornmed according to the nunber of fingers that are
determned fhat the data is .the articular, in the nethod of the

) e. |
Latter PSSt o S T f She SHHSA AUdI e i Hiyers may be  conbi ned

and authentication precision may be flexibly controlled. For exanple, when
it is det@iAmRedahdthadatde grRrREHIITHT atfe Piursd 9r edé@nttéd Sfingers is the
sanme as the registration data and all the data is authenticated, a 20 fal se
reject rambqdERR)Nt,s drowerdsd: ttwo ghatesy mphmidiress f ieemuber of fingers and
a false accept rate (FAR) is |owered by the square of the nunber of

fingers, pdyich raesd tdd) iNgeasimgdsdhen igal i o prect si@m: Even when
there are fingers where accurate vein patterns cannot be 25 photographed

%m)”gst hf‘daﬁ!a;’_rtﬁ}latf ii@&elr\ﬁ:i]eé fadda I16h dd ed i & hatydata qf; M ijigers among
presented fingers is the same as the registration data, setting is nade
i AR ER AT L SO L
similarity with respect to the corresponding finger is
evaluated. At this time, an average of three similarities
may be used as a final determination reference, or after
10 determining whether the data is the same in each finger, a
final determination may be performed according to the
number of fingers that are determined that the data is the
same.
In particular, in the method of the latter,
15 authentication results of the individual fingers may be
compbined and authentication precision may be flexibly
controlled. For example, when it is determined that data
of all of the plural presented fingers is the same as the
registration data and all the data is authenticated, a
20 false reject rate (FRR) 1is lowered two times as much as
the number of fingers and a false accept rate (FAR) 1is
lowered by the square of the number of fingers, which
results in increasing authentication precision. Even when

there are fingers where accurate vein patterns cannot be

25 photographed among the plural fingers, if it is confirmed



5 fingers may be injured. Further, since a value of Nis a device unique
val ue, the value is fixed, but a value of M may be dynam cally changed
depending on a systemsecurity policy. In a process in the case where there
are fingers 10 that cannot be phot ogsdphed, a security level is |owered

Wi th respect to a general authentication process. Accordingly, a threshold
| evel for authentication may be changed according to the nunber of fingers

t hat canngt_.be hot ed. If e f i nge t_cC ot be 15
phot ogr agﬁ]eacf idsatPancortgg{S??l(%%res t%ﬁolehs o%cr?bﬁeesvee telc'lis %trﬁec‘{%];ls s%?é:l t her eby
mai ntai ni ng a high security |evel of an authentjcatu?n system In a

| ar ge- scal@ et TR RN SR SstEM I ot de9% SR ntdh hi gh
usability, (1-N) authentication 20 needs to be perforned, which does not
requi re am iaytersficanarD puadsess Meammidmnedt Thereduinced the i ncrease a
speed of a collation process as well as authentication precision. In the
above- desqaritet ierdrodinmeitgedde dat oofpet feriidd eevdn Npersoms 1 nput .
However, when all 25 registration data of the fingers is sequentially

col l ated, 3210/ RKLLERS fB-d$. | REHeRSed isN RLOROMLI10R & thg nyrber of
regi stration data. "Accordingly, a nethod that can effectively performa

col | ati on,process, At & Jigh sheed , whid & oM LLLRG a0 upngegssagy gol lation
process and
may be dynamically changed depending on a system security
policy.
In a process in the case where there are fingers
10 that cannot be photographed, a security level is lowered
with respect to a general authentication process.
Accordingly, a threshold level for authentication may be
changed according to the number of fingers that cannot be
photographed. If the number of fingers that cannot be
15 photographed is increased, the threshold level is strictly
set, thereby maintaining a high security level of an
authentication system.
In a large-scale personal authentication system, in
order to maintain high usability, (1-N) authentication
20 needs to be performed, which does not require an input of
an ID number. Meanwhile, it is required to increase a
speed of a collation process as well as authentication
precision. In the above-described embodiment, the data of

the three fingers is input. However, when all

25 registration data of the fingers is sequentially collated,



5 maintain authentication precision is effective. An enbodi nent of this
method will be described bel ow. However, when plural candidates exist in
the registration data, the registration data having the highest accuracy
beconmes an aut hentication subject. 103Eirst, focusing on a first finger
anong the three fingers, data of the first finger fromall the
registration data is collated with input data of the first finger. If the

present system.is. set t rform aut hent i.cati o r.acess en all of the
data of TheThI e 157 ngerd s The' samb A e Fogi ot Hat ofida & t he

aut hentication process is not perforn?d on the registration data that is
not the &% ALANEC A onCCPESUPEYrhé BGFPeSpoRdtnG3data i s excl uded
fromthe authentication candidates, and a collation process on the 20
second ardf figtid Slivngersdmn amadldditidn theomssait a dyisiremisedet to
perform an aut hentication process when only data of at |east two fingers
anmong t heiHilreeenfiigigers an sidhe s vssdNeadiegi Siraddon ada, a col | ation
process is continuously perforned on the second finger. At this 25 tinme, if

the datapof; 48 f IS 8thaNd SRoN sAdNgers i3S notrd e game as the _
registration data, a collation process on the third finger my be omtted.

If the present. systemis . set to performan,authenticati on process when data
of any (?rrln}OoO%l %ngz tane%u’fsl r%ngeetrhsoqosw%lhergseandeesa%rjt%eeé (r:Deegjl%"f'r ation 5 data, the

collation process needs to be continuously . , _
However, when plural candidates €xist in the registration

data, the registration data having the highest accuracy
becomes an authentication subject.

10 First, focusing on a first finger among the three
fingers, data of the first finger from all the
registration data is collated with input data of the first
finger. If the present system is set to perform an
authentication process when all of the data of the three

15 fingers is the same as the registration data, the
authentication process is not performed on the
registration data that is not the same as the collation
result, the corresponding data is excluded from the
authentication candidates, and a collation process on the

20 second and third fingers is omitted. If the present
system is set to perform an authentication process when
only data of at least two fingers among the three fingers
is the same as the registration data, a collation process
is continuously performed on the second finger. At this

25 time, 1f the data of the first and second fingers is not



performed until the collation process on the third finger. During the
col l ati on process, even when registration data that satisfies

aut henti cation conditions appears, it is required to analyze data having

t he hi ghest accuracy. 1o Therefore, the collation process needs to be
continuously perforned, except for the cases where the collation process
can be omtted. In this nethod, if the present systemis set to performa
process other than an_ authentication process when data of any one of three
15 fi nger'§ $¥Mfe 3ard'® i3S HRGTIGP&AER t FatChe Grifu I WS HrItesses can
be considerably reduced and a hi gh-speed process can be achieved. For
exanpl e, tihe tthe nohsfa ngdser anayt e pragdmd systemhies psetsend pesftemmisn

aut henti cati on process when data of the two fingers anong the three 20
fingers it he s¥ond an rangenfi candrdaies.aan ween gt owetl 410y about
several percentages by collating of the first and second fingers, the

process iy Lan e tiedced ndd 40Ut ol 3 Qe the dHOCRSS: dd MBpi i ch s

needed when all the fingers are collated. 25 Wen perform ng coll ation of
the first, finger, the 3.4 registratiaon data is rearranged ih the order of
dat a gha\fjlantgj"‘’hiecg%e ccéjrelrleﬁta Yo COEFTI dien Ssaté)n}ecoqqnaﬁli K%t %ata having | ow
correlation coefficients is stopped, thereby considerably increasing a
process SRS tHitd lcdd® W HMVEY Pa&ET T Hiugh adthierft i et 3%h- preci si on
is slightly

During the collation process, even when registration data

that satisfies authentication conditions appears, it is
required to analyze data having the highest accuracy.

10 Therefore, the collation process needs to be continuously
performed, except for the cases where the collation
process can be omitted. In this method, if the present
system 1is set to perform a process other than an
authentication process when data of any one of three

15 fingers 1s the same, 1t is anticipa?ed that the amount of
processes can be considerably reduced and a high-speed
process can be achieved. For example, in the case where
the present system is set to perform an authentication
process when data of the two fingers among the three

20 fingers 1s the same, if a range of candidates can be
narrowed to about several percentages by collating of the
first and second fingers, the process time can be reduced
to about 2/3 of the process time, which is needed when all
the fingers are collated.

25 When performing collation of the first finger, the



| ower ed,

aut hentication precision statistically does not change,

|

if the nunber of data where collation is stopped is set such that

a hi gh-speed

process can be achieved while the authentication precision can be regularly
10 mai ntained as a whole. Further, if3ghere is a case where an

aut henti cati on process may be conpleted at a point of

ti me when one

aut hentication candidate is observed, the probability of the authentication
candi date bein

at, the, head by a rearranging process becomes high, thereby
15 achi exfieﬁglségfﬁitglﬁ-“s&@é@ At R reRd son 181 SIS AR (Hor lat hj gh- speed

process can be perfornmed using data that

i s obtained by conpressing the

amount ofhavdeld &tligdn catrs left iome daafdacierdrs g, latidn mferdateéd n dat a

is spatially reduced,

t he ampbunt of data can be 20 reduced while the

ori gi nal heeiimgshape dog rdiatiaimecheaS iicslentAd dol |satdppedr adess=bys per f or ned

using the data and a

coeffici %%siid%r%tb(l@p%%cﬂe@%iﬁfgo%eﬁz%&%%sb%ﬂé%rcf.or med &k sa cRkecess

faster than that of "t he above-

escribed nethod. At 25 this time, si

am)umé. tho%&%trjas erv%qlucc%%lgihﬂ%u %ﬁn;t[qua%[iio%n £ j.issiic%q{; 1'sz %]?%tg ,

det er m ni ng

t hr eshol

on whic € co I on process i s

preci si o Wit
t hereby achi eving fi nal

10

15

20

25

is set such that authentication precision statistically
does not change, a high-speed process can be achieved
while the authentication precision can be regularly
maintained as a whole. Further, if there is a case where
an authentication process may be completed at a point of
time when one authentication candidate is observed, the
probability of the authentication candidate being at the
head by a rearranging process becomes high, thereby
achieving a high-speed authentication process.

Further, a high-speed process can be performed using
data that is obtained by compressing the amount of
collation data of one finger. For example, if finger vein
data is spatially reduced, the amount of data can be
reduced while the original vein shape is maintained as is.
A collation process is performed using the data and a
collation process on data having low collation coefficient
is stopped, the process can be performed at a process
speed faster than that of the above-described method. At

this time, since the amount of data is reduced, the

collation process on data having | ow col |l ation

speed
nce the
but when
a

val ue that is capable o ufficiently securing authentication
g datta Bt &%‘%c?(fnﬁ{e %,W%]esfes ka9 al  y° ERGHi ned,



aut hentication precision. with respect to registration data that remains as
candidates, it is confirnmed whether an authentication process can be
finally performed using data before conpression, thereby performng a
reliable 10 authentication process. A$ descri bed above, by perform ng
stopping of collation for each finger, rearranging of data according to a
correl ation value, and conpressed data, it is possible to achieve a

hi gh- speed,, .hi_ gh- preci sian, and 15 | arge-scal ed 1-N aut hentication system
UsTng bl P TRpEECHAEn & S oW erBOdi Tt BTCRF ThgiE Sk

aut henti cation device that defines a |location of a finger using a groove
i nstal | e®n ha deinGe SUrlfadcde®@n Rrodie 120 thdte forapPlcw ve |i ne whose
section is snooth is provided in a surface of the input device 2 and the
openi ng I0kredshgirbwiaded ithad cioncaapesplor taors WS afertthey gpooviemg At thi s
time, the finger 1 that has a natural shape is disposed in a concave

portion cfutthhe tdreevien 25 ddirditel us iepeeda pfdan ddigdird $s1gd seds from t he
concave 36 portion of the groove serves as the sidewall 104 in FIGS. 2A to

26 enf) COPLSIANS 8 PO AN, AL LIRS IR 2 N sontal
particul ar, & 183 et At heyghpove has a shane ;o 3 Gifve | ine that
data that remains as candidates, it is confirmed whether
an authentication process can be finally performed using
data before compression, thereby performing a reliable
10 authentication process.
As described above, by performing stopping of
collation for each finger, rearranging of data according
to a correlation value, and compressed data, it is
possible to achieve a high-speed, high-precision, and
15 large-scaled 1-N authentication system using plural
fingers.
FIG. 6 shows an embodiment of a finger vein
authentication device that defines a location of a finger
using a groove installed in a device surface. A groove
20 that forms a curve line whose section is smooth is
provided in a surface of the input device 2 and the
opening 101 is provided in a concave portion 151 of the
groove. At this time, the finger 1 that has a natural

shape is disposed in a concave portion of the groove.

25 Further, a convex portion that is raised from the concave



| S,

corresponds to the shape of the section of the finger, the positioning of
the finger can be stably perfornmed regardless of the size of the f

FIGS. 7A
plural fi

observed

to 7C show an enbodi nent of a device for 10 authenticating

i nger.
vei ns of

ngers that can detect the outlines of fingers. In the enbodi nent
that is showmn in FIGS. 2Ato 2C, the outline of the finger cannot
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positioning of the finger can be stably performed
regardless of the size of the finger.

FIGS. 7A to 7C show an embodiment of a device for
authenticating veins of plural fingers that can detect the
outlines of fingers. In the embodiment that is shown in
FIGS. 2A to 2C, the outline of the finger cannot be
observed from the opening 101 and the position deviation
of the finger, such as the rotation of the finger or the
change in the enlargement ratio, cannot be accurately
corrected. In the device shown in FIGS. 7A to 7C, the
opening 161 that observes the outline of the finger and an
imaging device 162 that observes the outline of the finger
are included at the finger tip side and the finger base
portion side. The opening 161 opens to be sufficiently
wide with respect to the finger width, and the outline of
the fincer can be confirmed. In order to clearly observe
the outline of the finger, a reflection light source that
illuminates the surface of the finger may be included in

the opening 161. The reason why an imaging device 162

utline of
of the

in
ause the
i nci dent



the outlines. The inmaging device is separately prepared, unnecessary
external light is blocked by the partition walls 106, and an inmage quality
of a vein image is prevented frombeing deteriorated. 10 When an infl uence
due to the unnecessary |light may be iBgnored, the inmaging device 9 and the

i magi ng device 162 that observes the outline of the finger may be

i npl emented by one device. As a result, manufacturing costs can be reduced.
15 FIGS. _8A . ta,8E show _an ex | e of finger oautline _detect.ion process of

2 devi ce Tkt SPEENaN T A Bt rrao trTC IHAEY BA TG 5 iger vein | mage
170 that is used in the related art. In the finger vein imge, the outline

173 of t REFtHger 50 thFotldgdape $SIES nf Shifdt iR ‘P 2R3 gdical | el | ocati on
or an angle of the finger can be obtained. Therefore, the parallel |ocation
and angl eedéfns tilse bieicrgesre ¢dre Heagammecteet deo Usec gme ehrg Pr edet er mi ned

| ocation and angle. FIG 8B shows a finger vein image 171 that is

phot ogr apte@ derseargn eapestinagd 105 H fareeadigrenic i2keraf drhecHaventi on shown
in FIGS. 2A to 2C. Since the 38 opening 101 is designed to be narrower than

the fingemqdl hedibe autdine 1ofe hedimngersl sl RNgiearaphed, and it is

difficult to accurately correct the location of the finger.” FI'G 8C shows a
finger velp ITRge 7L thAL i3.5:RfckegiaRned By an.auhleptigatian device

shown in
unnecessary external light is blocked by the partition
walls 106, and an image quality of a vein image is
prevented from being deteriorated.

10 When an influence due to the unnecessary light may
be ignored, the imaging device 9 and the imaging device
162 that observes the outline of the finger may be
implemented by one device. As a result, manufacturing
costs can be reduced.

15 FIGS. 8A to 8E show an example of a finger outline
detection process of a device that is shown in FIGS. 7A to
7C. FIG. BA shows a finger vein image 170 that is used in
the related art. In the finger vein image, the outline
173 of the finger is photographed and information on a

20 parallel location or an angle of the finger can be
obtained. Therefore, the parallel location and angle of
the finger can be corrected to become the predetermined
location and angle. FIG. 8B shows a finger vein image 171
that is photographed from an opening 101 in an embodiment

25 of the invention shown in FIGS. 2A to 2C. Since the
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to 7C and an image 172 of the outline of a finger that is obtained by an

i magi ng device 162 that observes the outline of a finger. Since the inage
172 of the outline of the finger is photographed in addition to the inage
10 showmn in FIG 8B, it is possible td8detect the | ocation of the finger.
FI G 8D shows an exanple where a finger outline 173 is detected from an

i nner portion of an image 172 of the outline of a finger. The outline of
the finger i.s defij.ned as a boundary between an . nmage .of the finger 15 and
an i mage Oé)fenalnﬁagkd&r ound- AT Q?SC |>£D e Arbi ttrhéarrgeCheedgftelr}%erext racted from
t he i mage, thereby obtaining the |ocation of the outline of the finger. In
parti cul &t AthwhddiSrottdgrapning ehd B\HaE ie o0& M FGafeP 9%re 31Yht  source
23 flickers in time series to obtain a differential 20 i mage between an

i mge of itthd soutilfimeudient a e dumgtite 1 s ouroe A3 thse tiggei on @hditen | mage of
the outline when the |ight source 23 is turned off, resulting in

enphasi zifig gt .edgecpoBti eRcat theéihpagekeihr afabhe 17qutthiare 1573 of the

finger that is obtained by the above 25 manner, a central line 174 of the
fingeg iscAl Rt 139 ad addie (e d B LAl 4 Aialgs spcirddats A he
central l'ine 7174 becomes vertical, the rotation of the finger can be

Che. w i i G RE2bitl IMEEa o The 8 FHger:S (e o dIGOmErt T ot o of ¢ he
finger can be . . :
obtained by an imaging device 162 that observes the
outline of a finger. Since the image 172 of the outline
of the finger is photographed in addition to the image
10 shown in FIG. 8B, it is possible to detect the location of
the finger. FIG. 8D shows an example where a finger
outline 173 1s detected from an inner portion of an image
172 of the outline of a finger. The outline of the finger
is defined as a boundary between an image of the finger
15 and an image of a background. At this time, an arbitrary
edge is extracted from the image, thereby obtaining the
location of the outline of the finger. 1In particular,
when photographing the outline of the finger, the light
source 23 flickers in time serles to obtain a differential
20 image between an image of the outline when the light
source 23 1s turned on and an image of the outline when
the light source 23 is turned off, resulting in
emphasizing an edge portion of the finger. From the

outline 173 of the finger that is obtained by the above

25 manner, a central line 174 of the finger is calculated.



corrected. FIGS. 9A to 9C show an enbodi nent of a device for authenticating
veins of plural fingers that includes |ight sources forned thereon.
Specifically, FIG 9A shows a top 10 view, FIG 9B shows a front view, and
FIG 9C shows a side view A top cové® 180 is disposed in the device in
order to allowthe light source 23 to irradiate light fromthe upper side,
and the |light sources 23 are arranged in the top cover 180. Since the |ight

can be irr ated .ont.0 the fi 1 fraomt si.de ontrast of a
Tl g G TR PR e B AR VT S T 1t e M o i o ent |y
irradi ated. Since the device can shield |ight fromthe upper side, the

devi ce beddnes e S5t 1 Girlevditd ﬁquaéalwagév%ft@t@mrlq%jhtbe 20 In this
enbodi ment, the finger placenent table 102 for a finger tip of the mddle
finger i$qﬂnﬁmnﬁ&1iﬁftheguéanéngypéeasnﬂhegamame-desdbibédtéwbodinent, but
positioning grooves 181 for finger tips of the fingers adjacent to the

m ddl e fiingefe atcdatdirg des drheneaft RS hacomes:@ni e ongated ved d. This is
made in consideration 40 of that it is difficult to visuaIIy position the

fingess dugdo e aNGRiRM: dladfl JOR GOS0 and gue to Lhis, the

position viation of the finger in a horizonta rectlon may occur easier
than the case q{é}he enbodi nent 5 shown in FIGS. 2A to 2C. |If the grooves
are fornmed,"i%°

FIGS. 9A to 9C show an embodiment of a device for
authenticating veins of plural fingers that includes light
sources formed thereon. Specifically, FIG. 9A shows a top

10 view, FIG. 9B shows a front view, and FIG. 9C shows a side
view. A top cover 180 1s disposed in the device in order
to allow the light source 23 to irradiate light from the
upper side, and the light sources 23 are arranged in the
top cover 180. Since the light can be irradiated onto the

15 finger 1 from the upper side, contrast of a vein image of
the finger can be improved, and the light can be
efficiently irradiated. Since the device can shield light
from the upper side, the device becomes strong in
preventing leakage of external light.

20 In this embodiment, the finger placement table 102
for a finger tip of the middle finger is disposed in the
same type as the above-described embodiment, but
positioning grooves 181 for finger tips of the fingers
adjacent to the middle finger at both sides thereof

25 becomes an elongated void. This i1s made in consideration



possible to effectively suppress the position deviation fromoccurring in
the horizontal direction. At this time, the locations of the fingers in the
in the anteroposterior direction are not fixed. 10 The top cover 180 is

di sposed to cover portions near the #0Onger tip fromthe upper side and
covers a half of the surface of the finer tip at the opening 101.

Ther ef or e, |s open, as conpared with the shape of the device according

to the rel art t.hat. .caover e entire .15 finger ticular, as shown
G e e g s 9 S e e g A R L e
finger 1is designed to be V|suag€¥ recogni zed at an angle of 45 degrees

from t he dWSpére Sihde 36T ARETHRAH Yey 490 Sovsdadld?, Eihckian fiser can easily
recogni ze a finger 20 placenent |ocation, the usability can be inproved. As
can be redtdgni zée fooemtRlcd RG1dthed icgﬂqttksaOLﬁiavegeQSLrt frathdrsi dirgpolsed in t he
top cover 180 is disposed at a slight angle such that it irradiates |ight

ont o t he qgenter orofmayhe epenidig iIKH .t hHH S Hes agause dhe aoueiirddd: covers 25
up to the upper side of the portions near the finger tip 41 and thus the

| i ght 5 soy %ncal'?lng{ld%e dizsposed i ght tﬁ@oﬁ?o%‘b@% gpeningLLQl. ;When the |ight

source is |spose right  above the openl I't is possible to reduce a
variation |n na va u of the ot.ogra 5 Therefore, an
ar r angemeiit® d%&l )i %ﬁﬁ% %xﬁﬂ&ﬁ§%%f éﬁ% S%Sl 1P Wev £actSH

from occurring in the horizontal direction. At this time,
the locations of the fingers in the in the anteroposterior
direction are not fixed.

10 The top cover 180 is disposed to cover portions near
the finger tip from the upper side and covers a half of
the surface of the finer tip at the opening 101.
Therefore, it is open, as compared with the shape of the
device according to the related art that covers the entire

15 finger. 1In particular, as shown in FIG. 9C, the finger
placement table 102 for a finger tip of the middle finger
is designed to be visually recognized at an angle of 45
degrees from the upper side of the device. For this
reason, since a user can easily recognize a finger

20 placement location, the usability can be improved.

As can be recognized from FIG. 9C, the lignht source

23 that is disposed in the top cover 180 is disposed at a
slight angle such that it irradiates light onto the center
of the opening 101. This is because the cover 180 covers

25 up to the upper side of the portions near the finger tip
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inclined toward a base portion direction of the finger to reduce the
variation in the | um nance value, thereby inproving an imge quality. The
top cover 180 that has the light source 23 also 10 has a function of
shielding external light. For this réason, the top cover 180 shields
infrared light and it is made of a material that does not reflect the
infrared light. Different fromthat in the enbodi nent shown in FIGS. 2A to

2C, the qpening 1 i ncreases an. _openi i dth 15 and can sufficiently
phot ogr aﬁﬁldt ﬁg%fsi %g]:]heer rlul|§%toslotusr eouctalnlnﬁ. Vgﬁ r#(;lesﬂ%seeagerrlrgre}la iaobnovoef t he
external |ight can be reduced due to the arrangenment of the top cover 180,
per f or maié€ QEEEL Gr didilon WARThENFedt88d. SPEIFE posSitBEPEeSefo fadkiteve t he
accurate correction of the finger |ocation 20 by photographing the outline
of the fiahgee theGEperGAaa d Cl0C ishow apsexds & ofredlysrocess of  detecting
the outline of a finger in the enbodi nent shown in FIGS. 9A to 9C. FIG 10A
shows an viardge ieh drf iandemiharidsatydlsicobtfaitred diy taydamgiddingeyd ce 9 in
FIGS. 9A to 9C. 25 In FIG 10A, the finger tip side beconmes an upper side of

42 the araWdiG At dhiss ddifenddit ey reds sile 1fgHihe dingerys s the top
cover 180 covers an upper half of a screen. Since the top cover 180 is nade

OT a mat %rnic"il' teh ttoswr}:li ed %S baext eronracliolni %Lrebc t'odnoesf nc%[ rfefnl eeCt ionfrar ed
light, it’'1s shown “dar K onstehéjlmage. e outsi de bac gromﬁ1drotf t he
reduce the variation in the luminance value, thereby

improving an image quality.
The top cover 180 that has the light source 23 also
10 has a function of shielding external light. For this
reason, the top cover 180 shields infrared light and it is
made of a material that does not reflect the infrared
light. Different from that in the embodiment shown in
FIGS. 2A to 2C, the opening 101 increases an opening width
15 and can sufficiently photograph the finger up to its
outline. Since ths permeation of the external light can
be reduced due to the arrangement of the top cover 180,
performance deterioration can be reduced. It is possible
to achieve the accurate correction of the finger location
20 Dby photographing the outline of the finger.
FIGS. 10A to 10C show an example of a process of
detecting the outline of a finger in the embodiment shown
in FIGS. 9A to 9C. FIG. 10A shows an image of a finger 1

that is obtained by an imaging device 9 in FIGS. 9A to 9C.

25 In FIG. 10A, the finger tip side becomes an upper side of
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device is reflected on a lower half of the screen. Further, the finger 1 is
illumnated by the |ight source 23, the finger 1 is reflected as a bright
object. At this time, in the upper half of the screen, the 10 outline of
the finger is clearly reflected as an4iZmage edge. Accordingly, as shown in
FIG 10B, the outline 173 of the finger is detected wth respect to only

the upper half of the imge. The central line 174 of the finger is
calculat% ep@j%ﬂg_basi toghggetgggaig%dtkgf%%gatgog, a%dt%% %Qe %%cation and
rotation angle of "the I'nger "are  fegul ated, whi €nendbl es ScolT'dtion even

with the position deviation. In particular, the outline of the finger at
the base lportiCorr & F&ViEE HéYorrP e ottt dnge STHRER 0 the rotati on
deviation of the finger. However, in 20 this enbodinent, if the correction
process iSsnper ftdramecdp usivey tIHd ou Inawke off tehandftiawier] athajnlshidleds i nger tip
side, the rotation correction can be made using the constant information.
As a resudtercelll atiigon can bked eldrallaf perd o xiy i NgyHwot atd ons 25 FI GS.
11A to 11C show an exanple of the 43 configuration of a sweep-typed finger

vein aut hepticald AN o AL 8 dayhi ehopLural obi Bgeks BLeaPLesenLed to the
device and bl ood vessel patterns of the entire fingers are photographed by

\S/: IE:\(/jvl, ngl ¢ e%f'%i&nsegar/'sef?egt ggjl%ns%ovfowaeg cf'Pale Voifv)éhelzls%relelns‘. shows a front
Further, the finger 1 is illuminated by the light source
23, the finger 1 is reflected as a bright object.
At this time, in the upper half of the screen, the

10 outline of the finger is clearly reflected as an image
edge. Accordingly, as shown in FIG. 10B, the outline 173
of the finger is detected with respect to only the upper
half of the image. The central line 174 of the finger is
calculated on the basis of the obtained information, and

15 the location and rotation angle of the finger are
regulated, which enables collation even with the position
deviation. In particular, the outline of the finger at
the base portion side is beyond the photographing range
due to the rotation deviation of the finger. However, in

20 this embodiment, if the correction process is performed
using the outline of the finger at only the finger tip
side, the rotation correction can be made using the
constant information. As a result, collation can be

reliably performed during rotation.

25 FIGS. 11A to 11C show an example of the
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view, and FIG 11D shows an aspect of when light is irradiated in
consideration of one finger. The light source 23 is disposed on the side of
the finger placenent table 103 for a base portion of the finger and
irradiates 10 light onto the finger #Bom an oblique |ower side. If [|ight
emtted fromthe light source is directly irradiated onto the surface of
the finger, winkles of the surface of the finger nay be reflected on the

vein imge. In this case, the t s ces emt, ht fromthe side
Hopos! £ o R A e A By G5 ek i et et st 1 at

the opposite side. The sidewall 104 prevents |light from being irradiated
ont o t he dafcEce rofitiied frilnger] diirngenowlodas B terhi & dgpecte Vs Shown in
FIG 11D. Further, the opening 101 that is used to photograph 20 the vein
i mge i s dmar rh:eld>dcb veesee la rateldrrsd zef ithea erdtaingd tudigeds directi on of the
finger, thus, the device can be reduced in size. A user presents an entire

region ofpndiheyfighger Hy Sliding whe fimgers andta vein ismege of the entire

finger can be obtained. Further, bet ween the 25 finger placenent table 103

for as baiﬂ.eﬁ?”}f‘ﬂf‘ %fléfk%‘%és 4 . a«ﬂde»{{heFftPe”lﬂg 5119d;£'wa o DAl '”9 200

that s use observe sur ce of tHe finger ion |ight
re o spdodd RGN B8l QWi ﬁ@“oﬁb%‘%%}c%%tst%‘ A9 Tt %s“?hip?.”hggrzoo
surface, an |nag|n devi ce 202
irradiated in consideration of one finger. The light
source 23 is disposed on the side of the finger placement
table 103 for a base portion of the finger and irradiates
10 light onto the finger from an oblique lower side. If
light emitted from the light source is directly irradiated
onto the surface of the finger, wrinkles of the surface of
the finger may be reflected on the vein image. In this
case, the light sources emit light from the side opposite
15 to the sidewall 104 and irradiate light onto the finger 1
at the opposite side. The sidewall 104 prevents light
from being irradiated onto the surface of the finger at a
low location. This aspect is shown in FIG. 11D.
Further, the opening 101 that is used to photograph
20 the vein image is formed to have a small size in a
longitudinal direction of the finger, thus, the device can
be reduced in size. A user presents an entire region of
the finger by sliding the finger and a vein image of the

entire finger can be obtained. Further, between the

25 finger placement table 103 for a base portion of the
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t hat obtains an inmage of the finger surface through the opening 200 is

di sposed. In addition, a partition wall 106 is disposed between an i magi ng
device 9 that photographs a vein inage and the imagi ng device 202 that 10
phot ographs the image of the finger suuface. A user places his/her finger in
a void of the finger placenent table 103 for the finger base portion. As
descri bed above, if the finger detection process is perforned, a sliding
start lanp 203 is turned on., Th 5 user slides the finger by draw ng the

i nger - ALTORTs AT S ORE Nt Sourte % Mt CHL 1 actd a1e4d gt | Sour ce
201 are turned on. A partial finger inmage is observed fromthe opening 101,
but the obFsérved thec&urdmdss ofddncatidddat + ianel Sertiadsl efid @y elsieritted.

Finally, a partial 20 image of the entire finger is obtained. If these
i mages acaeiryntiidasitzed, dghve dgregers weian durdgesofof ehenmiinger fimger is
acquired and an authentication process is perfornmed. In order to acquire

the ?ntiW%JiﬂgﬁﬁxMﬁtﬂxi@ﬁ&ﬁdi@%JééHUtﬁ@gﬂ%rbEQBWfEHQ?bp%%ﬁﬂgi@@@?1it i's
required to 4 accurately calculate the amount of |osition déeviation when

the finger . .slid. ordi ngl.y, thig inventi yses. | maf i on the
surfaée gafhatthels;f iu%geéjrb\ctt at?{el ?%ﬁeaﬂlqnedtlfgfcreedma?ﬂeﬂ?a lgl}igrgegél\%e 2 of the

finger surface. Uneven 5 patterns, such as winkles, which are distributed
on ?he that obtglns an ﬂ%age ot 'the glnger surgace through é%e

opening 200 is disposed. In addition, a partition wall

106 is disposed between an imaging device 9 that

photographs a vein image and the imaging device 202 that
10 photographs the image of the finger surface.

A user places his/her finger in a void of the finger
placement table 103 for the finger base portion. As
described above, if the finger detection process 1is
performed, a sliding start lamp 203 is turned on. The

15 user slides the finger by drawing the finger. At this
time, the light source 23 and the reflection light source
201 are turned on. A partial finger image is observed
from the opening 101, but the observed location is
deviated in time series and presented. Finally, a partial

20 1image of the entire finger is obtained. If these images
are synthesized, the finger vein image of the entire
finger is acquired and an authentication process 1is
performed.

In order to acquire the entire finger vein image

25 from the partial finger vein image, it 1is required to



surface of the finger, are dense with respect to the vein patterns. Wen
the anobunt of slid position deviation is estimated on the basis of the
pattern, the uneven patterns of the surface of the finger rather than the
vein pattern 10 is nore preferable bed&duse the pitch between the patterns

is narrow, which nmakes it possible to accurately neasure the anount of
position deviation. In particular, when the opening of the device is forned

to have a snmall_size, it . is eded to acquire .a position collation feature
from t he 68 TR RATHA Poditon ATRHTER dls (bt GFT 61T VR - #1 ANFIC shows
an internal structure that is needed to sinultaneously photograph the
finger vé&ihgs fdp@eathds fSliger SGEPaéndtie FofiFedniventiicghtisssur ce 201 t hat
phot ographs the surface of the finger irradiates |ight 20 onto the surface
of the fiimJermaandrwdmkihes sofrfidwe cfurdrece iofgahe Hamgiey @rten phwat ogr aphed
by the imaging device 202. At the sanme tine, the |light source 23

irradi at es-dnl gite oM@y ithe ddwiger 22 ad e diHprhalur et t etedvdnght i's
transmtted through the surface of the 25 finger 1 to reach the inside of

the d?Vi%gg@éyﬁéh%*ﬁﬁle%P%@ﬂH%?%Ev &HE%H*E%Jid5§¥i£§%ﬁQ9Q99H%ﬁ?ed by the

i magi ng vice 9. erefore, the tinger veins can be ot ographed. At this
time, the light emitted fromthe ref|ection light source 201 is, shielded by
Lhe i dowif 06 Guchd Har'dfe S5 GIRATH FBct yf RS os 1% THe | magi ng
device 9-patterns. When the amount of slid position deviation is
estimated on the basis of the pattern, the uneven patterns
of the surface of the finger rather than the vein pattern
10 1is more preferable because the pitch between the patterns
is narrow, which makes it possible to accurately measure
the amount of position deviation. In particular, when the
opening of the device 1s formed to have a small size, it
is needed to acquire a position collation feature from the
15 limited narrow region, which is more effective.
FIG. 11C shows an internal structure that is needed
to simultaneously photograph the finger veins and the
finger surface. The reflection light source 201 that
photographs the surface of the finger irradiates light
20 onto the surface of the finger, and wrinkles of the
surface of the finger are photographed by the imaging
device 202. At the same time, the light source 23
irradiates light onto the finger 1, and the internal

scattered light 1is transmitted through the surface of the

25 finger 1 to reach the inside of the device from the



The opening 200 that photographs the surface of the finger is preferably
formed to have a small area so that the device can be reduced in size. It
is required to prevent bonding precision frombeing deteriorated due to 10
the reduction in the device area. In #lis enbodi nent, the opening 200 is
formed to have a rectangul ar shape, such that the opening has a short size
in a longitudinal direction of the finger and a long size in a width

direction of .the finger, which allows the depth of the device to be
shal | ow. SESREVEr 10T @F”&lertqeo%%rai*r? tpﬁbo Qrﬁegﬁ porye(]:ﬁ%ﬁ onl'?91"9 s needed

to increase a frane rate of the inmmging device 202 for the finger surface.
Meanwhi | gleviige e r 8§&rds A6 t Hé i Fetds oV N T e openPhgt 260aPRRE - openi ng
may be long in the longitudinal 20 direction of the finger and short in the
wi dt h di Pecttihars dfintehe dhengerght rentiHited dsmm ttee opehl et 200 1isgidi sposed
closely to the outline of the finger and located in a place where the

openi ng ders-Jwtz@af fiectsnhamddie, plaad sivrsaell pald efnsh area phatogr aphed,
t her eby keeping the size 25 of the device to be small. The direction where

openi R 200 Gpehe s & Forg I THHal i 7 Eeti o vek {houh A 1 ar ge 1ogion
Bnd a sl ding SPEpeBE BetbRgY Fact PORRAIPE BodiiRy HECANEs Tndbied.

finger is preferably formed to have a small area so that
the device can be reduced in size. It is required to
prevent bonding precision from being deteriorated due to

10 the reduction in the device area. In this embodiment, the
opening 200 is formed to have a rectangular shape, such
that the opening has a short size in a longitudinal
direction of the finger and a long size in a width
direction of the finger, which allows the depth of the

15 device to be shallow. However, in order to maintain the
bonding precision, it 1s needed to increase a frame rate
of the imaging device 202 for the finger surface.

Meanwhile, in the regards to the direction of the

opening 200, the opening may be long in the longitudinal

20 direction of the finger and short in the width direction
of the finger. In this case, the opening 200 is disposed
closely to the outline of the finger and located in a
place where the opening does not affect when the blood
vessel patterns are photographed, thereby keeping the size

25 f the device to be small. The direction where the finger



However, since the width of the opening 101 for photographing the veins
needs to be narrowed by the correspondi ng anount, authentication precision
is slightly deteriorated. 10 FIGS. 12A to 12C show a bondi ng sequence of
finger veins that are partially photddraphed. As described above, the
partial inmage 210 of the finger veins and the partial imge 211 of the
finger surface forma pair and are obtained. At this tine, an enphasi zi ng
process i,s 15 .performed on wjnkles of the finger surface with respect to
the partidl Siridgd 2F1 BrEd T ger ST a8 TPhe NpartT a1 mge 2Ll of the
finger surface that is acquired at a subsequent timng is slightly deviated
in posititdy orENGHg £IA aRFMPB s How W Prioteiss bfd pirstolgtaphi W a 20
slightly deviated | ocation. At this tine, inmages that are obtained after
per f or m rigncaryherphasiosd nop qprcot edse o Urteerenvird Ikl gesr toforishecdn nger surface are
conpared with each other, and the anmpbunt of position deviation is

cal cul at %ndeﬁ”‘%rpadﬁd: %iﬂd’@g%ﬁﬂ&@fié herfd nger a\/rﬁi ns sUeibepded to 25
each other on the basis of information on the obtai ned 48 anopunt of

posi tkon sga%véaatﬂe%me's" 41& bondifng, A 9GesS, 5 & %14 alpdmge of a new region
may be overwritten and an ‘overlappi ng regf%n of the 1mage nmay be subjected
to an average process. en t average process js perforned, 5 the process
tinme is éﬁ‘@%ﬁ’f/ medted, tWJtCﬂg1 &ftﬁ% dpentny 161 Pfor
photographing the veins needs to be narrowed by the
corresponding amount, authentication precision is slightly
deteriorated.
10 FIGS. 12A to 12C show a bonding sequence of finger
veins that are partially photographed. As described above,
the partial image 210 of the finger veins and the partial
image 211 of the finger surface form a pair and are
obtained. At this time, an emphasizing process 1is
15 performed on wrinkles of the finger surface with respect
to the partial image 211 of the finger surface. The
partial image 211 of the finger surface that 1s acquired
at a subsequent timing is slightly deviated in position.
FIGS. 12A and 12B show a process of photographing a
20 slightly deviated location. At this time, images that are
obtained after performing an emphasizing process on the
wrinkles of the finger surface are compared with each
other, and the amount of position deviation is calculated.

The partial images 210 of tne finger veins are bonded to

25 each other on the basis of information on the obtained
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i mges may be snmoothly connected to each other. In this way, the entire
finger vein image 212 of the finger can be obtained, as shown in FIG 12C.
Meanwhile, if a feature extraction process of the finger veins is
performed, an 10 authentication proceds nay be achieved. In the enphasizing
process of the winkles of the finger surface, an edge enphasis filter that
is generally known, a matched filter, or void detection of a |um nance
section profile y be used. At this tine, the algarithm 15 paraneter is
2d] ust ed TP TTo Tadie or TheSketpi Tty WhER® GPEHEMWHRRRSS 1of the | mage,
whi ch enabl es an optimal enphasis process. Further, if an enphasis process
that enphdasiizds Wpadkids d MOhI5LH Fpatd f ke dFecti on-§s anthddpendent | y
performed in plural directions, it is 20 possible to accurately cal cul ate

t he anmouniveoflgugsirtg aregideviat i Ore wintdge espedie toulepadt el rectammn. Since t he
finger placenent table 103 for a base portion of the finger shown in FIGS.
11A to 1dmgdresscedde fhrgerht atle aljengeicRlsacane e tr 03 i's

di sposed 25 to be distant fromthe opening 101 used to observe the 49
finger veins, ,and ; ! 0 t % [ ._surface is
dispogedq#ﬁ§§)spaé%btJ%%§P§§g%$ﬁgag eﬁ%%%%§%h2§u¢?ﬁ%%r p a%%%ent tabl e 103

d the opening 101. As | t duced whi |
5 1 nf or natTH T b DrEvited (T O Her Y Toveted Wueto 1 -

way, the entire finger vein image 212 of the finger can be

e accuracy of
his y

obtained, as shown in FIG. 12C. Meanwhile, if a feature
extraction process of the finger veins is performed, an
10 authentication prccess may be achieved.

In the emphasizing process of the wrinkles of the
finger surface, an edge emphasis filter that is generally
known, a matched filter, or void detection of a luminance
section profile may be used. At this time, the algorithm

15 parameter is adjusted on the basis of the exemplary width
of the wrinkles on the image, which enables an optimal
emphasis process. Further, if an emphasis process that
emphasizes wrinkles in only a specific direction is
independently performed in plural directions, it 1is

20 possible to accurately calculate the amount of position
deviation with respect to each direction.

Since the finger placement table 103 for a base
portion of the finger shown in FIGS. 1lA to 11D may press
the finger 1, the finger placement table 103 is disposed

25 to be distant from the opening 101 used to observe the



pressing of the veins. The inmaging device for the finger surface that is

shown in FIGS. IlAto 11D may use a fingerprint sensor that is generally
used. 10 FIGS. 13A to 13D show an enbodi nent of a device for authenticating
veins of plural fingers that irradiatd® I|ight onto fingers fromthe palm

side thereof and photographs veins of the fingers at the side thereof.
Specifically, FIG 13A shows a top view, FIG 13B shows a 15 front view,

FIG 13C_shows a side view,_.and FIG 1 ws the principle of |ight

i rradiat i%lr?%efr a]eflinnsgerar}&r/lvthceonosl?edqelrnaq %(l:)bn(?gi‘%aotheoqsi gveers. Vge t?ﬁ%geerrrbodi ment ,
the case where two fingers are placed is exenplified, but the sanme

princi pl &'Wa e HpplisP I the T aRAhdrid onk® fivged ReDeethree® or nore
fingers are presented. A user places a finger tip of the first finger on

t he fi ngerirpgieatenentenaatd] e 0z f1di3 aarfd nger apgniang BO1fi dgera tip of anot her
finger in a groove 181 for positioning a finger tip. Since the fingers

havi ng 25 «Hdifer entsdengtdsn atee Hepasedvhihe docatdon of the finger 5501
tip of the first finger in an anteroposterior direction is defined by the

finges placement. table 102 d DG om Ul Ps n HONBYEr o tdie | 0Gat i On Of
anot her fli nger itnl an anter pro%sx{%lrg or diornécteiplor}l IS note de@‘?%eg. Only the 5

| ocati on of another_.finger in a horizontal direction is
pressing of the veins.

The imaging device for the finger surface that is
shown in FIGS. 11A to 11D may use a fingerprint sensor
that is generally used.

10 FIGS. 13A to 13D show an embodiment of a device for
authenticating veins of plural fingers that irradiates
light onto fingers from the palm side thereof and
photographs veins of the fingers at the side thereof.
Specifically, FIG. 13A shows a top view, FIG. 13B shows a

15 front view, FIG. 13C shows a side view, and FIG. 13D shows
the principle of light irradiation of a finger in
consideration of one finger. In this embodiment, the case
where two fingers are placed is exemplified, but the same
principle can be applied to the case where one finger or

20 three or more fingers are presented.

A user places a finger tip of the first finger on
the finger placement table 102 for a finger tip and a
finger tip of another finger in a groove 181 for
positioning a finger tip. Since the fingers having

25 different lengths are disposed, the location of the finger
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defied by t he groove 181 for positioning a finger tip. At this time, the

| i ght source 23 closely adheres to the palmside of the finger 1. As a
result, the light that is emtted fromthe |ight source 23 is efficiently
10 incident on the inside of the fing&x 1. The light is scattered in the
finger, and anong the light that is radiated onto the outside of the
finger, the light that is radiated fromthe side of the finger is
photographed b the i device 9, and vein atter at the sjde of the
St ngort Gart b Khaervad. LRI Shobih h 711G G0 PTheo T | Gt S SO0 ks 23 1 s

di sposed at the | ocation that is distant from the imaging device 9 nore
than the dntned ki offiHEET fRipernens w@hrbsul 12 ehetlr stamger bet ween the
surface of the finger that is photographed by the inmaging device 9 20 and

t he |i ghttisour ¢ew2Fchecaimes lfoar,t iammd ctthenambwnt fangdn ght drhat nmay reach the
i magi ng device 9 without being transmtted through the blood vessel portion

i's reduceth@srofoied &5k Wi Fedtieo@minioofdd £ oidd ! hatniiys dHeansmi tted
t hrough the bl ood vessel portion, which increases the 25 contrast of a bl ood

vesselk i '%Htcﬂf andt. i g h:? ir o rr?&élgén@éﬁ §isposed, W Lh respect to
one flnger is1s to uni rn1y iTlumnate the 1 nage. Therefore, the
nunber g sources i s not ted, and. onge Ii ._source may be

i Sposed B T BF Hix STTHMT Sohr Lo gl bESBluertel o bpbged. i 1
necessary.

At this time, the light source 23 closely adheres to
the palm side of the finger 1. As a result, the light
that is emitted from the light source 23 is efficiently

10 incident on the inside of the finger 1. The light is
scattered in the finger, and among the light that is
radiated onto the outside of the finger, the light that is
radiated from the side of the finger is photographed by
the imaging device 9, and vein patterns at the side of the

15 finger can be observed. As shown in FIG. 13D, the light
source 23 1is disposed at the location that is distant from
the imaging device 9 more than the central axis of the
finger. As a result, the distance between the surface of
the finger that is photographed by the imaging device 9

20 and the light source 23 becomes far, and the amount of
light that may reach the imaging device 9 without being
transmitted through the blood vessel portion 1s reduced as
compared with the amount of light that is transmitted
through the blood vessel portion, which increases the

25 contrast of a blood vessel image. Further, two light
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In the enbodinent that is shown in FIGS. 13A to 13D, the finger placenent
table 102 and the groove 181 for positioning a finger tip are not provided,
and the imagi ng devices 202 for the finger surface that are shown in FIGS.
10 11A to 11D are conbined in the devibde, which achieves a sweep-typed
device. As a result, it is possible to reduce the size of the device. FIGS.
14A to 14D show an enbodi nent of the case where the inaging device 9 of a

device for_authentjcatin 15 v frn ers shown i.n FIGS. 13A to
130 5 1 GPHEETo e i Her 2 AT e 1R ittt Soery thin. In
this case, two flat sensors adhere to each other wi th surfaces having

sensi ti vithy St dviar® (e TESivde, L L WHaRdsy H6r % t AR TFITQC Ssegér that can
phot ograph 20 both sides. In this enbodi nent, the inaging device 9 has

sensi ti vinynber lydt H-igitde ssurrfcacest smridte 1tierijn:g§da simal lorst ZelghtTheref ore, an

i magi ng el enent that photographs sides of the finger in both directions can
be di sposedirid® aalanicowisgracel et ween dhendrdaderght Acnorsinghay dde finger

can be 25 easily presented w thout broadening opening. FIG 14D 52 shows an

exanpke ofephatographidag a ifd gl face of a finger when being focused on
phot ogr aphi ng one frnger The 11 ght source 23 that is at the left fromthe

center of the frn er turne on and h r 23 t is 5 at
the right there1nr o% s?mtbﬁ)r ned %ha,&t ltShr I“r’rrel(‘%11 t%%%u T3 ?to antD

the finger placement table 102 and the groove 181 for
positioning a finger tip are not provided, and the imaging
devices 202 for the finger surface that are shown in FIGS.

10 11A to 11D are combined in the device, which achieves a
sweep-typed device. As a result, it 1is possible to reduce
the size of the device.

FIGS. 14A to 14D show an embodiment of the case

where the imaging device 9 of a device for authenticating

15 veins of plural fingers shown in FIGS. 13A to 13D is
formed to be thin as a flat sensor. The flat sensor is
very thin. 1In this case, two flat sensors adhere to each
other with surfaces having sensitivity toward the outside,
thereby forming a thin flat sensor that can photograph

20 both sides. In this embodiment, the imaging device 9 has
sensitivity on both-side surfaces while being a small size.
Therefore, an imaging element that photographs sides of
the finger in both directions can be disposed in a narrow
space between the fingers. Accordingly, the finger can be

25 easily presented without broadening opening. FIG. 14D
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light that is transmtted through the bl ood vessels of the right surface of
the finger is photographed by the inaging device 9 at the right of the
finger 1. At a next timng, the left light source 23 is turned off and the
right light 10 source 23 is turned on>2and the left surface of the finger

i s photographed by the imaging device 9 at the left of the finger 1. As
such, if both-side surfaces of the finger are alternately photographed, a

| ar ge amyynt  _of_ vei n ot ogr.aphed,_ the Yo Vi ut henti cation
15 preci ssll}llorzjr‘iq.S A t%%%‘epg%ocﬁ %{F&ﬁé&ﬁa@}ﬁ&mﬂiﬁ%ﬁ%ﬁi %1% %4D, t he
finger placenent table 102 for the finger ti nd the groove 181 for

posi t i onifig'dSte sty i %Cél Bt C&acigrp e relgt M devi ces 202 for
the finger surface that 20 are shown in FIGS. 11A to | 1D are conbined in the
devi ce, Thif didchissves e Shedptt yipedtdeicele s fargqrestiiia ,cemleer deVi ce can
be reduced in size. FIGS. 15A to 15C show an enbodi nent of a device for

aut hent i catd mgrveimsl afs plurradd famgerd thatlightadaiese 253 |tight oot o pl ural
fingers froman oblique upper side of 53 the finger at the side. In this

embodimenfy @nd I,.GHnHSAW LR SURPOrd iNg- i 16220 s dirsRosegbetwgen two
fingers, the light source 23 is disposed on the |ight source supporting

?Riet f izﬁgelfitgfh?cgr% r%leeiosg‘h%niescnﬂip%é;e?d lijl‘rgpc;ugsno%kgee bSlozg’d I\lf’ersasdéfst &5t ! ii.l'geht onto
right surface of the finger 1s photographed by the imaging
device 9 at the right of the finger 1. At a next timing,
the left light source 23 is turned off and the right light

10 source 23 is turned on, and the left surface of the finger
is photographed by the imaging device 9 at the left of the
finger 1. As such, if both-side surfaces of the finger
are alternately photographed, a large amount of veins can
be photographed, thereby improving authentication

15 precision.

In the embodiment that is shown in FIGS. 14A to 14D,
the finger placement table 102 for the finger tip and the
groove 181 for positioning the finger tip are not provided
and the imaging devices 202 for the finger surface that

20 are shown in FIGS. 11A to 11D are combined in the device,
which achieves a sweep-typed device. As a result, the
device can be reduced in size.

FIGS. 15A to 15C show an embodiment of a device for

authenticating veins of plural fingers that irradiates

25 light onto plural fingers from an oblique upper side of



side, and the light source irradiates light onto the finger fromthe upper
side of the side of the finger. However, the |ight source supporting unit
220 is nade of a material that does not transmt and reflect infrared |ight,
10 such that it is possible to preventian inmage quality from being
deteriorated due to perneation of unnecessary external light. In regards to
the light source and the imged portion, fromportions at a | ocation that
is opposite to the finger, .a blood vessel | e having_the 15 highest
contrast "¢&n HH& 966t Gneéde Eﬁég?diﬂBI§gl§se§hgagmepﬁ'F?G@lfgé, the |ight
source 23 and the imaging device 9 are disposed at an angle that allows the
| i ght sOWCEE Cand LRI Girei iy tdedd el $ ol ber oppdsheevednt o | 6EREEBA. wher e
the finger 1 is placed. Accordingly, it is possible to 20 observe vein
patterns tie d igihtghtdurcablZques dirsgetdeah o thhe rlespectsdurdde pal m si de of
the finger. Further, since the sidewall 104 or the |ight source supporting

unit 220 sugdbrSURRY €8s it he exerdaladdahtad namdbeing entpgiedodhe W dth of
t he opening 101 is not narrower than the width of 25 the finger shown in

FI GS. 2A2t30 i%%aﬁ%tte@)i i%%tmoqiecro t‘g}laen %giﬁe;rfg]%fl%grﬂtg}leOfogﬂtqué

er .
Therefore,” since a finger’ vein 1nmage contrast” can be obt ai ned
over a large area

possi bl e 3¢S c &t r‘]?s %@u%ﬁrnf%gq%;{ﬁ??‘ atpégﬁcggggg[ ﬁghfid’ngieﬁ. s
finger from the upper side of the side of the finger.
However, the light source supporting unit 220 is made of a
material that does not transmit and reflect infrared light,

10 such that it is possible to prevent an image quality from
being deteriorated due to permeation of unnecessary
external light. In regards to the light source and the
imaged portion, from portions at a location that is
opposite to the finger, a blood vessel image having the

15 highest contrast can be obtained. Accordingly, as shown
in FIG. 15B, the light source 23 and the imaging device 9
are disposed at an angle that allows the light source and
the imaging device to be opposite to the location where
the finger 1 is placed. Accordingly, it is possible to

20 observe vein patterns in a slightly oblique direction with
respect to the palm side of the finger. Further, since
the sidewall 104 or the light source supporting unit 220
can suppress the external light from being entered, the
width of the opening 101 is not narrower ﬁhan the width of

25 the finger shown in FIGS. 2A to 2C, but may be wider than
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In order to be easily disposed in the device, the |ight source supporting
unit 220 has a thin structure and the Iight source 23 also uses a
smal | -si zed el ement, which prevents the finger fromcolliding agai nst these
10 structures. The finger 1 and the ogusi de background of the finger 1 are
reflected in the obtained i nage. Wth respect to the outside background of
the outline of the finger 1, the outside of the device is reflected in a

hal f 15 of the rfac the lig urce supporting.unit 220 is

o | ect eq e ARG Tk r Butd R The [GREaLPEE SPaBee. Aol BRigre N n or der to
correct the rotation of the finger, only the outline of the boundary

bet ween tH&ger Ve by IoF qq@na%tcas*bm@hst@plp"cﬁmwmrﬁ tleoge t hat 20 will
al ways be dark and the finger 1 is detected, which achieves stable finger
out | i ne deteactanan.t hat dduiﬁﬁﬁnbftﬁhﬁ%fﬂd@EH(ﬁ&ﬂihﬂ]ghnﬂdgﬂdghednlime finger
is carried out on the basis of the obtained outline information and thus

stabl e ratatdy i¢Als et it fatde, fdnaer Gan e readdzedth 25 As such, in
this enbodi ment, the place where the finger is 55 placed is open and

hi gh- defi Vel Qt0 ]pg is enabled, which inproves usability and
pre0|§llorl&jlltfe %ﬁ%gggg;negi is showmn in FIGS. i5A to 15C, a structure

that i s capabl of present t fingers is but a structure that
is Capablepof gp gp Ing ﬁ gaQQly dlsposed 1n|¥%e deéice, th

light source supporting unit 220 has a thin structure and
the light source 23 also uses a small-sized element, which
prevents the finger from colliding against these

10 structures.

The finger 1 and the outside background of the
finger 1 are reflected in the obtained image. With
respect to the outside background of the outline of the
finger 1, the outside of the device is reflected in a half

15 of the surface and the light source supporting unit 220 is
reflected in the background of the opposite side.
Accordingly, in order to correct the rotation of the
finger, only the outline of the boundary between the
reflection of the light source supporting unit 220 that

20 will always be dark and the finger 1 is detected, which
achieves stable finger outline detection. At the same
time, the rotation correction on the finger is carried out
on the basis of the obtained outline information and thus
stable rotation correction of the finger can be realized.

25 As such, in this embodiment, the place where the finger 1is



|

or nore fingers may be used. In this case, since the |ight source
supporting unit 220 is configured as thin as possible, people who have
smal | hands can al so present fingers without difficulty. 10 In the

enbodi nent shown in FIGS. 15A to 15C, sshe finger placenent table 102 for
the finger tip and the groove 181 for positioning the finger tip are not
provi ded, and the inmaging devices 202 for the finger surface shown in FIGS.
11A to 11C are conbined in the device, which 15 achi eves a sweep-typed

devi ce. Rd3gSedl CPSY dn¢t Ngodsidnie Hid 1qu et RS F o BIh iHe Idevi ce. As
descri bed above, according to this invention, an authentication device can
be easi | yerdibspos edhamrdy hawe dviegh uagdaibiiltivt yarwhidee dirsistri cal |y i nprovi ng

aut henti cati on 20 precision using veins of plural fingers as conpared with

the rel ated artin Ateordtibadliyenthe hdeviice saceor dnng ias .t hesa erbadigyent s of
the invention can be applied to nmanagenent systens for entering or |eaving

a room t hatsanedngt alded i 4 ngoens ofr hauses,angd, offd ce il dings that a
nunber of 25 peopl e use, access nanagement systens I n inportant 56

managenent_ facilities, .such as airports, and.search systens that are used
to defer rﬁhr?éq%v(héot tera psetorﬁlcrél'uarreeathlagccIlusdecc?ﬁa%lae roe%ipsﬁer aetr}tolnnq its *SSuch as a
black list. In particular, it is possible to construct a g%—N) 5

aut hent i &3t MO Sy StERTha2 e die sissly dar Fpisufagk, since the

light source supporting unit 220 is configured as thin as
possible, people who have small hands can also present
fingers without difficulty.

10 In the embodiment shown in FIGS. 15A to 15C, the
finger placement table 102 for the finger tip and the
groove 181 for positioning the finger tip are not provided,
and the imaging devices 202 for the finger surface shown
in FIGS. 11A to 11C are combined in the device, which

15 achieves a sweep-typed device. As a result, it 1is
possible to reduce the size of the device.

As described above, according to this invention, an
authentication device can be easily disposed and have high
usability while drastically improving authentication

20 precision using veins of plural fingers as compared with
the related art. Accordingly, the device according to the
embodiments of the invention can be applied to management
systems for entering or leaving a room that are installed
in doors of houses and office buildings that a number of

25 people use, access management systems in important



aut henti cati on process using only a finger by inproving authentication
preci sion without being required for a user to contact an I C card or input
a password, which leads to inprovenent in usability. As described above,
the sweep 10 typed authenticati on devidde can be configured to reduce the
size of the device. For exanple, the device is installed in a keyboard of a
personal conputer and can be applied to the PClogin or settlenent on the

Internet._ _ Furthe he. devi ce can_ be applied to a banking system 15 such
as the Aﬁﬁ?ﬁg%ﬁéglt%%%ﬁéﬁ%ﬁﬁ%}isﬁiﬂ\%%‘% %ﬁ%ﬁféﬁugﬁﬁ%%?%%nt of a device

for authenticating veins of plural fingers that photographs veins of
plural fiTgGerEs & f%‘?%%ﬁ‘guﬁ%e#ﬁﬁ%ﬂ%% Wi oes PHHR 1§ ngF fiol ding a

portable termnal. A portable 20 term nal 301 includes a CPU 306, a nenory
303, and IchMided egs o oz ovn ubhi 3t 3081CcTwos gr dolesk 3D#Ust hatIn pl ace the
finger 1 are disposed, and in this enbodiment, two fingers can be

phot ogr apheed: i Asl shownt | 1t RBGsillOR: o domgdirsoturge(23N) s di sposed at the
center of the grooves 25 304 that place the finger. As shown in FIG 16C, a

user 357  Qrimsde Past ablederimdal 301 atpthe- gropve, 804, At this tine,
the light source 23 irradiates light onto the palmside of the finger. In
this state,, .the back. side of qs.inger 1 comes into contact.with a read

Lor i nal SO S ERAL 1 SOpara ey i Lpgbet. €11 a0t bueh SBReer 42
authentication precision without being required for a user
to contact an IC card or input a password, which leads to
improvement in usability. As described above, the sweep-

10 typed authentication device can be configured to reduce
the size of the device. For example, the device is
installed in a keyboard of a personal computer and can be
applied to the PC login or settlement on the Internet.
Further, the device can be applied to a banking system,

15 such as the ATM or credit card.

FIGS. 16A to 16C show an embodiment of a device for
authenticating veins of plural fingers that photographs
veins of plural fingers to perform an authentication
process whiling holding a portable terminal. A portable

20 terminal 301 includes a CPU 306, a memory 303, and a
wireless communication unit 305. Two grooves 304 that
place the finger 1 are disposed, and in this embodiment,
two fingers can be photographed. As shown in FIG. 16B, a

light source 23 1is disposed at the center of the grooves

25 304 that place the finger. As shown in FIG. 16C, a user



detects a contact, the inmaging device 313 photographs the veins of the

finger at the skin side according to an

instruction fromthe CPU 315. In

this case, the nunber of imaging devices 313 may be the sane as the nunber

of 10 fingers or one according to a regsolution or a field angle.

If the

vein imge of the plural fingers of skins to be photographed is processed
by the CPC 315, it is determned whether the patterns are the sane as the
vein patterns registered in the nenn&%bSOS in advance._ The registration 15

data is PegPst &P&d POk teRe SnéReiy 1363 3

wevée g e derr04-o Pérform a

collation process, the wireless conmunication unit 305 and the w reless
comuni c&hiien tumiet 31% daghtpechoon &fcriypridin teemtindatdrdre viltsh each ot her
the registration data and transmt the read data to the 20 read
term nal pallm camter ast tdchegiceldrat i 0n data saytbe theabarikt tedet @ft he
portable term nal and the CPU 306 may performa collation process.

case of the frarRry, 12 .FRY hawiNg fiah perifior nenge dogs Notanesd to be

to read

installed in the portable termnal,

in the case of the latter,

In the

25 since
In the

and
the registrati.on _data does not |eak, securi can _be 58 .inproved.
case §he%éa$hésa%§ﬂ%“%fﬁﬂﬁg SQ%%%%Ed?%rgn%XPﬁg FFSﬁPrsgg?Ee 23 is optimal
at the tine of photographing the finger, the wireless comunication unit 5
305 and 147 Sftrelfes® ni i1 UM V4 ComminiRbs@graphs the

10

15

20

25

veins of the finger at the skin side according to an
instruction from the CPU 315. 1In this case, the number of
imaging devices 313 may be the same as the number of
fingers or one according to a resolution or a field angle.
If the vein image of the plural fingers of skins to be
photographed is processed by the CPU 315, it is determined
whether the patterns are the same as the veln patterns
registered in the memory 303 in advance. The registration
data 1s registered in the memory 303. However, in order
to perform a collation process, the wireless communication
unit 305 and the wireless communication unit 314 may
perform encryption communication with each other to read
the registration data and transmit the read data to the
read terminal. 1In contrast, the collation data may be
transmitted to the portable terminal and the CPU 306 may
perform a collation process. In the case of the former, a
CPU having high performance does not need to be installed
in the portable terminal, and in the case of the latter,

since the registration data does not leak, security can be



wi th each other, and the anount of Ilght enltted fromthe |[|ight source 23
is transmtted to the portable termnal. Alternatively, an inage quality is
adj usted such that a gain controller 316 has optiml brightness. 10 As
such, if the authentication process usgng veins of the plural fingers at

t he back sides is perforned, an authentication process having high

preci sion and high wusability can be achieved even in a small device, such
as a portable termnal. Since authentication precision is 15 increased, the
devi ce caRPBevapplied to the settlement wusing the portable terninal. FIGS.
17A to 17C show an enbodi nent of a device for authenticating veins of

plural fingersinhahephetegwaphs thei asoohtpbdr aiighitngarnsted geoflor m an

aut henti cati on 20 process while holding a portable termnal. As shown in

FIG 17Atha peghabkeutreeniiali s40@tiineliudes tacgriimed4®k that grips an index
finger and a mddle linger, plural grooves 304 that are used to place the

fingers anecBrovidedy Rrthe: guid 44L A0d the lghtisources 23 are pl aced

at the 25 centra ations of fthe grooves r etect t at 59 the
finger i resent t.he .l i ght source flickers to evaluate
an i ge%ggtﬁpﬁ Sywﬁﬁgleﬁ%gFﬁﬁmm@é§l éo§ %Pﬁgr§&3 FEEHX TG When an obj ect
bl ocking the 1light source is entered, and at that tinme, an S authentication
process wilkht €achs odhewn 2R dFlthe f@@uqq o light emitted from the

light source 23 is transmitted to the portable terminal.
Alternatively, an image quality 1s adjusted such that a
gain controller 316 has optimal brightness.

10 As such, if the authentication process using veins
of the plural fingers at the back sides is performed, an
authentication process having high precision and high
usability can be achieved even in a small device, such as
a portable terminal. Since authentication precision is

15 increased, the device can be applied to the settlement
using the portable terminal.

FIGS. 17A to 17C show an embodiment of a device for
authenticating veins of plural fingers that photographs
veins of plural fingers to perform an authentication

20 process while holding a portable terminal. As shown in
FIG. 17A, a portable terminal 400 includes a grip 401 that
grips an index finger and a middle finger, plural grooves
304 that are used to place the fingers are provided in the
grip 401, and the light sources 23 are placed at the

25 central locations of the grooves. 1In order to detect that



user grips the portable termi nal 400, the user can naturally place his/her
index finger la or mddle finger |b on the grip 401. In this state, if the
| ight source 23 is turned on, infrared light transmts the fingers |a and
10 I'b and reaches the imging device 89 The finger vein image that is
obtained at that time is showmn in FIG 17C. The veins of the fingers |la and
| b at the back and side thereof are sinultaneously photographed as inages
402a and 402b by the inmaging device 9. The outline of the two 15 fingers is
photograﬁﬁédfﬂﬁgﬁﬁelﬁnﬁgéﬁeég@ddiﬁ@@e&l@ﬁﬁoSFWGCGfﬁﬁgéﬂ%ﬂ&ﬁQﬁHQ%w'an edge
detection process. This is to cope with an exceptional case such as injury
by i ndeféndértrisy tooklvatliuageora fimager obwhiickdndyl the idescmided in detai

bel ow. A conparison operation with 20 two registered finger vein data is

per f or nedewiitl PEspeet-eblyo deach tfindgehero sdetoerjmdte biketilery the data is the
same. Wen high correlation exists between data of both fingers and the

registraq&ggtdgggfcgnigu%g%gggggt5%@ [0GeSS kS performed. For exanple, in

a state where the finger is 25 injured and a bandage I1s applied to the

i nj d fi . .60 .both dat t | ated with h . A di |
even Sh el R B R g A bR B LB B o By mifaf e hiah

an authentication process is perforned. In this case, however, a threshold

val ue i sUsese0Ti®ScEPE WOt 38 cexeeptingrald (das & hsudtd sas Gadj ury

naturally place his/her index finger la or middle finger
1b on the grip 401. In this state, if the light source 23
is turned on, infrared light transmits the fingers la and

10 1b and reaches the imaging device 9. The finger vein
image that is obtained at that time is shown in FIG. 17C.
The veins of the fingers la and 1lb at the back and side
thereof are simultanecusly photographed as images 402a and
402b by the imaging device 9. The outline of the two

15 fingers is photographed in the image, and divided into two
finger regions by an edge detection process. This is to
cope with an exceptional case such as injury by
independently collating one finger, which will be
described in detail below. A comparison operation with

20 two registered finger vein data is performed with respect
to each finger to determine whether the data is the same.
When high correlation exists between data of both fingers
and the registration data, an authentication process 1is
performed. For example, in a state where the finger is

25 injured and a bandage is applied to the injured finger,



FIGS. 17A to 17C can be applied to a renote controller of a television or a
game nmachine. As a result, it is possible to provide a 10 service that
enabl es an i ndividual person to selectga program according to his/her
preference, and to authenticate a user in the gane nmachine. This enbodi nent
may be applied to a gane using randommess of vein patterns. For exanple,
when the device according to this enbodiment 15 is di sposed with high

r epr oducPBithi € twi e er 89pecrlletad Maditseratt Gt sttat e ACFPTRAPIBE used when
conpatibility is determned by evaluating simlarity of a partial shape of
vei ns, wkiveh det éhmi wesecamhatrer ilbutie valtwemised ithed ganey dne digitizing a
partial shape of the veins. 20 If a push button is included in a grip unit,
it is pessirkllattiont Hisg@erhgn sautzhemdntaldaan ot arodeys Ppriessi ng  the push
button. As a result, power consunption of the |light source 23 in a waiting

state capche reducedrnapgdia cysel GaNe$Eart ;ap,authsnti cati,en;Rrocess by a
sinple 25 operation. An authentication start nay be triggered by 61

press%ng atb tton ofwa rennt% con%poll r. Furthe@f t he _aut hentication

devi c& may &9 ASPA "ed i ila FIFIPE 1673 GiTC AN oiter Witent i cation may be
performed using when a finger is locked to a trigger as an authentication
trigger,WBtﬁﬁ@ge#ﬁwﬁjl@ﬂa@tﬁdﬂ?ﬂﬁi%ﬁiSQ%ﬁﬁﬁQﬁ1%ﬁw% erifle or gun

The embodiment that 1is shown in FIGS. 17A to 17C can
be applied to a remote controller of a television or a
game machine. As a result, it is possible to provide a

10 service that enables an individual person to select a
program according to his/her preference, and to
authenticate a user in the game machine. This embodiment
may be applied to a game using randomness of veln patterns.
For example, when the device according to this embodiment

15 1s disposed with high reproducibility with respect to a
registration state, it may be used when compatibility is
determined by evaluating similarity of a partial shape of
veins, which determines an attribute value used in a game
by digitizing a partial shape of the veins.

20 If a push button is included in a grip unit, it is
possible to trigger an authentication start by pressing
the push button. As a result, power consumption of the
light source 23 in a waiting state can be reduced, and a
user can start an authentication process by a simple

25 operation. An authentication start may be triggered by



This device may be installed in an office or an autonobile. A locking state
becones rel eased by only a gripping operation, which is nore conveni ent for
a user. Wiile the invention has been descri bed above in 10 connection wth
the preferred enbodi nents, one of ordimary skilled in the art would be
enabled by this disclosure to make various nodifications to the preferred
enbodi nents and still be within the scope and spirit of the invention as
defined in the appended cl ainms. 15 For exanple, in a finger vein

aut hent i PSSR dedi Ot tORaCT RclFGdEs ca Gty Urier -t oFYFERSEr ng8fs, | ght
sources to nmake light incident on the fingers, inmaging devices to

phot ogr aph thiegittl cataeenideréd et megudpe times thildger sn @l widlle famgergysl acenent
tables to place the fingers, and an i nage 20 processing unit to process the
obt ai ned anaB@es.e rt b thieghti ca3AWnC @% yeXiesS peatf drte candira] Wregatd ons of the
plural finger placenent tables, and the imagi ng devices are provided at

| ocati ong: t- are 1QRNRS] tie t i i ect he
fingers d%ilg%%sregsi nl t he grti%p %56%%4&2%5 pﬁgﬁﬁﬁ%ﬁ%ﬁ%{ﬁ%r%l‘??ﬁgérs. 62

casi nt wREPE T iGe: ¢ K8 G ace (B I R Courtod That: 11T & S8 | ght onto
the fingers; a supporting unit that supports the |ight sources;
This device ™ may be installed in an office or an
automobile. A locking state becomes relesased by only a
gripping operation, which is more convenient for a user.
While the invention has been described above in

10 connection with the preferred embodiments, one of ordinary
skilled in the art would be enabled by this disclosure to
make various modifications to the preferred embodiments
and still be within the scope and spirit of the invention
as defined in the appended claims.

15 For example, in a finger vein authentication device
that includes a grip unit to grip fingers, light sources
to make light incident on the fingers, imaging devices to
photograph light transmitted through the fingers, plural
finger placement tables to place the fingers, and an image

20 processing unit to process the obtained images, the light
sources exist at the central locations of the plural
finger placement tables, and the imaging devices are
provided at locations that are opposite to the light

sources with respect to the fingers disposed in the grip

25 unit and photograph the plural fingers.



i magi ng devi ces that image photograph light transmtted through the fingers;
openi ngs that are used to photograph the fingers; 10 finger placenent
tabl es where the fingers are placed; sidewalls; and an imge processing
unit that processes the obtained inmages, 15 wherein the plurality of |ight
sources and openings are provided and the sidewalls are disposed between
the plurality of openings. 2. The finger vein authentication device
accordin% 20 to claim 1, wherein one of the openings protrudes nore forward
t han t he "oeftert SopeiiiMgs 1$° The finger vein authentication device according
25 to claim1l1l, 63 wherein the finger placenent table that places a tip of
the finger is provided in front of one of the plurality of openings. 5 4.
The finger vein authentication device according to claim1, wherein

| i ght - shi el di ng.unit 8iagerprovhdedthehweeatibhedplueal cbypef siAggi ng
devices. 10 S. The finger vein authentication device according
a casing where fingers are placed;
5 light sources that irradiate light onto the fingers;
a supporting unit that supports the light sources;
imaging devices that image photograph light
transmitted through the fingers;
openings that are used to photograph the fingers;
10 finger placement tables where the fingers are
placed;
sidewalls; and
an image processing unit that processes the obtained
images,
15 wherein the plurality of light sources and openings

are provided and the sidewalls are disposed between the

plurality of openings.

2. The finger vein authentication device according
20 to claim 1,
wherein one of the openings protrudes more forward

than the other openings.

3. The finger vein authentication device according

25 to claim 1,



to claim1, wherein sectional shapes of the finger placenent tables where
the fingers are placed are curved. 15 6. The finger vein authentication
device according to claiml1, further conprising: openings that are used to
observe the outlines of the fingers;sgnd i magi ng devices that are used to
observe the 20 outlines of the fingers. 7. The finger vein authentication
device according to claim1, wherein the supporting units of the Iight
sources 25 cover only portions of the fingers at the side of upper 64
front ends thebB6fei8. tTRe finager PhérAMgHhéEALLCatngn #WiCESs d@cddiding to
claim?7, 5 wherein the Iight sources are disposed in a direction where
l'i ght i sdfr tadi dtedeontic tthewipper isi decoft dfhersperf ngss Glurklfitger vein
aut henti cati on device conprising: 10 a casing where fingers are placed,
l'i ght sourrcepehhalgstake 1ight incident on the fingers; imaging devices that
phot ograph Iight transmtted through the fingers;

5 4. The finger vein authentication device according

to claim 1,
wherein light-shielding units are provided between

the plurality of imaging devices.

10 5. The finger vein authentication device according
to claim 1,
wherein sectional shapes of the finger placement

tables where the fingers are placed are curved.

15 6. The finger vein authentication device according
to c¢laim 1, further comprising:
openings that are used to observe the outlines of
the fingers; and
imaging devices that are used to observe the

20 outlines of the fingers.

7. The finger vein authentication device according
to claim 1,
wherein the supporting units of the light sources

25 cover only portions of the fingers at the side of upper



15 openings that are used to photograph the fingers; finger placenent

tables where the fingers are placed; sidewalls; and an inmage processing
unit that processes the obtained 20 inages, wherein the plurality
sources and openings are provided, the |light sources are di sposed
of the finger placenent tables, and 25 the |ight sources are disposed in a
direction where 65 1light is irradiated onto the adjacent fingers,
irradiates the light onto the adjacent fingers with the sidewalls

t her ebet Ws€Rt 5ngg. tTkagemifnger vein aut hentication device according

claim9,
sur f aces
sur f aces

further conprising: openings that are used to photograph t
of the fingers; light sources that irradiate |ight onto t

of Iight
at ends

and
to

he
he

10 of the fingers; inmaging devices that photograph the surfaces of

the fingers; and fhagelinpbAcCREBRt atallesithal osuppeitet hBchLAYRES,
t he amount of novenment of each finger is 15 detected by using an i

the surface gf ;the finger.

5

10

15

20

25

wherein the light sources are disposed in a
direction where light is irradiated onto the upper side of

the openings.

9. A finger vein authentication device comprising:

a casing where fingers are placed;

light sources that make light incident on the
fingers;

imaging devices that photograph light transmitted
through the fingers;

openings that are used to photograph the fingers;

finger placement tables where the fingers are
placed;

sidewalls; and

an image processing unit that processes the obtained
images,

wherein the plurality of light sources and openings
are provided,

the light sources are disposed at ends of the finger
placement tables, and

the light sources are disposed in a direction where

wher ei n
mage of



f

11. A finger vein authentication device conprising: a casing where fingers
are placed; light sources that nake light incident on the 20 finge
i magi ng devi ces that photograph light transmtted through the fing

finger placenent tables where the finggrs are

processing unit that processes the obtained 66 inmages, wherein the

sources are disposed at the palm sides of the fingers,

devi ces are disposed at |ocations where 5 sides of the fingers are
phot ogr aphedit 12 iFrediatgesr ardion tdg Reltdasatt onirdes e aetor di ng

1, wherein the light sources are disposed on the 10 sidewalls, lig
i s radi atied ddiewdshe Hd dhigisowmes tHy ephgateas tiddwer § ivigar schoward an
obl i que downward direction fromthe sides, and the imagi ng devices

di sposed @atyd.Qoatd ans Adhatt wokh, .are opposite to the fingers and the Iight

sources.

10

15

20

25

13. The finger vein authentication device according to cl

10. The finger veln authentication device according
to claim 9, further comprising:

openings that are used to photograph the surfaces of
the fingers:;

light sources that irradiate light onto the surfaces
of the fingers;

imaging devices that photograph the surfaces of the
fingers; and

finger placement tables that support the fingers,

wherein the amount of movement of each finger is

detected by using an image of the surface of the finger.

11. A finger veln authentication device comprising:

a casing where fingers are placed:

light sources that make light incident on the
fingers;

imaging devices that photograph light transmitted
through the fingers:;

finger placement tables where the fingers are
placed; and

an image processing unit that processes the obtained

rs;
ers;

pl aced; and 25 an i mage

[i ght

and the i mging

to claim
ht that

ar e

aim1,



[

wher ei n phot ographi ng states of the plurality of 20 fingers are detected,
and a security level is dynam cally changed according to the nunber of
fingers on which an authentication process is not accurately perforned.

66

images,

wherein the light sources are disposed at the palm
sides of the fingers, and

the imaging devices are disposed at locations where

5 sides of the fingers are photographed.

12. The finger vein authentication device according
to claim 1,

wherein the light sources are disposed on the

10 sidewalls,

light that 1s radiated from the light sources
propagates to the fingers toward an oblique downward
direction from the sidss, and

the imaging devices are disposed at locations that

15 are opposite to the fingers and the light sources.

13. The finger vein authentication device according
to claim 1,
wherein photographing states of the plurality of
20 fingers are detected, and
a security level is dynamically changed according to
the number of fingers on which an authentication process

is not accurately performed.



