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S102
/

Receive an authorization request sent by a service device, where the authorization

request is sent based on a service processing request sent by a client device, and the

authori zation request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed, authori zation information

on an operation permis sion for the behavior data granted by the first userto the service

device, first digital identity information of the first user, and second digital identity

information of the service device

S104
) 4 —

Generate a first verifiable claim based on the behavior data, the authorization

information if it is determined that the authorization information satisfies a

the service device is granted the operation permission

information, the first digital identity information, and the second digital identity

predetermined authorization condition, where the first verifiable claim represents that

A 4

S106
_—

when granted an access permission of the first verifiable claim, backtracks the

on the first verifiable claim in the blockchain

Save the first verifiable claim to a blockchain, such that a supervision organization,

operational behavior of the first user corresponding to the service to be processed based
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S102
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Receive an authorization request sent by aservice device, where the authorization

request is sent based on a service processing request sent by a client device, and the

authorization request includes behavior data of an operational behavior of a first user in

the client device corresponding to a service to be processed, authori zation information

on an operation permission for the behavior data granted by the first user to the service

device, first digital identity information ofthe first user, and second digital identity
information of the service device

Y
Ifitis determined that the authorization

S104-2
/
information satisfies the predetermined
authori zation condition, generate first ciphertext data of the behavior data based on a

predetermined encryption method

S104-4

A 4 /

Generate a first verifiable claim based on the first ciphertext data, the first identification
information ofthe service data of the service to be processed included in the
authori zation request, the authorization information, the first digital identity

information, and the second digital identity information

S106
h 4 g
Save the first verifiable claim to a blockchain, such that a supervision organization,
when granted an access permission of the first verifiable claim, backtracks the
operational behavior of the first user corresponding to the service to be processed based|
on the first verifiable claim in the blockchain
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S102
—

Receive an authorization request sent by aservice device, where the authorization
request is sent based on a service processing request sent by a client device, and the
authori zation request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed, authorization information
on an operation permission for the behavior data granted by the first user to the service
device, first digital identity information ofthe first user, and second digital identity
information of the service device

S104-2
A —
Ifitis determined that the authorization information satisfies the predetermined
authorization condition, generate first ciphertext data of the behavior data based on a
predetermined encryption method

S104-4
A 4 —
Generate a first verifiable claim based on the first ciphertext data, the first identification
information of the service data of the service to be processed included in the
authori zation request, the authorization information, the first digital identity
information, and the second digital identity information

S106
\ 4 __
Save the first verifiable claim to a blockchain, such that a supervision organization,
when granted an access permission of the first verifiable claim, backtracks the
operational behavior of the first user corresponding to the service to be processed based|
on the first verifiable claim in the blockchain

S108
A _
Receive a permission sharing request sent by the service device, where the permission
sharing request is sent based on the query request sent by the supervision organization
and the permission sharing request includes the first identification information
associated with the behavior data to be queried and the third digital identity information
of the supervision organization

S110

\ 4 __

Perform pemmission sharing processing based on the permission sharing request to grant|

the supervision organization the access permission for the behavior data associated with

the first identification information, such that the supervision organization backtracks

the operational behavior of the first user corresponding to the service tobe processed
based on the behavior data

FIG. 5
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S102
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Receive an authorization request sent by a service device, where the authorization
request is sent based on a service processing request sent by a client device, and the
authori zation request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed, authorization information
on an operation permission for the behavior data granted by the first user to the service
device, first digital identity information of the first user, and second digital identity
information of the service device

S104-2

A 4
Ifitis determined that the authorization information satisfies the predetermined
authorization condition, generate first ciphertext data of the behavior data based on a
predetermined encryption method

S104-4
v —

Generate a first verifiable claim based on the first ciphertext data, the first identification

information of the service data of the service to be processed included in the

authori zation request, the authorization information, the first digital identity
information, and the second digital identity information

S106
) 4 —

Save the first verifiable claim to a blockchain, such that a supervision organization,
when granted an access permission of the first verifiable claim, backtracks the
operational behavior of the first user corresponding to the service to be processed based|
on the first verifiable claim in the blockchain

S108
) 4 —

Receive a permission s haring request sent by the service device, where the permission
sharing request is sent based on the query request sent by the supervision organization
and the permission sharing request includes the first identi fication information
associated with the behavior data to be queried and the third digital identity information
of the supervision organization

S110-2
) 4 —

Obtain the associated first verifiable claim from the blockchain based on the first
identificati on information

S110-4
) 4 —

Generate second ciphertext data based on the obtained first verifiable claim and a
public key corresponding to the third digital identity information

S110,6
—

A 4

Associativel y save the second ciphertext data and the third digital identity information
to the blockchain, and send pemission sharing success information to the service
device, such that the service device sends query acknowledgment information to the
supervision organization, and the supervision organization obtains the associated
second ciphertext data from the blockchain based on the third digital identity
information, and performs decryption based on the second ciphertext data and a private
key corresponding to the third digital identity information to obtain the behavior data;
or, send the second ciphertext data to the supervision organization such that the
supervision organization performs decryption based on the second ciphertext dataand a
private key corresponding to the third digital identity information to obtain the behavior
data, and send permission sharing success information to the service device

FIG. 6
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S102
g

Receive an authorization request sent by a service device, where the authorization
request is sent based on a service processing request sent by a client device, and the
authori zation request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed, authorization information
on an operation permission for the behavior data granted by the first user to the service
device, first digital identity information of the first user, and second digital identity
information of the service device

$104-22
y —

Ifitis determined that the authorization information satisfies the predetermined
authori zation condition, encrypt the behavior data based on a public key corresponding
to the obtained second digital identity information to obtain the first ciphertext data

S104-4

A 4

Generate a first verifiable claim based on the first ciphertext data, the first identification
information of the service data of the service to be processed included in the
authorization request, the authorization information, the first digital identity

information, and the second digital identity information

S106
y —

Save the first verifiable claim to a blockchain, such that a supervision organization,

when granted an access permission of the first verifiable claim, backtracks the
operational behavior of the first user corresponding to the service to be processed based|
on the first verifiable claim in the blockchain

S108
A 4 —

Receive a permission sharing request sent by the service device, where the permission
sharing request is sent based on the query request sent by the supervision organization
and the permission s haring request includes the first identi fication information
associated with the behavior data to be queried and the third digital identity information
of the supervision organization

S110,2
A 4 —

Obtain the associated first verifiable claim from the blockchain based on the first
identificati on information

S110;42
A 4 —

Decrypt the first ciphertext data in the first verifiable claim based on a private key
corres ponding to the obtained second digital identity information to obtain the behavior
data

S110;44
y —

Encrypt the obtained behavior data based on the public key corresponding to the
obtained third digital identity information to obtain the second ciphertext data

S110;6
y —

Associativel y save the second ciphertext data and the third digital identity information
to the blockchain, and send pemmission sharing success information to the service
device, such that the service device sends query acknowledgment information to the
supervision organization, and the supervision organization obtains the associated
second ciphertext data from the blockchain based on the third digital identity
information, and performs decryption based on the second ciphertext data and a private
key corresponding to the third digital identity information to obtain the behavior data;
or, send the second ciphertext data to the supervision organization such that the
supervision organization performs decryption based on the second ciphertext data and aj
private key corresponding to the third digital identity information to obtain the behavior

data, and send pemmission sharing success information to the service device

FI1G. 7
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Receive an authorization request sent by a service device, where the authorization
request is sent based on a service processing request sent by a client device, and the
authori zation request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed, authorization information
on an operation permis sion for the behavior data granted by the first user to the service
device, first digital identity information of the first user, and second digital identity

information of the service device

$104-24
h 4 —

Ifitis determined that the authorization information satisfies the predetermined
authori zation condition, determine a first key of the service device, and encrypt the
behavior data based on the first key to obtain the first ciphertext data

S104-4

h 4 -

Generate a first verifiable claim based on the first ciphertext data, the first identification

information of the service data of the service to be processed included in the

authori zation request, the authorization information, the first digital identity
information, and the second digital identity information

S$106-2
y ———

Encrypt the first key based on the public key corresponding to the obtained second
digital identity information to obtain third ciphertext data and associatively save the
third ciphertext data and the first verifiable claim to the blockchain

S108
h 4 _——

Receive a permission sharing request sent by the service device, where the permission
sharing request is sent based on the query request sent by the supervision organization
and the permission s haring request includes the first identification information
associated with the behavior data to be queried and the third digital identity information
of the supervision organization

$110;2
h 4 —

Obtain the associated first verifiable claim from the blockchain based on the first
identification information

S110;46
h 4 —

Obtain the third ciphertext data associatively saved with the first verifiable claim from
the blockchain, and decrypt the third ciphertext data based on the private key
corres ponding to the obtained second digital identity information to obtain the first key

S110-48
y —

Encrypt the obtained first key based on the public key corresponding to the obtained
third digital identity information to obtain the second ciphertext data

Associatively save the first identi fication information, the second ciphertext data, and
the third digital identity information to the blockchain, such that the supervision
organization obtains the associated second ciphertext data and first identification
information from the blockchain based on the third digital identity information,

decrypts the obtained second ciphertext data based on the private key corresponding to

the third digital identity information to obtain the first key, obtains the associated first
verifiable claim from the blockchain based on the obtained first identification
information, and decrypts the first ciphertext data in the first verifiable claim based on
the obtained first key to obtain the behavior data or, send the first ciphertext data and
the second ciphertext data to the supervision organization, such that the supervision
organization decrypts the second ciphertext data based on the private key cormresponding]
to the third digital identity information to obtain the first key, and decrypts the first
ciphertext data based on the first key to obtain the behavior data

FIG. 8
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S102
——

Receive an authorization request sent by a service device, where the authorization
request is sent based on a service processing request sent by a client device, and the
authori zation request includes behavior data of an operati onal behavior of a first user in
the client device corresponding to a service to be processed, authorization information
on an operation permission for the behavior data granted by the first userto the service
device, first digital identity information of the first user, and second digital identity
information of'the service device

¢ S104:2
—

Ifitis determined that the authorization information satisfies the predetermined
authorization condition, generate first ciphertext data of the behavior data based on a
predetemmined encryption method

S104-4
y —
Generate a first verifiable claim based on the first ciphertext data, the first identification
information of'the service data of the service to be processed included in the
authori zation request, the authorization information, the first digital identity
information, and the second digital identity information

S106
A 4 —

Save the first verifiable claim to a blockchain, such that a supervision organization,

when granted an access permission of the first verifiable claim, backtracks the
operational behavior of the first user corresponding to the service to be processed based|
on the first verifiable claim in the blockchain

S112
v ——
Generate permission sharing record information based on the first identification
information and the third digital identity information of the predetermined s upervision
organization, and save the permission sharing record information to the blockchain

¢ S114
—

Receive a query request sent by the supervision organization, where the query request
includes the third digital identity information and the first i dentification information of
the service data to be queried

i S116
——

Ifitis determined that the associated permis sion sharing record information is
identified from the blockchain based on the third digital identity information and the
first identificati on information in the query request, obtain the associated first verifiable
claim from the blockchain based on the first identificati on information in the query
request

S118
A 4 R

Decrypt the first ciphertext data in the obtained first verifiable claim to obtain the
behavior data, and send the obtained behavior data to the supervision organization

FIG. 9

S202
——

Receive aservice processing request sent by a client device, where the service
processing request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed

S204
A ——
Perform comresponding service processing based on the service processing request, and
obtain authorization information on an operation permission for the behavior data
granted by the first user to the service device

S206
A ——

Send an authorization request to an identity management system based on the
authori zation information, the behavior data, obtained first digital identity information
of the first user, and second digital identity information of the service device, such that

the identity management system saves a first veri fiable claim generated based on the
behavior data, the authorization information, the first digital identity information, and
the second digital identity information to a blockchain, and a supervision organization,
when granted an access permission of the first verifiable claim, backtracks the
operational behavior of the first user corresponding to the service to be processed based|
on the first verifiable claim in the blockchain, where the first verifiable claim is used to
prove that the service device is granted the operation permission

FIG. 10
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$202
-

Receive aservice processing request sent by a client device, where the service
processing request includes behavior data of an operational behavior of a first user in
the client device corresponding to a service to be processed

l S203
/
Determine first identification information of service data of the service to be processed
l S204
/

Perform comresponding service processing based on the service processing request, and
obtain authorization information on an operation permission for the behavior data
granted by the first user to the service device

l $206-2
/

Send the authorization request to the identity management system based on the first
identification information, the authorization information, the behavior data, the first
digital identity information, and the second digital identity information, such that the
identity management system saves the first verifiable claim generated based on the first|
identificati on information, the behavior data, the authorization information, the first
digital identity information, and the second digital identity information to the
blockchain, and the supervision organization, when granted the access permission of
the first verifiable claim, backtracks the operational behavior of the first user
corres ponding to the service to be processed based on the first verifiable claim in the
blockchain, where the first verifiable claim is used to prove that the service deviceis
granted the operation pemmission

l $208
/

Receive a query request sent by the supervision organization, where the query request
includes third digital identity information of the supervision organization and the first
identification information associated with the behavior data to be queried

l 210
/

Send a permission sharing request to the identity management system based on the
third digital identity information and the first identification information, such that the
identity management system performs permission sharing processing to grant the
supervision organization the access pemmission for the behavior data associated with the
first identificati on information, and the supervision organization backtracks the
operational behavior of the first user corresponding to the service to be processed based
on the behavior data

l S212
/

Receive permission sharing result information sent by the identity management system

FIG. 11
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