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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

Generate a first verifiable claim based on the behavior data , the authorization 

information, the fi rst  digital identity information, and the second digital identity 

information if it is determined that the authorization information satisfies a 

predetermined authorization condition, where the first verifiable claim represents that 

the service device is granted the operation permission

Save the first verifiable claim to a blockchain , such that  a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the fi rst  verifiable claim in the blockchain
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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

If i t is determined that the authorization information satisfies  the predetermined 

authorization condition, generate first ciphertext data of the behavior data based on a 

predetermined encryption method

Save the first verifiable claim to a blockchain , such that  a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the fi rst  verifiable claim in the blockchain

S102

S104-2

S106

Generate a first verifiable claim based on the fi rst  ciphertext  data , the fi rst  ident ification 

information of the service data of the service to be processed included in the 

authorization request, the authorization information, the fi rst  digital identity 

information, and the second digital identity information
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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

If i t is determined that the authorization information satisfies  the predetermined 

authorization condition, generate first ciphertext data of the behavior data based on a 

predetermined encryption method

Save the first verifiable claim to a blockchain , such that  a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the fi rst  verifiable claim in the blockchain

S102

S104-2

S106

Generate a first verifiable claim based on the fi rst  ciphertext  data , the fi rst  ident ification 

information of the service data of the service to be processed included in the 

authorization request, the authorization information, the fi rst  digital identity 

information, and the second digital identity information

S104-4

Receive a permission sharing request sent by the service device, where the permission 

sharing request  is sent based on the query request sent by the supervis ion organization, 

and the permission sharing request includes the first identification information 

associated with the behavior data to be queried and the third digital identity information 

of the supervision organization

Perform permission sharing processing based on the permission sharing request to grant  

the supervision organization the access permission for the behavior data associated with 

the fi rst  identification information, such that  the supervision organization backtracks  

the operational behavior of the first user corresponding to the service to be processed 

based on the behavior data
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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

If i t is determined that the authorization information satisfies  the predetermined 

authorization condition, generate first ciphertext data of the behavior data based on a 

predetermined encryption method

Save the first verifiable claim to a blockchain , such that  a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the fi rst  verifiable claim in the blockchain

S102

S104-2

S106

Generate a first verifiable claim based on the fi rst  ciphertext  data , the fi rst  ident ification 

information of the service data of the service to be processed included in the 

authorization request, the authorization information, the fi rst  digital identity 

information, and the second digital identity information

S104-4

Receive a permission sharing request sent by the service device, where the permission 

sharing request  is sent based on the query request sent by the supervis ion organization, 

and the permission sharing request includes the first identification information 

associated with the behavior data to be queried and the third digital identity information 

of the supervision organization

S108

S110-2

Obtain the associated first verifiable claim from the blockchain based on the first 

identification information

Generate second ciphertext data based on the obtained firs t verifiable claim and a 

public key corresponding to the third digital identity information

Associat ively save the second ciphertext data and the third digital identity information 

to the blockchain, and send permission sharing success information to the service 

device, such that  the service device sends query acknowledgment information to the 

supervision organizat ion, and the supervision organization obtains the associated 

second ciphertext data from the blockchain based on the third digital identi ty 

information, and performs decryption based on the second ciphertext data and a private 

key corresponding to the third digital identity information to obtain the behavior data; 

or, send the second ciphertext  data to the supervision organizat ion such that the 

supervision organizat ion performs decryption based on the second ciphertext data and a 

private key corresponding to the third digital identity information to obtain the behavior 

data, and send permission sharing success information to the service device
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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

If i t is determined that the authorization information satisfies  the predetermined 

authorization condition, encrypt the behavior data based on a public key corresponding 

to the obtained second digital identity information to obtain the first ciphertext data

Save the first verifiable claim to a blockchain , such that  a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the fi rst  verifiable claim in the blockchain

S102

S104-22

S106

Generate a first verifiable claim based on the first  ciphertext  data , the fi rst  ident ification 

information of the service data of the service to be processed included in the 

authorization request, the authorization information, the fi rst  digital identity 

information, and the second digital identity information

S104-4

Receive a permission sharing request sent by the service device, where the permission 

sharing request  is sent based on the query request sent by the supervis ion organization, 

and the permission sharing request includes the first identification information 

associated with the behavior data to be queried and the third digital identity information 

of the supervision organization

S108

S110-2

Obtain the associated first verifiable claim from the blockchain based on the first 

identification information

Decrypt the first ciphertext data in the fi rst  verifiable claim based on a private key 

corresponding to the obtained second digital identity information to obtain the behavior 

data

Associat ively save the second ciphertext data and the third digital identity information 

to the blockchain, and send permission sharing success information to the service 

device, such that  the service device sends query acknowledgment information to the 

supervision organizat ion, and the supervision organization obtains the associated 

second ciphertext data from the blockchain based on the third digital identi ty 

information, and performs decryption based on the second ciphertext data and a private 

key corresponding to the third digital identity information to obtain the behavior data; 

or, send the second ciphertext  data to the supervision organizat ion such that the 

supervision organizat ion performs decryption based on the second ciphertext data and a 

private key corresponding to the third digital identity information to obtain the behavior 

data, and send permission sharing success information to the service device

S110-42

S110-6

Encrypt the obtained behavior data based on the public key corresponding to the 

obtained third digital identity information to obtain the second ciphertext data
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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

If i t is determined that the authorization information satisfies  the predetermined 

authorization condition, determine a first key of the service device, and encrypt  the 

behavior data based on the first key to obtain the fi rst  ciphertext  data

Encrypt the first key based on the public key corresponding to the obtained second 

digital identi ty information to obtain third ciphertext data, and associatively save the 

third ciphertext data and the fi rst  verifiable claim to the blockchain

S102

S104-24

S106-2

Generate a first verifiable claim based on the fi rst  ciphertext  data , the fi rst  ident ification 

information of the service data of the service to be processed included in the 

authorization request, the authorization information, the fi rst  digital identity 

information, and the second digital identity information

S104-4

Receive a permission sharing request sent by the service device, where the permission 

sharing request  is sent based on the query request sent by the supervis ion organization, 

and the permission sharing request includes the first identification information 

associated with the behavior data to be queried and the third digital identity information 

of the supervision organization

S108

S110-2

Obtain the associated first verifiable claim from the blockchain based on the first 

identification information

Obtain the third ciphertext  data associatively saved with the first verifiable claim from 

the blockchain, and decrypt  the third ciphertext data based on the private key 

corresponding to the obtained second digital identity information to obtain the first key

Associat ively save the first identification information, the second ciphertext data, and 

the third digital identi ty information to the blockchain, such that  the supervision 

organization obtains the associated second ciphertext data and first  identification 

information from the blockchain based on the third digital identi ty information, 

decrypts the obtained second ciphertext  data based on the private key corresponding to 

the third digital identi ty information to obtain the first key, obtains the associated fi rst  

verifiable claim from the blockchain based on the obtained first identificat ion 

information, and decrypts the first ciphertext data in the fi rst  verifiable claim based on 

the obtained first key to obtain the behavior data; or, send the first ciphertext data and 

the second ciphertext data to the supervision organization, such that  the supervision 

organization decrypts the second ciphertext data based on the private key corresponding 

to the third digi tal  ident ity information to obtain the fi rst  key, and decrypts the first 

ciphertext data based on the first key to obtain the behavior data

S110-46

S110-62

Encrypt the obtained first  key based on the public key corresponding to the obtained 

third digi tal  identity information to obtain the second ciphertext data
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Receive an authorization request  sent  by a service device, where the authorization 

request is sent based on a service processing request sent by a client device, and the 

authorization request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed, authorization information 

on an operat ion permission for the behavior data granted by the first user to the service 

device, first digital identi ty information of the first user, and second digital identity 

information of the service device

If i t is determined that the authorization information satisfies  the predetermined 

authorization condition, generate first ciphertext data of the behavior data based on a 

predetermined encryption method

Save the first verifiable claim to a blockchain , such that  a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the fi rst  verifiable claim in the blockchain

S102

S104-2

S106

Generate a first verifiable claim based on the first  ciphertext  data , the fi rst  ident ification 

information of the service data of the service to be processed included in the 

authorization request, the authorization information, the first  digital identity 

information, and the second digital identity information

S104-4

Generate permission sharing record information based on the fi rst  ident ification 

information and the third digi tal  identity information of the predetermined supervision 

organization, and save the permission sharing record information to the blockchain

Receive a query request  sent  by the supervision organization, where the query request  

includes the third digital identity information and the first identification information of 

the service data to be queried

If i t is determined that the associated permission sharing record information is 

identified from the blockchain based on the third digi tal  identity information and the 

first identification information in the query request , obtain the associated first  verifiable 

claim from the blockchain based on the first identification information in the query 

request

Decrypt the first ciphertext data in the obtained first veri fiable claim to obtain the 

behavior data, and send the obtained behavior data to the supervis ion organization
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Receive a service processing request sent by a client device, where the service 

processing request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed

Perform corresponding service processing based on the service processing reques t, and 

obtain authorization information on an operat ion permission for the behavior data 

granted by the fi rst  user to the service device

Send an authorizat ion request to an ident ity management system based on the 

authorization information, the behavior data, obtained first digital identity information 

of the first user, and second digital identity information of the service device, such that  

the identity management system saves a first verifiable claim generated based on the 

behavior data, the authorization information, the fi rst  digital identity information, and 

the second digital identi ty information to a blockchain, and a supervision organization, 

when granted an access permission of the firs t verifiable claim, backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the first  verifiable claim in the blockchain, where the first veri fiable claim is used to 

prove that the service device is granted the operat ion permission

S202
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Receive a service processing request sent by a client device, where the service 

processing request includes behavior data of an operational behavior of a fi rst  user in 

the cl ient  device corresponding to a service to be processed

Perform corresponding service processing based on the service processing reques t, and 

obtain authorization information on an operat ion permission for the behavior data 

granted by the first  user to the service device

Send the authorization request to the identity management system based on the first 

identification information, the authorization information, the behavior data, the fi rst  

digital identi ty information, and the second digital identity information, such that  the 

identity management sys tem saves the fi rst  verifiable claim generated based on the first 

identification information, the behavior data, the authorization information, the fi rst  

digital identi ty information, and the second digital identity information to the 

blockchain, and the supervision organization, when granted the access  permission of 

the first  verifiable claim, backtracks the operational behavior of the first user 

corresponding to the service to be processed based on the fi rst  verifiable claim in the 

blockchain, where the first verifiable claim is used to prove that the service device is 

granted the operation permission

S202

S204

S206-2

Determine fi rst  ident ification information of service data of the service to be processed

S203

Receive a query request  sent  by the supervision organization, where the query request  

includes third digital identity information of the supervis ion organizat ion and the first 

identification information associated with the behavior data to be queried

Send a permission sharing request to the identi ty management  system based on the 

third digi tal  identity information and the first identification information , such that  the 

identity management sys tem performs permission sharing processing to grant the 

supervision organizat ion the access permission for the behavior data associated with the 

first identification information, and the supervision organization backtracks the 

operational behavior of the first user corresponding to the service to be processed based 

on the behavior data

Receive permission sharing result information sent by the identity management system
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