WO 2015/179508 PCT/US2015/031761

1/12

resource instances
112

private IP

addresses
it [P

public fo privale

address mapping

provider network
100

public IP
addrasses
114

I

virtualization service(s)
Fl
110

gther network
gntifies
120

infermediale
network
140

olient
network
150C

client
network
1508

client
network
1504

client device(s)
182

FiG. 1



WO 2015/179508 PCT/US2015/031761

2/12
l ________________________________________________ ~
! I
' [
' [
' [
| L |
' [
I o* |
: computation resources . I
| 224 :
' [
' [
' [
I .
| provider network :
l 200 .
! I
I i i ’ . .
[ storage virtualization hardware virtualization :
: $B1VIoe SBIVIoS :
: 210 220 |
. I
. S R e e N T J
intermediat
network
240
Ny
N 8
3 §
N N
N §
N N
X &
X N
3 §
R} N
- } N
3 ~———
network X § oy |
console \\\\ § \firafua,,zeu |
250 W | w sforage |
294 : 208 |
; \\_ _’/l
focal network -
256
e |
i
I : :
I | virtual computing ¥
. . [ systemy{s} '
client device(s) Y 292( / ::
290 | == i
L ___ _!"

FIG. 2




PCT/US2015/031761

WO 2015/179508
3/12
300
. service provider computer network
remole 205
computing
application , _
30 user profile virfual deskiop oF
——— store image store 3 S ‘
client computing 308 308 repository
device S40
| 306 ) )
4 4 A
network program execution storage service
> »| sorvice (FES) platform | > {ateform
204 R
= 302 303
3 I
* ] A L
data center data center
7 network . it
othe gitv&ori\ computer(s) management gﬁéﬁg’ia
enlities 210 component Faor
320 — 301 ==
virtual —
[ deskiop
L instance(s)
214
instance
manager(s)
1 322

FIG. 3



WO 2015/179508 PCT/US2015/031761

4712

Vi VM VM Y Vi Vid VA Vit
storage || SHOage |y o o 42441| 42442\ 42443| 42444 42481 | 42482 | 42483 | 42454
4184 4188
VMM 4224 VidM 4228
vintualized data store{s) —
418 host 4204 host 4208

overtay network overlay
—* network

tunne!
4344

tunnel
4348 &

mapping service
430
rotters, switches, network
mapping NATs, TAPs, elc. substrate
information 412 410
rovider adge router(s)
data center 414

400

infermediate nefwork
440

computing
local network(s) systenifs)
450 470

computing
system{s}
452

FiG. 4



WO 2015/179508

/
/
/
-
/7 .
/ storage
[ e 518
1virtualized bi84
) .
. private
provider | retwork
network \\ ’"60!
= o]
500 T
\
AN
~
-
\
\
\\ private
Nl gateway
562

client
network
50

5712

storage
5188

public /
gateway [
564

private
comminications
charnnel
542

comimiunications

infermediate
network
240

PCT/US2015/031761

storage
virtualization

service

hardware
virtualization
service

gateway
456

other neltwork
eniities
S44

client device(s)
552

FIG. 5




PCT/US2015/031761

WO 2015/179508

6/12

005

9 ol

89 juals

S89
eno sordsyiom

(L9 oo

GIg
JUBHD BOBUSNIOM

! 789 m ! 779 !
R N s - R sy
099
Saue %o
MIOMIBU Jayio [ > siampau opgnd
m\--mnmmwwmwmwmwym .......................... JEE . S Mm/. ................ -==s,
i — 7 e p— N 0z9 |
" 8e9 9¢9 {89 “ 7€9 ' 375 JdA |
\ | (sjsouejsti eainosss Be0ls sogpey | ouBSul {asedouom) || souas ! (s)emaet s SBOIAIBS |
\ | oy Bunndiuod [enyia Jsige 13 dopissp jerpin ) 03 " sopdsyiom m
| ! | vZ9 i
Do ro=======-- -/ (8)d0d saoadsyiomn !
f ¥ k _ i
I - S— - — |
“ 579 373 7y 1 79 “ 775 |
! {sjaouBjsuy 82n0se; 8beiojS sopuow | SoUBISU {soRdsyiom)) | soppig | (shusuodos Jewebeuew “
Ui i BILUA 4 ; 1
m 1o/pue Bunnduiod [Bnpis e = dopisep jenum m 03 ! B0IIBS BOBASHION m
| BT JdA 18WOISI0 I - ’
S - -7 0L9
Jepincid seoines Bunduwios e




PCT/US2015/031761

WO 2015/179508

7712

004

ey
Jusio

26l
jusio

\

ﬂ

ovZ

siomps sygnd

967 274
HBHo JUBHD
4 A
P )
1 Y
| — —_— —
! 9gs 19 vEL
“ Aemoreh Aemaiph Aemaeh
I | d0d SM d0d SM d0d SM
)
.............. : (==
" "
4 ] 1)
| |
| |
] — ]
777 | 9cl “
(s Jaougisu | | (Shusuoduios | |
aoedsyion | | wewabevew
i ! 3020455I0M “
777 3 J
Susseep T T TTTTTTTTT
\. J
022 uoibai io auoz Ajjigeiiess
J

ODdh
SB0INIBE

8oBJSHIOM

Vi Dl

)
Y ,“
55 7e7 7
Aemaeh Aemaiph Aememeh !
d0d SM d0d SM dO0d SM | )
!
- - - “ v lllllllllllll 4
| “
| ] N\
| |
| |
“ “
! . 2L ) " 717
| (shusuodwoo | ) {sJooueisur
| | awebeuew | aoedsyion
! FoRUSHIOM !
| |
RO J eil
L ojuso elep
017 usibes 10 sucz Auggejeae
y,




PCT/US2015/031761

WO 2015/179508

8/12

a%7
wisio

4

274
Wiso

A

orZ
Miomisu ognd

e ™
V2 Ia IIIII
“ y ! v
\ 097 ¥®7 9 | vEL
VDA | Aemsies Aemeeh | ] femegeh
| J05d | JOdSM | | dOd S | | | dod sm
I | ' i
—I IIIIIIIIIIIIIIIIIIIIII \~ ] 1
“ “
4 | )
| 1
| |
! — |
777 ' ' Ges “
(s)aouersiy V| (shusuodwos !
B0BUSYIOM | | wowsbeueus | |
! B0edSH M “
7ZZ X ;
Jgusseep 0 T T TTTTTTTTT
\. y,
G2l uoibsi io auoz Appgeiess
. J

21474

857
Wiso

26l
sl

\

A

SdA
S8OINISS

soedsyiom

g4 Old

e N
- m
£ei 767 X7 I
Aemeeh Aemeeh femaeB | |
dod M | | dod sm dOd M | 1
/
- - R e
“ “
4 ] N\
| |
| |
“ =7 | —
! il _ 27
! @Em%m&% ! (s)eouemsur
| | uauwebeuew | B0BdSHIOM
! BIBUSHIOM !
| |
o ___ ! il
L isjuso elep
GL7Z uoibas so euoz Apiqeyene
\ Y,




WO 2015/179508 PCT/US2015/031761

9712

receive a request from a client fo signinto a
virfual deskiop service and begin a virlual desktop session
810

refurn indication of
failure to client
825

request
is authenticated?
820

configure virtual comptding resources for a virtual deskiop {workspace) instance
830

!

determine an appropriate point of presence (POF} location through which the
inferactive video stream for the session should be communicated to the client
840

'

set up @ connection between the client and the workspace instance through a
gateway component at the POR location that is within the workspace service VPC
880

!

initiale the use of the connection for inferactive video fraffic
between the client and the virfual deskiap instance
860

FIG. 8



WO 2015/179508 PCT/US2015/031761

10712

within a data center, a workspace service instantiates a virtualized computing
resource instance, configures it for use as a virlua! deskiop fworkspace)
instance on behalf of a client, and beging a workspace Session

810
............. .1 l.
|
|
the workspace instance generates a a client component of the workspace :
video stream over the UDP nelwork service provides inpuls to a gateway |
profocol for display of the client component at @ POF focation near the !
workspace on a client device focation of the client device !
920 930 !
l< l I
|
|
|
:
the workspace instance .
rovides the gideo streém fce gateway component bridges |
! 13 D FR RIS " .
. : return path from the client !
galeway component at a POP location i{}i;e Wf) ?kspai:e m;{fﬁi@ !
near the location of the cient device T ' ' I
980 |
840 :
l l I
1
1
1
1
a client component of the workspace the workspace instance receives the :
service on the client device receives chient inputs, performs the requested '
the UDP video stream from the gateway actions, and generates a video stream !
compaonent ang converts it to TCP (UDF} in response to the actions faken | |
960 870 :
l |
|
|
|
:
a client-side application !
renders and dispiays the I
video stream on the client device :
860 :
|
! 1
P :
! ' !



WO 2015/179508 PCT/US2015/031761

11712

a chient component of @ workspace service that hosts a workspace instance at &
remiote data center on behalf of an end user receives a list of destination
addresses for POP lopcations af which gateway components are hosted
1010

;

the client component selects a destination address for a
POPR location at which gafeway components are hosted
1020

:

the client component aftempts to connect with the workspace
instance through a gateway componeni at the selected POF jocation
1030

attempt
is successiul?

nG

1040

the client component begins exchange of inferactive video stream data with the
workspace instance through the gateway component af the selecied POP
focation, receiving a pixel stream and {in parallel} refurning user inputs
1050

FIG. 10



WO 2015/179508 PCT/US2015/031761

12/12
computer sysfem
1100
Processor DIOCESSor Processor
1110a 11106 o 1110n

{ { i

0 interface 1130

¢ I

system memory 1120 ok
oode dafa interface{s) 1140
1127 1128 A

network(s}
1170

other device(s)
1180

FiG. 11



