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Client machine chooses random
integers o, 0, and o, in the range
[1..p) and computes g2 = g1°
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the first cyclic group; producing the first encrypted data by mapping the second element and
the first data value into one or more elements of the first cyclic group. Randomly selecting a
third element from the first cyclic group; producing the second encrypted data by mapping

J, the third element and the second data value into one or more elements of the first cyclic

Client machine stores ¢,c, and o, as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
ke
key
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Client machine randomly selects
integers A1, hs, ka and ta in the range
[1...p], and randomly selects element

x from first eyclie group G
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For a first data value u, the client
machine generates encrypted data A
= (A, Av, Ag, Ay, Ag, As, Ay, Ag)
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jntegers Ju, ta, kp and tp in the range

Client machine randomly selects .
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[1...p], and randomly selects element
y from first cyclic group G

l

For a second data value v, the client
machine generates encrypted data B
= (B, B2, By, By, Bs, Be, By, Bs)
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Figure 1

group. Applying the operation to the first encrypted data and the second encrypted data to
obtain a fourth element in the second cyclic group, wherein the fourth element is equal to the
first element when the first data value is equal to the second data value.
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