10

15

20

25

INFORMATION TRANSMISSION METHOD AND APPARATUS,
AND COMMUNICATION DEVICE

TECHNICAL FIELD

Embodiments of the present invention relate to the field of mobile communication
technologies, and more particularly relates to an information transmission method and

apparatus, and a communication device.
BACKGROUND

A network side configures a radio access network (RAN) paging region for user
equipment (UE) in an inactive state. In order to ensure the reachability of the UE in the
RAN region, the UE needs to perform periodic location update according to a period of
a network configuration. During the periodic location update, the UE needs to resume a
radio resource control (RRC) connection. At this time, the network side may not
migrate a UE context to a target base station, thereby reducing a signaling load inside

the network side.

An original base station that originally stores the UE context transmits a packaged
RRC release message to the target base station through a retrieve UE context failure
message, and the target base station forwards the packaged message to the UE.
However, how the target base station issues the packaged RRC release message to the
UE is a problem needing to be solved.

SUMMARY

Embodiments of the present invention provide an information transmission method

and apparatus, and a communication device.

The information transmission method provided by an embodiment of the present

invention includes:

transmitting, by a first base station, a retrieve user equipment (UE) context request
message to a second base station after receiving a radio resource control (RRC) resume

request message transmitted by UE;

receiving, by the first base station, a retrieve UE context failure message

transmitted by the second base station, wherein the retrieve UE context failure message
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includes an RRC release message and associated information of the RRC release
message, and the associated information of the RRC release message includes

transmission information and/or security information; and

transmitting, by the first base station, the RRC release message to the UE based on

the associated information of the RRC release message.

The information transmission apparatus provided by an embodiment of the present

invention includes:

a first receiving unit, configured to receive a radio resource control (RRC) resume

request message transmitted by user equipment (UE);

a first transmitting unit, configured to transmit a retrieve UE context request

message to a second base station;

a second receiving unit, configured to receive a retrieve UE context failure message
transmitted by the second base station, wherein the retrieve UE context failure message
includes an RRC release message and associated information of the RRC release
message, and the associated information of the RRC release message includes

transmission information and/or security information; and

a second transmitting unit, configured to transmit the RRC release message to the
UE based on the associated information of the RRC release message.

The communication device provided by an embodiment of the present invention
includes a processor and a memory. The memory is configured to store a computer
program. The processor is configured to call and run the computer program stored in the

memory to implement the information transmission method.

A chip provided by an embodiment of the present invention is configured to realize

the information transmission method.

Specifically, the chip includes: a processor, configured to call and run a computer
program from a memory to enable a device with the chip to implement the information

transmission method.

A computer readable storage medium provided by an embodiment of the present

invention is configured to store a computer program. The computer program enables a
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computer to implement the information transmission method.

A computer program product provided by an embodiment of the present invention
includes a computer program command. The computer program command enables a

computer to implement the information transmission method.

A computer program provided by an embodiment of the present invention enables a
computer to implement the information transmission method when being run on the

computer.

Through the above technical solutions, an RRC resume process is performed
without transferring a UE context. In this process, a target base station (i.e., the first
base station) transmits the RRC release message to the UE based on the associated
information of the RRC release message, thereby ensuring that configuration

information of the UE is updated securely and reliably.
BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings described here are used to provide a further
understanding of the present application and constitute a part of the present application.
The schematic embodiments of the present application and the description thereof are
used to explain the present application, and do not constitute an improper limitation on
the present application. In the accompanying drawings:

FIG. 1 is a schematic diagram of architecture of a communication system provided

by an embodiment of the present invention;

FIG. 2 is a schematic diagram of a radio access network (RAN) paging region
provided by an embodiment of the present invention;

FIG. 3 is a schematic flow diagram of an information transmission method

provided by an embodiment of the present invention;

FIG. 4 is a schematic diagram of executing a radio resource control (RRC) resume

process among various nodes provided by an embodiment of the present invention;

FIG. 5 is a schematic diagram of a structure constitution of an information

transmission apparatus provided by an embodiment of the present invention;

FIG. 6 is a schematic structure diagram of a communication device provided by an
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embodiment of the present invention;

FIG. 7 is a schematic structure diagram of a chip provided by an embodiment of the

present invention; and

FIG. 8 is a schematic block diagram of a communication system provided by an

embodiment of the present invention.
DETAILED DESCRIPTION

The technical solutions in the embodiments of the present application will be
described below with reference to the accompanying drawings in the embodiments of
the present application. Obviously, the described embodiments are part of the
embodiments of the present application, but not all of the embodiments. Based on the
embodiments in the present application, all other embodiments obtained by a person of
ordinary skill in the art without creative efforts shall fall within the protection scope of

the present application.

The technical solutions according to the embodiments of the present application
may be applied to a variety of communications systems, such as a Global System for
Mobile communications ("GSM" for short) system, a Code Division Multiple Access
("CDMA" for short) system, a Wideband Code Division Multiple Access ("WCDMA"
for short) system, a General Packet Radio Service ("GPRS" for short), a Long Term
Evolution ("LTE" for short) system, an LTE Frequency Division Duplex ("FDD" for
short) system, an LTE Time Division Duplex (“TDD" for short), a Universal Mobile
Telecommunication System ("UMTS" for short), a Worldwide Interoperability for
Microwave Access ("WIMAX" for short) communications system, a future 5G system,
or the like.

Exemplarily, a communication system 100 applied in an embodiment of the present
invention is shown in FIG. 1. The communication system 100 may include a network
device 110. The network device 110 may be a device communicating with user
equipment (UE) 120 (or referred to as a communication terminal or a terminal). The
network device 110 may provide communication coverage to a specific geographic
region, and may communicate with UE located within the coverage region. Optionally,
the network device 110 may be a base transceiver station (BTS) in a global system for
mobile communications (GSM) or a code division multiple access (CDMA) system, or
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a nodeB (NB) in a wideband code division multiple access (WCDMA) system, or an
evolutional node B (eNB or eNodeB) in a long term evolution (LTE) system, or a radio
controller in a cloud radio access network (CRAN). Or, the network device may be a
mobile switching center, a relay station, an access point, a vehicle device, a wearable
device, a concentrator, a switchboard, a network bridge, a router, a network-side device
in a 5th generation (5G) network, or a network device in a public land mobile network
(PLMN) that will be evolved in the future, and the like.

The communication system 100 further includes at least one set of UE 120 located
within a coverage range of the network device 110. The "UE" used herein includes, but
not limited to, connection via a wired line, such as connection via public switched
telephone networks (PSTN), a digital subscriber line (DSL), a digital cable, and a direct
cable; and/or another data connection/network; and/or via a wireless interface, for
example, for a cellular network, a wireless local area network (WLAN), a digital
television network such as a DVB-H network, a satellite network and an AM-FM
broadcast transmitter; and/or an apparatus of another set of UE, which is configured to
receive/transmit a communication signal; and/or an Internet of things (IoT) device. The
UE configured to realize communication through a wireless interface may be referred to
as a "wireless communication terminal”, a "wireless terminal”, or a "mobile terminal”.
Examples of the mobile terminal include, but not limited to, a satellite or cellular phone,
and a personal communications system (PCS) terminal that may combine a cellular
radiotelephone with data processing, facsimile, and data communication capabilities; a
radiotelephone, a pager, an Internet/intranet access, a Web browser, a notepad, a
calendar, and/or a personal digital assistant (PDA) of a global positioning system (GPS)
receiver, and a conventional laptop and/or palmtop receiver or other electronic
apparatuses including radiotelephone transceivers. The UE may refer to an access
terminal, UE, a user unit, a user station, a mobile station, a mobile platform, a remote
station, a remote terminal, a mobile device, a user terminal, a terminal, a wireless
communication device, a user agent, or a user apparatus. The access terminal may be a
cellular phone, a cordless telephone, a session initiation protocol (SIP) telephone, a
wireless local loop (WLL) station, a PDA, a handheld device having a wireless
communication function, a computation device or other processing devices connected to

a radio modem, a vehicle device, a wearable device, UE in a 5G network, or UE in the
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PLMN that will be evolved in the future, and the like.

Optionally, device to device (D2D) communication may be realized among the UE
120.

Optionally, a 5G system or 5G network may also be referred to as a new radio (NR)

system or NR network.

FIG. 1 exemplarily illustrates one network device and two sets of UE. Optionally,
the communication system 100 may include a plurality of network devices, and a
coverage range of each network device may include other numbers of sets of UE, which

is not limited by the embodiment of the present invention.

Optionally, the communication system 100 may also include other network entities
such as a network controller and a mobile management entity, which is not limited by

the embodiment of the present invention.

It should be understood that a device having a communication function in a
network/system in the embodiment of the present invention may be referred to as a
communication device. The communication system 100 shown in FIG. 1 is taken as an
example. The communication device may include a network device 110 and UE 120
which have communication functions. The network device 110 and the UE 120 may be
the above-mentioned specific devices, and descriptions thereof are omitted here. The
communication device may also include other devices in the communication system 100,
such as other network entities including the network controller, the mobile management

entity, and the like, which is not limited by the embodiment of the present invention.

It should be understood that the terms "system" and "network™ herein may often be
interchanged herein. The term "and/or" herein is only an association relationship that
describes associated objects, and represents that there may be three relationships. For
example, A and/or B may represent that: A exists alone, A and B exist simultaneously,
and B exists alone. In addition, the character "/" herein generally indicates that front and

back associated objects are in an "or" relationship.

In order to meet pursuits of people for rate, latency, high-speed mobility and
efficiency of business, and for the diversity and complexity of the business in the future

life, the 3rd generation partnership project (3GPP) international organization for
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standardization starts to research and develop a 5™ generation (5G) mobile

communication technology.

The technical solution of the embodiment of the present invention is mainly applied
to a 5G mobile communication system. Of course, the technical solution of the
embodiment of the present invention is not limited to the 5G mobile communication
system, and may also be applied to other types of mobile communication systems. Main

application scenarios in the 5G mobile communication system are described below:

1) An enhanced mobile broadband (eMBB) scenario: An eMBB aims at enabling a
user to acquire multimedia contents, services, and data, and its business demand is
growing rapidly. Since the eMBB may be deployed in different scenarios, such as in a
room, a city, and a country, and its business capability and demand vary widely, it is

necessary to analyze business in conjunction with specific deployment scenarios.

2) An ultra reliable low latency communication (URLLC) scenario: Typical
applications of the URLLC include: industrial automation, electric power automation,

telemedicine operation, traffic safety assurance, and the like.

3) A massive machine type of communication (mMMTC) scenario: Typical
characteristics of the URLLC include: high connection density, small data volume,
delay-insensitive business, low cost and long service lives of modules, and the like.

In a 5G network environment, in order to reduce radio signaling, quickly resume
wireless connections, and quickly resume data services, a new RRC state is defined, i.e.,
an RRC_INACTIVE state. This state is different from an RRC_IDLE state and an
RRC_ACTIVE (i.e., RRC_CONNECTED) state.

RRC_IDLE: The mobility is based on cell re-selection of the UE, paging is initiated
by a CN, and a paging region is configured by the CN. There is no UE AS context on a

base station side. There is no RRC connection.

RRC_CONNECTED: There is an RRC connection, and a base station and the UE
have UE AS contexts. A network side knows that the location of the UE is at a specific
cell level. The mobility is the mobility controlled by the network side. Unicast data may

be transmitted between the UE and the base station.

RRC_INACTIVE: The mobility is based on cell re-selection of the UE, there is a
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connection between CN and NR, the UE AS context exists on a certain base station,
paging is triggered by a radio access network (RAN), an RAN-based paging region is
managed by the RAN, and the network side knows that the location of the UE is at the
level of the RAN-based paging region.

Referring to FIG. 2, when the UE is in the RRC_INACTIVE state, the network side
would configure the UE with an RAN paging region through a dedicated signaling, and
the RAN paging region may be one cell or a plurality of cells. When the UE moves in
this region, it does not need to notify the network side, and a mobility behavior in the
idle state, i.e., the cell re-selection principle, is followed. When the UE moves out of the
RAN configured paging region, the UE will be triggered to resume an RRC connection
and reacquire the RAN configured paging region. When there is downlink data reaching
the UE, a gNB that maintains a connection between the RAN and the CN for the UE
will trigger all cells in the RAN paging region to transmit a paging message to the UE,
so that the UE in the INACTIVE state may resume the RRC connection for data

reception.

There are three cases when the UE enters the RRC_CONNECTED state from the
RRC_IINACTIVE state:

I, when there is downlink data reaching the UE, the network side initiates initial
paging of the RAN to prompt the UE to enter the connected state.

I, the UE itself initiates RAN location region update, such as periodic RAN

location update or cross-region location update.

I11, the UE has an uplink data transmitting demand, which prompts the UE to enter

the connected state.

The UE in the inactive state is configured with the RAN paging region. In order to
ensure the reachability of the UE in this region, the UE needs to perform the periodic
location update according to a period of a network configuration. During the periodic
location update, the UE resumes the RRC connection. At this time, the network side
may not migrate a UE context to a target base station, thereby reducing a signaling load

inside the network side.

FIG. 3 is a schematic flow diagram of an information transmission method
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provided by an embodiment of the present invention. As shown in FIG. 3, the

information transmission method includes the following steps:

Step 301: a first base station transmits a retrieve user equipment (UE) context
request message to a second base station after receiving a radio resource control (RRC)

resume request message transmitted by UE.

In the embodiment of the present invention, the first base station refers to a target
base station, and the second base station refers to an original base station that stores a
UE context. Types of the first base station and the second base station may be the same
or different. For example, the first base station is an LTE base station, and the second
base station is an NR base station, or the first base station and the second base station

are both the NR base stations.

In the embodiment of the present invention, the first base station addresses the
second base station according to a first user identifier carried in the RRC resume request
message after receiving the RR resume request message transmitted by the UE, and

transmits the retrieve UE context request message to the second base station.

The first user identifier carried in the RRC resume request message here is an
I-radio network temporary identifier (I-RNTI) distributed by the second base station to
the UE.

In one implementation mode, the retrieve UE context request message carries at

least one of:
a cause value for initiating an RRC resume process; and

first instruction information, the first instruction information being configured to

instruct that an objective of a current RRC resume process is periodic location update.

In the embodiment of the present invention, the retrieve UE context request
message is configured to verify an MAC-I carried in the retrieve UE context request
message after the second base station receives the retrieve UE context request message;
determine whether to execute an RRC resume process with the UE context being not
transferred based on first information after the verification succeeds; and transmit a
retrieve UE context failure message to the first base station when determines to execute

the RRC resume process with the UE context being not transferred.
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Further, the first information includes at least one of:

the cause value for initiating the RRC resume process carried in the retrieve UE

context request message;

the first instruction information carried in the retrieve UE context request message,
the first instruction information being configured to instruct that the objective of the
current RRC resume process is periodic location update;

location update timer timeout information; and

instruction information configured to instruct whether arrival of downlink data

exists.

Step 302: the first base station receives the retrieve UE context failure message
transmitted by the second base station, wherein the retrieve UE context failure message
includes an RRC release message and associated information of the RRC release
message, and the associated information of the RRC release message includes

transmission information and/or security information.

In the embodiment of the present invention, information included in the retrieve UE

context failure message may have the following several cases:

Case I: The retrieve UE context failure message includes: the RRC release message,
a key, an algorithm, configuration information of a source routing bridge (SRB1), and

instruction information configured to instruct an RRC state that the UE is to enter.

Case Il: The retrieve UE context failure message includes: the RRC release
message, a packet data convergence protocol data unit (PDCP PDU) corresponding to
the RRC release message, configuration information of an SRB1, and instruction

information configured to instruct an RRC state that the UE is to enter.

Case Ill: The retrieve UE context failure message includes: the RRC release
message, a transport block (TB) corresponding to the RRC release message, and

instruction information configured to instruct an RRC state that the UE is to enter.

Step 303: the first base station transmits the RRC release message to the UE based

on the associated information of the RRC release message.

In the embodiment of the present invention, the first base station transmits the RRC

10
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release message to the UE based on the associated information of the RRC release

message may have the following several cases:

Case I: The first base station constructs the SRB1 based on the configuration
information of the SRB1, performs encryption and integrity protection processing on
the RRC release message based on the key and the algorithm, and transmits the RRC
release message by using the SRBL1.

Case II: The first base station constructs the SRB1 based on the configuration
information of the SRB1, and transmits the PDCP PDU corresponding to the RRC
release message by using the SRBL1.

Case IlI: The first base station transmits the TB corresponding to the RRC release

message by using an SRBO.

In the above solution of the embodiment of the present invention, 1) if the RRC
release message is transmitted by using the SRB1, the UE decodes data on the resumed
SRB1 to acquire the RRC release message, updates configuration according to the
configuration information in the RRC release message, and enters a corresponding RRC
state; and 2) if the RRC release message is transmitted on the SRBO in a container
manner, the UE acquires TB data in the container on the SRBO, decodes the RRC
release message according to the configuration information of the resumed SRBI,
updates the configuration according to the configuration information in the RRC release

message, and enters the corresponding RRC state.

In the above solution of the embodiment of the present invention, a key of a second
node side is generated based on the following modes:

1) a new key is generated based on an original key; and

2) a new key is generated based on an NH corresponding to a new network control
center (NCC). The NCC is acquired by the second node from a core network through

active retrieve.

Further, the new key is generated based on a physical cell identifier (PCI) and an
absolute radio frequency channel number (ARFCN) of the second base station, or the
new key is generated based on a PCI and an ARFCN of the first base station. When the
new key is generated through any of the above modes, input parameters may be the PCI

11
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and the ARFCN of the second base station, and may also be the PCI and the ARFCN of
the first base station.

After the second base station generates the new key, the new key may be carried in
the retrieve UE context failure message and transmitted to the first base station, which
corresponds to the case I, i.e.: the retrieve UE context failure message includes: the
RRC release message, the key, the algorithm, the configuration information of the
SRB1, and the instruction information configured to instruct the RRC state that the UE
is to enter. Or, the second base station encrypts the RRC release message by using the
new key, and then transmits the encrypted RRC release message to the first base station
through the retrieve UE context failure message.

The technical solution of the embodiment of the present invention is illustrated

below by referring to network architecture shown in FIG. 4.

Referring to FIG. 4, the RRC connection resume process with the UE context being
not migrated includes that:

1. The UE initiates the RRC connection resume process, and transmits the RRC

resume request message to the target base station.
In this step, the key of the UE side may be updated through the following modes:

Mode I: The UE calculates the new key based on the physical cell identifier (PCI)
and the absolute radio frequency channel number (ARFCN) of the target base station,
and the new key may be applied to an MSG3 and an MSG4, or only applied to the
MSGA4.

Mode II: The UE calculates the new key based on the PCI and the ARFCN of an
original base station (anchor base station), and the new key may be applied to an MSG3
and an MSG4, or only applied to the MSGA4.

2. The target base station addresses the original base station according to the
I-RNTI carried in the message after receiving the RRC resume request message, and
initiates a UE context retrieve process to the original base station, that is, the target base

station transmits the retrieve UE context request message to the original base station.

Optionally, the retrieve UE context request message carries the cause value that

initiates the RRC resume process, or is added with one piece of instruction information.

12
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The instruction information is configured to instruct that the objective of the current
RRC resume process is periodic location update.

3. The original base station firstly judges the legality of the UE according to the
MAC-I information after receiving the retrieve UE context request message, and then
determines whether to execute the RRC connection resume process with the UE context
being not transferred. The determination may be based on the instruction or cause value
in the retrieve UE context request message, or the location update timer timeout
information, or whether the arrival of the downlink data exists. If the original base
station determines that the UE context is not transferred, the key would be updated, and
the RRC release message provided to the UE is generated. The original base station
replies the retrieve UE context failure message to the target base station, and carries the

RRC release message.

The content included in the retrieve UE context failure message may be realized
through the following modes:

Mode I: the RRC release message, the key, the algorithm, and the configuration
information of the SRB1 are included; a command that instructs an RRC state that the

UE enters in the future is further included:;

Mode II: the PDCP PDU corresponding to the RRC release message and the
configuration information of the SRB1 (or RLC and MAC, physical channel
configuration information) are included; a command that instructs an RRC state that the

UE enters in the future is further included;

Mode Il1I: the TB corresponding to the RRC release message is included; a

command that instructs an RRC state that the UE enters in the future is further included.

4. The target base station knows that the UE executes a location update process
with the context being not transferred after receiving the RRC release message included
in the retrieve UE context failure message. The target base station: (corresponds to the
mode I, the mode 11 and the mode I11 in the above step)

Mode I: The SRB1 is constructed, and the RRC release message is subjected to

encryption and integrity protection and is transmitted by using the SRBL.

Mode II: The SRB1 is constructed, and PDCP PDU data of the RRC release

13
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message is transmitted by using the SRB1.

Mode IlI: TB data is transmitted through the SRBO, and the message of the SRBO

may be the RRC release message or an RRC reject message.
5. After the UE receives the RRC release message,

corresponding to the mode | and the mode Il in the step 4, the UE decodes data on
the resumed SRB1 to acquire the RRC release message, updates the configuration
according to the configuration information in the message, and enters the corresponding
RRC state;

corresponding to the mode Il in the step 4, if the UE receives the message on the
SRBO, and the message includes a container containing the RRC release message
generated by the original base station, the UE acquires the TB data in the container,
decodes the RRC release message according to the configuration information of the
resumed SRB1, then updates the configuration according to the configuration
information in the message, and enters the corresponding RRC state.

6. When the original base station executes the RRC connection resume process of
the UE, if no context is acquired, a path switch process is not triggered, so the original
base station may actively initiate retrieving an updated NCC and NH from an action
message format (AMF).

FIG. 5 is a schematic diagram of a structure constitution of an information
transmission apparatus provided by an embodiment of the present invention. As shown

in FIG. 5, the apparatus includes:

a first receiving unit 501, configured to receive a radio resource control (RRC)

resume request message transmitted by user equipment (UE);

a first transmitting unit 502, configured to transmit a retrieve UE context request

message to a second base station;

a second receiving unit 503, configured to receive a retrieve UE context failure
message transmitted by the second base station, wherein the retrieve UE context failure
message includes an RRC release message and associated information of the RRC
release message, and the associated information of the RRC release message includes

transmission information and/or security information; and

14
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a second transmitting unit 504, configured to transmit the RRC release message to
the UE based on the associated information of the RRC release message.

In one implementation mode, after the first receiving unit 501 receives the RRC
resume request message transmitted by the UE, the first transmitting unit 502 addresses
the second base station according to a first user identifier carried in the RRC resume
request message, and transmits the retrieve UE context request message to the second

base station.

In one implementation mode, the retrieve UE context request message carries at

least one of:
a cause value for initiating an RRC resume process; and

first instruction information, the first instruction information being configured to

instruct that an objective of a current RRC resume process is periodic location update.

In one implementation mode, the retrieve UE context request message is configured
to verify an MAC-I carried in the retrieve UE context request message after the second
base station receives the retrieve UE context request message; determine whether to
execute an RRC resume process with a UE context being not transferred based on first
information after the verification succeeds; and transmit the retrieve UE context failure
message to the first base station when determines to execute the RRC resume process

with the UE context being not transferred.
In one implementation mode, the first information includes at least one of:

the cause value for initiating the RRC resume process carried in the retrieve UE

context request message;

the first instruction information carried in the retrieve UE context request message,
the first instruction information being configured to instruct that the objective of the

current RRC resume process is periodic location update;
location update timer timeout information; and

instruction information configured to instruct whether arrival of downlink data

exists.

In one implementation mode, the retrieve UE context failure message includes:

15
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an RRC release message, a key, an algorithm, configuration information of a source
routing bridge (SRB1), and instruction information configured to instruct an RRC state
that the UE is to enter; or,

an RRC release message, a packet data convergence protocol data unit (PDCP PDU)
corresponding to the RRC release message, configuration information of an SRB1, and
instruction information configured to instruct an RRC state that the UE is to enter; or,

an RRC release message, a transport block (TB) corresponding to the RRC release
message, and instruction information configured to instruct an RRC state that the UE is

to enter.

In one implementation mode, the apparatus further includes a construction unit

and/or a secure processing unit.

The construction unit constructs the SRB1 based on the configuration information
of the SRB1. The secure processing unit performs encryption and integrity protection
processing on the RRC release message based on the key and the algorithm. The second

transmitting unit 504 transmits the RRC release message by using the SRB1; or,

the construction unit constructs the SRB1 based on the configuration information of
the SRB1, and the second transmitting unit 504 transmits the PDCP PDU corresponding
to the RRC release message by using the SRB1; or,

The second transmitting unit 504 transmits the TB corresponding to the RRC

release message by using an SRBO.

In one implementation mode, the RRC release message is configured to: after the
UE receives the RRC release message,

if the RRC release message is transmitted by using the SRB1, the UE decodes data
on the resumed SRB1 to acquire the RRC release message, updates configuration
according to the configuration information in the RRC release message, and enters a

corresponding RRC state; and

if the RRC release message is transmitted on the SRBO in a container manner, the
UE acquires the TB data in the container on the SRBO, decodes the RRC release
message according to the configuration information of the resumed SRB1, updates

configuration according to the configuration information in the RRC release message,

16
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and enters a corresponding RRC state.

In one implementation mode, a key of a second node side is generated based on the

following modes:
1) a new key is generated based on an original key; and

2) a new key is generated based on an NH corresponding to a new network control
center (NCC). The NCC is acquired by the second node from a core network through

active retrieve.

Further, the new key is generated based on a physical cell identifier (PCI) and an
absolute radio frequency channel number (ARFCN) of the second base station, or the
new key is generated based on a PCI and an ARFCN of the first base station.

Those skilled in the art should understand that the related descriptions of the
information transmission apparatus of the embodiment of the present invention may be
understood by referring to the related descriptions of the information transmission
method of the embodiment of the present invention.

FIG. 6 is a schematic structural diagram of a communications device 600 according
to an embodiment of the present application. The communications device may be a
terminal device, or may be a network device (for example, the foregoing target base
station or the original base station of the embodiment of the present application). The
communications device 600 shown in FIG. 6 includes a processor 610. The processor
610 may invoke a computer program from a memory and run the computer program, to

implement the method in the embodiments of the present application.

Optionally, as shown in FIG. 6, the communications device 600 may further
include a memory 620. The processor 610 may invoke the computer program from the
memory 620 and run the computer program, to implement the method in the

embodiments of the present application.

The memory 620 may be a component independent of the processor 610, or may be
integrated into the processor 610.

Optionally, as shown in FIG. 6, the communications device 600 may further
include a transceiver 630. The processor 610 may control the transceiver 630 to

communicate with another device, and specifically, the transceiver 630 may send
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information or data to another device, or receive information or data sent by another

device.

The transceiver 630 may include a transmitter and a receiver. The transceiver 630

may further include an antenna. There may be one or more antennas.

Optionally, the communications device 600 may be the network device in the
embodiments of the present application, and the communications device 600 can
implement corresponding procedures implemented by the network device in various
methods in the embodiments of the present application. For brevity, details are not

described herein again.

Optionally, the communications device 600 may be the mobile terminal/terminal in
the embodiments of the present application, and the communications device 600 can
implement corresponding procedures implemented by the mobile terminal/terminal
device in various methods in the embodiments of the present application. For brevity,
details are not described herein again.

FIG. 7 is a schematic structural diagram of a chip according to an embodiment of
the present application. The chip 700 shown in FIG. 7 includes a processor 710. The
processor 710 may invoke a computer program from a memory and run the computer

program, to implement the method in the embodiments of the present application.

Optionally, as shown in FIG. 7, the chip 700 may further include a memory 720.
The processor 710 may invoke the computer program from the memory 720 and run the
computer program, to implement the method in the embodiments of the present

application.

The memory 720 may be a component independent of the processor 710, or may be

integrated into the processor 710.

Optionally, the chip 700 may further include an input interface 730. The processor
710 may control the input interface 730 to communicate with another device or chip,
and specifically, the input interface 730 may obtain information or data sent by another

device or chip.

Optionally, the chip 700 may further include an output interface 740. The processor
710 may control the output interface 740 to communicate with another device or chip,
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and specifically, the output interface 740 may output information or data to another
device or chip

Optionally, the chip may be applied to the mobile terminal/terminal device in the
embodiments of the present application, and the chip can implement corresponding
procedures implemented by the mobile terminal/terminal device in various methods in
the embodiments of the present application. For brevity, details are not described herein

again.

It should be noted that, the chip mentioned in the embodiments of the present
application may also be referred to as a system-level chip, a system chip, a chip system,
a system on chip, or the like.

FIG. 8 is a schematic structural diagram of a communication system 900 according
to an embodiment of the present application. The communication system 800 shown in

FIG. 8 includes a terminal device 910 and a network device 920.

The terminal device 910 can implement corresponding functions implemented by
the terminal device in the foregoing method and the network device 920 can implement
corresponding functions implemented by the network device in the foregoing method.

For brevity, details are not described herein again.

It should be understood that, the processor of the embodiments of the present
application may be an integrated circuit chip, has a signal processing capability, the
steps of the foregoing method embodiment may be implemented by using a hardware
integrated logic circuit in the processor and/or implemented by using an instruction in a
software form. The foregoing processor may be a general purpose processor, a digital
signal processor (DSP), a field programmable gate array (FPGA), an application
specific integrated circuit (ASIC) or another programmable logic device, a transistor
logic device, or a discrete hardware component. The foregoing general purpose
processor may be a microprocessor, or may be any conventional processor, or the like.
Steps of the methods disclosed with reference to the embodiments of the present
invention may be directly executed and completed by means of a hardware decoding
processor, or may be executed and completed by using a combination of hardware and
software modules in the decoding processor. The software module may be located in a

mature storage medium in the field, such as a random access memory, a flash memory,
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a read-only memory, a programmable read-only memory, an electrically-erasable
programmable memory, or a register. The storage medium is located in the memory,
and the processor reads information in the memory and completes the steps in the

foregoing method embodiments in combination with hardware of the processor.

It should be understood that, the memory in the embodiments of the present
application may be a volatile memory or a non-volatile memory, or may include both a
volatile memory and a non-volatile memory. The non-volatile memory may be a
read-only memory (ROM), a programmable ROM (PROM), an erasable PROM
(EPROM), an electrically EPROM (EEPROM), or a flash memory. The volatile
memory may be a random access memory (RAM), and is used as an external cache. By
way of examples but of no limitation, many forms of RAM are available, for example, a
static random access memory (SRAM), a dynamic random access memory (DRAM), a
synchronous dynamic random access memory (SDRAM), a double data rate
synchronous dynamic random access memory (DDRSDRAM), an enhanced
synchronous dynamic random access memory (ESDRAM), a synclink dynamic random
access memory (SLDRAM), and a direct rambus random access memory (DRRAM). It
should be noted that, the memory of the system and the method described in this
embodiment of the present application is intended to include but is not limited to these

memories and any other suitable type of memory.

It should be understood that, the memory is an example but is not intended for
limitation. For example, the memory in the embodiments of the present application may
alternatively be a static RAM (SRAM), a dynamic RAM (DRAM), a synchronous
DRAM (SDRAM), a double data rate SDRAM (DDR SDRAM), an enhanced SDRAM
(ESDRAM), a synch link DRAM (SLDRAM), a direct rambus RAM (DR RAM), and
the like. That is, the memory described in this embodiment of the present application is
intended to include but is not limited to these memories and any other suitable type of

memory.

An embodiment of the present application further provides a computer readable
storage medium. The computer readable storage medium is configured to store a

computer program.

Optionally, the computer readable storage medium may be applied to the network
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device in the embodiments of the present application, and the computer program
enables a computer to execute a corresponding procedure implemented by the network
device in the methods of the embodiments of the present application. For brevity, details

are not described herein again.

Optionally, the computer readable storage medium may be applied to the mobile
terminal/terminal device in the embodiments of the present application, and the
computer program enables the computer to execute a corresponding procedure
implemented by the mobile terminal/terminal device in the methods of the embodiments

of the present application. For brevity, details are not described herein again.

The present application further provides a computer program product. The

computer program product includes a computer program instruction.

Optionally, the computer program product may be applied to the network device in
the embodiments of the present application, and the computer program instruction
enables the computer to execute a corresponding procedure implemented by the
network device in the methods of the embodiments of the present application. For

brevity, details are not described herein again.

Optionally, the computer program product may be applied to the mobile
terminal/terminal device in the embodiments of the present application, and the
computer program instruction enables the computer to execute a corresponding
procedure implemented by the mobile terminal/terminal device in the methods of the
embodiments of the present application. For brevity, details are not described herein
again.

The present application further provides a computer program.

Optionally, the computer program may be applied to the network device in the
embodiments of the present application, and when run on a computer, the computer
program instruction enables the computer to execute a corresponding procedure

implemented by the network device in the methods of the embodiments of the present

application. For brevity, details are not described herein again.

Optionally, the computer program may be applied to the mobile terminal/terminal

device in the embodiments of the present application, and when run on a computer, the
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computer program instruction enables the computer to execute a corresponding
procedure implemented by the mobile terminal/terminal device in the methods of the
embodiments of the present application. For brevity, details are not described herein

again.

A person of ordinary skill in the art may be aware that, in combination with the
examples described in the embodiments disclosed in this specification, units and
algorithm steps may be implemented by using electronic hardware or a combination of
computer software and electronic hardware. Whether these functions are executed by
means of hardware or software depends on specific applications and design constraints
of the technical solutions. A person skilled in the art may use different methods to
implement the described functions for each particular application, but it should not be

considered that the implementation goes beyond the scope of the present application.

A person skilled in the art may clearly understand that, for simple and clear
description, for specific work processes of the foregoing described system, apparatus,
and unit, reference may be made to corresponding process in the foregoing method

embodiments, and details are not described herein again.

In the several embodiments provided in the present application, it should be
understood that the disclosed system, apparatus, and method may be implemented in
other manners. For example, the apparatus embodiments described above are merely
examples. For example, the unit division is merely logical function division, and there
may be other division manners in actual implementation. For example, a plurality of
units or components may be combined or integrated into another system, or some
features may be ignored or not performed. In addition, the displayed or discussed
mutual couplings or direct couplings or communication connections may be
implemented by using some interfaces. The indirect couplings or communication
connections between the apparatuses or units may be implemented in electrical,

mechanical, or other forms.

The units described as separate parts may or may not be physically separate, and
the parts displayed as units may or may not be physical units, may be located in one
position, or may be distributed on multiple network units. Some of or all of the units
may be selected according to actual needs to achieve the objectives of the solutions of
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In addition, functional units in the embodiments of the present application may be
integrated into one processing unit, or each of the units may exist alone physically, or

two or more units may be integrated into one unit.

When the functions are implemented in the form of a software functional unit and
sold or used as an independent product, the functions may be stored in a
computer-readable storage medium. Based on such an understanding, the technical
solutions of the present application essentially, or the part contributing to the prior art,
or some of the technical solutions may be implemented in a form of a software product.
The software product is stored in a storage medium, and includes several instructions
for instructing a computer device (which may be a personal computer, a server, or a
network device) to perform all or some of the steps of the methods described in the
embodiments of the present application. The foregoing storage medium includes: any
medium that can store program code, such as a USB flash drive, a removable hard disk,
a read-only memory (ROM), a random access memory (RAM), a magnetic disk, or an

optical disc.

Described above are merely specific implementations of the present application, but
the protection scope of the present application is not limited thereto. Changes or
replacements readily figured out by any person skilled in the art within the technical
scope disclosed in the present application shall be covered by the protection scope of the
present application. Therefore, the protection scope of the present application shall be
subject to the protection scope of the claims.
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CLAIMS

What is claimed is:

1. An information transmission method, comprising:

transmitting, by a first base station, a retrieve user equipment (UE) context request
message to a second base station after receiving a radio resource control (RRC) resume
request message transmitted by UE;

receiving, by the first base station, a retrieve UE context failure message
transmitted by the second base station, wherein the retrieve UE context failure message
comprises an RRC release message and associated information of the RRC release
message, and wherein the associated information of the RRC release message comprises

transmission information and/or security information; and

transmitting, by the first base station, the RRC release message to the UE based on

the associated information of the RRC release message.

2. The method according to claim 1, wherein transmitting, by the first base station,
the retrieve UE context request message to the second base station after receiving the

RRC resume request message transmitted by UE comprises:

addressing, by the first base station, the second base station according to a first
user identifier carried in the RRC resume request message after receiving the RR
resume request message transmitted by the UE, and transmitting the retrieve UE context

request message to the second base station.

3. The method according to claim 1 or 2, wherein the retrieve UE context request

message carries at least one of:
a cause value for initiating an RRC resume process; and

first instruction information, the first instruction information being configured to

instruct that an objective of a current RRC resume process is periodic location update.

4. The method according to claim 3, wherein the retrieve UE context request
message is configured to verify an MAC-I carried in the retrieve UE context request
message after the second base station receives the retrieve UE context request message,

determine whether or not to execute an RRC resume process with a UE context being
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not transferred based on first information after the verification succeeds, and transmit
the retrieve UE context failure message to the first base station when determines to

execute the RRC resume process with the UE context being not transferred.

5. The method according to claim 4, wherein the first information comprises at

least one of:

the cause value for initiating the RRC resume process carried in the retrieve UE

context request message;

the first instruction information carried in the retrieve UE context request message,
the first instruction information being configured to instruct that the objective of the
current RRC resume process is periodic location update;

location update timer timeout information; and

instruction information configured to instruct whether arrival of downlink data

exists.

6. The method according to any one of claims 1 to 5, wherein the retrieve UE

context failure message comprises:

the RRC release message, a key, an algorithm, configuration information of a
source routing bridge (SRB1), and instruction information configured to instruct an
RRC state that the UE is to enter; or,

the RRC release message, a packet data convergence protocol data unit (PDCP
PDU) corresponding to the RRC release message, configuration information of an
SRB1, and instruction information configured to instruct an RRC state that the UE is to

enter; or,

the RRC release message, a transport block (TB) corresponding to the RRC release
message, and instruction information configured to instruct an RRC state that the UE is

to enter.

7. The method according to claim 6, wherein transmitting, by the first base station,
the RRC release message to the UE based on the associated information of the RRC

release message comprises:

constructing, by the first base station, the SRB1 based on the configuration
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information of the SRB1, performing encryption and integrity protection processing on
the RRC release message based on the key and the algorithm, and transmitting the RRC

release message by using the SRBL1; or,

constructing, by the first base station, the SRB1 based on the configuration
information of the SRB1, and transmitting the PDCP PDU corresponding to the RRC

release message by using the SRB1; or,

transmitting, by the first base station, the TB corresponding to the RRC release

message by using an SRBO.

8. The method according to claim 7, wherein the RRC release message is
configured to: after the UE receives the RRC release message,

if the RRC release message is transmitted by using the SRB1, the UE decodes data
on the resumed SRB1 to acquire the RRC release message, updates configuration
according to the configuration information in the RRC release message, and enters a
corresponding RRC state; and

if the RRC release message is transmitted on the SRBO in a container manner, the
UE acquires TB data in the container on the SRBO0, decodes the RRC release message
according to the configuration information of the resumed SRB1, updates configuration
according to the configuration information in the RRC release message, and enters a

corresponding RRC state.

9. The method according to any one of claims 1 to 8, wherein a key of a second

node side is generated based on the following modes:
generating a new key based on an original key; or,

generating a new key based on an NH corresponding to a new network control
center (NCC), wherein the NCC is acquired by the second node from a core network

through active retrieve.
10. The method according to claim 9, wherein

the new key is generated based on a physical cell identifier (PCI) and an absolute

radio frequency channel number (ARFCN) of the second base station; or,

the new key is generated based on a PCI and an ARFCN of the first base station.
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11. An information transmission apparatus, comprising:

a first receiving unit, configured to receive a radio resource control (RRC) resume

request message transmitted by user equipment (UE);

a first transmitting unit, configured to transmit a retrieve UE context request

message to a second base station;

a second receiving unit, configured to receive a retrieve UE context failure
message transmitted by the second base station, wherein the retrieve UE context failure
message comprises an RRC release message and associated information of the RRC
release message, and wherein the associated information of the RRC release message

comprises transmission information and/or security information; and

a second transmitting unit, configured to transmit the RRC release message to the

UE based on the associated information of the RRC release message.

12. The apparatus according to claim 11, wherein after the first receiving unit
receives the RRC resume request message transmitted by the UE, the first transmitting
unit addresses the second base station according to a first user identifier carried in the
RRC resume request message, and transmits the retrieve UE context request message to

the second base station.

13. The apparatus according to claim 11 or 12, wherein the retrieve UE context

request message carries at least one of:
a cause value for initiating an RRC resume process; and

first instruction information, the first instruction information being configured to

instruct that an objective of a current RRC resume process is periodic location update.

14. The apparatus according to claim 13, wherein the retrieve UE context request
message is configured to verify an MAC-I carried in the retrieve UE context request
message after the second base station receives the retrieve UE context request message,
determine whether or not to execute an RRC resume process with a UE context being
not transferred based on first information after the verification succeeds, and transmit
the retrieve UE context failure message to the first base station when determines to

execute the RRC resume process with the UE context being not transferred.
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15. The apparatus according to claim 14, wherein the first information comprises at

least one of:

the cause value for initiating the RRC resume process carried in the retrieve UE

context request message;

the first instruction information carried in the retrieve UE context request message,
the first instruction information being configured to instruct that the objective of the

current RRC resume process is periodic location update;
location update timer timeout information; and

instruction information configured to instruct whether arrival of downlink data

exists.

16. The apparatus according to any one of claims 11 to 15, wherein the retrieve UE

context failure message comprises:

the RRC release message, a key, an algorithm, configuration information of a
source routing bridge (SRB1), and instruction information configured to instruct an
RRC state that the UE is to enter; or,

the RRC release message, a packet data convergence protocol data unit (PDCP
PDU) corresponding to the RRC release message, configuration information of an
SRB1, and instruction information configured to instruct an RRC state that the UE is to

enter; or,

the RRC release message, a transport block (TB) corresponding to the RRC release
message, and instruction information configured to instruct an RRC state that the UE is

to enter.

17. The apparatus according to claim 16, wherein the apparatus further comprises a

construction unit and/or a secure processing unit;

the construction unit constructs the SRB1 based on the configuration information
of the SRB1, the secure processing unit performs encryption and integrity protection
processing on the RRC release message based on the key and the algorithm, and the

second transmitting unit transmits the RRC release message by using the SRB1; or,

the construction unit constructs the SRB1 based on the configuration information
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of the SRB1, and the second transmitting unit transmits the PDCP PDU corresponding
to the RRC release message by using the SRB1; or,

the second transmitting unit transmits the TB corresponding to the RRC release

message by using an SRBO.

18. The apparatus according to claim 17, wherein the RRC release message is
configured to: after the UE receives the RRC release message,

if the RRC release message is transmitted by using the SRB1, the UE decodes data
on the resumed SRB1 to acquire the RRC release message, updates configuration
according to the configuration information in the RRC release message, and enters a

corresponding RRC state; and

if the RRC release message is transmitted on the SRBO in a container manner, the
UE acquires TB data in the container on the SRBO0, decodes the RRC release message
according to the configuration information of the resumed SRB1, updates configuration
according to the configuration information in the RRC release message, and enters a

corresponding RRC state.

19. The apparatus according to any one of claims 11 to 18, wherein a key of a

second node side is generated based on the following modes:
generating a new key based on an original key; or,

generating a new key based on an NH corresponding to a new network control
center (NCC), wherein the NCC is acquired by the second node from a core network

through active retrieve.
20. The apparatus according to claim 19, wherein

the new key is generated based on a PCl and an ARFCN of the second base station;

or,
the new key is generated based on a PCI and an ARFCN of the first base station.

21. A communication device, comprising: a processor and a memory, wherein the
memory is configured to store a computer program, the processor is configured to call
and run the computer program stored in the memory to implement the method according

to any one of claims 1 to 10.
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22. A chip, comprising: a processor, configured to call and run a computer
program from a memory to enable a device with the chip to implement the method

according to any one of claims 1 to 10.

23. A computer readable storage medium, being configured to store a computer
program, wherein the computer program enables a computer to implement the method

according to any one of claims 1 to 10.

24. A computer program product, comprising a computer program command,
wherein the computer program command enables a computer to implement the method

according to any one of claims 1 to 10.

25. A computer program, enabling a computer to implement the method according

to any one of claims 1 to 10.
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