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(57) Abstract: A system for characterizing malicious activity in an intelligent utility grid system includes a system storage which
stores a database including a plurality of rules. A collector collects and store sin the system storage information-technology (IT)
data including IT-related activity from the intelligent grid system. A complex event processing (CEP) bus receiving non-IT data
including location-specific event data from a plurality of electronic sources, the CEP bus disregarding the non-IT data failing to
meet a predetermined level of relevance to one of a plurality of risk-related events. A processor applies the plurality of rules to the
relevant non-IT data to: associate an undesired event with reference to the IT -related activity; and determine a probability that the
undesired event is indicative of malicious activity. The processor further applies a risk characterization to the undesired event
based on the probability and the IT-related activity.



