INTERACTION RECORD QUERY PROCESSING METHOD AND DEVICE
Technical Field

The present application relates to the field of data processing, and in particular, to an

interaction record query processing method and device.

Background Art

At present, during data interaction, if both users in the data interaction want to acquire an
interaction record of the data interaction being conducted, they may directly conduct query by
logging in a third-party data interaction platform account. However, another user related to the
data interaction (e.g., a user related to a result of the data interaction) cannot directly acquire the
interaction record. Instead, two users that actually conduct the data interaction must conduct

query first, and then provide the related user with the interaction record information.

Therefore, a solution needs to be proposed in the art such that a related user other than two
users conducting data interaction can also query an interaction record generated by the data

interaction.

Summary of the Invention

An objective of the present application is to provide an interaction record query processing
method and device, such that an authorized user other than two users conducting data interaction
can also query a data interaction record generated by the data interaction, without relying on the

two users in the data interaction.

According to an embodiment of the present application, an interaction record query
processing method is provided, the interaction record query processing method including:

acquiring a data interaction record of a first user;

generating an interaction record query identification, the interaction record query

identification being used for querying the data interaction record of the first user;
sending the interaction record query identification to the first user;

receiving a query request for the data interaction record initiated by a second user different
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from the first user based on the interaction record query identification; and
returning the data interaction record to the second user in response to the query request.

According to another embodiment of the present application, an interaction record query

processing method is provided, including:

acquiring a data interaction record of a first user;

generating an interaction record query identification, the interaction record query

identification being used for querying the data interaction record of the first user;

sending the interaction record query identification to a second user different from the first

user;

receiving a query request for a query link of the data interaction record initiated by the

second user based on the interaction record query identification; and
returning the data interaction record to the second user in response to the query request.

According to another embodiment of the present application, an interaction record query

processing device is provided, including:
an acquisition module configured to acquire a data interaction record of a first user;

a generation module configured to generate an interaction record query identification, the
interaction record query identification being used for querying the data interaction record of the

first user;

a sending module configured to send the interaction record query identification to the first

user;

a receiving module configured to receive a query request for a query link of the data
interaction record initiated by a second user different from the first user based on the interaction

record query identification; and

a returning module configured to return the data interaction record to the second user in

response to the query request.



According to another embodiment of the present application, an interaction record query

processing device is provided, including:

an acquisition module configured to acquire a data interaction record of a first user;

a generation module configured to generate an interaction record query identification, the
interaction record query identification being used for querying the data interaction record of the

first user;

a sending module configured to send the interaction record query identification to a second
user different from the first user;

a receiving module configured to receive a query request for a query link of the data
interaction record initiated by the second user based on the interaction record query identification;

and

a returning module configured to return the data interaction record to the second user in

response to the query request.

Compared with the prior art, the embodiments of the present application have the following
advantages: for a data interaction record generated by data interaction, an interaction record
query identification is generated and sent, the interaction record query identification being used
for querying a data interaction record of a first user; therefore, an authorized user obtaining the
interaction record query identification can initiate a query request based on the interaction record

query identification, to query the data interaction record of the data interaction.

Brief Description of the Drawings

After reading detailed descriptions of non-limiting embodiments made with reference to the
following accompanying drawings, other features, objectives and advantages of the present

application will be more apparent:

FIG. 1 is a flowchart of a method according to an embodiment of the present invention;

FIG. 2 is a flowchart of a method according to another embodiment of the present invention;

and

FIG. 3 is a block diagram of a device according to an embodiment of the present invention.
3



The same or similar reference numerals in the accompanying drawings represent the same

or similar components.

Detailed Description

It should be noted that some exemplary embodiments are described as processes or methods
shown as flowcharts before the exemplary embodiments are discussed in more detail. The
flowcharts describe operations as sequential processing; however, many operations therein may
be implemented in parallel, concurrently or simultaneously. Moreover, the sequence of the
operations may be rearranged. The process may be terminated when the operations are
accomplished, but the process may further have additional steps that are not included in the
accompanying drawings. The process may be corresponding to a method, a function, a regulation,

a subroutine, a subprogram and the like.

“Computer devices” referred to in the context may also be referred to as “computers”,
indicating intelligent electronic devices that can execute a predetermined processing procedure
such as numerical computation and/or logical computation by running a predetermined program
or instruction, which may include a processor and a memory, where the processor executes the
predetermined processing procedure by executing an existence instruction pre-stored in the
memory, or hardware such as an ASIC, an FPGA, or a DSP executes the predetermined
processing procedure, or the predetermined processing procedure is implemented by using a
combination of the two. The computer device includes, but is not limited to, a server, a personal
computer, a notebook computer, a tablet computer, a smart phone, and the like.

The computer device includes a user equipment and a network device. The user equipment
includes, but is not limited to, a computer, a smart phone, a PDA, and the like. The network
device includes, but is not limited to, a single network server, a server group consisting of a
plurality of network servers, or a cloud based on cloud computing and constructed by a large
number of computers or network servers, wherein the cloud computing is one kind of distributed
computing, and is a virtual supercomputer consisting of a group of loosely coupled computer
clusters. The computer device may run separately to implement the present application, and may
also access a network and implement the present application by conducting an interaction
operation with another computer device in the network. The network where the computer device
is located includes, but is not limited to, the Internet, a wide area network, a metropolitan area

network, a local area network, a VPN network, and the like.



It should be noted that, the user equipment, the network device, the network, and the like are
merely examples, and other computer devices or networks that currently exist or may appear in
the future are available in the present application, and shall fall within the protection scope of the
present application, which may be incorporated herein by reference.

Methods (some are shown by flowcharts) discussed hereinafter may be implemented by
using hardware, software, firmware, middleware, microcode, hardware description language, or
any combination thereof. When the methods are implemented by using software, firmware,
middleware, or microcode, a program code or code segment for implementing a necessary task
may be stored in a machine or computer readable medium (such as a storage medium). (One or
more) processors may implement the necessary task.

The specific structures and function details disclosed here are merely representative, and are
used for describing exemplary embodiments of the present application. However, the present
application may be specifically implemented in many alternative manners, and should not be

construed as being merely limited to the embodiments described here.

It should be appreciated that, terms such as “first” and “second” may be used here to
describe various units; however, these units should not be limited by these terms. Using these
terms is merely used for distinguishing one unit from another unit. For example, without
departing from the scope of the exemplary embodiments, a first unit may be referred to as a
second unit and similarly, a second unit may also be referred to as a first unit. The term “and/or”

used here includes any and all combinations of one or more listed associated items.

The term used here is merely used for describing a specific embodiment, and is not intended
to limit the exemplary embodiments. Unless otherwise specified in the context clearly, singular
forms “a/an” and “one” used here are further intended to include plural forms. It should be
further appreciated that, the term “include” and/or “comprise” used here specifies existence of
the described feature, integer, step, operation, unit and/or component, and does not exclude
existence or addition of one or more other features, integers, steps, operations, units, components

and/or combinations thereof.

It should be further noted that, in some alternative implementations, the mentioned
functions/actions may occur in an order different from that marked in the accompanying
drawings. For example, depending on the involved functions/actions, two drawings shown

successively may actually be basically performed simultaneously or sometimes performed
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according to a reverse order.

The present application is further described in detail with reference to the accompanying

drawings.

FIG. 1 is a flowchart of an interaction record query processing method 1 according to an
embodiment of the present application.

The method is a method of processing a data interaction record query for data interaction.
The interaction record query processing method may be applied to a third-party data interaction
platform, to process query on a data interaction record generated by data interaction performed
on the third-party data interaction platform. In an example, the method may be applied to
monitoring online businesses by a manager. Three interviewers of a human resource department
interview a large number of interviewees online simultaneously, the third-party data interaction
platform is an interview website or a video conference website, and the interaction record is an
interaction record generated between the interviewers and the interviewees. Actually, a human
resource supervisor needs to query the interaction record. In this case, the method of the
embodiment of the present invention may be used. In another example, the method may be
applied to an online shopping platform, where a buyer user purchases a commodity for a friend,
the third-party data interaction platform is a shopping website, and the interaction record is an
interaction record between the buyer user and a seller user (such as an online store). If the buyer
user intends to enable the friend who actually receives the commodity to query the interaction
record so as to track the delivery process, the method of the embodiment of the present invention

needs to be used.

In step 110, a data interaction record of a first user is acquired.

When two users in data interaction perform data interaction based on a third-party
interaction platform, the third-party interaction platform generates a data interaction record for
the data interaction. For example, in the example of online interview, the first user is the
interviewer, the data interaction of the first user is an online interview behavior, and the data
interaction record is an interview record. In the example of shopping website, the first user is the
buyer user, the data interaction is an online transaction behavior, and the data interaction record is
an order generated by online transaction. The interaction record of the data interaction may
include user information of two users (including the first user and another user, for example, a

buyer user and a seller user) performing the data interaction, data interaction content, data
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interaction progress information, and the like. The user information may be, for example, account
information of the two users in the data interaction. The data interaction content may be, for
example, commodity information when shopping transaction is achieved on an online shopping
platform, such as a commodity name, a commodity quantity, and other information. The data
interaction progress information may be, for example, logistics information of the purchased

commodity, and the like.

In step 120, an interaction record query identification is generated, the interaction record

query identification being used for querying the data interaction record of the first user.

In an example, the interaction record query identification is a query link of the data
interaction record. For example, for an order generated when a transaction is performed by a
buyer user and a seller user on an online shopping platform, a query link for querying the order is
generated according to the order, and user account information, commodity information, logistics
information, and the like of the order may be queried in real time by using the query link. The

query link is an interaction record query identification.

In another example, the interaction record query identification is a QR code generated at
least partially according to a query link of the data interaction record. In other words, the query
link is included in the QR code, and the QR code is sent to a first user or a second user. Then, the
first user or the second user scans the QR code, and initiates, by using the query link obtained

through analysis, a request for querying the interaction record of the first user.

In another example, the interaction record query identification is a QR code corresponding
to a query link of the data interaction record. Different from the above example, the QR code in
this example does not include the query link, but may be a random character string corresponding
to the query link. A server terminal stores a correspondence between the random character string
and the query link. For example, for an order generated when a buyer user and a seller user
transact on an online shopping platform, a query link for querying the order is generated
according to the order, and a QR code corresponding to the query link is then generated. After the
QR code is sent to a first user or a second user, the first user or the second user scans the QR
code, obtains a random character string by analysis, and sends a query request to the server. The
query request includes the random character string obtained by analyzing the QR code. After
receiving the request, the server determines the query link according to the stored correspondence,

and determines the interaction record of the first user according to the query link.



The interaction record query identification may also be another identification representing
the query link of the data interaction record that can be conceived by those skilled in the art. For
example, an index is assigned to each query link, and query links and corresponding indexes are
stored in a database. In this case, the interaction record query identification may be the index

corresponding to the query link in the database.

In step 130, the interaction record query identification is sent to the first user.

In the case that the interaction record query identification is the query link of the data
interaction record, for example, if the buyer user purchases a commodity for a friend, a query
link of an order is sent to the buyer user. After receiving the query link, the buyer user notifies the
friend of the query link online (e.g., by using an email or QQ) or offline (by calling or interview).
The friend can query order information (such as commodity information and logistics
information) directly on the shopping website platform based on the query link, without querying
through the buyer user.

A specific implementation of sending the query link to the first user is that: an acquisition
button of the query link, for example, a “copy a query link” button, is displayed on a page on
which an interaction record is generated, and the first user selects whether to copy the query link.
If the first user needs to copy the query link, the first user clicks the button, and the query link is

copied by the first user.

In the case that the interaction record query identification is a QR code, it is only necessary

to display the QR code at a corresponding position of a webpage.

In step 140, a query request for the data interaction record initiated by a second user

different from the first user based on the interaction record query identification is received.

For example, in the above example that the buyer user purchases a commodity for a friend,
the first user is the buyer user, and the second user is the friend.

When the interaction record query identification is the query link of the data interaction
record, the query request is initiated, for example, by the second user by opening the query link
sent by the first user through QQ or the like. For example, if the second user receives the query
link from the first user in an instant messaging application (e.g., in QQ), the second user can
open the query link in a browser by directly clicking the query link in the instant messaging

application, thereby sending through the browser a query request for querying a corresponding
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interaction record.

When the interaction record query identification is a QR code generated at least partially
according to the query link of the data interaction record, the second user scans the QR code by
using a mobile device or the like, and initiates, by using a query link obtained through analysis, a

request for querying the interaction record of the first user.

When the interaction record query identification is a QR code corresponding to the query
link of the data interaction record, the second user scans the QR code by using a mobile device or

the like, obtains a random character string by analysis, and sends a query request to the server.

In step 150, the interaction record is returned to the second user in response to the query

request.

Specifically, the interaction record may be queried according to an interaction record
identification code carried in the query request. The interaction record identification code is
different from the interaction record query identification, and it identifies an interaction record,
such as an order number, while the interaction record query identification identifies the query
link rather than the data interaction record.

When the interaction record query identification is the query link, the interaction record
identification code is included in the query link received by the second user. For example, the
second user clicks to open the query link, and the generated query request naturally carries the
interaction record identification code. The interaction record identification code may be, for
example, an order number on an online shopping platform. The order is queried according to the
order number, and information of the order obtained by query is returned to the second user. For
example, current commodity information, logistics information, and the like of the order are

displayed in the browser to the second user.

When the interaction record query identification is a QR code generated at least partially
according to the query link of the data interaction record, the second user scans the QR code, and
initiates, by using a query link obtained through analysis, the request for querying the interaction
record of the first user, the query link included in the request including the interaction record
identification code. The interaction record identification code may be, for example, an order

number on an online shopping platform.

When the interaction record query identification is a QR code corresponding to the query
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link of the data interaction record, the second user scans the QR code, obtains a random character
string by analysis, and sends a query request to the server, the query request including the
random character string obtained by analyzing the QR code. After receiving the request, the
server determines the query link according to the stored correspondence, the query link including

the interaction record identification code.

A specific implementation of returning the interaction record to the second user is: returning
a corresponding interaction record query result according to a query item input by the user,
wherein the query item includes: user information two users in the data interaction, data
interaction content, and data interaction progress information. Specifically, after the second user
initiates the query request for the query link of the data interaction record based on the interaction
record query identification, the above query item is displayed to the second user, and the second
user selects one or more items therefrom to conduct query. For example, the interaction record is
an order on an online shopping platform. After a query request for querying the order is sent
through a browser, the online shopping platform (or a server thereof) receives the query request,
queries the order according to an order number carried in the query request, and displays to the
second user query buttons (the query buttons may be, for example, in the form of hyperlinks) of
query items such as “order information”, “commodity information”, and “logistics information”
on a page of the browser, and the second user selects a query item to be queried. For example, the

second user clicks the query button “logistics information”, and logistics information of the order

is displayed to the second user.

In the method described in the above embodiment, an interaction record query identification
is generated for a data interaction record generated by data interaction, the interaction record
query identification being used for querying a data interaction record of a first user. Even if a
second user different from the first user obtains the interaction record query identification, a
query request may be initiated based on the interaction record query identification, to query the
data interaction record of the data interaction, thereby achieving the objective that an authorized

user can query the data interaction record without relying on two users in the data interaction.

According to another embodiment of the present invention, step 130 may include:
encrypting the interaction record query identification; and sending the encrypted interaction
record query identification. Correspondingly, step 150 may include: decrypting the encrypted
interaction record query identification; and returning the data interaction record to the second

user based on a decryption result.
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By means of encryption and decryption, the security during transmission of the query link is

improved, thus preventing the query link from being leaked during transmission.

In a specific implementation of this embodiment, the encryption is applying a fixed
operation to the interaction record query identification. More specifically, a fixed operation is
applied to a fixed bit of the interaction record query identification. For example, assume that the
interaction record query identification is the query link, the query link is in the format of
http:aaa.bbb.cc.dd/xxxxxx, wherein xxxxxx is an identification code of the interaction record, the
fixed operation is http:aaa-bbb.bbb.cc-dd.dd/xxxxxx, and http://eee.bbb.ff.dd/xxxxxx is obtained.
For example, the third-party data interaction platform can encrypt the query link by using a
predetermined encryption algorithm. The fixed operation is an operation without a key.

Correspondingly, the decryption is applying an inverse operation of the fixed operation to
the encrypted interaction record query identification. When the interaction record query
identification is the query link, specifically, the fixed operation is applied to a fixed bit of the

query link. For example, for the encrypted query link http://eee.bbb.ff.dd/xxxxxx, the inverse

operation of the fixed operation is http://eee+bbb.bbb.ff+dd.dd/xxxxxx, and therefore, the

decrypted query link is still http:aaa.bbb.cc.dd/xxxxxx, that is, the query link sent initially is
restored. After the third-party data interaction platform (or a server that is specially set to provide
a query service for an interaction record on the third-party data interaction platform) receives a
query request sent by the second user based on the encrypted interaction record query
identification, an inverse operation of a fixed operation for encrypting the query link is applied to
a fixed bit of the encrypted interaction record query identification, thereby decrypting the
encrypted interaction record query identification. The decryption result may include the
identification code (e.g., Xxxxxxx in the above example) of the interaction record. For example, if
the interaction record is an order of a transaction conducted on an online shopping platform, the
identification code of the interaction record is an order number of the order. The online shopping
platform decrypts an encrypted interaction record query identification of the order to obtain the
order number of the order, queries the order according to the order number, and returns the order

to the second user.

In another specific implementation of this embodiment, the encryption is key encryption,
and the decryption is key decryption. The step of sending the encrypted query link includes:
sending a key in addition to sending the encrypted interaction record query identification. The

step of decrypting the encrypted interaction record query identification includes: decrypting the
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encrypted interaction record query identification by using a key input by the second user.

The key encryption on the interaction record query identification of the interaction record
may be implemented by using a symmetric encryption algorithm or an asymmetric encryption
algorithm. If a symmetric encryption algorithm is used, a key for encrypting the interaction
record query identification and a key for decrypting the encrypted interaction record query
identification are the same, and the key needs to be transmitted to the first user, such that the
second user inputs the key when querying the interaction record. If an asymmetric encryption
algorithm is used, a pair of encryption key and decryption key may be generated. The encryption
key is used for encrypting an interaction record query identification of the interaction record to
generate the encrypted interaction record query identification, and does not need to be
transmitted to the first user. The decryption key is used for decrypting the encrypted interaction
record query identification, and needs to be transmitted to the first user as the second user needs

to input the decryption key when querying the interaction record.

Specifically, the key may be sent while the encrypted interaction record query identification
is sent to the first user, such that the first user forwards the received encrypted interaction record
query identification together with the key to the second user. The second user inputs the
encrypted interaction record query identification and the key on a third-party platform website to

query the interaction record.

In addition, the key may also be sent in a second sending manner different from the first
sending manner of sending the encrypted interaction record query identification. In other words,
the encrypted interaction record query identification and the key are sent in different manners.
For example, the encrypted interaction record query identification and the key are sent to the first
user, wherein the manner of sending the encrypted interaction record query identification may be
sending it to the first user by sending in site information, while the manner of sending the key
may be sending it to the first user in any manner other than in site information. For example, the
key is sent to the first user in a manner of sending a mobile phone short message, an email, and
the like according to a mobile phone number, an email account, and the like reserved by the first
user on the third-party data interaction platform.

Correspondingly, after receiving the encrypted interaction record query identification and
the key, the second user clicks or scans the encrypted interaction record query identification, and
a query request for querying the interaction record is initiated through the browser. The

third-party data interaction platform receives the query request sent by the second user, and may
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first display an input field to the second user in response to the query request, to prompt the
query user to input a key. After inputting the received key, the query user presses a button for
confirming the input (for example, a “Confirm the key” button). After receiving the key input by
the second user, the third-party data interaction platform (or a server that is specially set to
provide a query service for an interaction record on the third-party data interaction platform)

decrypts the encrypted interaction record query identification by using the key.

Compared with the manner of fixed operation, the manner of encryption and decryption
using a key further improves the security during transmission of the interaction record query
identification, and further prevents the interaction record query identification from being leaked

during transmission.

FIG. 2 is a flowchart of an interaction record query processing method 1 according to

another embodiment of the present application.

Steps 110 and 120 of the interaction record query processing method 1 in FIG. 2 are
identical to steps 110 and 120 in FIG. 1, and thus are not repeated.

In step 130, the interaction record query identification is sent to a second user different from

the first user.

In a specific implementation, step 130 includes:

acquiring contact information of the second user; and

sending the interaction record query identification to the second user based on the acquired

contact information of the second user.

In other words, in this embodiment, the first user does not need to forward the interaction
record query identification to the second user, and the third-party interaction platform directly
sends the interaction record query identification to the second user, thereby achieving the effect
of reducing the work load of the first user, and implementing automation of the whole process of

delivering the interaction record query identification.

A manner of acquiring the contact information of the second user is determining it
automatically by the third-party interaction platform (or the server thereof) according to data

interaction information of the data inaction. For example, for a transaction conducted on an
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online shopping platform, order information (interaction information) generally includes
information of a consignee. The consignee of the order may be determined as the second user.
Contact information of the consignee, such as a mobile phone number, an email account, and an
instant messaging application account, is acquired from the consignee information. Therefore, an
interaction record query identification for querying the order of the transaction may be sent to the
second user according to the acquired contact information. When the interaction record query
identification is the query link, the query link is sent according to the contact information. When
the interaction record query identification is a QR code, the QR code is sent according to a link

manner.

Another manner of acquiring the contact information of the second user is receiving by the
third-party interaction platform (or the server thereof) contact information of the second user
from the first user. For example, the contact information of the second user may be input by the
first user. Still by taking that a buyer user online purchases a commodity for a friend as an
example, an input field for inputting contact information of the friend may be displayed on an
order generation page, and the buyer user is prompted to input the contact information of the
friend in the input field. The buyer user inputs the determined contact information of the friend in
the displayed input field. The online shopping platform sends the interaction record query
identification to the friend according to the received contact information of the friend input by
the buyer user in the input field. When the interaction record query identification is the query link,
the query link is sent according to the contact information. When the interaction record query

identification is a QR code, the QR code is sent according to the link manner.

Steps 140 and 150 of the interaction record query processing method 1 in FIG 2 are
basically identical to steps 140 and 150 in FIG. 1, and thus are not repeated.

According to another embodiment of the present invention, step 130 may include:
encrypting the interaction record query identification; and sending the encrypted interaction
record query identification. Correspondingly, step 150 may include: decrypting the encrypted
interaction record query identification; and returning the interaction record to the second user

based on a decryption result.

In a specific implementation of this embodiment, the encryption is applying a fixed
operation to the interaction record query identification. Correspondingly, the decryption is
applying an inverse operation of the fixed operation to the encrypted interaction record query

identification.
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In another specific implementation of this embodiment, the encryption is key encryption,
and the decryption is key decryption. The step of sending the encrypted interaction record query
identification includes: sending a key in addition to sending the encrypted interaction record
query identification. The step of decrypting the encrypted interaction record query identification
includes: decrypting the encrypted interaction record query identification by using a key input by

the second user.

The key encryption on the interaction record query identification may be implemented by
using a symmetric encryption algorithm or an asymmetric encryption algorithm. If a symmetric
encryption algorithm is used, a key for encrypting the interaction record query identification and
a key for decrypting the encrypted interaction record query identification are the same, and the
key needs to be transmitted to the second user, such that the second user inputs the key when
querying the interaction record. If an asymmetric encryption algorithm is used, a pair of
encryption key and decryption key may be generated. The encryption key is used for encrypting
an interaction record query identification of the interaction record to generate the encrypted
interaction record query identification, and does not need to be transmitted to the second user.
The decryption key is used for decrypting the encrypted interaction record query identification,
and needs to be transmitted to the second user as the second user needs to input the decryption

key when querying the interaction record.

Specifically, the key may be sent while the encrypted interaction record query identification
is sent to the second user, such that the second user inputs the encrypted interaction record query
identification and the key on the third-party platform website to query the interaction record.

In addition, the key may also be sent in a second sending manner different from the first
sending manner of sending the encrypted interaction record query identification. In other words,
the encrypted interaction record query identification and the key are sent in different manners.
For example, the encrypted interaction record query identification and the key are sent to the
second user, wherein the manner of sending the encrypted interaction record query identification
is sending a short message to a mobile phone number of the second user, and the manner of

sending the key is sending an email to an email box of the second user.

Correspondingly, after receiving the encrypted interaction record query identification and
the key, the second user clicks or scans the encrypted interaction record query identification, and
a query request for querying the data interaction record is initiated through the browser. The

third-party data interaction platform receives the query request sent by the second user, and may
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first display an input field to the second user in response to the query request, to prompt the
second user to input a key. After inputting the received key, the second user presses a button for
confirming the input (for example, a “Confirm the key” button). After receiving the key input by
the second user, the third-party data interaction platform decrypts the encrypted interaction

record query identification by using the key.

Based on the same inventive conception of the method, according to another embodiment of
the present invention, an interaction record query processing device 4 is further provided, as

shown in FIG. 3. The interaction record query processing device 4 includes:
an acquisition module 410 configured to acquire a data interaction record of a first user;

a generation module 420 configured to generate an interaction record query identification,
the interaction record query identification being used for querying the data interaction record of
the first user;

a sending module 430 configured to send the interaction record query identification to the

first user;

a receiving module 440 configured to receive a query request for the data interaction record
initiated by a second user different from the first user based on the interaction record query
identification; and

a returning module 450 configured to return the data interaction record to the second user in

response to the query request.
Optionally, the interaction record query identification is a query link.

Optionally, the generation module 420 generates a query link of an interaction record
according to the data interaction record of the first user, and generates the interaction record

query identification at least partially according to the query link.

Optionally, the generation module 420 generates a query link of an interaction record
according to the data interaction record of the first user, and generates an interaction record query

identification corresponding to the query link.

Optionally, the sending module 430 encrypts the interaction record query identification, and

sends the encrypted interaction record query identification. The returning module 450 decrypts
16



the encrypted interaction record query identification, and returns the data interaction record to the

second user based on a decryption result.

Optionally, the encryption is applying a fixed operation to the interaction record query
identification, and the decryption is applying an inverse operation of the fixed operation to the

encrypted interaction record query identification.

Optionally, the encryption is key encryption, and the decryption is key decryption. The
sending the encrypted interaction record query identification includes: sending a key in addition
to sending the encrypted interaction record query identification. The decrypting the encrypted
interaction record query identification includes: decrypting the encrypted interaction record query

identification by using a key input by the second user.

Optionally, the key is sent in a second sending manner different from the first sending
manner of sending the encrypted interaction record query identification.

According to another embodiment of the present invention, an interaction record query

processing device 4 is further provided, as shown in FIG. 3, including:

an acquisition module 410 configured to acquire a data interaction record of a first user;

a generation module 420 configured to generate an interaction record query identification,
the interaction record query identification being used for querying the data interaction record of

the first user;

a sending module 430 configured to send the interaction record query identification to a

second user different from the first user;

a receiving module 440 configured to receive a query request for the data interaction record

initiated by the second user based on the interaction record query identification; and

a returning module 450 configured to return the data interaction record to the second user in

response to the query request.
Optionally, the interaction record query identification is a query link.

Optionally, the generation module 420 generates a query link of an interaction record
according to the data interaction record of the first user, and generates the interaction record
17



query identification at least partially according to the query link.

Optionally, the generation module 420 generates a query link of an interaction record
according to the data interaction record of the first user, and generates an interaction record query

identification corresponding to the query link.

Optionally, the sending module 430 acquires contact information of the second user, and
sends the interaction record query identification to the second user based on the acquired contact

information of the second user.

Optionally, the sending module 430 encrypts the interaction record query identification, and
sends the encrypted interaction record query identification. The returning module 450 decrypts
the encrypted interaction record query identification, and returns the data interaction record to the

second user based on a decryption result.

Optionally, the encryption is applying a fixed operation to the interaction record query
identification, and the decryption is applying an inverse operation of the fixed operation to the

encrypted interaction record query identification.

Optionally, the encryption is key encryption, and the decryption is key decryption.

Optionally, the sending the encrypted interaction record query identification includes:
sending a key in addition to sending the encrypted interaction record query identification. The
decrypting the encrypted interaction record query identification includes: decrypting the

encrypted interaction record query identification by using a key input by the second user.

Optionally, the key is sent in a second sending manner different from the first sending

manner of sending the encrypted interaction record query identification.

Functions implemented by the device embodiments basically correspond to the above
method embodiments shown in FIG. 1 to FIG. 2, and therefore, reference may be made to related
illustrations in the above method embodiments for those not described in detail in the device

embodiments, which are not repeated herein.

It should be noted that the present application may be implemented in software and/or a
combination of software and hardware. For example, various apparatuses according to the

present application may be implemented by an application-specific integrated circuit (ASIC) or
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any other similar hardware devices. In one embodiment, the software program of the present
application may be executed by a processor to implement the above-mentioned steps or functions.
Likewise, the software program (including the relevant data structure) of the present application
may be stored in a computer-readable recording medium, for example, a RAM memory, a
magnetic or optical driver, a floppy disk, or a similar device. Additionally, some steps or
functions of the present application may be implemented by hardware, for example, as a circuit

cooperating with the processor to perform various steps or functions.

For those skilled in the art, it is apparent that the present application is not limited to the
details of the above-mentioned exemplary embodiments, and the present application may be
implemented in other specific manners without departing from the spirit or basic features of the
present application. Thus, in any way, the embodiments should be regarded as exemplary and
non-limitative; the scope of the present application is limited by the appended claims, rather than
the above-mentioned description. Thus, all variations intended to fall into the meaning and scope
of equivalent requirements of the claims should be covered within the present application. No
reference signs in the claims should be regarded as limiting the involved claims. Besides, it is
apparent that the term "comprise” does not exclude other units or steps, and the singular form
does not exclude the plural form. A plurality of units or means stated in a system claim may also
be implemented by a single unit or means through software or hardware. Terms such as “first”

and “second” are used to indicate names, but do not indicate any particular sequence.

Exemplary embodiments are specifically shown and described in the foregoing; however, it
will be appreciated by those skilled in the art that forms and details thereof may be varied

without departing from the spirit and scope of the claims.
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Claims

1. An interaction record query processing method, the method comprising:

acquiring a data interaction record, the data interaction record detailing the data interaction
between a first user and another user;

generating an interaction record query identification, the interaction record query
identification being used for querying the data interaction record,

sending the interaction record query identification to the first user;

receiving a query request for the data interaction record initiated by a second user based on
the interaction record query identification, the second user not being a participant to the data
interaction in the data interaction record; and

returning the data interaction record to the second user in response to the query request;
wherein the interaction record query identification is a QR (quick response) code configured to

be shared by the first user with the second user.

2. The interaction record query processing method of claim 1, wherein the step of sending
the interaction record query identification to the first user comprises:

encrypting the interaction record query identification; and

sending the encrypted interaction record query identification; and

the step of returning the data interaction record to the second user in response to the query
request comprises:

decrypting the encrypted interaction record query identification; and

returning the data interaction record to the second user based on a decryption result.

3. The interaction record query processing method of claim 2, wherein the encryption is
applying a fixed operation to the interaction record query identification, and the decryption is
applying an inverse operation of the fixed operation to the encrypted interaction record query

1dentification.

4. The interaction record query processing method of claim 2, wherein the encryption is key
encryption, and the decryption is key decryption,
wherein the step of sending the encrypted interaction record query identification comprises:

sending a key in addition to sending the encrypted interaction record query identification;
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and the step of decrypting the encrypted interaction record query identification comprises:
decrypting the encrypted interaction record query identification by using a key input by the

second user.

5. The interaction record query processing method of claim 4, wherein the key is sent in a
second sending manner different from the first sending manner of sending the encrypted

interaction record query identification.

6.The method of claim 1, further comprising the step of:

sending the interaction record query identification to the second user.

7. The interaction record query processing method of claim 6, wherein the step of sending
the interaction record query identification to the second user comprises:

acquiring contact information of the second user; and

sending the interaction record query identification to the second user based on the acquired

contact information of the second user.

8. The interaction record query processing method of claim 7, wherein the step of sending
the interaction record query identification to the second user further comprises:

encrypting the interaction record query identification; and

sending the encrypted interaction record query identification; and

the step of returning the data interaction record to the second user in response to the query
request comprises:

decrypting the encrypted interaction record query identification; and

returning the data interaction record to the second user based on a decryption result.

9. The interaction record query processing method of claim 8, wherein the encryption is
applying a fixed operation to the interaction record query identification, and the decryption is
applying an inverse operation of the fixed operation to the encrypted interaction record query

identification.
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10. The interaction record query processing method of claim 8, wherein the encryption is
key encryption, and the decryption is key decryption,

wherein the step of sending the encrypted interaction record query identification comprises:
sending a key in addition to sending the encrypted interaction record query identification;

and the step of decrypting the encrypted interaction record query identification comprises:
decrypting the encrypted interaction record query identification by using a key input by the

second user.
11. The interaction record query processing method of claim 10, wherein the key is sent in a
second sending manner different from the first sending manner of sending the encrypted

interaction record query identification.

12. An interaction record query processing device comprising multiple modules (410, 420,

430, 440, 450) configured to perform the method of any one of claims 1 to 11.
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