USING ON-DEMAND APPLICATIONS TO GENERATE VIRTUAL NUMBERS FOR
A CONTACTLESS CARD TO SECURELY AUTOFILL FORMS

TECHNICAL FIELD

[0001] Embodiments herein generally relate to computing platforms, and more specifically,
to using on-demand applications to generate virtual numbers for a contactless card to securely

autofill form fields.

RELATED APPLICATIONS
[0002] This application claims priority to U.S. Patent Application Serial No. 16/265,961,
titled “USING ON-DEMAND APPLICATIONS TO GENERATE VIRTUAL NUMBERS
FOR A CONTACTLESS CARD TO SECURELY AUTOFILL FORMS?” filed on February 1,
2019. The contents of the aforementioned application are incorporated herein by reference in

their entirety.

BACKGROUND

[0003] Account identifiers for payment cards are often long numeric and/or character
strings. As such, it is difficult for a user to manually enter the account identifier correctly.
Indeed, users often make mistakes and enter incorrect account numbers into computing
interfaces (e.g., payment interfaces). Often, native operating system (OS) applications
downloaded from application stores may include functionality to assist users in entering
account identifiers into forms. However, some users may not have such applications on their

devices. Therefore, these users must manually enter the account identifier correctly.
SUMMARY

[0003a] According to an aspect, there is provided a method comprising: receiving,
by a device from a communications interface of a contactless card, a uniform resource
locator (URL) comprising encrypted data; downloading, by the device, a first application
from an application server based on the URL,; transmitting, by the first application
executing on the device, the encrypted data to an authentication server; receiving, by the

first application from a virtual account number server, a virtual account number;
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providing, by the first application, the virtual account number to an autofill service
executing on the device; and autofilling, by the autofill service, the virtual account
number to an account number field of a payment form outputted for display by a second

application executing on the device.

[0003Db] According to another aspect, there is provided a non-transitory computer-
readable storage medium, the computer-readable storage medium including instructions
that when executed by a processor, cause the processor to: receive, from a
communications interface of a contactless card, a uniform resource locator (URL)
comprising encrypted data; download a first application from an application server based
on the URL; transmit, by the first application, the encrypted data to an authentication
server; receive, by the first application from a virtual account number server, a virtual
account number; provide, by the first application, the virtual account number to an
autofill service executing on the processor; and autofill, by the autofill service, the virtual
account number to an account number field of a payment form outputted for display by a

second application executing on the processor.

[0003c] According to another aspect, there is provided a computing apparatus
comprising a processor and a memory storing instructions that, when executed by the
processor, cause the processor to: receive, from a communications interface of a
contactless card, a uniform resource locator (URL) comprising encrypted data; download
a first application from an application server based on the URL; transmit, by the first
application, the encrypted data to an authentication server; receive, by the first
application from a virtual account number server, a virtual account number; provide, by
the first application, the virtual account number to an autofill service executing on the
processor; and autofill, by the autofill service, the virtual account number to an account
number field of a payment form outputted for display by a second application executing
on the processor.

[0004] Embodiments disclosed herein provide systems, methods, articles of manufacture, and

computer-readable media for tapping a contactless card to a computing
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CLAIMS

1. A method, comprising:

receiving, by a device from a communications interface of a contactless card, a
uniform resource locator (URL) comprising encrypted data;

downloading, by the device, a first application from an application server based
on the URL;

transmitting, by the first application executing on the device, the encrypted data to
an authentication server;

receiving, by the first application from a virtual account number server, a virtual
account number;

providing, by the first application, the virtual account number to an autofill
service executing on the device; and

autofilling, by the autofill service, the virtual account number to an account
number field of a payment form outputted for display by a second application executing

on the device.

2. The method of claim 1, further comprising:
installing the first application on the device subsequent to downloading the first

application.

3. The method of claim 1, further comprising:
outputting, by the second application prior to receiving the URL from the
contactless card, the payment form comprising the account number field, an expiration

date field, and a card verification value (CVV) field.

4. The method of claim 3, further comprising:

receiving, by the first application from the virtual account number server, an
expiration date associated with the virtual account number and a card verification value
(CVV) associated with the virtual account number;

providing, by the first application, the expiration date and the CVV to the autofill
service; and

autofilling, by the autofill service, the expiration date to the expiration date field
and the CVV to the CVV field of the payment form.
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5. The method of claim 4, wherein the expiration date and the CVVV comprise one or
more of: (i) an expiration date and a CVV generated by the virtual account number
server, and (ii) an expiration date and a CVV of the contactless card stored in an account

database.

6. The method of claim 1, wherein the first application comprises at least one of: (i) a
progressive web application executing in a web browser, (ii) an instant application, and
(iii) an application available external to the application store, wherein the second
application comprises at least one of: (i) the web browser, (ii) a native operating system

application, and (iii) an application available in an application store.

7. The method of claim 1,further comprising:
submitting the payment form comprising the virtual account number in the

account number field.

8. A non-transitory computer-readable storage medium, the computer-readable storage
medium including instructions that when executed by a processor, cause the processor to:

receive, from a communications interface of a contactless card, a uniform resource
locator (URL) comprising encrypted data;

download a first application from an application server based on the URL;

transmit, by the first application, the encrypted data to an authentication server;

receive, by the first application from a virtual account number server, a virtual
account number;

provide, by the first application, the virtual account number to an autofill service
executing on the processor; and

autofill, by the autofill service, the virtual account number to an account number
field of a payment form outputted for display by a second application executing on the

processor.

9. The computer-readable storage medium of claim 8, wherein the instructions further
cause the processor to:
install the first application on a device comprising the processor subsequent to

downloading the first application.

10. The computer-readable storage medium of claim 8, wherein the instructions further

cause the processor to:
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output, by the second application prior to receiving the URL from the contactless
card, the payment form comprising the account number field, an expiration date field,

and a card verification value (CVV) field.

11. The computer-readable storage medium of claim 10, wherein the instructions further
cause the processor to:

receive, by the first application from the virtual account number server, an
expiration date associated with the virtual account number and a card verification value
(CVV) associated with the virtual account number;

provide, by the first application, the expiration date and the CVV to the autofill
service; and

autofilling, by the autofill service, the expiration date to the expiration date field
and the CVV to the CVV field of the payment form.

12. The computer-readable storage medium of claim 11, wherein the expiration date and
the CVV comprise one or more of: (i) an expiration date and a CVVV generated by the
virtual account number server, and (ii) an expiration date and a CVV of the contactless

card stored in an account database.

13. The computer-readable storage medium of claim 8, wherein the first application
comprises at least one of: (i) a progressive web application execute in a web browser, (ii)
an instant application, and (iii) an application available external to the application store,
wherein the second application comprises at least one of: (i) the web browser, (ii) a
native operating system application, and (iii) an application available in an application
store.

14. The computer-readable storage medium of claim 8,wherein the instructions further
cause the processor to:
submit the payment form comprising the virtual account number in the account

number field.

15. A computing apparatus comprising:
a processor; and
a memory storing instructions that, when executed by the processor, cause the

processor to:
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receive, from a communications interface of a contactless card, a uniform
resource locator (URL) comprising encrypted data;

download a first application from an application server based on the URL;

transmit, by the first application, the encrypted data to an authentication
server;

receive, by the first application from a virtual account number server, a
virtual account number;

provide, by the first application, the virtual account number to an autofill
service executing on the processor; and

autofill, by the autofill service, the virtual account number to an account
number field of a payment form outputted for display by a second application

executing on the processor.

16. The computing apparatus of claim 15, wherein the instructions further cause the
processor to:
install the first application on the apparatus subsequent to downloading the first

application.

17. The computing apparatus of claim 15, wherein the instructions further cause the
processor to:

output, by the second application prior to receiving the URL from the contactless
card, the payment form comprising the account number field, an expiration date field,

and a card verification value (CVV) field.

18. The computing apparatus of claim 17, wherein the instructions further cause the
processor to:

receive, by the first application from the virtual account number server, an
expiration date associated with the virtual account number and a card verification value
(CVV) associated with the virtual account number;

provide, by the first application, the expiration date and the CVV to the autofill
service; and

autofilling, by the autofill service, the expiration date to the expiration date field
and the CVV to the CVV field of the payment form.
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19. The computing apparatus of claim 18, wherein the expiration date and the CVV
comprise one or more of: (i) an expiration date and a CVV generated by the virtual
account number server, and (ii) an expiration date and a CVV of the contactless card

stored in an account database.

20. The computing apparatus of claim 15, wherein the first application comprises at least
one of: (i) a progressive web application execute in a web browser, (ii) an instant
application, and (iii) an application available external to the application store, wherein
the second application comprises at least one of: (i) the web browser, (ii) a native

operating system application, and (iii) an application available in an application store.
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