WO 01135193 PCT/ GBOO 04266 1 W RELESS SECURI TY ACCESS 14NAGEM 1T FOR A
PORTABLE DATA STORAGE CARTRIDGE FIELD OF THE INVENTION 5 This invention
rel at es rotection of:data stored in portable’ datg

cartri dg@&@ﬁg’? nore particularly, to providing secure ac?e(’;gsﬁtﬂo the data
stored in portable data storage cartridgeg. 10 BACKGROUND OF THE | NVENTI ON
Data storage cartridges are typically enployed to store data which may be
transported between data storage drives and may be stored separately from
the data storage drives between uses. Mich of the dat B@&S nmust be secured
with respect to outsiders, YREFERER IPESFRITATEES 'Fﬁi?? secured in favor
of sonme users with respectrdmaoﬁmmmsmn EYORAGE CARTRIPGBUSer s shoul d be
al l oned access to certain data, and certain users should be allowed to
define who has access to that data. An exarrpl e conprises payroll

i nformation, and another exanpl e FEBHDAFsEE AFFRHEPAI account ™ 20

i nfgrmati on. Further, the authorized users tend to change over time. Thus;

it is advant ageq}iPs g.gm :ﬁogni'éﬁ.agggvdcp%hé %&Uﬁéét\iofx s datd stsiad ed ;bc&t:éﬁie’i

storage cartridges, so to nanage th to that . .data t

particul ar dﬁ'?er%“"‘&?dc%ﬁr&fiﬁ%r ant: G‘§§Fsp"“F6?L° aF ¥r ERPENT S sgf‘br age
cartri dgesac&amuesd ttheOdatdabaorddoi e todrnaple tHatH stdwge stxhragdeescartridges i s
typically nanaged by encrypting the data and providing a key for

decrypting the data... Typical lX a. data processi nd system i ncl udes or
30.10 obtains the decryptlon k e PACKGROTNR AFs T T8N aut hor i zed access'

to. the data are listed in the data processi ng-system The data proceSS| ng

system provi degaw@sthsygeaggr&qagxptﬁe %%uggiﬁ' ehpilchea A drsiduage iy e
accessing the data stora}ﬂg cartrid nFIe 1.S_de crlbed in U S

Pat ent No. ™% R§5PrIFPOFLF F"c"fFeBeT"'i‘ﬁas§F%1??98a‘E & &R TH%eR®i 318 the data
st or age nedepardSedf firhe thar fatadgeovdyec Arivent itmeemmsenicr YpedPtkele Wakd i s

neggssary foke HdeCLyREl Wﬁthhfeﬁ%é‘ toTBEtéi%\érélalan@QnuéSC&deemﬂtx widehbyal i d

| Ds of the equippent of the data procgessin % g& The dgtaogiocegélrLg _
systemt hugec‘tﬁeﬁv%&"?ﬁé’fdﬁ?ﬁeyﬂf?% WREY r&ﬁgect T lt horTZed access
by a tabl eusexre tsheuldiabe glloeesd sicngss \rot eantaipd) LR O BhS KEFFaihjusesh adpulds
Been Repl aggdy RGHLERA0LOA2E6 o bab |ddcebs tol endt] abtd.! mrlexkipre domprises

pa?roll information, and anbthsr examplé comprises financial account .

20 information. Further, the authorized users tend to change over time.

Thus, it is advantageous to not only provide security for data
stored in data storage cartridges, but also to manage the access to that
data to particular users, and to different users for different data

25 storage cartridges.

Security of data stored in portable data storage cartridges is
typically managed by encrypting the data and providing a key for
decrypting the data.. Typlcally, a data processing system includes or

': 30 __. obtains the decryptlon key," and users wh;ch are authorlzed access to the _
data are listed in the data processing -system. The data processing system
provides the key and decrypts the data of the data storage drive accessing
the data storage cartridge. One example is described in U.S. Patent No.
5,857,021 in which permission data is written into the data storage wmedia

3s of the cartridge which contains an encrypted key that is necessary for
decrypting the data. The key can be decoded only with valid IDs of the
equipment of the data processing system. The data processing system thus
provides the decrypting key and the user is authorized access by a table
in the data processing system.
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Adifficulty is tha user to the data is not portable even

H}(%y?gdt‘pgod%ta stomgﬁle&gagégegﬂ?%hic%hportabI e. The accessil’gﬁ_>/c]%lg{l£'§73{6 S

Y3342 a pr avi ng the authori zat and
havi ng the decryptioamﬂﬂu'ﬁuml
updated and the aut

imjrocessizng systens are continually being
es nust” be transferred to the new
system and correlated wth the data storage nedia to which access is
requi red. The managenent of the authorization table is typically handl ed
by ot her organi zagiafisult) isuthatashe Jcceharbn RoveeT £8EFs PRFR 1FoP% he
security of, tNhg daloen Theugt RaRARS At SrdrBe tabkeidnd is gdrebnld ONThe dckesslat a

and to the’various data  processi systens. becone a CenPlaul RSS -9F 5
security. SUMVARRTCES TRETRVERT? (%gal%m‘l:ﬁseﬂﬁirgeg érgaeml Iﬁii%/‘;e}%tléi g’r‘?é‘?‘ov. es a

security syabkenandi bdving por debiwtiemdeiay be managed to accommodat e
changes to access to the data. The present invention provides a portable
security system nethod, 20 and conputer readabl of, a
conput er pr ogr aria5R RRRESSHHF ERZCFE&s Ié?e§°1|1?1m§apg¥gggﬁgq%g%gg%%?a%hee
cartridge fanehomiragion tabtes susb hehtransferrgst Sodkien PSY VAR c AR r FUHFEL 2tk

data stor ag,qltﬁggﬁeli 'as!g@f f8sade q\a&ﬁd tStvE}#'i%geaéHEd}Bais TefiliRd. a ngmaha'g@.méﬂ?e
or an optical dis or storin ata f.or.re S of a
data storad¥d HPY AECRPEIFARBOMEG 25 TYPE ﬁ]é{%gltgg&%%r?zg%% ?i ‘\D/lteb?én'?'lzﬁéé{%%%ﬁ abl e
secwr ity systerasdSprimestboss resnossible EpF 4de ARARRLEY of fhe (3Bor (46l e
data stor ag;@,aﬁ€é§ kbdge tab1d @eai g1 1AvAr tatleddda bide thmdasbndi Agtaat a
to, the data storage drive when mounted Lp {he datacaliglorage drive. The
wirel ess | MFEFFHEEIpFET §f‘“3b‘fey conprrses an Intertace. A programabl e
conput er processor is nmounted in the portable data storage cartridge and
coupled to the wirel ess interfaceumbRe ox aaputeENpPI@cessor within the
portable data storage cartridge is powered by the wireless interface and
reckfves and transmts data to the data 35 storage drive via the wre|ess
interface. The cBhieppresents Heasdrn providessa seoHtEY eYpfeR ¥bhpr A& RRyable

| east one WHAOKS, WeChatddeat td iactormobatachangast horaeds usethe Wakgh my
conprise a user synbol and a correspondi ng user Kkey, and at |east one
permtted activity the user is authorized to conduct wth resgect to cshe
dat a storage nedfhe PTeREntsERVENGER PEPEEASS A EPFERP 1S ABFHEGY uF =Y (Je&pod

aut pent i catdnancomutagerdadanld peogusinnesdez ©f alseomputer\\Bréyra®x@@uct, which

PCT/ GBOO/ 04r2eGs§de§°’ in a portable data storage cartridge for managing access to the

portable data storage cartridge. The data storage cartridge has a data
storage media, such as a magnetic tape or an optical disk, for storing
data for read/write access by a user of a data storage drive when mounted

25 in the data storage drive.

The portable security system comprises a wireless interface mounted
in the portable data storage cartridge for receiving power and data from,
and sending data to, the data storage drive when mounted in the data

30 storage drive. The wireless interface preferably comprises an RF
interface. A programmable computer processor is mounted in the portable
data storage cartridge and coupled to the wireless interface. The
computer processor within the portable data storage cartridge is powered
by the wireless interface and receives and transmits data to the data

35 storage drive via the wireless interface. The computer processor provides
a user table comprising at least one unique user identifier for each
authorized user, which may comprise a user symbol and a corresponding user
key, and at least one permitted activity the user is authorized to conduct
with respect to the data storage media. The user identifier, when

40 combined with a user authentication message from the authorized user in



accordance wth a predeterm ned algorithm authorizes the user. The

conput e{"ﬁgrocessor within the portable data storage .cartridge receives

user 2t i on messages fromthe data storage drivePCT{GROOI2G el ess

i nterface, and conbi nes the user authentication nessage with the user 5
identifier fromthe user table in accorddnce with the predeternined
algorithmto authorize or deny the user activity,.and transnmts the user

aut hori zation or denial to the data storage drive via the wreless

i nt er f aceacddraBned ariahly praderermiiesl kbyoripbh) ianthesizes yyieogeaphi thal gorithm

is enpl Ogsﬂqh tlbtgmség u%&u gD ok L Q1 el aTéahgtmre LahlagORELARY @ user

synbol e user ecrypting sender wherei n the user
aut hent i c&??%ﬁ“ﬁ%%‘%@ét’t%‘r’rﬁ??%aﬁs aﬁ¥°@n‘3’reyﬁf‘ﬁj sﬁ%"’rg aBtEn it diPor rdesage -
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erein ed_private ke publlc key cryptographic
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privat e kewthamilzdthiensendenigllybi thekdgta wheragdey drive usaarthammnbbsat i on
message i $,kineuwn.to have come fromthe user. 20 The permitted activitieS in
the user table may conprise 1) read access to data stored in the data
storage nedia, 2) wite access to data stored in the data storage nedia,
3)1or ead t he userefexably.ok piivatgdey, tmibléc key reptoatdphdntaligesitdim ithe user

table, 5) e@a@y@@t rirh8s ! QabRGdSCiaeaPifiaR! £n RROuL) e.—kmge&@%li@&@ £akdies to
t he user tabl %F of t he sers may Q “% ori.zed to cond ct sel ected
ones of t &SR § lb‘e‘f’a“'a?:t STFYRTEES SSRIGT BRITAAEY i 'PoRaHT PESTy

provi ded e#menhwtannmﬁsqa@e cwesised eant p#¢mt#6ruseac¢uté%e{¢maltzgd mebsage Of

users, WhicHn"RYy Qﬁn@éé@st@d Blafie uslr %xaaaiuagd;eg Cefece RN a Nbnpk-BsiSigkey
a at | east one ted activit eac ass, of users és aut hori zed to

cg(r%duct V\fﬁ?quﬁitpe(?f ?ccetsﬁeenﬁg’(%mdyf’%raas%n BaPE o Re™ ) 222 & §87FFfer, when
conbi ned miklicakeysepnd phehein Fbat%homssavg@tﬁrm apublee sty cryptegrimviczed
cl ass of uERKSthM dedtHsdons aset Hhchdittipaeiial neddage erpl §Pirigt BMtecait&Or i zes
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access to data stored in the data storage media, 2) write access to data

stored in the data storage media, 3) read the user entry of the user

table, 4) read all entries of the user table, 5) add entries to the user
25 table, and 6) change/delete entries to the user table. Each of the users

may be authorized to conduct selected ones of the plurality of activities.

" A class table is additionally provided that has an unique class

identifier for each authorized class of users, which may comprise a class

30 symbol and a corresponding class key and at least one permitted activity
each class of users is authorized to conduct with respect to the data
storage media. The class identifier, when combined with a user
authentication message from a user of the authorized class of users in
accordance with the predetermined algorithm, authorizes the user. The

35 user table additionally comprises any class membership of each user,
wherein the user may be authorized with respect to the class table either
by the class authorization or by the user authorization. The user table
permitted activities may additiocnally comprise 3) read all entries of the
class table, 4) add entries to the class table, and 5) change/delete

40 entries to the class table.



4 $RI EF DESCRI PTI ON OF THE DRAW NGS The present invention will now be
described in nore detail,. by way - of . exanplte, with refereng t
acconpanWABAH%i ngs*in which: 5 FIG 1 is a diagrammati rcl’(fré{#%%‘gﬁfﬁati on
of a data storage cartridge wth a data storage drive and a host in
aecordance with the present invention; 16 FIG 2 is a block di agram of an
RF interface, conputer processor, and nonvolatile storage in the data
storage cartridge of FIG :1;: FIGS. 3 and 4 are di-agrammatic representations
of tables of the nonvol at'i IRRIEFOPREFRIBFION OF THE DPRAWINGS 5 js g

di agrammatic representation of the encryption of a request for access and

its decryption in accordance with t resent. in tion. 2QELG i
di agramatic r efPEsRATESEE dﬁvﬁxf'tlgns‘l”;ﬁeg " agr gﬁﬁﬁl\é? ﬁeu_l g‘ﬁzé_r ation 'o?’ bl ‘ﬁaey’i
conput er peecessple ofwiEh GefBrénreate dihganeeomRREYingh 8rairgs ot whient i on; and
FIGE 7 and 8 are flow charts depicting the nethod of the present 25

invention for initializing.a data _storage cartrid d.fo i he
aut henti cation &n§- autfo? %Zﬁ?’f%'ﬁ'a&c & eas%sren%gé#enst% % %%K%L 5%%%%%%%%$ OF
PREFERRED mi/BODRI NEM Stedadehisivenandid dast sindaseqidgnee iWithridteePresent

embodi ment §,i,0,4:Rg. follow ng description with reference to the Figures, in
which |ike nunbers represent the sane or simlar elenents. Wiile this
invention is described in ternms of the best node for achieving this

i nviNntion's obj GUBL VRss 2tblogk |diagramefr ar iRt dRFSFFaEho SEBRGST| BYPSGSF5PFre art
that vari alh@Nsed¥eYatia e3o2a60NR thd etk Nstbraye Gfarthbie bfaxel. nys wi t hout
deviating fromthe spirit or scope of the invention. Referring to FIG 1,
a data storage cartridge 1D, such as a magnetic tape cartridge (a

S
il lustrated) or BIfSopt pedl4 drsldiagmanmgsile repreerntalitns 4 (- 6f ffe tHFi ve

11. An examBhfolirilfe dtbRadd fa@e.Caytridge is an | BM 3590 WO 01/ 35193
PCT/ GB00/ 04266. 5 data tape cartridge. Another exanple is an LTO (Linear

Tap:'e5 Open) data tape cartridge. The data storage cartridge has a storage
nmedia 12, such &%a 5 igayrieftawapic teRRessEatich &f Uit st apsire&f 35 and
may be threageskd BbP access and its decryption in accordance with the present

invention;

- 20 FIG. 6 is a diagrammatic representation of a state diagram of the
operation of the computer processor of FIG. 2 in accordance with the

present invention; and

FIGS. 7 and 8 are flow charts depicting the method of the present
25 invention for initializing a data storage cartridge and for conducting the

authentication and authorization of a user request.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

30 - This invention is described in preferred embodiments in the
following description with reference to the Figures, in which like numbers
represent the same or similar elements. While this invention is described
in terms of the best mode for achieving this invention's objectives, it
will be appreciated by those skilled in the art that variations may be

35 accomplished in view of these teachings without deviating from the spirit

or scope of the inventiom.

Referring to FIG. 1, a data storage cartridge 10, such as a magnetic
tape cartridge (as illustrated) or an optical disk, is loaded into a data
40 storage drive 11. An example of a data storage cartridge is an IBM 3590



the data storage drive 11. As an exanple, the magnetic tape 12 is threaded
past a g{éyglb_{)e head 17 to a take-up reel 18. A drive controller 20,

whi ch includes both read/wite electronics and control - AGTEBNI2660r
operating the drive, is coupled to the r%ad/wrlte head 17 10 for reading
data from or witing data to, the storage media 12. The drive controller .
Is also coupled, via an interface 21, to a host 22. The host may conprise
a data processing systemor server, or may conprise a drive subsystem
contr ol | erdatfcrapexeansiredas. .or Azgthentenemplel idaam LEPoldgear | TapeaPpen) Adrtaxanpl e
of a data taperageriddeie i s an |1 BM 3590 tape storage 15 subsystem The dat a
storage drive 11 is nodified so that drive controller 20 is also coupled
to a wireless interface 25. The data storage cartridge 10 is also nodified
to i ncor por at e Taevfats seragnat exrtatdge2Basid sker@grprada 2B spekeassar 30 with
a noENvol alrabRediRNMBdpe, 3thatThe Sk iddge tpectass1s MW%eZ&feaaeaV%opowBr
and data f on&ataand rse(r;dds dat 10, the Wi r%e%ﬁ mter&a& (af t he data
storage drive TRe data $ orage SocaAr Lt dge 7d9% m)untagﬁ “nifhe data

st or age drtFlV%adeQSPiSE apreafidyisieyheach a7 \fior a| ke Plhtree?-a@e 2B drigej s, .an RF
W rel ess icBherdlaee. 20A\NwiEdcANDAEL ukies ARSEE Mfealfvitite LblRct Padiiatl atD coficfihl, 201. A
high fre ngyc S terf Yy, al i ch

! %fux.?%l?%{:ﬁ% l{ﬁh}:%%é’af &qﬁtgxgcénkrﬁ &s ﬁ&&r%a@& e SeRO NG HIRQY gead %’2

i s. of netic storaene

not® advel“-?éI’SFaéﬂ%@FE%l flf?'“t HRF B'F’gtﬁaﬁ déE?aTﬁ)l & eaﬁ’t@r%@\epb%dzl n Tres,
Patents 3QriNee céntx1188lis AlDso 4pfiRa33Aa amdnkerfaze82D, G34a Histernat el v, .

the indugply %a?”é&%?@?e k O&a:%]ah‘éréé\éersgkx?gsi Lé’lén%f:aé‘e‘i—v £ oihxlr&} %%Q%Ls%m the

nmagnetic stora ut er Erocessor nprises

ni cr opr oc 8554 sE‘l’ﬁlﬁte‘f‘ﬁntg‘Su\?%anﬁﬂree"a&ﬁ £ ntfeF %ﬁPF‘BﬁﬁtGﬁl P2 FEPRFEE t o
oper at e i Aibxrdxgw Fowmerampdaved andadral stotagh dxsiva PorhatEMe 3680 Haberstoaage t he -
associ at egug@;\gg‘{‘atl le nmenory 31 is also arranged to operate in a | ow
power environnment. In accordance with the present invention, the wreless
interface 26 40 and the conputer processor 30 with the associ ated

nonvol atil e nmefbe \da84 aBrédd &108 1RCTY @BOF1@4266 thét advanumtedller, 2@1d

prozn dg aap&s Tc@@ﬂ)feds%lﬂ' WiYe1nkst Bt Bice B81C PRE taabaestodag@ REPEAHR 10 is
cartri ge

. |f|caII the securi SY, y g nounted in the
por t abl e aa?a s?’br é"'&et"cérfy‘ qgace Bevc"orr?éés%cﬁ’%ﬁﬁage zpc?c?grﬁ)é:r???‘htgert he
c@% r i dgePaPceqRPr t30nwkth arhrw,vo@mlsemormh s no longer 5 exclusively
dependent upon the security of the data storage drive 11 and its host

system 22, andy$ DOl Jdgll §£4:L05 3oPALLE WerlelliLEE el %y olll€ £rom,

and sends data to, the wireless interface 25 of the data storage drive
when the data storage cartridge 10 is mounted in the data storage drive

25 11. pPreferably, the wireless interface 25, 26 is an RF wireless
interface. An exampie is described in U.S. Patent No. 4,941,201. A high
frequency inductive wireless interface may also be employed, which is.of
sufficiently high frequency that the magnetic storage media 12 is not
adversely affected by the signal. Examples are described in U.S. Patents

30 No. 4,650,981, No. 4,758,B36, and No. 3,859,624. Alternatively, the
inductive antennae for the wireless interface are shielded from the

magnetic storage media 12.

The computer processor 30 comprises a microprocessor chip, for
35 example, an Intel Pentium chip arranged to cperate in a low power
environment, such as a portable computer, and the associated nonvolatile

memoxry 31 is also arranged to operate in a low power environment.

In accordance with the present invention, the wireless interface 26

40 and the computer processor 30 with the associated nonvolatile memory 31



cartridge may be used with different drives and host systens at varied

| ocat i o%ﬁgggsay be used with updated drives and updat egcg?(%ﬁog;b‘%esm ng

syst ens t he ‘security system may be managed and U to 10
change access to the data at any of the drlves by users Whl ch have
previ ously been granted perm ssion via the user or class tables in the
data storage cartridge. The security systemrenmains portable and vm'thi n
the data storage cartridge; 15 The wireless interface 26 and conput

processor 36e mounted 47 ethd Brovide a porpable, FEFNR CYSEYEED; tREs iR pﬁﬁtﬁlﬁnal
from the RRatdisebf@fe cattiidge IRt asmclEhgale | ve, samditpupissem3®yshpiid es

t he recei Ved‘j‘% &rﬁl’l tt“gmﬁ"&%ﬂ daggrg,;_%g%gr}:a%;ﬁél el Blbom8d bdrlartdat a

dermodul at of conversion <clircuilt verts the recei ved
signal to acpHRERYEF Féﬁt‘-'a%ﬁfﬂ:ﬂeyfﬁg“'lﬂh%"“ﬁ? cu?‘?“éntt SEFHE T 425 5Ot T I5F
t he sdevi cesxd:n;stlbel}d deperdemit agsonC elid rsecgpeityr ofjuibel datapeterage dcivedLlh@ngdhe

conput er gc & G2l T;sz:temt e Qﬁ& %.sdﬁgp q':ﬂnfééﬁr toe 1pa§'@£jc1ﬂag 3, vaDSM L3ERr  4Re

The recei véd signa rom ant enna 35 encoded, and data denodul ator 42
recei ves t Bartuicgni ™y EBdéﬁ?ds‘F’d:ﬁafm?freGﬁ?t %&ﬁ?%ra“gGh‘ifﬁd SYRADE e85 the
signal to peeatidasdaina Gaymel ssddowitic udatednpules procedatrd 8&a Dabeessing

signals fr C c n u At or
45gwh| ch e%g%‘%f]?“s OHRULEE, '%9 &%ﬁﬂtﬁgyéieﬁn Ry B ﬁl@ﬂlagre@ ide Qéé&dmesl

the signals for transm ssign by ¢ HP Q arlha ant enna 35
t o ¥%he RF Fhinger ages Y t? Hetegdrte 2EBrage e 05HVes0°y geﬁgbr?%ﬁfﬂé ¥focessor
30 is a pregedinuaby deeonpringed (FerBLSEOR VIGO0 NP |USiergoR chhRs G—pbtﬁﬁessothESY '
havi ng CO”}&%&?%&?&&@QL&H@QW a%goéje%urﬂ@g%é‘& &Eﬂiﬁsnpofﬁﬁw%ﬁagwmm
n

encryptio ecryption algorithm 38 and
aut hori zat FBﬁ/dé&?h%?ﬂngﬁt?a&ﬁfb@Fm tted act ivities algorithm 39. The
nonvol atile storage 31 is enployed to store user and class tables, as wll

35 jee expl ai nedpd hﬁ.r@@@é’é)llﬂtzézl'ﬁcétﬁ age J%u%&b@é%sarsﬁpaiéﬂ&tﬁhlem in
attached to_t he programab gﬁ uterggﬁgz essor

37, or may Eondri & RS ot he chtP na]'l’%rom Infes (%;%Io%s ek

e conp u ‘ef rea
progr am codetaregobeges St e ﬁndaonmpﬁtﬁqwltﬁ éPﬁa‘Feqﬁ%ﬁ%ﬂf pignal ke a power
conput er PLeERSS%n A rBhidTAY, Mr¥0tda She! EmbdulaR6r NIV ot bbeeTeBRVetsIdn

40 and | oaded i.nto the c roc ssor 0, The a 3 y
U0 01/ 35705 P RPIISRE the [rsBb Ao S o K FRBL UL, slbpSPtneenl®
pr@®essor 8urremt emylibe 44 Gppﬂleeftfélet ﬁ%?”@@ﬁpm dpe pﬁ%ﬁée%%‘?}’lagatcartndge
initiali Za&é&tﬂz@ﬁgrpawae Winceh&isy chdcBiftee pfocedsd@o¢OtHRUBLta AeASREA66T

30, empl OYl,R0 d1e, AR hIdUTLES: o8 49fOthgerSec%lvgé%&gLQP'f@otrtn@gﬁtyaolaattte
menory 31 cotrprl st ng at user
encoded, and data- demodulator 42 receives the incoming coded signal from
coupler 36 and demodulates the signal to provide data signals to the
25 computer processor 30. Data signals from the computer processor 30 are
provided to the data modulator 45 which encodes the signals for
transmission by coupler 36 and antenna 35 to the RF interface of the data

storége drive.

30 The computer processor 30 is a programmable computer processor
comprising a microprocessor 37 having computer readable program code
embodied therein, including an encryption/decryption algorithm 38 and an
authorization/authentication/permitted activities algorithm 39. The
nonvolatile storage 31 is employed to store user and class tables, as will

35 be explained. The nonvolatile storage may comprise a separate chip
attached to the programmable computer processor 30 and its microprocessor
37, or may comprise a portion of the same chip. The computer readable
program code may be stored in a nonvolatile internal memory of the
computer processor 30 or may also be stored in the nonvolatile memory 31,

40 and loaded into the computer processor 30. The algorithms 38 and 39 may



identifier for each authorized user, which may conprise a user synbol and
a corregno Hﬂ%ﬂ key, and at | east one permtted activity the user is

aut hori zed conduct with respect to the data storage -n®GTLBMNA266r ovi des
10 a class table in nonvolatile nmenory 31_which has uni que class identifier
for each authorized class of users, which' may conprise a class synbol and
a correspondi ng key, and at |east one permtted activity each class of
users is authorized to conduct with respect to the data storage nedia. 15
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No. 4,748,668. Accordingly, the user identifier conprises a user synbol 35

angs a user decrypbliidasfRdGEPURE | G-llYerm(NED 25950itRRG M Lhe qlsg§er
aut henti cati on, message fromthe authorized user that is encrypted by a
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enpl oyi ng a&gorz.%p:u) g.ng nXx%&gﬁyéec@ypet%onFil%orltﬂxJ ISHséor g&@t?org.ze or deny
the user activity, and transmits the user authorization or denial to the
data storage drive via the wireless interface 26.
25
Herein, the encryption/decryption algorithm 38 comprises any
suitable encryption/decryption algorithm which both provides security and
portability. Examples of algorithms which provide security and
portability are the “public key” cryptography algorithms. U.S. Patent No.
30 4,405,829 describes a “public key” encryption/decryption algorithm that
has become a defacto-standard, often called the “RSA” cryptosystem after
the names of the authors. An implementation that provides authentication
and allows authorization as employed herein is described in U.S. Patent
No. 4,748,668. Accordingly, the user identifier comprises a user symbol
35 and a user decrypting sender public key. When combined with a user
authentication message from the authorized user that is encrypted by a
receiver public key, the user is authorized. Additionally, with the use
of a sender private key and the receiver public key, the authentication

message can be encrypted so that, with the use of a receiver private key
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table 50 additionally comprises any class membership 57 of_each user, so

that the user may be authorized with respect to the class table 51 by the

25 user authorizatiom.

In accordance with the present invention, the class table 51 is
provided that has an unique class identifier for each authorized class of
users, and at least one permitted activity 64 that each class of users is

30 authorized to conduct. Preferably each class identifier in the class
table 51 comprises a class symbol 62 and a class decrypting sender public
key 63. The class identifier, when combined with a user authentication
message from a user of the authorized class of users in accordance with
the predetermined algorithm, authorizes the user. Thus, the user may be

35 authorized with respect to the class table either by the class

authorization or by the user authorization 57.

The permitted activities 64 of the members of the class may comprise
a separate entry for each class identifier and permitted activity that the

40 user/class member is aunthorized to conduct. Alternatively, the class



table, 4) read all entries of the user table, 5) add entries to the user

t abl e, E‘% chan e/delete entries to the user table, 7) read class entry of
10 the HOMUBS%3p) e, 8) read all entries of the class tabPET/GBpo/edales entri es
to the class tabl e, 10) change/delete entries to the class table, and 11.)
change the receiver private key. The perfitted activities 64 in the class
table 51 may conprise 1) 15 read access to data stored in the data storage
medi a, 2) wite access to data stored in the data storage nedia, 3) read
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to encrypt t he .aut henti cat L, onﬁerrﬁ(ﬁsage The receiver public key 72 is made

known to RS TEr E5ERJSE 15 gis and is mathematically related to the
sender 35 private key, as discussed in the 1668 patent, but_.the nessage
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t he sender een aval e and in the user
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who is tk@rig;g@é/kgg,ass menber. This is known as 5 providing an

aut hentication "signature". As the result, the user/class nenber may rely

on the security of the
The operation of a public key algorithm for authorizing access is

illustrated with respect to FIG. 5. The prefer:ed implementation is one

25 as described above which both allows an authentication message to be
decrypted, and also provides a “signature” assuring that the
authentication message has come from the sender. In one example, the
user/class symbol will have been sent. A user/class member generates an
authentication message 70. Preferably, the authentication message

30 includes the'request for access to conduct the desired activity, saving a
need for a second message. The user/class member has a sender private key
71 which is employed, together with a receiver public key 72, to encrypt
the authenticationsmessage. The receiver public key 72 is made known to
the users and class members and is mathematicaliy related to the sender

35 private key, as discussed in the ‘'668 patent, but the message cannot be
decrypted with the same keys. The message instead is only readable by the
intended receiver because of the use of the receiver public key. When
decrypted, the message must have therefore been intended for the receiver.
Thus, at the cartridge, the algorithm of the computer processor decrypts

40 the message employing a receiver private key 73 and a sender public key



portabl e security system nethod, and conput er r eadabl e program code of a
conput er o product, .of the present ‘i avention, which jdes in a 10
portabl e dg?glgg orage cartridge for nmanagi ng access to thei’gi}l’:ﬂlﬂﬁlpg‘sﬁata
storage cartridge. A state diagramof the pperation of the conputer
processor in accordance with the present invention is illustrated in FIG
6, and flow 15 charts of the nmethod of the present invention are depicted
in FIGS. 7 and 8. Referring.:to FIGS. 1 and 7, the 1n|t|aI|zat|on of an
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25 cartridge processor 30. As discussed above, the initialization
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I nitializingealfaigeecarttrtidgé. conputer provi des the user table to the
cartridge conputer processor 30 in 35 step 85 and provides the class table
in step 86, both via the wireless interface. The receiver private key may
have been provi dBESTEVIREERY, O 5he RETHH PPt IhEI CTBEFSB PFOREFBeihr ovi ded
in the initaatdriab¢onitbathe pidrent ninvieatiaat & cillusttdred pompbets, aahdilbhe
drive i's i néﬂ!ﬂ%%dof)fthkhﬁetrﬁﬁnpé ehb %eb@né LeReRon VD hephAdd HCHEBOR Q4266
11 Referring to FIGS. 1, 6 and 8, an authentication or an access request
is initiated in step 90, e.g., by sending. the user synbol, and the
cartridge conmputer processor 30 is initially in. an idle state 91. In step

93, the request h&é&&ﬁé@rﬁstﬁ%ﬂa pel @SS 1hihial { Ar8oR6mad danREoM:ded 5

to th t t I tate 94 d,
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initialization information is not encrypted, and is provided when in a

secure situation. The cartridge wireless interface 26 receives the
initializatioﬁ information in step 82 and provides the information to the

25 cartridge processor 30. As discussed above, the initialization
information comprises the user and class tables. The cartridge processor
30, in step 83, recognizes that the input from the wireless interface is
initialization information, and determines whether the cartridge is
uninitialized. If the cartridge has been initialized previously, a

30 message is sent to the drive 11 over the wireless interface, in step 84,

denying the initialization.

If the cartridge is uninitialized, an initializing drive or host
computer provides the user table to the cartridge computer processor 30 in
35 step 85 and provides the class table in step 86, both via the wireless
interface. The receiver private key may have been provided previously,
or, as an cptional step 87, may be provided in the initialization load.
The initialization is then complete, and the drive is informed of the

completion in step 89.



user/class nenber via the wireless interface 26. 10 If the user or class
menber is in the respective table, the conputer processor, in step 98,
noves t Y&UBFP399 and requests the authenticati on nessaBeT/GBONI42€ user or
cl ass nmenber. The conputer processor noves to state 100 while awaiting the
aut hentication nessage, and, if the nessHdge 15 is not received in a time
out period, denies access in state 97. In step 102, the authentication
nessage i s received by the wireless interface"26 and forwarded to the
conput er proceseberrify HASFIES.CUSSEEnabnVen ddtdenttithhind otain @apcem@mssage i S
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the user/efeF{st mﬁ‘é?be%lﬂut&su‘é’géae%d%}éerﬂaﬁa 2\':.50 aut henti cati on nessage

preferably includes a request to conduct one or npre activities. Based on

the permtted agtinui LdrSoPlc1kbs ntéasér Qs £k 338 rdspbb@ivangagike em%&%ﬁutetrhe
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access fromestaie 111 does tﬁg FeBtiTe d ecrypting Eilﬂ helﬁa? such
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t hr ough twsa&%reyﬁﬁ?mgké‘gﬁ *PeHiveT Rerete *SY IO PERIGYESS the sender public

key from the user or class table. In step 106, the computer processor
determines whether the user or class member is authorized. If not, the

25 computer processor 30 moves to state 97 and, in step 96, denies access.

If the user or class member is authorized, the computer processor
moves to state 98 and, in step 110, reads the user or class table for the
permitted activities for the user/class member. As discussed above, the

30 authentication message preferably includes a request to conduct one or
more activities. Based on the permitted activities of the user or class
table and the request, the computer processor moves to state 111 or to
state 112 to grant'thé permitted activity. The permission to change the
receiver private key will be very limited to a.particular user or to a

35 particular class. .Thus, the grant of the permitted activities of state
111 are transmitted in step 114 to the drive 11 over the wireless
interface. As an example, the requested access from state 111 does not
require a decrypting key for the data, such as changing an entry to the
user table. State 112 is entered only in response to a specific request

40 by the user/class member, and, in step 114, the decrypting key foxr the



the conputer processor 30 in the portable cartridge; and wite access is
controll lly in the drive,. which nay be under the | cal cantrol
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via said wireless interface, I ning sald user authentication nessag
with said utRre3FRASHETFIES f?‘bdrnm%ﬁl‘ifrﬁg’e‘f Ussht TP A HOr! Fantet ket ¥ 5‘?8
pr edet er m neckegkguor ithatndaga. aut hori ze or deny said user activity, and
transmitting said user 25 authorization or denial to said data storage
drive via said wireless interface. 2. The portable security system of
.Caiml, wherein said wireless interface conprises an RF interface.




30 3. The portabl e security systemof Caim1l or claim2, wherein each

sai d usg g.gﬂ,tslfler conprises a user synbol and a user decr ting key
wher ei n sal User authentication nessage conprises an enf ﬁﬁ ®r

aut henti cation nmessage which may be decrypted by samw key,
35 and wherein said conmputer processor conducts sai onbi nation by
decrypting said user authentication nessage by sai ;ﬁgﬁ mjm key.
4. The portable security systemof Caim3, wherei H"”#Wpti ng
key conprises a sender public key, and CEMSei n sai d 40 préde’f erfm ned

al gorithm conprises a public key cryptographic algorithm This Sheet Has

Been Repl gced RONES ! I
N R e s R e A IS B CAC T
4, wher e. ﬁtgﬁge gReridggy fehd [ BER i TRTAES §a§%f=1=’§e e*r?é’ﬂygt%abiﬁ%ag% gdia
prisvat e ke&gratdbring @daes Eir r¢adiviitrek aycesanty wheser Rfsaidhtpuiddragk @¢ive

crypt ogr apLe (2,004 {HNIARCENY Seoidh hliSE! b 559415@@1: Bfen

enpl oying a receiver private key and said 5 sender public key, reby said
user aut hEATREELPHN nessage is known to have cone fromsaid user. 6. The
portabl e secur iat yisjesennbbravy onmted inheaist poektlg ddtal REoragehireridgai d
conput er REPGRISHL;x) #S&;wetramn? s 212 @ﬁﬁe%ﬁcéén\éhké etﬁtQOHPr 5381 %até%tBLHéea' ity

of permtted activifies, selected ones of which each of salid users may be
althor i ze@*Hts ¥BFRITCETtEL 1R i?éflrﬁatttaeﬁt‘iféﬁﬁﬁrtl"’%s ﬂ?&rrprl sing 1) read access
to data storedai copaier gabeesionr agataddinagaid) porwatile dtaessorage dataidieor ed
in said daha c%hgiég@or@ﬁaawﬁ&legsqﬁtamcusesralan&&ag,ueér %«}b&lesgs%gsovie@%%y 4)
read all entrie user table ‘?}é‘gdd entries to's user table,
and 6) chéﬁb‘b/"&éf’eecsé b‘?ﬁeFF%%e t""Bds’%ﬁcal and, Fransmttang 4t SApPE S8R i ty
system of seemagendriok Yive spi@csdeirpscintientace wheikicameetied PRTEEt®r hgvigeessor

user tablg mem%sc&:p&eamd@he ﬁ&fseya fuaiqueeasar &aeﬂtm@e #qdepidd i er and
said permtted ac& user aute%rl zed. to _cqonduct. 8. The

portabl e SBTAPFLESS 48t earﬂﬁo?t alﬁas%r?@eo‘femf‘%t 2GR, B RPN IS sai d
conput er prekexdzest tes@ndllablvetémpﬁsfe:frOaS%@pé?@t ételrﬁgteymﬂﬂa esroiid ussx d

user |denaaédtalf;elsawﬂexer&bﬁym‘eanwdhsarts;eal duthaheh qael 6h tdeBSagtC Ebont lshes 25
sai d user au%xo% L4 ru'séé‘cint 9«:&%\%& it Sa? d%%%.%t?x'eﬁ %%éhtn}’ B 3} emof any

one of the préce cessér a I'onal |y
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messages from said data storage drive via said wireless interface,
combining said user authentication message with said user identifier from
said user table in accordance with said predetermined algorithm to

authorize or deny said user activity, and transmitting said user

25 authorization or denial to said data storage drive via said wireless
interface.
2.  The portable security system of Claim 1, wherein said wireless

interface comprises an R¥ interface.
30 -
3. The portable security system of Claim 1 or claim 2, wherein each
said user identifier comprises a user symbol and a user decrypting key,
wherein said user authentication message comprises an encrypted user
authentication message which may be decrypted by said user decrypting key,
35 and wherein said computer processor conducts said combination by

decrypting said user authentication message by said user decrypting key.

4. The portable security system of Claim 3, wherein said user
decrypting key comprises a sender public key, and wherein said
40 predetermined algorithm comprises a public key cryptographic algorithm.
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30 10. The portable security system of any one of the preceding clains,
wherein said conputer processor additionally conprises a class table

conpri si WP e351Bast a tifier for each autPol/CBAHIEiGss of
users and at | east onsmlllmmmnmﬂm“mrty said class of users is 35

aut horized to conduct wtl respectstc said tbat a storage medi a, said class

I dentifier, when conbined with-a user authentication nessage froma user

of said authorized class of users in accordance with said predeterm ned
algorithm gut ho&-jl@qs%raatbxk weQizit@nsystrra wlsih ¢, Competior sgitdovsss or

addi ti onal I% td’i’e on I’t%%gl '}‘/é ng gal deés{ o erl%egt é&.ﬁeko&lqgggqgg,saﬁd qu_,§@é1qe4_.10

dat a storag V a Sal re ace, |n|ng sai d user
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LETIEL 11 1 gdda hggpqutmceee&ﬁ meksddel b Ibyl fig atlirheatverapiiontateyaged watd
said _class |de t' LA %{ Ay %ﬁ%ﬁeb&l a5 La %% %ukﬂenaegexaﬁagssayet fe 38ben to

predéterm ng “fm ?36 a ze ofr ny sard class activity to said
user, and thmwmlfﬁ@msﬁlé BfeSs aut horization or denial to said data
storage drive via said wireless interface. 5 11. The portable security

systemof Gpaim 10 MELEID 38LA HOIPHLATor RCERSEE URCE-IARLEs claine,

addi tional |y conpri ses any ass sai d user, wherein
said user nulyelt?énaﬁﬂlh’oFP‘ZIétF% PYPCLERFeBEeY d:‘%’?a? PETLELE RHIVAtLTT FEPPTHe a
sai docl ass puihQrtzals permitthy amiditiee; sulieboed 2abi orf whidh kdch Hfesaid
portabl e Seellld %! Slitl-ibhd!dd é&,&ﬂct%aum gl WBES GlBidlds CARPLLEL

processor user e an sal class t ale ermtted activities nmpri se a
plurality oR) pmefi easFsaee idate| wored difefrit BRR SToFaghMERiTadh w%‘ltes%ﬁc&ss
users nay beoadthostared i® @aadith, stehde pediia tVdread ithetuses d8:xnyonaprsagding
1) read accgss ttgbf'@tgﬁwa[aeqli nosaidh @9%@ Qéég%aﬁf&“ 3) 24 ek Braasse

to data store in sai aasoragemla read. al l entries of said
cl ad$ tabl evsey taBteedPf ¥s PIIYFE e §§t"fl§5I B° =349 WP THARgel del et e
entries to said class table. 20 13. The portable security system of any

preceding chai m puher el by fdisdou il asideahesk Iaaysaiedoﬂaéx@ St&cagsy gl S
encrypted mhereln sal d conp ut er FFOCGSSOé?gier tabl e pern1tted act|V|t|es

conpri se at VPeERdP 1319 é&?P‘&fEe%"s"ce PR %f%‘ﬁrtsaﬁsdaosaelpﬁrﬁ FREE for
medi a, and wheh edand Saiegt Udmrtifirhend i perimdrtshipdt ey sideyser is

addify onal | ¥, GHMLLEES Bofyption key 25 for said encrypted stored data.

8. The portable security system of any one of claims 1 to 6, wherein
said computer processor user table comprises a separate entry for each
said user identifier, said entry comprising all said permitted activities

25 said user is authorized to conduct.

9. The portable security system of any one of the preceding claims,
wherein said computer processor additionally comprises a nonvolatile
memory storing said user table.

30
10. The portable security system of any one of the preceding claims,
wherein said computer processor additionally comprises a class table
comprising at least a unique class identifier for each authorized class of
users and at least one permitted activity said class of users is

35 - authorized to conduct with respect to said data storage media, said class
identifier, when combined with a user authentication message from a user
of said authorized class of users in accordance with said predetermined
algorithm, authorizes said user; and wherein said computer processor
additionally, upon receiving said user authentication messages from said

40 data storage drive via said wireless interface, combining said user
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14. A data st or age—<art+i-dgeforstoring data for read/ wite access by a
user %89 zStorage drive when nounted in said data storage drive,

corrprl SI ng: dat unted in sai d data sPETATRO0/0466 | dge
ror" storing said SUNMIRIMNTHIONGY v i acccss, i Peress nverace
mount ed in said port'abfe dat'a st orage car ri dge for recei ving power and
data from and sending data to, said data storage drive when nounted in
said data storage drive; and 35 a conputer processor nmounted in said

port abl e duthensicrtige vemsegs Njeh Wid einrsl édentdfiey drom seidstasatwadbilacin

sai d COWDH&éifrdihe@Qﬁ.&ErsdiaV\@f@dt&yunE&iad.g%:[tﬁineﬁs d.tﬂh@fifz&cer mﬂyrﬁi@ ving
and transgLld nd. fdate Lo 58k e8! QnaSLALAAE AL LM 8154 duil el o5s,

i nterface; i d-¢ Eft processor havi ng USer e conprising at°f east
a uni que ésle’rall d%rﬁail\dl ‘éﬁftaf sforage hﬂrweamtahéﬂé é’érﬁ%?@ls %ré?cel -east one
pesmtted activity said user is This Sheet Has Been Replaced 11111111
1121121 sy~ I i |l ! 04266
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al gori t hm_,aut Q%ﬂe’regy s%%dclﬁsrauﬁ&&ag@g@?%% Q6 GRRQ adt 3861 M1, Sail d
user aut hentication nmessages from sali ata s¥orage rive via sal

witPel ess interface, conbining said user authentication message with said
user ident2fi erhé rortalsiel sedisety tsybten iof elior l@reecldinhisawlepsiadesnt M ned
al gorit hWLén%thPtﬂREégs%roﬁs&eQXbl%akﬂi b3k AGkEVidnie O;?ém&{an%@; kg, sai d

user authorization_or denial to said data storage drive via sald wreless
10 i nt er f SO®T14% 2 Phuraddty <t BPEYETEhACH i o8¢ sella?’?ﬁdiﬁneﬁ/\ﬁér‘gilﬁhs%ﬁ‘d‘

W rel ess of maddf@eesosypbe sathanizRE tnkcendwte. sdist p&mithed dativizties age
castri dgecaxpr@gmgnl%&a Q&gm é&aaf\.fmrtsféa qacamsaad. WE&Fagk ALl | B

conpri ses use ecryptin erein said_user

aut hent i c‘a‘f"lt&n ‘Fféegéa@% d&B?‘rﬁ’ltPé‘% "3nsae"r‘ilc¥5 ég fl’s%r'“e"a‘ﬁ‘t nEPeh3dn message
whi ch nmayetrrigecesy patd] cByss Frtlusél aidceyptieagtkepid cdass wabklei andas)d .
conput er  giBgeElets OHINELS toakad acerdusnainien by ' 20 decrypting said user
authentication message by said user decrypting key. 17. The data storage
cartridge of Caim 16, wherein said user decrypting key conprises a sender
p@Blic kel athWeFWesﬁcdrb%e&HWﬁe@Y preceding claim, wherein said

data stored in said data storage media is encrypted, wherein said computer

processor user table permitted activities comprise at least 1) rxread access
to data stored in said data storage media, and wherein said user
authorization for said read access additionally comprises a decryption key

25 for said encrypted stored data.

14. A data storage cartridge for storing data for read/write access by a
user of a data storage drive when mounted in said data storage drive,
comprising:

30 data storage media mounted in said data storage cartridge for
storing said data for said read/write access;

a wireless interface mounted in said portable data storage cartridge
for receiving power and data from, and sending data to, said data storage
drive when mounted in said data storage drive; and

35 a computer processor mounted in said portable data storage cartridge
and coupled to said wireless interface; said computer processor powered by
said wireless interface and receiving and transmitting data to said data
storage drive via said wireless interface; said computer processor having
a user table comprising at least a unigque user identifiexr for each

40 authorized user and at least one permitted activity said user is
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al gorithm conprises a public key 'cr\zot ogr aphi c al gorithm 25 18. The data
storage cart r| d e of Caiml7, wherein said user authent ké@}d % sage is
AR

encr ypt e‘H d a receiver public : erein
said public key crjmll'”mmm mnjm thm qgcr ypts said user authentication
nmessage enpl oying a ¥ ecel ker#pre#vate key and saic 30 sender-public key,
wher eby said user authentication nessage is known to have come from said
user. 19. The data storage cartridge of any one of clains 14 to 18, wherein
sai d conputiehopirzedess Gondeey waatblnsspecmntpt%%}daé%ﬁa/is??@ecmﬁﬁai'séa’éi 38er
plurality %Enp@flh@rt tﬁgé,ae&mmhaa a&thselm&eahmﬁemhm inelbsape froh smaid
users may be_aut hqrized.to con C g

1) read a@d’éggr‘tz&%d‘é?eef PorEq rl f cse aw%jt dat g@%&t%%%&@eé %lg%ﬁk?évﬁ ?%%rxjacﬁz%:iss
to data stsiéduser;sshid Gaw%rmlm}esa@dﬁace%?nﬁe%&dt WeeT, 2uFheRtiFEISE sai d

‘usef tabl Qnesélgéseagoxﬁﬂslalarkiartlaest&fagsadﬂvuseia tabd erirblesadinenttates to said

40 tabl e, and 6 lete, ent - oL-ahl t
s Boen REBPLEEN PEIA FPRT IREPRISERFN PEETH "0 07 E‘ig%a%&c-?‘fe%%%s 5396

11111111 idalil| wisek] talld fihp| dcdopdance] with Radd zrf.edqffféma%? gOrLY® Bartridge
of any ongRhofiRl B8 dehyt 9aikdusdh QeCivityS aduth eamuﬁetngr essbss@eruser table
conprises a separate entry fqr, each Ld.user . Li$iLhadd,iS81dk
permtted aé‘f‘?’?@ﬁ T ﬁlérélraq'l S al?tlﬁo%%zea % conguct:LaL 5%%1. The data
st®¥ age camterfrpre.of any one of clains 14 to 19, wherein said conputer
processor user table conprises a separate entry for each said user

i dentifier,_sai rd sing % dopen i thede actlyitigsiesai d user
i s aut hor i Pad t%‘ con‘% 8 i fé éLd&ag astorage Cartri dge olf a?ly one of
clains 14 %f&ezliacewﬁmﬁﬁessaa‘i &Fc’d”rFﬁﬁf%ﬁ'e processor additionally conprises a
nonvol atile rrermry storing said user table. 15 23. The data storage

ridge OB Ofs tskfééféaéézbfdge 2% cY&( ek or S@hth qgrrpa.ﬁe%upréaeﬁssor
ad 1 tional y conprlses ass lle conprisin | east _a uni e _Cl ass
i dent i fi ers¥igr uearc AderhifdeT FOBPEIESs2 &seﬁs%‘?‘?° r?d‘daf‘ uﬁe§a§?°‘8’ﬁ’§q?)‘brkﬁ?' tted

activity saiefteth amsdofselsslithensi@ittihomiezedgd @onprickest an encrypted user
authentication message which may be decrypted by said user decrypting key,
and wherein said computer processor conducts said combination by

"20 _decrypting said user authentication message by said user decrypting key.

17. The data storage cartridge of Claim 16, wherein said user decrypting
key comprises a sender public key, and wherein said predetermined
algorithm comprises a public key cryptographic algorithm.
25
1s8. The data storage cartridge of Claim 17, wherein said user
authentication message is encrypted by a sender private key and a receiver
public key, and wherein said public key cryptographic algorithm decrypts
said user authentication message employing a receiver private key and said
30 sender public key, whereby said user authentication message is known to

have come from said user.

1s. The data storage cartridge of any one of claims 14 to 18, wherein
said computer processor user table permitted activities comprise a

35 plurality of permitted activities, selected ones of which each of said
users may be authorized to conduct, said permitted activities comprising
1) read access to data stored in said data storage media, 2) write access
to data stored in said data storage media, 3) read the user entry of said
user table, 4) read all entries of said user table, 5) add entries to said

40 user table, and 6) change/delete entries to said user table.
-
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with respect to said data storage nedia, said class identifier, when 20
conbi ne?‘, d\iid813 USer authenmtication nessage froma user of said authorized

class of users in th.said predetermnned al gBFT{GRIPOLG6 hori zes
sai d user; and vvhe mﬂl &mm} Hm progegssor additionally, upon
receiving said use nmessages fromsaid data storage drive .

via said wireless interface, conbl ning said user authentication nessage 25
with said class identifier fromsaid class table in accordance with said
predet er mi Hed afRfoPREMMASCHHUCRBTTEES T 8BNPPEaPH TRERS 14cE9 21 ywheg=dmi d
user, and saianemm:téngamédsm assr asbhlworbammtisen Drsegenital edtaysedarl edak a
storage driM@ Y S8bskiwiLe!58Ssdiat SLAACEea Ie 2yl DL HALE, %.Eoéx%lgx%nzed
cartridge of Claim 23, wherein said conputer processor user

addi ti onal ¥ SB¥H5*i-ses any cl ass nembership of each said user, wherein
sai 8 user may be authorized with respect to said class table either by

sai d cl assyaut hﬁfe‘ éﬁéé %@oﬂgeb)fa%‘lggél%%raﬁ}”oﬂgréfzéﬁ.h% 1353:0259 e dal a
storage cartr wher ei n sai d nput er processor

i dge
iser Dapl i ReT RIS PeFoFI GHRRLERY 4 PERAToCE LS SR ol | Ly
of perm t tsaddaedsry iiderds fign| esid @nbriesonprising lrldashid perwixited uelgitiey be
aut hori zedsalia dugtauchalikeRCtdlicbh@deactivities conprising 1) read access
to ,data stored in said data storage media, 2) 40 wite access to data

fed in said data storage nedia, 3) read all This Sheet Has Been Repl aced
FETLITLT] 1321 | |The| g3ty ISF?#agﬁD:m#Q@‘EFQQf Ral CROQL04Y6irs 14 £p]131 Hiherein :
111111111 %ki@Nédmp@Ee® prédédbot| fRiticRLey hnpatkbsCAtAdn0814td1d Ahethot) 2SS
tabl e, and 5} chan e/ deI EhSe entries to said class table. 26. The data
st orage cartrlc?g any oneg of clains 14 to 25, wherein 5.said data
stored in said data storage nedia is encrypted, wherein said conputer
prosessor asser Mhabifcapetstdgeechraeiags bE &ﬁlyCefﬁ)l’deEIﬁ.'&ns|Bﬁ&B iﬂ wﬁ@&dnaccess

to dat t d t
0 data stQLg ?gmpuééé rggés%o:s. s |Olr']|§f|:[ e g rce.‘l.a.gI staﬁ!'bge om

aut hori zatl on sai § read access af rses a nstmg ey
for said €8Pyt BBt FLRFsdAfeptiticy f?r %Cﬁef‘i‘fé’ﬂrﬁﬁd prasFi ef ereaS p?é'ﬁ’tﬂ‘bl e

secur e i ntleagtacaet p)emldeécaastmzagesamaclarssdgﬁ useas disdabtthoziesdnge omabéet dge”
havi ng damtﬁt@ssg@t regdgadf 8ita SEOLIROndALE {0l LRAd xxﬁéﬂfﬂ;;eﬁem a_user

of a data storage drive when nountéd In sai d data storage
wi %l ess iR cEL TR antReF PRFREBLCASICOD SIEEERT® FISt & LB é’ﬁesac‘&r ?‘r“ihd’gbzefdor

recei vi ng Ppeserfanskmala fccorjance with said predetermined algorithm, authorizes

said user; and wherein said computer processor additionally, upon

receiving said user authentication messages ftom said data storage drive
via said wireless interface, combining said user authentication message
25 with said class identifier from said class table in accordance with said
predetermined algorithm to authorize or deny said class activity to said
user, and transmitting said class authorization or denial to said data

storage drive via said wireless interface.

30 24. The data storage cartridge of Claim 23, wherein said computer
processor user table additionally comprises any class membership of each
said user, wherein said user may be authorized with respect to said class

table either by said class authorization or by said user authorization.

35 25, The data storage cartridge of Claim 23 or Claim 24, wherein said
computexr processor user table and said class table permitted activities
comprise a plurality of permitted activities, selected ones of which each
of said users may be authorized to conduct, said permitted activities
comprising 1) read access to data stored in said data storage media, 2)

40 write access to data stored in said data storage media, 3) read all
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and sending data to, said data storage dr.ive when nounted in said data
storage drive, sai-d-data—storage—eartri dge having a user table conprising
at | east ™ Eﬂi’e user identifier for each authorized userPGHEBYVO4E0, ¢

one pernmitted activel I Hﬂllell’aut horpzed to conduct with respect to
20 said data storag |dent|f|er when conbined with a user
aut henti cation rressage from sai d aut hori zed user in accordance with a

pr edet er m ned al gorithm authorizes said user, said nethod corrprl sing_the
steps of : enseissyiofigsais glafkerabia héhﬁ@aﬁ‘%ﬁ%e%%é@ég G425 25t 5)
storage 2@hdﬁ¢é/ﬁie\1éee sakeied £el@sa éndsar £alsie. conbi ni ng said user
authentication message with said user identifier fromsaid user table in
accordance with said predetermned algorithmto authorize or den%/ sai d
user ‘actividfy;, e S SRPTATeNEREELAIUSEr oY, WEr P2 PO 3 HRFPal “RG LR d
dat as st or agaid Jdhtar ktdred fn Salid dsthebeaage Megiihate en2yptide whetrhod sefidCl ai m
27, wherein %g&@ers g&&&%@& d(f‘l@néibfl'ee%%ﬁﬂ@éd $@8ivikids eéomi,wpévlataﬂ@g& yper

decrypt| ng e rein said user entication message_conprises an
encrypted s8R agreRentq datz Gforet dagerithAete FEf* 1 38 ’cf'ecF?‘b TR SAFY
user decrypisbagadtaysnﬁtdom/rm:rresa$aedd Geressiadgisiceplly copprises decrypting

sai d user b@m 7} pesgaagg%éga deUS&L aafecrypting key. This Sheet
Has Been Replga (Tof‘ }f)l P L1 V\D 01/ 35193 PCT/ GB00/ 04266
2213900 trrerr rrrrr 1111111 101 19 S 29, The nethod of . O aim 27 or

Claim 28, wirer eimmeehat foerprdetdingt & ngpricelyle cenprs setexfagenter gatd istokeae,
and wher ei n. 9@} fhqar, egﬁtaeas@mdo@éggommg&mgﬁé ed smébhg@ e8Ya for

cryptographi ¢ _algorithm nmet hod™ of C al ein id user
aut hent i catsit8ﬁ"’|‘ﬁ3§§'éﬁef°|rsreaéil'{8f’y"[ﬁ BECHY g Y SoNEET | v atté Eé‘i/ragﬁdg’é”e when

recei ver. pwibhisd keysaithdrei stexage dpuisl | ankeyvirelsse gimaghfaceahgentiedhin
deciypts Saéa@d%taﬁig %BL'&%&&&D caPBSi3g0 e HRE &Y IVAEg dwRE Cinde Bafi |f¥'3t¥te key

and said s e ere said.conbining step cg
decrypting aé’g ’Eﬂ‘@? ‘%LYF é?rt |58%1? |d\§‘,£ 1ﬁ°ﬁ%§séﬂgrév S8 eggll\?ersaprl va?e key
and sai d setdergpdiive keyd daherstoyads ghytisior mlﬁerﬂ %am@blﬁe%@wgesm

known to haue: &R al eigus AlddrUs@int 1 £ Bk fIheamtmoeizwys@manafaallaam 27
to 30, mhereln sal, ri ses

| tt
activities,®™8eP? ex&“["gae or?ggl‘f)lft%yv\ﬁal ifer 3% 7t ry‘"r‘eaé ltgy°°%d“§€|wqtﬂ tedo

users orlzed
to &bdnduct salgagq;ape¢qﬁaggegpq§gt|qﬁ1g|gggr 1dent1f1er, when comblned w1th a user

authentication message from said authorized user in accordance with a
predetermined algorithm, authorizes said user, said method comprising the
steps of:

receiving said user authentication messages from said data storage

25 drive via said wireless interxrface;

combining said user authentication message with said user identifier
‘from said usexr table in accordance with said predetermined algorithm to
authorize or deny said user activity; and

transmitting said user authorization or demnial to said data storage

30 drive via said wireless interface.

28. The method of Claim 27, wherein each said user identifier comprises
a user symbol and a user decrypting key, wherein said user authentication
message comprises an encrypted user authentication message which may be
35 decrypted by said user decrypting key, and wherein said combining step
comprises decrypting said user authentication message by said user

decrypting key.
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conprising 1) read access to data stored in said data storage nedia, 2)
wite access to data stored in said data storage nedia, 3) read the user
entry oWQel/is19%ser tabl e 4) read all entries of said usetricBdoReeg) add

entries to said us r hange/ del ete entries to said user 20
tabl e; and wherei n mi! ﬂ H'E step3conprises transmtting
aut hori zation to conduat d said user permtted activities said

user is authorized to conduct. 32. The nmethod of any one of clains 27 to

31, whgr eltibf sai ﬁayg.eehaaabk euazéta?ogprdltaeﬁ zfe sep@;reahesﬁat fiYeod taﬁcﬁaﬁfia ?&é}

user identifier and sai mtted actiyvi is authorized to

Conduct - | dTITHEL Ao Hies FEF IRVt (T TRty POREEF oS T d chm

i denti fyi repmpieR Sepulid e eyt e@zptastafmm@sormm -sai d separate entries. .30

33. The nethod of any one of clainms 27 to 31, wherein said step of

proyi di ng I d ser _{al |l e es .a_separate entr sai d_user

i de%t ifi erﬁasal % rylac?)frrp%(ril S| r% al erse’a’lgcfmE rtte 'Yhe 1‘{?%? PEEERYE Fer

i s author |eZ’é’m*€chbthJ€Fndq}hHrW?éPe’qu anad & FFWRHRW@CM mev-nowa-ldl y.

conpri ses guent ikey Bﬁrp‘ih aéfkptﬁﬁﬁral?efﬁhht @@E@?Eé \Bahhﬁﬁsefrrmﬂh%ﬁi::d:étS.Sﬁ 35 g

separate entry 34. . The net of an of claim 0.3 erei n sai

dat a storg%e %arth Fgeaudr ?Jbvﬁz]ipl?r%égrrgcr ses‘l &3¢ assegd A uglc\(l)\%p?’r Ny at
g

| east a gEn @P&%s""i‘“ﬁb‘?ﬁnﬁf P FOPTAAeH d&a‘f‘mipieﬂlél%ﬁ?sf pithensicatiod at
| east 40 or@sffs Byt s£id aeddivet privawd kbASmAOEaildSéfderSp@liBOkdyZ e dnéfeby

ConSuct s N pREH SRR AR LSRR i b b b i T v

said da~, a-'storage nedia, said class;::dentifier, when conbined wth a
user aut hexti catheonetregsa)eny rand af WeimOR27 s doauieoeiw adidlwes edbieusers

| accor dage-iidsha SAda PGSt SLTR 18 @rfétgsar L10 c AU, NOLIZ eSS Sl o#' SR en O

wher ei n sai d’ conbi ning step t1 0na npri ses, gon recelving sard
uskt aut h&RFP 2h Bl l’r‘€§§%1(j‘é§ lT“'r Gﬁ?}é‘ﬁﬂe %’P&F%{géaa iRFEETYPepds aptivities
W rel ess icotprisiog, 1icordd rancngsssaocﬂanaestce:aﬂhenbamwaw gressgy @edid h 23ai d

class idenkkil @lccbidMosaid cti3e ixal;!a@alaatacsc&wém@am t8)SAl{ the user
predet erm ned al gg?rlﬁlthmto thori ze ,or dené/ said S activity to sai d

10 user: SR WTEr g8ey AP eris tTPAP S BRI oF Sﬁé I‘Veﬁo‘ff'ﬁ’rlf"s add
transmitt iepgriesaicd sdidsweseautaidel zand 6h dhangefdedete entyied tHatseidtesexge dri ve

Vizo sai d table; and wherein said transmitting step comprlses transmitting
authorization to conduct the selected said user permitted activities said

user is authorized to conduct.

32. The method of any one of claims 27 to 31, wherein said user table
25 comprises a separate entry for each said user identifier and said

permitted activity said user is authorized to conduct; and wherein said

transmitting step additionally comprises identif?ing said user permitted

activities from said separate entries.

30 - 33. The method of any one of claims 27 to 31, wherein said step of
providing said user table comprises a separate entry for each said user
identifier, said entry compiising all said permitted activities said user
is authorized to conduct; and wherein said transmitting step additionally.
comprises identifying said user permitted activities from said user

35 separate entry.

34. The method of any one of claims 27 to 33, wherein said data storage
cartridge additionally comprises a class table comprising at least a
unique class identifier for each authorized class of users and at least

40 one permitted activity said class of users is authorized to conduct with
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wireless interface. 15 35. The nethod of C aim 34, wherein said user table

additio :leﬁﬂégncpﬁmhber shi.p of each sai d%’ﬁi‘&se*’-s"f}@%‘mer ein

said co step additi thorizes said user w to said
class table either ﬁ‘“ ﬂ!ﬂ % “@Fhori zggion or by said user
authorization. 20 3¢ L Caim34 or daim35, wherein said user

table and said class table conprise a plurality of permtted activities,
sel ected ones of which each of said users maz/ be a thorfi,zed 0 con uctd,
sai d per ni weeeectate spif| AEAGHIRNETE| PRAE) FHACHEESRG ot a YeTdrEd 1 h sai d
dat a storag@tk UBEH autRintitatoraneesyet Sraabausrorthaid autindrizad ciren afe
medi a, 3) rgad 4all %@-h&kc%srgé}r 3344 ;&leﬁéts.eztn&m:@ alddrAaeh, efltHoeszd0 safd d

cha e

users 3in C )
cl ass tabl 8¢&hd %3 nge ete entries to said class table; and wherein

said tran®#f¥ting step conprises transmtting authorization to conduct the
sel gcted sai d usaersiidsai dombatiagperey boditiandllyi comrises d upserreceiging
authorized to,condugt, 3 106, %EQQ&LSOEréH‘)éaﬁ dak @l Sordde (136 vithgs&d N

sai d data sstatzicrleu o sal dicaata storage nedia is encr%/tgtgzeld wher ei n.sai,

step of provrelefg irterfache FORRIRIAT pA P52 UATViE CRSA5AIS S8 By A% ng
at |east 1l)ikeedddhtiFieestronOsdlial aladsotedld Anseicbrdaice with @gédnedi a, and
wherein sai deééteﬁq'[nﬂied §5 08 Thh t N Du SR 4 26 G adkl AQfd ZakkeMdtati SRitd 56ad

y

access addiftIona conprises transmtting a decryption key for said
enckypt ed ¥E6Feddata. This Sheet Has Been Replaced 1111111 111111 1111 111
1111 WO 01/ 35293mPeHinGBa0] @4266nitRin3Brep aidipinreil 1y ravgraingsr btaramitsiagl e

wth.a pr O%ragHT%Q'ss_aQ&ng%l&io&r&P&&ﬂ% bARg £RHPsHREgE aRdab! B PERGT M
code enbodied therein for providing a secure interface to a data storage

cartridge, “&&rILSSpifGEEATHDl e conputer processor mounted in said data
storage cartridge, 5 said data storage cartridge having data storage nedia

for,stori nggdat aytofecnbasy Wibif 3aCCRRS DY AidlSRerOfaiedadaicibaiiage drive
when nounted in sai ata storeg%%dri Ve, and.(g wireless i r;_:tee;lfsaclg mount ed
in said porPIBTFedaty SLitt AGEPEEPLY iHgEFb P L EERTT fGpowerT At Gata from
and sendi ngotibtmingosteps addl tdanal 1ot anthperizes vaidvear idht Bebnest st ¢adkdit a

storage drijgss Sabdle 11 tGOMBY 41 D04 A LKA BEE 1 ROBP HyS kil ueeFPUL er
r eadabl e program code whi ch causes said progranmmbl e conputer processor to

provi de a F¥EPOTERFE  conprising at |east.a uni que
- 20

36. The method of Claim 34 or Claim 35, wherein said user table and said
class table comprise a plurality of permitted activities, selected ones of
which each of said users may be authofized to conduct, said permitted
activities comprising 1) read access io data stored in said data storage
25 . media, 2) write access to data stored in said data storage media, 3) read
. all entries of said class table, 4) add entries to said class table, and
5) change/delete entries to said class table; and wherein said
transmitting step comprises transmitting authorization to conduct the
selected said user and said class permitted activities said user is

30 authorized to conduct.

37. The method of any of claims 27 to 36, wherein said data stored in
said data storage media is encrypted, wherein said step of providing said
user table permitted activities comprises providing at least 1) read

35 access to data stored in said data storage media, and wherein said step of
transmitting said user authorization for said read access additionally

comprises transmitting a decryption key for said encrypted stored data.
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user identifier for each authorized user and at |east one permtted

activi tw(ﬁ@bglﬁser I's authorized to conduct with respect_to said data 15
storage nmedra, said user identifier, when combi ned wi th BCT{GBP0/04266

aut henti cati on nessage from said authoriged user in accordance with a
predeterm ned al gorithm authorizes said user; conputer readable program
code which causes said progranmmabl e conputer processor to receive said

user authentication nessages from sai d 0 data storage drive via said
W rel 655 Bt or RatTeLER SAOET™T BETEBF S BFSD BT cb FE T ER- L OB, |
pr ogr ammabrecessonhaving propeesoreddebls mypgrans apde wwbedizdt thereis afdron :
message Woldhi%ghg a He&kre gRUrrbie o § QRS Atdri§E catBPigel NedgCcor dance with
sai d predetermﬁ%@‘1 al gorithmto authori zg or deJ;% sai d user activity; and
25 conput Bf°F& ee°?i&’8§?’érﬁr88%ses°\fh'['%’ﬁ‘tﬁ UEe B34 P A5GF M ERT & 198 dnput er
pr dcessor saigl datnsirprageaicdriusidge daviny idab sbarage dedialfor stoginy ddba ofor :
storage dpidywyie a8békaMol el @88y idht £7daRaCatdrhbd Idrhvd Lhid Induntbd ikl Lida ||
TS C 8 IS8 P PEoN 0B PG00 AL i tddd 4L LI plidanhl  daea
storage cartridge for receiving power and data from, and sending data to,
said data storage drive when mounted in said data storage drive, said
10 computer'program product comprising:
computer readable program code which causes said programmable
computer processor to provide a user table comprising at least a unique
user identifier for each authorized user and at least one permitted
activity said user is authorized to conduct with respect to‘said data
15 storage media, said user identifier, when combined with a user
‘authentication message from said authorized user in accordance with a
predetermined algorithm, authorizes said user;
computer readable proéram code which causes said programmable
computer processor to receive said user authentication messages from said
20 data storage drive via said wireless interface;
computer readable program code which causes sald programmable
computer processor to combine said user authentication message with said
user identifier from said user table in accordance with said predetermined
algorithm to authorize or deny said user activity; and
25 computer readable program code which causes said programmable
computer processor to  transmit said user authorization or denial to said

data storage drive via said wireless interface.
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