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TITLE OF THE INVENTION 

INFORMATION PROCESSING SYSTEM, IMAGE PROCESSING APPARATUS, 

USER DEVICE, CONTROL METHOD, AND STORAGE MEDIUM 

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0001] The present invention relates to an information 

processing system, an image processing device, a user 

device, a control method, and a storage medium. 

Description of the Related Art 

[0002] There is a technology for creating and saving 

content on a web application by accessing the web 

application by a user using a web browser provided in a 

user device. The web application can not only create and 

save data on a web browser but also register and acquire 

content from a third-party application using an API 

(Application Program Interface) . 

[0003] A main feature of cloud computing is that the 

cloud computing executes data conversion and data 

processing in a distributed manner using many computing 

resources so as to process requests from many clients in a 

simultaneous manner. At present, too many vendors that 

provide various types of services by implementing Web 

services on a cloud computing environment (hereinafter 

referred to as "on the cloud") for realizing the cloud 

computing have been increased. 
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[0004] An information processing system is 

contemplated in which a web application that functions as a 

service providing server located in the cloud provides a 

service in response to a request from a user device. In 

the information processing system, an information 

processing device such as a printer, a mobile device, or 

the like specified by a user executes processing 

corresponding to the services in coordination with a web 

application. For example, the web application generates 

and holds print data in response to a print request from a 

user device, and the information processing device such as 

an image processing device acquires the print data from the 

web application and prints the print data. 

[0005] In order for a third-party application 

implemented in the image processing device to perform 

processing for print data on a web application, 

communication needs to be established in conformance with 

an API for the web application. Also, in order for the 

third-party application to communicate with the web 

application using an API, authentication needs to be 

performed by an authentication method in response to the 

web application. 

[0006] Here, there has been proposed a conventional 

technology which causes a web application to execute 

authentication processing in response to the web 

application as follows. A user directly inputs 

authentication information such as his/her user ID, 

password, or the like, which is used for authentication 

processing when a web application provides a service, to a 
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third-party application implemented in an image processing 

device. Then, the third-party application makes an 

acquisition request for print data including the 

authentication information to, for example, the web 

application. The web application executes authentication 

processing using the authentication information included in 

the acquisition request for print data and transmits print 

data to the image processing device if authentication is 

successful. 

[0007] Also, Japanese Patent Laid-Open No. 2011-3100 

discloses a system in which an authentication request 

conversion device transfers authentication information, 

which is used for authentication processing that is 

executed by a web application upon provision of a service, 

to a third-party application. The authentication request 

conversion device redirects by adding authentication 

information such as a user ID, a password, and the like as 

URL parameters to the third-party application in response 

to an access from a web browser provided in a user device. 

If the authentication request conversion device is applied 

to provide authentication information to an image 

processing device, the authentication request conversion 

device functions as a mediation server that mediates 

acquisition of authentication information by the image 

processing device. 

[0008] However, in the aforementioned conventional 

technology in which a user directly inputs authentication 

information to a third-party application implemented in an 

image processing device, inputting authentication 
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information is very complicated, and thus, considerable 

time and labor are required for a user. Also, if the 

third-party application is implemented in a shared device 

that is shared with a plurality of users, the shared device 

is undesirably occupied by a certain user during the time 

in which the user inputs authentication information. 

[0009] Also, when the authentication request 

conversion device disclosed in Japanese Patent Laid-Open No. 

2011-3100 is used, the authentication request conversion 

device (mediation server) itself firstly holds 

authentication information. Consequently, a mediation 

server may be attacked from outside, resulting in leakage 

of authentication information such as a user ID, a password, 

or the like. Furthermore, there is a possibility of wire 

tapping of authentication information in a communication 

path. Thus, an information processing system which causes 

an image processing device to acquire authentication 

information without holding authentication information by a 

mediation server and without inputting authentication 

information directly to the image processing device by a 

user is needed. 

SUMMARY OF THE INVENTION 

[0010] The information processing system of the 

present invention causes an image processing device in 

coordination with a service providing server to acquire 

authentication information without holding authentication 

information by a mediation server and without inputting 
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authentication information directly to the image processing 

device by a user. 

[0011] According to an aspect of the present invention, 

an information processing system is provided that includes 

a service providing system that provides a web service in 

response to a request from a user device; an image 

processing device that executes image processing utilizing 

the web service in coordination with the service providing 

system; and a mediation system that mediates provision of 

authentication information to be used by the image 

processing device when the image processing device 

coordinates with the service providing system. The 

mediation system includes an acceptance unit configured to 

accept a coordination instruction for coordinating the 

service providing system with the image processing device 

from the user device via a network; and a generation unit 

configured to generate a script to be authenticated by an 

authentication method corresponding to the service 

providing system and transmit the generated script to the 

user device. Also, the user device includes a display unit 

configured to display an authentication information input 

screen corresponding to the service providing system, which 

is a coordination destination, by executing the script 

transmitted from the mediation system; and a transmission 

unit configured to transmit authentication information 

input on the authentication information input screen or an 

authentication token issued by the service providing system 

depending on the input of authentication information on the 

authentication information input screen to an image 
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processing device specified by the script. Also, the image 

processing device includes a saving unit configured to 

receive the authentication information or the 

authentication token from a transmission unit provided in 

the user device and save the authentication information or 

the authentication token; and an authentication unit 

configured to receive authentication from the service 

providing system using the saved authentication information 

or authentication token. 

[0012] Further features of the present invention will 

become apparent from the following description of exemplary 

embodiments with reference to the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a diagram illustrating an exemplary 

configuration of a system according to a first embodiment. 

[0014] FIG. 2 is a diagram illustrating the hardware 

configuration of the devices constituting a coordination 

system. 

[0015] FIG. 3 is a diagram illustrating the software 

configuration of the devices constituting a coordination 

system. 

[0016] FIG. 4 is a diagram illustrating the functions 

realized by control software for a coordination device. 

[0017] FIG. 5 is a diagram illustrating the functions 

realized by a mediation service. 

[0018] FIG. 6 is a diagram illustrating the functions 

realized by a web application. 
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[0019] FIG. 7A is a diagram illustrating an exemplary 

script using an OAuth authentication method. 

[0020] FIG. 7B is a diagram illustrating an exemplary 

script using a Basic authentication method. 

[0021] FIGs. BA to SD are diagrams illustrating 

screens for coordinating a coordination device with a web 

application. 

[0022] FIG. 9A is a diagram illustrating a table which 

is held by a coordination device. 

[0023] FIGs. 9B and 9C are diagrams illustrating 

tables which are held by a mediation server. 

[0024] FIGs. 9D and 9E are diagrams illustrating 

tables which are held by a web application server. 

[0025] FIG. 10 is a sequence diagram illustrating 

processing for saving authentication information of a web 

application on a coordination device via a mediation 

service. 

[0026] FIG. llA is a diagram illustrating the software 

configuration of a mediation service according to a third 

embodiment. 

[0027] FIG. llB is a diagram illustrating the software 

configuration of a coordination device according to the 

third embodiment. 

[0028] FIG. 12 is a sequence diagram illustrating 

processing for acquiring a coordination state between a 

cooperation device and a web application by the mediation 

service via a web browser. 

[0029] FIG. 13 is a sequence diagram illustrating 

processing for saving authentication information of a web 

- 7 -



( 

l 

application on a coordination device by a web browser 

utilizing a mediation service. 

[0030] FIG. 14 is a diagram illustrating a web 

application list screen displayed by a coordination device. 

[0031] FIG. 15 is a sequence diagram illustrating 

processing for saving authentication information of a web 

application on a coordination device by accessing the 

coordination device directly from a web browser. 

DESCRIPTION OF THE EMBODIMENTS 

[0032] FIG. 1 is a diagram illustrating an exemplary 

configuration of a system according to a first embodiment 

of the present invention. A coordination system 1000 is an 

information processing system of the present embodiment. 

The coordination system 1000 includes a client computer 104 

and a coordination device 101. The client computer 104 and 

the coordination device 101 are devices which are located 

in a user environment and are connected to each other via a 

network 100. The network 100 is connected to Internet 110. 

[0033] Also, the coordination system 1000 includes a 

web application server 103 (hereinafter referred to simply 

as "application server 103") and a mediation server 102. 

The application server 103 and the mediation server 102 are 

connected to the network 100 and the network 100 is 

connected to the Internet 110. The devices and the server 

groups constituting the coordination system 1000 are 

connectable to each other via the Internet 110 and can 

perform data communication with each other. The number of 
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the respective devices shown in FIG. 1 is one but the 

number of the respective devices may also be in plural. 

[0034] FIG. 2 is a diagram illustrating the hardware 

configuration of the devices constituting the coordination 

system 1000. The devices 201 constitute the coordination 

system 1000. A CPU (Central Processing Unit) 202 is a unit 

that executes various programs and realizes various 

functions. 

[0035] A ROM (Read Only Memory) 203 is a unit that 

stores various programs. A RAM (Random Access Memory) 204 

is a storage unit that functions as a work area or a 

temporary storage area for the CPU 202. The CPU 202 loads 

a program stored in the ROM 203 to the RAM 204 to thereby 

execute the program. An Input/Output interface 205 

transmits data to a display (not shown) connected to each 

of the devices and the server groups. 

[0036] Also, the Input/Output interface 205 receives 

data from a pointing device (not shown). An NIC (Network 

Interface Card) 206 connects the devices constituting the 

coordination system 1000 to the network 100. The units can 

provide data transmission/reception via a bus 207. 

[0037] Also, the coordination device 101 is the image 

processing device of the present embodiment. The 

coordination device 101 is, for example, an image forming 

device. When the coordination device 101 is the image 

forming device, the coordination device 101 incorporates a 

print unit (not shown), and the print unit can 

transmit/receive data to/from the units via the bus 207. 
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Note that the print unit can print a raster image onto a 

recording medium. 

[0038] A description will be given of the functions 

achieved by the devices and the servers. FIG. 3 is a 

diagram illustrating an example of a software configuration 

of the devices constituting the coordination system 1000. 

The programs for realizing the functions of software shown 

in FIG. 3 are stored in the ROM 203 of each of the devices 

and the servers. The CPU 202 loads the programs onto the 

RAM 204 and executes them so as to realize these functions. 

[0039] Next, a description will be given of the 

functions of a control software 301 with reference to FIG. 

4. A display unit 401 displays various screens. An 

application coordination unit 402 is an application 

implementing the function for coordinating with a web 

application 303. The application coordination unit 402 

performs processing for registering, reading, changing, or 

deleting content on the web application 303 utilizing an 

API. The application coordination unit 402 holds content 

to be registered on the web application 303 or content 

being processed in a content holding unit 409. 

[0040] A job management unit 403 receives an 

instruction for calling the function of the coordination 

device 101 from the application coordination unit 402, and 

manages the instruction as a job. Also, the job management 

unit 403 manages a job which is directly ordered from the 

display unit 401 by a user. For example, when the 

coordination device 101 is an image forming device, the job 

management unit 403 manages a print job and a scan job. 
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[0041] A processing execution unit 404 executes a 

specific function achieved by the coordination device 101. 

For example, when the coordination device 101 is an image 

forming device, the processing execution unit 404 executes 

printing or scanning. When access is made from a web 

browser 304, a web response unit 406 calls a local 

authentication unit 405 in order to determine whether or 

not the user who has accessed is an authorized person. 

Authentication to be validated by the local authentication 

unit 405 is authentication within a local network 

separately from authentication for the web application 303. 

[0042] In the present embodiment, authentication 

information used in a local network is referred to as 

"local authentication information" so as to distinguish it 

from authentication information for the web application 303. 

The local authentication unit 405 performs authentication 

using, for example, form authentication when access is made 

to the web response unit 406. Form authentication is an 

authentication method for inputting the user name and 

password and is a basic method serving as a method used to 

log in to the coordination device 101. Although the local 

authentication unit 405 may correspond to other 

authentication methods, any authentication method may be 

available in the present invention, and thus, no further 

description will be given. 

[0043] When the web response unit 406 acquires a 

response indicating that the user is an authorized person 

from the local authentication unit 405, the web response 

unit 406 responds via web to the web browser 304. Also, 
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the local authentication unit 405 analyzes a URL parameter 

to thereby acquire authentication information when access 

is made from the web browser 304. In the present 

embodiment, authentication information is a user ID and a 

password or an authentication token pair. The 

authentication token is information which is capable of 

receiving all or a part of the services without performing 

authentication processing for inputting authentication 

information, such as a user ID, a password, or the like. 

Also, the web response unit 406 acquires a local user ID 

from the local authentication unit 405, associates the 

received authentication information with the local user ID, 

and saves the resulting authentication information in an 

authentication information table 900 held by an 

authentication information holding unit 407. 

[0044] A detailed description will be given of the 

authentication information table 900 held by the 

authentication information holding unit 407 with reference 

to FIG. 9A. A local user ID 901 is a user ID that is used 

for authentication in the aforementioned local network. 

The local user ID may also be an ID which is used upon log­

in to the coordination device 101. A service ID 902 is an 

ID for identifying the web application 303. 

[0045] Authentication information held by the 

authentication information holding unit 407 is used for 

identifying authentication information corresponding to the 

web application by referring to a user ID 903 and a 

password 904 or an authentication token 905. The user ID 

903 is the user ID of the web application 303. The 
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password 904 is the password of the web application 303. 

The authentication token 905 is an authentication token 

which is used for communicating with the web application 

303. 

[0046] In other words, the authentication information 

holding unit 407 saves correspondence information between 

the authentication information or the authentication token 

which is used for authentication of the coordination device 

101 by the web application 303 and local authentication 

information (local user ID) corresponding to a user. The 

local user ID is used upon local authentication processing 

performed by a user. 

[0047] Then, the application coordination unit 402 

refers to the correspondence information saved in the 

authentication information holding unit 407, and passes an 

authentication request (content acquisition request) 

including the authentication information or authentication 

token associated with the local user ID to an API 

communication unit 408. The API communication unit 408 

transmits the received authentication request to web 

application. In this manner, when a plurality of users 

receives the provision of web services from web application 

utilizing a coordination device, the coordination device 

can receive authentication using the authentication 

information or authentication token associated with local 

authentication information about each user. Consequently, 

occupation of a shared coordination device by a certain 

user can be avoided. 
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[0048] The API communication unit 408 is called by the 

application coordination unit 402 and communicates with an 

API communication unit 602 of the web application 303. In 

this manner, the application coordination unit 402 performs 

operations on the content of the web application 303. The 

content holding unit 409 holds the content acquired from 

the web application 303 by the API communication unit 408 

via the application coordination unit 402. 

[0049] FIG. 5 is a diagram illustrating the functions 

of a mediation service 302. The mediation service 302 is a 

mediation system that mediates provision of authentication 

information to be used by the coordination device 101 when 

the coordination device 101 coordinates with the web 

application 303. A web response unit 501 of the mediation 

service 302 responds to the client computer 104 from the 

web browser 304 via web when accessed by the web browser304. 

A control unit 502 calls a script generation unit 503, a 

coordination device information storage unit 504, or a 

service information storage unit 505 as a consequence of 

calling from the web response unit 501. 

[0050] The coordination device information storage 

unit 504 holds a coordination device table 920 shown in FIG. 

9C. In other words, each of the control unit 502 and the 

coordination device information storage unit 504 functions 

as a storage unit that stores coordination information 

indicating a coordination state between the web application 

303 and the coordination device 101. In the coordination 

device table 920, a device ID 921 is an ID for uniquely 

specifying the coordination device 101. An IP address 922 
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is an IP address of the coordination device 101 in a local 

network. A device name 923 is a name to be displayed by 

the web browser 304 when a user selects the coordination 

device 101. 

[0051] Also, a Service A 924 and a Service B 925 are 

service IDs and indicate whether or not the coordination 

device 101 coordinates with the service IDs. In the 

present embodiment, whether or not the coordination device 

101 coordinates with the service IDs is held for each 

coordination device. However, the mediation service 302 

may also hold coordination device information by 

associating with local authentication information in 

coordination with local network authentication. 

Cooperation device information shown in FIG. 9C is just an 

example, and thus, the mediation service 302 may hold any 

information such as positional information, model 

information, or the like about a coordination device. 

[0052] The service information storage unit 505 holds 

information regarding the web application 303 as shown in 

FIG. 9B. A service ID 911 shown in FIG. 9B is an ID for 

specifying the web application 303. Also, a service name 

912 is a display name of the web application 303 and is 

displayed when a user selects the coordination destination 

web application 303 using the UI shown in FIG. BA. 

[0053] An authentication method 913 is an 

authentication method defined for each of the web 

applications 303. In the present embodiment, an OAuth 

method and a Basic method are employed, but other 

authentication methods may also be employed. The script 
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generation unit 503 generates a script for responding to 

the web browser 304 by the web response unit 501. The 

script generation unit 503 acquires an authentication 

method for authenticating a service selected by a user in 

FIG. BA from the service information storage unit 505, and 

generates a script in accordance with the authentication 

method. 

[0054] FIG. 7A is a diagram illustrating an exemplary 

script using an OAuth authentication method. The script is 

a script for redirecting to an OAuth authentication screen 

provided by the web application 303. Here, callback_url 

refers to the destination URL to be redirected using the 

authentication token acquired by OAuth authentication as a 

URL parameter. In the present embodiment, since the 

mediation service 302 does not acquire authentication 

information, the mediation service 302 directly specifies 

the IP address of the coordination device 101. The script 

generation unit 503 acquires the IP address by referring to 

the coordination device information storage unit 504, and 

embeds the IP address in a script. 

[0055] FIG. 7B is a diagram illustrating an exemplary 

script using a Basic authentication method. The script is 

a script for presenting a dialogue for inputting 

authentication information for the web application 303 and 

redirecting the user information and the password input to 

the dialogue as URL parameters to the cooperation device 

101. The redirect destination URL is generated on the 

basis of the IP address of the coordination device 101. 

The script generation unit 503 acquires the IP address of 

- 16 -



( 

( 

the coordination device 101 by referring to the 

coordination device information storage unit 504. 

[0056] As shown in the scripts in FIGs. 7A and 7B, the 

script generation unit 503 generates a script corresponding 

to an authentication method for each application server. 

The control unit 502 passes a script corresponding to an 

authentication method to the web response unit 501. The 

web response unit 501 transmits the script to the web 

browser 304. In other words, each of the script generation 

unit 503 and the web response unit 501 functions as a 

generation unit that generates a script to be authenticated 

by an authentication method corresponding to the 

coordination destination web application and transmits the 

generated script to the web browser 304. 

[0057] FIG. 6 is a diagram illustrating the functions 

of the application server 103. The application server 103 

is a service providing system that provides a web service 

in response to a request from a user device. The API 

communication unit 602 calls a control unit 604 in 

accordance with a request from the API communication unit 

408 of the coordination device 101. More specifically, the 

coordination application unit 402 of the coordination 

device 101 makes a content acquisition request to the web 

application 303 via the API communication unit 408. The 

content acquisition request is a request for acquiring 

content data held by the web application 303. In the 

present embodiment, communication by an API communication 

unit 602 is an HTTP communication. The API communication 

unit 408 sets the authentication information or 
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authentication token for a user to the HTTP header of an 

HTTP cormnunication packet corresponding to the content 

acquisition request. 

[0058] When the API cormnunication unit 602 calls the 

control unit 604, the API cormnunication unit 602 acquires 

the authentication information or authentication token from 

the HTTP header, and passes it to the control unit 604. 

The control unit 604 executes user authentication 

processing using the authentication information or 

authentication token received from the API cormnunication 

unit 602. If authentication is successful as a result of 

authentication processing, the control unit 604 generates a 

response including content data corresponding to the 

content acquisition request, and passes the response to the 

API cormnunication unit 602. The API cormnunication unit 602 

passes the response received from the control unit 604 to 

the API cormnunication unit 408 of a coordination device 101. 

In other words, each of the API cormnunication unit 408 and 

the application coordination unit 402 functions as an 

authentication unit that receives authentication from the 

web application 303 using the saved authentication 

information or authentication token. 

[0059] A web response unit 601 calls the control unit 

604 in accordance with a request from the web browser 304 

of the client computer 104. At this time, the web response 

unit 601 acquires authentication information from the HTTP 

header and passes it to the control unit 604. Next, the 

web response unit 601 passes the response generated by the 

control unit 604. 
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[0060] The control unit 604 calls an authentication 

unit 605 in order to verify the validity of authentication 

information. The authentication unit 605 holds an 

authentication information table 940 shown in FIG. 9E. The 

authentication information table 940 stores a user ID and 

password pair for a user(s) registered in the web 

application 303. When the user ID and password pair is 

valid, the authentication unit 605 responds to the control 

unit 604 by indicating the fact that the verification 

result is acceptable. When the user ID and password pair 

is invalid, the authentication unit 605 responds to the 

control unit 604 by indicating the fact that the 

verification result is not acceptable. 

[0061] Also, the control unit 604 calls the 

authentication unit 605 in order to verify the validity of 

the authentication token. The authentication token is an 

authentication token to be issued by the authentication 

unit 605 when an OAuth authentication request is made to 

the web response unit 601. The authentication unit 605 

holds an authentication token table 930 shown in FIG. 9D, 

and verifies the validity of the authentication token by 

confirming the fact that the caller application ID matches 

the authentication token. 

[0062] When the authentication token is valid, the 

authentication unit 605 responds to the control unit 604 by 

indicating the fact that the verification result is 

acceptable. The API communication unit 602 receives the 

verification result from the control unit 604, and responds 

to the API communication unit 408. When the authentication 
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token is invalid, the authentication unit 605 responds to 

the control unit 604 by indicating the fact that the 

verification result is not acceptable. The API 

communication unit 602 receives the verification result 

from the control unit 604, and responds to the API 

communication unit 408. 

[0063] The API communication unit 602 calls the 

control unit 604. At this time, the control unit 604 

receives authentication information from the API 

communication unit 602. The control unit 604 passes the 

authentication information to the authentication unit 605, 

and causes the authentication unit 605 to confirm 

the validity of the authentication information. When the 

verification result obtained by the authentication unit 605 

is acceptable, the control unit 604 registers, acquires, 

changes, or deletes the content of a content storage unit 

603 in response to the request received from the API 

communication unit 408 via the API communication unit 602. 

Next, the control unit 604 passes the result to the API 

communication unit 602. When the verification result is 

not acceptable, the control unit 604 passes an error 

response to the API communication unit 602. 

[0064] Also, the web response unit 601 calls the 

control unit 604 in order to operate the content. At this 

time, the control unit 604 receives authentication 

information from the web response unit 601. The control 

unit 604 causes the authentication unit 605 to confirm the 

validity of the authentication information. When the 

verification result obtained by the authentication unit 605 
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is acceptable, the control unit 604 registers, acquires, 

changes, or deletes the content of the content storage unit 

603 in accordance with the operation by a user on the web 

browser 304, and transmits the operation result to the web 

response unit 601. When the verification result is not 

acceptable, the control unit 604 passess an error response 

indicating that the verification has failed to the web 

response unit 601, and facilitates reauthentication. Also, 

the web response unit 601 calls the control unit 604 to 

cause it to generate a response for OAuth authentication. 

At this time, the control unit 604 receives authentication 

information, an application ID, and callback url from the 

web response unit 601. 

[0065] The control unit 604 causes the authentication 

unit 605 to confirm the validity of the authentication 

information. When the verification result obtained by the 

authentication unit 605 is acceptable, the control unit 604 

generates an authorization screen 802 shown in FIG. SB, and 

passes the authorization screen 802 to the web response 

unit 601. When an OK button is pressed on the 

authorization screen 802 on the web browser 304 of the 

client computer 104, the web response unit 601 calls the 

control unit 604 again. Next, the authentication unit 605 

receives an instruction from the control unit 604, 

generates an authentication token in response to the 

authentication information and application ID, and passes a 

response for redirecting the authentication token as a URL 

parameter to callback url to the web response unit 601. At 

this time, the authentication unit 605 associates the 

- 21 -



( 

( 

generated authentication token with the application ID, and 

saves the resulting authentication information in the 

authentication token table 930. 

[0066] When a Cancel button is pressed by a user on 

the authorization screen 802, the control unit 604 

generates a screen (not shown) indicating that the 

transaction has been cancelled, and passes the generated 

screen to the web response unit 601. Also, when the 

verification result is not acceptable, the control unit 604 

passes a screen (not shown) indicating that the 

verification has failed to the web response unit 601, and 

facilitates reauthentication. 

[0067] Next, a description will be given of processing 

for registering authentication information in the 

coordination device 101 by accessing the mediation service 

302 by the web browser 304 with reference to FIG. 10. 

[0068] Firstly, it is assumed that the device ID, the 

IP address, and the device name of the coordination device 

101 are pre-registered in the mediation service 302. The 

registration may be automatically made by the coordination 

device 101 or may be manually made by user using a web 

browser. 

[0069] In step SlOOl, the web browser 304 requests a 

coordination device list to the web response unit 501 of 

the mediation service 302. The web browser 304 requests 

the coordination device list as a coordination instruction 

input screen. The web response unit 501 calls the control 

unit 502. The called control unit 502 generates a 

coordination device list screen. The control unit 502 
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refers to the coordination device table 920 stored in the 

coordination device information storage unit 504 to thereby 

generate a coordination device list screen. The screen to 

be generated by the control unit 502 and displayed by the 

web browser 304 is, for example, a screen shown in FIG. BA. 

In the coordination device list screen shown in FIG. BA, a 

user can confirm the list of coordination devices, and 

provide a coordination instruction for coordinating the 

coordination device(s) with the web application. 

[0070] In step 31002, the web response unit 501 of the 

mediation service 302 passes the coordination device list 

screen generated by the control unit 502 in step 31001 to 

the web browser 304 as a response to the coordination 

device list request. In other words, the web browser 304 

receives data provided by the coordination device 101 via 

the web application 303 and displays an instruction unit 

(FIG. BA) configured to start a service through which image 

processing is subjected to the received data. 

[0071] In step 31003, when a user presses a 

coordination button B05 shown in FIG. BA on the web browser 

304, the web browser 304 provides a service coordination 

instruction to the web response unit 501 of the mediation 

service 302. At this time, a coordination instruction is 

provided to a service corresponding to the pressed 

coordination button. Note that the control unit 502 

branches processing to step 31004 when the authentication 

method for authenticating a web application corresponding 

to the pressed button is the OAuth authentication method or 

branches processing to step 31013 when the authentication 
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method is the Basic authentication method. In other words, 

the web browser 304 functions as an access unit that 

accesses an address for receiving an authentication service 

in response to the fact that the start of the service to 

which image processing is subjected by the coordination 

device 101 has been ordered. 

[0072] When a user presses a coordination button for a 

device B to be in coordination with a service B in step 

Sl003, the process advances to step S1004. In step S1004, 

the web response unit 501 of the mediation service 302 

receives a coordination instruction. In other words, the 

web response unit 501 functions as an acceptance unit that 

accepts a coordination instruction for coordinating the web 

application 303 with the coordination device 101 via a 

network. The web response unit 501 calls the control unit 

502 as a consequence of accepting the coordination 

instruction. The control unit 502 calls the coordination 

device information storage unit 504, and refers to 

information regarding the web application 303 shown in FIG. 

9B. When the authentication method corresponding to the 

web application 303 is the OAuth authentication method, the 

control unit 502 calls the script generation unit 503. 

[0073] In step 81004, the script generation unit 503 

of the mediation service 302 generates a script for the 

OAuth authentication method and passes the script to the 

control unit 502. The control unit 502 passes the 

generated script to the web response unit 501. In the 

present embodiment, the script generation unit 503 

generates, for example, a script shown in FIG. 7A. At this 
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time, the script generation unit 503 generates a script for 

specifying the IP address of the coordination device 101 as 

callback_url, and thus, the web browser 304 can transmit a 

redirect instruction with an authentication token to the 

coordination device 101. In step Sl005, the web response 

unit 501 transmits the script received from the control 

unit 502 to the web browser 304 as a response. 

[0074] In step Sl006, the web browser 304 executes the 

script. In the present embodiment, the web browser 304 is 

pre-configured to immediately execute the script upon 

receipt thereof. Executing a script immediately on the web 

browser 304 side is a known technology for a person skilled 

in the art. The web browser 304 executes the script shown 

in FIG. 7A, and makes an authorization request to the web 

response unit 601 of the web application 303. 

[0075] When the web response unit 601 of the web 

application 303 receives the authorization request from the 

web browser 304 in step Sl007, the web response unit 601 

calls the control unit 604. The control unit 604 causes 

the authentication unit 605 to confirm the validity of the 

authorization request. In other words, the control unit 

604 confirms whether or not the web browser 304 has logged 

in the web application 303. When the web browser 304 has 

logged in the web application 303, the authentication unit 

605 determines that the verification result is acceptable, 

generates the screen shown in FIG. BB (in the present 

embodiment, referred to as "the authorization screen 802"), 

and passes the screen to the web response unit 601. 
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[0076] Also, when the authentication unit 605 

determines that the verification result is not acceptable, 

the control unit 604 passes a screen indicating that the 

verification has failed to the web response unit 601, and 

facilitates reauthorization. When reauthorization is 

performed for a user who has not logged in, the user inputs 

his/her user ID and password on a reauthorization screen 

(not shown) to thereby perform reauthorization. Next, the 

web response unit 601 of the web application 303 transmits 

the authorization screen 802 to the web browser 304. 

[0077] In step SlOOB, the authorization screen 802 

shown in FIG. BB is displayed on the web browser 304. In 

the present embodiment, the authorization screen 802 is 

also referred to as an "authentication information input 

screen". When a user presses the OK button on the 

authorization screen 802, the web browser 304 provides an 

authorization instruction to the web response unit 601 of 

the web application 303. When a user presses the Cancel 

button, token issuance processing in step S1009 is not 

performed. In other words, the web browser 304 functions 

as a transmission unit that transmits authentication 

information, which is input via an authentication screen 

provided by accessing an address for receiving an 

authentication service, to the web application. 

[0078] In step Sl009, the web response unit 601 of the 

web application 303 receives the authorization instruction 

from the web browser 304. The web response unit 601 which 

has received the authorization instruction calls the 

control unit 604. The control unit 604 is called from the 
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web response unit 601 for generating a response for OAuth 

authentication. At this time, the control unit 604 

receives authentication information, an application ID, and 

callback url from the web response unit 601. Next, the 

control unit 604 generates an authentication token 

corresponding to authentication information and the 

application ID, and responds to the web response unit 601 

with a redirect instruction to callback_url using the 

generated authentication token as the URL parameter. 

[0079] For example, as shown in FIG. 7A, the web 

response unit 601 provides a redirect instruction using the 

authentication token in the form of 

"http://192.168.0.2?AuthToken=ld04otkbmrldohnn" as the URL 

parameter. At this time, the authentication unit 605 saves 

the generated authentication token associated with the 

application ID in the authentication token table 930. 

[0080] In step SlOlO, the web response unit 601 of the 

web application 303 passes a response for redirecting the 

authentication token generated in step Sl009 to the 

coordination device 101 to the web browser 304. 

[0081] In step SlOll, the web browser 304 transmits 

the authentication token to the web response unit 406 of 

the coordination device 101 in accordance with the redirect 

instruction in step Sl010. 

[0082] In step Sl012, the web response unit 406 of the 

coordination device 101 calls the local authentication unit 

405. When the local authentication unit 405 has determined 

that the user is an authorized person, the web response 

unit 406 performs the following processing and then 
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responds via web. The web response unit 406 of the 

coordination device 101 analyzes the URL parameter and 

acquires the authentication token as authentication 

information. Also, the web response unit 406 acquires a 

local user ID from the local authentication unit 405, 

associates the received authentication token with the local 

user ID and service ID, and saves the resulting 

authentication token in the authentication information 

table 900 held by the authentication information holding 

unit 407. 

[0083] When a plurality of users uses the coordination 

device 101, the authentication token saved by a certain 

user must prevent from being used by another user. With 

this system structure, the authentication token can be 

managed by associating it with the local user ID and the 

service ID, resulting in improved usability. 

[0084] In the present embodiment, a description has 

been given for a case where authentication is performed in 

a local network. However, when only one user uses the 

coordination device 101, there is no need for 

authentication in a local network, and thus, his/her 

authentication token may not be saved in association with 

local authentication information. 

[0085] When a user presses the coordination button for 

the device B to be in coordination with a service A on the 

screen shown in FIG. SA, the Basic authentication method is 

used. In step 31013, the script generation unit 503 of the 

mediation service 302 generates a script for the Basic 

authentication method and passes the generated script to 
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the control unit 502. The control unit 502 passes the 

received script to the web response unit 501. In the 

present embodiment, the script generation unit 503 

generates, for example, a script as shown in FIG. 7B. The 

script generation unit 503 specifies the IP address of the 

coordination device 101 as the redirect destination URL, 

and thus, the web browser 304 can transmit the user ID and 

the password of the web application 303 to the coordination 

device 101. 

[0086] In step Sl014, the web browser 304 receives the 

script generated by the script generation unit 503. In 

step Sl015, the web browser 304 executes the script. As 

described above, in general, the web browser 304 

immediately executes the script upon receipt thereof. The 

web browser 304 displays an authentication information 

input screen S03 shown in FIG. SC as a result of execution 

of the script shown in FIG. 7B. 

[0087] The web browser 304 displays the authorization 

screen S02 shown in FIG. SB or the authentication 

information input screen S03 shown in FIG. SC by executing 

the script. In other words, the web browser 304 functions 

as a display unit that displays an authentication 

information input screen corresponding to the web 

application 303 of the coordination destination by 

executing the script. 

[0088] In step Sl016, a user inputs his/her user ID 

and password on the authentication information input screen 

S03. In step Sl017, when a user presses an OK button shown 

in the authentication information input screen S03, the web 
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browser 304 transmits a redirect instruction for 

redirecting to the web response unit 406 of the 

coordination device 101 using the user ID and password as 

the URL parameters. 

[0089] When the user presses the OK button on the 

authorization screen 802 as described above, the web 

browser 304 transmits the authentication token to the web 

response unit 406. Also, when the user presses the OK 

button on the authentication information input screen 803, 

the web browser 304 transmits his/her user ID and password 

to the web response unit 406. In other words, the web 

browser 304 functions as a transmission unit that transmits 

an authentication token issued by the web application 303 

in response to input information input on the 

authentication information input screen or authentication 

information input on the authentication information input 

screen. 

[0090] In step 31018, the web response unit 406 of the 

coordination device 101 calls the local authentication unit 

405. When the local authentication unit 405 has determined 

that the user is an authorized person, the web response 

unit 406 performs the following processing and then 

responds via web. The web response unit 406 of the 

coordination device 101 analyzes the URL parameter and 

acquires a user ID and password pair as authentication 

information. Also, the web response unit 406 acquires a 

local user ID from the local authentication unit 405, 

associates the received user ID and password pair with the 

local user ID and service ID, and saves the resulting user 

- 30 -



( 

( 

ID and password pair in the authentication information 

table 900 held by the authentication information holding 

unit 407. In the present embodiment, a description has 

been given for a case where authentication is performed in 

a local network. However, when only one user uses the 

coordination device 101, there is no need for 

authentication in a local network, and thus, his/her user 

ID and password may not be saved in association with local 

authentication information. 

[0091] In step S1019, the web response unit 406 of the 

coordination device 101 provides a redirect instruction for 

redirecting to the mediation service 302 to the web browser 

304. The redirect instruction includes coordination 

information indicating that an authentication token or a 

user ID and password pair has already established 

coordination with a service with which coordination is to 

be established. The coordination information may directly 

notify the mediation service 302 of a service to be 

coordinated from the coordination device 101. In other 

words, the web response unit 406 functions as a 

notification unit that provides notification about 

information indicating that the coordination device 101 has 

already established coordination with the web application 

303. 

[0092] In step Sl020, the web browser 304 redirects 

authentication information to the web response unit 501 of 

the mediation service 302 in accordance with the redirect 

instruction in step Sl019. 
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[0093] In step 31021, the web response unit 501 of the 

mediation service 302 calls the control unit 502. As 

described above, the web response unit 501 includes 

coordination information indicating that the coordination 

device 101 has already established coordination with the 

web application 303. The control unit 502 generates a 

coordination device list screen 804 shown in FIG. SD based 

on the coordination information. At this time, In the 

cooperation device list screen 804, information that 

coordination has been established between services for 

which authentication information is registered with the aid 

of the flow described in the present embodiment is 

displayed. In other words, the control unit 502 functions 

as a display unit that generates a coordination instruction 

input screen and causes the web application 303 to display 

the screen. The web response unit 501 transmits the 

coordination device list screen 804 generated by the 

control unit 502 to the web browser 304. 

[0094] As described above, in the first embodiment, 

the coordination device 101 can acquire authentication 

information for the web application 303 without acquiring 

authentication information for the web application 303 by 

the mediation service 302. Thus, the leaking of 

authentication information from the mediation server can be 

prevented, which eliminates the possibility of wire tapping 

of authentication information in a communication path 

between the mediation server and the external device. Also, 

according to the information processing system of the first 

embodiment, an image processing device which coordinates 
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with a service providing server can acquire authentication 

information without inputting authentication information 

directly to the image processing device by a user. Thus, 

the time and labor for a user to input authentication 

information directly to the image processing device may be 

saved. 

[0095] Subsequently, the coordination device 101 makes 

an authentication request to the web application 303 on the 

basis of the authentication information. If authentication 

is successful, the coordination device 101 can acquire 

content data or the like. The coordination system of the 

present embodiment eliminates the need for a user to 

directly input authentication information via the display 

unit 401 on the coordination device 101, resulting in 

providing a convenience for a user. Also, the mediation 

service 302 does not acquire authentication information for 

the web application 303, and thus, the authentication 

information can be prevented from being leaked. 

Furthermore, occupation of a shared coordination device by 

a user can be avoided. 

[0096] In the first embodiment, the mediation service 

302 causes the web browser 304 to display the coordination 

state between the coordination device 101 and the web 

application 303 on a coordination instruction screen 801 by 

referring to a coordination device information table 920. 

However, when authentication information is input by the 

display unit 401 of the coordination device 101 by a user, 

the mediation service 302 cannot know the fact that 
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coordination has been established between the coordination 

device 101 and the web application 303. 

[0097] Next, a description will be given of a second 

embodiment with reference to FIG. 12. Processing to be 

described in the second embodiment is processing for 

updating a coordination state. In step S2001, the web 

browser 304requests a coordination device list to the web 

response unit 501 of the mediation service 302. The web 

response unit 501 calls the control unit 502 and the 

control unit 502 generates a coordination device list 

screen. The control unit 502 refers to the coordination 

device table 920 stored in the coordination device 

information storage unit 504 to thereby generate a 

coordination device list screen. A screen to be generated 

at this time is, for example, a screen as shown in FIG. SA. 

In the coordination device list screen shown in FIG. SA, a 

user can confirm the list of coordination devices, and 

provide a coordination instruction for coordinating the 

coordination device(s) with the web application. 

[0098] In step S2002, the web response unit 501 of the 

mediation service 302 responds to the web browser 304 with 

the coordination device list screen generated in step 82001. 

[0099] In step 82003, the web response unit 501 of the 

mediation service 302 provides a status acquisition 

instruction to the web browser 304 in the asynchronous 

communication mode. In other words, the web response unit 

501 functions as a state request unit that makes an 

acquisition request for the coordination state between the 

coordination device 101 and the web application 303 to the 

- 34 -



( 

( 

coordination device 101. The status acquisition 

instruction in step 2003 is provided by asynchronously 

calling an XML Http Request using AJAX. The term "AJAX" 

refers to a technology in which the displayed HTML can be 

dynamically rewritten with the aid of an asynchronous 

communication using a web browser. 

[0100] In step S2004, the web browser 304 makes a 

status acquisition request to the coordination device 101 

in accordance with the status acquisition instruction in 

step S2003. At this time, a status acquisition request is 

made in the form of, for example, 

"http://192.168.0.2?ResponseServiceStatus=ServiceA". The 

term "ResponseServiceStatus" refers to a web application of 

which the status is confirmed. 

[0101] In step S2005, the web response unit 406 of the 

coordination device 101 refers to the authentication 

information table 900 held by the authentication 

information holding unit 407, and acquires the coordination 

state with the web application 303 specified in step S2004. 

[0102] In step S2006, the web response unit 406 of the 

coordination device 101 informs the web browser 304 of the 

coordination state acquired in step S2005. While, in the 

present embodiment, the web application 303 is specified in 

step S2004, the web response unit 406 may also inform the 

web browser 304 of all coordination states between the 

coordination devices 101 and the web application 303 

without specifying the web application 303. Furthermore, 

when the mediation service 302 is authenticated and 

coordinates with the coordination device 101, the 
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coordination device 101 saves authentication information 

for the web application 303 by associating it with local 

authentication information as described in the first 

embodiment. In the case of foregoing, the coordination 

device 101 acquires a user's coordination state by 

referring to the authentication information holding unit 

407, and informs the web browser 304 of the state. 

[0103] Note that the coordination device 101 may also 

use a refresh token so as to make an authentication token 

reacquisition request at regular intervals. In this case, 

the application coordination unit 402 of the coordination 

device 101 manages the authentication information holding 

unit 407. Then, after the elapse of a predetermined time, 

the application coordination unit 402 calls the API 

communication unit 408 in order to update a preset set time. 

Also, the application coordination unit 402 sets a refresh 

token to an authentication token reacquisition request. 

[0104] Subsequently, the API communication unit 408 

transmits the authentication token reacquisition request to 

the web application 303. When the web application 303 

receives a refresh token included in the authentication 

token reacquisition request, the web application 303 newly 

issues an authentication token having the same value as the 

refresh token value and transmits the authentication token 

to the coordination device 101. With the aid of the 

aforementioned system structure, the authentication token 

can be prevented from expiring by making an authentication 

token reacquisition request at regular intervals. 
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[0105] Also, assume that a refresh token held by the 

authentication information holding unit 407 is expired upon 

confirmation of status. In this case, the application 

coordination unit 402 of the coordination device 101 calls 

the API communication unit 408 and transmits an 

authorization screen to the web browser 304. When a user 

presses an authorization button on the web browser 304, the 

authentication unit 605 of the web application 303 newly 

issues an authentication token. In other words, the 

application coordination unit 402 functions as a token 

request unit that requests reacquisition of an 

authentication token at regular intervals and makes an 

authentication token reissuance request to the web 

application 303 when the authentication token is invalid. 

[0106] In step 32007, the web browser 304 transmits a 

status response to the mediation service 302. In step 

32008, the mediation service 302 updates the coordination 

device information storage unit 504 in accordance with the 

status received in step 32007. In step 32009, the 

mediation service 302 updates the coordination device list 

screen in the asynchronous communication mode in accordance 

with the status received in step 32008. 

[0107] As described above, according to the second 

embodiment, when a coordination device list screen 801 of 

the mediation service 302 is displayed on the web browser 

304 by a user, the mediation service 302 correctly reflects 

the coordination state so that the coordination device list 

screen 801 can display the current coordination state. 
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[0108] In the first embodiment, the mediation service 

302 has the script generation unit 503 and responds to the 

web browser 304. In the third embodiment, a description 

will be given of the configuration in which the 

coordination device 101 has a script generation unit 410 

and the web response unit 501 of the mediation service 302 

only redirects to the web response unit 406 of the 

coordination device. 

[0109] FIGs. llA and 118 are diagrams illustrating the 

software configuration of the mediation server 102 and the 

coordination device 101, respectively, according to the 

third embodiment. As shown in FIG. llA, the software 

configuration of the mediation service 302 is the same as 

that of the first embodiment shown in FIG. 5 except that 

the script generation unit 503 and the service information 

storage unit 505 are removed. The software configuration 

of the script generation unit 503 and the service 

information storage unit 505 is embedded into the software 

configuration of the coordination device 102 shown in FIG. 

118. The script generation unit 410 and a service 

information storage unit 411 provide the same functions as 

those of the script generation unit 503 and the service 

information storage unit 505 in the software configuration 

of the mediation service 302 described in the first 

embodiment. In other words, in the present embodiment, the 

script generation unit 410 functions as a generation unit 

that generates a script to be authenticated by an 

authentication method corresponding to the web application 

303. Also, the service information storage unit 505 
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functions as a saving unit that saves authentication 

information or an authentication token. 

[0110] Hereinafter, a description will be given of a 

processing flow in the present embodiment with reference to 

FIG. 13. Since the processes in step 33001 to step 33003 

are the same as those in step 31001 to step 31003 of the 

first embodiment, no description will be given here. In 

step 33004, the web response unit 501 of the mediation 

service 302 makes a redirect response for the web response 

unit 406 of the coordination device 101 to the web browser 

304. In other words, the web response unit 501 also 

functions as a transfer unit that transfers the 

coordination instruction accepted in step 33003 to the 

coordination device 101. 

[0111] In step 33005, the web browser 304 accesses the 

coordination device 101 in accordance with the redirect 

response in step 33004. At this time, the service ID of 

the web application 303 is added to the URL of the redirect 

response. For example, the service ID is added in the form 

of "http://192.168.0.2?ServiceID=ServiceA". Also, the web 

response unit 406 of the coordination device 101 calls the 

script generation unit 410. The script generation unit 410 

calls the service information storage unit and determines 

the authentication method for the web application 303 from 

the service ID. When the authentication method is the 

OAuth authentication method as a result of determination, 

the process branches to step 33006, whereas when the 

authentication method is the Basic authentication method, 

the process branches to step 33015. While, in the present 
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embodiment, a description will be given of a processing 

flow for two types of authentication methods, other 

authentication methods may also be supported. 

[0112] In step S3006, the script generation unit 410 

of the coordination device 101 generates a script for the 

OAuth authentication and passes the script to the web 

response unit 406. 

[0113] In step S3007, the web response unit 406 of the 

coordination device 101 transmits the script received from 

the script generation unit 410 to the web browser 304. 

Here, since the received script is intended to be 

redirected, a redirect response may be made using HTTP 

instead of causing the web browser 304 to execute in 

response to the script. Since the processes in step S3008 

to step S3014 are the same as those in step Sl006 to step 

Sl012 of the first embodiment, no description will be given 

here. 

[0114] Next, in step S3015, the script generation unit 

410 of the coordination device 101 generates a script for 

the Basic authentication and passes the script to the web 

response unit 406. As in the first embodiment, each of the 

web response unit 406 and the script generation unit 410 

functions as a generation unit that generates a script to 

be authenticated by an authentication method corresponding 

to the web application 303 and transmits the generated 

script to the web browser 304. Since the processes in step 

S3016 to step 83023 are the same as those in step 81014 to 

step 81021 of the first embodiment, no description will be 

given here. 

- 40 -



( 

( 

[0115] As described above, in the third embodiment, 

the mediation service only performs redirect processing and 

the coordination device 101 generates a script for 

authentication. In the aforementioned configuration in the 

third embodiment, the same effects as those in the first 

embodiment may be provided. In addition, the mediation 

service 302 does not have a function for generating the 

script, and thus, a processing load on the mediation 

service 302 can be reduced. 

[0116] In the third embodiment, a user provides a 

service coordination instruction on the coordination device 

list screen of the mediation service 302 so as to redirect 

to the coordination device 101. In the fourth embodiment, 

a description will be given of the case where there is no 

mediation service 302 and authentication coordination is 

established by accessing the coordination device 101 

directly from the web browser 304. 

[0117] The software configuration of the coordination 

device 101 in the fourth embodiment is the same as that in 

the third embodiment and there is no mediation service 302 

in the present embodiment. Hereinafter, a description will 

be given of a processing flow in the fourth embodiment with 

reference to FIG. 15. 

[0118] In step S4001, a user makes a coordination 

screen request by specifying the IP address or the host 

name of the coordination device 101 using the web browser 

304. In step S4002, the web response unit 406 of the 

coordination device 101 responds to the web browser 304 

with a web application list screen 1400 shown in FIG. 14. 
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[0119] In step S4003, a user presses a coordination 

button on the web application list screen 1400 on the web 

browser 304. In this manner, the web response unit 406 of 

the coordination device 101 accepts a coordination request. 

In other words, in the fourth embodiment, the web response 

unit 406 functions as an acceptance unit that accepts a 

coordination instruction for establishing coordination 

between the web application 303 and the coordination device 

from the web browser 304. Since the processes in step 

S4004 to step S4018 are the same as those in step Sl004 to 

step Sl018 of the first embodiment, no description will be 

given here. 

[0120] As described above, in the fourth embodiment, a 

user directly accesses the coordination device 101 using 

the web browser 304 to thereby establish authentication 

coordination. In the aforementioned configuration in the 

fourth embodiment, the mediation service 302 is not 

required. In the configuration in the fourth embodiment, a 

user can readily register authentication information for 

the web application 303 in the coordination device 101 with 

the aid of only the functions provided by the coordination 

device 101. 

(Other Embodiments) 

[0121] Aspects of the present invention can also be 

realized by a computer of a system or apparatus (or devices 

such as a CPU or MPU) that reads out and executes a program 

recorded on a memory device to perform the functions of the 

above-described embodiments, and by a method, the steps of 

which are performed by a computer of a system or apparatus 
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by, for example, reading out and executing a program 

recorded on a memory device to perform the functions of the 

above-described embodiments. For this purpose, the program 

is provided to the computer for example via a network or 

from a recording medium of various types serving as the 

memory device (e.g., computer-readable medium}. 

[0122] While the present invention has been described 

with reference to exemplary embodiments, it is to be 

understood that the invention is not limited to the 

disclosed exemplary embodiments. The scope of the 

following claims is to be accorded the broadest 

interpretation so as to encompass all such modifications 

and equivalent structures and functions. 

[0123] This application claims the benefit of Japanese 

Patent Application No. 2011-226746 filed October 14, 2011, 

which is hereby incorporated by reference herein in its 

entirety. 
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WHAT IS CLAIMED IS: 

1. An information processing system comprising: 

a service providing system that provides a web 

service in response to a request from a user device; 

an image processing device that executes image 

processing utilizing the web service in coordination with 

the service providing system; and 

a mediation system that mediates provision of 

authentication information to be used by the image 

processing device when the image processing device 

coordinates with the service providing system, 

wherein the mediation system comprises: 

an acceptance unit configured to accept a 

coordination instruction for coordinating the service 

providing system with the image processing device from the 

user device; and 

a generation unit configured to generate a 

script to be authenticated by an authentication method 

corresponding to the service providing system and transmit 

the generated script to the user device, 

wherein the user device comprises: 

a display unit configured to display an 

authentication information input screen corresponding to 

the service providing system which is a coordination 

destination by executing the script transmitted from the 

mediation system; and 

a transmission unit configured to transmit 

authentication information input on the authentication 
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information input screen or an authentication token issued 

by the service providing system based on the input of 

authentication information on the authentication 

information input screen to an image processing device 

specified by the script, and 

wherein the image processing device comprises: 

a saving unit configured to receive the 

authentication information or the authentication token from 

a transmission unit provided in the user device and save 

the authentication information or the authentication token; 

and 

an authentication unit configured to receive 

authentication from the service providing system using the 

saved authentication information or authentication token. 

2. The information processing system according to 

claim 1, 

wherein the image processing device further 

comprises: 

a notification unit configured to directly 

notify the mediation system of information indicating that 

the image processing device coordinates with the service 

providing system or notify the mediation system of the 

information via the user device in response to the fact 

that the storage unit has already saved the authentication 

information or the authentication token, 

wherein the mediation system further comprises: 

a storage unit configured to store coordination 

information indicating a coordination state between at 
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least the service providing system and the image processing 

device; and 

a display unit configured to generate a 

coordination instruction input screen based on coordination 

information stored in the storage unit in response to a 

transmission request of the coordination instruction input 

screen from the user device and cause the user device to 

display the generated coordination instruction input screen. 

3 . 

claim 1, 

The information processing system according to 

wherein a saving unit provided in the image 

processing device saves correspondence information between 

the authentication information or the authentication token 

which is used for authentication of the image processing 

device by the service providing system and local 

authentication information corresponding to a user, and 

wherein an authentication unit provided in the image 

processing device refers to the correspondence information 

saved in the saving unit, and makes an authentication 

request, which includes the authentication information or 

the authentication token associated with the local 

authentication information used upon local authentication 

processing for the user, to the service providing system. 

4. The information processing system according to 

claim 1, wherein the image processing device further 

comprises: 
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( 

a token request unit configured to request the 

service providing system to reacquire the authentication 

token at regular intervals when the saving unit saves the 

authentication token or to request the service providing 

system to reissue an authentication token when the 

authentication token is invalid. 

5. The information processing system according to 

claim 2, 

wherein the mediation system further comprises: 

a state request unit configured to make an 

acquisition request for the coordination state between the 

image processing device and the service providing system to 

the image processing device via the user device, and 

wherein the storage unit updates the coordination 

information stored in the storage unit based on the 

coordination state transmitted from the information 

processing device via the user device in response to the 

acquisition request for the coordination state. 

6. An image processing device that executes image 

processing utilizing a web service in coordination with a 

service providing system which provides the web service in 

response to a request from a user device, the image 

processing device comprising: 

an acceptance unit configured to accept a 

coordination instruction for coordinating the service 

providing system with the image processing device from the 

user device via a network; 
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( 

a generation unit configured to generate a script to 

be authenticated by an authentication method corresponding 

to the service providing system and transmit the generated 

script to the coordination destination service providing 

system indicated by the coordination instruction; 

a storage unit configured to receive 

authentication information input on an authentication 

information input screen, which is displayed by executing 

the script, corresponding to the coordination destination 

service providing system or an authentication token issued 

by the service providing system depending on the input of 

authentication information on the authentication 

information input screen from the user device via the 

network and save the authentication information or the 

authentication token; and 

an authentication unit configured to receive 

authentication from the service providing system using the 

saved authentication information or authentication token. 

7 . A method for controlling an information 

processing system comprising: 

a service providing system that provides a web 

service in response to a request from a user device; 

an image processing device that executes image 

processing utilizing the web service in coordination with 

the service providing system; and 

a mediation system that mediates provision of 

authentication information to be used by the image 
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processing device when the image processing device 

coordinates with the service providing system, 

wherein the method comprises: 

accepting by the mediation system, a 

coordination instruction for coordinating the service 

providing system with the image processing device from the 

user device; and 

generating by the mediation system, a script to 

be authenticated by an authentication method corresponding 

to the service providing system and transmitting the 

generated script to the user device, 

displaying by the user device, an 

authentication information input screen corresponding to 

the service providing system that is a coordination 

destination by executing the script transmitted from the 

mediation system; and 

transmitting by the user device, authentication 

information input on the authentication information input 

screen or an authentication token issued by the service 

providing system depending on the input of authentication 

information on the authentication information input screen 

to an image processing device specified by the script, and 

receiving by the image processing device, the 

authentication information or the authentication token from 

a transmission unit provided in the user device and saving 

the authentication information or the authentication token; 

and 
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( 

receiving by the image processing device, 

authentication from the service providing system using the 

saved authentication information or authentication token. 

8. A non-transitory storage medium on which is 

stored a computer program for making a computer execute a 

method for controlling an information processing system 

comprising: 

a service providing system that provides a web 

service in response to a request from a user device; 

an image processing device that executes image 

processing utilizing the web service in coordination with 

the service providing system; and 

a mediation system that mediates provision of 

authentication information to be used by the image 

processing device when the image processing device 

coordinates with the service providing system, 

wherein the method comprises: 

accepting by the mediation system, a 

coordination instruction for coordinating the service 

providing system with the image processing device from the 

user device; and 

generating by the mediation system, a script to 

be authenticated by an authentication method corresponding 

to the service providing system and transmitting the 

generated script to the user device, 

displaying by the user device, an 

authentication information input screen corresponding to 

the service providing system that is a coordination 
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destination by executing the script transmitted from the 

mediation system; and 

transmitting by the user device, authentication 

information input on the authentication information input 

screen or an authentication token issued by the service 

providing system depending on the input of authentication 

information on the authentication information input screen 

to an image processing device specified by the script, and 

receiving by the image processing device, the 

authentication information or the authentication token from 

a transmission unit provided in the user device and saving 

the authentication information or the authentication token; 

and 

receiving by the image processing device, 

authentication from the service providing system using the 

saved authentication information or authentication token. 

9. A user device that is capable of communicating 

with a service providing system including a web service for 

providing data in response to the reception of a provision 

instruction from an external device, the user device 

comprising: 

a display means configured to display an instruction 

means configured to start a service that provides data to 

an image processing device and makes the image processing 

device print the data; 

an access means configured to access to an address by 

executing a command which has been issued for accessing the 

address in order to receive an authentication provided in 
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the service providing system in response to the fact that 

the start of the service has been ordered via the 

instruction means; and 

a transmission unit configured to transmit 

authentication information, which is input via an 

authentication screen provided by accessing the address, to 

the service providing system, 

wherein an authentication token indicating that 

authentication processing based on the transmitted 

authentication information is successful is saved in the 

image processing device. 
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