A net hod of signing a nessage,

net wor Kk,

are provided. The nethod conpri ses,

nmessage,
an offI
of fline

0

a node for

a base
a Wi rel ess sensor

station for a wirel ess sensor
network and a wirel ess sensor

net wor k

generating a secret key for signing the
(ﬁi)mmmﬁkaexphsicmobasﬁdsm @mmncimtmtryméo@mgmﬁrmmeﬂ@mt | ng

er yr rtgzlinlil tl(f(n /

:?\g?]rll(gln 9 lecgualqgll'%

o0, WATIIRTBR B Tuaia RN

verifiable using a veri cat i on al ggaMP i t hat (16399t§m99$nafﬁﬂﬂéahﬁn Qukri ng
oper at i on. (43) International Publlcatlon Date L
3 December 2009 (03.12.2009) PCT WO 2009/145732 Al
(51) International Patent Classification: (74) Agent: ELLA CHEONG SPRUSON & FERGUSON
HO04L 9/30 (2006.01) (SINGAPORE) PTE LTD; P. O. Box 1531, Robinson
(21) International Application Number: Road Post Office, Singapore 903031 (SG).
PCT/SG2009/000031 (81) Designated States (unless otherwise indicated, for every
. e ) kind of national protection available). AE, AG, AL, AM,
(22) International Filing Date: 3 5009 (22,01 2009 AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ.
anuary (22.01.2009) CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ,
(25) Filing Language: English EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
L. . HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
(26) Publication Language: Enghsh KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(30) Priority Data: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
61/057,043 29 May 2008 (29.05.2008) US NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT, TZ, UA,
(71) Applicant (for all designated States except US): AGEN- UG, US, UZ, VC, VN, ZA, ZM, ZW.
CY FOR SCIENCE, TECHNOLOGY AND RE-
SEARCH [SG/SG]; | Fusionopolis Way, #20-10 Con- (84) Designated States (unless otherwise indicated, for every
nexis, Singapore 13é632 (SG). ’ kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
(72) Inventors; and ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
(75) Inventors/Applicants (for US only): LIU, Kai Sui TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
[GB/SG]; IPTO, Institute For Infocomm Research, 1 Fu- ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
sionopolis Way, #21-01 Connexis, South Tower, Singa- MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, TR),
— pore 138632 (8G). BAEK, JOONSANG [KR/SG]; OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW, ML,
— IPTO, Institute For Infocomm Research, 1 Fusionopolis MR, NE, SN, TD, TG).
— Way, #21-01 Connexis, South Tower, Singapore 138632 .
— (SG). ZHOU, JIANYING [SG/SG]; IPTO, Institute For Fublished:
— Infocomm Research, 1 Fusionopolis Way, #21-01 Con- —  with international search report (Ar[, 21 (j’))
— nexis, South Tower, Singapore 138632 (SG).
—— (54) Title: A METHOD OF SIGNING A MESSAGE
E a secret key is generated for
— signing the message, the secret
j— key being based on an identity
— )'ofa signer
— 402
— an offline signature is generated
— 404/
— an online signature is generated
— bassd on at least the offline
— signature and the secret key
ﬁ il
< 406
the online s_irgnat_ture ilsgve_trliﬂable
(g i doce no requit a paifing
p ﬂoperatvon
v /
-
Y
~
N
S
=]
g\

408

400

Figure 4

(57) Abstract: A method of signing a message, a base station for a wireless sensor network, a node for a wireless sensor network
and a wireless sensor network are provided. The method comprises, generating a secret key for signing the message, the secret key
being based on an identity of a signer; generating an offline signature; generating an online signature based on at least the oftline
signature and the secret key; and wherein the online signature is veritiable using a verification algorithm that does not require a
pairing operation.



