' i e3ea$ad#62$TH( WO 021 087191 PCT/ FRO2/ 01365 SYSTEM AND METHOD FOR THE
DYNAM C DI STRI BUTI ON OF DATA ANDY OR SERVI CES SCOPE OF THE | NVENTI ON The
present invention concerns the distribution of applications and services to
renot e userswwwlummmlﬂm in particular, the distribution of applications
and/ or servi ably, the dynamc distribution of data to renote
users connect ed .qps@l | types of networks and architectures distributed. The
data are digital assets and will be described bel
terns. TECI—IN%MHMWM GROUND OF THE | NVENTI ON r%}zsrlr? "S’? | strret'%ﬁfl on
and/ or verif twork data are well known, some of which involve a
secure distribut@mosWi th a view to obtaining punctual solutions specific
for each case. Thus, patent application WO 00150995 descri bes an Internet
service integrator consisting of a platformwhich automatically chooses,
i ntegrates_and conflgures according to the client's requests, the
functi on¥VALRZA8E191 for [Transl ation from French) pl ace%tQ]T/F&O%Dm%
val ue- added I nternet service. US Patent 6,075,943 describes a system for
the transfer and renote installation of client-server application prograns
froma source cSY¥STEM ANDMETHODR:FOR AHE DYNAMIQDISTRIBUTHONI stri buti on
cycle can integrate several prograns for different addressees or for one
and the sane addressee. Thi GFDATAMMNDIORZSERYICESONPr essi on program whi ch
nmust be transferred before the conpressed application progranms to be
transferred. Furthernore, the errors are detected, but not handl ed
automatically. US Patent 6) 141, 759 describes a system of nanagenent of
|nformat| HbE .- 2 FAQARUt er network. It uses one or nobre secondary
server cofpo Stetrs Te—tunction of which is to substitute, if

sibly detected in

necessary, for_a first server conput er error 0

processi ng of Tth?epreﬁPB? IRenten ¢ B the gg?rfqlg@“t‘i %p?%?tfﬁ zation of

t he managenent process. US Patent 5,999, 741 describes a net hod of renote

i nst al | aSEBfCRT larespete wfess. ubcr@memSnlmna@ﬁutaﬁethgﬁ?etéhvt@baf sel ects a
communi cation path for requesting information on the existing version and
downl oadiapglicateonsodndiar senvjodstand, Hiotably dbe dynamie distribution ofidatal tat
providing renote users, as well as the suppliers with which they are
connect edemetd hsemacehnectety oaaill typissof ndtworienamd aaghitetiirés dissriutddser vi ces
in the formof digital information flows, preferably secure and

advant ageous| yrny &atadark" Pa?@skéfsyari@\lﬂll% Hésdtibed eiGw H‘y%ntr@%‘irmébe to

determ ne the use of an object and/or to |ocate an object and,
necessar y,.to obtain user profiles. 2

TECHNOLOGICAL BACKGROUND OF THE INVENTION

Systems of distribution and/or verification of network data are well known,
some of which involve a secure distribution, with a view to obtaining punctual
solutions specific for each case.

Thus, patent application WO 00/50995 describes an Internet service
integrator consisting of a platform which automatically chooses, integrates and
configures, according to the client’s requests, the functions necessary for

placement of a value-added internet service.



' SUMMARY OF THE | NVENTI ON The system neans and net hods according to the

i nvention are based on a client/server architecture. The invention enpl oys
a central or server comunication platform (also called Resource Center or
| RC), which directs agents capable of sending out data to the final
stations or to secondary Resource Centers (server software) (also called
Wi re Resource Centers), serving as relays to such agents, while

conmmuni cat | onsu@etamrs,um,gasws%}ib@@mwgiéﬁréﬂﬁe@Ha%fé?rdﬁc%%&é t he

secondary resource centers and the user$S advantageously use a secure

pr ot ocol ; AL I : I i J e 4l grity and
nmeans of 1r%S-r%lc;‘!aetabl %ﬂ%?w %gﬁté&éfo{ﬁ%ﬂpa%agﬁ% ?@Eq g%}s@éséu;&%@B{]%q%rg dynam c
transm ssj data and services. .ln. particular, .for suppliers of on-line
pr of essi i%’g]ﬁ%g%ﬂ @ré) e?ﬁg&sygtgm. Mtr 'bﬁﬁo'ﬁﬁ){‘g? c&@ggf)eg(%teaépeaggqlti oni ng on
new mar ket s and {he_fg?evelo ment of offers that are origi nal, wth

except i oREPITgMs for difigrentaddressers ontor ouei andthesame adimsseg. s ens. |1 t
inproves, in fact, the performance of online offers of services, assuring:
- avai | alsysteny utitzes 2 deadinpressiast pragsamevhich esustiedranisferred befonettheand
confidentiality of the data exchanged, and - sinplicity of use and

accessi bicompressed applivationgregrahhetcslys transfepred. HeurthegtriordUtheatraert are
applications and services to renpte users, according to the invention,

mai nly i eedotes, mit dcﬁmhdmmeam@ﬁ{dﬁ@hn)c_ommni cation platform (IRC), to which
agents are functionally connected, 3 maki ng possi bl e the di ssem nation of

data to final W eaieh 180 953ulkerineds SRR fnaliehferlt SPRHERAASN' TS Set

up to serve in turn as re sal d agents Ication ween the
comuni cat | | at | | ILntoan Resource Center here . or abbreviated
as | RO) Trafye °§gge§{"5b&g??aﬂﬁ?&8%dgﬂ§e%ﬂﬁ?&@%ep‘iﬁSPBQBW SEMPRd | VAP as
abbrevi ated (Ilntoan Versatjl e Access, Protocol), which is a secure protocol
el abor at %”@Jt?h%ys&%ﬁ a‘%?n DCWOFwsmlﬁ&sphﬁ&m dnegessarysigtahistraki ng it
possible to produce and manage flows of digital assets, as well as the

i nf or mat iseveiLanpPEesdThe efross pessibindateetgd dn procassinguefithe iefogmation act or s,
fromcreation of the asset to its consunption, with the objective notably
of maxi mrequestidiee tsé teageinitimizatiors of theamanagemepepeessed by t he fi nal
client. The asset created can be of a type pre-existing at the supplier's
or be speci al IYS Patanite3d] 999, 7da glssstibed hanéthodrifiremotes indesiiatiohed abel ow nore
in detail, with reference to the attached drawi ngs, which in no way limt
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t he inverhtid%g and its environnent; - FIG 2 is a schematic
represent&’t i of an enbodinent of a

The present invention is aimed at providing remote users, as well as the
suppliers with which they are connected, with means of dynamic distribution of
applications and services in the form of digital information flows, preferably
secure and advantageously with a traceability making it possible, for example, to
determine the use of an object and/or to locate an object and, if necessary, to

obtain user profiles.



" modul ar architecture common to the server and to an agent; - FIG 3
represents an enbodi nent of the I VAP protocol; - FIG 4 illustrates the
traceability of the digital assets and of the procedures in an exanpl e of
dynami c distribution according to the invention; and - FIG 5 shows a
sequence di agram exanpl e representing the operation of the comunication
prot ocol advantageously used according to the invention in a client/server

appl i cat iUIWMMARY toF SHERANMGENTION €S, the same reference nunbers are, save
for excepfrons, usSed tor the sanme el enents appearing on several figures.

DETAI LED DES T, I 1.00l used in the
present appl F?arﬁ %’?&%&W@ﬁ@?@adéﬁ? &ﬁrgﬁhgﬁlagg¥’8s?§8nexpert
in the di f%lewt concqﬁﬁui‘xlr techni cal. and g(glerati onall fields concerned,
the defi @ ¢IONESHET AFIGTHE: HE WVENUQR, EMPLYSR CEW 3 PIRENET t 0 guar ant ee
their clarity. Sonme nanes used in the course hereof are commercial terns
bel ongi n§ bRigaton g i (s eRlledsResoiice Gapder oidif@e whish directpr esent
invention is a systemfor the dynam c distribution of data and/or services,
i nvol vi n@gestxeapable pf sending a4 data tq thed)nad sthtioos <ir o geodndary Resouscé or

W re Resource Centers); - at |east one agent, that is, a program support,

t he | at t @eriteisgeaBradftware)ialst callet] wiré RddotirceCenters)) deniing AS ralays
Resource Centers) and bei ng capabl e of becom ng a resident on the user's

machi ne; t§ such agentsS aHileUENHRARTEARDAS bfied Y c&RARbMnAiniEatigy ng cal I's
of renpte nethods on objects situated on a server and/or on a wre server

and of u i J I I ihng an

"t er act FUATTH phTRF In@ REcSRIERy Rl Releht 80 e T98 BN S o n:
- means rendering it bl e of produci ng and managi ng conmmuni cati ons

bet ween at SI%EE?‘%&P@Q%@& and the IRC) notably through XM. nessages; -
nmeans for calling a . renote rrethodhby reading/ witing of objects of types
bj ect Request HISYIiEEALGoLHBade the inysatien fvolvesa pinsdulardy godynegnsiehns of
a stub and a skeleton. Thus, referring to FIG 1, an enbodi nent of the
syst em ad@seabiily wbichhaake a tool particularly suitable for dynamic transmissions of

data and services. In particular, for suppliers of on-line professional services
(NSP, ASP, MSP), it makes possible a positioning on new markets and the
development of offers that are original, with exceptional quality of service not
.accessible to preexisting systems. It improves, in fact, the performance of on-
line offers of services, assuring:

- availability and reliability of the services offered,

- security and confidentiality of the data exchanged, and

- simplicity of use and accessibility of the services.

The system for the distribution of applications and services to remote
users, according to the invention, mainly involves at least one central

communication platform (IRC), to which agents are functionally connected,



" invention contains a parent IRC server 1, integrating services 2 placed in
interactive comrunication by a wire connection 3 and/or a wrel ess
connection 4) by nmeans of a protocol 5 (IVAP protocol here) with, for
exanple, a wre server 6 and/or at |east one agent 7, resident or having
becone resident on a user term nal such as a tel ephone 8, a PDA 9, a Set
Type Box 10 and/or a conputer termnal 11, PC, Mac or Sun server or the

ke, AS rAdking podSible i dissefiifatith!st dafite A Aser SfiRfis HrtfloBshiresent . The

system according to the invention can operate on all types of networks. It
advant ag y | t r f.all_types of contents
(For exanion B fESoRStertérs saf uBG Yefie IURERE FoBm RyprilgiieS or ¢
termnals, su as. for. exanple onputers, tel ephones d, digital

assi stants, agg%%ﬁ@nﬁéﬁﬁﬁhéﬁ%gBFKWH”'PWéO”sB%BFmdPS]@ U@‘g%“ and the
agents are built around the same architecture. In that architecture) the
base | aydtesquiee senterdars, ehablrevipied as IRE) anddts agante adyantageauslyor in t he
Wi re Resource Centers contain neans and/or functionalities appropriate for
secur i ng:emplepsrantotacol called IMAR he adhipeeniated] (IrPah Meesatile dochasges of
messages and bi nary exchanges and, as an option, - encryption (by neans of
an SSL | &retacal)owhictaisid sgcurenbtocol ekborbted byahe Gbplicaans of a Zlib |ayer,
for exanple), and/or - scheduling of tasks, and/or - access to external

dat abases, andfHy inveAfish tHuaNSToV R R vstefn rﬁBQMthS\A%o ; %&&roﬂb‘é Q@?e | ayers

are advant ageously integrated in a "framework, e S possible the

dynam c hA A : j: .enr nmodul ar
ar chi tecﬁ%%ge\?\ﬂ?@% @%ﬁ%%sn&% (C)Ea% ﬁvg‘il?éft\péﬁ#@@&@%ﬁ% %ﬁg‘%ﬁf‘ﬁ ﬂi%ﬁ{ﬂ ' ni ng an
encryptiqn, layer 12 co ni cati.on, | ayer capabl e usi ng, an | VAP

pr ot ocol agi,vaﬁga},ggo#gyutﬁé u%e&?ﬁﬂfﬁ'fct% (PR 8%\*9” ‘iﬁt}'eaﬁﬁ?eg%\tﬁi onal

nodul es 15, 16, ,each,i‘n i ndefinite nunber, as well as a database managenent
syst em 1EONEHERIN: With fae pBiestive svtably of maximizingthevalue of thatasset) assai d
modul es are, for exanple, individually or cunmulatively nodules of the type
ai med at ipgmereeived byibe fiepl diegmbnt of applications, nachine monitoring, 7
renot e mai ntenance, renote configuration of a conputerized work station,
renot e mai nt enkhrecassst ceedtedaan hpmokadgse predexistinigeat thersupbliessor det a, anong
ot her functionalities and/or applications. The server software, abbreviated

| RC i n i tspepiaiil exéstedoreduesnt, is preferably devel oped in Java | anguage.
The agent for the operating systemof a connected term nal (for exanple, an

agent for W ndm@ihv'bﬁticﬂr{ %f@és%Fibédiﬁmé\ﬁrm%Qﬁ de'f'aliEWT? e eﬁgg?)t} tl'fsﬁg’

however, be devel oped I n any | anguage at al as’'a tunctron

hi i s . | e ,of. i i i i , of
anal yz1 ngteghed iaBRRLynich FTRAE B h 3K PN IS eRiHdh: 2t e Tor o
gefined aern%]c')éiren%[nltlsr <e)f the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is illustrated below more in detail, with reference to the
attached drawings, in which:
- FIG. 1 schematically represents the elements constituting the

system according to the invention and its environment;



" By way of non-limtative exanple, FIG 3 illustrates an architecture of
protocol elenents of a systemaccording to the invention. In this figure,
an encryption |ayer 12 (layer SSL, for exanple)) the | VAP conmuni cation
protocol 5, an XM. channel 18 for the exchange of nessages and a binary
channel 19 for the exchange of data are schematized. An agent) as it is
under st ood according to the present invention, is a program support, which

can be acquired as i, s BRcReMatiMOpRischifin SUTbmbbdiERPY£d and | oaded

froman Internet site, anong others, e acquirer c 03| ng agent

cor respoqﬁbma; Qrcﬁ]ﬂgc rr&ﬁbﬁﬁ%ﬁ oeth fdi}%/ér %F&gin%agpﬁpt her involving a PC, a

a Pal mor ot eV| ces | sai d agent, and which
advanta eously cont d at st aon Sir on which at | east
one pr ogr am cain be 'ﬂﬁ,gﬁﬁg&’é&, ??“Fé@?%‘f@?@gofo@’eggrﬁﬁﬂe ‘Fﬂg f or
exanple, froma supplier Internet site. machi ne int egrat| ng or
receiving the- pronggﬁ %MFQ"G%%V%%?P'ME Oéﬂﬁfhélglta' sesetvapdidther Mac, a
personal assistant, a nobile tel ephone or any simlar device. At the end of
i ts inst grocedweas in Ao exgomle b dynamia disiribation accotdingricthieriavemtiorg amdef er r ed
enbodi nent, the systemcan be totally or partially autononous, dynam c and

sophi sticated- |t diG.&fdrows hlkeqliencd dhg%m@@hﬁlé@@;ﬂ@@bnluﬁ;fﬂfeﬁr as that
final user does not necessarily have to intervene in the managenent or

mai Nt enangRrafc Ssthedtinmanicatibl prowesraiaMagioushe u%é%rdﬁ@ mh pefat es

transpar ently. Such a systemaccording to the invention can use

"l arge bﬁé\yeé(]ﬂ%ﬁqﬁaa%n%gb, sag'pn?é(tﬁfry smal | enterprises or small - and

medi um si usi nesses em according to the invention is

advant ageouslx tﬁied acc dfi whi ch c nstitutes znot her obj ect
of the present” Hepligd i ﬁ]e%amgfre %"cfen'@/"é'ﬁ PBhACs SBKGECMal so a net hod
for the dynam.,c distri but| on of data and/ or services, essentl ally entailing
the stagéXceptirnsised ferth eﬁ%ﬂ@ﬁ&fgeatts appeafing oo %&Y@ﬁ@ figuies- i s, a program
support, which can be acquired as is in CD-ROM DVD or other form or
formatted and | oaded froman Internet site, anong others. The acquirer
chooses the agent corresponding to the architecture of his nmachine, whether
i nvol vi nMBTARILER DESC RIPHANTOH THENSIVENTIGN'S | ntended to accommdat e said
agent; installing such agent, for it to beconme resident on the user's

machi ne; 9 Wbﬁﬂ@hﬂheQérrﬁlhoid@j? WR@ATh the prddent appliéRionhs stfiddraes of fered,
directly fromthe agent's interface through a directory, for local services

(that isg i J' %ﬂyg&cﬁbﬁgbesab tBIRE ekt 7 Helliitfe st WBhbeSRial, WcHHHbAl C

Servi ces,

and operational fields concerned, the definitions of certain terms are supplied
below in order to guarantee their clarity. Some names used in the course hereof
are commercial terms belonging to their respective owners.
The primary object of the present invention is a system for the dynamic
distribution of data and/or services, involving essentially:
- one server (IRC) and possibly wire servers (or wire Resource Centers);
- at least one agent, that is, a program support, the latter being able
to communicate with the server and/or the wire Resource Center(s) and being

capable of becoming a resident on the user's machine;



" services and free services; as an option, subscription of the agent to the
services by the systemadmnistrator fromthe IRCinterface (that is,
centralized); registering for those services with, correlatively, automatic
| oadi ng or downl oadi ng of the conmponents necessary for their activation.
Said protocol is intended to optim ze the transfers (conpression, use of

t he pass-band and ot her neans) between the IRC and the agents. It can be

activated w thout teesfien ﬁmﬁhﬁicﬂﬁéﬁ%%aﬁéﬁier& éa?v\B)rn@ gaﬁr&ased, t he

| atter remaining a function of the quality of the net el ected. In one

058y RAAHARE Bt} SR R SARERN s AU Lo MEFE °)
Lhe =l aFhB83S bot cARiSh st poBBEE SRR AT B 0

nmessages; calling at | east one renote nethod by reading/witing of

Obj ect Re(ﬂfg‘é’?e%ﬁ(f%?re%'?‘;@gﬁ'aﬁe types, respectively, advantageously by
means of a stub and a skeleton. 10 More precisely, the agent 7

comuni cavhile said pretesol ¢aptainshr ough XML messages. The XML communi cati on

| ayer 18 serves nost of the time for carrying renote nethod calls on

obj ects situated ormears Resteningdt Capabde of prodecing e ninagirigp a pref erred
formof operation, the call of a renpote nmethod is nade by reading/witing
of obj ectedmrRlihicatiiesibetteat st IPAESHRESERHIRI theaREE HottfY Yhrofigh GECt
Request encapsulates a nethod call, that is, it contains: the“nane of the
r enot e m;,t,@%%@-si npl e character string) and a list of paranmeters (that
is) of other objeéects). An (Object Response encapsul ates the return state of

except i on-obj cct (IToane 197 el eHeTust Bl Sl einHEng By Bblects &'

types ObjectRequest and ObjectResponse, respectively, advantageously by

means of a stub and a skeleton.

Thus, referring to FIG. 1, an embodiment of the system according to the
invention contains a parent IRC server 1, integrating services 2 placed in
interactive communication by a wire connection 3 and/or a wireless connection 4,
by means of a protocol 5 (IVAP protocol here) with, for example, a wire server 6
and/or at Ie_ast one agent 7, resident or having become resident on a user
terminal such as a telephone 8, a PDA 9, a Set Type Box 10 and/or a computer
terminal 11, PC, Mac® or Sun® server or the like. As an option, one or more
wire IRC servers 6 can also be present.

The system according to the invention can operate on all types of
networks. It advantageously makes possible the secure transport of all types of

contents (for example, texts, images, software, video, etc.) to all types of



" server's side, has to be intercepted by the client), the objects) passed
by reference to the nethod whose state nust change. The process of
feading/witing of an object in a data flow (network, file, etc.)
corresponds to the process of serialization (witing) and deserialization
(reading) and nmakes it possible to render the objects persistent, that is,
materializable on a renote platform The comruni cation by flow of objects

r ecomenggighingRosdEN as | for eREmphy, dhliels) tlOPhERS éﬁtﬁdigﬁlaﬁésé?étaﬁ straction

necessary for easy processing of the exchanges between™client and server.
11 FoLpddiatHepy of the serialization/deserialization processes makes it
possible to tomate their use, that is, programmng. The renote nethod

cal |l uses what, | I | ed a stub _a a _skeleton. .That ipnyolves two
cl asses of ob}'%ﬁ§%9%3ﬁe%%b%soér5e@feﬁiagﬁqgﬁc?gfeﬂg%r il S‘FPW?& erver ,
respectively. The stub ng_ﬁéhe skel eton are supposed to procure for the
client u§éP¥%ﬂWp'§8?‘\Pé?- f’b arshiteciurg, therhase Iaversiiplegratsd in the sefvgEe) whi ch
del egates the communi cation services. That interface defines the del egated
net hods @savell ag inthecagents endfaiyn e wireResdurce Rentrrs sentain megns data f | ow
(see diagram bel ow of an illustrative XML object in the formof a class

di agr am andéordunctianalities appsaprimte forlseculinge t wo cl asses. Interface object x
Struo X - Read objectR esponse - Wite (bjectkrsponse + Method | + Method 2

Cient |anguage stnhmshidatidatvaiestht é@éﬁtk(i\#ﬂg!ﬁ:}@?: %(chaﬁfk;ééwﬁreséagewi te
bj eet RES-ponse - dead bject Response + Method 1 + Method 2 Server

| anguage O ass déﬁ@bﬁfﬁr}%xchanges and, as an option,

- encryption (by means of an SSL layer, for example), and/or

- compression (by means of a Zlib layer, for example), and/or

- scheduling of tasks, and/or

- access to external databases, and/or

- additions/removals of modules, notably.

The base layers are advantageously integrated in a “framework,” which
makes possible the dynamic addition of modules.

FIG. 2 thus schematically represents a modular architecture, which is
common to the server and to the agent, containing an encryption layer 12, a
communication layer capable of using an IVAP protocol 5, core modules (or
central modules) 13, 14, and additional modules 15, 16, each in indefinite
number, as well as a database management system 17, the latter being optional
for the agent 7 (see FIG. 1).

Said modules are, for example, individually or cumulatively modules of the

type aimed at permitting the deployment of applications, machine monitoring,



FIG 4 of the attached draw ngs represents, in the formof an illustrative
“and non-limtative sequence diagram the operation of the stub and skel eton
in a client/server application) when the nethod 1 of the object X interface
(see above) is invoked by the client user. The dotted |ines represent
conmmruni cation over the network. It is to be noted that closing of the
socket is at the client's initiative, when one or nore nmethods have been

cal | ed. Fﬁém&dnﬁint@hﬁﬁeé,eren?oté%%hﬁﬁ%tibh_lbﬁﬁbﬁ@wtbhse&R: stdifopar e rental

service. The agent used then di al ogues w nt oan Resource’' Center,

s 1 et e AR E PR I g B8 A T

software, renova of tware and

the software ) oaded...The traceahiljty set in place by the system according
to the i%’éﬁ’tﬂ“{}ﬁg%ﬁ“\“e?&J‘Ph%frapﬁﬁﬁ*'?ﬂ%-nf ormation linked to its use, such
as, for exanpleg, its duration %f use. Technically, one thus advantageously
enpl oys: - on SeINEr pelivare, abapyatsdi ! RCeindisarrstasred embediment. ifere by its
abbreviation | VAP (Intoan Versatile Access Protocol), which ensures an

i nt er act ipreferably deyejswedbingava lamguags.| i cal cord connecting an | RC and/ or
wire |RCs to agents, and - on the other, a systemensuring the traceability

of the digitalThesagent fahthehoperatingisystedh bf/a keanected téfmainabtior @erhpleThe
traceability, as understood according to the invention, is illustrated in

FIG 5, idh ademtforVWihdbws®) RSsieteraBlyl ilphshkA@adn T+ fREedehficah Package 22
t hanks to a%@%ppl i cation 2)1 Zﬁg pr 0\),: ded with arrll "el ectroﬁiecp??l‘:)'el , " and

then 13 KAGRRTI L RC M' L 5 to the
| RC 23 responsi bl?ig? g{:'lo? ﬁg '%gll tararg%tg t?'a? %%ﬁ@ﬂéﬁ% égt.h%Aépr %gfé%c%ﬁ%e(jn notice
26 is se { . S 1 IRV -n en 4. of the final stations, which
recover Itqltrbee %’I‘%‘%}Fg @é}%@g §f}'n¥§h§9rﬁ86it %%e %@atygst gpqrm!y;mg ﬁ@fmlar?dg(?fact i ce,
the systemfor use of the said traceability can conprise, by way of exanple
(see FI Gs%c?mg%gr nere lﬂlﬁ%‘ég?ﬁGPBFOW%%&’W@gﬁﬁféﬁrzgﬁ%l'te‘a‘%‘é%t 20 (such as
a software), for exanple, thanks to the plication Packer for Wndows 21;
neans for proBYiway of Rendiritatiye @amplenFiG. S dlustrates an architectuce bhibel " t hat
can contain, notably, the follow ng elenents: - nane, size and date of the
package, protbestelemerds obh systens actemdirsg to the invention. In this figure, an

encryption layer 12 (layer SSL, for example), the IVAP communication protocol 5,

an XML channel 18 for the exchange of messages and a binary channe! 19 for

the exchange of data are schematized.

An agent, as it is understood according to the present invention, is a

program support, which can be acquired as is in CD-ROM, DVD or other form, or

formatted and loaded from an Internet site, among others, the acquirer choosing

the agent corresponding to the architecture of his machine, whether involving a

PC, a Mac®, a Palm® or other devices intended to accommodate said agent,

and which advantageously contained at least one desired program or on which at

least one program can be advantageously registered by downloading or, for

example, from a supplier Internet site.



- electronic certificate, etc., neans for depositing the package 22 on an
IRC 1 and for routing it automatically (thanks here to the | VAP protocol 5)
to the IRC 23 responsible for the final target stations 24, 25; nmeans for
the server 23 to send) upon receipt of the package, a notice of receipt 26
(which includes the electronic | abel of the package, the server's
certificate, the tinme of receipt of the package, etc.) to the sender server

1, means for 1ReQ i a) i_nal
stations and for tﬁgﬁﬁfg%%ﬁlﬁﬁ¢%%£g ﬁiﬁagﬁﬂ(;%t P@g nﬁggnto their

| RC, and st ations rmtheir |RC regularly
of the op?atfia |ons%pﬁ](%>"?%r éh@ IO‘U{'%S Lag? Ia 5@@@? t%'SHb%'P%QHaPYor
exanpl e, del et | aunchi ng of software, etc ); and, as an option, neans
for the &Eﬁ'&%ﬁ‘i eVite.noti ces 26, 27, 28 in databases and/or for their
automatic ascent to all |evels, pref erably to the | evel of the main server
1. It is to bdtibeendiafdls installatian, éb%agﬁnébqueeﬁ resideri@nctherrvachidet o
several | RC servers. In a preferred enbodi nent, the systemfor dynam c

di stribution dnaderetersediembodiments e sthemdimg)e totalheor pardiatly on conpri ses
means of traceability consisting essentially of: an application 21 ensuring

t he packagtorpmbus d#r@'mi&and%l?his?i@aidd.m gan afferd tiesfindl wiser pedlackage 22 and
the allocation to the latter a software electronic | abel; nmeans for the

deposit ¢fectdint ifdsthi a5 tr?a%?rﬂal egeﬁab%ﬁﬁot;{.cdzégeaﬁl fr%&eftg%tb‘[% hdmg' gi tal

asset according to a protocol 5 to t onsi i nal

target s %Be% lating to
t he pac kterl'gée a%rit or%ﬁg'é)n | ng S roﬁ{ég‘f%ﬁﬁj %%BW‘?{E?@‘Z%&&?‘%@P@@S ?IH/ or 6.
"Notice rg@_'a}h g +Q E nag " 22 is understood here to nean a notice of
recei pt I aPEASY ! ragg %r'? il as notices of copy, deletion, nodification
or the like, res ectlvely
Such a system according to the invention can be used in “large
businesses” as well as in very small enterprises or small- and medium-sized
businesses.
The system according to the invention is advantageously used according
to a method which constitutes another object of the present invention.
The object of the invention is thus also a method for the dynamic
distribution of data and/or services, essentially entailing the stages consisting of:
- procuring at least one agent, that is, a program support, which can
be acquired as is in CD-ROM, DVD or other form, or formatted and loaded from
an Internet site, among others. The acquirer chooses the agent corresponding to
the architecture of his machine, whether involving a PC, a Mac®, a Palm® or
other devices intended to accommodate said agent;

- installing such agent, for it to become resident on the user's

machine;



The object of the invention is thus also a systemfor the dynam c
di stribution of data and/or services, as described above, and in which
distribution 15 ~Sis carried out with traceability by nmeans and/ or
el enents of the system as described above. In these enbodi nents, the
systemintegrates a sophisticated engineering nmaking it possible to offer a
conplete traceability of the digital assets processed by the system That

sophi sti cat ed-engi re@sLARHCIAGS thBgeh by the Vsl FBARTviEES bBREY, deRfPY! d°

appropriate markings of files, return Codes, routings, etc.

st andpoi J | i i bil.it as it is
cnder ot ot Ao RS aioleBRRY, BFlcal el RSBl el R
packagi n anm ng  of di gi tal sef 20 (such.as software), for

exanpl e, %Pﬁhﬁﬁécﬁgi?%é”%gqni%b Pﬁﬂv%{ﬂ’ pf“Bi'c VPYiIcRSs ang for é%%‘p?%y to the
package 22 of a "software electronic |abel” that can contain notably the

f ol | owi n§eB/ieRRANd free sprWigessi ze and date of the package, - description of
the contents, - electronic certificate, etc.) deposit of the package 22 on
an | RC 1 and routi & @1 opten,pabisatetiapotirecagent tathHeysdrvicasiy there to t he

| VAP protocol 5) to the IRC 23 responsible for the final target stations

24, 25; systepaadmibigtratoe froen tee IRC interface (thatisptentralided);package, of a
notice of receipt 26 (which includes the electronic |abel of the package,

the server's certi frég@t@ingtf@etﬁds@séﬁ/icé@Qﬁimboﬁéla&ibélygaﬁi&%%ﬁc Bhb8ing to the
sender server 1; use of the package 22 received by the agents 7 of the

final i i y/ A01 | 7, 28 heir | RC
and 16 O oo SRnGlaP B EompEnbt RERka o NI EBofrei ¢ 1 R on the
operations they

Said protocol is intended to optimize the transfers (compression, use of
the pass-band and other means) between the IRC and the agents. It can be
activated without the speed of the exchanges having to be increased, the latter
remaining a function of the quality of the network selected.

In one advantageous embodiment, the method according to the invention
uses a protocol, advantageously the above-mentioned IVAP protocol (see FIG.
3), the essential stages of which consist of:

- producing and managing communications between at least one
agent and the IRC, notably through XML messages;

- calling at least one remote method by reading/writing of
ObjectRequest and ObjectResponse types, respectively, advantageously by

means of a stub and a skeleton.
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carry out on the digital asset concerned (for exanple, deletion, |aunching
of software, etc.); and, as an option, deposit of notices 26) 27, 28 in
dat abases and/or automatic ascent of said notices to all levels, preferably
to the level of the main server 1 or of at least a wire server 6. The
object of the invention is thus also a nethod for the dynam c distribution
of data and/or services, as described above, and in which the distribution

is carried OUWIWet;B*rebfséﬂe% hgbit 'Pﬁoﬁiﬁﬁifh @@Q%lﬂﬁh@qw i tﬂ‘?r%ug gl’lﬂl.r Thus,

according to the pr esent” invention, a platformof interacti i bution
of digital r I igtion wth

t r aceabi I I t ans hgﬁ's%drﬁ@%ng%g%qﬂ%rgf %%%?glﬂn%ét{&(gﬁf%ﬁ&eﬁ%m i on
advantageousl rred selectlo ni cal s whi ch have
proven c&BHM'{Q @Ey%tﬁtm%%hg’f‘ £ qlggglstsgua aeﬁﬂ‘érc EHEEMS ch t he

sel ection has been nade, the foll ow ng can be mentioned, by way of purely
i |l ustrative AMEORIAIP iRrefarted tormyefieperation, dhe sall @bpé@mqt%ngajag@§ They
offer, in particular, the advantage of relying on nore structured codes and
af f or di ngn@dq)bssemlngtvyntmg ofabjectsf ObfestRemyestandObjeptRespdnaad easi er and
nore dependabl e mai nt enance of software conpared to other |anguages, such
as | anguagsectivebtructured type, for exanple; 17 choi ce of an i ndependent
devel opnment | anguage for the platforns and agents respectively. In fact, it

appear ed t hat Amepfidtires, tﬁié%?én@éfbs‘iﬂéteg DREIRRIcAIl thdtGd Q{scoﬁtaﬁﬁt' onalities
and characteristics of t | RC and agents rendered it possible to tackle

the question qfeHaHRY 6t fﬁ@r@moté?ﬁ]&%@?a sﬂﬂﬁl@ed?\%‘?g&éy §t{qﬁéé§ﬁ8h whi | e

striving to naintain a degree of consi'stency, since Wwo types of
units are intenged [ t.her. For the devel opnent of
the IRC, the c%@ﬁqoétp%é g@i é@a g'nm?ﬂﬁ‘ejg beq?so?nguag The Iatter offers two
essential tec . vant a i tiplatform _that is, IS
oriented to tll}%‘ %?ﬁ&??p?ﬁ %%%?aﬁﬁuﬁﬁje% estmcstate-pf the remate HﬂﬁtBOdv its
conponents are interoperable and reusable. For devel opnent of the agents,

pr ef er endBatigsfajiexamples t he C++ | anguage, but the Java and C | anguages can
al so be used, anong others. However, it turned out that the different
functional i ties agetwhstke ojedt,t he client parts of the comunication
solution according to the invention rendered preferable a different choice

of |anguage faqr Qﬁ‘é%@?ﬁ@;r%tﬁ}g?ihﬁf A5 8x&dp tmﬁré.ea@ohmﬁaﬂen\&ﬁ%é lead to the

presence of a Java Vir chine on each client station urthernore, it

i s highly advant i rlsr’ﬁ; yi ng di sk space snal |
enough for them ?Qﬁ,%% sti&t Cr\%?qg b\oéﬁn*aqrfgét}%g | ?8@“ ons. Finally, use of
the C++ Ianguage made si bl e faster exe rograns on the
final stations ¢ 8’?18%?5‘)[%655590% eg%rgpﬁ??%h" et?w E’?/'QE@ A8MBYglynani c,
one can al so opt for COMobjects, in the case of the Agent for Wndows, a
choi ce that can geange.

The process of reading/writing of an object in a data flow (network, file,
etc.) corresponds to the process of serialization (writing) and deserialization
(reading) and makes it possible to render the objects persistent, that is,
materializable on a remote platform. The communication by flow of objects
recommended according to the invention introduces the level of abstraction

necessary for easy processing of the exchanges between client and server.
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18 different for other agents designed for other types of architecture.
The use of COM agents makes it possible, in fact, to dynamcally add

nodul es to the agents and affords themthe capacity to interact with their
environment. In relation to the aforesaid preferred choi ces recommended for
devel opment of the principal actors of the systemaccording to the

i nvention, for comrunication between the I RC and the agents, the | VAP

pr ot ocol Fonafifatich SRthederralititondbsdrRilgHAaP prdcessés AidKkeY itpaesible the XM

standard | anguage nmakes it possible to exchange and store data at the |evel

of confi %‘@'?’g%‘ﬁh% Jé@tﬁﬂqﬂﬁgﬂ%*@% as to inprove readability of the

data and to itate 't ces ired. The | VAP protocol based on

t hat | anguage, i f i i,d_advant ageqQus., pr rti,es, is a
protocol that F@"ﬁ@?%&'ﬁ%@@d@ﬁ'é#%%é’?'ﬁtﬂ?8%?‘.”"‘):@9&8@?‘! gcﬁ%@&ap ovenent of
t hat syst ccordipng to the inventiqn,. as describhed bel ow, was made in

o der 1 o KElsoma Thet fupiies e RssRsidabigile. G pRHEUR SRGOMAREARS of

sol uti ons now dedicated to data transport, in order to enable the

i nf or mat iodhercohieeseret desredively. ellig lpbranshine gfte/atan @ee suppasedtasi ces. The
XML | anguage is ideal for the exchange of nessages and has thus becone an

i ndust ry psocuredodthencliebt uget and seniet réspeactivalyea comnpm) multiplatiormhowever ,
relatively ill-suited to data transport: it offers no possibility of

conpr essiigterfage, whichrdeldgadtes eve cymnilificatioh sdrviteB! diat Hterfacaemmes
components and of the I VAP protocol nmakes it possible to join very high

val ue- addfg o R ndtRodd o HOERB AR Rhad el HECRT K Mhe

encryption Secure Socket Layer) encryption er), error

recovery, ' ' L raceabll Ly t.hi ngs.
such o pisREI6F 68 AR bR & i MhBaNRRR Rk S RIE 8h 81

possi bly fhrough.the.wre IRC isS full-fl edged protocol, operating above
the TCP/ | Qf@ﬂ?gl,so? !ngrﬂlcaaﬁB%%syt%ﬁﬁaW%g'gﬁﬁy used according to the

i nvention, thus possesses its own |IP ports. This protocol is designed to
manage binary flows, transactions and calls of renote procedures. It makes
it possible to distribute dynamcally, w thout interruption of existing
services and w thout physical intervention on the platfornms and client
stations, additional services on all or, as an option, part of the

di stribution network. The transport of digital data and associ.ated
information by neans of the systam-are&ixng tp the invention is carried
out on the "Digital Logistic Erarr—t€tN~——atsp called "Digital Supply
Chain."” In one enbodi nent, theMehed bcol thus upsed integrates the managenent
of a bi ngry—data—exehange; chahMsthod dhi ch af forlds i r—better—Tetabifity,
not abl y, {P¥®€ase of interfupt]en of data transfer. Steigien ffers the
possi bi | ifty; of ymkbng errpr ré +E5; Mol €. Fhl Db WREDodsd
interrupt]e_dw.l . SI&riresunes in the precise pla LERdspootAY

i nt erruptled. i b ary {1l ow nppdddanpiages=nativel It notably enaljl es the
protocol [t-as-@litm ze the ¢xchanges, thanks to the ¢pmMetaknd additi on, of
conpr essi jemMdmahni ques of [ known type. 20 I n XM l-aMghedje, the
comuni cati on protocol uswad is of a sophisticated ¢haracter, which
constituties _an advantage. JThat affords it the capadi i iInessage
exchanges in a standard and open nmanner. For its protection, a standard
security protocor~calTed "Secure Socket Layer" (SSL) can b& added to it. In
that enbodi Mtieh: 1dnBgagkat a transfer/ nmanagement prot ocdervertlegrusges an SSL
encryption layer, which makes it possible to render the nmessages unreadabl e
during their routing. The invention will now be described nore in detail
below, with reference to

is

Class diagram
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il lustrative enbodi ments, which in no way limt the invention clained. The
Server and Agents of the Intoan "Digital Logisitc Chain" The systemis
based:on a client/server architecture. The server is called Intoan Resource
Center. The Infoan Resource Center (or IRC) is the central comunication
platformof this communication system It directs agents, which are going
to send out the data to the final stations or wwre I RCs, which wll serve

as relay to agqgt 9.of¢R8BHaLREd H%Wif%é%‘f‘?@%g& loan Vﬂn'&f%nﬁﬁ@&f'aiw‘e

preferably based on a protocol cal sati |l e Access

Pr ot ocol ) ; f nt The

| RC- agentasn dra1n g@g‘gg&%&?&# a'? ﬁ%aa‘?gol}rﬂé dc# tr?tlﬁdh gétlﬁ{a & b $ﬁ§ é(%{%ngh?i ties
operate i enyv nent in | di,fferent con and different

el ement s .© "?69??"%9? RIGRIEN, Wb gﬁ g?ﬁqh?/d 1t t'a%PPl?é?t%HBg’éf d§BREADONE) of now
and to specify their position (see Fig. 1 ). 1 Service A serviceis a
structur éﬂ'@@éﬂ@r‘i’déhﬁfc"?ma‘&%’ct hﬂm@omlmewre@ae&emt cenpawricatiomoper thecul ar
technical need. It is accompdated by the | RC and consunmed by agents. The
servi ce dwiwatkso be relayed by wire | RCs. The conponents constituting a
service can be personalized by the user. They are organized in a stack,

whi ch sequencdsisttbdiernated that closindlof tisesodict $s autheaiehy's migathabwheameke it
possi bl e, anong other things, to nonitor stations and applications, to

synchr onigie étahard AlethelPRakSBesn chlfed.€ase applications, to carry out
back-up operations, etc. 2 Digital Logistic Chain The Digital Logistic

Chorntston SorAAR Y Rish R POk o AR B ARSI e
|to ?Zi'eg{),eﬁffeyéq?«%ﬁtﬁ%eg'}ﬁgéﬁ%éé'@e sz}'n r%ﬁe ?ntgan%es%%?c?et 5én}er}uvsvh% tsaebnldlssip 'ng &
the components associated with at service: distribution of software, removal of
software and control. The user can immediately utilize the software loaded.
The traceability set in place by the system according to the invention will further
supply information linked to its use, such as, for example, its duration of use.
Technically, one thus advantageously employs:
- on the one hand, an appropriate protocol, described here by its
abbreviation IVAP (Intoan Versatile Access Protocol), which ensures an
interactive link comparable to an umbilical cord connecting an /RC and/or wire
IRCs to agents, and
- on the other, a system ensuring the traceability of the digital assets
which are carried by means of that protocol.
The traceability, as understood according to the invention, is illustrated in

FIG. 5, in which a digital asset 20 is packaged or wrapped in a package 22

thanks to an application 21 and provided with an “electronic label,” and then

13



For exanple, on a subscription to software | easing service, the agent
di al ogues with the IRC, which send it the conponents associated with that
service: distribution, withdrawal of software and control. The end-to-end
traceability thus set up by the system supplies information Iinked to the
use of that service, like its use tinme, for exanple. It makes it possible
to introduce transparency in devel opnent of the process; it is, for

exanpl e, qapwSited on'ah RS At Fo B BEESUIrRT 1A pRit¥cdl!s BnEqRRNS3 and deduce

i nformati on on network congestion, on t use of resources, on the routing

of dat a, LS, ¢ ' o ng. Resource Center
on the. ci'eer il oblr Ak PaiERh LRRoARR3, 037 eteblifn hRlipaRe R SBH &

sophi st ed _engi neering: nmarki f files,.return,codes, routing, etc. II
Gener al %@%ﬁﬁpsﬁﬁgs‘iﬂgﬁrﬁlg?ia@ﬁnrs 2%5&%%&'&?@'%%@’2‘5‘\ recpyer the digital,
Resource Center The | nfoan Resource Center is the server acconmodating the
servi ces 25881t S8DH Aoticas 27 8 4 tis!RGossi bl y through wire IRCs which will
serve it as relay, if desired. b Agent for Wndows The Agent for W ndows
operates in tHe practiog, thesystem fonese ypf thersaiditraceabiligpean comprise, by cr osof t

W ndows system It resides on the client stations in order to send out

data. It waybbgrmaaple (sbetf6. BRC which controls it, its "parent” Resource
Center. 23 O her types of agents operating on other platfornms (Mac,

Uni x, PalgmOS, RESng f a5y [ i pg%% Gy d B rhhe | VAP
Communi cat i on bet?/vee(f\r%lthgg%ng age’tr??ghfgsa g'r?g‘ére t;ﬁacsggﬁ]iagb g% fe).

pr ef er abl i i . st ersatil e Access

Pr ot ocol .f&l'lél)l?%ﬂg;%()?@co '}Pﬁﬁ%@%@éﬁé'ﬂggl}w fpgmjﬂé@gg%l ch renders it
structured and sophisticated. It nages binary flows, transactions and
renot e pr'ocedW%ag%quﬁroﬁﬁg‘gs@@lﬂag&ég%@@tW‘H? at pftwargrelggtionigyakslt 1 on, of
all of the transfers nmade via that protocol is based on the use of a

st andar d caaceadaip; potably, the fellosdag elensentket Layer (SSL). This protocol

guarantees private and aut henti cated comruni cati ons on the networks. It
becones possi hiame csirne aqdaate pf theopackageni t confi denti al

- description of the contents,

- electronic certificate, etc.,
. means for depositing the package 22 on an IRC 1 and for routing it
automatically (thanks here to the IVAP protocol 5) to the IRC 23 responsible for
the final target stations 24, 25;
) means for the server 23 to send, upon receipt of the package, a notice of
receipt 26 (which includes the electronic label of the package, the server's
certificate, the time of receipt of the package, etc.) to the sender server 1;
. means for recovery of the package 22 by the agents 7 of the final stations

and for the dispatch by the agents 7 of notices 27, 28 to their IRC; and
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information without risk of it being intercepted by a third party. The two
exi sting principal Wb navigators support this protocol. The SSL operating
principle is the use of a private key/public key pair to encrypt the data
transferred during the SSL connection. d Admintool In addition to its
server and client parts) the systemaccording to the invention contains a
program desi gned for the configuration and adm nistration of the IRC. the

Adm ntool,. Th j ' tio\ t] . The
Admi nt ool” (or (?gé mérlfa'r,»[tt"r‘%rI ﬂginétiég%ﬁtqq}s‘fdiﬁ'{oﬁ‘%gr'gg @gl/ﬁeaf}@p@@hlgr? p%g?/téo,%’%rraki ng
it possible nfigure the i RC fromany, station at all. caonnected to the
net wor k g’.’%é?%f@“ﬂ?%ﬁ%.dﬁgé@! AYSCURPNERD n@%rr?wplieo‘f’glgh‘a'ﬁﬁ?@f‘cﬂﬂa o act
on the conmponents installed. That programis connected on the GUJ port of

t he servéPn.PtW?ﬁ% AQrk ARDAS 3BRPHYUr es, notably, the fol | owi ng paraneters:
the nane of the server; the |IP address of the server; the port intended
for the agent sneanshiordbedepesit of hoticgsdi@,;27, 2Bdn databases ramidéor foattwior d; t he
cryptography used (SSL, MDS, etc.); the location of the certificate files

( Keyst or autardafic asteitaoal levélsepréfdrabhate thetasst bf the maiservennect ed. The
Adm nt ool thus renders several conponents available, in order to optimze

operation of tfig t6)e féfed tRatiAMhisGyshinh @R FRMPeERMe &nnckfedicdidleral

paranmeters of a Resource Center, an interrogation conponent of the | RC on
its currgpp §ér%t"s>.<(t hat conponent is accessible by two distinct
i npl ementati ons: XML version and serialized Java Object version), an

psuall aton, 0SBl SRIBANENE 15! sidlgalTor b eamil SRR AR o RSSO e,
Lgﬁé gfcmddggrtgrgigieg%gcgrrdeiné E)Cth%niﬂvéo\n ieorll'lt cgn%risegsdr?'x\gsangrﬁ trggiegéilit%r ound the
consisting essentially of:
- an application 21 ensuring the packaging of a digital asset 20 in order to
constitute a package 22 and the allocation to the latter of a software electronic
label;
- means for the deposit of said digital asset on an IRC 1;
- means for routing said digital asset according to a protocol 5 to the IRC 23
responsible for the final target stations 24, 25;
- means of supply of at least one notice relating to the package 22 and of
sending the latter to the sender server 1 and/or 6.
“Notice relating to the package” 22 is understood here to mean a notice of
receipt 26 and/or 27, 28 as well as notices of copy, deletion, modification or the
like, respectively.
The object of the invention is thus also a system for the dynamic

distribution of data and/or services, as described above, and in which distribution
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base | ayers integrated on both sides nmake possible: conmunication by the
IRC with its agents by exchanges of nessages and bi nary exchanges (I VAP
fayer), the encryption of those data transfers thanks to an SSL | ayer,
conpression (zlib layer), scheduling of tasks, access to external
dat abases, additions and renovals of nodules, etc. For questions of
performance and organi zation, the Intoan Resource Cenfers have the power to

string tk e . : conmes._veny. sinmple, t eploy an IRC tree
structur E%‘ %e{a"%g’ (Ssde}%g} h%#é%ﬁ@!%&f?ﬂ@%?ﬂ?%&&'%ﬂn'@dﬁftﬁ%gY%‘é”hlﬂsorrat ically.
This confers ... Lsi c] Furthernore, the I RC possesses replication

(mirrori rﬁ%)scﬁh%d@ f¥fering functions neking it possible to increase the
availability of services and to respond to the |arge-scal e managenent

probl ens of cllindhgse embapispents thesysiam integeates a sophisticstast engineetingt em i s
based on a distributed architecture characterized by its nodularity. It is
conposed making #qigssidle to bffanawonipletedraveabiligs of the dibital assets processed
architecture, the franmework integrates the base | ayers and makes possible

t he dynamyahadystanan Thkt sophibicated @nginkelhg Waps nOtabie Whwolve nieaiisoup of task
conponents, integrating a set of services, which naKes possible) for

exanpl e, difyritePloProviak éﬁé)lgéﬁlﬁ‘étb‘?ﬁéli S?fgﬁlé% ianﬁJrH%BHEQ,r rjo?ﬂp%.g) elfpt e

mai nt enance,” renpte confl ration o renotf € 'mal ntenance of

201 Cure packa9g, e dahash OEIURGh SBiAbe B Sprl QR kAPLAPIB AE20 53
or dir eCtltl i u%r&etrs Socli %tcgcr)rrgﬁrtlg to-rmisS i&éﬁii&%,'iﬁdﬁ%é ienFo:llowing stages:
. packaging or wrapping of a digital asset 20 (such as software), for
example, thanks to the Application Packer for Windows 21:
o supply to the package 22 of a “software electronic label” that can contain
notably the following elements:
- name, size and date of the package,
- description of the contents,
- electronic certificate, etc.,
. deposit of the package 22 on an IRC 1 and routing of the package 22
automatically (thanks here to the IVAP protocol 5) to the IRC 23 responsible for
the final target stations 24, 25;
o dispatch by the server 23, upon receipt of the package, of a notice of
receipt 26 (which includes the electronic label of the package, the server's
certificate, the time of receipt of the package, etc.) to the sender server 1;

o use of the package 22 received by the agents 7 of the final stations and

dispatch by the agents 7 of notices 27, 28 to their IRC; and
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an XM. file describing the nodule, classes for the conponents, DLL
libraries for the Agent for Wndows, An SQ. script for creating or
nodi fying the tables, SQ. scripts for creating generic services (services
of fered by default) in the base. A nodule is installed via the Adm ntool,
whi ch perforns an upl oad on the Resource Center. The latter then takes
charge of storing it correctly on its disk and of validating the |icense

nunber transm ﬁ'l;'ﬁ' ' e, cat ggor.i es,.of dul es:
t he cor e'rmdulr%é@gm M Eﬁérrﬁ)%d lsl{_lﬁalrrﬁstﬁ éﬁ?'tnggfarh@ga{ﬁe[r,g“%% e

busi ness nodul es, ich will pe installed according.to the users'

parti cul &P"Mé%ﬁ?,” t)%%éjp@'(t;ﬁ'laéﬁeg%ﬁf‘ﬁ?é?% Kar ?i@“?[%ﬂﬁpeé?& L"%H"FHE\QB@ ves, by
addi ng the _nodul es they need. 27 Core nodul es The core nodul es are
necessar poftwaregsiedi andh assan Retieyst em There are 6 of them FrameworKk,
Subscri be, Identify, File Transfer, Process and Data Recipients. Framework

Modul e The Fr atepasitiof notice26,02if, 28 in databdsed and/ogactomativeascent SEsaidul er
Component Thi s conponent nakes it possible to programin time call

sequencesotitestdall lss@ig) préferably td the level 6Mhie\ahn serest Pyr bhat leasna for
pl acing calls of transactions and their associ ated conponents at regul ar

i nt erval syjrPsg9eF gConponent The Parser conponent integrates codi ng/ decodi ng
functions of the XML | anguage. It accepts on input a data structure of DOM

e or generi SRl ldionin L 8L SR M BRI S
101 o7 pr B OGRP 6 aalacii By HRVIERS: A SpReE ARGy, RO aVIch e T
distribution is carried out with traceability by such means as described above.

Thus, according to the present invention, a platform of interactive
distribution of digital assets and services is made, preferably in association with
traceability means.

The system and method according to the invention advantageously
employ a preferred selection of technical means which have proven capable of
optimizing the results. Among all the means on which the selection has been
made, the following can be mentioned, by way of purely illustrative and non-
limitative examples:

- use of object languages. They offer, in particular, the advantage of
relying on more structured codes and affording a possibility of reuse of the
components employed and easier and more dependable maintenance of
software compared to other languages, such as languages of structured type, for

example;
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28 Logger Conponent Logger reads and wites the XML fl ows which cone to
It in a database. This conponent is on the agent side. Stacker conponent
The Stacker conmponents delivers the Business Logi c sequences standing by on
the | nfoan Resource Center for each agent. A stack is a data structure,
consi sting of an execution sequence and its paraneters, belonging to a
service and intended to program an agent according to the service sel ected.

Tt to oal its of acvors S Pependihedilonitdh 0o BoE R dhe k=l gent

i ' ' depl . of | i . I | station, f
exan! ) RIS ettt el T REo erpeReitiel tR U rEios £ Sspr epar ati on
of the stack of ager]ts according to the directives sent by the Adm ntool .
As far ai’ gen g foles, fupgpiienalities apdcharastrasticsnfibadRE andagentsssi bl e

schedul ing of the Business Logic of a transaction in time. Subscribe Mdule
Thi s nodiierderediitpessiblglty tacide therguastinn ofoadevelopseing largeagece. Assi gn
Service, installed on both the server side and client side, enables an
agent t o inddpenaentliidor eéadh, sihileestriving o ofdintaid allegres bppdnsistenbyitsinéso t o
regi ster an agent in a service of an IRC. 29 J The I RC send the

exhaust i Wiodd Bo BipeSasf\initesars inteha8€So tEmpRIEMe Wit BS8cRegids attached to
it. ldentify Mdule Like the Subscribe nodul e, that nodule contains only

one conponent rdr 468 el ¥iop Hirt bf R fréc ewge?"ﬁ%i@ﬂ%@%i\%é?%r esent on

i
consunmmation of a transagtlon by an agent on

of each 19t Bt elRr BRI oo Baiuial e By RSy Amlist et e 1 denti Ty of -
the agent t hat. car riti i%smultiplatform, that is, it is oriented to the majority of operating
systems currently available;
. its components are interoperable and reusable.
For development of the agents, preference was given to the C++
language, but the Java and C languages can also be used, among others.
However, it turned out that the different functionalities associated with the client
parts of the communication solution according to the invention rendered
preferable a different choice of language for development. The use of the Java
language would lead to the presence of a Java Virtual Machine on each client
station. Furthermore, it is highly advantageous to conceive of programs
occupying disk space small enough for them to be installed on all the final
stations. Finally, use of the C++ language made possible faster execution of the
programs on the final stations.

In order to render operation of the system more dynamic, one can also opt

for COM objects, in the case of the Agent for Windows, a choice that can be
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out the transaction and verifies that it is authorized to use that
transaction. In the event the agent introducing itself is unknown or is not
registered in a service) the | RC does not authorize the transaction.
However, if such agent introduces itself in order to be registered in a
service, the IRC references it in its database. On its installation, a new
agent creates for itself a single identifier which enables it to be

 dent | 1 epitéranensibthdagshisesBlToPSRs Ict L AISARRI My ySeTyi oo. File

Transfer Mddul e The File Transfer ul e takes charge o ds of

downl oadi ' | recovery. he, conpopent s, const i tuting
thi's moair M 206 Ts thikhs RBEsbR” M ot e SR ally e RABERE e Soeats

conpl enment ar V.c nent.s constijute this mdule: 30 Downl oad Conponent
This co e?YT{mﬁg?@?'vgbetCﬁBaa'b(ﬂfﬂ 'B%a fe\ﬂﬁ'gg'?eér BPVIEHU SRent . The distinctive
feature of thg Sést_em resides in its operation on error recovery node; the
agent can t hudnrelgtieato theatpsesaid prefsrred ghaicesgiecammended forsite.  Upl oad
Conmponent Thi s conponent takes charge of the nethod of upload of files with
error redsvelopment afdhe poneipal actoreotthesysternaecouing tmtheciowpoticm tfor t he
distinctive feature of the systemis to operate on error recovery node,

whi ch enabheauhicatibiRBetweers the IRC agdnhe baentsp igaiVAR® protbtble whickisspeci fi ¢
site. The conponent stores the files on the Resource Center according to

i ts | ocalbaeedfdriteaXMLTaRgshdd s BREAGHLAGSC ! TRENWIL i J%\Ydtlé}ﬁh?ag;"ent- Pack

Conmponent The Pack conponent™ groups and Tonpresses files In an pak

poss bi o L] Pag P G @?EP%"S’S%@%‘?%E%?T 1% ¢f é@éfgqﬁﬁ%@éh g Zcihﬁ y
ot i | V] . 1, O [ : T
Unpack coseli e e af il ibBIRETRRU AR o HR dela Bhao Hicia BoHsivaees

depl oyment ingluded jn the conpressed file. These rules concern the
del etion c}‘&ﬁﬂe ogydhenlypg:f PrqtpeR! based onsthah langsiage, which affasds ddhersaid e The

Process nodul e consists of three conponents, all situated on the |IRC side.
Fi | ter C@dyentageous properties, is a protocol that is both reliable and efficient.

An additional improvement of that system according to the invention, as
described below, was made in order to respond better to the considerable
incfease in the number of solutions now dedicated to data transport, in order to
enable the information channeled to benefit easily from high value-added
services.

The XML language is ideal for the exchange of messages and has thus
become an industry standard in EDI (Electronic Data Interchange). It is,
however, relatively ill-suited to data transport: it offers no possibility of
compression nor of error recovery.

The use of appropriate standard components and of the IVAP protocol

makes it possible to join very high value-added services to the information

channeled, by integrating encryption (SSL (Secure Socket Layer) encryption
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Filter makes it possible to extract properties on a conponent in order to
transmt themto anot her conponent. Format Conponent The Format conponent
nakes' it possible to present or fornmat to another conponent a character
string in which variable entryways are going to be found. External Connect
Conmponent The role of that conponent consists of connecting a transaction
on an external application. It acts |like a system having a client/server

campl o. stk e BbaVerk SosreliBh 3EhedRERTT) b CRRBEREY, aipbra Blavror

depl oyrrenlg,. transaction to an external billing solution. Data Recipients
Modul e A§ WPEh the Process nodule, all of the conponents constituting the
Dat a Reci pients nodule are on the | ntoan Resource Center side and are used
only in that pah @pratpeolgfsommmunigation hetweanthressnseand thevdgentscont ai ns 6
conponents: Wite to Database Conponent This conponent takes charge of the
connect i PessiPhathroughpthe wire dRCalisaa dgll-figugadcbpratodal) epedatipgaboveéte to Fil e
makes it possible to wite in a "flat file" a data flow comng from
conponentlCP/MMRipsotooaisoridat pretossk bidvaftayeessialisedzceordingsts iee fil es. Send
Mai | Conponent Like the Wite to Database conponent, Send Ml nmakes it

possi bl e iferion! us siRisRsEL0Ms oWH Ppéam components in an e-mail and to
send it to its addressee. Play Sound Conponent Wthin a service, the Play

i gnal an avenis Prooed e ReSRheu3s Wil ofaRPHie: ARreaByI ahl sRIBRL | ng

Egﬁpsﬁz(gﬁér%%tec%%c%rdu}gs.bﬁ n’?e%afsii Hgggblgqo%thbat%u ydnsa'mics:ael?yq w‘?mcr)%t Trap
interruption of existing services and without physical intervention on the platforms
and client stations, additional services on all or, as an option, part of the
distribution network.

The transport of digital data and associated information by means of the
system according to the invention is carried out on the “Digital Logistic Chain”
(CLN), also called “Digital Supply Chain.”

in one embodiment, the protocol thus used integrates the management of
a binary data exchange channel, which affords it better reliability, notably, in case
of interruption of data transfer. That offers the possibility of making error
recbveries, for example. Thus, when it is interrupted, the transfer resumes in the
precise place where it was interrupted.

This binary flow management is native. It notably enables the protocol to

optimize the exchanges, thanks to the optional addition of compression

techniques of known type.
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Placed within a service, this conponent nakes it possible to send an SNWP
trap to a pool managenent solution in order to set off an alarmon the
nonitoring console of a third party software. 33 Wite to Ldap Conponent
The Wite to Ldap conponent takes charge of the connection on an LDAP base
(base using the LDAP directory managenent protocol). Business nodules Its
nodul ar aspect provides a characteristic peculiar to the system according

to the invent i@ ML ldhgesgantiidriiithidaATmbtors! ided %,d?%s%ﬂﬂié’tiéa‘?e dd

modul es to the initial configuration) in accordance W th e use o

parti cul ghafddiél wHidPtbiiRutel SSIIME S TRECaE fiinRUSpARRS (Jrodul es. The

agents and the I'ntoan ource upport an u er of

nodul es. Furt.her nor the latter ar ded without the slightest

interr uptolr%#'gg "g%sé98§xﬁgﬁﬂ%e§1&%§%.r8PHmO@PHB'“B?‘”?Jrr ogrami ng, the

addi tion of rr%dul,es i ntroduces COM objects; the latter make it possible, in
fact, to creat©f djRietecting, a standapy sacyrity psptogal catied,'Segree Saekelr esent, 4
busi ness nodul es, to which other specific nodul es can be added: Application
Di stri buliayar” (§b) iceathepaddesito ibpln that embedimestkethe datartransfeffhe conponent s
constituting each of those nodules are all installed on the | RC side and
agent si deanagemertzotacodintegnates amSSinederypiiemlaybs which endkdsiies. 34
Application Distribution Mdule The Application Distribution nodul e groups
t he conpepesibe RNfErYRF e RfesBaged UAGaRABIE §dindheidentiynent and data
distribution. It contains two conponents: Deploy Applications Conponent
Depl oy Appli caty BRiGS I | Lgatd par ed
w Ch T he W np Aoy R N B e A P T et ol Wi e el
the I RC, .ji [ er .of the state .of an installation. Renpve

nopl | cat IRCARUR SRR B o e B B oS Pviiaealiedhne dep oyment

conponent, Renove

The Server and Agents of the Intoan “Digital Logistic Chain”

The system is based on a client/server architecture. The server is called
Intoan Resource Center.

The Intoan Resource Center (or IRC) is the central communication
platform of this communication system. It directs agents, which are going to
send out the data to the final stations or wire /IRCs, which will serve as relay to
agents.

Communication between the /RC and its agents is preferably based on a
protocol called IVAP (Intoan Versatile Access Protocol), a secure protocol

created by Intoan.
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Applications carries out the renoval of applications on the stations

equi pped with an Agent for Wndows Application ASP Mddul e This nodul e
consi sts of conponents dedi cated respectively to nonitoring and billing of
the applications used. Monitor Applications Conponent The Monitor
Applications conponent nmakes possible the nonitoring of applications
installed by the applications depl oynent conponent. It is also responsible
for coll ¢cti nErivifsrimiBht on on the daily use of an application. 35 Bill
Appl i cations Conponent Thi s conponent nmakes possible the billing of

appl i cat i ons gl e adehls e dPBMAGRILE MOERIYANC YIRS hpsBRytel | 2

that of daily use n application by a user e QD'[ITTB.H

nodul e t he. nt _of .co . The
componentb e bpPRTE g niirRielh Biia b eREn CapdErtand WFreBox
Conmponent This c onent kes possi bl e the connection of an agent on a
cogguter elgipen @eﬁ%ra‘g‘ﬂ q@ ‘EH”SE'MAP" ¥ be defing thrse elgmendés RS o gow and of
wai ting nmessages. The | RC part_of that conponent can check the |ist of

wai ting ﬁ%§§ﬁ@|&stheﬂmnf Figx®hpl e, to clean up the overly vol uni nous
nmessages it mght contain. Read Mall Component Installed on the | RC side,
the Read Mail conponent makes it possible to read the nessages selected in
the list supplied by the Read Mail box component. 36 Store Mail Conponent
The Store Mi lSep9igeonent copies the contents of the nessage read on the

I ntoal Resource Center, so that this nessage will be avail abl e outside an

| Dt 10t ConaRiante S odBARRRES o TERaMI ARBSA WRSSERNE
Single miRAHAERE R P4, '&'ﬁ%%??é@?&%d@é&é BY B 18P andleiiitien hY T

t h date of t, etc.).
criteria Spnfs'“rﬁgsg |ce8arlesasot§ reRes. 140 ¢ © receipt, etc.)

aye bﬁvsl
The components constituting a service can be personalized by the user.
They are organized in a stack, which sequences their execution. The services
currently available make it possible, among other things, to monitor stations and
applications, to synchronize data for nomad users, to lease applications, to carry

out back-up operations, etc.

2 Digital Logistic Chain

The Digital Logistic Chain (CLN) ensures the transport of digital data and
associated information between the server and the client stations. It makes it
possible to follow the routing of the digital assets, thus establishing a traceability

on data transport.
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Assets Sourcer Mdul e The Assets Sourcer nodul e gathers | owlevel data
concerning the station on which the agent is installed. It consists of two
conponents: Get Assets List Conponent This conponent collects data on the
stations accommobdating the agent: type of mcroprocessor, frequency, disk
space, etc. 37 Store Assets List Conponent The Store Assets List
conponent enabl es the Intoan Resource Center to store the data received by

the Get Asset Fdrigkang o aFubseriptitii R doHWH8 |Sading sehicd, itRe
Resource Center The I ntoan Resour%e Center is rralulri# |Istr| bS?EHf on CD- ROM

Devel opediiBglay 'the'mcdm@g%ﬁan deﬁﬁﬁgﬁ s%%ﬁ:&%ﬁé@mfgg%@ga” suppor

a Java Virtu |ne (verS|

4.0) 200 ; 0 b SoI s SPARC 2.5 and hi gher
ver si ons%e%% %%@9 'o%ﬁ)ﬁg %gnd 1 O x, 11.x and hi gher
ver si ons) 4. x and hi her % r5|ons) BSD, L| nux Intel IRLX, Tru64 and
other UNI X pl ﬁ%‘?’?ﬁgto -£pd; '@%PQE%@H&%&P? bydhesystese syppligsiinfarmationo
receive the | RC to have a database available prior to installation. A

pr ogr am ilRkedte the yee @f)thaé §entice, dike itshisel time dior example. hié makesdh Resour ce
Center on the target system Depending on the operating system under which
t he i nst gdsaibleto ntroguaentiansparemchidnl developaient phthenprioeess; isisgforas t he
installation directory under Wndows, will be prerecorded. An uninstall
progr anm examplé, passibie s iobateba aimuamrt at agiveh tnéthept saPdeducd t he

Installation directory. 38
information on network congestion, on the use of resources, on the routing of
data, etc. All this information goes back to the Intoan Resource Center on the

circulation of digital data, thanks to the integration of sophisticated engineering:

marking of files, return codes, routing, etc.

1] General Technical Description / Architecture

1 Description

a Intoan Resource Center
The Intoan Resource Center is the server accommodating the services
and controlling the agents, possibly through wire IRCs which will serve it as relay,

if desired.

b Agent for Windows

The Agent for Windows operates in the client part of the system. It is
adapted to the Microsoft Windows® system. It resides on the client stations in
order to send out data. It dialogues with the /RC which controls it, its “parent”

Resource Center.
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b Installation of Agent for Wndows The installation of Agent for endows is
carried out froman installation programof InstallShield type. Replacenent
of that program developed in C++, by the Intoan Technol ogy internal
installation systemcan be envisaged in the future. The Agenf for W ndows
is installed by default in the "c:lProgram Files\ I|Intoanl Agent" directory.
An uninstall program and recent docunentation al so appear in that

directory. OnaBthehéyp@sitagents Bﬁél_%:tihgfbn 6thﬁr slafotmSeMaceP @) Ji ves

access to the Intoan Technology file, which contains the follow ng

el enent s:pa"ln@jg@,nefgg% ?ié?g§églf%ﬁ to | Agent.exe (the agent is acconpanied

by an XM. conf1 gurat’i on ni nstall (shortened to unwi se .exe or
other: uninstall progran); Readne file (shortened to |ast-m nute
information). 4 Identification On the first use, the agent verifies that it
possesses an ié(jentifi_er _ﬁ)id aqenti inits configuration file. If such is
not the &Case, THEMIcation Rratagot:othalVARte a single identifier by using a
key of 50 characters. That key will be valid throughout the life of the
agent. The | P GeamunicalionthaiweenVBE ankagentsds ebserediyy a deliahilé andt i on
connection of the agent, which will transmt its single identifier as well
as the cqorefenablysecurd comatunicationgretoopl.vihe ntowm) VecddtitsAccadscPioto@d. 5
Subscription to Services The server of each provider has a nunber of

services to WIWHIS prétbeolufiigratas tee! XMl idigubhe OWARhireAdasahstruGardy
subscription of an agent to a service consunes a |license. Each Intoan

Resour ce feid&ihid dys\pg %rsfﬁf i L ﬁ&%’fe Anong
t he services o(?R:hfléetr&:eagé,a't H\é\hés%r%s?eﬂs"é f (%éﬁﬁgaﬁr?gﬁ 0 aé%fﬁrf‘g{aét@gﬁggjare
synchr oniczag%i on of files and/or directories, data recovery, backup,
subscri ptioh and cancel | ati on of subscription to other services, etc. are

tl vailabl e.
currently a 'ILhe secure aspect of the /IVAP and, by extension, of all of the transfers

made via that protocol is based on the use of a standard secure protocol: the
Secure Socket Layer (SSL).

This protocol guarantees private and authenticated communications on
the networks. It becomes possible, consequently, to transmit confidential
information without risk of it being intercepted by a third party. The two existing
principal Web navigators support this protocol.

The SSL operating principle is the use of a private key/public key pair to

encrypt the data transferred during the SSL connection.

d Admintool
In addition to its server and client parts, the system according to the
invention contains a program designed for the configuration and administration of

the IRC: the Admintool. The latter is delivered by default with the solution.
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The subscription can be made either directly fromthe agent interface or by
a stack directive which will call a subscription transaction. A stack
directive describes a line of the stack. Some services offered for
subscription are free, and others are pay services. The information
relating to rates is accessible in the presentati on page of each service. a
License - Allocation of Licenses In the course of installation of a nodul e,

the user nust T AHmintedl (of adhisIBEStGP &l quny ﬁro%%ﬂﬁ de%et@e%ﬁ gJéR/Sf ed in the

Adm ntool interface in the space provide r tRat purpose. A license

can be CThyeR i o b5l REToirE AL BBl e -

The |icense ¢ oes not e and does no

diacritical cent.s.. cedi Ll tc.)., License allocation ocedure The
user ask%%gﬁ{(ﬁééq? a%rdpgg%&&f hy raﬁrée E’b‘?(}@ Hgﬁemringha,i %itQ %’fggf"%ﬁ to
install the Intoan, R siour Center. An encrypted license is created; it
cont ai ns “CAYQ W?@l?ﬁ t Hatpregiage isscanngciad on the bW dont ofithe sexeampl e) as
follows: [SERIAL NUMBER ~ SKU ~ No. of LICENSES ~ | P ADDRESS] At the start
and at r Admintoet sanfiguress motaklwpthe foloming pasametershe | RC verifies the
conformty between its configuration paraneters (1P address) and the

| i censes o nst dhé @amdofdheesdrogry of Services In order for the agents to
subscribe easily to services, they nust be able to refer to a nain server

conpi ling al | th8%P SRIHYESEST thudieht €. The local services nust |ikew se be
conpiled in the local directory, so that the agent can subscribe to those

G rect or *es. oA PRETORNPSOTE R AGER: ea: Car o o o ypes o
. the administration port;
. the administrator password;
° the cryptography used (SSL, MD5, etc.);
o the location of the certificate files (Keystore and Truststore);
) the database connection to be connected.

The Admintool thus renders several components available, in order to

optimize operation of the system:
e a configuration component of the global parameters of a Resource Center,
e an interrogation component of the /RC on its current state (that component
is accessible by two distinct implementations: XML version and serialized Java
Object version),
. an installation and display component of the modules present on the
Resource Center,

. an installation and display component of the agent licenses on the IRC.
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Intoan Main Service Directory (IMSD): the Intoan reference directory; in
the interface the nane of the service is acconpani ed by the nane of the
provider supplying that service; Local Service Directory (LSD): the | ocal
director for each RC. These two directories are accessible by selection of
New Services in the nenu of the main screen. Intoan Main Service Directory
Al'l of the public services are referenced in a global directory. This

directorysgis %?ﬁmgﬁteed and mai ntained by Infoan. Initially, a single

i nstance © e will be functional at the world level. It is

probablethat mtB m ermf ma hi gh-1 evel
nat eri al archlgt?g’e?uregfm'f%tvgﬁ%w A RUiEre gtﬁes'ﬁ‘m?a?’c Pt ?ectory
Each I RC pos esses jts own dir ry, the Local Service Directory. This

di rector 'Ft'"tﬁsgﬁﬂloé‘%‘?}ﬁ@ﬁfeﬁ 'B@E@ POg8bIi vat e services easily and to
render them accessible by the | ocal agents, w thout having to manage any
syst em ofe acceommugisation by the URCiwith s agentsrhyeexabanges of messag&sandt r at i on
B tyr he Agent Interface Access to the Service Directory nakes it possible
t 0 subscbirarytexcharges (/Martiagel)| i c or private services (stored locally on
the 1RC). 42 By a Stack Directive The subscription of an agent to a
particul gr SertNé%ﬂc@%’ﬂoH%f%sfé %a%ﬁms'?%sé}héﬁl&ct‘&é’dééﬁ_g%@r (It is then a

guestion of a forced directive) rective may been placed in
the stack thr grs}) g Sj in order to call a subscription transaction
(Regi ster to %«lé %gP %Iétp%t%gn d Referencing of a New Service An | nfoan
Resour ce Center can request t he referenC| ng of a new service in the gl obal
directory. Wh&Ehadwing,otfasksief i nes a new services, it can reference sane

. access to external databases,

additions and removals of modules,
] etc.

For questions of performance and organization, the Intoan Resource
Centers have the power to string them together. It then becomes very simple to
deploy an /RC tree structure, each server then being identified and configured
automatically. This confers ... [sic]

Furthermore, the /RC possesses replication (mirroring) and clustering
functions making it possible to increase the availability of services and to respond

to the large-scale management problems of clients in distributed environments.

a Framework

The system is based on a distributed architecture characterized by its
modularity. It is composed, in fact, of a framework and modules.

In that modular architecture, the framework integrates the base layers and

makes possible the dynamic addition of modules.
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automatically in that directory. For that purpose, it nust define the
characteristics of the service to be referenced (notably, by describing it)
as well as the type of referencing it wish to carry out (public or
private/local). a Renpval of a Service An IRC can request the renoval of a
service. 6 | HM of Agent for Wndows A graphic interface of the sinple and
intuitive Agenf for endows nmakes it possible to access all of its
functionalities. 7 Conpression Conpression is ained at optim zing data
transfers in ternms of tinme and at reducing the di sk space devoted to

recei vi n applMedulesns and programs on client 43 stations. The bookstore
used in the agent is zlib. That bookstore is a standard; it is, notably,

used in produdt mosluehisas gtdup ofﬁaskl&ompofnemwirﬁegﬂdtlng@s@tr&fls@rvn&éddl tional
program W npacker W npacker or Packer for endows is an independent

program vifuehiked possibie) forksimpR) M B8plomehit bfi‘Bbﬁhd&fhohEern%)Sﬁﬁw%m to

prepare by thenselves the packages intended for di ssem nation on

statl ons r f e creati ng
ool ki ¢ Mo &ﬁp Fhpinehadod EALIT b N R fd br 45 atf@&"%ﬁ%ﬁe&h si mpl &
andlntwtlvF npac awmakesm 0SSi PFE& reateaille which w ||
carry t h&HRLRECE P52 aé?BﬁBk‘?ﬂge P PO 'PP|°éé’SSfdatadP Gctory or |ist.
That new .pak file contains the files of the application to be sent out to
the agents and is linked to an XM. description file. Finally, that group

file can be cq o of odlfeéni cal Choices Anpng the different options
avai |l abl e for %&g‘p‘ﬂm_ﬁﬁ?‘pgatform and the agents according to the

i nvention, e j r abl They

of fer. ' not abl i MAuRE TR E=EF tH3F AR Otn BB ST R R b1 1 11y of
reuse of co ents and. of better software maintenance than ot her

I anguageség&%hdng%cqiyﬁbhh&aé’gerﬂﬁ structured type, for exanple. Considering
the differences existing between the roles, functionalities and

char act erfihis AR fe coptainRC and the agent, it seemed necessary to tackle the
44

an XML file describing the module,

. classes for the components,

. DLL libraries for the Agent for Windows,

. An SQL script for creating or modifying the tables,

. SQL scripts for creating generic services (services offered by default) in
the base.

A module is installed via the Admintool, which performs an upload on the
Resource Center. The latter then takes charge of storing it correctly on its disk
and of validating the license number transmitted at the same time.

There are two categories of modules: the core modules, which are the
modules installed by default, and the business modules, which will be installed
according to the users’ particular needs. The latter can personalize their system

themselves, by adding the modules they need.
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guestion of a devel opnent | anguage i ndependently for each one, while
preserving a degree of coherence (communi cation between those two units). 1
Developrment of the Intoan Resource Center The choi ce of devel opnent of the
1RC was primarily focused on the Java | anguage. The latter presents, in
fact, two principal technical advantages: It is nmultiplatform that is, it
fits the myjority of operating systens currently available; Its conponents
are interoperable and reusable. These properties are necessary fromthe

st andpoi nt of design of a nmultiplatformsuch as the IRC, thus rendering the
techni cal choigce coherent. 2 Devel opnent of Agent for Wndows If Java
constitutes tH§9¥%§¥¥é§$§on within the scope of server side devel opnent,

t he functlonalltles linked to the client part of the systemaccording to
the i nventi on, THRE@I® APodulks akg HISCESIATY dalyeReratian ohthe %ysdemr efhaie 288 ce for
its developnent On the one hand, use of the Java | anguage entails the

pr esence afthemy FramawarkaBubsgrivien identif diile Eriansfer, BrapessandrDataher nore, | t
is necessary to design prograns occupying a di sk space small enough to be

i nst al | eRexipiehts.t he final stations. Finally, the use of that |anguage
makes possible a nore rapid execution of the prograns. 45 From t hat point
of view, the applicant chose to use the C++ | anguage preferably in the
devel opnent of its agents. However, other agents may possibly be devel oped

in other Iangmﬁewggﬁm;pg on the environment for which they are

concei ved. A choi ce ai rred at rendering the system nore

dynam c conS| f _usin (I)gl bj e se of those pbjects makes it
possi ble, in fa@? ?'?'89‘3’88‘ Ufé rﬁ?'ﬁ'ﬁ i‘?"%}"’"ﬂ%%&@?ﬁ‘ Pgﬁ' W ndows and
offers themthe capacity to interact with their environment. 3 |RCl Agent
Conmuni cat i on

Scheduler Component
This component makes it possible to program in time call sequences of
other components. It is intensively used by the agent for placing calls of

transactions and their associated components at regular intervals.

Parser Component

The Parser component integrates coding/decoding functions of the XML
language. It accepts on input a data structure of DOM type for generating an
XML flow, but creates only XML flows which are integrated in the IVAP protocol.

Insofar as its use is omnipresent in the /RC-agent exchanges, that
component is integrated in the Framework module. |t is present at the same time

in the /RC and in the agent.

28



In accordance with the choi ces made for devel opnment of the principal actors
of the system the comrunication between the | RC and the agent al so inposed
‘a techni cal choice; as previously nmentioned, that choice was focused on the
XM. | anguage. That | anguage serves as a base for the comuni cation protoco
I ntoan Versatile Access Protocol (IVAP), a protocol created by Intoan. The
standard XML | anguages nekes it possible to exchange and store data in the

Agent for endq\ v‘\%df}rtlf; Ig‘y ") as well as to inprove the readability of
the data and to Itate devel opnent possibilities. Thus benefiting from

t hose properti,es VAP, i s.. bo fici and rel i abl r ot ocol .
Anong t he adv Q&&ée’i‘ ALYTHES {W?ef@b V‘éﬁY"ﬁV"cﬁmﬂ%é’ 5)}%?&% g‘é@ﬁﬁ ding to
the invention, the following are to be noted: 46 the addition of one or

nmore nod COROBENtIS RN theragant sidée sl ightest interruption of service; a

theoretlcally unlimted nunber of nodul es can be supported by the agents
and servers; the agents can work autononously and invisibly; the
integration of the elenments of the system nakes it possible to respond to a
set of probl er8tasckehcamgmonerntet of el enents; all types of connections (for
exanpl e, by nodem cable, xDSL and specialized |ink, anong others) and al

out puts can ber wsmbﬁdorlﬁyﬁohéﬁts%eﬂi%fﬁtﬁe%ué:ﬁ@sssﬂég}/é%bqﬁénéé’é stah8ing

traceability rendered possible by this nethod, it enables an excepti onal

t ranspar A &“ﬁm of any process enpl oyi ng
the syste ccor@?og {?({;,-th 'g'%:j(r:\e@r?t One%‘?:}ﬁ‘f# AIM5 1. Systemfor the

dynami ¢ distr 'A)gfa'cﬂr?s gfdaqgtsﬂ’u%% Oéonss? rtl\r/1'gco an execution sequence and its

parameters, belonging to a service and intended to program an agent according
to the service selected.

This component enables the /IRC to directly contact an agent in order to
ask it to call its stack immediately, which is useful for executing an urgent
transaction (immediate deployment of an application on a local station, for
example). Furthermore, this component is also responsible for preparation of the
stack of agents according to the directives sent by the Admintool.

As far as the agent is concerned, the Stacker component makes possible

scheduling of the Business Logic of a transaction in time.

Subscribe Module
This module contains only one component, called Assign Service. Assign
Service, installed on both the server side and client side, enables an agent to ask

for the list of services offered by a supplier, but also to register an agent in a

service of an IRC.
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4
'

characterized in that it involving contains: - one server (1) and possibly
Wre servers (6); - at least one agent (7)) resident or capable of becom ng
a resident on a user term nal and capable of conmunicating with the server
(1) and/or at |east one wire server software (6) and; - at |east one
comuni cation |ayer (18) capable of carrying calls of renote nethods on
objects situated on a server (1) and/or on a wire server (6) and of using

at |east one qoRged g a%em& ARk |&be§§y%%5¢t\{ashé§?&&hggnﬁathétefact'Ve

| i nk between a server agen S ocol “cont ai ns

- means able of produci ng and managi ng commruni ca tions

bet ween gggﬂeasﬁg%ﬂr?tg @S%)nt and the I RC, notably through XM. nessages; -
means for calling a renote nethod by reading/witing of types (bjectRequest
and Obj ect Response respectively. 2. Systemaccording to Claim]1,
characterized in that the server or servers and the agents are constructed
accordi ng to tdentfyMogdulei t ecture, on the basis of a "framework",

conpl eted by optional dynam c additions of nodules. 48 3. System
accordi ng to dike thesSubsaibecmedulee thatmaodide cohtaimserlylcneecomponefy at ed i n
the server and in the agents and/or in the wire servers contain neans

appr opr i ddentifpr whiehunakes it possibiao idehiifgnheicbhsimmaavansfs travsactishianges of

nmessages and bi nary exchanges and, as an option, - encryption, and/or -
CONpr esSigHageitérCd ResoBRRACEhRS. @freéé}ﬁkomharyﬁ/coénde eI the Sgéntiser nal
dat abases, and/or - additions/renoval s nodul es. 4. Systemaccording to

any one iyl Genbral) Sseocmhé%e%ﬁmﬁﬁ&okea&mangsctmm' ses:

The Intoan Resource Center validates the identity of the agent that carries
out the transaction and verifies that it is authorized to use that transaction. In the
event the agent introducing itself is unknown or is not registered in a service, the
IRC does not authorize the transaction. However, if such agent introduces itself
in order to be registered in a service, the /RC references it in its database.

On its installation, a new agent creates for itself a single identifier which
enables it to be identified in each /RC on which the agent wishes to consume a

service.

File Transfer Module

The File Transfer module takes charge of the methods of downloading
files with error recovery. Each of the components constituting this module is
situated on both the /RC side and the agent side.

Four complementary components constitute this module:
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means for packaging or wapping a digital asset (20); neans for providing
t he package (22) with a "software electronic |abel"” that can contain,
'notably, the follow ng el enents: - nane, size and date of the package, -
description of contents, - electronic certificate, etc., neans for
depositing the package (22) on an IRC (1 ) and for routing it automatically
to the IRC (23) responsible for the final target stations (24, 25); 49
means for the d, upon receipt of the package, a notice of
recei pt (26) t[(sj&?ngéasden er'sgré?@{e]r (1); nmeans for recovery of the package

(22) by the a f.the.final stations and for.the dispatch by the
agents (7) of gﬁﬁ% ?8&@0(1%?? }efg)lvgsgﬁgﬁiéwnl?%,re%ts hgagett HRe final
stations to igﬁorm_th ir IRC regularly of the operatjions they carry out on
the digital adtgnctiygdeatyre ofthesystem regidasdn its OPEFRLIONQHEITET BICONSTY ces
(26, 27, 28) in databases and/or for their automatic ascent to all |evels,
preferably to made]tbeagest cendhusiranusst the dewnload ofa file asta specifiosite. ser ver
(6). 5. Systemfor dynam c distribution of data and/or services according
to any one of Clains 1 to 3, characterized in that it conprises neans of
traceability consisting essentially of: - an application (21) ensuring the

packagi ng of aJpload Gonfrsfent(20) in order to constitute a package (22) and
the allocation to the latter of a software electronic |abel; - neans for

Lhe deposit omiagnficichplal@sstiardd ofihel REich of qrgBFQETES ioubg S2i ¢

digital asset according to a proto responsi bl e for
the final tar ti 0o ea of~ supply of at | t one
notice rel ati %gE?gé&héﬁ%%g&ﬁége%%Shea eoé}ﬁggrp(ﬁwg?%gowgpﬁﬁﬁet he sender
server (1, 6).,50 .. 6. %stemaccordi ng to Claimb5, characterized in that
it contains distinctive feature of the system IS to operate on error recovery mode,

which enables the /RC to ask the agent for upload of a file on a specific

site. The component stores the files on the Resource Center according to

its local configuration and the parameters transmitted by the agent.

Pack Component

The Pack component groups and compresses files in Infoan.pak format. It
accepts an expression as parameter; that expression makes it possible to
define the files to be compressed. It is possible to specify options of

archiving and compression of the files.

Unpack Component
The Unpack component decompresses pak files, on the basis of the rules
of deployment included in the compressed file. These rules concern the

deletion and copying of files, file paths, etc.
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means for the dispatch of notices (27, 28) by the agents (7) of the final
stations, which use the package received (22), to their IRC. 7. System
‘according to one of Clains 2 or 3, characterized in that the nodul es are
chosen anong nodul es of the type ainmed at permtting the depl oynent of
applications, machine nonitoring, renote maintenance, renote configuration
of a conputerized work station, renpte mai ntenance of software packages
and/ or protectpreeess M88GILata. 8. System according to any one of C ai s 1
to 7, characterized in that the server software is in Java | anguage.

System accor di C

i npl enent at i orﬁ%f Pﬁ%@éé‘gg@‘"? ﬁ%ﬁg{@p@% F%Bpé@églﬁtg é@% héﬁgg oﬁleti‘l?ZIEC
terminal is catried out in Java, C or C++ |anguage. 10. Method for the
dynam c distri ‘ion of data and/or services, characterized in that it
essentially entails the stages consisting of: - procuring at |east one
agent, that is, a program support, which can be acquired as is or formatted
and | oaded frcpntgpclorﬁt.ﬁéngw Si te - installing such agent, for it to becone
resi dent on the user I ne; - subscription by the user to the

services offer / er ver d| rect | romthe
agent's int erf@@e%gﬁeﬁg o%ég 4@%’8@& pg&%%ﬁ'%?(?ﬁsa ?HB B?mb'th{d% {? services
and free services; istering for those services with, correlatively,
aut omati c Ioadfarﬂ;?"m”l? aaaﬁhﬁgcemppﬁs" onponents necessary for their
activation, and - as an option, integration by forced services supplied

aut omat i cal ly. 11. I\/bt hod according to Caim 10, characterized in that it
uses a prot ocq-_l . e"ﬂ{érﬁl stages of which consist of: - producing and
nmanagi ng conmuni i on ween at | east one agent and the server and/or a

W re server rou eSS, callin | east o renot e

net hod by reagﬁ}?gp 3%?&%“ ‘?n jnagles 'g oﬁﬂP'&tPFﬁgﬁ forafﬂﬂn%ﬁotﬁﬂcg%ponse

types) respectively, advantageously by neans of a stub and a skel eton. 12.
Met hod accor diGRPRANBR@ Jraraster ﬁh’lngondmhlm vatakle antyways@re goingto be

found.

External Connect Component

The réle of that component consists of connecting a transaction on an
external application. It acts like a system having a client/server
architecture, on which the external process is connected.

It is, for example, possible, to use External Connect to connect an

application deployment transaction to an external billing solution.

Data Recipients Module
As with the Process module, all of the components constituting the Data
Recipients module are on the Infoan Resource Center side and are used only in

that part of the system.
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enbraces the follow ng stages: packaging or wapping of a digital asset
(20); supply to the package (22) of a "software electronic |abel"” that can
‘contdin, notably, the following elenments: - nanme, size and date of the
package, 52 - description of the contents, - electronic certificate,

etc., deposit of the package (22) on an IRC (1) and routing of the package
(22) automatically to the IRC (23) responsible for the final target
stations (24, T8 DatReaplcills Mod e cSHEHR0 3RbonkAR Tecel Pt of the
package, of a notice of recelpt to the se er server (1}; use of the
package (22) received by the agents (7) of the final stations and dispatch
by the agents (7) of notices (27, 28) to their IRC, and regular report by
the final statWriteto Datalease Cothpbnéie operations they carry out on the
digital asset; and, as an option) deposit of notices (26, 27, 28) in

dat abases and/uiis BEMPBRAEAECIARES %ntarlgé oftheohPLH&S oh%llét&fﬂneé Sf’éét%bag%@.f erably
to the level of the nain server (1 ) or at |east of Wre server (6). 13.
Met hod according to Claim 12) characterized in that |t further includes the
stages whereby: - the final stations informtheir IRC (1, 6) of the

oper ati ons t hd¥ritato FileGomponentdi gital asset (20), and/or - the notices

are deposited in databases and automatically raised to all |evels,
preferably to Whte loeFifd makes itasaible s Wries in(d )T dafa fdw kBamiga W re
server (6). 53 14. Use of the system according to any one of ainms 1

to 9) for "t he sini coineieRts, Ofhi8RRISHIRIS AN R SEINLARS, GGIERRt e USer s

connected on all typ net wor ks 'and architectures not abl vy,
for the depl omt of applications) machine nonitoring, renote maintenance,
renmote configuration of a conputerized work station, renpte naintenance of
sof tware packages and/or protection of user data. 15. Use of the nethod,
according to any one of Clains 10 to 13, for the distribution of

appl i cati ons BeHPMaIECBhiptndit rendte users connected on all types of
networ ks and architectures distributed, notably, for the deploynent of

appl i cat i ons, wwwfn@%pyg}]@ SRt SBha M fakEETHRRRE1d Dur 2t ' on

of a conputerized work sta nal htenance o ckages

and/or protect |rqn Oéat%sfFow commg from components in an e-mail and to send it to its

addressee.

Play Sound Component

Within a service, the Play Sound component makes it possible to emit a
sound on the /RC in order to signal an event. It is, of course, necessary
for the server accommodating the Resource Center to be configured to

emit sounds.

Send Snmp Trap Component
Placed within a service, this component makes it possible to send an
SNMP trap to a pool management solution in order to set off an alarm on

the monitoring console of a third party software.
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Remove Applications Component
Operating on the same principle as the deployment component, Remove
Applications carries out the removal of applications on the stations

equipped with an Agent for Windows.

Application ASP Module
This module consists of components dedicated respectively to monitoring

and billing of the applications used.

Monitor Applications Component
The Monitor Applications component makes possible the monitoring of
applications installed by the applications deployment component. It is also

responsible for collecting information on the daily use of an application.
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Application Deployer component, as well as that of daily use of an

application by a user.

Optimail Module

The Optimail module makes it possible to optimize the management of

computer mail. The components constituting that module are complementary.

Read Mailbox Component

This component makes possible the connection of an agent on a
computer mail server of POP or IMAP type in order to check the list of
waiting messages. The /RC part of that component can check the list of
waiting messages in order, for example, to clean up the overly voluminous

messages it might contain.

Read Mail Component
Installed on the /RC side, the Read Mail component makes it possible to
read the messages selected in the list supplied by the Read Mailbox

component.
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Send Mail Component
Send Mail makes it possible to send a message, thus complementing the

Read Mail component.

Clean Mailbox Component
This component makes it possible to clean up the server in a single
manipulation. It selects the messages to be deleted according to criteria

specified by the user (size of message, date of receipt, etc.).

Assets Sourcer Module
The Assets Sourcer module gathers low-level data concerning the station

on which the agent is installed. It consists of two components:

Get Assets List Component

This component collects data on the stations accommodating the agent:

type of microprocessor, frequency, disk space, etc.
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a Installation of the Resource Center

The Intoan Resource Center is mainly distributed on CD-ROM.
Developed in Java, it is designed to operate on platforms that can support a Java

Virtual Machine (version 1.3 and higher):

. Windows 95, 98, Me, NT 4.0, 2000 (NT and 2000 being recommended),
. Solaris SPARC 2.5 and higher versions,

. Mac OS 8,0 and higher versions,

. HP-UX 10.x, 11.x and higher versions,

. AIX 4.x and higher versions,

) BSD, Linux Intel, IRIX, Tru64 and other UNIX platforms.

it is also necessary for the server intended to receive the IRC to have a
database available prior to installation.

A program installs the components and the libraries of the /ntoan
Resource Center on the target system.

Depending on the operating system under which the installation program
is launched, certain parameters, such as the installation directory under
Windows, will be prerecorded. An uninstall program, as well as last-minute

documentation, are also copied in the installation directory.
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V7V] V| VW3VIEYes A aht for Wintdéks (9 imstalled by default in the “c:\Program Files\

Intoan\Agent” directory. An uninstall program and recent documentation also
appear in that directory.
Once the agent is installed, the Start menu (Programs) gives access to the

Intoan Technology file, which contains the following elements:

) Intoan Agent, shortened to IAgent.exe (the agent is accompanied by an
XML configuration file);

. Uninstall (shortened to unwise.exe or other: uninstall program);

o Readme file (shortened to last-minute information).

4 Identification

On the first use, the agent verifies that it possesses an identifier (id_agent)
in its configuration file. If such is not the case, the agent is going to generate a

single identifier by using a key of 50 characters. That key will be valid throughout
the life of the agent.

The IP address of the server makes possible the identification connection
of the agent, which will transmit its single identifier as well as the common user

information (name, given name, address, etc.).
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10sy10%&'copsumes Hhdknsk: LEHtdan Resource Center is sold with a multiservice
license for ten agents.

Among the services offered, the services of deployment of applications,
synchronization of files and/or directories, data recovery, backup, subscription
and cancellation of subscription to other services, etc. are currently available.

The subscription can be made either directly from the agent interface or by
a stack directive which will call a subscription transaction. A stack directive
describes a line of the stack.

Some services offered for subscription are free, and others are pay

services. The information relating to rates is accessible in the presentation page

of each service.

a License — Allocation of Licenses

In the course of installation of a module, the user must enter a valid
license code.

This code is to be entered in the Admintool interface in the space provided

for that purpose.
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any diacritical mark (accents, cedilla, etc.).

License allocation procedure

The user asks for the IP address of the server on which it is desired to
install the /ntoan Resource Center. An encrypted license is created:; it
contains the information the IRC needs and is broken down, for example,
as follows:

[SERIAL NUMBER | SKU | No. of LICENSES | IP ADDRESS]

At the start and at regular intervals (for example, every hour), the IRC

verifies the conformity between its configuration parameters (IP address)

and the licenses installed.

b Directory of Services

In order for the agents to subscribe easily to services, they must be able to
refer to a main server compiling all the services available. The local services
must likewise be compiled in the local directory, so that the agent can subscribe

to those services without thereby requiring an Internet connection.

Two types of directories can therefore be implemented:
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10 provider supplying that service;

. Local Service Directory (LSD): the local director for each /RC.

These two directories are accessible by selection of New Services in the

menu of the main screen.

Intoan Main Service Directory

All of the public services are referenced in a global directory. This
directory is accommodated and maintained by /ntoan. Initially, a single instance
of that service will be functional at the world level. It is probable that the IMSD
will benefit in the medium term from a high-level material architecture (cluster,

mirroring, etc.).

Local Service Directory

Each IRC possesses its own directory, the Local Service Directory. This
directory makes it possible to catalogue the private services easily and to render
them accessible by the local agents, without having to manage any system of

access rights or requiring an Internet connection.

c Registration

By the Agent Interface

Access to the Service Directory makes it possible to subscribe to one or

more public or private services (stored locally on the /IRC).
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The subscription of an agent to a particular service can be carried out by a
stack directive (it is then a question of a forced directive), which directive may
have been placed in the stack through the GUI port, in order to call a subscription

transaction (Register to Service transaction).

d Referencing of a New Service

An Intoan Resource Center can request the referencing of a new service
in the global directory.

When a provider defines a new services, it can reference same
automatically in that directory. For that purpose, it must define the characteristics
of the service to be referenced (notably, by describing it) as well as the type of

referencing it wish to carry out (public or private/local).

e Removal of a Service

An IRC can request the removal of a service.

6 IHM of Agent for Windows

A graphic interface of the simple and intuitive Agent for Windows makes it

possible to access all of its functionalities.

7 Compression

Compression is aimed at optimizing data transfers in terms of time and at

reducing the disk space devoted to receiving applications and programs on client
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Ir] dEnb%, notably, used in products such as the one known commercially as Winzip.

8 Additional program: Winpacker

Winpacker or Packer for Windows is an independent program, developed
in C++, which enables the clients of the system to prepare by themselves the
packages intended for dissemination on the stations of their clients. This
program forms part of the package-creating “toolkit” intended for the Intoan
Resource Centers. It use is both simple and intuitive.

Winpacker makes it possible to create a file, which will carry the extension
.pak, grouping all the files of a directory or list. That new .pak file contains the
files of the application to be sent out to the agents and is linked to an XML

description file. Finally, that group file can be compressed.

11 Technical Choices

Among the different options available for developing the platform and the
agents according to the invention, it has been chosen to use object languages
preferably. They offer, notably, the advantage of more structured codes, of a
possibility of reuse of the components and of better software maintenance than
other languages, such as languages of structured type, for example.

Considering the differences existing between the réles, functionalities and

characteristics of the /RC and the agent, it seemed necessary to tackle the
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1 Development of the Intoan Resource Center
The choice of development of the /IRC was primarily focused on the Java
language. The latter presents, in fact, two principal technical advantages:
o It is multiplatform, that is, it fits the majority of operating systems currently
available;
. Its components are interoperable and reusable.

These properties are necessary from the standpoint of design of a

multiplatform such as the IRC, thus rendering the technical choice coherent.

2 Development of Agent for Windows

If Java constitutes the best option within the scope of server side
development, the functionalities linked to the client part of the system according
to the invention, notably, the Agent for Windows, entail a different choice for its
development.

On the one hand, use of the Java language entails the presence of a Java
Virtual Machine on each client station. Furthermore, it is necessary to design
programs occupying a disk space small enough to be installed on all the final
stations. Finally, the use of that language makes possible a more rapid

execution of the programs.
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However, other agents may possibly be developed in other languages,
depending on the environment for which they are conceived.
Another technical choice aimed at rendering the system more dynamic
consists of using COM objects. The use of those objects makes it possible, in
fact, to add modules dynamically to Agent for Windows and offers them the

capacity to interact with their environment.

3 IRC/Agent Communication

In accordance with the choices made for development of the principal
actors of the system, the communication between the /RC and the agent also
imposed a technical choice; as previously mentioned, that choice was focused on
the XML language. That language serves as a base for the communication
protocol Intoan Versatile Access Protocol (IVAP), a protocol created by Intoan.

The standard XML languages makes it possible to exchange and store
data in the Agent for Windows configuration, as well as to improve the readability
of the data and to facilitate development possibilities.

Thus benefiting from those properties, the IVAP is both an efficient and
reliable protocol.

Among the advantages implied by the modularity of the system according

to the invention, the following are to be noted:
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 10%& () -s10%& Q theore%cally u)nllmlted number of modules can be supported by
the agents and servers;

- the agents can work autonomously and invisibly;

- the integration of the elements of the system makes it possible to
respond to a set of problems with a same set of elements;

- all types of connections (for example, by modem, cable, xDSL and
specialized link, among others) and all outputs can be supported by the elements
of the system.

As for the traceability rendered possible by this method, it enables an
exceptional transparency to be introduced on the development of any process

employing the system according to the invention.
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characterized in that it involving contains:

one server (1) and possibly wire servers (6);

at least one agent (7), resident or capable of becoming a resident on a
user terminal and capable of communicating with the server (1) and/or
at least one wire server software (6) and;

at least one communication layer (18) capable of carrying calls of
remote methods on objects situated on a server (1) and/or on a wire
server (6) and of using at least one communication protocol (5)

capable of securing an interactive link between a server (1, 6) and

agents (7),

while said protocol contains:

2.

means rendering it capable of producing and managing communica-
tions between at least one agent and the IRC, notably through XML
messages;

means for calling a remote method by reading/writing of types

ObjectRequest and ObjectResponse respectively.

System according to Claim 1, characterfzed in that the server or

servers and the agents are constructed according to the same architecture, on

the basis of a “framework”, completed by optional dynamic additions of modules.
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communication with the agents, for exchanges of messages and binary

exchanges and, as an option,
- encryption, and/or
- compression, and/or
- scheduling of tasks, and/or
- access to external databases, and/or

- additions/removals of modules.

4, System according to any one of Claims 1 to 3, characterized in that
it comprises:

. means for packaging or wrapping a digital asset (20);

. means for providing the package (22) with a “software electronic

label” that can contain, notably, the following elements:
- name, size and date of the package,
- description of contents,
- electronic certificate, etc.,
. means for depositing the package (22) on an IRC (1) and for
routing it automatically to the IRC (23) responsible for the final

target stations (24, 25);

49




J1ndEbC 10 ' 10%&' ()- % 10%&' ()-"10%&' ()- 10%&' ()- !10%&' ()-  @O%& ()- ESUJEDLC
107! 109& () -5S109%& ()-3109& ()-/z109%& ()- - 109%& () - +109%& () - HbC
"10ss109& ()- s S109& ()-109& ()- Y!'109%& ()- 10 10 10,; 10%& ()-D dEbC 10@
109 ()- S109%: ()- SFL0%& ()- Y3109 ()-, MLO%! ()- 10% ()- @/EDC
10s110%&' ()- y) 10%&' ()-m ' 10%& ()- 3@@&0%&()-110%&() 10%&() gj kI m(bC

10s 109& ()-s109& ()- s109& ()- 10 10 10,; 109& ()- 4 109 ()-(o |dEbC
T0) T00 () S0 (eaS S80S ?é“féﬁ%%)@so‘?&é&fé%r%% tihepatais gie /10
10@

notice of receipt (26) to the sender server (1);

o means for recovery of the package (22) by the agents (7) of the
final stations and for the dispatch by the agents (7) of notices (27,
28) to their IRC; and

) means for the final stations to inform their IRC regularly of the
operations they carry out on the digital asset; and, as an option,

. means for the deposit of notices (26, 27, 28) in databases and/or
for their automatic ascent to all levels, preferably to the level of the

main server (1) or at least of a wire server (6).

5. System for dynamic distribution of data and/or services according
to any one of Claims 1 to 3, characterized in that it comprises means of
traceability consisting essentially of:
- an application (21) ensuring the packaging of a digital asset (20) in
order to constitute a package (22) and the allocation to the latter of
a software electronic label;

- means for the deposit of said digital asset on an IRC (1);

- means for routing said digital asset according to a protocol (5) to
the IRC (23) responsible for the final target stations (24, 25);

- means of supply of at least one notice relating to the package (22)

and of sending the latter to the sender server (1, 6).

50



109& () - Y4- 109 ()- @L0% ()-0 109& ()--- 109& ()- s+109%& ()- @2vxY:/ 10sy
109& ()- 92109 ()-s 109 ()-LT10%& ()-ss109%& ()- LYL0%& ()- 10; USdE:/

“10s! '109%&' ()- 109&' ()-" 10%&' ()- s109%&' ()-sF10%& ()-s, F10%& ()- 5| adE: /

10s’ - y109& ()-+109& ()- y)!109%& ()- L ' z109%& ()-F%

109 () - s#mLO%& () -=ngr st xnbC 10&Y10%& ()- 10 10 10,; 10%& ()- 4

109& () - 2109& () /10%& ()- +[ dEMDC 10, 10%& () - &10%& () - & 10%& () - s

109%& () - &109%&'¢ 0%& &"%ard"“%\;%%@% %@rgc/f%r{zéd in #05& ddritaind0%& () -

109& () - ss! 10%& ()

109%& () - Sr't@fgn@‘fo(r)'the d%s]p%(& Q ngtﬁ:]ego/(§7( &8) %)9 the agents (7) of the final stations,

which use the package received (22), to their IRC.

7. System according to one of Claims 2 or 3, characterized in that the
modules are chosen among modules of the type aimed at permitting the
deployment of applications, machine monitoring, remote maintenance, remote
configuration of a computerized work station, remote maintenance of software

packages and/or protection of user data.

8. System according to any one of Claims 1 to 7, characterized in that

the server software is in Java language.

9. System according to any one of Claims 1 to 8, characterized in that
implementation of the agent for the operating system of a connected terminal is

carried out in Java, C or C++ language.

10.  Method for the dynamic distribution of data and/or services,
characterized in that it essentially entails the stages consisting of:
- procuring at least one agent, that is, a program support, which can
be acquired as is or formatted and loaded from an Internet site;
- installing such agent, for it to become resident on the user's

machine;
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- subscription by the user to the services offered by a server (IRC)

and/or wire servers, directly from the agent'’s interface, as well as

for public services and for both pay services and free services:

- registering for those services with, correlatively, automatic loading

or downloading of the components necessary for their activation,

and

- as an option, integration by forced services supplied automatically.

11.  Method according to Claim 10, characterized in that it uses a

protocol, the essential stages of which consist of:

- producing and managing communications between at least one

agent and the server and/or a wire server, notably through XML

messages;

- calling at least one remote method by reading/writing of objects of

ObjectRequest and ObjectResponse types, respectively,

advantageously by means of a stub and a skeleton.

12.  Method according to one of Claims 10 or 11, characterized in that it

embraces the following stages:

. packaging or wrapping of a digital asset (20);

) supply to the package (22) of a “software electronic label” that can

contain, notably, the following elements:

. name, size and date of the package,
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. dispatch by the server (23), upon receipt of the package, of a notice
of receipt (26) to the sender server (1);
. use of the package (22) received by the agents (7) of the final
stations and dispatch by the agents (7) of notices (27, 28) to their IRC; and
. regular report by the final stations to their IRC of the operations
they carry out on the digital asset; and, as an option,
o deposit of notices (26, 27, 28) in databases and/or automatic
ascent of said notices to all levels, preferably to the level of the main server (1) or

at least of a wire server (6).

13.  Method according to Claim 12, characterized in that it further
includes the stages whereby:
- the final stations inform their IRC (1, 6) of the operations they carry
out on the digital asset (20), and/or
- the notices are deposited in databases and automatically raised to
all levels, preferably to the level of the main server (1) and/or of at

least a wire server (6).
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16.  Use of the method, according to any one of Claims 10 to 13, for the
distribution of applications and/or services to remote users connected on all
types of networks and architectures distributed, notably, for the deployment of
applications, machine monitoring, remote maintenance, remote configuration of a
computerized work station, remote maintenance of software packages and/or

protection of user data.

54



