WO 03/ 001363 PCT/ US02/ 20176 ELECTRONI C VOUCHERS AND A SYSTEM AND METHOD FOR
| SSUI NG THE SAME CROSS REFERENCE TO RELATED APPLI CATI ONS [01] This

Appl i catiwoosloaizas priority to Provisional Application nuroaruso®i1300, 632
filed on June 25, 2001, the entirety of which is incorporated by

reference. FIELD OF THE | NVENTI O\Ie‘b%fzﬂ) This invention relates generally to

el ect r onBELEQERONICaVO W HERS AISYXSTEMIAND METTHQODhEFORMmges
cont ai ni ng hi dden data enbedded in an inmage file, and a system and net hod
for issuing such el ectronic ISSEHNG TI@C&@@ND OF THE | NVENTI ON [ 03]
Vouchers, such as a discount coupons or gift certificates, are negotiable
certificates, issued by a nerchant, that represent credit against future
purchases of the issuing merchant's goods or services. Paper-form and
debit card vouchers have been well-known in the art for sone tine, and are

comonl YC wﬁﬁNC@qu é’l‘ﬁﬁﬁﬁl‘tf@&‘ﬂbﬁ@i | transactions.

However , e 1 ncreasi ng pop anong consuners of purchasi ng goods and
services electronically over the Internet has created a need in the art
for el ecfigni c Thisheppslidabioh clajmderitaétst to) FroveiviabrApplidatioaantinbes. 1 WO
03/ 001363 PCT/ US02/ 20176 [04% Al t hough proprietary el ectronic voucher

syst ens @UBP@OBRyfikedi on, JungcRS, 2081 cthe gntiretirgf evdpelndsviaceporated|yp and
mai ntai n, .and place the issuance of electronic vouchers beyond the reach
of nost SEHENCHusi nesses. Moreover, existing el ectronic vouchers consi st
of nothing nore than a sinple nunber or

FIELD OF THE INVENTION

[02] This invention relates generally to electronic vouchers, and more
specifically to electronic voucher images containing hidden data embedded in an

image file, and a system and method for issuing such electronic vouchers.

BACKGROUND OF THE INVENTION

[03] Vouchers, such as a discount coupons or gift certificates, are negotiable
certificates, issued by a merchant, that represent credit against future purchases of
the issuing merchant’s goods or services. Paper-form and debit card vouchers
have been well-known in the art for some time, and are commonly used forms of
payment in face-to-face retail transactions. However, the increasing popularity
among consumers of purchasing goods and services electronically over the
Internet has created a need in the art for electronic vouchers that may be used in e-

commerce transactions.



keyword that a consuner is pronpted to enter during an e-conmerce
transaction. A nunber or keyword cannot nmatch the marketing and
adverti siwg opoosss3 of a paper voucher or certificate, whi @aTtuspr/zabé y

di spl ays a corporate logo or other imagery that identifies the issuing
merchant. Finally, some known voucher systens force consuners to install
propri et} sof tAlthomghopiopeistary eléwiaonic conpheresystéms suaently exdgesegte, whi ch
may di ssuade some consuners fromutilizing .the el ectronic vouchers,. [05]
Thus, t hBIETBX RS ¥OB REBRSTYE it dewslop rad BitpiDe AngrRIace 4k KSPARSFSOE m ¢ hat

may be | HRLENRR" iR beIBha \eCrdalR! of Sl LR YudBs: P! Mol

consuner, ai ns 'magery tdentifying the issulng

mer chant ex;jgil teRkrofRY volaidrs YedaSist 71 @ithitgethott tthawta sivepler huigbémer expense
of proprietary code developnent and mai nt enance. SUVMARY OF THE | NVENTI ON

[06] | n keoosdathata wohsuraer msxaopipied teeainedidneng apf e-chmmgres dransaotivdnt i on,
a system and nethod is provided for issuing electronjic vouchers

r epr esenf\ gMber pr&keywiord sapnelgmatsh, the tHi% 8nQ RAY G IRNE POWEE of

reci pient may use to rehase aood negh.servi.ces, f [ nt

e- comer BPNPUEN e OF fﬁélﬁ“éﬁlﬁiu‘gﬁgﬁl fyﬁiﬁqglgeglséiﬁ&g r?aaé&rg\f\ﬂ Fcrﬁg) gﬁahc;?/r étél%%

cor por at , i@ ingd TR&8harthatFihaleNt 5deSkAd\on | BSushes
nerchant&n%\%o%g?n%lgfe lg%éﬁ%%ﬁg%%é%gd I n P?lrg eVouc ’er(f)i mage and is used to
track theystans pforod ' consamend tohansMduphmprietanyd sbftwaver moyluless oauthent i ci ty.
I n accordance with an exenpl ary enbodi nent of the present _invention, the
enbeddedcorppitesyia erdentmeperpice Wideh mayadissiade sameconpumersyfipgutilizing
identifigs the eVoucher. The issuing server uses the serial nunber to 2 WO
03/ 00136@‘le B2V OBARBS- track the value remaining in the eVoucher after
each use, and to ensure that the

[05] Thus, there exists a need in the art for an electronic voucher system that
may be implemented using software that is currently available to the consumer,
that contains memorable imagery identifying the issuing merchant, and that may
easily be implemented without incurring the expense of proprietary code

development and maintenance.

SUMMARY OF THE INVENTION

[06] In accordance with an exemplary embodiment of the present invention,
a system and method is provided for issuing electronic vouchers representing
value. An issuing server generates an eVoucher that a recipient may use to
purchase goods and services from a merchant’s e-commerce Web site. The
eVoucher includes an image, which may be a corporate logo, or any memorable
image, that identifies the issuing merchant. Nonimage data is embedded in the
eVoucher image and is used to track the recipient’s use of the eVoucher, and to
verify its authenticity. In accordance with an exemplary embodiment of the
present invention, the embedded nonimage data may include a serial number that

uniquely identifies the eVoucher. The issuing server uses the serial number to



eVoucher is not reused once its value is exhausted. The enbedded noni nage
data may also include arbitrary text known only to the user. Using public
key encrwptobmmlstsechnol ogy, the arbitrary text is encryptedTusongivhe

i ssuing server's public key and enbedded in the i mage. The issuing server
stores a copy of the encrypted arbitrary text, and uses it to verify the
aut hent ittadkythef valte reneisingm the ¢¥oupkar dfteiga hﬂ@ﬁ, and to eapwedhet theoni t s

t he eVoucher .to.be redeened b nercha RI EF | PTI ON THE
DRAW NG Y @gherisy NQtHEUSHg: QReS e'is tﬁﬁuF i$ g B&E@g{?m}‘ﬁ%ﬁ there

'S ShownyhD albBCinhiid! Rffied 8 YHLGA Bﬁlgpﬁgfﬂ{%t W¥err BB ﬁﬁ‘bhétk &ei ng

understoo ver, |nven 1on I imted tothe preci'se form

shown bYeIchfptiiﬁﬁWcﬂﬁoldg Wy afbitrhBBlextiigeherybtéd usindi B@r snidgHeetoriy a
system for 1'ssuing el ec ronic vouchers in accordance with an exenplary

enbodi mgniblief kéyheneatedded mv ¢he image.[ 03 ISSlgngéeIZ/qr§t@re@I|aag?thﬂ§}ﬁ cting a
format for an eVoucher inmage in accordrgce W th an. exe ,t,]gery enbodi nent of

ttl/e pL eseéWf}’I?tﬁ@é‘ﬁ‘meﬁ‘ﬁ}’ tPSL"E)]anFll ¥iss &t 30 CrHy dhg Fuheniisyiycp gleggrog}q
or esent YHHODRT iBREE pohe RGEPIIGR oty 4B o IR 3 b eRekigB by Be | 10 e

pi xel wihb. K gﬁpedded noni mage data in accordance with an exenpl ary

enbodi ment of the present invention; and [12] Figure 5 is a flowhart
depicting a nethod for issuing eVouchers in accordance with an exenpl ary
enbodi ment of the present invention. 3 WD 03/001363 PCT/ US02/20176 %N as

BRIEF DESCRIPTION OF THE DRAWINGS

[07] For the purposes of illustrating the present invention, there is shown in
the drawings a form which is presently preferred, it being understood however,
that the invention is not limited to the precise form shown by the drawing in

which:

[08] Figure 1 is a diagram depicting a system for issuing electronic vouchers

in accordance with an exemplary embodiment of the present invention,;

[09] Figure 2 is a diagram depicting a format for an eVoucher image in

accordance with an exemplary embodiment of the present invention;

[10] Figure 3 is a diagram depicting a 24-bit eVoucher image pixel in

accordance with an exemplary embodiment of the present invention;

[11] Figure 4 is a diagram depicting an eVoucher image pixel with
embedded nonimage data in accordance with an exemplary embodiment of the

present invention; and

[12] Figure 5 is a flowchart depicting a method for issuing eVouchers in

accordance with an exemplary embodiment of the present invention.



DETAI LED DESCRI PTI ON OF THE | NVENTION [13] Figure 1 is a diagram depicting
a system for issuing eVouchers in accordance with an exenpl ary enbodi nent
of the prweeswnoissyention. Users nay access the eVoucher ¢stusny/i0d by way
of client conputers 110a-d, each of which is pref&fabM™=lodded wtth a
conventional Web browser such as Mcrosoft Internet ExplorerTM Each of
the client conputers 110a-d is connected to an issuing server 130, which
is programred to i ssue eVouchers as described in greater detail below, and

a Wb se 0 o) ' etwork 120 such as the

I nternetbﬁ%ﬁ%&%ﬁ%ﬁ&@grﬁfiﬁbmﬁt he client conputers 110a-d
are preferably personal colj{rputers runni ng VWb browsers, inp,alternative
enbodi nebl3d  a” digwst | dsnptiegram gapistingya pysteny fgé\)?%’é“gﬁ‘a OUCRRTSHE
connected to.the | rne I ncl udi r | DI Qi t [ DAs) ,
cel | ul aracfcé)lr%?ﬂ% n‘ggﬁ %Pn‘i’ggmé?riyv%l%{’gﬁéé\?ﬁsoﬁgﬁg,prgagr?g k tcl)r?‘%%@% %bgtltj?%g Smé}P
communi Catde@NHieW GiRher Systdm 0D DiERas OF ¢REnt @niiteser VAl d, dabin of ahietd site
from vvhig(%etﬂe nerchgrnti]s‘s&énelVoucherg?nay bré secrﬁ{elsy issueg, i n accordance
wi th an Bxmefirably loaddabdiithemtonfertivaabMéstebtowsey ench as Mitkdsofentemet 60 al so
preferably runs a web site fromwhich the nerchant's products may be

secur el yExploseri¥edEach efithg slignt compygirel L0a-dis epnneqiedLoan 163HRE SRIVEY B20)

web site he . ssuing server, 130 i d. d ] cal t
pages t ol haviieh KRBT o e o RN ATIGEEbR BRI Bk B85 2. %
the cli CRq GOTRM! &hiver 10611 wh PRLBRVAtRonaP dafL hatork PXOTBEdEEs WBé NY
Hypert ext rkup Language (HTM.), Extensible Markup Language (XM.), or any

ot her valritéiet.c Abthbligh ¢ thisieremglasplembadimyniathe chientodmpoters VEdn-traosser
running on the client conputers 11 Oa-d. [15] The issuing server 130 and
t he Vb peeferablylp@sona) compuders suniagaVab drowserpuineslicativeiepbediseenth Fi gur e

nost complEnt COnPHELAKOGECERY BE 459 Koy et BLATERE om0 e e, 52T

including Personal Digital Assistants (PDAs), cellular telephones, interactive

televisions, and other mobile communication devices.

[14] The Web server 160 preferably runs a web site from which the
merchant’s eVouchers may be securely issued, in accordance with an exemplary
embodiment of the present invention. Web server 160 also preferably runs a web
site from which the merchant’s products may be securely purchased, such as an e-
commerce or Business to Consumer (B2C) web site. The issuing server 130 is
programmed to dynamically generate pages to the Web server 160. The Web
server 160 transmits these pages to the client computers 110a-d. The pages are
preferably formatted using Hypertext Markup Language (HTML), Extensible
Markup Language (XML), or any other variant capable of being displayed by a

conventional Web browser running on the client computers 110a-d.

[15] The issuing server 130 and the Web server 160 may reside on separate
computers, as depicted in Figure 1, or may alternatively exist as separate processes

running on the same host computer. Although described in terms of an Internet



4 WD 03/001363 PCT/ US02/ 20176 based configuration, it will be appreciated
by those skilled in the art that the system 100 of the present invention
may oper awe mbvi3sel y on a Local Area Network (LAN), a W a@€TArsez20Neé wor k

(WAN), or through dial-up connections fromthe «client conputers | | QCa-d

to, for exanple, the i ss.uiwr;‘_gl server 130. [16] The issuing server 130 is
pr ef er athased crondigueatiang it veillt ho appraciged mathosesekillad insther att dhabhe a

rel ati onal database, such as M.crosoft S Server(r).. T ' '

130 1 5 Fﬁy@mﬁﬁ@@?ﬁ@ ey BT Ee ApCraln Bty b A ore A NHIRI T B
nore fuljky, SCrirhed I 7 r | t '

eVouc herdLsz;}gf’e mW% AP%eﬂ\g%é%séwg\y%ﬁva? It@ﬁ&fg:]h'f gira%glp i égﬁln%aef;&z%ﬁﬁ%gien in an
eVoucherclidmrgsm h{e@s Wld)zi—dh_@, ﬁ%!ék_@in@%!-the E@@ilﬁggb(mhgo, is an image file 200,
the format of ich is depicted in Figure 2 in accordance with an

exenpl ar[y enbodi rent of the present invention. The eVoucher inmage file 200
cont ai ns[li6lage Theaisshiag savendsOais iprefgeablycdonasctefloto acdatebse 140

coocehesSunheSa bl e e oGS RIS oo
e TTRPRRYER LR 41y A L) UGB SO L

f or mat tﬂaﬁl_iegphmfgfulllpagg&ﬁ)%d%[mﬁ,ession, such as, for exanple, the
M crosoft WndowsTM bitrmap format (BMP) or the G aphics |Interchange Format

(GF). [18] Cenerally, an i mage file indicates a color for each pixel along
the horflZdnt al Befors describing the@peration®f e\suchar systemel00akhmprocess Ber t i cal

pr ef or abvpi e on HAeoE BdR @ b AYSHOKGim ALt STapl SBXPAEdan arr ay
b sorT e oy gitbhorid 8 ihAge RYPH0) the 1OTAR J1SRAIER i¢ApiERA B MButcd fi RL T On
accordance with an exemplary embodiment of the present invention. The
eVoucher image file 200 contains image data that defines an image such as, for
example, a corporate logo or any image that identifies the merchant issuing the
eVoucher. The eVoucher image file 200 also preferably includes image data that
defines an image that depicts the value represented by the eVoucher. Image file
200 is preferably formatted using any standard image file format that employs

lossless compression, such as, for example, the Microsoft Windows™ bitmap

format (BMP) or the Graphics Interchange Format (GIF).

[18] Generally, an image file indicates a color for each pixel along the
horizontal axis or row, and a color for each pixel along the vertical axis or column
of a computer graphics display. The eVoucher image file 200 preferably includes
three parts: a header 210; a palette 220; and an array of image data 230.

[19] The eVoucher image header 210 contains information describing the
size of the eVoucher image, such as, for example, the number of bits allocated per
pixel and the bit count. The eVoucher image data 230 is preferably greater than 8
bits per pixel (bpp), and includes data that defines the actual eVoucher image as

5



size of the eVoucher inmage, such as, for exanple, the nunber of bits

all ocated per pixel and the bit count. The eVoucher inmage data 230 is
pr ef er ablwogseaisey than 8 bits per pixel (bpp), and incl edeasdzatmE’d hat
defines the actual eVoucher image as 5 WO 03/001363 PCT/ US02/ 20176 wel |
as palette index values used to define each pixel's color content. To
det er mi nwellhas pelatie grdex wpabues usedetq digfaedeach we!’ancolpaesontento (e

At hougHiSHRNTIE B8 It af 29855 BF dEY G Batrbndialts gy VISl | b
appr eci af& aléac:fkgg?%afe eﬂfébt&?fﬁbnfgioé] évgﬁ'cﬁelﬁ%ﬁgé dhfd30. M lodgﬁah@f | ess

than 8 bpp e enpl oyed. The col or “of each pi xe n an
eVoucherim th P3O it praferibey ghdayerahbh Srispp, of wilhbeappedoiated dynthosads: red,
green and blue. Up to three bytes (one byte per color conponent) of data
nmay be adidowayekill m thn artnthgeinidgeedata of frseithian & bpp sedy also belesmloyeda- bi t

col or system (commonly known as a "true color" systen), makes full use of

all thre ytes.and is capable of. dis ing .up t 16, 77 6 | ors.
However , L9Ydst caﬁ’(?rcoé?ra%ﬁg RixehinsgA Eﬁﬁ@é lgfa(gegilﬁilf pﬁ#@ﬂ%?g@‘é , and
di spl ay [ | e It el of
mage. da a0 oGRE FoRnEpis, 19, (R hARINET LR Gle0 byl eI EbEE ;
nunber ofolepemponvnt) ldfldata iy beealiobatedandat imggd fide torspecifiBatpigeich a
reduction will not otherwi se affect the rendering of the inage. As a

resul t, ¢alof.s Apd4-ditotador systerd(cemnianly kmpwm asf a Hirue colar” siystem)omakesrage
data 230 ed i n_eVoucher i nmage 2 . t.hout .conprom, si e qualit of
the i magBill Nsgrof ol eeq Rutes s Gowabieoph i Yﬁ%g‘%d‘é‘nﬂg’wg@iﬁg RS mmge

Fi gur e S1oRRvELHR Sl RTIEE dlBRuatsituts BERBIRoLBAR- B Ay’ o0 11

inventiO@ptémgggogﬁgh of the pixel's three bytes are being fully utilized
to represent red, green and bl ue

[21] Reducing the number of bits per pixel of image data 230 used to define
an eVoucher image 200 results in a fewer number of colors available for use in
rendering the image. But such a reduction will not otherwise affect the rendering
of the image. As a result, it is possible to reduce the number of bits per pixel of
image data 230 used in an eVoucher image 200 without compromising the quality
of the image, and to use the unused to store nonimage data within the image file.
As an example, consider the 24-bit eVoucher image pixel depicted in Figure 3, in
accordance with an exemplary embodiment of the present invention. Since each
of the pixel’s three bytes are being fully utilized to represent red, green and blue
respectively, the eVoucher image 300 is capable of displaying up to 16,777,216

colors.

[22] As depicted in Figure 4, however, by emptying the two least significant
bits in each byte of the 24 bpp image data 300, up to 6 bits of nonimage data may
be stored, per pixel. Although the eVoucher image color resolution is reduced

from 24 bpp to 18 bpp (i.e., from 16,777,216 colors to approximately 65,536



respectively, the eVoucher inmage 300 is capable of displaying up to
16,777,216 <colors. [22] As depicted in Figure 4, however, by enptying the
two | eastweiognif3sxant bits in each byte of the 24 bpp i nege/usat/z201300, up
to 6 bits of noninage data may be stored, per pixel. Although the eVoucher

i mage color resolution is reduced from 24 bpp to 18 bpp _(i.e., from
16, 777, Zoborspitus svillohayspa aeehatble wifest, 38 enysomthe ebinz et therVosehe0176

colors) .this will have a negligible effect, .i.f an the quality of the
eVoucherMaghq §eost g5k I@Sr%)ﬁfﬁ%%g‘fﬁﬁ¥ﬁ§pajﬁ8 OS#PSP?%ﬁB%QBQ °8F°r§ii spl ayi ng 256
colors. [23] Nonimge data nmay alternatively be stored in the eVoucher

I mge d by | It Pan Mol ' da@n

ar bi t raigg]nunbeg)ég?rﬂg%é;g?ﬂtairgﬁfﬂt |'?§IV%I r plﬁtf()gftf lrg%ﬁr%e\pﬁlce}ﬁggﬁg%é bits are
irrel evayit ekpardh@rits Bﬁﬁmabimmhbercof bits penpixedeao dat arbitrdele muimber hafsSe bits
wi |l have no effect on how the eVoucher inmage is rendered and displayed.
[ 24] Theddiemal bits pef pixd. SStoce Hhear addesk bits pre aredovanine detgromniag pixelmi ary

enbodi nent of the present,jnvention.wll. now be i bed wit t
Fl gur e CPlomaoaimagiais Biled Thdupsrcin will Bt HREe BOR P rebPhéLich as
an 'nd'i}ﬂa%ﬁgirl %@e%n%d-g%lgg;%any, contacts an issuer to order an

eVoucher ssuer y e nerchant who will be honoring the eVoucher
or, alternatively, may be a trusted third-party that is contracted to

gener at §2and i sTHe op¥eitiohaiftheeVoaehal Systm it aceordameentvith[aSdxehipdatyssuer
preferably has the issuing server 130, as illustrated in Figure 1. The
i ssui ng embadimenB®fi the cpuesendt iayentdom Widlbngwr berdeseabedh atith uplsrenseetdoucher

i ssuing Wb site. The_purchaser, may thus, Mia the Web server 160, order an
eVouchert 18y&s 1aa§‘éc{-]r JBPrHrE?Wétbe&‘#n@cftPBrﬁ1l9et"%é¢é‘natpHéaTE@%isH &8r@fer 130

and a i, gividual person or a company, contacts an issuer to order an eVoucher. The
issuer may be the merchant who will be honoring the eVoucher or, alternatively,
may be a trusted third-party that is contracted to generate and issue eVouchers on

behalf of the merchant.

[25] The issuer preferably has the issuing server 130, as illustrated in Figure
1. The issuing server 130 is connected to a Web server 160 that runs an eVoucher
issuing Web site. The purchaser may thus, via the Web server 160, order an
eVoucher over a secure Internet connection between the issuing server 130 and a
Web browser running on the purchaser’s client computer 110a-d. When ordering
the eVoucher, the purchaser is preferably prompted to enter: an e-mail address for
the ultimate recipient of the voucher; a message to the recipient; and the desired
value of the eVoucher. To purchase the eVoucher, the purchaser may enter, for
example, credit card information, although any conventional form of payment may
be used. The issuing server may then store the order information entered by the

purchaser in database 140.

[26] At step 520, the issuing server 130 generates an eVoucher that includes

an eVoucher image file 200. As was stated previously, the eVoucher image file

7



Wb browser running on the purchaser's client conputer 110a-d. Wen
ordering the eVoucher, the purchaser is preferably pronpted to enter: an
e-mai | adslo@ssoBer the ultimte recipient of the voucher pcauseszaye to the
recipient; and the desired value of the eVoucher. To purchase the
eVoucher, the purchaser may enter, for exanple, credit card infornmation,
al t hougRMnmaydves entimageloff o carporatgdpgemr anyyothse imase thatnidentifies e ser ver

_E'Z‘%l. t ES onaing; %Erecgéé?_et‘rn‘eé‘risgé% i <Bef eed 5y Sk i BUDRRBVEEn ¥t et
I ncl ude : : |

eVouc heﬁsﬁ‘ﬁg ggﬂéfggb'fisg%ggf/ %‘%Egggﬂm% %%@peggg&nﬁgg ggn%rtﬁ%fhage of
a COr POrphe séPAomihb@Nma9tbecendriyped, ubiiy ¢etprntibhslserdrgptidroneshiniuespr chant .

To ensure that each issued eVoucher is only used once, the issuing server
130 assiamisembeddeflin sher nahimagebdatatbitseaf thevdoupker imageefils, atsing thethe

serial nunmber may. be epcrypted, using conventional. encyyption techniques,
and enbé?f@@%ﬁsime‘t’lﬁéswd{%% Hagoange %I‘Wf‘t\{’teﬁgu@zﬁ&r%gflﬁnage file, using
the process previously described in connection with Figure 2 through 4.

[27] The[rfrzzyi al TUnies,| %é\i%grﬁ%ﬁrﬁedsio?e@qﬁ%éﬂo and 3D SMAKGBET

account be establishe e recipient, using the serial nunber as a

uni que  §@8lhi fa§be SstabliRBeadFoOtHY reclpiem, ubing th¥aeehEnusbst asmaafnidiee
present invention may keep a record, not only of whether the eVoucher has

Beenhusddf:mbﬁer farvtheracchunt| Bhusethe aY oveharheystevo dhibe prgsenttingentian i s used
y the recipient. [28] Preferably, once_ the eVqucher has been. used, th

seri al n‘@ﬁﬁé?eepa%ﬂ%@dn?bofli)’af)% Ahsthgrcthe; évﬂ f REEB IS ain.?%?NVe ©
process far, assi_gni t he ' rd. al, . carried out b
using a ‘E‘Bﬁk}éfﬁf‘ﬁeg‘ﬁ%%é %bgﬁ%ley %ﬁ?gﬁ%&ﬁ Hggﬁtlfl]#giqggé%%’ @% E)%)?plg%ori thm asy

those of ordinary skill in the art wll
[28] Preferably, once the eVoucher has been used, the serial number

assigned to that eVoucher is never be used again. The process for assigning these
unique serial numbers may be carried out by using a conventional Globally
Unique Identifiers (GUIDS) algorithm, as those of ordinary skill in the art will
readily appreciate. Alternatively, the serial number generation scheme may be
accomplished using a simple linear count, in which each eVoucher’s serial number

is one increment higher than the serial number of the last issued eVoucher.

[29] Since more than one person may have access to the recipient’s email
address, the eVoucher system of the present invention includes a security
mechanism to ensure that only the recipient, and no other entity, is able to redeem
the eVoucher. This security mechanism is based on conventional public key
encryption, which is fully described in U.S. Patent No. 4,405,829, and is well-
known to those of ordinary skill in the art. Although the security mechanism is
described in terms of the recipient being someone other than the purchaser of the
eVoucher, in alternative embodiments the purchaser and the recipient may be the

same. In this embodiment, the recipient’s identity need not be included in the



readily appreciate. Alternatively, the serial nunber generation schene may
be acconplished using a sinple linear count, in which each eVoucher's
seri al nuwbes/00i363 one i ncrenent higher than the serial nurbenssei2aihe | ast

I ssued eVoucher. [29] Since nore than one person may have access to the
recipient’'s email address, the eVoucher systemof the present invention

i ncl udesedowahenr |T13us et Raamhple, taoperehases might hmr 9n tefYeoucher prédave dhd no

ot her entity, edeem th eVou her ur anismis
based on @B’W"e‘htq lé)%?o c,reR‘&‘F eﬁl‘ t}feél fngt%ré% bed in
U.S. Patgat.\Ng, ﬂ]ﬁ f ’ Kill in
the art. t%gtl tho Ché ﬁ‘r?‘zsegéc%ﬂh tHese n(%hg%@gmc]%scr %I?nfo?é)rgdrrﬂéﬁlg{afhe

reci pi end gffei ng soneone ot her than t he purchaser of the eVoucher, in
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remember, such as the recipient’s mother’s maiden name, and may be used to
verify the identity of the recipient. In an alternative embodiment, the purchaser
and the recipient may be the same and the recipient may wish to send the
eVoucher to yet another person, for example, as a gift. The purchaser/recipient
would also pass the arbitrary text on to the ultimate recipient, for the same
purposes described above. The Java applet then, at step 540, encrypts the arbitrary

text using the issuer’s public key and transmits it back to the issuing server 130.

[32] At step 550, the issuing server 130 signs the encrypted text using the
issuer’s private key, and stores the encrypted signed text in database 140. The
issuing server 130 also, at step 550, embeds the encrypted signed text in the
eVoucher image file 200. At step 560, the issuer then encrypts the eVoucher using
the issuer’s private key, and emails the eVoucher to the recipient. It is important
to note that since the text entered by the recipient was encrypted using the issuer’s
public key, only the issuer (using the private key) can decrypt it. Since only the

issuer has the issuer’s private key, no one, not even the recipient, should be able to
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step 570commerce server, at which the recipient may select a product or service and

purchase it using the eVoucher at step 590.

[34] Although the present invention has been described in relation to
particular embodiments thereof, many other variations and modifications and other
uses will become apparent to those skilled in the art. It is preferred, therefore, that
the present invention be limited not by the specific disclosure herein, but only by

the appended claims.
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decrypts the eVoucher using the issuer's public key and reveals a valid
eVoucher to the recipient. Wien the recipient clicks at step 580, the
eVoucher wowgeo13e3 connection is preferably automatical |l yprestisbtzahed to
the honoring nmerchant's e- commerce server, at which the recipient may

sel ect a product or service and purchase |t usi ng the eVoucher at step
590. [ 34Whatishdeighed Ise present invention has been described in relation to
particul ar enbodi nents thereof, many other variations and nodifications and
other wuses will becone apparent to those skilled in the art. It is
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conpri sing i mage data defining an inmage;, noni mage data enbedded in the

i mge that unnopislageiddentibeddediinghe ahage thah iniquelycidentifies thehe el ect r oni ¢
voucher of claim1, further conprising nonimage data enbedded in the inage
t hat um%}ﬁ@‘ll'?micd’é’ﬁf’h?li es a recipient. 3. The electronic voucher of claiml,
further conprising enbedded nonimge data identifying a value of the

el ectroni c voucher. 4. The el ectronic voucher of claim11 further conprising

embedded nonp mag eTH@EFéc%ﬁichiﬁh@r &Y &18irh 11D Rurtifer oMERisHes M@rﬁlm%e defe
el ectroni ¢ voucher of claim1, further conpri si ng inage data defining an

i mge t hembeddsd infthe smage dratmh;quelssxdengﬁbheratlpmmtom c voucher. 6. The
el ectroni c voucher of claim11, further conprising i mage data
3. The electronic voucher of claim 1, further comprising embedded

nonimage data identifying a value of the electronic voucher.

4, The electronic voucher of claim 1 further comprising embedded

nonimage data defining a hyperlink to a Web server.

5. The electronic voucher of claim 1, further comprising image data

defining an image that identifies an entity issuing the electronic voucher.

6. The electronic voucher of claim 1, further comprising image data

defining an image that identifies a value of the electronic voucher.

7. A distributed computer system for issuing electronic vouchers
representing value, the system comprising:
an issuing server that:
generates an image file including image data;
embeds nonimage data in the image file; and
transmits the image file including the embedded nonimage data; and

a database in which a copy of said nonimage data is stored.
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defining an inmage that identifies a value of the electronic voucher. 7. A
di stributed conputer system for issuing electronic vouchers representing
val ue, thwolgmbIBA3 conpri Sing: an issuing server that: genecatuss2/an7é mge
file including image data; enbeds noninmage data in the image file; and
transmts the image file including the enbedded noni nage data; and a
dat abase in which a copy of said noninage data is stored. 11 WO 03/001363
PCT/ US02/ 20176 8...The conputer systemo laim 7. f.urther,.conprising a
client conmput®r thHi® ‘?‘EE%‘%E%Y%‘HE q%ﬁgf’dgl ‘?’iﬁlg%ﬁ%‘?@%n?lpgc? ‘Hﬁf’ he issuing
server . mlie: BRIRUERes MEHRRMOAIASMifled Y e |oS6ie SMRUL or Turther
di spl ayi ngl%o a reciplent an 1mage defined by the 1 mage data included in
the image file. 10. The conmputer system of claim7 wherein the issuing
server encrypts the image file before transmtting the inmage file. 11. The
conput er syst®m of Thd cimp@ter syseerviof cldim 8 gbeickgniseampyter futherat es an
execut abl.e conmputer program.that:. enc ts arbitrary text. entered by the
reci pi erfliSRIAYINE G RAIRFPL tﬁ‘élﬁ‘raSFtdfegP?‘E %5 éf{? Ipaes ﬂ%ailgcslﬂé?‘fbms VBIECand
decr ypt sﬁltehe encrypted image file transmtted by the issuing server. 12. A
met hod for issuing electronic vouchers representing value, conprising:
generating an image file including image data defining an i mage; enbedding
noni nage data in said imge file;

10.  The computer system of claim 7 wherein the issuing server encrypts

the image file before transmitting the image file.

11.  The computer system of claim 9, wherein the issuing server
generates an executable computer program that:
encrypts arbitrary text entered by the recipient and transmits the arbitrary
text to the issuing server; and

decrypts the encrypted image file transmitted by the issuing server.

12. A method for issuing electronic vouchers representing value,
comprising:
generating an image file including image data defining an image;
embedding nonimage data in said image file;
storing a copy of the nonimage data; and
transmitting the image file including the image data and the embedded

nonimage data to a recipient.

13.  The method of claim 9, further comprising encrypting the embedded

nonimage data.

14.  The method of claim 9, further comprising encrypting the image file.
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storing a copy of the nonimage data; and transmtting the imge file

i ncluding the image data and the enbedded noninmge data to a recipient.

13. The rwohedoss cl ai m 9, further conprising encrypting Prohe/usrbadded

noni mage data. 14. The nethod of claim9, further conprising encrypting the
image file. 12 WO 03/001363 PCT/US02/ 20176 15. The nethod of claim 11,
further conprising: generating an executabl e conputer programthat:

encrypts arbitrary text entered. by the recipient and transmts the
arbitrary texig'to Ftr_h%“ie_é}%‘lé ﬂgaégp\}ér P‘n'él?f’d 08531"_9&% the encrypted image file
computer progt SIS R e A Sompy BN AL 0T S e it her

conpri si ng di spl aykmayp@ drbierar eesdt@hwﬂédaptmm@idmdm@anﬁyniimei mage data
included, in the image file. 17. The method of claim 13, further conprising
connecting the reci pi ensrbitrarysexéto therssuinggsoversendct i on of the di spl ayed

[ . 13 . .
' mage decrypts the encrypted image file transmitted by the issuing server;
and

transmitting the executable computer program to the recipient.

16.  The method of claim 9, further comprising displaying to the

recipient an image defined by the image data included in the image file.

17.  The method of claim 13, further comprising connecting the recipient

to a Web server upon selection of the displayed image.
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