WO 2021/030600 PCT/US2020/046199

10
Search Webpage /
For Web Element
Locator
12
Y Perform Action on
Web Element
22
N

Run Web Element
Rediscovery

16
User Review
20
Found? Y
18
N

Return Error .
23 Fig. 1

1/32



WO 2021/030600

PCT/US2020/046199

24

Related locator based element
rediscovery - 25

Image based element rediscovery
28

Lazy learning based element
rediscovery - 30

Fig. 2A

2/32



WO 2021/030600

PCT/US2020/046199

Related locator based element rediscovery

25

24

Image based element rediscovery

28

Return

Y element

27
N
Lazy learning based element rediscovery
30
->
Return N Found? Y

Element Not 31
Found —31a -

3/32

Fig. 2B



WO 2021/030600

Web Element
Locator Received
33

Locate Web Element
34

PCT/US2020/046199

32

HTML source
38

Gather Information

36
Captu.re Other Locators
element image 42
40 nZ

Save Information
44

Fig. 3A

4/32



WO 2021/030600 PCT/US2020/046199

Traverse DOM Tree of Html Page 45

35 '

Return 47

to
Parent?
41

Fig. 3B

5/32



PCT/US2020/046199

WO 2021/030600

Vi 814

€1

8

|WiH

08
a8ew
Juswa|3

8L
saINquIY
/Y10

9
10193|35
SSO

(72
Yredx
aAlle|3Y

U
yiedy
anjosqy

o/
XePUI

89
Pl

99
sse;)

9
awepn

9
wawa(3

/

8y

aJojselep agpajmouy| JUW|3 I

/

1%

6/32



PCT/US2020/046199

WO 2021/030600

at 'S4

— 00T 86T 96T v6T 6T — = | === — S
70¢ oSew| sanquuy | Jomapss | yredy yredx 061 88T | 981 v8T 781
|wiH papun | pi sse|y | aweN | wuswa|3
IEINIETE| 13410 %) anlledy | a1njosqy
owﬁ\ aloiseleq agpajmouy| J3|mes)y
00T

7/32



PCT/US2020/046199

WO 2021/030600

¢plomssed / sureusss) jobio4

¢ Ol

ﬂ.ﬂ NI9O1 U \ / v
| |osx 05z LqLio}-00puBo Uogng | | v
96
m plomsseq © U(\
A4
A jlewg = v!\
<
O
uibo Jaquapy O

0S

8/32

SUBSTITUTE SHEET (RULE 26)



9 9l

PCT/US2020/046199

19 65
/ \
~ : _ A_Ee\vz
(0L 'y81 ‘28061 © _ { KPP <,9¢}4-d Jjuao-}xa}, =8[9 Alp>
10j02-puN0IBOEq 4 v S0 <Mpp> Yo <.z} a0 Hal=S5E D>
Bu-sroey-jpigem—ojne—xdg -—etiine
X0G-opi ; ; b xTT -
Q__o-gsw_%mm p A o ouprol] (Xay) <uopng/>ulfoq<,Lq-Wwioj-00} ulbo],=ssejo_udsng>
jos | |gze:ssos100q0s” } £+ snoopuonng (1) <,Wq-woj-(0  uibor-iadlejuoo,=ssep Alp> &
Juswyoeye-punolbyoeq 4 T <painbal s| piomssed,=ajepiler-elep ndur-ajepifer 00}Indii-deim,=Ssej AIp> 4
Jowso | | suju } & owae NP < ZRxaqgedxe
swey-ubjed || Juewa|3 siy|| | paimba s jews pieA,=alepieA-gep ndu-ojepiea oo)indu-deim,=ssej AIp> <
SMOIG [ ] saflg Jeyl4 2 |[V] Sjuswajs-opnasd < |v <ueds/>uibo] Jequs< ,Opl-uLo-00f uIbol, =ssejo ueds>

| Su0 suollewiuy pajndwio) jnode] M
B

s By + SolAIS JayIH A || 2 |

TWIH UofesS o | /

abeio}g B yomjaN = Aowap Tk sousuLopad Dioppg o)Alg () JgBBRTBQ 4 vjosuo) LJojoadsu £

NIOO1

piomssed

rews KN v

/

09
9g

WO 2021/030600

/

0S

89

9/32

SUBSTITUTE SHEET (RULE 26)



WO 2021/030600

End - 88

Parse Web Page
84

Element
None?
86

Child
Element
Exists
90

PCT/US2020/046199

25

Capture Information

92
Get element Capture
Locators —» element image
94 96

-

Perceptual
Hash Image
98

Fig. 7

Save to Crawler
Knowledge Base
100

10/32




PCT/US2020/046199

WO 2021/030600

c0l

891 84T 0sT
! ! !

991 91 91 091 96T ST (4" ST YT 144"
e e ueds uonng uedg uedg indu ueds ueds nduj
ovT 8¢ET 9¢T VET [448 o€t
NQ AQ nQ ng NQ ueds
t t f 1 — 7
9Tt 8CT
AQ wJo4
i : A
144!
nQ

. 443
w m_n_ AlQ
811 vt (4%} 0Tt
01
e 8Xjun EI9IN B9 91UL
A ) L ;_7 5
90T 80T
Apog peay
A _ 4
701

|WIH

11/32



WO 2021/030600

PCT/US2020/046199

' BOCTYRE himls
104 \_/f‘\ e

'

#
53
it

mml lang=“enh»

108"Shdad> — 111
<title>TLogin Vi</titler
110 */ffi;;ta

charset="yrr~-8">

112 ‘meta
11::;/«—/_\

name="wiewpori" content="width=davice-width, initial-scale=1vs

,:;—afl_ffk rel="icon® type="inmage/png" hr§f=”images/icons/f@gi@m.d&;z“ib
4 >
«link rel="sgyleshaat" type="text/osg? hrefs
118~ “vendor/hootstrap/ass/bootstrap.min. oas™>
L
- -
SN

=4
link rel=“"sivliesheet" type=Ytext/mas® href=
“fonts/font-awesoms~d.7.0/ s/ font-avesone . gin . gas™
Liom

et

B

1y >

3 \\“//\?—'\ 1 s ® o ST s W o3 »
t <1lifk rel="sivleshesk"™ Lype=Ytext/oas" hrsf=
b . 5 .

X “yvendor/animate/animate sugs">

\ ]

1:{ <

&, - s -

E\\uﬁ/rzzghk reli=stylesheet” type="text/gss™ href=
i "yendor/oas-hanburgers/hanburgers . nin. o5
L

b

L : -

?\-»”2§E%k rel="stvlesheet" type="text/gss" href=
{ vvendor/selectZ/select? win . oes">

bogi- S

%

|3 =

e TN

H <iih

\L"”___\\\k rel=Ystviashaat" type="text/gss" href=Ygss/util.ass">

type="text/ass” href=Ygas/main.css >
Lhme

-3

127
Fig. 9

12/32



WO 2021/030600 PCT/US2020/046199

101
129 L
<form class="loginl00-form validate-form™:
<span class="loginlG0~-form-title">

130° Member Login
<fgpan>
131
#,/zg?v clase="wrap-inputl00 validate-input"
132 data~validate = "Valid email is regquired:

exfabo. xyz">
<ipput class="inputlQQ0"™ type="text" name="email"
134 ?laceholder="ﬁmail“> 147
1£6r*f:;%an class="focus~inputlO0"></span>
_//?EEBn class="symbol-inputl00">
148 <i glags="fa fa-envelope”™ aria-hidden="true"
150 ></EN_ is1
</span>

155 .~ divs =149

134”_,/”23}v class="wrap-inputl00 validate-input"”
data-validate = "Password is reguired">
152(/’223put class="inputl0O" type="password" name=
"pass”™ placeholder="Password"> 153
154 <ggan class="foous~inputlO0"></span>
156_“//?§§an class="synbol-inputllO">
%L class="fa fa-lock” aria-hHidden="true"></i>
158 </span>
</aqv> L1357
135
136~ <div class="container-loginlO0~form-btn">
<pltton class="loginlO0-form-bitn">
Lagin

159

1860

<fbuticn>
137“/:—/giv> 161

138 <div class="text-center p-t-12%>

163 /?;‘:an slass="txEl">

Forgot

< class="txt2" hrefz"%">
164 0

Usernane / Password?
</fm>
139 /Zfaivﬁw 165
140—/:\:v class="text-gantear p~t=136">

166 <& class="txt2"™ hrei="#">
© Create your Account

Fig. 10

13/32



WO 2021/030600 PCT/US2020/046199

101

b/;
168" Lor
’ <i glass="fa fs-long-arrow-right m-1-5"

aria-hiddea="true"></ /1>

</a> 165
</divs N 167

“iforms
171 T SdRy> 169
wdive A 171
<reive 173
174

>

<script sro=vendor/iquery/iguere~3.2.1 . min st seript>

REE e
aripht sro="vendar/boststrap/is/popper . ety c/iecript>
<scriph sresPwandor/bectstrap/is/bootstrap.min.is'></scriptr

~
<soript sro=tvendoriselect?/seleet? min ds™</seript>

——

<script sre="wendor/tilt/tilt Joumry.smin.da></soriopt>

100

S${V.Fe~nileg"y.nile i
scalisr 1.1

¥}

<Ssgript>

<soript sro=tisimain.gst></scrivty

Fig. 11

14/32



WO 2021/030600

Calculate perceptual
hash value(s)
210

Determine distance(es)
between perceptual
hash values and original
212

A

Determine closest
image
214

Go to Lazy
Learning —
220

Within
Threshold?
216

Return Element
218

15/32

PCT/US2020/046199

28

Fig. 12



WO 2021/030600 PCT/US2020/046199

30

Process template page - 222

Process extraction page - 224

Create Extraction List - 226

k

Extract HTML region - 228

Required
element?
230

Yes No

A

Return element - 232 Return error - 234

Fig. 13

16/32



WO 2021/030600

Parse Html page - 236

Tokenization - 238

Encode - 240

L

Annotate web element region
242

v

Output
244

Fig. 14

17/32

PCT/US2020/046199

222,224

/



WO 2021/030600 PCT/US2020/046199

236

Parse tags - 246

:

Parse unpaired tags - 248

.

Parse attributes - 250

:

Parse comments - 252

:

Parse images - 254

:

Parse numbers - 256

Parse text - 258

Fig. 15

18/32



WO 2021/030600 PCT/US2020/046199

260
¥

Index | Token | Type | Ref. Index | Token | Type | Ref.

No. No.
0 html 1 104 19 div 1 126
1 head 1 108 20 img 3 127
2 title 1 110 21 div 2 128
3 title 2 111 22 form 1 129
4 meta 3 112 23 span 1 130
5 meta 3 114 24 span 2 131
6 link 3 118 25 div 1 132
7 link 3 118 26 input |3 144
8 link 3 118 27 span 1 144
9 link 3 118 28 span 1 146
10 link 3 118 29 span 2 147
11 link 3 118 30 [ 1 150
12 link 3 118 31 [ 2 151
13 link 3 118 32 span 2 149
14 head |2 172 33 div 2 155
15 body |1 106 34 div 1 134
16 div 1 120 35 input |3 152
17 div 1 122
18 div 1 124 Fi g. 16

19/32



WO 2021/030600 PCT/US2020/046199

260

Index | Token | Type | Ref. é Index | Token | Type | Ref.

No. No.
36 span 1 154 55 a 2 167
37 span 2 153 56 div 2 169
38 span 1 156 57 form 2 171
39 i 1 158 58 div 2 173
40 i 2 159 59 div 2 176
41 span 2 157 60 div 2 174
42 div 2 135 61 body 2 175
43 div 1 136 62 html 2 170
44 button | 1 160
45 button | 2 161
46 div 2 137
47 span 1 162
48 span 2 163
49 a 1 164
50 a 2 165
51 div 1 140
52 a 1 166
53 i 1 | 168 Fig. 17
54 [ 2 165

20/32



WO 2021/030600

Index | Type

0 16777216
1 16777216
2 16777216
3 33554432
4 50331648
5 50331648
6 50331648
7 50331648
8 50331648
9 50331648
10 50331648
11 50331648
12 50331648
13 50331648
14 33554432
15 16777216
16 16777216
17 16777216

/261\

Fig. 18A

21/32

PCT/US2020/046199

Index | Type

18 16777216
19 16777216
20 50331648
21 33554432
22 16777216
23 16777216
24 33554432
25 16777216
26 50331648
27 16777216
28 16777216
29 33554432
30 16777216
31 33554432
32 33554432
33 33554432
34 16777216
35 50331648




WO 2021/030600 PCT/US2020/046199

- 261 .

Index | Type Index | Type

36 16777216 50 33554432
37 33554432 51 16777216
38 16777216 52 16777216
39 16777216 53 16777216
40 33554432 54 33554432
41 33554432 55 33554432
42 33554432 56 33554432
43 16777216 57 33554432
44 16777216 58 33554432
45 33554432 59 33554432
46 33554432 60 33554432
47 16777216 61 33554432
48 33554432 62 33554432
49 16777216

Fig. 18B

22/32



WO 2021/030600

PCT/US2020/046199

Tag Attribute Value
button (44) | class login100-form-btn
input (26) class input100
input (26) type text
input (26) name email
input (26) placeholder | email
Fig. 18C
Image Number Text
Datastore Datastore Datastore
253 255 257

Fig. 18D

23/32

251



WO 2021/030600 PCT/US2020/046199

262

/

Extractors

Basic extractor - 264

Template page extractor - 268

Repeated data extractor - 270

Adjacent variant extractor - 272

Record extractor - 274

Fig. 19

24/32



WO 2021/030600 PCT/US2020/046199

Is
annotated
element in
a repeated
region in
Template
278

276

Does DOM
have
common
subtrees?
280

Return False
282

Add Repeated Data
Processing To List
284

Add Record
Extractor and Basic
Extractor to List
286

Return True/List Flg 20

288

25/32



WO 2021/030600 PCT/US2020/046199

290

Find Repeated
Sequences
292

Iterate to Next
Sequence of Repeated

Does content

and/or N Sequences
attributes of 300
Sequence
Match
Template Page?

294

Are there
more
unexamined
sequences?
296

Return Region with
Matching Content
302

Return No Match
298

Fig. 21

26/32



WO 2021/030600

Identify
Longest Matching

PCT/US2020/046199

274

Pre-Region w/in Pre-
Region Index Range -304

Any. N Return
Matching
. None
Pre-Region? 308
306 .

Identify

Longest Matching
Post-Region
310

s Matching

Pre-Region

Exclude Matching
Pre-Region and Post
Region Index to
Set New Pre-Region
and Post-region
indexes to Search
314

Index within X
predefined
distance of

Matching Post-

Region Index?

312

Return Pre-Region
and Post-Region
Indexes
316

27/32

Fig. 22




WO 2021/030600 PCT/US2020/046199

Index 0 1 2 3] 4 5] 6 7 8 9 10 11

[Template| 1 1 1 2| 2 1 1 pl pl pl

Ex 1 1 1 1 2 2 1 1 2 2 2

Ex 2 1 2 1 2 2 1 1 2 2 1

Ex 3 1 1 1 1 2 2 1 2 2 2 2 2
Ex 4 1 1 1 1 2 1 1 2 2 1 2

Fig. 23

28/32



WO 2021/030600

320 Start

PCT/US2020/046199

N

Identify
Longest Matching
Pre-Region
304

Any
Matching
Pre-Region?
306

v
Identify
Longest Matching
Post-Region
310

Return
None
308

Is Matching
Pre-Region
Index within X
of Matching
Post-Region
Index?
312

Return Pre-Region
and Post-Region
Indexes
316

29/32

Exclude Matching
Pre-Region and Post
Region Index to
Set New Pre-Region
and Post-region
indexes to Search
314

Fig. 24



WO 2021/030600

Identify
Longest Matching

PCT/US2020/046199

322

Pre-Region w/in Pre-
Region Index Range
304

Any. N Return
Matching
. None
Pre-Region? 308
306 —
Identify
Longest Matching
Post-Region w/in Post Call
Index Range - 310 Repeated
Data
Extractor
326

Is Matching
Pre-Region
Index within X
of Matching
Post-Region
Index?
312

Return Pre-Region
and Post-Region
Indexes
316

30/32

Exclude Matching
Pre-Region and Post
Region Index to
Set New Pre-Region
and Post-region
indexes/Ranges to
Search
314

Repeated
Data?
324

Fig. 25




WO 2021/030600

Processor(s)
332

<_

Memory
334

Datastore
335

338

!

!

w
w
o

/

PCT/US2020/046199

330

/

I/O
336

T_‘

Communications
340

Fig. 26

Fig. 27

w
wun
o




279

WO 2021/030600 PCT/US2020/046199
275
277

S2 2 5| 6
S1 1 1 2
1 2 0 0 1
2 2 0 0 1

e Sum— R

3 1 1 2 0
4 2 0 0 3
5 1 1 3| 0
6 2 0 0 4

Fig. 28

32/32



