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FIGURE 1
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FIGURE 2

Figure 2 provides an illustrative embodiment of the invention wherein a smart contract is
executed as a DFA implemented on a blockchain using P2PKH Transactions to represent the
states that are triggered and entered.

Define transition table for the DFA Step 101
which models the contract;

Create a cryptographic puzzle for

each state in the transition table Step 102
Store the puzzle(s) e.g. “off block™, in
a DHT, database ... Step 103

A

Generate TX to represent So &

publish to blockchain; TX; includes
an output TXO which comprises a Step 104
hash of the puzzle for Si

TXO is spent if another Transaction
TX?> is validated by the blockchain
network, and TXj includes a hash of Step 105
the solution of the puzzle for S;

(This moves the DFA to the next state)
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FIGURE 3

Diagram describing a blockchain-based DFA for a zero-coupon bond contract.

FIGURE 4
Transaction identifier origination o
Version number <version number>
Number of inputs 1
Hash <10 mBTC from originator>
Previous transaction
Output index 00
Input Length of signature script <unlocking script length>
Signature script opiginator signatura> <originator public key>
Sequence number <sequence number>
Number of outputs 2
Value 600000
Output 0 Length of public key script <locking script length>
Public key script OP_HASH256 <state sy puzzle> OP_EQUAL
Value 300000
Output 1 Length of public key script <locking script length>
Public key script OP_DUP OP_HASH160 <Botnet agent public key hash>
OP_EQUALVERIFY OP_CHECKSIG
Locktime 2]
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FIGURE 5

Transaction identifier
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00
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Output 0 Length of public key script <locking script length>
Public key script OP_HASH256 <state fr puzzle> OP_EQUAL
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Output 1 Length of public key script <locking script length>
Public key script OP_DUP OP_HASH160 <Botnet agent public key hash>
OP_EQUALVERIFY OP_CHECKSIG
Locktime 4]
FIGURE 6

Transaction identifier

completion cr
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FIGURE 7

Transaction identifier origination o
Version number <version number>
Number of inputs 1
Hash <10 mBTC from originator>
Previous transaction
Output index 00
Input Length of signature script <unlocking script length>
Signature script <originator signature> <originator public key»
Sequence number <sequence number>
Number of outputs 2
Value 600000
Output 0 Length of public key script <locking script length>
Public key script OP_HASH160 <state sy redeem script hash> OP_EQUAL
Value 300000
Output 1 Length of public key script <locking script length>
Public key script OP_DUP OP_HASH160 <Botnet agent public key hash>
OP_EQUALVERIFY OP_CHECKSIG
Locktime (4]
FIGURE 8
Transaction identifier transition tf
Version number <version number>
Number of inputs 1
Hash <6 mBTC from origination o>
Previous transaction
Output index 00
Input Length of signature script <unlocking script length>
Signature script OP‘__?_ ‘4 BctneF agen"tz. S .:i,gna’t:u ra>
<state ss redeam scripi>
Sequence number <sequence number>
Number of outputs 2
Value 400000
Output 0 Length of public key script <locking script length>
Public key script OP_HASH160 <state fr redeem script hash> OP_EQUAL
Value 100000
Output 1 Length of public key script <locking script length>
Public key script OP_DUP OP_HASH160 <Botnet agent public key hash>
OP_EQUALVERIFY OP_CHECKSIG
Locktime 2]
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FIGURE 9
Transaction identifier completion cf
Version number <version number>
Number of inputs 1
Hash <4 mBTC from transition tg>
Previous transaction -
Output index 00
Input Length of signature script <unlocking script length>
Sienature script OP_@ <Botnet agent signature>
= P <state fr redeem script>
Sequence number <sequence number>
Number of outputs 2
Value 100000
Output 0 Length of public key script <locking script length>
Public kev scrint OP_DUP OP_HASH160 <originator public key hash>
¥ senp OP_EQUALVERIFY OP_CHECKSIG
Value 200000
Output 1 Length of public key script <locking script length>
Public key scrint OP_DUP OP_HASH160 <Botnet agent public key hash>
v serp OP_EQUALVERIFY OP_CHECKSIG
Locktime %]

FIGURE 10
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FIGURE 11

Figure 11: State diagram of the coupon bond with a recurrent state.
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Figure 13

Figure 13: State diagram for a European call option example of the “compilation and
execution” section of the application, showing the states (blobs) and the blockchain
transactions (triangles) to be submitted: origination (0), transitions (t) and completions (c).



