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(57) Abstract: Methods and systems for privacy-preserving identity attribute verification are presented. During an interaction between
a relying entity and a user, a relying entity computer can transmit a policy token to a user device. The policy token may indicate the
information needed by the relying entity in order to perform the interaction. The user device can verify the policy token, then use the
policy token in conjunction with an identity token to generate a zero-knowledge proof. The user device may transmit the zero-knowledge
proof to an identity service provider computer. The identity service provider computer may verify the zero-knowledge proof, then
generate a verification message. The identity service provider computer may sign the verification message and transmit the signed
verification message to the relying entity computer. The relying entity computer may verify the verification message and complete the

interaction with the user.
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