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general to communication networks and, 25 in particular, to an IP-centric
comuni cation network. Still nore particularly, the present invention
relates to an | P-based comruni cati on network including a network access
system havi ng di SYETWORK A0CESSS VS EHM INCLUDING APROGRAMMABEE
control, filteringcoERssYEVOOE@AVANG DISERIBUTNHED SERVIGE EOMNTROL
forwarding. 30 2. Description of the Related Art: The Internet can
generally be defined as a worl dw de col |l ection of heterogeneous

comuni cati on networks and associ at ed gat eways, bridges and routers that
al | enp?oy the TCP/IP (Transport Control ProtocoU nternet.Protocol) 35
suite of protocols to comuni cate data packets between a source and one or
nore WO 02/45317 PCT/ US01/ 44398 2 destinations. As is well known to those
skilled in the art, the TCP/IP suite of protocols corresponds to |ayers 3
and 4 (the network and transport |ayers, respectively) of the seven-Iayer
I nternational Organization for Standardization Open Systens

I nterconnection (1SO CSI) reference nodel, which provides a s conveni ent
framewor k for discussing communi cation protocols. The |1SQ CSI reference
nodel farther includes physical and link layers (layers 1 and 2,
respectively) below the network and transport |ayers, and session,
presentation, and application |ayers (layers 5 through 7, respectively)
above the network and

15
BACKGROUND OF THE INVENTION
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1. Technical Field:

The present invention relates in general to cornmumcatlon networks and,
25 in partlcular to an IP-centric communication network Still more partlcularly, the
" present invention relates to an IP-based communication network mcludmg a
network access system having distributed and separated routing, signaling, service
control, filtering, policy control and other functiopality from IP forwarding.

30 2. Description of the Related Art:

The Internet can generally be defined as a worldwide collection of
heterogeneous communication networks and associated gateways, bridges and
routers that all employ the TCP/IP (Transport Control Protocol/Internet. Protocol) ‘

35 suite of protocols to communicate data packets between a source and one or more



transport'layers. 10 _ Figure 1A illustrates a netropolitan | evel view of

an Internet Service Provider (I1SP) network 10 through which custoners can

access tiwobmgsinet. Starting fromthe |eft hand side, npayUsSust4e9ser Local
Area Networks (LANs) 14 interface to2lSP network 10 via a variety of

met ropol i tan access networks 16, 15 which enploy any of a nunmber of network
technol ogies; for exanple, Time Division Miltiplexing (TDM, Asynchronous

Transfer Mode (ATM, and Ethernet. Furthernore, as is typical in |arger

met r opol i t 4§StRabEs. Ards welkaowmip those ekilled & the art, the G Bhsiterpfiret r opol i t an
access net ] ' i S tomer to an
aggregati o\rﬁéélété%&gro]g&r#%% fg& o?’eaél? 4@%&%&%%& ega‘?oﬁ-glnaglgll%t es feeding a
hi gher - | evetspeggvelgpdf the sstehelayehipieaatibial Qrhatigationyfob Standmldyzatiohew
aggregation_sites where aggregation routers 12 are deployed in a

met r opol i t PR tenys Bitsreonneclon s O4APY refaencymndalgfitedatrosidespte 17.- Al
traffic f > L S A ' t k
to ihis agor Caar HEyerk for depBeiR CEnBln Rl Bro 006 PRISTIRIgon netvorks
pol i cy-dri veferéine ucelat fretier fohidea physidal andlink kgesi(fayersalnghd@lm ssi on

control . A %;re atio)niéqrout, rs tg(en oute the traffic .either back to anot her
cust omer LARSPEALVElY) balew theynehypo POT &YF1Sy anY SeRYARJEEHH I ORoss core 20

to some nor, LSt ' Q8. t ' design to
a large extagﬁ% b lﬁgdtﬁg? g?étrﬁgaiéer?\?\o@%ﬂ%% I'égdjeégt?%erlﬁ;%g%%én&&?gﬁ%{dlA because
routers ar drapspehbiyess. and nust operate on highly aggregated traffic flows.
A principal consideration in the design of such networks is to mininze

t hethunber of routers so that the routing protocol will WO 02/45317 PCT/ USO
1/44398 3 scal erighf€tAiiNadthates Bhétrofitm b vicww BEaDRIterRét $epicki ons are
concentrated in these routers: routing, policy database storage, and

pol i cy enf drewidenfISP) retivosk 10 ﬂ@eu&kwblcgsmt@merérc@ma@@és thedntesnejener al | y
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interface to ISP network 10 via a variety of metropolitan access networks 16,

15 which employ any ofa number of network ;cechnologies; for example, Time
Division Multiplexing (TDM), Asynchronous Transfer Mode (ATM), and
Ethernet. Furthermore, as is typical in larger metropolitan areas, there ‘are
multiple levels of hierarchy in metropolitan access networks 16, with multiple
;'ingsA connecting each customer to an aggregation site and multiple lowest level

20 aggregation sites feeding a higher-level aggregation site. Typically, there may be
.only a few aggregation sites where agéregation routers 12 are deployed in a
metropolitan area. Figure 1A shows only one such aggregation site 17. All
traffic from a customer LAN 14 is backhauled via these aggregation networks to
this aggregation site 17, where aggregation roﬁters 12 apply policy-driven

25 treatment such as policing, marking, and admission control. Aggregation routers
then route the traffic either back to another customer LAN 14, or else to core

router 18 for transmission across core 20 to some more distant destination.

The state of the art in router design to a large extent dictates the network
30 ‘design shown in Figure 1A because routers are expensive and must operate on
highly aggregated traffic flows. A principal consideration in the design of such

networks is to minimize the number of routers so that the routing protocol will



can offer in addition to basic packet routing is limted by the control
software offered by router vendors. In addition, the packet-processing

t hroughpwoeot/4s17router is generally limted by its origi ParUgor/433esal | ed
processi ng hardware and cannot be exjpanded or extended w t hout repl acenent
of the entire router. The 10 nonolithic and proprietary design of
conventional routers presents a nunber of.problens addressed by the
present invention. First because routers traditionally have a single
controller services for all nessage types, edge router

n
control lers ts%a\ri #f%&ﬁ'g yqumé%nég’ﬁbﬂ é&mbﬁrﬂkﬁfn@ptlons drefdoncatittatelicl tRedaensi ve
to add new S%dtéfg%ugﬁ%;%gﬁg’)ﬁam%é&éaggserV'lﬁ aresult, the tine to

mar ket for new router servi ces OFGEmERE. ysual | y dependent
upon vendors responding to service provider requests to inplenment new

services within t etl}‘?l:g" opr.i et ary router _architectures. 20 Second, .
conventional nono i W&&@“%@é@@é@fﬁ;ﬁ@@nm@m@mhw@ scal abl e,

whi chspresenp@pﬁeﬁtgncgmﬁén mﬁﬁ%ﬁ?ée{&da%{;e 'lgefsatﬁét?acvs' ders é{%&;ti cularly

in light of the phenomenal” gro nterne ntly, the
processi ng c%?élaﬂi%qum ﬁd@ﬁoﬂ ttdbpdloymketmutmgﬁlﬁﬁmmﬁy 88%bhifo dll%%ﬁ%?rérécal ed to
ers nust

keep pace wi raf f Jnstead, service provi
pur chase add‘?i?lljgﬂg?? ?ﬂdgﬁserﬁgr?fidlrtﬁﬂt Fé’a?l@t‘ﬁ’éﬁﬁssmgethdmlndsoﬁﬁ i ncreased
traffic. Thumdtermtemyq&aited@gﬁhbhginﬁu\{f%{aﬁedﬂﬁo%' % & 2 B0t hav "mted 30

flexibility and extensibilit or exa t he prese
recogni zes $2RAPt herexpanded @@mﬁd a&bﬂheut tieplavérnent of tHehtifeiugkrg r;[ql\élt h of

I ntegpnet trahbiQithi pr.ovi sign, configure, and/or reall ocat e.
access capaci tyéht 0 |@dﬁgg@%§ﬁ&ﬁéﬁwﬂ¢mg@tﬂapwm ag@wmhbetes. Because
access capadifipyoblemneddesedibyytht préséRIn@RdoR! Ovi ding additional access
capacity is a-nmmjor cost conponéent of networks, the

First, because routers traditionally have a single controller pro‘./iding
all services for all message types, edge router controllers tend to be quite
15 ~ complex, making it difficult and expensive to add new services or modify -
existing services. As a result, the time to market for new router-based services
is extended and is usually dependent upon vendors responding to service

provider requests to ilnplement new services within their proprietary router
architectures.

20

Second, conventional monolithic router architectures are ﬁot readily
scalable, which presents a significant problem for service providers,
particularly in hght of the phenomenal growth of Internet traffic.
Consequently, the processmg capabilities of deployed routers cannot easily be

25 scaled to keep pace with increasing traffic. Instead, service providers must

purchase additional or replacement routers to meet the demands of increased
traffic.

Third, conventional monolithic router designs also have limited
30 flexibility and extensibility. For example, the present invention recognizes
that it would be desirable, in view of the rapid growth of Internet traffic, to

dynamically provision, configure, and/or reallocate access capacity to IP-



enforcenment of intelligent adm ssion control policies and provision of
differing qualities of service is vital to the efficient utilization of
avai | abl av@0za¢Bess capacity. However, conventional edge rPOT/ER&L/4ABE not
capable of <classifying a wide variety of traffic types while enforcing
policy controls or of responding to dynanm c requests for capacity, and
this functionality is difficult to incorporate within currently depl oyed
monol i thic edge routers. The present invention accordingly recognizes that
it would béﬂfcfgsb?PWWISe Besayse@prase capnsity (s negessarilydimieed amisprastiding onal pol i cy

control, n K I i.hg, :di agnosti.c and securit ervices in
comrer ci al ?@%*?}5%%%3%%gg‘ﬁév%%?’ﬂga%g‘ﬂorﬁ‘:?fﬁ"’r?alﬁ"ﬁi%é’?ng%w €to be tailored to
meet the neefdscenfent ofintéltyent sansisiiTRdontraNEblRRIS\nE ProRsiN oder s. is Fourth,

because of the proprietary nature of router architectures and services, if
a service PHE¥ingsuabies ohservistisarial fortbpreificlent plilizajion 96 availabley

co ni cat | , i.et: rviges. | enent ed by the

di fferent h%a{]‘g#\é@%dg?gg\ymgf P@ﬂn\}gﬁﬁﬁﬁe%ggeg\réﬁ%gs z}r%ggérgagﬁgllt;a e. Consequently,
service ptlifigiga aide vaietabf gaffie tppyscitdRenferting polioy Gomyals 6hes from one
vendor and 20 pHrchage service control software from anot her_ vendor.
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i nvention recogni z that,.it uld be desirable to.intyoduce a new network
acdlss ar cﬁl?‘}v@%FdYeils?{st?gﬁJ%B CORHAL HHUOEH FAOBIPHRE,|G1381088G0ns  of
convent i onghd §RA”N debiited Bl i . W@ﬁ PCT/ US01/ 44398
5 SUMVARY OF THEH{IYINVEI\IT?O\I Tﬁjgif?%g%%\cﬁ?%%ﬁ’t?%% ntro gggéssga di stributed

net wor k acsarsisestpdiedpilored to meet the needs of individual customers and service

providers.

.15 Fourth, because of the proprietary nature of router architectures and ‘
services, if a service provider deploys routers from multiple véndors ina
communication network, the proprietary services implemented by the different
router vendors will not necessarily inter-operate. Consequently, service
providers are not able to purchase routers and switches from one vendor and

20 purchase service control software from another vendor. Furthermore, a
service provider cannot offer its communication network as a platform for a
wholesale provider to offer value-added data services utilizing the existing

base network capabilities.

25 In view of the foregoing and additional shortcomings in the prior art,
the present invention recognizes that it would be desirable to introduce a new
network access architecture that addresses and overcomes the limitations of

conventional monolithic router architectures.

30



architecture including at |east an external processor and a programmuabl e
access 5 device. In a preferred enbodi nent, the network access system
further iwebugss? an access router coupled to the progranP@blUS0IAIBESS

devi ce. The programmbl e access device has a nessage interface coupled to
the external processor and first and second network interfaces through

whi ch packets 10 are conmunicated with a network. The programabl e access
e includes a packet header filter and a forwarding table that is utilized
to route packets conmuni cat SUVMBYARYOR FTEE INFENIHON econd net wor k
interfaces. In operation, the packet header filter in the programmabl e -
access device receives a series of packets and identifies-therein nessages

upon whi ch ser Vi CHf gesent hvetibiiitRdBNs istHbutMe HERARIS at@dentystdned by the
packet header filter are passed via the nessage interface to the external

processor f @Fchiteptiiremciidingaidpasy an Trgmal ch%ﬁé@b&nda@rmégmnmahlh ecqesesent

i nvention, n ta r r.s are replaced
W t h%a di stri EY:? e%ﬂ ngéferriﬁ)&gb&gg{gg%gp sy O& atcﬁélstS cfg#%esr lf“f‘}Ed
functional i tagcedh réutédicuptedab ﬂeﬁg@gmuhﬂﬂéa&oags devdel as addi ti onal

functionality) anong three | ogical nodul es: a progranmabl e access devi ce,
an external processor, and an access router. According to a preferred

o e oot put RSB INE Al RATHeS LA AT Bl SIS0 0ES o0

i nput and out put ports~o access netwo e access
router. Howexttnal besosssodiand fiasteind sewint Getwaak interfaen chrbu@:ﬁwhgth p‘aula@thl ons,
such as marking, poljcing,. nmonitorin shapi ng,, .and fllterln are

i npl*¥¥nent ed ar%cqqa@uﬁ&caﬁaaw%% ek o She programmablp access 44 c ¢ ingldes ens, such

as message Iaéﬁﬁéﬁ;?ﬁepm@a 5Kl BTk AiSRNb kle pRLLPO! | O

i nvocation, = are | enent ed xt ernal " processor. ailed infra,
this distri lcumnmnnﬁmed)bemmthecﬁraﬂ értdxseccexluietwoﬂmnﬁarfmmsoﬂns opemam,abes

i ncl udi ng i d | abi fI it t b ,
|t et oporabPRreg eals? et ploeamib scirsd U EroRERYS: AaHe o RAFkeD; ect s,
features, a@ﬂd?&ﬁﬁﬁ%ﬁgﬁ?eﬁfmésfﬁgeﬁ)ﬁﬁ&?ﬁhcﬂ@ex@%eélﬁéjtz bREhpldat:4r398 6

5 Messages identified by the packet header filter are passed via the message

bt

interface to the external processor for service processing.

Thus, in accordance with the present invention, conventional
monolithic, proprietary edge routers are replaced with a distributed network
20 access system that allocates the functionality of traditional edge routers (as
qul as additional functionality) among three logical modules: a
programmable access device, an external processor, and an access router.
According to a preferred embodiment of the present invention, basic routing of -
packets between input and output ports of the access network is performed by
25 the access router. However, forwarding and generic traffic conditioning
functions, such as marking, policing, monitoring, shaping, and filtering, are
implemented in the programmable access device, and service‘ﬁmctions, such
as message interpretation, signaling, admission control, and policy invocation,
are implemented in the external processor. As detailed infra, this distribution
30 of functionality results in numerous advantages, including improved
scalability, flexibility, extensibility, interoperability, security, and service

provisioning. Additional objects, features, and advantages of the present



invention wll become apparent in the followng detailed witten
description. WD 02/45317 PCT/ USO1/ 44398 7 BRI EF DESCRI PTI ON OF THE

DRAW NGSWhe2/#3vel features believed characteristic of theCT/AS@4B®SN are
set forth in the appended clains. The invention itself however, as well as
a preferred s node of use, further objects and advantages thereof, will
best be understood by reference to the followi ng detail ed description of an
illustrative enbodi mrent when read in conjunction with the acconpanyi ng
drawi ngs, winseefion will jercend dppasend invhie folpoking alstailed writfenaleBérigtionar t | nt er net
service provider 10 network contai.ning aggregation and core routers;
Figure 1B is a netropolitan view of an Internet service provider network

in accordance with the present invention; is _ Figure 2 depicts an
illustrative enbodi mrent of a communi cation network in accordance with the
present invention; Figure 3 is a nore detailed bl ock diagramof an

exenpl ary enbodi nent of a programabl e access device (PAD) n accordance
with the present invention; 20 Figure 4 is a nore detail ed bl ock di agram of
an exenpl ary enbodi nent of an external processor in accordance with the
present invention; Figure 5A illustrates exenplary signaling between a
programmabl e access 25 device and an external processor during a
switchover to a secondary service controller due to failure of the prinmary
service controller; Figure 5B depicts exenplary signaling between a
programabl e access device and an external processor during a swtchover
froma secondary service 30 controller to a primary service controller
followi ng restoration of the primary service controller; WO 02/45317

PCT/ USO1/ 44398 8



Figure 6 illustrates exenplary signaling in a network access systemin
accordance with the present invention to support service reservation
utilizi ngvOPRy$BUT ce Reservation Protocol (RSVP); 5 Fi gur ePCAUSG/43%t at e
machi ne diagramillustrating the operation of an exenplary programmabl e
access device during a TCP session; Figure 7B is a diagramillustrating the
operation of an exenplary programmabl e access device and associ ated
service, controller in the event of a 10 TCP state rrermry full condition;

Fi gure 7C depicts exemmgnsmdwwmqgg ggs systemin
accordance wth the present invention duri sessi on establishnent; is
Figure 7D illustrates exenplary signaling in a network access systemin

St o Hlgure. 7E aan Bptel (MRRS bRl AR G SRS kvBien mecets system
in.. accor dﬁnmhanma ipﬁeh@edoa@ﬁ@tmmea{doarhsbﬁths%%nésewa?a@??e&*&?é’d' zed

request for a TCP session; Figure 7F illustrates exe y Signhaling in
a nefwork a@@@%g usps fusther abjeais apd advrntagss theraofewill bestbd umdemmd when -a

TCP sessio i.cts | ar.

net wor k accr:]rggésféﬁsac%g?g&rﬁ I;Oﬁg“@ %r‘%édcae %%Btf?nt @nﬁﬂ‘%&?ﬂ% Fﬁg%ﬁ%m"é‘g“(hﬁ@n a TCP
sessi on abrrepd inycanjuneion with Gekecdipdnlytnssdrain@s, WiesRl ary signaling in a
network access systemin accordance wth the present iInvention to establish

a UDP (User Datagram 30 Protocol) session having an enhanced quality of

e sy oo | B R o OB BB el BeidbE " st
i nvent i on inetwbik catdéning eggrepatidecdrsl dofe foutdp sessi on  receive best-efforts

delivery rather than enhanced QoS; Figure 8C illustrates exenplary
signaling in a network access systemin 5 accordance with the present

invention to tearighPBas YRRuIBSHRVidw 8 ar B¥erhdt T ice provider network

in accordance with the present invention; -

15 - Figure 2 depicts an illustrative embodiment of a communication network

in accordance with the present invention;

Figure 3 is a more detailed block diagram of an exemplary embodiment of
a programmable access device (PAD) in accordance with the present invention;
20 |
Flgure 4 is a more detailed block diagram of an exemplary embodnnent of

an external processor in accordance with the present invention;

Figure 5A illustrates exemplary signaling between a programmable access -
25 deyice and an external processor during a switchover to a secondary service

controller due to failure of the primary service controller;

Figure 5B depicts exemplary signaling between a programmable access
device and an external processor during a switchover from a secondary service
30 controller to a primary service controller 'following restoration of the primary

service controller;



out; Figure 9A depicts exenplary signaling in a network access systemin
accordance with the present invention during Session Initiation Ptocol
(SIP) caWo odgs3est abl i shment; Figure 9B illustrates exenpParysSel/4gas i ng in
a network access systemin accordanck® with the present invention during
SIP call termnation; i5 Figure 9C depicts exenplary signaling in a network
access ,systemin accordance with the present invention to conclude a SIP
call follow ng detection of a tinme out by the network; Figure 9D
illustrates exenpigiry 6sllgstedtéseketplay li%hmmgmmwsﬂéacsm &tém iB0
accordance with the present invention to conclude a SIP cal] follow ng

det ecti on wogdapthéabe BYPSETHEDYSEGR MnFrRBPE servicegeseaefioaditilizingur e OF
depicts ex rk access systemin accordance with
t he pr esenteﬁlpér?\%%ﬁég%{\%%?%é&gf% @%wnegotl ation; 25 Figure 10A depicts
exenpl ary signaling in a network access systemin accordance with the,

present inventio horize regjstrati on of a mylticast group; 30
FiguPe 10B illus W@?&%&?&tﬁﬁﬂcgﬁnﬁﬁﬁgﬁ fystrating Eraéle&é?génsyst emin

accordance wd b &J?E,rg bld Mﬁd&&e'dﬁ\r/%g%m& skigpan unaut hori zed
attenpt to regi r mul ticast group; 02/ 45317 P’CT/ USOL/ 44398 10

Fi gure 10C dep| cts exenplary signaling in a network access system in
accordance with sent |nven n.response t.0 an aujf hori zed
mul ti cast gr oupk%’Fggﬁs lwgra'tjp%meo TR 9 38 FFEERE e x enpl ar y
signal i ng i BrograaghiWIE |éc@é§>§ €§\ﬁc§¥1§d £difed 8GRE doMeslicnin thethendfasent

i nvention in response to an unauthorized multicast '

10 TCP state memory full condition;

Figure 7C depicts exemplary signaling in a network access system in

accordance with the present invention during TCP session establishment;

15 Figure 7D illustrates exemplary signaling in a network access 'system in

accordance with the present invention during disconnection of a TCP session;

Figure 7E depicts exemplary signaling in a network access system in .
accordance with the present invention in response to an authorized request for a

20 - TCP session;

Figure 7F illustrates exemplary signaling in a network access system in

accordance with the present invention when.a TCP session times out;

25 Figure 7G depicts exemplary signaling in a network access system in

accordance with the present invention when a TCP session abruptly closes;
Figure 8A illustrates exemplary signaling in a network access system in
accordance with the present invention to establish a UDP (User Datagram

30 ~ Protocol) session having an enhanced quality of service (QoS) path;

Figure 8B depicts exemplary signaling in a network access system in



group nmenbership query; 10 Figure 10E depicts exenplary signaling in a
-network access systemin accordance with the present invention in
response wWoo24stei pt of authorized nmulticast packets froPCDUBEI4E89I8t he
network; Figure 10F illustrates exenplary signaling in a network access
systemin 5 accordance with the present invention in response to receipt
of unauthorized nulticast packets fromoutside the network; Figure 10G
depicts exenplary signaling in a network access systemin accordance with
the presentactordetiei with tHe frespORSentich HAEEEAE wierAMREK iF PP A cast
packets fromthe network; and Figure 10H illustrates exenplary signaling in
a néetwor k deesd¥sbasirstians feliveay masher shaneenhiandedtQus;pr esent i nvention to handl e
unaut hori-zed mul ti cast packets received fromthe network. 25 WD 02/ 45317
PCT/ US01/ 44398 11 DETAI LED DESCRI PTI ON OF A PREFERRED ENMBODI MENT .

Di stributed Net#ighre'®CdlastAystersmMlaghiizadingria a\Wetwork @bed:88GEeAGRI N L0 the
figures and in particular with reference to 5 Figure 2, there is depicted

a hiSgh- | evéf°H vt Bie presst inversion; te feasdown assicat thethasetmed k 30
havi ng a diggf.ri buted network access system 31 in accordance with the
present invertion. As illustrated, comunication network. 30 may be

coupl ed to equi pnent of a nunber of custoners (one of which is represented
by a custoner r%uter ), by an access line 34. As in Figure 1, access 10
line 34 may enpl*d§™ GlelﬁtSr?EFﬁWQfaﬂbﬁgE@%ﬁlaweW‘quqaE@QfStSY%tcmpmt net work
t echnol ogi : I&clfnﬁ ] g r further
i ncl ude un?;éclzolfg%frégtvggl gg r%éggg%?g%gr vvagtlagl.e@,&%l %ﬂgﬁg{%@o}ﬁ%‘/?ﬁ? %@E%g%gtmrks,
corifuni cat establsbmwemi:k 30 includes 1.5 - one. or nore core conmuni cation
links 38 (e.g., trunk lines) coupled to one or

Figure 9B illustrates exemplary signaling in a network access system in

accordance with the present invention during SIP call termination;

15 Figure 9C depicts exemplary signaling in a network access system in
accordance with the present invention to conclude a SIP call following detection

of a time out by the network;

Figure 9D illustrates exemplary signaling in a network access system in
20 accordance with the present invention to conclude a SIP call following detection

of a time out by the programmable access device;

Figure 9E depicts exemplary signaling in a network access system in

accordance with the present invention during SIP call negotiation;

25
Figure 10A depicts exemplary signaling in a network access system in
accordance with the present invention to authorize registration of a multicast
group;
30 Figure 10B illustrates exemplary signaling in a network access system in

accordance with the present invention ir response to an unauthorized attempt to

register a multicast group;



nore core routers 36. However, in contrast to conventional conmunication
networ ks, such as that illustrated in Figure 1, custonmer router 32 does not
i nt erf acavo 02/¢vBmhuni cati on network 30 via a nonolithic, prPOpUSEt4BsI8 edge
router. Instead, custoner equi pnent, 18uch as customer router 32, interfaces
20 wi th comunication network 30 via a network access system 31 that
distributes the functions of traditional edge routers (as well as
additional functionality) anmong three |ogical nodul es: a programable
access device (PAD) 40, an external processor 42, and an access router 44.
According to a eqor ef e{‘ﬁg enbodi ment of the present invention, basic
routing of packet'84%%5 1§ XApoiary pignalingiota qeowork astessspstamdass net wor k
is perforngde rd : : % r ceto[}‘or.vva ding table 50 as
det er m ned by&%ittﬁgﬁﬁgfmeég%%g{a?% rtg%ﬁ olég S%() Ay OHFECEFBHI.C%t evay ;
Prot ocol (I2G™p membénshiptqielygs 52 and 54. However, forwarding and generic
traffic conditioning functions, such as marking, policing, nonitoring,

shaf)ji ng, and filtering, are inplenented 30 in PAD 40, and service

functions, such PERRR i i S| | in adm ssion_ control,
and policy i nv.oggl'g‘%'il on, agglsjiagrr%%?réeﬁ%y ?#%@k%?%gfh&k BrEcedsEm iy G ven
this di strResordane vfithf the ptésemahventioniin capbng taad uaaitHEAA MPHL4 45317

PCT/ US01/ 4451130%8 12 cp%%ketsare typically communi cated hetween core

comuni cat PORPIPSRRCTSEDAHEY: cust oner router. 32 via PAD 40, - access rout er
44, and core router 36 (and optionally additional switching the access
network, such as _an ATMor MPLS switch 60). However, if the filtering .
fu€tional ity ofigue 19E drpicisexemplatyeigmling aws nétoworkibiczls gdebint ironal
services a i L PAD 4Q .passes.appropriate . nessages to external
processor %%Og%gyég?‘%%gpgﬁ%%é%ﬁnﬁanﬁ%%Bo%ﬁé%ﬁ?ﬁéfpt° PH78dg, and Contr ol

I nterface fhERiajt faBketuiilophootside Big: 2tRegsed via an  Application Programi ng
Interface (API) on PAD 40 and external processor 42. Distributing

functionality between access router 44, PAD 40, and external 10 processor
42 i n this manngfa gt gf ifl{?ﬁra?e%re\{c'e&%la% gi\élngl?nrg i.gx%rne?v\\lfgrrllc atcgclasrsdsygcgrrutilnes)
15 accordance with the present invention in response to recéipt of unauthorized

multicast packets from outside the network;

Figure 10G depicts exemplary signaling in a network access system in
- accordance with the present invention in response to receipt of authorized

20 multicast packets from the network; and

*

Figure 10H illustrates exemplary signaling in a network access system in
accordance with the present invention to handle unauthorized multicast packets
received from the network.

25



the freedomto extend and nodify existing services, create new services, or
add nore processing power to external processor 42 without adversely

af f ect i ngvo he4$30T war di ng per f ormance of PAD 40 and the roRCT/N§oIpEsISor mance
or functionality of access router 441115 To inplenent a desired _
functionality for PAD 40 and external processor 42,. the service provider
(or even a custoner or a third party) can define policy rules in the
policy database 46 of one or nore policy servers 48 (also referred to as a
pol i cy deci si onDEGARLEIPDBICREBTION GEWPRE@RMED_MWF cy
decisions that control the functionality and operation of PAD 40. and

ext er nal processor 42 by reference to the policy rules stored in policy '
dat abase 46Didtabiied Neek¥al A4BsE 'Pfr@ﬁj?e%nﬂé)l i cy decisions and associ at eq.
configuration paranmeters for ex ocessor 42 and/or PAD 40 to
external proces36ih refergnee Qasetovthcﬁiﬁnb aﬂ&m;fﬁrﬁdlﬂ@ﬁﬁitlgl;%?i%n%ﬁtg \3{:{2?5;?”
be agcessedy. on _exanple, via on policy_ server.

procgssor 4g¥g%geé){?ﬁffn’lsgj§?ﬁ°&q Wgﬁgﬂef){?)@cgéﬁg@%P%@P@ﬁyn@ﬁaa nunber of .
pol i cy quer yomPunicaLeH Setwore 50 dhvidg %ﬁ@ﬁ?ﬁht@?&w\?ﬂé éc%é’ss%glgt\éxléng%e C.OPSI) and
Li ght weight Directory Access Prot ocol (LDAP), Ich are’r i vely
defined by #PElapes wi ﬁ@n@emtm@vegmgn. fsnldmtr@ﬂe&,g)mﬁﬁﬁ?at?&ﬂzgegggcr é’(zgl,rel ays
which are i 3 erei.n by reference. ern pr.o

confi gur ati%ﬁygggé‘%gcﬁej%os%%?&erﬁﬁéa mBer oLeRtomegs 9Rp ot dlich is MCRI 58. WO
02/ 45317 PQEpidSaittdiBBABustbmePsordérsS2y 5§ ad abatss BEL 3Peh oW F{éﬁ%}r@g’r %05?:‘% ess

system 31 al-so pernmts the service provider . (or even a y) to.
dgpf%y addi ay GRPIYo#Y 9fanymber of cemmenlyprtiized transpé2t ieywakvel opi ng a

service co : SHRPO, Ewc Fonal, and installing the service
controll erqg%mg?(fggr:slr’\g‘f‘ proceérggg%?. ‘%&Mﬁrﬁdﬁéfc? c’t‘ff‘iﬂ’i‘&Y €an al so be
i npl enent ednclndnenilinstkatad agmagsimittend@de, utilizi ng NVS (Ne';vxor k Management
Systen) 72, which is also referred to as an

As with conventional networks, communication network 30 includes
15 ~ — one or more core communication links 38 (e.g., trunk lines) coupled to one or
more core routers 36. However, in contrast to conventional communication
- networks, such as that illustréted in Figure 1, customer router 32 does not
interface to communication network 30 via a monolithic, proprietary edge
router. Instead, customer equipment, such as customer router 32, interfaces
20 with communication network 30 via a network access system 31 that
distributes the functions of traditional edge routers (as well as additional
functionality) among three logical modules: a programmable access device
(PAD) 40, an external processor 42, and an access router 44. According to a
preferred embodiment of the present invenﬁon, basic routing of packets
25 ~ between input and output ports of the access network is performed by access
router 44 by reference to forwarding table 50 as determined by Exterior
Gateway Protocol (EGP) and Interior Gateway Protocol (IGP) routing tables
52 and 54. However, forwarding and generic traffic conditioning functions,
sﬁch as marking, policing, monitoring, shaping, and filtering, are implemented
30 in PAD 40, and service functions, such as message interpretation, signaling,
admission control, and policy invocation, are implemented in external

processor 42. Given this distribution of functionality, incoming and outgoing



0SS (Operation and Support System). NMS 72 nonitors, controls, reports
alarnms for, and configures (e.g., assigns an | P address to) each of the
conmponentvsO 01/433¢t wor k access system 31 via interfaces 73-FCT/UBIMBI4IB al so
prP rably includes io billing and adgounting facilities that allocate
costs for services to . oropriate custoners, for exanple, in response to
nmessages fromthe service controllers in external processor 42. As further
illustrated in Figure 2, network access system 31 of the 15 present

i nvention p ) l 1oLt | L.N; t and i.npl enent ati on of

et vor kot CEps g e g aheanhlickiad HE AR BB oo PP s oF Bdoe

Swi t chi ng) mestaorek rader 32eviaPAD 28actesscoupr £1, an® cok roBee3ARY 40 to port of
an access rou%.er 44 .r.ortj?ﬂh a&HgT or MPLS switch 60, thereb ermtting

si gnal i ng af@ PBHNCIIdHE EVIERHEE ta a5eses nevoslkFust as an BT M ep ted 20
separately f ; ' N Ls_ 1 ppl emented by
O aess r o S P T Aler FARMIRARD, of A0 ekl 2o

al t ernat i velflowsdfor whishproldgibrabsameiecs e cemired RABH04hs@8dppRbLateout er 36 an
aggregation _switch., Furthernore, ess router 44 nay be 1 nplenented by an
ext ernal pr QEERES? t%?&’ﬁ‘ﬁﬁ?’i‘?ﬁ“ﬁ%ﬁﬁ?j STHICRERESTLRH VAR Mepsgea | ar ge PAD 40.
25 Pr ogr amiep6riies GRECHRYOITRILROADIMCRE] 8 Wi (A%l RobdsBHLE 4 here Is
illustrated a high-1evel block diagram of tFlle ogl caf el enent’s conpri sing
an exenpl ar Y\rphigaiinmidtegrapiming Inprfad® (AR) ao Peddidand witeinal pcpgsesent

i nvent i on. bove, ..PAD. 40 is 30 a progr e access deyice

cont ai ni ng 'r%zqgjljl %@guﬁ%‘% @FH?%@%&W&%R@FS&SP%Eg?}f?‘gjgﬁooﬁngﬁ’ﬁéﬂabns al ong
Wi thoot her gRidesnR 2(if ff hiana@NdlidslBOLMce bt PRI BRyblyat 1 Pl ement
any desired combination of narki rlgf, WO 02/ 45317 PCT/ US01/ 443 14
pol i ci ng, ni¥f frepdomyto extendsandpnediiy enistingservicsy, areric oewgerviggspackets. In a

typi cal enbg&l& HE‘)% pro%égmﬁopdéeritg@h%pneap 51%965%& \%{Hgliltna tvier%QlyOf software and
' affecting the forwarding performance of PAD 40 and the routing performance

or functionality of access router 44.
15
To implement a desired functionality for PAD 40 and external |
processor 42, the service provider (or even a customer or a third party) can
' define policy rules in the policy database 46 of one or more policy servers 48 -
(also referred to as a policy decision point (PDP)). Policy server 48 then
20 makes policy decisions that control the functionality and operation of PAD 40
and external processor 42 by reference to the policy rules stored in policy
database 46. Policy server 48 communicates policy decisions and associated.
cpnﬁguration parameters for external processor 42 and/or PAD 40 to external -
processor 42 via a Service Policy Interface (SPI) 56, which can be accessed,
25 ~ for example, via an API on policy server 48 and external pfocessor 42,
Communication via SPI 56 can employ any of a number of policy query
protocols, including Common Open Policy Service (COPS) and Lightweight
Directory Access Protocol (LDAP), which are respectively defined by Internet
Engineering Task Force (IETF) RFCs 2748 and 2251, which are incorporated
30 herein by reference. External processor 42 relays configuration parameters for
PAD 40, if any, to PAD.40 via MCRI 58.



conventional router hardware that cooperate to provide the functionality of
the illustrated nodules. (In Figure 3, dashed line illustration is
utilizedwootsditate 5. optional functional nodul es.) Gebh€T/a@lo4439eaki ng,
t he functional nodul es of PAD 40 are1Bogically arranged in incomng (e.g.,
from custoner router 32) and outgoing (e.g., to custoner router 32)
traffic paths, with the incom ng path incl udr ng packet 10 header filter 80,
mar ker/ pol i cer 82, nonitor(s) 84, forwarding table 86, and output buffers
and schedul er 88As'ﬁb;@ugéaqglrtm eader
filter 90, forwarding table 86, Hé?r%@mn?%@ 15(%&%5 éﬂ?érnE ?.!SE} n}t&ﬁé and

out put buf f EFecapwvidendersen agbudﬁhléy)fturdcpﬁowaddmbnailﬂmﬂiodah@sm functi onal

modul es can en confi.gured or pr anmed by an external 15
processor 4 %ﬁm{}g Sﬁesﬁ}gﬂg {%de‘ferk%p ATpse I‘{‘&? Ieé E%?W&“ftﬁ% m cust oner

router 34 aﬁmedi@aﬁtgt e Ristallidy @6 k@oRe bnPAR 48 il FdcRbsoplygcessed by
packet header f||ter 80, which dIStIHEUISheS bet ween vari ous nessage types

usi ngy any ohddifipnal fuegtiamality e 2t bt fpmtxt nawtworkpecesSayste 3Addr ess

(B o R AP S D Bma iR, Pl iich S cbfq?%rrefcfr%%@? of o

packet (e 0SS (@p@ntidn andiStpiesydiane NIt X8 onsas b ool & , RST,
ahd FIN TCP, flags) upon V\Il’llti%h pack%%{pheader filter 800|Ss g?# igured to

filter. |nmiBFERACPYLSYIES (g esstamsen P addressitoyeash of élgmonﬁ:cﬁﬁnismfor mat i.on,

aver. 4“3?%%@%%‘3%55%&@%‘?312@5&&?%f%ée% Far NS o A Bt g

frond to - exikingahd premetiagfaciRtitasgchiobatt b@st@ﬁﬁ*fsbﬁitfe@@o f'irb?ﬂat@ar aneters.
Thus, based wupon its fil ter configuration and the fields an i ncom ng

pac ket , padigiomers fefes<amnle.dn reponserte siessagre prictke sewiceiventrollerain ext er nal

processor 43[?“ ?ﬁ&g spge interface 100 or to a specific marker/poli cer’
It shou dea not ed that nessage interface 100 may al so inject a

pac ket specifi.ed by external processor 42 into either of packet header
filters 80 and ggs', ﬁl\ll’\gel(‘) ﬁ{u%?rgt%g in %Tg/uggglééltévgrngaccess system 31 of the
15 present invention permits flexibility in the placement and implementation of
netvs)ork switching. For example, an ATM or MPLS A(Multi~Protocol Label
Switching) network can be utilized to couple one or more PADs 40 to port of

an access router 44 through an ATM or MPLS switch 60, thereby permitting -
signaling and policing functional blocks 62 and 64 to be implementeél

20 separately from access router 44. If, however, signaling is implemented by
access router 44, switch 60 can be eliminated. Switch 60 paﬁ also _
alternatively be interposed between access router 44 and core router 36 an
aggregation switch. Furthermore, access router 44 may be implemented by an

external processor 42 running routing software controlling a large PAD 40.

25
Programmable Access Device (PAD).
Referring now to Figure 3, there is illustrated a high-level block
diagram of the logical elemepts comprising an exemplary embodiment of a
PAD 40 in accordance with the present invention. As noted above, PAD 40 is
30 a programmable access device containing required forwarding and packet

- classification functions along with other optional traffic conditioning

functional modules that implement any desired combination of marking,



15 In response to receipt of a stream of packets from packet header filter
80, marker/policer 82 polices the packet stream by applying one or nore

t oken omwoezkisibucket algorithns to determ ne whet her thRPCPESKEHM3%t ream
conforms 5 to the traffic paraneters léstablished by control interface 104.
As a result of the policing function, marker/policer 82 may discard
nonconf orm ng packets, nark nonconform ng packets (e.g., with a higher or
| ower priority), and/or count nonconform ng packets depend| ng upon its
confi gur at iPOHCINES meaitRIiAg ang shapipg f qré@lconncagft@fsvlﬂiapmgmac lestsnliyaset bits in

the Differ t C ?}1}3 et header,
and/ or the%\glglﬁalej W@ng%tkgy%%nfﬂqge?g&]ﬁég or ﬂ]‘ﬂl %%#ﬁr{/%féé | abel

field, andlenveiiogsl foutdrdardweare dmnéocg;efawtoqxoﬁdat}raﬁmctmfmnmaoﬁthém for that
partlcul ar ﬁacket stream W¢thin the incom ng ne or nore nonitors 84

havi ng di f ibysssted madylghctindiigureed dé%leiiéiﬁaﬂwtrﬁféon Wé}tﬁlaeél to pdicatscanpl e,

t hese m)nl ?@ a usage nonitor that tracks statistics for
di ff%erent E}glrlﬁ é%lrﬂ%hﬁgsgyer-a and higher layer traffic types (e.g.,

to nmonitor a Service Level Agreement (SLA)). Monitors 84 may al so include

a fault/troubl eshoot /debug nmoni t or. t hat.. v. I es, conf.ormance to 20

st andar ds "and as%‘?nﬁ%l %@%‘%{f [%‘de‘i %Pgﬁ% Q Gro9eLlY saving and

reporting &Fﬁ%’ck Ry E@t@ﬁl&dr et 82y Rid Afgdifg €X efcpal processor
éﬁg I nterface %t(? o 3 .

42 via reporti 2 and MCRI"58. To regul ate reporting messages,
t hr eshol ds caswmet l'cmtelc?a)ttmcfﬁapmhs; with &eunqspplmg)pathvmledlagm@ﬁmttl ng event.

cuifar | 2o et ek iy matRope 35 Baptrelpd, rverro i T he

occurrence ou@éut%uﬁbﬁfhnarécﬁéddléf A a{fhfelomg‘oh%aﬂakmtarmhanaeé pr&k@@ essor 42 to
a large volure of out-of-band traffic, report.on inactivity of a nonitored

flow, etc. hehderdilisr aeeﬁx:wnghmg/tapbc&éemonéer&@&f miagker/skeper Qdcansbt i onal |y by
30 nmar ker/ pol | a 4) e processed by
f or war di ng Tt g’ > aﬁ’@rixgvcgﬁ?{gi '% eﬁ%‘!éﬁrral h g?ﬁ@%ﬁﬁcggﬁf‘ or each
f orwar di Ng modules can be independently configured or programmed by an external

15 * processor 42 through MCRI 58.

Incoming packets received from customer router 34 at the external
interface of PAD 40 are first processed by packet header filter 80, which
distinguishes between various message types using any one or a combination

20 of the protocol type, Source Address (SA), Destination Address (DA), Type
 Of Service (TOS), Diffserv Codepoint (DSCP), Source Port (SP), Destination
Port (DP), and other fields of a packet (e.g., layer 4 and higher layer fields
“such as the SYN, ACK, RST, and FIN TCP flags) upon which packgt header
filter 80 is configured to filter. Importantly, in addition to filtering on layer-3
25 information, packet header filter 80 has the ability to identify higher layer (i.e.,
layer 4-7) message types or specific fields and forward those messages from/to
external processor 42 based on the configured filter parameters. Thus, based
upon its filter configuration and the fields of an incoming packet, packet
header filter 80 directs the packet either to an external processor 42 via
30 message interface 100 or to a specific marker/policer 82. It should also be
noted that message interface 100 may also inject a packet specified by external
proceséor 42 into eithef of packet header filters 80 and 90.



path, where each forwarding path is represented by packet flow attributes,
such as WD 02/ 45317 PCT/US01/ 44398 16 DA, SA, TGS, PT, SP, DP, the

i ncom ng Wwon2/4s3ahd t he correspondi ng output port to whi cRCREBVKXA3980r war ds
t he packet through the access networK5toward access router 44. Uilizing
these forwarding table entries, forwarding table 86 forwards packets to
the appropriate output ports and passes:-the packets to output buffers 5 and
schedul er 88. Qutput buffers and schedul er 88 buffer packets ready for
transm ssion over comuni cation network 30 and schedul e the transm ssion

of such packet $n rebpendeitbiredeimt @ Wistrbdnh oPpddiiets fRdth hetlet Basies inedul er 88,
whi ¢ch can 10 conpri se a apggle buffer or preferably multiple buffers, is

pr ef er abl y 80cwatkernekierr33 polipprohe parket stysam b plying 988 or Broretpkan Qos f or
each indi vi gy, s b%élé%‘é"glé%ﬁ&%%‘t&m& WRHES TS 1RE stfeald &(&Q‘or]%g?u nt of

buffer spa8e e i'gned to a queue Serving a generic class of traffic

or @ parti eihenraffi@pidametdrovstalilishedby tatirod intéhaceIN4. HSS rebillt oSP and/ or DP.
The packet schedul er then 15 applies weighted round robin and/ or other .

al pl. )
al gor i t hns thepaligigiinetion, anagker(rodicenf mapliscard gongrnferming pagkets.r af f i ¢
flows. The_g | i : ffer:d ; g]d%.l] ni sms can
pl ace a li %’#Pglr)] %&%Q%P%g&éﬂééﬁwlﬁ%ﬁ%ﬁ? 8? aé:r&gygtﬁﬁ}r&gugh PAD 40,
t hus guar asheginogcenfonhingedckas, depdndingt upen (s Sopfigtration. pHimankirgrisf or .
selected traffi¢ flows, Buffers and scheduler 88.cap_al so apply 20 CBQ
(a ass-basé‘?ﬂ“@ﬁéﬂpﬁ%ﬁ@v&@’@%‘é‘?a@’m&&ﬁ‘%i‘& FW&)*?‘P VRICEE i ght ed Round

Rohi n) or j j b gt 1k hat ni cati on. The
outgol ng. poy I O R P B e B b~ 25 excopt

for the i nekpesimentalffiaid,dodiorsheaPbit MPLSlabelkfieldf andéoriotherdfsldscasr 82. As
w || be appreciated by thase skil]led |.n th rt rker/shaper 94 discards
nonconf or rrF?l‘bg%gEcggY §,Xm;§gﬁ.at§rf%%er L‘L“d‘%bﬁ*ékeﬁfgm@af %ﬁ?ggto%rrefiﬁl‘ e output buffers

for the various queues serving different QS classes for individual flows -

Within the incoming path, one or more monitors 84 having different
15 - _functions may optionally be included. For example, these monitors 84 may
include a usage monitor that tracks statistics for different layer-2, layer-3,
~ layer-4, and higher layer traffic types (e.g., to monitor a Service Level
Agreement (SLA)). Monitors 84 may also include a
fault/troubleshooting/debugging monitor that verifies conformance to
20 standards and assists in code debugging and fault diagnosis by saving and
reporting memory dumps and other related information to external processor
42 via reporting iﬁterface 102 and MCRI'58. To regulate reporting messages,
thresholds and other criteria can be set up to invoke a reporting event. The
reporting méssages sent to external processor 42 by monitors 84 may
25 summarize usage information for a particular customer, report the occurrence
of a high-priority traffic flow, alert external processor 42 to a large volume of

out-of-band traffic, report on inactivity of a monitored flow, etc.

After processing by packet header filter 80 (and optionally by
30 marker/policer 82 and monitors 84), incoming packets are processed by
| forwarding table 86. Forwarding table 86 maintains entries for each forwarding

path, where each forwarding path is represented by packet flow attributes, such as



Wi thin output buffers and scheduler 96 to control the delay, jitter and

| oss of 30 an outgoing packet flow, or sinply counts non-conform ng
packets. WOPXB340 i n accordance with the present inventi oRCT&ERVINE3%epl oyed
at WD 02/ 45317 PCT/ US01/ 44398 17 a nenber of locations in a network to
performtraffic nmanagenent and policy control. For exanple, a PAD 40 can
be placed in a custoner access network (e.g., fiber, xDSL, cabl'e nodem
WAP (W reless Access Protocol), etc.) connecting custonmer equipnment to a
provi der nePefi, &N B, IS8 DY thedgtamiak Ipprtsaiddba temespohdinpalutyut pegssor s 42.

Al ternative . can _be,depl.oyed a service provider's Point of
Pr es‘enceI {Mmg?%?‘gé? nf%&hﬁpgc%&’%?é’rﬁgﬁc@sgm{) to\é\farcsgchsq ine, FR
ATM MPLS oroulsir ar ngrliAee 855e Rpivadirs mﬁie%ﬁ@ieé,%r\iv&dmlg%%ﬂw{w t he

er a

present invention can also be |ocated facing a serv armt can be in
the provi dePacsetodpthsranprontiaieeEtprEnors aoil passestthe paslateto swiptufferch such a
distgibute WS ki, 08g PADs 40 forwards packets to access router 44 is
confrgured 1n torwardi ng table 86 by an external processor 42 using
control interface 104. External Processor is Wth reference now to Figure
4, there is illugtrated_a high-level block diagramdepicting the |ogical
el enents conpris H@’“&bbﬁéﬂséilgéﬁheéﬁiﬁﬁaﬁhﬁﬁﬁfRﬂertarﬁaéth@trmanissm:essor 42 in
accordance W B ' (o rocessor, 42 can be

i mpl ement edwtf%??l zZ1 ng a@?&ﬁ%gg&%g%ggbﬁg%l}eﬁéfgﬁé\;\g%%s@%s n?\lisr‘ﬁ\%ar'e, whi ch

har dwar e camackets| Ttie.bgffagnaivithitr pape buolpLindsghdiale 88 ¥hRd @n speci al

pur pose hardware. Al though software-only. inplenentations of external
prog‘éssor £OISE aes}&%?ﬁgég%ortmggﬁé’*_ lfi)‘P“ngfPA‘_EPW@?Tél?léf possi bl e,
ext er nal pr&gﬁgﬁl@até}%u%gorpﬁﬁhﬁﬂ@@gg cfdthlse yﬁg%?‘g'ifope thafdnAlpe hardwar e

to allow the Service ocessing rforne ternal processor 42 to be
easily scdled Byr ¢xuenplest pdrtattageror affixed dirtountinaf] bufifed smice khbgber per f or mance

external 25 pr ocessor har dwar e. - Separ at i OP o§ ext ernal processor 42 from
the forwar Oqsr%&ne 0 a queue serving a generic class o 1c or a particular traffic flow
classified by DA, SA, TOS, PT, SP and/or DP. The packet scheduler then
15 applies weighted round robin and/or other algorithms to the multiple queues

multiplexing the different traffic flows. The combination of the buffering and
scheduling mechanisms can place a lir[ﬁt on the queuing delay to transmit a
packet fhrough PAD 40, thus guaranteeing a bounded value for the QoS jitter
parameter for selected traffic flows. Buffers and scheduler 88 can also apply
20 CBQ (Class-based Queuing), WFQ (Weighted Fair Queuing), WRR
' (Weighted Round Robiﬁ) or other link sharing algorithms to optimize

communication.

The outgoing path through PAD 40 is similar to the incoming path,
25 except for the inclusion of marker/shaper 94 in lieu of marker/policer 82. As
will be appreciated by those skilled in the art, marker/shaper 94 discards
nonconforming packets, sends marked packets to appropriate output buffers
for the various queues serving different QoS classes for individual flows
within output buffers and scheduler 96 to control the delay, jitter and loss of

30 an outgoing packet flow, or simply counts non-conforming packets.

A PAD 40 in accordance with the present invention can be deployed at



function perforned by PAD 40 al so all ows dynam c all ocation of processing
resources within external processor 42 in response to access traffic
patterns wowe/sut degradi ng the forwardi ng perfornmance of PERDSeIGM43MDr eover,
as shown in Figure 4, inplenenting d%ternal processor 42 separately from
PAD 30 40 permits an external processor 42 to service multiple PADs 40a and
40b- (which may be | ocated at physically distant |ocations) or,
alternatively, permts nultiple external processors 42 to service a single
PAD 40. The, agabsr ol i /Pgﬁ 8 Lngl e PAD 40
with nultiple ext eﬂ%%ﬁggg?&%ﬁg%ﬁ\% es %éﬁ%ﬁ%%’c?n%%%’gh‘i ol erance. In
a pref er r ecoatpbdroresxampés adtATd HOprD be phoed #i2a @rsiomdrideyespaefrks 5. three

ot doan acBEed kD A e b AR e At T asAD: 6 mor o agsoci at ed
PADs 40. Taogfedtiighat@nidiesaiptichf @rﬂ}byﬂepﬁéﬁé}%n%ng%g ?ég%?%ﬁ,er nal

procéssor 42 contains one or nore service controllers each
pr effr abl y lesied evternahprocessors«. fAltarnatively, A ®AR40 espbe dépleyddyma of ser vi ce.

For 10 ' trqll _includ LI of
Cont or ence Ehise BEUAES PRY A PracPick PERMSHErtaihe Sefh plciemesiti o
Control | er ovECSEYivataiinkFR TR TRRNPYS SEEMeaRt GRRLS QlthBH. l(A BhR2f), 2

Reserved Bandwi dth Service Controller (RBSC), and a Milticast Service
Cont rol | er 1 REsoydancy ofithsthe present igpentionicen elsntbe dbcatedfating ianspherent ed ei t her

w th dedic | Ce: C L er or wt eneric.controllers that each
suppor t se?%/llﬁggﬁgé%ic%eﬁncﬂgﬁgﬁﬁg%&g%m %Lgpogg?tsrsbtﬁ T ETET Bl y ,
maimt ai ns avhiels sichr distpibatedarowetkng PAIDs 41 forkvards BEdlekBoS88S50Ns With a PAD
40. As further shown in Figure 4, external proceSsor 42 includes, for each
20 associ atf@¥erbssoniigureddp Somvaydinpmblecdby an exernabmrocessded2 t he directi on
of servi C%sﬁ%{?:bﬁﬁgllﬁf&ﬁﬁ:ﬁig@’ each PAD controller 124 configures

e 6,

forwarding ta packet 'header filters 80 and 90, narker/policer 82,
mar ker / shaper 94,

Exte;mal Processor

15 With reference now to Figure 4, there is illustrated avhigh-lev.el block
diagram depicting the logical elements comprising a preferred embodiment of
an external processor 42 in accordance with the present invention. External ,
processor 42 can be implemented utilizing either or both of software and
hardyvare, which hardware can include general purpose computing hardware
20 or special purpose hardware. Although software-only implementations of
external processor 42 that execute on the hardware of a PAD 40 are possible,
external processor 42 is preferably implemented with stand-alone hardware to
. allow the service processing performed by external processor 42 to be easily
scaléd by the installation of additional aﬁd/ or higher perférmance external
25 processor hardware. Separation of external processor 42 from the forwarding
| function performed by PAD 40 also allows dynamic allocation of procéséing
resources within external processor 42 in response to access traffic patterns
without degrading the forwarding performance of PAD 40. Moreover, as
shown in Figure 4, implementing external processor 42 separately from PAD
30 40 permits an external processor 42 to service multiple PADs 40a and 40b
(which may be located at physically distant locations) or, alternatively, permits

multiple external processors 42 to service a single PAD 40. The association of



nonitors 84 and 92, and out put buffers and schedul ers 88 and 96 of the
associ at ed PAD 40 by invoking commands or scripts understood by control 25
i nt erf acavQ02453Ext er nal processor 42 al so contains a respRCT/USE/4FB98sage
processor 122 for each associ ated PAD840. Message processors 122 each
comuni cate nessages to and fromthe nessage interface 100 of the

associ ated PAD 40. Upon recei pt of a nessage froma PAD 40, which is
usual Iy ‘a message received fromthe custoner router 32, a nessage processor

30 122 par sesmgiepmsagmﬁﬂdmpm@&&ﬁaﬁﬁlecéaﬁm%%@&&s%ﬁhﬁc%ﬁ ptrol | er
(as determned by the type of service) of its contents. Indicated in

Figure 4, atolegfge.given time not all PADs 40 may be configured to handl e
all service types; WD 02/45317 PCT/US01/ 44398 19 thus, a particul ar
service controller 120 nmay communi cate nessages with less than all PADs

40. As i ndi cat ed Ihy prefstred etnbaginhdrt Ustdradlippfbesd¥ Ue gl £35S 42 may 5
further include a reporting processor 126 for ez_ichl?PASrMEé.Bg. ., PAD 40a)

cont & ni ng YPES BPSS OhBrACESIRE: daVQkingpoligy derviqsarsignaling o satfmend 102.

Reporti ng SRS ' : €NO0J 1 sages fromthe correspondi ng
PAD s repolra{a?ng |%€cg#§%@%ga@%8ﬁ@a%dm Ot AP A st dessages to
one or nor @Ad2v40. cEo contlimtd these diPferenRpposssing Fulitioas sx@mdi26 can al so

configure the 10 rﬁ orting interface 102 of a PAD 40 to specify acceptable
type(s) of PEYEPOr gcoﬂgégéﬁ‘éé’,r%ﬁﬁweépﬂm@%ﬂ?%&h@swbes, reporting

events, et ¢prdihaBEELRIAl: tirck ERAlonT R 3A08eLE MR EERPLLIANY processor 126

or anot her nessage type froma nessage processor @ controller
1201015 -t r exhplesertbe comsdkgel2hinay artuderanpor all poh iCoyifegerasei @8] and

transnmts the_polic er ~queries to policy server 48 via SPlI .56. For
exanple, if ggxg?c%(%oﬁ&gﬂfér &%gg%ﬁ.ﬁvagg‘g% Her EESGh pr IR r ans| at e
RSVP and S| Pele §ide@ JoaRHef p‘ﬁvELs@@,da ﬁ@ﬁeéﬁaﬁaw{zﬁﬁ R St ’
respectively. service controller 120 may al so pass a nessage to anot her
servi ce contesirplier RBSC), and a Multicast Service Controller (MSC). Such service-
specific control can be implemented either with dedicated service controllers
15 or with generic controllers that each support service-specific APIs. Each‘
| service controller preferably maintains a session table recording all of its

active sessions with a PAD 40.

As further shown in Figure 4, external processor 42 includes, for each
20 associated PAD 40, a respective PAD controller 124. Under the direction of
service controller(s) 120, each PAD controller 124 configures forwarding table
- 86, packet header filters 80 and 90, marker/inolicer 82, marker/shaper 94,
monitors 84 and 92, and output buffers and schedulers 88 and 96 of the
associated PAD 40 by invoking commands or scripts understood by control
25 interface 104. External processor 42 also contains a respective message
processor 122 for each associated PAD 40. Message processors 122 each
communicate messages to and from the message interface 100 of the
associated PAD 40. Upon receipt of a message from a PAD 40, which is
‘ usually a message received from the customer router 32, a message processor
30 122 parses the message and infoﬁns the appropriate service controller (as
determined by the type of servicé) of its contents. As indicated in Figure 4, at
any giveh time not all PADs 40 may be configured to handle all service types;



20 120 to obtain additional services via interface 121. In response to
recei pt of a policy decision frompolicy server 48, service controller 120
may i nj eoYOon¢s3eT nore packets into a traffic flow via nREVA§E/{PBICESSOr
122, configure a PAD 40 via PAD contr®ller 124 or control 25 signaling

i nside or outside conmmuni cation network 30 via signaling controllers 128a
and 128b. Signaling controllers 128 support signaling protocols (e.g.,
RSVP, Label Distribution Protocol (LDP), Private Network- Network Interface
(PNNI), f r abus, p@pgicubyr sprvidelssairoNen 130 may sprampnicete magrgges vathdess t o setup or
tear. down %Qﬂﬁlﬁ%ﬁbsq@”nec“ on (VC) or Label 30 Switched Path (LSP) across
the network. A or LSP setup by a signaling controller 128 may have a .
speci fied QS. WO 02/45317 PCT/ USOL/ 44398 20 To reduce the nunber of
nmessages passed between servyice confrollers 120 and policy server 48 via
SPI 56, service %WFQ?quebys‘X%EBdéﬁ UsroRy %F?law@ﬁ%“goq‘%&’%ntly used

policy rul | i fﬂﬂ?} r @i if policy

i nf 05(r: mat i oﬁﬁﬁ%‘%} %cl%%f?%fﬁo‘at\&g% €&I§$§|\S§I| ng ?8%‘?%@?‘ Sé(}g'ﬁl?@hg@sage is already

s cached, aosinihg eptiar nainiters 8426r Yoandfrepartiog deerdhioed 02. dqepostirigo t he pol i cy

server 48 and ma a policy decision ref erence pol j ,ful es cached in

its policy PE%{E?H%’Ilﬁgé’?gq%eséémrfWﬁagﬁéﬁméﬁ%wsﬁ@ﬁ%t% fer 120 queries
olicy ser 1 } i roller 120

policy \f@%ogﬁlﬁ%mtma& 102N KBRS aﬁﬁ@‘s&‘i‘%ﬁ& repbﬁ%n@s@?@s@c?pﬁ@@f

may request y server 48 to dunp all the'related policy information
from pol i cynoratsetyaseconotlorsii2g. Repoting preashsor 186 carggiso Fioviegiae thet here is a

tradeof f bet th f | ] i h he f h
fr ekftioncy dRETERe iFrthA UGt R KR A0 s RS R MRS B RBPHRE hov i oy
server 48 gheRAER, ¢ftéR Dl repbiEnRle@abésy fepbftidgvemswc.pol icies for IP

services requiring intensive policy queries, such as SIP calls, while
avoi di ng caching policy | ookups for other sessions (e.g., TCP sessions)
that generally nerate._on i S i j 4l ifetine.
Networ kK Access g?%ﬁc?W? 8#% Iepolt rﬁg's%ag%oérérﬁ)fep%?t%g pﬂo@es%g}ei% &

' another message type from a message processor 122, a service controller 120

15 ° translates the message into one or more policy queries and transmits the policy
query or queries to policy server 48 via SPI 56. For example, if SPI 56
employs COPS, a service controller 120 will translate RSVP and STP
messages to COPS (RSVP) and COPS (SIP) messages, respectively. A
service controller 120 may also pass a message to another service controller

20 120 to obtain additional services via interface 121.

In response to receipt of a policy decision from policy server 48,
service controller 120 may inject one or more packets into a traffic flow via
message processor 122, configure a PAD 40 via PAD controller 124 or control

25 signaling inside or outside communication network 30 via signaling
controllers 128a and 128b. Signaling controllers 128 support signaling
‘ protocols (e.g., RSVP, Label Distribution Protocol (LDP), Private Network-
Network Interface (PNNI), frame relay or ATM User Network Interface A
(UND), etc.) to setup or tear down a Virtual Connection (VC) or Label
30 Switched Path (ILSP) across the network. A VC or LSP setup by a signaling
controller 128 may have a specified QoS. o



As described above, the network access system of the present invention
supports at least two interfaces: SPI 56 and MCRI 58. Each of these

i nterfac®800y45320 exam ned in turn infra. As sunmari zed i RCT/&BOId4BIShel Ow,
SPI 56 preferably supports at |east @le nessage type that is sent fromthe
service controllers 120 of external processor 42 to policy server 48,
namel y, queries regarding policy requirenents. Such policy 25 queries
preferably include a flag that can be set to request that policy server 48
dunp t he pol i cyTe tddese fhemuntteer gfi evegsagag pastdichbapatdncserdec banti@Rro12a he

requesting service congroller. 120.. SPI 54 al referab supports at
| east fiveeROUGYsVER i vViginhl S5 éergﬁﬁfon%glefsrm %BII? Paferégtg’\fé‘f;g%S to service
control | ergeqhéfily {08 JoiR %ﬁl‘ésh&’a@%‘e%p‘?&ﬁfteip&i@y ciche 136 At }i,cif’ server 48

to service controllers 120, which are al'so 'sunmarized in Table I, include
t ransact i grolisyprfovnitiamir rgjodicy queryrmsiswgdesn ambromiEsmssrage isalrapdy\O -

02/ 45317 PCT/ USQ1/ 44398 .21 c i ation paraneters, and. nessa

cont at ni g BB By mEPleh L Bdo e Sl AT S e ESeTa0 98,

addi tion, REAlhMe SRIEGTdebiBiGbY 2EREndE RSP Afed @chw%gfsrp?éicprce&%ssor‘ 42 t hat

i ndicate settings for session |evel paraneters in P As under stood by
t hose ski 1130d Ingdditienayvhen & arrvicqsontrellar 138 qu¢ring pokige feryendf withtaer i s an

inactivity ti . that _copnts fi S I packet has been
recei ved i%e“égr?aag% kY egté{sﬂ;lg isgﬁlgn@&nh?ﬁgrn@emgh%ﬁﬁ%ggéfé‘gip%rg%f 4?Cr%u nt of tinme

has el apsedlims hld th2! relabe pdlies i6REBROGh F6@HollcPdatabas @€ th dtE poeK cadheacti vity.
TABLEI Service Query policy requirenments with or w4:.>ithout  Controll-er
t oPol i cy B Howevsibere it 8 tadetiE bpiwiepr theinyrdenat palicy Nspro¥d eansact i on
Pol i cy Seruefe @‘E‘e@f he&ﬁ&@g%ﬁ{l QWb of SISl GRES IR0l G R C©
Provi de configuration*paraneters

policy server 48 at each refresh. The objective is to cache policies for IP services

requiring intensive policy queries, such as SIP calls, while avoiding caching

policy lookﬁps for other sessions (e.g., TCP sessions) that generally generate only

15 one policy query in their lifetime.

Network Access System Interfaces
‘ As described above, the network access system of the present invention
supports at least two interfaces: SPI 56 and MCRI 58. Each of these interfaces is

20 examined in turn infra.

As summarized in Table I below, SPI 56 preferably supports at least one
message type that is sent from the service controllers 120 of external processor 42
to policy server 48, namely, queries regarding pdlicy requirements. Such policy
25 queries preferably include a flag that can be. set to request that policy server 48
dump the policy rules for the query into the policy cache 130 of the requesting

service controller 120.

SPI 56 also preferably supports at least five message types that are sent
30 from policy server 48 to service controllers 120. The message types sent via SPI
56 from policy server 48 to service controllers 120, which are also summarized in

Table 1, include transaction approval and rejection messages, messages specifying



Control ler Dunp the policy information into policy caches Set session

| evel paraneters 10 Communi cation between policy server 48 and external
processowdp2/esser SPI 56 can be either solicited or unsoPCTUB@EdL4398n t he
unsolicited node operation, policy gerver 48 sends configuration
paranmeters for external processor 42 and PAD 40 to external processor 42
in the absence of a policy request. Alternatively, is in the solicited node

of communi cation,..policy server, 48 sends policy_ decisions and

confi gur at|% ?ﬁ%ﬁ?%%b?aé% = s,@ggéqqqaqgebp rp%,}pgy P’ng?f%%tﬁlﬂf@é’et o a policy
request. AgaceaWh pbRcyFéA#ES130. RLAddSYon g&l?c‘%lsste%e?ﬁﬂ c&h L fmps%age%% by .
external processor 42 or, because SPl 56 preferably enploys an open policy

query pro€¥€stal pgessor K2 tant padicste setfingyyfor sessiondewhparamepos icABDer ver) . In
ei ther cas L rver 48.recejves a policy request via SPI 56. The
pol i cy rqug'sgX %td;%’g?r(‘f‘g%ld;b%' éﬁ@%fﬁ?]ll%{mafh? t”é’é?ogéft\?F olcdel equires ‘a

résponse i paiagftdrigamhelictioity tiher tHae aness @tle 8o Whefapssd smicRe Jakpsi ded gi ven

the parameters of the service (e.g,, identity of the requestor, type and
anount of 88 Yeeadaeqedvadeitangctive sespiongnd, if mosothan kepegified pmoanteof time

configurat | . ' ] e nse to.receipt of. a policy 25
request , pg%%i?/ésgg’r%}ggdzg&ﬁggersﬁlggas{l%@gggFﬁé#@é?@%ggéa&%‘%o access the
appropriate policy rules given the parameters provided in the policy
request. Policy server 48 WD 02/45317 PCT/US01/44398 22 then nakes policy
deci.sions for the policy request utilABikY the accessed policy rules and
usage i nfor Wrﬁ-&—p&H—e-y—eeHH—nw—H ac k—the—arpunt - of
bandwi dt h raéglréi\?_/@feégg a pafticul Quegupsdlizyeequirneats with biil.ghoand approve or
reject a ne requegt by ¢ &th B8 He R gy RIS fonr €mai ni ng|reserved
s bandwi dthN)r)?aniY EVeutillzed (uésqgge infor%tion)%\édﬁotnhe amount | of

bandwi dth Jequired to proyide thepieguastatioservice. Policy server 48 then

suppl ies the, [esulting pofTCy URe s PiRactill with § el TndichRg oV | & ect.”

and/ or’ conf | Belict esmer . —
to Service Provide configuration parameters

Controller : Dump the policy information into policy
caches
. Set session level parameters

10
Communication between policy server 48 and external processor 42 over
SPI 56 can be either solicit¢d or unsolicited. In the unsolicited mode operatioﬁ,
policy server 48 sends configuration parameters for external processdr 42 and
PAD 40 to external processor 42 in the absence of a policy request. Alternatively,
15 in the solicited mode of communication, policy server 48 sends policy decisions
and configuration parameters to external processor 42 in response to a policy
- request. As shown in Figure 2, policy requests can either be sent by external
processor 42 or, because SPI 56 preferablyr employs an open policy query
protocol, by a third party’s (e.g., a customer’s policy server). In either case,
20 policy server 48 receives a policy request via SPI 56. The policy request typically
. specifies a requested service and requires a response indicating whether the
requested service is to be provided given the parameters of the service (e.g.,
identity of the requestor, type and amount of service reciuested, etc.), and if so, the
appropriate configurations for the service. In response to receipt of a policy
25 request, policy server 48 interrogates policy database 46 to access the api)ropriate:

policy rules given the parameters provided in the policy request. Policy server 48



of session |level paraneters for external processor 42 and PAD 40, to
external processor 42 via SPI 56. 10 Turning now to MCRI interface 58,

Tabl e Il Whet/¢s®17 suntrari zes nessage types that are sent PT/BAD/44698t O
external processor 42. As indicated, 22hese nessage types can be

conveni ently categorized by reference to which of nessage interface 100,
reporting interface 102, and control interface 104 is the source of is the
nmessages. As noted above, nessage interface 100 of PAD 40 passes nessages

capt ured byh@pmkleds pitrgeleciiont é5rsthéPolasytte@ikst RHlNBSSRGRACHIBEESSANy 122 of
external processor 42. The nessages that are passed to nessage processor
122 can be I'2lgs ppd peggednipmmaen.t her xaeipls aeliey seoier ¢8imay trekidhe amopns based

upon SA, D / r fid TCP flags
(o9, syt Ry cospligh B b BB Pl ile) US| L20° g
fields. Contjeolahéw esrivivegediiddt Secsispamgtthobmoenlof reessRgassdreedPAD

controller 124 25 in_response to ri%%ei pt. of a control command nessage. |f

t he Scommandapdisita thed is wnptidieed fuspes infermgtion)-and she pranntiaf bandwidsh noni t or 84
I s successiy dﬁedﬁg‘%géﬁgé thecrg{gﬁs&'d si}zvjl@e.e Irggagg sér()éri {8%91"1 'egﬂ{Qm”d

acknow edge contr er er, a co nd cannot be
conpl et ed - desulting potjnyofeisicngnivaich can beVapprads,’1 frejecif andéopudanéiguratioaur ces,
etc., thenq%ontrol ir]terface 04 notifies PA 38 (‘:A%gt ol ler 124 of the
comand f aiof SFE10R JeKel Paramiianidoy STRRlPTPRIT A 42iaBH PARe ABr i sktrTRdlt er f ace 102
of PAD 40 sgadSsdrePRofihspgsgessages to reporting WO 02/ 45317 PCT/ US01/ 44398
23 processor 126 of external processor 42. The reporting nessages tabul ated
iniolable Il include nessages providing information about nonitored

sessions, nessages. rel at co ni i t ween PAD 40 and service
controlers 120 Paningaeat RgGRETeR 57480 15 BolSE hyeemetsth BRRvis
stati sti cs tGdsltB&!R6 ser by PID YOS etteBA] frdbesiar 427 04s mAidafidNtHRESL OCOl s, such
as TCP and SI P, PAD 40 inplenents a ) o

message types can be conveniently categorized by reference to which of message

interface 100, reporting interface 102, and control interface 104 is the source of

15 the messages.

As noted above, message interface 100 of PAD 40 passes messages
captured by packet header filters 80 and 90 to message processor 122 of external
processor 42. The messages that are passed to message processor 122 can be

20 filtered out of the incoming or outgoing packet flows based upon SA, DA, PT, SP,
DP and/or other packets fields such as TCP flags (e.g., SYN, ACK, RST, FIN,

etc.), as well as layer 4-7 message types and fields.

kControl interface 104 sends control reply messages to PAD controller 124
25 in response to receipt of a control command message. If the command completes
successfully (e.g., a configuration of a monitor 84 is successfully updated), control
interface 104 returns a command acknowledgerﬁent to PAD controller 124.
However, if a command cannot be coﬁxpleted due to improper syntax,
uﬁavailability of required resources, etc., then control interface 104 notifies PAD

30 controller 124' of the command failure with a command failure indication.

Reporting interface 102 of PAD 40 sends reporting messages to reporting



state machine for each active session. If a TCP state nmachi ne detects that
a particular active TCP session has had a nunber of retransm ssions in
excess ofw@n2/41st abl i shed retransm ssion threshol d, reporPCHySOIM4898f ace 102
sends a nessage notifying nessage prdcessor 122 of external processor 42
that the TCP 10 retransm ssion threshol d has been exceeded, thus indicating
that the TCP session has failed. Reporting processor 126 simlarly reports
ot her session failures such as the expiration of "an inactivity timer on
certai n | Ppracessoc 826 sEsgemnakprosesstr 4% ThEGEpertidg SidRsagep tabaldiet indat a f | ows
(e.g., UDP.sessi that do not have, associated state nmachines to -ensure

S§l on
reliability2dlf BFE‘Qdﬁéﬂ?Sﬁ‘i?&F PERding nigrmasign abguf Bouitered §eSSIORS | vity
Detected” hRAAGES AP RPQGRSUIRA AW DADSIAEIRERAES ddhrbllgs 9BSs! on. I

the preferred enbodi nent of the present invention represented by Table
t he connecof efermabprocessonid and nRARgdOcentainmgtstatistits rilected dyrmdidtdrs

i ndi_cat ed 0 keepal j ve_nessages,th re ri.qdj cal | y exchanged bet ween
eacfi PAD 463%%%‘@0&%%&9 gﬁ%@ﬁf%ﬁtﬁ}f&%@g’o? %gg*ﬂ%ﬁeﬁlﬁgﬁﬁce of a
keepal i ve smeSasthidd Rfedch RfiPe 48siRITEATEP st nfahink eteefs thfie connection

bet ween the PAD 40 and external grocessor 42 and/or the failure of PAD 40

i tsel f. Suptivelepadtivee GRbssssigadiaghad 2 pumsbenroflsétyansmigsionistin excese bfieen
reporting i ace 102 and r. rthn .0cessar 126; however, if no
reporting ?ﬂ%‘bj{s;lscggeqags%ﬁogﬁ&%@ r%%ogﬁﬁg Fﬁ%&%ﬁ?&éfnﬁ& ERf528F t er nat i vel y
be provi defotifyinpnsaage prdcessbarR Jikterprodessct M ikAltheTep120 Within
external processor.42 are also subject to. failure or dynam c reallocation

t 016i f f er eFptragpispiondhreshqld has bgen|egeredpd thucindigatiug thebthe <P sespionhe event

of a failu ' : r L | t4 service
controll erggl%e%kmg g%orc?%sgf?%?\ﬂg?ﬁglgr% Ice Otrtﬁeés?%%%nbflaﬁll‘“t%f/ S%f ween :
service cantheekpeationlclin ihfirivitgwinge ovicefai@ dRpEctbtslrsessdhst Suchitisch

responsibility for_a_ WO 02/45317 PCT/USQ1/ 44398 24 session is transferred
nust recei VEPadedP; Fppptvst daa lows(aeaUR) sessians) that doot havs ve  sessions of

the ol d sefyh6iGrel 3PkE Aabihed s FALMIRY! Mporkifg e E%CTY2 &P A cal | ed

15 —sends “Activity Detected” reporting messages when activity is detected in the

session.

) In the preferred embodiment of the present invention represented by Table
11, the connection state between a PAD 40 and external processor 42 is indicated
20 by keepalive messages that are periodiéaily exchanged between each PAD 40 and
‘ the associated external processor 42. The absence of 4a keepalive message from a
PAD 40 indicates the failure of the connection between the PAD 40 and external
processor 42 and/or the failure of PAD 40 itself. Such keepalive messages are
preferably transmitted between reporting interface 102 and reporting processor
25 126; however, if no reporting interface is impleménted, keepalive messaging can

alternatively be provided by message interface 100.

Service controllers 120 within external processor 42 are also subject to
failure or dynamic reallocation to different services (e.g., for load balancing
30 _reasons). In the event of a failure of an external processor 42 supporting multiple
service controllers 120 or a redistribution of service responsibility between service

controllers 120, the new service controller 120 to which responsibility for a



swi tchover that assigns a PAD. 40 to a preferred external processor 42, PAD
40 preferably reports the state information for active sessions to
reporti ngveoruesssor 5 126 of external processor 120 in a BCBHUS01/44398
synchroni zati on nessage. Maki ng PAD 240 responsi ble to provi de session
state information to the new service controller 120 in this manner

advant ageously relieves service controllers 120a and 120b fromthe
responsi b I: | e-

|t ono ve prish S e Rl A A 858 PR o AIg b pFoPURRERAOT

nor mal 10s@&pRhabf tie.old bemoas:patrbll@flmh A cdeslingty,dan Iﬂiaesamest 6autd-caltdder ance to
har dwar e, softvvare and n fallu es Tabl fin Iy ts two
exenpl ary$ HERVFFH& ARSEER g}@@r@ B§d prem F‘?Sﬁ?’i‘??lg pAeﬂ‘)f‘ rmed by

opt i onal ?&t@ﬂg K an provide
gener al g%g Lol Te stics S%ﬁe ]gf%rgfattlgﬁg%?é E%gl:og.% ﬂs%rﬁ\glll%ce%?%%e?g%rlcl ers 120

i nsext er na6 pf @dmbproatzssoammmds‘czte Sylhnhsomzamngmssae |Mﬂlangé’tAan to

measur e c f or man to SLAs 1&% events of st. Second,
reporting ﬁ?sé’PPséﬁlg t%’ﬁovd‘éﬁsi‘?f}%l T ‘Wﬁ ﬂlﬂi c%@ewﬁe’é‘”?e odh 1% nmessage
that a cysf qBis SabiRdgiamfcbouisahrblicet foreiRbobiirdiRss mrblﬂxmgded A
service controller 20 120 in external processor 42 can utilize this

i nf or rrat i from theaedpoosibdlity afsyricbrenizing sessign states; whichds amesegsr' s traffic

(e.qg., nsure conf nce.,to a SL n bi | I| server 72
that an ab']& Y'Fe‘?ff)c%sﬁgfﬁar e%réldﬁsaslfévw?lc otllgﬁgerf%nq%l TR NG it billing is
baged upog é&%ﬁQ@)Th@cas%gJﬂbﬁﬁhe dasigi Tab]ﬂBﬁésfhﬁﬂﬁﬂérhﬁ‘@tﬁh&Mé can also be
defi ned. ZE TABLE |1 ssage Fil'tered nessages Cont rol Conmand : :
acknow edgeftware, arcbnetwerk fadlitresr e i ndi cati on  Reporting TCP retransnmit

t hreshol d exceeded TCP state nmenory full Inactivity tinmer expired

Table II finally lists two exemplary reporting messages triggered by the |
monitdring performed by optional monitors 84 and 92. First, reporting interface
15 102 can provide general usage statistics on a per-customer basis. Service
controllers 120 in external processor 42 can utilize this statistical information to
measure conformance to SLAs and detect certain events of interest. Second, )
reporting interface 102 can specifically indicate in a reporting message thata |
customer’s predefined traffic threshold has been exceeded. A service controller
éo 120 in external processor 42 can utilize this iﬁformation to allocate additional
resources to the customer’s traffic (e.g., to ensure conformance to a SLA) or can
notify billing server 72 that an adjustment should be made in customer billing

(e.g., if billing is based upon usage). Of course, additional reporting messages can .

also be defined.
25
TABLEII
Message Filtered messages
Command acknowledgement
Control Command failure indication
Reporting TCP retransmit threshold exceeded
TCP state memory full
Inactivity timer expired
Activity detected

Keepalive exchange




Activity detected Keepalive exchange WO 02/45317 PCT/ US01/44398 25 State
synchroni zation in event of a service controller swtchover Traffic

t hreshol avexrwestded Usage statistics Referring now to TabP€T/UR01/44888sSsages
types sent to PAD 40 from nessage pr2dcessor 122, PAD controller 124, and
reporting processor 126 of external processor 42 via MCRI 58 are

summari zed. In the interface enbodi nent shown 5 in Table IIl, nessage
processor 122 can send at |east two types of nessages to  nessage interface
100. First, [message procepStte $22hmwaizatemth evessaefpeservictecdmorler 10D one or
nmore packetg to be inject pswitetowreei t her the incoming ¢ ~tgoing phcket

fl ow. Second, nessage pro,e‘gﬁﬁétﬂraﬁomcsa{w nmessage interface 1Pp0 a
message indicati ng packe Ufsagésqaﬁsln@ﬁgs |n _essage interface 100 o be set
or reset to‘eaunse—toressage—tnterface—106—topass—or—toprevent nessage

I nterface 100 from passing particular nmessages to nessage processor 122

based upon the Refeir¢ip sowho Valsle 0lismegsagdsapdsisentds PAIDAD fasn Didssdgd, PT, SP,
DP, etc. As set forth in Table Il1l, the control nmessages sent from PAD
cont rol | erproagssari@22s BARDERTERLLEr k2 and EPOTIENE RIPEESRREA2 %lde a number of
confi gur at abl& A %@cﬂmte | gure any
of the fi lé@@gggé’?fzs@ig?\agin{g?@ﬁ I CI n%r?z ﬁn%?%%%gaé erin schedul i ng,
shapi ng and Tabiear, dhesgagef procdskarial canderddes |6t 96 ttypemlé@agdmough control
interface 104. In particular, output buffer and S A;uedul ers 88 and 96 can
be confi guRewageiniirtased08- Euﬁhm?éw?agmr%ﬁsseﬁ# pay §pn ini%saSF“H & per

traffic cl Ifér r a?xje (#rafflgn{].lz fﬁ%ﬁkb&%d'xﬂ@l e $ROmind €@ WERYacrdther \

buf f er schedu |ng control 124 can al so~ configure
mar ker/ s hammw Sécdnd, mepd;agy psacassoc 122 mdaspmd messgaplm@cali@mal méssagand can

(F:)gpf 'gure n&lrclé%é gztlc et ﬁel%lhatggnll !ss%rgrg{]r}ter?arc]:%qlﬂﬂ % BOs& lgrese% {oacfa];;llsec flow or

10 message interface 100 to pass or to prevent message interface 100 from passing

particular messages to message processor 122 based upon the contents of various

packet fields, such as SA, DA, PT, SP, DP, etc.

As set forth in Table III, the control messages sent from PAD controller
15 124 to control intefface 104 via MCRI 58 include a number of configuration
messages that enable a PAD controller 124 to configure any of the filtering,
marking,‘policing, monitoring, buffering, scheduling, shaping and forwarding
functional modules 80-96 of PAD 40 through control interface 104. In particular,
output buffers and schedulers 88 and 96 can be configured to allocate a number
20 of buffers or size of buffer per traffic class or traffic flow or to implement CBQ,

‘ WFQ, WRR or other buffer scheduling algorithms. PAD controller 124 can also
conﬁgure marker/shaper 94 to employ static or adaptive shaping algorithms and
can configure marker/shaper 94 to implement shaping on a per traffic flow or per
traffic class basis. PAD controller 124 can further configure forwarding table 86

25 in reéponse to a request by a service controller 120 in order to enable the service

controller 120 to associate a data flow with an ATM SVC or a MPLS LSP.

, In addition to general control messages utilized to configure functional
modules 80-96, MCRI 58 also supports various control messages utilized to
30 . configure particular features of the functional modules of PAD 40. For example,



traffic class basis. PAD controller 124 can further configure forwarding
table 86 25 in response to a request by a service controller 120 in order
to enabl avOhz4seTvice controller 120 to associ ate a dat aP€T/O%MI4898 an ATM
SVC or a MPLS LSP. In addition to ger?éral control nessages utilized to
configure functional nodules 80-96, MCRI 58 al so supports various control
nmessages utilized to 30 configure particul ar features of the functional

header fiPE% LRSS AR PSR GREP foirgp kets fr om
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15
The reporting messages sent from reporting procéssor 126 of external
processor 42 to PAD 40 are generally limited to exchanging keepalive messages :
with reporting interface 102. The continued exchange of keepalive messages ,
informs PAD 40 that the associated service controller 120 is operative. If PAD 40
20 fails to receive keepalive messages from a service controller 120, PAD 40 initiates

a switchover of service to a secondary service controller 120, as discussed further

below.

TABLE III

Inject packet into ingress or egress packet flow
Set pass/no pass flag of message interface
Control Configure packet header filter

Configure marker

Configure policer

Configure forwarding table

Configure output buffers and scheduler
Configure shaper

1 Drop multicast packets from spe01ﬁed source
| Admit/deny source routing option

Set TCP retransmission threshold

Set session inactivity timer

Message
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To prevent an interruption in service in the event of a service controller

failure, each service is preferably supported by both a primary service eontroller

5 that ordinarily provides the service and a secondary serviee controller that can- -

provide the service if the primary service controller fails or if the connection

between a PAD and the primary service controller is lost. Ina preferred

embodiment of the present invention, the primary and secondary service

controllers reside on separate external processors 42 diversely connected via the

10

access network. In response to detecting failure of communication with the

primary service controller, PAD 40 performs a switchover to the secondary

service controller.

15

Referring now to Figure 5A, there is depicted a time-space diagram

showing exemplary network access system signal to switchover the ‘provision of

service from a failed primary service controller to a secondary service controller

in accordance with the present invention. In Figure 5A, it is assumed for the

purpose of illustration that service controller 120a is the primary service controller

and service controller 120b is the secondary service controller.

20

During normal operation, a PAD 40 employs a reliable communication

protocol (e.g., TCP) to exchange information with service controllers 120a and

. 120D of the associated external processor 42. As noted above, ékeepalive

message is periodically exchanged between external processor 42 and PAD 40 to

25

message, meaning that the connection to primary service processor 120a has

keep the TCP session active. When PAD 40 detects a timeout of the keepalive

failed, PAD 40 attempts to set up a TCP session with secondary service controller

120b, as shown in Figure SA by PAD 40 sending a synchronizing segment (SYN)



enbodi mrent of the present invention, the primary and secondary service
controllers reside on separate external processors 42 diversely connected
via the MOavesss network. I n response to detecting fail uP€T/©801/44398

comuni cation with the primary servi28e controller, PAD 40 perforns a

swi tchover to the secondary service controller. Referring nowto Figure
5A, there is depicted a tine-space diagram 15 show ng exenpl ary network
access systemsignal to switchover the provision of service froma failed
primary seryvice controller to a secondary service controller in accordance

with the pri8Sgwn WF%H?”WQ@F%@P-«&I@&D A0 i3 wnsueeagsfoliicf amnedting pur pose of
il Tustrati ogith bab | | a | l.mary. service controller
and servi ce cont rgﬁﬁﬁbﬁ%ﬁﬁgoght%ogﬁ%dgpjs@g(rapbc?%és ’&?8%&‘?%@08}_ €20- Duri ng
nor mal opersgeqnsiary serPaBDcditrelignl1a9) PAD 0 stab Sccepiifg!Adw éssRias aRd Ot ocol :
(e.g., TCP)_t.0 exctBan%f irgorrrat'on W th service controllers 120a and 120b
of the assdBAPYR W% BSaRd et gl cupentlsaciiye sessiomsvatil a keepal i ve -

nmessage iSc@ﬁjﬂ@ﬁ&;ﬁ{ﬂnl%@ﬁm%g%%w&gf%@’%g%ﬂ&fegpesSOI‘ 42 and PAD 40

to 25 keep the TCP session act’ ve. ects a tinmeout of the
keepal ive nessage; neaning that the connection to primary service

r 120 fail PAD 40 at ts, t a TCP [ ith
Secondary servi db IOSITE bR 40 Parss Tl ShOThetE ECBIPesemaih PAD 40 sendi ng
a synchr onisg¢ondase@eEbé cdrihdler \1@)19?@_/. é};sagjigdieggg ﬁ)‘%%?ﬁ Sﬁ@ fAIé%S econdary

I

Q
service controller 120b. 1f PAD 40'is un_succesg?u%!el n connec wth
secondary $B {tEm e AGKDePAD, whichgnaintans RthtdGiachine for eictiadtifE om t he

d ' | 12 P 0 st ti ' d
Rt e PRgtiey SpOA bl sBlrd 8 o Ao e At e it opOuBL By St 11 5

conmmuni cat ipeimany sdrvieeicoairyll&a20h 66 s&onddrd kéfice LRl 1p0B d I f,
however, PAD 40 gﬁlccessf,ul ly established a TCP session wth secondary

servi ce cofteHtrEhe1Sep inforygationyly seqandany sxtviey cortrallepd20b im SYN ACK
acknowledged by an ACK message, PAD 40 initiates the exchange of keepalive

messages with secondary service controller 120b. Thﬁs, service is not interrﬁpted
15 by the failure of a single service controller 120, and no synchroﬁization is required

between service controllers 120a and 120b.

Communication between PAD 40 and secondary service controller 12.0b
~ may continue and npf revert to primary service controller 120a if a non-reverting
20 . behavior is desired. However, it is presently preferred for communication to
revert to primary service controller 120a, if possible, to maintain load balancing of | :

service controller processing across the distributed PADs.

Referring now to Figure 5B, there is depicted a time-space diagram
25 showing exemplary signaling between a programmable access device and an
external processor during a switchover from a secohdary service controller to a
primary service controller following restoration of the primary service controller.
The reversion process begins with primary. service controller 120a sending a SYN
segment to PAD 40 to reestablish a TCP session. PAD 40 responds to receipt of
30 the SYN with a SYN ACK, which primary service controller 120a confirms with
an ACK. Once a TCP session has been initiated, PAD 40 uploads the stétes of

active sessions to primary service controller 120a, and service controller 120a



and return of an ACK), PAD 40, which maintains a state machine for each
active 10 session, uploads state information for all of its active sessions
control | a0 by43ai |l ed primary service controller 120a to BeTORUAHFISservi ce
controller 120b. Once receipt of the@9state informati on by secondary
service controller 120b is acknow edged by an ACK nessage, PAD 40
initiates the exchange of keepalive nessages with secondary service
controller 120b. Thus, service is not_interrupted i5 by the failure of a
si ngl e ser$andiEme sereins|qfdhe sesgion sitesvatisgmbkhKeni zation is required between
service controllers 120a and 120b. Conmuni cati on between PAD 40 and
secondary service controller 120b may continue and not revert to prinmary
servi ce cont r ol Adter HhQasdibn states havebeentsucugssizily bstoaed torpriagesivies .
However, it is presently Ereferred fo({ conmuni cation_to revert to primary

servi ce coffiollFet20md4iD ¢ ngBEes seendarysergica eentolies A0 tah REMAEY of
Seryl ce_Comviol Lalindllc09962 A RATERGel s £ rbld W Sl ERRELTI NG now to
I a sno

Figure 5B, there I's depicted a tine-space ram w ng exenpl ary
si gnal i ng Pa&Dwikthen clusegthanifEbasian vdtssedendaceseavide aontradletr @20k vigoa ocessor

during a sw.tc r. froma, se ser Vi contraller.to a primry
servi ce cmﬁw(@oﬁ%&eﬁwcgmd&%% %éfsﬁi‘?lgﬁky’i‘é‘é‘rlﬁ ce controller.
The 1ever skiinE@sePANaqiaa i (ol hilPoywhRE!Y bidinflA bl bl dlar,20a sendi ng
a SYN segnent to PAD 40 to reestablish a TCP sesSion. PAD 40 responds to

recei pt ofsedice bentSYNru20h. AfQYNeALHP coriectiomisichaed, ssegndaceseruiger ol | er 120a
fi i th @) T | h i ni:t1ated, .PAD 40 :

pFbads. t HEREPUFELL acISRt Al e e nan AP R o or co: BB er 1208

and servi cg ;gﬁﬁﬁr?%llﬁée JARR MO S0, 4033 40 ehéddR0 Hstithd9ReeptBiveonf i rms recei pt

of the session states with an ACK. After the session states have been

successf ul ¢xchargss oyituptimapr semeiey cegroliec 820acont rol | er 120a, PAD 40 notifies
secondary service controller 120b that primary s service controller 120a
has been restored via a "Prepare to shutdown" nmessage. PAD 40 then cl oses

the TCP sepftropoNthh ImpREMaIon service controller 120b via a

15 ' With reference now to Figure 1B, there is depicted an exemplary

metropolitan implementation of an Internet Service Provider (ISP) network
including a distributed network access system in accordance with the present ‘
invention. Figure 1B illustrates physical interconnections of components, rather
than logical (e.g., network) connection.s,. as shown in Figure 2.

20 ‘

Starting from the left hand side, customer LANs 14 interconnect either to a
lowest level access network (e.g., TDM, ATM, or Ethernet) among metropolitan
access networks 16’ or directly to a PAD 40. As shown, PADs 40 may also be
located at higher levels in the aggregation network hierarchy. Engineering |

25 economic and/or performanéé considerations determine placement of PADs 40.
For example, aggregation of a minimum amount of traffic or the need to access a
low speed access link may drive placement of a PAD 40 to higher and lower

access network levels, respectively.

30 - As diséussed above, PADs 40 perform policy enforcement, thus relieving
the aggregaﬁon routers (i.e., access routers 44) of some workload. Policy

determination is also removed from the aggregation routers and is instead located



pair of FIN (i.e., finished) and ACK handshakes, the first half of which is
originated by PAD 40 and the second half of which is originated by
secondar WO 8B#3site controller 120b. After the TCP connect POVUSSl/4aB®sed,
secondary service 10 controller 120b3del etes all the state information
related to the ses,~,; s transferred' to primary service controller 120a.
PAD 40 thereafter resunes keepalive exchanges with primry service

controller .120a. ,Metropol,itan | npl.ene i is Wth reference now to
Figure 1B, Bf d?‘%t e&ﬁ%ﬁhl’é%“&??%@ﬁ%ﬁfgﬁgs 8&@#?’&)‘5‘8% HrffEnt ati on of
an | nt er netexBekal iptéeeBdY 48l @fould SBicalg b¥aEHoydd e laUHifiPuRd Fhathkt 1t €d net wor k
access systemin accordance with the present invention. Figure 1B

i | |-ust r at esaghipstropslitanareacwhile EDPsr§ vesfuld baeplesedanonespamselytdmamn | ogi cal
(e.g., networ.k onnegtions,.. a hown in Frgure 2. 20 Starting fromthe
ot £ nana Toriihe SBET Aot SF e THE sorie A B rroskpad PP gt tioBoect 1 eve
access net Woiitkrs( Scc@ss rolitdys 44/ EM bdscalddie hadls 1-AeRMEfAREdABRIeE bathus@cCcess
net works 16' or direct la%:/): to a PAD 40. As shown, PADs 40 may al so be

()

| ocat ed at thgygare prtimizadstohandln shegigiplegaret esseriéalitesiotintaragtaytingEngi neer i ng
25 ( i vye i i i f PADs
20, For e RN AS CARTRY REpRIR S ARG MR REL SR P AR EIRM ° ot ©o

access a Ippy¢esques 42 amdePISPd 46 inplenetrtoy enlpltecmetibnaity af s1Afe-cfaheo hi gher
and | ower access network levels, respectively. 30 As discussed above, PADs
C

40 per f or maFcidee jowrmobiialion nupbgrot fuictians pey cumrrrtlagiiaBietiron routers

(i.g , acc 44) ‘'sone wor kl oad.._Pol.icy. determination is also
rerr]ie)oved frorﬁﬁ% 1@%3%@85@%5}%% routers and is instead | ocated WD 02/ 45317

PCT/ USOL/ 44398 30 in redundant external processors 42 and PDPs 46. For
nost i npl.enentati ons, xternal processors 42 woul.d typically be deployed
'n & diStribut ednREtdR Tirgher dlsta —%P%@f%ﬁrea%é?vmﬁgwww woul d be
depl oyed mpEgysRALS&EL ¥y§¥mBignaling and messaging for various operating scenarios

are described below with reference to generic space-time drawings. The examples

o)

15 illustrate exemplary implementations of network-level signaling, connection-
~ oriented and connectionless transport protocols, application-level communication,

and policy-based multicast service management.

Network-Level Signaling Example

20 With referencg now to Figure 6, there is illustrated a time-space diagram
depicting exemplary netwbrk—level signaling utilized to obtain a service
reservation through the use of the Resource Reservation Protocolj(RSVP). In the
illustrated example, a customer application initiates the reservation process by
sending a RSVP PATH message to PAD 40. For example, the customer

25 application may request a path of speciﬁed bandwidth at a particular time. As
shown in Figure 6, packet header filter 80 of PAD 40 captures the RSVP PATH
message based upon RSVP protocol type (i.e., PT=46) and forwards it to the
appropriate service controller 120 (which in tbis example is referred to as a
Reserved BandWidth Service Céntroller (RBSC)) 120 within external processor -

30 40.



regional basis. As a result of relieving sone of the workload of
aggregation 5 routers, access routers 44 can be scaled to handle | arger
traffic owpaviBiles because they are optim zed to handl e POBUSIIMIBES , yet
essential, task of Internet routing. 31The capabilities of the ISP network
are al so expanded because PADs 40, external processors 42, and PDPs 46

i npl ement not only the functionality of state-of-the- art edge routers, but

al so a nunber i nQt ~current|ly avaj lLe,.in 10. nmonolithic router
designs. In or glréFefstigﬁ%et}gpgcee%pqiqf&fﬁaﬁéflggség%?céie(}?o FABSHIE &8Nt i nventi on,
exanpl es afpropgitepokicRqaesyso pYEEEIBrar g8 aid S S GBS BRI hsE @y vari ous

operating scenarios —are described below w th reference to generic ‘
space-t i nBSSYmEdite gaplemeat I te detprnine Mhsthemthe reseavationsgrviemisenent at i ons
of network- ' ' =t o0 i nd nnect.ionl ess
transport g%ﬂrlg%{%ééioﬁ%g%ggﬁ%gfﬁgﬁsﬁgv%ﬁeég%ﬁ%@%ﬁ% élﬁ?%%%\lﬁ%?nﬁ& | cy- based
mukt i cast RESC/ 12 eaprrovige nenieserMetionyekvitefoe thi Stgstehen) RHS@ IO extd@dsW t h

reference now to Figure 6, there is illustrated a_time-space di agram
depi ct i ngagﬁg’r?p%?fﬁg HEsIA8E kR PAPAL, sibicharendythe PATE messageslomaiseamser vi ce

reservati %Egg%gggo&pgfﬁ%%g{,orkhe Resource Reservation Protocol (RSVP). In
the illustrat exanple; a custoner application‘initiates the reservation

process by sending a RSVP PATH nessage to PAD 40. For exanple, the
custoner 25 application request. a path of specified bandwi.dth at a *
particul ar ti m@%tlb‘iéeceé‘f%\%ﬁ%leﬁa%”atﬂféh%’% oralio ‘JLPé’é‘H’@tS the Teseaefof  PAD 40
captures {GedaPMr rE¥dbids BR eraAdRitRSLRs4PAbIRRYES WOIRLREA (YRS ¢, - €., PT=46)

and forwards it to the appropriate service controller 120 (which in this
exanpl e i whichfnassesdhe BESY messres tor RIBYC B20.dTi xésporSe to theeRESHE r ol | er ( RBSC) )

120 wit hi t 30 40.. WO 02/45317 PCT/ US01/44398 31 In
resp\(l)\llnseI {nggﬁ)égg,%c r ﬁﬁio Orélaﬂo ' s@kﬁéﬂuﬁﬁé‘&ﬁ% T%?Ys‘l%fpsas?ﬁm%ppropri ate
policy qu@h¥thtPthe Mah&idR ratRiireBniéispecHidd Bibthe WES W nielsdghiase Case is ,

authorized for this customer. In response to this second query, policy server 48,

15 wwhic;h tracks allocated bandwidth for each customer, determines whether the
currently allocated bandwidth plus the requested bandwidth is less than the
maximum authorized bandwidth for this customer. If so, policy server 48 notifies
RBSC 120 with a policy decision indicating approval. RBSC 120 then initiates
appropriate ATM or MPLS signaling to set up a RVC or LSP utilizing one more

20 signaling controllers 128. After RBSC 120 receives confirmation of the requested
path from the network, RBSC 120 configures packet header filter 80 and
forwarding table 86 of PAD 40 to transmit packets in the customer’s flow over the
established SVC or LSP. In addition, RBSC 120 returns the RESV message to
PAD 40 using message interface 100, which sends the RESV message upstream to

25 the customer application. RBSC 120 also sends a CONFIRM message
downstream to the receiver via PAD 40 to complete the handshake utilized to set

up the SVC or LSP.

Connection—Qriented Transport Examples ‘
0 " With reference now to Figures 7A-7G, there are depicted a TCP state
machine and time-space diagrams of various TCP events that together illustrate

the handling of connection-oriented transport protocols by a network access



assunmed to i nplenment COPS) to determ ne whether the reservation service is
aut hori zed for this custoner. If policy server 48 returns a policy decision
to s RBS&QAD4mpprovi ng the reservation service for this BOBUSHAL3ISRBSC 120
returns a RSVP PATH nessage to PAD 40, which sends the PATH nessage
downstream to the egress point of the network. If the receiver at the far
end of - the network al so approves the reservation, 10 the receiver responds
by transmtting a reservation (RESV) nmessage to PAD 40, which passes the
RESV nessag#/stam RBSco1damce witlrtbs prassre itnentibe RESWimpeAsageFidipefa130 i nvokes

anot her "pol | ery, to poli server. 48 to ascertain whether the

bandwi dt h r%%?”%ér?é%‘?oﬁ%gc?@/ Ugfe W%’P@ Wﬂﬁég%?g?écgrsesswwm P&dd for
this custonsl is depict@s PABSEoWR, TAP §taRERERMEhIUD Melul thtystEl g8, 1:5
whi ch tracks all ocated bandw dth for each custo(?r}:}r‘,'pSl detséér:tgﬁ"\r{l’gs}dl\%het her the

currently aft#ted4e da whiehithiers s nolagtive HEP sesyiomsinddinbrativenstetel 44sinlvadsish t han t he
maxi gum aut i dw-dt h f.or this custo . I f so, policy server 48

not i %ni-les R@%% %g‘g ag\nﬁ‘h)fggpsgﬁl% @éec?%ef%wni‘ﬁg{aﬁea@ﬁﬂﬁn%b Bitaing@EP 120
then initi adegsion sfafy @ringioar AOW f6cdvilsSinshi@! (i . or LSP
utilizing one (r)r%re 20 signaling ISgocnt.r ol lers Z(é?g%éntg%§§:£§§%e?3§y%écei ves
confi r mat i FRSRANSE Fra ppleeniciag spament(B ¥t @eclosingar ICP RBSGnLR0 confi gur es

packet hea i Q di ahl e of PAD 40 to,transmt
packet s i nq?#ec;ng% {sote% ir?tg%hggl EJI: I(l)\\f/?/ I{é%gg‘f%get @g c}oggigaaof- B fetlon faihas E@F’?f P4
addi tion, RASE3)1&0singtalTOB sedatorRETHPIRESDAGeded R EAIMER LS Mgﬁ%@ age

i nterface 0, which sends the RESV nessage upstreamto 25 the custoner

appt cat i-onlA-RBESEAZSFEss0EY S Bhlcagh oiFsermeritiona ars idersiffestthyeam t o -t he

receiver vi 8¢t utilized,lo up the SVC
or LSP. Conéral)ggetégcl)ln%%ggxgdﬂe%’ar%'s{;g?{@ggg%g gosn éﬁ?nwfﬁ %oéfa:fé%ce now to
Fi gures 7A-séf3ion tleseirarespaspite b &TN anckédge séta) end aRThithé tBRElobder®t BPace

di agrams of varioug TCP events that together illustrate the handling of
connect i on-acgﬁ’t?aéﬁft“é esﬂ%?ﬁ’&ﬂé?‘?-gprQE‘OE’GF%deByl-Q: fé¢-hor k access WO 02/ 45317
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15 ‘ As illustrated, opening of a TCP session is initiated when state machine
140 is in idle state 142 and PAD 40 receives a SYN segment. As illustrated at
reference numeral 150, packet header filter 80 captures the initial SYN message )
received from the customer and passes it to the service controller 120 within
external processor 42 that is designated to handle TCP services. In response to

20 receipt of SYN message, service controller 120 queries policy server 48 regarding
a TCP session for this customer. If service controiler 120 receives a policy
decision indicaﬁng approval of the TCP session, service controller 120 returns the
SYN segment to PAD 40 as indicated at reference numeral 152. In response to
receipt of SYN message from service controller 120, state machine 140 :changes

25 - state from idle state 142 to active state 144. PAD 40 forwards the SYN segment
to the receiver specified by the destination address and receives a SYN, ACK
segment from the receiver, as shown at referencel number 154. The sender
completes the thrée-way handshake required to open the TCP se;ssion by replying
with an ACK message, as depicted at reference numeral 156. PAD 40 passes the -

30 ACK message representing the success of the handshake to service controller 120,
as shqwn at reference numeral 158. Receipt of the ACK message notifies service

controller 120 that the TCP session is open and causes service controller 120 to



32 systemin accordance with the present invention. Referring first to
Figure 7A, a preferred enbodi nent of a state machine maintained for a TCP
session ovoa/PB8DF 40 is depicted. As shown, TCP state mach€HEsaw4d39sncl udes
two states: an idle state 142 in whi38h there is no active TCP session and
an active state 144 in which 5 there is an active TCP session. The
operation of state machine 140 nmaintains TCP session state during.four TCP
processes, including (1) opening a TCP session in response to a

synchr oni addthesEGPeedsiqnIwNgs, acfigy seskion itaide. aSéFdiee sestsoltan 120 therespomse to a

fini shed (FIN). nessage 3) closin '.I'Cf,D essi on &rgg timed out and
(3 ol osi i 2451 et R iRl Fotien it RAH SIS n i gure
10 7A, negsimex RssAct & BADMG, s 8R6 hdfard A sereRRRE alindRs 1588 1 denti fied by
correspondi ng | egends (e.g., "1.x" for a TCP session open, "2.x" for a TCP

sessi on cllbseafter, detepende trapsmitredetwespdbrecustineer)and e mceiveuviniibe

ti me-ordered al phabetic desi gpations (e "1.a" precedes "1.b,"
eté.). 15aﬂvqb¥ﬁ:]a§?§%éﬁneﬁ§ S%Op%?ﬁfgéﬁ?ncﬁnﬁ‘@%‘%gg%i on is initiated when state
machine 140 is in idle state 142 and PAD 40 receives a SYN segnment. As
illustrated at reference nuneral 150, packet header filter 80 captures the

initial SYN nedsajese ancactiveddCH sessipn rithen ihe ensiemener igegiverscantsend t he
si gnat ed

o hanal ot NG90 e TGRS lesnonSElothdy RCFRY BspstlonPRDARSS TV CG

contr ol | erCr28atgueichefe Pl todilleSeity 842 Ahoagar tifegncenukidabpski BADf or this
custoner. If service controller 120 receives a 80| icy  :decision indicating

approval P thanepareys e EEN aressagerto sewicesanreliardpl epohdvet uriskerense  SYN
segment u@%igz.a*‘rhwﬁlk}%ésﬁ e%tffﬁ%£Eéﬁﬁ%%?wgghosﬁfﬁmé’PC‘PESPO”SG to

receipt o nessage fromsetrvicée control ate machi ne 140
changes 2%osdegtien iy inattivl ahdsdaates sddZcetconacilérd@ 036 deleteltid TUPM3sdionf or war ds
the SYN segnment to the receiver _specified (%.ft he &leﬁti nati on address and

recei ves AOBYNS agipe sesy e. tppiusirated, &R ¢4 fo S BWéPeﬁségee‘ioence
nunber 154 d@cﬁxag‘éﬂ deL. eiﬁi%?ﬂieeétﬁﬁnﬁe? Br I-é&éi%&g}"@ﬁkﬁ?&?%ﬂéé‘%ﬁh‘%g%éﬁd to open
y Wt sage, a

the TCP session repl yi ng an ACK ne epicted at reference

nwser al . 15fessdgaBnd @ fIdbmessagh#64. The source then responds the last FIN message
with an ACK message 166. In response to receipt of the last ACK message, PAD
40 deletes the state machige 140 for the TCP session. ’

As further illustrated in Figure 7A, PAD 40 will also close an active TCP

20 ' session if the inactivity timer for the TCP session expires. In response to
expiration of the inactivity timer for an active TCP session, PAD 40 transitions
state machine 140 from active state 144 to idle ététe 142, as illustrated at reference

" numeral 170. PAD 40 also reports a timeout error to service controller 120, as

shown at reference numeral 172. In response to receipt of the timeout error

25 message, service controller 120 deletes the TCP session from its active session
table and updates the configuration of PAD 40 to remove the inactivity timer and
other configuration information associated with the TCP session. PAD 40 then
deletes the state machine 140 for the TCP session.

30 : ~ PAD 40 also closes an active TCP session in response to receiving a reset’
(RST) message from either party to a TCP connection. In response to receipt of
the RST message, PAD 40 transitions state machine 140 from active state 144 to



30 ACK nmessage representing the success of the handshake to service
controller 120, as shown at reference nuneral 158. Receipt of the ACK
nmessage o0 DL/#Bs7 service controller 120 that the TCP sesBCDUSoIs44898en and
causes service controller 120 to WO G2/ 45317 PCT/ US01/ 44398 33 add the TCP
session to its active session table. Service controller 120 then sets an
inactivity tinmer and ot her paraneters of this TCP session in PAD 40 and

returns the ACK npssage to PAD 40, as alsq ipdicated at reference nuneral
155 " Theribli £8F 1S S10UH S TR AT Pe R A0 PHRE RS HeRShng | he
receiver, Vﬁn@ss%%’@to%e?ﬁ&é VéntrbHRr $26 3k owiRst refote ahmesfl @82NEe nuneral 159.
To ¢l ose an actTive TCP session, either the custoner or receiver can send

PAD 40 a Fiebpanss tagecipt of the R¥dhmessage, semvédepongblleri@0mapsendhsRYE, PAD 40

resets TCP stat chj 40 to idl g stat s .shown r.ef.er ence |
nurmer al 16‘6‘?55%“[}?&1%%? ‘A{]ﬁﬁﬁ t?)ﬁ%‘%“@ﬂ?‘%@ rﬁew%ﬁééggagaé‘dtsgc%eﬁ@ S%Ieg%t rofler

1205 as Shoyf the TOPEESiSHIGE alsoWiBWa lat AefistencBfimdralN 878 $REY 40 ARy ddl&ss Ser vi ce
controller 120 that the TCP connection is inactive and causes service . .

cont rol | erthg 30te maghihe140 ofibe TGP sassion and farwardsithasRE & messagedodhon table. As
illustrate PAD 40Q..f o rds.the FIN nessage to its destination (i.e.,

ei ther the° ﬁsﬁ%eﬂg%?&ggcsggs\}%}‘), whi ch responds with an ACK 15 nessage and
a FIN nessage 164. The source then responds the last FIN nessage w th an

ACK nessage 166. In response tQ receipt, of the |ast_ ACK msssaqf, PAD 40
del etes the st alneorferchinsemoieethigient opsratiop of 8447 dh anhseryige CARFOLAT| ust r at ed

in_Figure - RPA i act L \e: sion if the
i n&Ct i vi tyfﬁ’l’ rlrtjé? Q?%gr%bﬁég Sg%fﬁo@g?%ﬁ%ﬁ%}ﬂ%%ﬁé@é%ﬁ%ﬁf 0 expiration of
t he inactiXtdotdinglye PATOHO anlydfotwards Helass &K aressdgdbiod@riicangittdllens  state

machi ne 140 from active sta 144 to j dl e, st 14?2, as illystrated at
ref er ence. IM‘?‘&‘PI@?@PP%IT S&F%‘E}l-r’éﬁéﬁ{t’é’nﬁ gprfé)cz)?ﬂlygﬁsﬁf H’F(ﬁ’%rvi ce
controller ref [Wlag Y9 iéBer 120, TRASPORSANEL I ecei pt
of the ti rr%%ﬁ?Fg??%%ﬁ S%ﬁegglg,a%g%%ﬁgg cor?taérogl I e?r 120 deletes the TCP

sessi on frenvesdiee messagmgseswiided, evebtheuginthe fipatsiocss of R Dedthdridyserdes on of PAD

40 to renove the jpnactivity tinmer and
15 contro eri are dlstnguteé.

In the preferred embodiment, PAD 40 needs only keep active state.
information for TCP session for which service controller 120 configures value-
added services. In other words, PAD 40 will not keep state information for best-

20 - effort TCP sessions. This greatly reduces the required memory size on PAD 40
for keeping TCP state information (e.g., state variablés for packet header filters 80
and 90 and monitors 84 and 92). Also, since there may be a large number of
active TCP sessions, the delete TCP session message given in Table III allows
service contr'oller 120 to decide which TCP sessions will receive value-added

25 service in the event that TCP session state memory is full.

As illustrated in Figure 7B, PAD 40 sends a TCP state memory full
message 186 to service controller 120 tilrough the reporting interface 102 in
response to detecting a TCP state memory full event 184. State memory full event

30 184 may result from depletion either of storage for packet header filter state

variables or of storage for monitor state variables. In response to receipt,' of TCP



ot her configuration information associated with the TCP session. PAD 40
then deletes the state machine 140 for the TCP session. 30 PAD 40 al so

cl oses aw@o0r/#33¢7 TCP session in response to receiving a rREBUSII4AIB)
nmessage fromeither party to a TCP céfnection. In response to receipt of
t-he RST nessage, PAD 40 transitions state nmachine 140 from active state 144
to WD 02/ 45317 PCT/ USO1/ 44398 34 idle state 142, as shown at reference
nuneral 180. PAD 40 al so passes the RST nessage to service controller 120,
as shown  astateehemencillmesnage 186 2ervice coneslri20 reardstheTieiP sthtet he RST
nmessage, service contr R&gﬁr 120 passes the RST nessage back to PAD 40 to
acknow edg@eIEsHUSHE e 40nd successful deletion s of the TCP session, as
al so shown at reference nuneral- 182. PAD 40 then deletes the state machine
140 of the TCP session and forwards the RST nessage to the other party of
the TCP sessi on.When eusttenentrouisr 32unitiates driothes valuepdded TEOR sefsiGiby 40 and

service controlle 0 120, Lt sirabl.e mnimze the anmount of
messagi ng F?‘Péﬁ'ég "_bgm’é’ﬁ.ssagi(}%gw%ﬁgg@ﬁassﬁﬁgle{t%‘?%rﬁ”if‘sﬁ?r PdsS he 1ast ACK
nessages t gofedller 420 eotipRtHeahessdglintekfab £ H00, 8 Shdvwh AReferéhct Gink@sisi on. In
addi-tion, PAD 40 only passes the Tirst SYN, FIN segnent received in a

sessi on t 018@r i epansa e sicewmt of thg. SYIN massagermgrvies contiollernt2 checkadhmging is.

avoi ded, e t hough_ the f b OASnOfa: 4, rVi . roller 120
are distri me%ge Inﬁeni1 Sﬁahg(gﬂ[gg 48@&5‘@%%??§3%§§’6H€3§8%&%ﬁ§§%eep active
state, i nk@kimicoaRoll@r120@RckRS sihethef G nodMid &love eeieteTCPOREssMd ®&r 120

configures val ue- added services. In other words, PAD 40 wiil|l not keep -

st de i nf o PHEITH existing yalueadded TGP sespiops basedopsemere-dnsiplledinolicissduces t he
required r LE . 00: P f ki | [ : ion (e.g.,
state variab ee}ééa"?lgl:e ;S)ac cgégﬁég%ﬁarrﬁpi erglg.g(gg a%%&% fdaeﬁgg%ér?% ors 84 and
92) . Al so, psbfigeadddiosv s@yioheofhighsrgelativeiprdsritpfto oeatviritelod? pswsiy ons, the
del ete TCP_sessiqgn nessage.given in Table 1|1 all ervice cotgt roller
120 to deciild smviens. TabeRad !y AL inddditions sevige coatraller 1ad gy permit the '

new TCP session to overwrite the TCP session having the longest period of

15 _inactivity.

If the new TCP session is not allowed to overwrite any existing TCP
session, service controller 120 ignores the SYN message. "As aresult, PAD 40
cioes not install any state information for the new TCP session, and PAD 40
20 provides best-effort service to the new TCP session. If, however, service
- controller 120 decides that the new TCP session can overwrite another TCP
session, service controller 120 sends a Delete TCP session message 192 to PAD
40 through control interface 102. PAD 40 responds by deleting an existing TCP
session from its TCP state memory, as indicated at reference numeral 194. The
25 process illustrated in Figure 7A at reference numerals 150-159 is then performed

to install the new TCP session in the state memory of PAD 40.

Given the exemplary TCP state machine depicted in Figure 7A, several
examples of TCP signaling will now be described with reference to Figures 7C-
30 7G. Réferring first to Figure 7C, exemplary signaling utilized to establish a TCP
session through a network access system in accordance with the present invention

is shown.



25 service in the event that TCP session state nmenory is full. As
illustrated in Figure 7B, PAD 40 sends a TCP state nenory full nessage 186
to servi oe0oo0wsB3dl | er 120 t hrough the reporting interfaceP@OPSIIM4398esponse
to detecting a TCP state nmenory full 3évent 184. State nenory full event 30
184 may result fromdepletion either of storage for packet header filter
state variables or of storage for nonitor state variables. In response to
recei pt of TCP WD 02/ 45317 PCT/ US01/ 44398 35 state nenory full message
186, service controller 120 records the TCP state nenory status of PAD 40.

When custoner rquyt il Liat her val ue- added session by 5
sending a SYN ng*gté@ésg% %é%m é;%% %zcggggsséoél’? ﬁ@er%?waﬁ@ggﬁéggﬁlﬁs%éﬂi ce

control | erofonimandihat iforirsthageotodl efatiatat HAppRcatDiAiral toldpel €ence
nuneral 190. In . response to receipt of the SYN nessage, servicé controller

120 checks? PPRICCHEPIOSY SRIKCTHE AoP§CiSechipers 2 [Hidreps (o, identpessvigR ast at e
TeNpry St ks phd)l Tt TCPRINA SENEBILLQI. Blen Lol05R1HRR WRLRGr Or not o

all ow the ne session to 10 overwite existing value- H8d&d TCP sessi ons
based on smuebrr(800 isthid ¢xachpie) dnditemsmitia syrekeonitifg sehetitg8Ysgnt rol | er 120
may assign each yal ue-r[aeaded service a__ _priori and al | ow sessjons of :

hi gher r el SATTWRSE PFisglerte] SEAHeBFe PIRPE, e%&?&oﬁewm JopesPgskBns.

Al t er nat i ViglaeCfiltdrBo3dH AD %@’deﬁﬁzk\,"b&%d%ﬁ&?]ﬂfé!shg&{i%%g?ﬁﬁﬁ&ﬁfﬂ&dr&%eo ¢ nie\év

TCP session to overwite the TCP Sessio avi ongest perio

-i nacti vi tand pdrt neberdWITFCPP ot A0 thatshe BY Nadebments timtendeet wrinitateany
existing TCP .sessio servic ntroller 120 ignores the SYN nessage. As a
resti v, pABraisn-itieal srspmmecraT P rpren: Aceoielyrmsekehbendsr i Sow TP
session, apksdAke $ON2ELoPHY t18S e REBIetl RFficS@nMbAS (FCIMEIEVEJEE sessi on.

I f,” however, service controller 120 decides that the new TCP session can
overw i te Bfbichpondy gpthes¥ENisegmentdrvduseyingpeliayl Seaver 480fos eratsple, Del et e TCP

sessi on' ne 92t PAD. 40 t hrough control interface 102. PAD 40
responds b@tﬁ%‘gé[?%%? ﬁg nreg%"%‘ti ng TCP ’

15 In response to polkicy server 48 indicating approval of the TCP session, for
example, via an LDAP APPROVE message, ECSC 120 returns the SYN segment
to PAD 40. When PAD 40 receives the SYN segment from ECSC 120, PAD 40 '.
spawns a new TCP state machine and sets it to active state 144. PAD 40 then
sends the SYN segment downstream to the server specified in the SYN segment.

20 ,

When the SYN segment is received at the sérver, the server’s TCP agent
picks an initial sequence number (400 in this case) and sends a SYN segment
containing the selected initial sequence number and an ACK to PAD 40. The
ACK fnessage specifies that the first data byte sent by the client should be

25 numbered 801. It should be noted that while the SYN and ACK messages sent by
the server are forwarded by PAD 40 to the customer application, these messages
need not be forwarded to ECSC 120.

‘ When the TCP agent at the client receives the SYN/ACK message, the
30 TCP agent returns an ACK message of 401, meaning that the first data byte sent
by the server should bé numbered 401. This ACK message is passed by PAD 40
to ECSC 120 to notify ECSC 120 that the three-way handshake' is succeésful and'



session fromits TCP state nenory, as indicated at reference numeral 194.
The 25 process illustrated in Figure 7A at reference nunerals 150-159 is
then perfwonpdssito install the new TCP session in the starerwsomugosof PAD
40. Gven the exenplary TCP state naéfiine depicted in Figure 7A, several
exanpl es of TCP signaling will now be described with reference to Figures
7C 30 7G Referring first to Figure 7C, exenplary signaling utilized to
establish a TCP session through a network access systemin accordance with

the present thaTeM dedfion iSoptROWT SO0 A3 dd thECTFEfI'US%Q 'ééﬁ?f??t?g?%ﬁues an

Illustrated, to open a TCP session, a client application

open conmandessien table andronfigures Fut o dbIwitt acalowedtnutdber appCPcat i on desires
server at a and | P address (e.g.,

i t .specified p
Lo ooPen 2, CRBRRSLINLL A BRIVEL, B BRES LRl PO AT L, addr oo
sel ects an imarkertholerIBE bS MarltpR@ets(HR Mgty i i& a@ﬁ%h%#%%\?ym ts a
synchroni zi ng_segnent ( SYN) carrﬁl ng the 'sel ected sequence™n er’’ When
the $YN segmcgﬂ’ theagetusacibetACReagmentfto PAEY 4@0vhich ABs 4% AeKect s, based

upon the s | £ ' Lon_ | P address ., and .por unhe (PTz6,_P_ort =
80y, ¢ hat & Rerab o AR S vy TR PR Pl e i FeBsbesories 11 ca

e- comer ce DPEh.sOnsé thie. cubemrth TAP Ygerd &erkahs fhe &k g%%'iéa%%nqgaé é%@?‘ﬁ‘? the
SYN segment to an e-comrerce service controller (ECSC) 120. C 120
responds t o CPREECEONISeRATe Hie Bignterd servay cmbtrgnyemhangngdsta ifhclte ECRBNPI €,
utilizing ane P request. 1.5 In response to policy server 48 indicating
approval of t%gﬁl'CP session, for exanple, via an LDAP APPROVE nmessage,
ECSG0120 returns the SYN segnent to- PAD 40. Wen PAD 40 I‘ﬁ_CeI vesdt het SYNt
segnent from ECS 0,. PAD 40 spawns a new TCP, state nmachine and sets i.
togact ive state %ﬂ 1 TSRy nAR U WA Figuredy sharp is dopivteskajimatsperandisgrasam t o t he

server specihdt @thstites Qﬁexﬁb’ﬂrﬁ_ﬁ&%‘?ﬁ accedsy ik NGinp W REITTp | S recel ved
at the server, the server®s TCP agent
connection in accordance with the present invention. While either side of a TCP

connection can initiate disconnection of TCP session, in the example shown in

15 Figure 7D, the server application initiates closure of the TCP session by
instructing its TCP agent to close the connection. Accordingly, the server’s TCP
agent sends a FIN segment, informing the client application that it will send no -
more data. In résponse- to receipt of FIN segment, PAD 40 resets the TCP state
machine for the connection to idle state 142 and passes the FIN segment to ECSC

20 120. ECSC 120 responds by deleting the TCP session from its active session table
and by configuring PAD 40 to stop marking packets for this TCP seésion and to
remove the session’s inactivity timer and retransmission settings. PAD 40 also
forwards FIN segment to the client, which acknowledges receipt of the FIN

| segment with an ACK that is passed to the server by PAD 40. The client

25 application then commands its TCP agent to close the session. The client’s TCP
agent therefore sends a FIN message to the server’s TCP agent via PAD 40. The
server’s TCP agent responds to the client’s FIN message with an ACK that
indicates to PAD 40 that the thrée-way handshake to close the TCP session is
successful. PAD 40 accordingly deletes the state machine for the TCP session and

30 forwards the ACK message to the client. Meanwhile, the server’s TCP agent

notifies the server application that the connection is closed.



pi cks an initial sequence nunber (400 in this case) and sends a SYN segnent
containing the selected initial sequence nunber and an ACK to PAD 40. The
ACK nessageozpstifies that the first data byte sent by theCcTUS@n43shoul d be
25 nunbered 801. It should be noted t3Rat while the SYN and ACK nessages
sent by the server are forwarded by PAD 40 to the custoner application,

t hese nmessages need not be forwarded to ECSC 120. Wien the TCP agent at
the client receives the SYN ACK nessage, the 30 TCP agent returns an ACK
message of 401, ﬁe%ni_ng that the first data byte sent by the server should
be nunbered 401. “FHIELAERWE FYguge TE; thare seitluttyatRADHAQ-sph & 20 to
notify ECSCHRn - handshake s . successful and WO 02/ 45317
PCT/ USO1/ 42398 %gf?ét’ﬂ@%céﬁ@ggélx%ﬁsﬁ YSigetignaipgin acrordaneqwiitidse t he TCP

sessi on i ntpreses imentive in #epcHseNo bkt st QY D40 W th an
al | oned nunper, of ;’rgp retransm ss?ééins and appﬁlg%?il&gigei@rﬁgﬁsﬂ?%i ti.mer

setting. ECSR PESCRBY camparison of Fignre7h poFiguee 762tht @raveEKisRaGHRLBuPE! Ongi ng
to this TCRufRSS s 1 PLity. o5 ECSC 120 then returns the 'ACK
segment to PAD?C%OY, mﬁ#ggﬁgéé}?{%‘t’% reté‘?ﬁr?ﬂ#t%@-%PPh‘éY@l@s&wmmion server

to i nform tHESE€d20iderying izt TCReeHWR. SBiRY QBrvhS e custoner’s
TCP agent iftéforrrs the cliept applicati onyt hat ‘%shlggggﬁpng%ﬁ%ééﬂ;ﬁsawni s open,

the client ‘She<RRIGeIeCels the getivosk Mskneiffigientatsmurces theuppor theessi on. i 0
Wt h ref er egggskaw LT re- is depjcted.a tinme-space diagram
that illust r_gt es ex%lfr%%:sgg)g dgré)tz V\Bbursﬁﬁgeccclggf:hag {ﬂ"ﬁ?ﬁ‘ﬂkﬁﬁa’f’ thgyregBestebse a TCP

connect i on high pBeriy dacmremaiceisetviee. [Fotiseitiy ddnye B HRTCMLR eEERpr Side. of
f TCP session, I'n the exanple

a TGP congﬁﬁtigstl)ln can gmate di sconnection o

shown in 15°Figure® 7 SERPERt tg it dB.twhiph penids ithet RST cbgmerite of the TCP
sessi on by upktieint tcthk MCP 4en] GRH I .the nection, Accordingly,
the server's TCP agent se%eéls a Fslaﬁla{stéé@hee%tt?g?lﬁ?n&smag%r‘??ﬂv@ﬁfhe .

appl i cat i oS Thsagment, the ¢lieng’s TR agent aborts the session. It should be noted that
‘ because PAD 40 does not receive a SYN segment from ECSC 120, PAD 40 does

not create a state machine for the TCP session.

15
With reference now to Figure 7F, there is illustrated a time-space diagram
showing exemplary network access system signaling when excessive TCP |
retragsmissions are detected. As will be appreciated, TCP sessions are normélly
c}osed through a proper disconnect, as illustrated in Figure 7D. However, in the
20 eVept of a network or server failure, the TCP session will timeout in the host and a
normal disconnect will not occur. Accordingly, some mechanism must be
implemented to update ECSC 120 and PAD 40 Qhen the TCP session

disconnects.

25 In the example shown in Figure 7F, the route between the customer and
the server is disrupted by failure of a network link or node. This failure causes the
TCP agent and the client to re-transmit the data until a threshold number of |
retransmissions is reached. The client’s TCP agent then aborts the TCP

-~ connection. Subsequently, the inactivity timer for the TCP session in PAD 40

30 expires. In response to expiration of the inactivity timer, PAD 40 updates state
machine 140 of the TCP session to idle state 142 and reports the TCP session
timeout error to ECSC 120. ECSC 120 responds to the report of the timéout error



nore data. In response to receipt of FIN segnent, PAD 40 resets the TCP
state mnmachine for the connection to idle state 142 and passes the FIN
segrment WO BEZE3120 120. ECSC 120 responds by del eti ng t hep@TUBS&IRE3980Nn from
its active session table and by conf3guring PAD 40 to stop marki ng packets
for this TCP session and to renove the session's inactivity tinmer and
retransm ssion settings. PAD 40 also forwards FIN segnent to the client,
whi ch acknow edges receipt of the FIN segnent with an ACK that is passed

agent o cl oo bial Bl K it ap SR R PR el gs " i
nmessage t o $thp msgking thespabkBtsegethe TGRsdSAbh 464 toldiete HRY MR ohralibh fa0ent
responds to th’F Iient'zq{g]bq SS gle with an ACK that indicates to PAD 40
that the th?hése-ﬁgﬁesﬁéﬂ’d e."ntﬁsn ¢lgise theyptatqmpcking frghe TEP ssesiomssful . PAD
40 accordingly deletes the state machine for the TCP session and 30

forwards the ACK nessage to the client. Meanwhile, the server's TCP agent
notifies the serWith mfyskiccatdvoto Figare TGethenrindepite o' tirfe-6pa2s Qthar¥) 02/ 45317

PCT/ USO 1/44398... 38 Referring npw to Figure 7E, there is illustrated a
tine- space%ﬁ%@t%exgwggﬁrﬁé‘e F%?Sﬁgq%é‘gﬁalﬁlgc‘@h@ &ySPerssiomynal i ng in
accordance M%&ﬁ@eqﬁﬁ%ﬁ%ﬂﬁ\é%&gwﬁeiﬁtfé gegggg_sgsgma{e?q est for an

y

unaut hori zed TCP, sessi on. can be seen conmpari son of "Figure 7E to

Figure 7C, appécgiasewbich in thigense isdhe sepved applidation gty ai atatiptdlogelbypol i cy
server 48 r olic cision.to CSC, 120 denying the TCP
sessi on. - Poﬁ%lhgigr/lgzler?é\}ékﬁ% %ﬁfﬂe g‘n § fRplicatign 5@‘1“%9?% ¢ pypPesdassiosa because

t heimet wor knunatik of fdabbiss F@ ka0 BEGRSe the 2BHRAABE willRs 1§ SsiiesLed TCP
session or because the cli entam%as not subsgtrﬂi bed to tﬁe requ%lts?t ed high.

priority e-CoRsRboROT Seranse the FoP ageitihgs detntted a sdriquseoMBRI@si®hoOn, ECSC 10

120 issues tQ PAD 40, whi.ch n t he RST_segnent
upst r eam torﬁ %’E@W@gﬁ%‘t&g‘?g@ﬂ%“'c irg?ﬂopSWéﬁc?Wé)fzﬁ‘? gg"{-sggm@t,g t
recei ves t hif reRENthe i state hiihind 140 or the kel AUQTHIARAE 1 82 biiepagssi on. It

shoul d be npt g that because PAD 40 does not receive a SYN gegrrent from
ECSC 120, ﬁg&)ﬁ & sggment to ECSC 120. In response to receipt of the RST segment, ECSC

15 ~ 120 deletes the TCP session from its active session table and configures PAD 40
to stop marking packets for this TCP session. PAD 40 then deletes the TCP state
machine 140 for the session and forwards the RST segment to the client. The |
client the1)1A closes the TCP session upon receipt of the RST segment.

20 ' Connectionless. Transport Exé.mples Using UDP Reporting Function

With reference now to Figures 8A-8C, there are depicted three examples
of network access system signaling for connectionless transport protocols. In each

example, the Unreliable Datagram Protocol (UDP) is employed.

25 Referring first to Figure 8A, there is depicted a time-space diagram of
 network access system signaling in which UDP is utilized as the transport for
voice data of an IP telephony session. In the example illustrated in Figure 8A, a
customer has ordered guaranteed service for his IP telephony (IPTEL) calls, but
has a client that does not support the use of RSVP to reserve guaranteed service
30 for the IPTEL calls. Nevertheless, the customer is ablé to obtain guaranteed
service for an IPTEL call through the exchange of messages detailed bélbw.



not create a state machine for the TCP session. 15 Wth reference now to
Figure 7F, there is illustrated a tine-space diagram show ng exenpl ary
net wor k a¥@e¥$53sy st em si gnal i ng when excessive TCP retraP€MUSGI/4QBIS ar e
detected. As will be appreciated, TCROsessions are normally closed through

a proper disconnect, as illustrated in Figure 7D. However, in the 20 event
of a network or server failure, the TCP session will tinmeout in the host
and a normal disconnect will.not occur. Accordingly, some nmechani sm nust

be inplenent ed. T8¢ BFRFEEELIEESCVASIR BINPIFARBE BT GHNOMET Kige roPkevs elient
o sconnec SepoiRhidl S PARIPAD. SO il M ob0S,LMLE ithupen e

custoner an e ser i St upt ure o or node.
Thi s fail ur8DPaueefothepod OF angjtabic porth dskigned foe wbict datagrdnsmnsiont ThHie dat a .
until a threshold nunber, of retransmi ssions is reached. The client's TCP

agent then Pl_%plf%gmf@n WHreeting voica dgeaganstiajed BhEDFRacketsi ty timer
for she TORaR% Miwof RARSAQERs @XMl $AD Ui WERRARSSedQoftiplisfty On of the

inactivity tinmer, PAD 40 updates state nachine 140 o session to
i dl e state detectarftow efbMIB(itehPrdicrolsysi(Bh)=1{7) packets withiarthd oiE€Hait120. ECSC

120 responds to the. r f the tineaut er 02/ 45317 PCT/ US01/ 44398
39 by dgl et g i?ge%gggéé%%w qn%&ﬁll?qrfs y@cﬁ?ﬁ&gl\é&‘?r&h&?@ﬁfﬂ BHAUfhst ruct s
PAD 40 to apmps@?%o R b exteaakplotedsof 41 @ TEER L5 &?ieégguétse@%rete the

configuration for "this TCP session. PAD 40 then deletes t ate machi ne-
for the TCP4&Ewsinsticy devision vieSBl 8¢ odiichvin this eRhgplecenmidpys GOPS. iBy depi cted a

ti me-space di.agra Il ustrati exenpl ar twork agcess system, signaling
whoR? o Top SR polivy BRI, BTl 4R SRR Rl iR SR e
sessi on. Asordkted Subfin@td sefvicefoP hisTRTEDRallddietirhs 4 BbBcycd&ssiotd he server
application nal s an abrupt close by sending a reset (RST) segnent. The

appl i cati oanc?%LgS(éb%Hlatf istrapts JBTERBE 20 toprayide gnaranisdrsenfica ioadidns, for
exanpl e, begAY§e G, aPdr5al bY @AV,V'DSIQ%QI‘%,. 8poLh pre

15 IPTELSC 120 accordingly configures PAD 40 with an inactivity timer for
the session and instructs PAD 40 to stop reporting the occurrence of this IPTEL
session. IPTELSC 120 also begins to set up a reserved bandwidth route fof the |

- IPTEL call since the customer’s client application is incapable of doing so. To set
up the reserved bandwidth route, IPTELSC 120 sends a RSVP PATH MESSAGE

20 to PAD 40, which forwards the PATH MESSAGE downstream to the receiver.

To indicate approval of the reservation, as well as the amount of reserved
bandwidth, the receiver sends a RESV message to PAD 40, which forwards the
RESYV message to IPTELSC 120. A determination is then made whether a
reservation of the specified bandwidth is authorized. If IPTELSC 120 has cached

25 sufficient policy information following the previous query of policy server 48,
IPTELSC 120 need not query pélicy server 48 regarding the bandwidth. If,
however, insufficient policy information was éached in the policy cache 130 of
IPTELSC 120, policy server 48 is again queried whether the specified bandwidth
can be reserved. If the specified bandwidth is available for reservation by this

30 customer, IPTELSC 120 initiates signaling via a signaling controller 128 to set up
either a SVC or LSP for the IPTEL session. For an ATM core, a bi-dirgctional
SVC is set up. Alternatively, for an MPLS core, two unidirectional LSPs are set



connection or because the TCP agent has detected a serious comunication
probl em t hat cannot be resolved. In response to recei pt of the RST segnent,
PAD 40 mneget/ss3sthe TCP state machine 140 for the session pOT/USbigt4348at e 142
and passes the RST segnent to ECSC #20. In response to receipt of the RST
segnent, ECSC 15 -120 deletes the TCP session fromits active session table
and configures PAD 40 to stop marking packets for this TCP session. PAD 40
t hen del et ap. t ArotB&Rnedrmstof provddiii S14Qn ' s the
D E S GhisAIDP %sﬁ‘ﬁ%ﬁ@@%&%@

RST segnent. to the cl %en .. The client then cl oses upon

recei pt of PHEGRES mat in PAD d8rip eradifyrihediéferentiepdrstrvioeaitigsriysi ng UDP
Reportin | ' eter Fi gures 8A-8C, there are depicted
p g Huetd @R ki elake O PRNOW1Hg rece ﬁﬁFFﬂI@Png?r %ﬁ%"l@tﬁ’?ﬁ?ﬁg%sg .

three exanples of network access Systém

transport ran deoteworknindiating ehaathel @S bR hgpg@hie@abgsﬂgg} m§@&9 ocol

(UDP) is enpl,oyed. Referring first to Figure 8A there is depicCted a

ti meB2 space Flﬁ%? gﬁ'r[igo t%%is%?tﬁ%%ﬂ@é@fw papksisgvigh thagdaShpathi &h UDP i s
utilized agsdiitRn! IFATIRQE nfithR of ,an |.P telephony session. In
the exanple ill ﬁstrat ed ?%16 g‘lsguret@%,tg%bggé’%pdﬁé‘?mﬂé’éébﬁga’é’re (?Yguar ant eed
servi ce fopasfing & Ponfehemiessage (d PABLY0, &&ﬁd}ﬁpaswgtthemrﬁuﬁgésggé toifpgt does not
support the_ use o RS%GE to .regerve guar ant eed service 30 for the | PTEL

cal I's. Nev&FtheT esSSTepHe: ¥ist Gaacnrapsulated in YThpaskatsgomsean froedtheser vi ce f or

an | PTEL calidtotnaf featibetoE haRaR o detail ed bel ow. WD 02/ 45317
PCT/ USOL/ 44398 4%}tgl'he process begfns?tghggéggﬁglﬂstorrer .at the custoner site

i nM8kes a client application to place an | PTEL call. :T%'e client

application then ohtains.an u ed,, UDP port from a pool of avail able ports

assi gned for vo:}‘cse -83?&“?3%5#@%6@?”%@83@? GVALY S pPilesasarees 48hen starts

sendi ng voreaseltslat fpsl i @dichin PR RRG ’ ngLwork as
pERGARE ickind FR: RRCHGERPIOMGor LI J1BHYO

best-efforts traffic. PAD 40, whic een configure ect a flow
of UDP (i .EBquiIpmsnbosPThbeallpTi EELSC 128 kenfigures PAD 40he preice€PAgy t T ange,

(1 PreL S0 108 1RBR e FEERL byt Ot B kBB B Seerncs policy

senger inactivity timer for the IPTEL call so that the prevention of call reporting can be '

deleted when the inactivity timer expires. Because no QoS path is authorized, the
‘voice data encapsulated by UDP packets continues to be transmitted over the |
network as best-effort traffic.

20 . With reference now to Figure 8C, a time-space diagram is shown that
illustrates network access system signaling utilized to tear down a QoS path in
response to the expiration of a UDP session inactivity timer. While an UDP
session inactivity timer can expire for a number of reasons including failure of a
network link or node, in the example illustrated in Figure 8C, the timeout event is

25 caused by the customer application at the customer' site concluding a call and
ceasing transmission of voice traffic. Sometime later, when the UDP session
inactivity timer expires, PAD 40 detects the timeout event and reports it to
IPTELSC 120. IPTELSC 120 responds by initiating appropriate signaling to
release the SVC or LSPs for the IPTEL call, and the release is confirmed by a

30 - message to IPTELSC 120. IPTELSC 120 also invokes the pathtear message to
explicitly tear down the QoS path for the IPTEL call. As this message is passed
from PAD 40 through the network, the pathtear message removes iﬁsfalléd RSVP



48 for a policy decision via SPI 56, which in this exanple enpl oys COPS. By
10 reference to policy database 46, policy server 48 determ nes that the
cust oner wasg2/4Bn1der ed guaranteed service for his | PTEL caPCBUSIA48%t ur ns a
policy decision to |PTELSC 120 that 4nstructs | PTELSC 120 to provide
guaranteed service for this |PTEL session, as defined by SA, DA, PT=17, SP
and DP. is | PTELSC 120 accordingly configures PAD 40 with an inactivity

ocour r encty oy B AP TBEELC P epderea R L S8 ol & st up
reserved Rap&vds§oh AL hed E&Efé%?ﬁ PAB oo Gllete A1 BBk QERIfop cli ent

application is incapable of g so. To set - up the reserved bandw dth
route, | RPIEISEDedl.sends a RSVP PATH MESSAGE 20 to PAD 40, 'which forwards
t he PATH MESSAGE downstreamto the receiver. To indicate approval of the
reservation, as well as the anmobunt of reserved bandw dth, the receiver
sends a RESV. nessage .to PA . I.ch. forwards the RESV nessage to | PTELSC
120. A déiRE 1.3?'?%?‘.315 omb%wﬁ&gﬁ@&% reservation of the specified
bandwi dth is thorized. If. 1PTELSC 120 has.cached 25 suffi.cient policy

nf or mat i on { SSETRATHE HRErals Tty GF (OGS GBreF oh§me | PreLSe 120
need not sGH&Y HaB@ins GhowRIgVH _liétﬁidhqg%ldjlpgghﬁﬁn ANNEHbIk adckss  however,
insufficient policy informati on was cached in the policy -cache 130 of

| PTELSC »gstempiplaceyrdamewsith 4@ preseniaventipne Redetring dirside Figrreddeanf i ed

bandwi dth__ca eserved.. .1f the specifi.ed..bandw dth i.s available for
Ceser vat EAERY SAE 36 <t EREReet MpsBRcen GuRRrL St s e 8 2 o
signal i Nghé& kiRt Sie 1ds08s b SIB BUVUFE rédfubdies ti callee BY the SBtwWdRk, fope | PTEL .
session. For an ATMcore, a bi-directional SVCis set up: Alternatively,

for an NMexEmpls; & invite thaadiee txparteipntelispaniimediaconoraee 4881 When
PCT/ USO1/ 4 . - Apot h ipdi 0 S & hi i C
i nvol ves Iﬁ@%ﬁéi&te}f?éﬁ ° Pﬁ\ds}@rrﬁﬁﬁsn n%r@él? %E&?ﬂgog%ﬁ%%asf%pfgr%ﬁ?ﬁhzesy >

di f f er entBAID &0 pasvey itleeINVITH Bquest to 4 Cehftrénee Uall JeRibeadatrollénce | PTELSC 120
receives a connect or confirmnessage, fromthe netwrk indicating that the

QS pat h (F&SDdN- ELHpPS Hea, duepssrabioy soryer 48 (e.g., utilizing an LDAP

15 request) regarding whether the requested capability is approved for the customer.

5 €

Importantly, to reduce the number of message exchanged between CCSC 120 and
policy server 48, CCSC 120 preferably sets a flag in the query to request that
policy server 48 dump the policy lookups for the SIP request into policy cache
130 of CCSC 120. In.this manner, CCSC 120 can thereafter make policy

20 decisions by feferénce to the cached policies and avoid unnecessary queries of

policy server 48.

Assuming that policy server 48 approves the SIP session, i)olicy server 48
sends CCSC 120 a policy decision indicating approval of the SIP session and
25 dumps the policy rules for SIP calling into policy cache 130 of CCSC 120. In
response to receipt of approval of the SIP session, CCSC 120 returns the INVITE
message to PAD 40, which forwards the INVITE request toward the callee.

In response to receipt of the INVITE request, the callee returns a SIP 200
30 OK message to PAD 40, thereby indicating acknowlec:igement of the call without
change in the specified SIP capability. Because there is no change in the SIP
capability, PAD 40 forwards the SIP 200 OK message directly to the caller and



5 updates PAD 40 to associate the flow of UDP packets with the QS path. In
addition, | PTELSC 120 confirnms that the QoS path is setup and reserved by
passi hg av@omni#istm nessage to PAD 40, which passes the conPCT/SemeE3%ge t o
the receiver. Thereafter, voice data3encapsulated in UDP packets are sent
fromthe custoner application to the receiver via the QoS path. 10 As
shown in Figure SB, in the event that the query of policy server 48

results in a policy decision indicating that the custonmer does not have a
QS requi rdegenet pags thepmensageiol SCSCHAPEL Fhe taller clooxf dcnowkdpPAD 40 to prevent

PAD 40 frqm.reporti L call again..Jn-additjon, |'PTELSC.120 sets
an 15 i nacti“W¥ ?%CF ioﬁg?e $@?240E§ Iﬁﬁséfgec‘ﬁg @%gﬁﬁuefthghﬁpg\@ﬂt“ioon of call
reporting gasseheo CAYEI oA 6L futdsdshi iebtblishiRnt 674RE 'SP seBRzAUSE N0 Q0S

path is authorized, the "voice data encapsul ated by UDP packets continues
to be trandrF3¢dA0 thasrquenies ithpelivyr tache 13biotapptdverthe finalfcapabilidOsevibf h

ref er ence | t]4res e_di.agram.is shown.tha illué;trates
net \;%\r/or'k acgg%vghis)@slt' %égpglﬁjglai?sr?gddg? ﬁe@gc?e?sboqq’gg U e o588 tﬁglFHmFln
response 't @ohfigurex PATRY0 othelh iBadthRy 3RS 1208 ottea itaMieteys 1d MBMlitar¥fid € an UDP
session inagctivity tinmer "%an expire for a nunber of reasons including
failure of calbt Frthiep rethmadhe ARk Teguesk smPAD 40, widel iactuthsi n Fi gur e
8C, the t! TERIMEURH 1d hetalEAM e SIF Al MIRAAR0! | Calion al the
custonmer site concluding a call an ceasing transmssion of voice traffic.
Sonetinme |ater, when the UDP session inactivity tinmer expires, PAD 40
detects the ti ut e.v%gt and_reports it to | PTELSC 120. I-PTELSC 120
resfonds by i ni tiCRYtHG BelEk Resqraiances itgs desirghlerts mippniga messigs PYANSr L SPs
for the | PHgm pAlD 40 an@ckker 20t 8assn | ' : S | PTELSC
120. | PTELSC 120 al so i nvokes the pattﬁ%sg?idn%@ggg%%ragkﬁi%?%%é ear down
the QoS patho¥eycachimg péliciruteslat CCASC 120 meatipredags thenpabaed requitsd PAD 40
Lhrough the pet uor K MiSBAINLEAL ATESHRAS T STRIEE bl bkethiratn O

reduced through ihaplementation of a SIP state machine at PAD 40 that passes SIP

15 _ messages to CCSC 120 only to establish, terminate, or change the capability set of

a SIP session.

_ With reference now to Figure 9B, a time-space diagram is shown that
illustrates exemplary network access system signaling for SIP call termination. In
20 a multi-party SIP conference call, each. party can only drop himself from the call,
and the call is terminated after the last party leaves the call. In contrast, in a ﬁvo—
party SIP call, such as illustrated in Figure 9B, either the éallee or the caller can
terminate the call. As showﬁ in Figure 9B, the caller at the customer site initiates
call termination by sending a BYE request, which PAD 40 passes.to CCSC 120.
25 CCSC 120 responds to the BYE request by deleting the SIP session from its active
‘ _ session table and by cleaning its policy cache 130 of policy rules pertaining to the
SIP session. ‘CCSC 120 then configures PAD 40 to prevent PAD 40 from passing
subsequent SIP messages from the SIP call to CCSC 120 and to delete the entire
configuration for the SIP call. CCSC 120 also sends the BYE request ta PAD 40,
30 which forwards the BYE request to the callee. In response to receipt of the BYE
request, the callee acknowledges the end of the SIP call by sending a SIP 200 OK
message, which PAD 40 forwards to the caller without passing to CCSC 120. |



states along the QoS path. I PTELSC 120 then deletes the IPTEL call fromits
active session table and configures PAD 40 to delete all configured

par anet eng0oD#s31t he | PTEL call. 5 Application-Level ExanpP€BUBSI43398SI P
Signaling Referring nowto Figures 9A49E, there are illustrated a nunber of
time- space diagrans showi ng application-level SIP signaling in a network
access systemin accordance with the present invention. Referring first to
Figure 9A, an exanple of SIP call establishnent is shown. ‘In the
illustrated exanple, a caller at 10 the custoner site issues a SIP INVITE

request to theR@?érﬁﬁ?.nbﬁt.BIi‘?glﬂ%twrtﬁerefiﬁﬁlpft%%ghﬁjeég%c% '\é‘iéﬁé‘%ét;thg fﬁlal ee to

participate in a nultinedia Conference ca
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regar di ngiswHgkdied by T ICULE abetifARathk bip'célﬁhe%%%E&\ﬁgg ﬂ%eo{uowe% cust orer.

et we
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po?i cypga}ceﬁée& %%‘Q%'fm%(%%%@o Ene Teﬁf,c’)?nlr?g io Wg%ﬁg&smégéé 1@319@%*&8% Zaf ![ gr C)make
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appr oves o 1t Fotive session, talo khd yersaves essodigtedgmiidies GOBCItd poliey @ohé cy

deci si on {ndi cati f L P i 25 dunps th |
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nmessage to PAD 40, which forwar the I NVITE request toward the callee. In
response 4eete desinsire senfigyeatiqoiortherHwalt COS6elUhtheréssnest aBNE a SI P 200 30

OK nessa [ﬁDO Fxﬁﬁ ' ' ' kno dgenept of, the call

wi t hout grgﬂ%ér%g |%ﬁt110é Sp%%l%leg ﬁ@@%ﬁ@%ﬁ%&&hﬁ%ﬁ@??ﬁéﬁ% i s no change
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15 . 1P OK message.

Figure 9D illustrates a third call termination example in which neither
party to a call requests termination, but instead, both parties simply drop the SIP;
session. In the absence of activity in the SIP session, the inactivity timer in PAD

20 . 40 for the SIP call expires. PAD 40 then reports a timeout to CCSC 120, which
deletes the SIP session from its active session table and removes asséciated
policies from its policy cache 130. CCSC 120 then commands PAD 40 to delete
the entire configuration for the SIP call.

25 . Referring now to Figure 9E, there is depicted a time-space diagram
showing exemplary network access system signaling during negotiation of SIP
call capability requirements between a caller and a callee. As described above
with respect to Figure 9A, a SIP call is initiated by a customer application at the
customer site issuing a SIP INVITE request. This INVITE request is captured by

30 PAD 40 and passed to CCSC 120, which queries policy server 48. Policy server
48 responds with approval of the SIP call and a download of the policy rules for
this SIP session (as requested in the policy query). CCSC 120 then retu'ms the |



WO 02/ 45317 PCT/ USO1/ 44398 43 does not pass the message to CCSC 120. The
caller then acknowl edges acceptance of the SIP 200 OK nessage via an ACK
request , Whbz#s3lPAD 40 passes to CCSC. 120 to informit oPCHUSCeE3IsUl
establ i shnment of the SIP session. C@SC 120 then queries its policy cache
130 to approve the final capability set of 5 the SIP call. CCSC 120 al so
adds the SIP session into its active session table and configures PAD 40
with an i nagti i timer _and other paraneters to facilitate the SIP call.
CCSC 120 th @H?tttﬁgmof‘éb@b&rmodsmth@pallmhj ch in turns sends the
ACK to the callee to conplete SIP call establishnent. 10 To obtain better
performance, it is desirable to m nim ze nessage passing from PAD 40 to

CCSC 120 .and fr oHp@E8e, iv@ortmspiol the yxaeple ldBatedn PighGL9AE the é%%}%e, cachi ng
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two- party MydPe ergodings i exsmplel thst omly PCNI (pfisgusde ABdulgiibMES: 1ideg, cal | ee or

th all er .termn he call. As shown in Figure; B, the caller at

t hgloccust 0 (rfgds}lct%‘yee cﬁorﬁ]‘%@e@ audiq ‘Fantbérsh‘PPPé“fq\ggW thgt cggmnirfq-@r@v@. rlaquest ,

uhi ch PAD 4&sppassoseddpl@ishe $a960NAIRECERI AP ARMS,L & ARGoRYE Lequest by
a

deleting the SIP session fromits active session >Paé§e¢§ani.ng its

pol i cy cac ithe massags tyeCSEy1 30, mdictpauretias its hugaltpolith eachBl1B0s@8SbaibveCSC 120
then confi gy 5%2[: : r t D 40 fr | subsequent SIP
nmessages from t ﬁg éﬁlgggf"@t@&%éﬁ% S&ﬂ%ﬁ tgg]sﬁﬁg%@é &%}Théc&ﬁP?F@LE
confi gur at nmssdgebatie BAD 40 lWhickbasceskBO mRbsge &FMRESafile BYE request to PAD
40 s ‘ ‘
When the caller receives the SIP 606 NOT ACCEPTABLE response, the

caller adjusts the call capability requirements and issues another INVITE r'equest‘

specifying a 56 Kbps bandwidth, LPC audio encoding and an ExpireTimer of 120

minutes. As before, the new INV ITE request is passed to CCSC 120 by PAD 40.

20 CCSC 120 then queries its local policy cache 130 and limits the call duration to
100 minutes according to resource availability. CCSC 120 then returns the

'INVITE request with an ExpireTimer of 100 minutes to PAD 40, which sends the
INVITE request to the callee. |

25 In response to receipt of this second INVITE request, the callee determines
that it is able to support of all the call requirements including a call duration of
100 minutes. Aécordingly, the callee responds with a SIP 200 OK message
having an ExpireTimer set to 100 minutes. In response to receipt of the SIP OK
response, PAD 40 sends the‘response to CCSC 120, which checks the SIP

30 capability set carried in the SIP OK response by reference to its policy cache 130
and approves it. CCSC 120 then sends the SIP OK response to PAD 40, which
forwards the SIP OK response to the caller. When the caller receives the SIP OK



30 which forwards the BYE request to the callee. In response to receipt of
the BYE request, the callee acknow edges the end of the SIP call by

sendi ng aVEI4BOD OK nessage, which PAD 40 forwards to theT/wadlasIsw t hout
passing to CCSC 120. WD 02/ 45317 PCTHAWS01/ 44398 44 Referring now to Figure
9C, there is illustrated a tine-space di agram show ng exenpl ary network
access systemsignaling to end a SIP call that has exceeded the all owed
duration. In the depicted exanple, termnation of a SIP call s is triggered

by CCSC 12Qrestinee;tthagalldratodities & PxsiatTimBag 10¥588HR durati on
speci fied b%g%ﬁﬁ(’a session's ExpireTiner .lmThe cal |l ee g%@%@gﬁfggs%sBYE

request to [PAt espesecds po AIGK resuptinBATY 4) passes the AGK téspoméHor equest
PAD 40 pa t r 0, 4 whi ch C 120 etes the SIP
sessi on ff%%§gt129é§§?§eﬁg£§§%%eo§%§eﬁ’ é%?&bﬂllgﬂﬁééw é%%t?ea@gg policies from
i ts policy regminee. 1Boll80ing GhiSGppial VOISO ddadpess PAD 46 i@ 4y event PAD 40

from passing to. OCSC 120 subsequent S|P nessages in the SI'P call and
conmainds PAPRAY Y JimeFeandiathqriparagpgters do fasilitaty theaSPoallf GCIMG@2GaBocal | . CCSC

120,ther | s e S 5ABURSH 1 EARAD, G LR ot BE T eavest to

both the caller and t . The calTer "an

acknow edgealledeUpondreskipt bEtHS| ACKassionse i the @alldes thal 7P 2a0 iOK nessage.

Figure 9D il |l ustrates .t}{éi rd call term nation exanple in which neither
party to asgﬁqeﬁsél@&ﬁg‘@glés rmination, but instead, both parties sinply drop
the SIP session. In the absence of activity in the SIP session, the
inactivity timer in PAD 20 40 for the SIP call expires. PAD 40 then reports

a tigreout Hpm%%ﬁlgg@@h del etes the SIP session fromits active
session tabl e and renoves associated policies fromits policy cache 130.
CCSC 120 then cogmpdsmBARI 49 e Ly g conf,i guration. for the
SIP call. 25, Referring now tg‘h%f gglﬁtg}oglﬁ’ wﬁlé]?[gga%éﬁl&ebsr g{eg%lilgerﬁ - space
di agram s pecletytosengl more rectivars, lerpiaeen “spat group? giodkl ¥y duri ng

negotiation of SLP..cal] capabjlity requirenents between a-caller and a
e a?l ee. Ascalggkw%gana&ﬁ;g%?ng 1o tlhe )c/)pen gclroup model, sources need only knowa

multicast address to which to send packets, but do not need to know the
15 . membership of a “group” participating in a multicast session and or to belong to
the multicast group to which they are sending multicast packets. Moreover, there
is no centralized group management entity with which group members need to
register, synchronize, or negotiate, meaning that multicast group members can
~ join or leave a multicast group at will.
20.

Although the current opeh group model of multicast communication does
not permit management or control of multicast communication, management and
control of multicast group membership is important to bbth senders and receivers.

For senders, it is important that only authorized sources are available to send
25 packet§ to a multicast group. For example, content providers often wish to protect
their exclusivity as the only source of data to a multicast group and desire to avoid
denial-of-service attacks due to flooding by unauthorized sources. It is likewise
important for the set of receivers in a multicast group to be controlled to restrict
reception of packets to parties autﬁorized by the sources. As an example, sources
30 desire to restrict the receivers capable of receiving video distribution and video
conferencing multicast packets. It view of the shortcomings in the conventional -

P Multicast open group model outlined above, the network access system



with respect to Figure 9A, a SIP call is initiated by a custoner
application at the custoner site issuing a SIP INVITE request. This INVITE
request iveooapi3ur ed by 30 PAD 40 and passed to CCSC 120, mMiT/@R0144898 es
policy server 48. Policy server 48 #M&sponds with approval of the SIP call
and a downl oad of the policy rules for this SIP session (as requested in
the policy query). CCSC 120 then returns the WD 02/ 45317 PCT/ USO1/ 44398 45
I N\VI TE request to PAD 40, which forwards it to the callee. However, in
contrast arehitesture ofthsl presant inventioetnplempity ppkcyobased multedst sevicdoes not ,
respond with P 2 essage C Lk ng the SIP call. Instead, s the
cal Fee r\é\fg%%z}%?%ﬁfﬁﬁ@s%%ﬁggﬁglg%ﬁs %WABLE nmessage indicating that the
requested call bandwidth is higher than that which can be supported by the
access link of _the. callee_and that only a 56 Kbps connection is avail able.
As request ed Byfermrg firgytorEiguses HA-10Bhihersaare depicted poasiend-spacher i ndi cat es

a set of inedi Q&ggi r Le..that onlyv.P ul se code

m)%ul ati o%lggrgpglsﬁnea %ﬁiﬁrlgégingﬁ?@ggg% ?%yﬁ?eﬁﬂé?mﬁﬁ%}%g ®be supported (in

t hat or defegisfration) 6f £4v¢ @jultidadt gro@EPRINRCoritndeasidh e paéschiRyShtidf08s NOT

ACCEPTABLE nessage, PAD 40 passes the nessage to CCSC 120, which queries.
i

i ts | ocal ShesimiaFigurendA.30hoshat the pusiemaer siteistenglsg despalke jainpes set. CCSC 120
th . P : . 40, which
the. oo anaitef: Bk Qb ey Bl sk Fnbio BB IR AR5 pRAEHIRE b iferidy "G 5" o7

AC((j:E_PTABL(ErmlpMmlmiseslt Hrllat_ilgéo]c(é(}l\/ﬁ?) Jaﬁj—Gﬁﬁ@fdeertd\ahdsggﬁmad&b ' Jtz)éstrgut_reg?ﬁi r Eg\é nts
and i ssues an reque speci fving a.56 Kbps bandw dt h, ‘
atdli o enc%ﬂ?“tggtpgﬁé 49%25%’@#@#@“5?‘?2‘;%&%&&@15&9“%@#6@@, t he new

I NVITE r i &Eﬁﬁn ﬂ:’% 1T 29y Ebar then queries
its | ocaleagg)l%ig {:(?/Mcpg%ﬁiﬁ %%p%m I m %§&¥%§%A@Tdu?%itl on %%&efggpm' nut es
accor di ngGtaupReporirMessagaid ablltitagt SEASEChaGoldrdMSEX 120nim dxteenal' | NVI TE

RTE | Shbikefh B a8 iR o ecaiptof B 13H-ERoup Répor Mssagh, MSCTA'® ' "

queries policy server 48 via SPI 56, which in this case employs LDAP. Poliéy

15 — server 48 responds to the query by searching policy database 46 to determine if
the host’s IP address belongs to the eligible membership list for the multicast

group.

As shown in Figure 10B, if policy server 48 determines that the host is not
20 eligible to join the multicast group, policy server 48 returns a policy decision to
MSC 120 rejecting the Join-Group request. MSC 120 responds to rejection of the -
request by dropping the Join-Group Message thét prevents the unauthorized host
from registering a new multicast group in agc,esé router 44. MSC 120 may also
write the unauthorized attempt into an event log for use in detecting fraud

25 attempts or denial of service attacks.

Alternatively, if policy server 48 approves the host’s request to join the J
specified multicast group, as shown in Figure 10A, policy server 48 sends a
policy decision indicating approval to MSC 120, which returns the Join-Group
30 Report Message to PAD 40. PAD 40 then forwards the Joiﬁ-Group Report
message to ac;:ess router 44 If the host is the first member of the multicast group

on the network, access router 44 adds the multicast group reported in the Join-



25 In response to receipt of this second |INVITE request, the callee
determnes that it is able to support of all the call requirenents

i ncl udi ngv@ow#dsh7 durati on of 100 m nutes. Accordingly, theT/wailaesr esponds
with a SIP 200 OK nessage having an4BxpireTimer set to 100 minutes. In
response to receipt of the SIP OK response, PAD 40 sends the response to
CCSC 120, which checks the SIP 30 capability set carried in the SIP OK
response by reference to its policy cache 130 and approves-it. CCSC 120

t hen sends the SI.P OK response to PAD 40, which fqQrwards the SIP K
response to 1MH&P i{ip?ﬁﬁesﬁggfﬁogﬁﬁ%éﬁF‘?é’llt“?aétc%%%glef’ﬁ’@r s aokheetymrks317
PCT/ USO1/ 4439 &hidbthe 25RO S8acHeRe caller nodifies its ExpireTiner to 100

m nut es and acknowl edges the SIP OK response via an ACK request. PAD 40 .
passes the ACK response to CCSC 120, whi-ch approves the final SIP

S50 cont | yur o5 PASTHBARANY BoFgtFe LU BF IOC e it ne seieanmt or & 1o
facilsitate tdigrdhRleatdting GRS kA netBEk adceds\ 4y fEm! MehaEK R $5@ ﬁzte Qoié[() 40,
e

whi ch forwards the ACK nessage to the callee. Upon receipt o
response by manage hegtaeembershipgperies| seeking tasdrieroring thelmermlrrstipiofhed. 10 | P

Mul ti cast i ted 1.0 current an LP Ul ti t hat
is, the de%&gﬁﬁgagﬁéﬁ% op??/\%)h%o ;W%m'reg@eqs ,‘mé‘?’f:ﬁfv(??@gﬁﬁ%pen
group” nodelHost Megshurhip CriciyomessAgs O ghatthet i thd e tWBENrEhUeBesiRG@Ey SOUr Ces
need only know a nulticast address to which to send packets, but do not

need to knofAt Racket hgedesdilien BY camturgs thys HalMP messegechased ipep itspert mul t i cast

sessi.on and Lid i hey are, sendi ng
i toast padppELatf ALt O Hos Breelshii Oberd Ltk o TN 328 M e o
entity w thprduessor 20 0pS@EADElich qireeids pelicyrsenies 48 via SBIFEHRNEIZR, thizl

negoti ate, neani lgg tfiat 1rdrul t'scast 1gr,oup menhers can _ _join or | eave a

mul ticast gF®UBP&EMA!PYs LDAP) to ascertain whether the source address of the Host

Membership Query Message is an authorized access router 44.

15 As shown in Figure 10B, if policy server 48 determines by reference to
policy database 46 tﬁat the Host Membership Query message is from an
unidentified or unauthorized source, policy server 48 returns a policy decision to |
MSC 120 rejecting the Host Membership Quéry. In response rejection of the
Query, MSC 120 drops the Host Membership Query meséage and writes a

20 warniﬁg message into its event log that may indicate a denial-of-service directed
toward the network by flooding of unauthorized Host Membership Query

messages.

If, on the other hand, policy server 48 épproves the Host Membership
25 Query and so indicates to MSC 120, as shown in Figuré 10C, the Host
Membership Query is returned to PAD 40, which forwards the Host Membership
Query to the hosts in the customer site. Thus, the network access system of the
prevent invention supports policy-based managemént of Host Membership
Queries. | | . 4
30
With r.eference now to Figures 10E-10F, there are depicted time-space

diagrams of exemplary network access system signaling utilized to manage



Al though the current open group nodel of nulticast communication does not
permt managenent or control of nulticast comruni cation, managenent and
control ofomasitast group nenbership is inportant to bot ACHEREEH98and
receivers. For senders, it is inport4dnt that only authorized sources are
avail able to send 25 packetss to a nulticast group. For exanple, content
providers often wish to protect their exclusivity as the only source of
data to a nulticast group and desire to avoid E_enl al - of - servi J::e ?t;Eg?kfhe
due to fl ooek HiReEEPab KR icSBE hERidrk | e wil JTpOLt a

set of recej ydg}@séo?’fn a nul ?ircast Oat?oalp tolfbren%gﬁtér'%ﬁ}%e%mt%ng@bswpgt
reception of 15HExLQE-10F, phpstias theaustoorer zitel sdmds Th enudtinasoesketdadaps@ganpl e,

30 | L.ct the,recejvers capable of receiving video
G st buti o SR oo iR ol O BR ALY o] s R tiedfat miltcestandet, « he

shor t coni ngpadket hduderetest daphiabs the Bclde bibCASLGRP RIU AL AR TRIEGL, out | i ned
above, thegﬁe wor k access sya(sptem V\DIPOZI 45317 PCT %8016?31 o] %@er :

ar chPt ect ur BAGSetsiaging lissankticast nddnesorad; prpvieu&éylbgeﬁgeacg&éublagf Bdmrmlgfy caft o
[ i a Fi.gures 10A- . Referrin irs

serv e mpageon 0% SR, LA ST e IORIOL el g 150

exenpl ary neteties poRccesGersiBstie SPE 5 (thicheh s é’@@é&ﬁlgy&%&p&gt i on of new

' t oups -in accordance with the present invention.. ~shown in
E}JBLL gaiOA? “éefw?%? whethep thesqurcs pddress ofcthe myltidast Ikaietsla't;) alahbﬁéejdabrseﬂdl t t

K ' I cast group) by sending an Interne
g“LLLC:‘/zltt%@gg{%ﬂgwé%%é&wfwgﬁﬂﬁ%%%&%po” Message to access router
44 1® t hrough PAD 40. Packet header filter 80 of PAD 40, }/vhich i?PT 2

[ me es by exam nin rotocol type- = 2),
ggpagggge?hteo\]o?‘%gg}lér‘%&bl%%??3 d §%§@)8/n$ed°éeqvintt%ifg@9ﬁcss_é¢ai$iom Control | er .
Report Nessana Ras o gReaE aReRlIa phckel REF BRGuieint SEBH kending e 1 i o
(l? gg gr terrprgfﬁggﬁmpa@@It iiscu;agd@tiﬁedeﬁ ueauthdrizedy; DdHCL20 ggﬁﬂﬂ@u&ép@ ‘hytots ea{, f\ hi ng

ol icy dat se 46 to determine if .the host's | P address belongs to e

gl i gi %I e rreacgng% L‘iﬁl%’sﬁ Ii’%cgetls(f?r COmpipatiogQt source and multicast address and

15 writes a warning message into the event log that may indicate a denial-of-service

attempt by a particular source ﬂoodmg multicast packets onto the network.
Alternatively, if MSC 120 receives a policy decision from policy servér 48
approving the multicast ‘pécket as shown in Figure 10E, MSC 120 configures
PAD 40 to directly forward multicast packets for this combination of source and
20 . multicast address to access router 44 and returns the first multicast packet to PAD

40. PAD 40 then forwards the first multicast packet to access router 44 and

- forwards all subsequent nﬁulticast packets in the ﬂow directly to access router 44
without passing them to MSC 120. Thus, the network access system of the
present invention utilizes policy-based decisions to permit ingress of authorized

25 multicast packets and prevent ingress of unauthorized packets.

With reference now to Figures 10G-10H, there are illustrated time-space
diagrams of exemplary network access system signaling utilized to manage the
receipt of multicast packets from the network. In the example shown in Figures

30 10G and 10H, access router 44 receives IP multicast packets from the network
and forwards them to PAD 40. In response to recéipt of the first multicast packet,

packet header filter 90 of PAD 40 captures the multicast packet after checking to



group. As shown in Figure 10B, if policy server 48 determ nes that the host
Is not 20 eligible to join the multicast group, policy server 48 returns a
policy de¥oser/ensito MSC 120 rejecting the Joi n-Goup requREeT/USMBE3W20
responds to rejection of the requestS0by dropping the Join-Goup Message
that prevents the unauthorized host fromregistering a new nulticast group
I n access router 44. MSC 120 may also wite the unauthorized attenpt into

an event |og.for . in detecting fraud at t t r denial of service

attacks. Al tcelértﬁ{ﬂlgge h)?alelr pg@ﬁ%\%@%%é?‘ﬁﬁ%ﬁéﬁ%éﬁgﬂﬁﬂw b%en_r equest to
join the spageive@dPadket heist UEOIPtheA HaBOWE firf drulGEs® pddAt tPOISCEY Sserver
48 sends a 8% icy decision indicating approval to MSC 120, which returns

t he Joi n- G ol BExtepalRrosasserdie vihictrpprig polimaener HR én détormiar dehet s

Joi n- Group - ter .1f. the host.is the first
nmenber of t@%ﬁ?@é@%ﬁﬁg [&%ﬁg%ﬁﬁ&ﬁ%tsvl\%?@o 7eddg sy frastpag t-he
mul ti sast grnupe sgRidfidddultivait@odmi n WO 02/ 45317 PCT/ US01/ 44398 48 G oup
Report nessage to the list of multicast group nenbershi ps on the network.
to which the host is attached. Referring nowto Figure 10B and 1CC there
are depicted timnmex AGEn flﬂ"é ' ] | . ccess
system signaling t gt | S%ll.ltﬁli | zg f#wn%g%ﬂg%sg%&ne ées?/tgﬁf%x\%éﬁ?fes
seeki ng to dembicastyackdie ismerdnédrosizedy fof exampie)lbe¢aass thegioatue. of e nhkicaxanpl e

shown in Figure 10C, .PAD. 40, receiyvyes an | GW Host Mephership Query nessage
o g1 nat | ng PIFKERES PR rormRuboRes) poltirervel 45 sPRtIMS CHERAPOISN { or 80
capt yp €s 1 hi gechGrefEsing Iec AR T RARichdrHaBR ! In Rs %re@&%oﬂ%?ses the

Host Menbership Query nessage to MSC 1207 n externa processor 42. MsSC 120
t hen quer i esrepeipt efiths srutteastiBackiey MFCT 136 configures P ADt40ito drepxamticasenpl oys

LDAP) to ascert ai et her, .t he source address of fhe Host . Menbership Query
Message i s a??‘cg%fﬁ%rr et né%%?s??osﬁ%? aﬂ‘i.m ?@%a@ﬁwiwwwmr i f
P ol icy servemedBgélpketHe siRft Y thAfeleneRate Anauthorized multicast packets from

the specified source address attempting to flood the sub-network in the customer -

15 site. As a result, subsequent multicast packets containing the same combination of

source and multicast address are dropped by PAD 40.

Alternatively, as shown in Figure 10G, if policy server 48 approves .
receipt of the multicast packet, MSC 120 configures PAD 40 to directly forward
20 A subsequent pé.ckets containing the same combination of source and multicast
* address directly to the customer site. MSC 120 also returns the first multicast
packet to PAD 40, which forwards the first multicast packet and subsequent
- multicast packets to the customer site. As illustrated in Figure 10H, subsequent
multicast packets in the flow are forwarded by PAD 40 directly to the customer
25 site without passing them to MSC 120.

Conclusion
As has been described, the presenf invention introduces a distributed
network access system architecture. The distributed network access system
30 architecture of the present invention replaces a conventional monolithic edge
router with a programmable access device containing at least filtering and

forwarding functionality, an external processor having one or more service-



policy database 46 that the Host Menbership Query nessage is froman

uni dentified or unauthorized source, policy server 48 returns a policy
deci si on W@ 02/M3C7 120 rejecting the Host Menbership Query.PCTVUSEZEoNMSSE
rejection of the Query, MSC 120 drop$ the Host Menbership Query nessage
and writes a 20 warning message into its event log that may indicate a
deni al -of -service directed toward the network. by flooding of unauthorized
Host Menbership Query messages. If,.on the other hand, policy server 48
approves t hespessiic svevibe cottiqiler2thatingy lyrﬁem“tqaoﬁey-lbﬁ@dce@h$§l dﬂgé/?ﬁ%p%\%dllgs
shown in Figure 10C the Host. Mepbership ery . is returne o F ,

whi ch forvva?ﬁ%a?cﬁés Ii%‘é?tr ASEPERT EESI‘HE@F‘%{ éstrbiged architedtarechast omer

[ -] nt.i Qn..supports
P01 | cy- based manmaenants P o TNl Apndle ity b AR e BEE R ce. now

pol i cy-based management of Host Membership o) _

to Figures 18®labiry, ferdbiitarextapeibility ctteropeeatilige eecutliyaaidisaviet exenpl ary
network acce stemsignaling utilized to manage WO 02/ 45317

PCT/ U§01/443 M s%ndi ng of multicast packets to the network. In the
exanpl es shown in both of Figures 10E-10F, a host at the customer site
sends | P nulticast packets addressed to a particular mul ticast group. \Wen
PAD 40 receives tkbe neteork acdess amsbiteqiare loéthe prpmmukiaverttzmdehicvid suferio

h Ki . t erm,ne whether. 5 packets having .
To i 11 cast et a8ty Ehe I el R ot Bl it PR hen  pacsest he
first multicdistribptiekef funotibElint dohp Hess ReRal mﬁﬂﬂ‘éﬁ%ﬁﬁ%gﬁ&qﬁ@gaﬁ%gﬁ o

queries poligy.server 48 via SPI 56 (which in this case enploys .
det etfri ne VERSy At prEeEgl Prasewa Proyiding serviee pentrdloansitanpecéss router. alint h(ﬁrl zed
to send nulty : specified glticast roup. 10 As shown in
Fi gur e. 10|3,IS #ﬁagéerég%%%%&@:)ﬁ e%g?lg'.ﬂ%éjf? rffgnﬁ%qwé CAEETSE T BT Bom the

functionality implemented by the programmable access device and external

processor, additional traffic and services can be handled without overloading the
access router simply by adding external processor modules and programmable
15 — access devices according to service requirements and customer demand. In |
addition, as Internet traffic patterns continue to change from locally concentrated
to globally distributed, the ability to .apply service and policy control at the |
'network access point separately from regional routing provides a more scalable
design for forwarding traffic toward distant destinations.
2 | |
The distributed network access system architecture of the present invention
alsQ provides improve&l flexibility. Such flexibility is a natural outgrowth of the '
~ ability of a service provider and/or customer to implement policies that govern the
service control and programmability of functional modules of the programmable
25 access device. For example, the packet header filters of the programmable access
device can be configured to distinguish packet flows based on any arbitrary '
combination of SA, DA, TOS/DSCP, PT, SP, and DP, as well as higher-layer
protocol information, such as TCP, SIP, and IGMP. In addition, the m;)nitors of
the programmable access device can be programmed by the service controllers of
30 the external processor to collect statistics for érbiurary combinations of SA, DA,
TOS/DSCP, PT, SP, DP, or other fields and to report on events (e.g., exceésive
TCP retransmissions and RTP/UDP inactivity) based upon the collected statistics.



rejecting the sending of the nulticast packet (e.g., because the source
sending the nulticast packet is unidentified or unauthorized), MC 120
configuresOPAB340 to drop nulticast packets for this conbCHaseoR3wf source
and nulticast address and is wites &2warning nessage into the event |og
that may indicate a denial-of-service attenpt by a particul ar source

fl oodi ng multicast packets onto the network. Alternatively, if MC 120
receives a policy decision frompolicy server 48 approving the nulticast
packet as éﬁ%@/\?@lelﬁmﬁlﬁﬁﬁ@lh@mhcm afxyck gonitguipg s, trac stgisties Birr ect ! y

forward nul §:} f-on i ase]] i f I ticast
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forwards all sybseqguent, | ticast ,packets in the flow directly to_access
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off the _PreseRl TONPNHLADHALibY Mefipekihey shask wisehs] ons Lo perm { ingress

of authorized 25 rruxfﬁ'cast péclkets@g;ghg)f/%@ent i ngress of unauthorized

packets. Wth reference nowto Figures 10G 10H, there are illustrated

ti me-space diagrans, of exenpl.ary .network, access systemsignaling_utilized
FiPpdli %
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exanpl e shoyRmrblpbl A% B9 set¥icEcamebkPin REE&EHal %%é‘s"soﬁzlsdcﬁ%ghﬂé‘ei I'P
mul ti cast packet's fromthe network and forwards themto PAD 40. In
response t cpeedieicphiralfcantbe ifptenentad dithenwith dadikated seryiekcontrbldasier filter 90

f PAD 40 t .th [ ti t k ft h i 02/ 45317 '
DT Us0L/ 4488 e sRnEp i SRRt BErSr sdiceroiells AP RS lerodhe s oy oss
had previ oysbyerigfilembRa8orY, 8w RaakAlcal 88 dfFodutdd ShpBPby MelinPasses the

first multicast packet to MSC 120 in external processor 42, which queries
pol i cy ser \servigscandrofiersearrhedifyingexisting sehdcesenntiolersd dhe addisiontof@mewul t i cast

address is aut.horj zed to send ti.cast .packets to the,.specified
i 1 cast - GPE deES abtatRn e ML SRGh RS Bltm S Becb BRI s
that recei gbuf, or Gtldriseiide ddackRES. Thud)BEier bavicaeske nobdispipdihaindecause

t he source of the multicast ) .
15 service upgrades. Moreover, because the service controllers are independent of the

programmable access device and access router, the development of new services
and upgradiﬁg of existing services is not dependent upon vendors of pfopr'ietary |
hardware, which greatly reduces the time and cost for developing or upgrading -
services.

20 '

The extensibility of the present invention is also attributable to the
additional monitoring functions that may be implemented in the programmable
access device, for example, to verify conformé.nce to standards, debug code, and
assist fault diagnosis by saving and re:portinf;I memory dumps and other related

25 * information to the service controllers. Such capability is not integrated into
' conventional switches or routers and is usually achieved only by the addition of
external network monitoring devices. The enhanced usage monitoring provided by
the present invention enables a service provider to sell network resources (i.e.,
capacity) dynamically while still conforming to SLAs. This not only improves
30 network utilization, but also automates traffic engineering, which reduces network

management expenses.



packets is unidentified or unauthorized, policy server 48 sends MSC 120 a
policy 10 decision rejecting receipt of the nmulticast packet. In response
to rej ectWwon2/¢f317 recei pt of the nulticast packet, MSC 120PcDuRiig4s®ss PAD 40
to drop nulticast packets for this &8nbi nati on of source and mul ti cast
address and wites a warning nessage into the event log that may indicate
unaut hori zed nulticast packets from the specified source address
attenpting to flood the sub-network in the custoner is site. As a result,
subsequent mul t i dagptedabree.dhe distrdiutgdnetwork asegse sysemiofishe mrsemt  sour ce and

mul ti cast re.drop PAD.40.. Al.ternativel as own in Figure
110G if po?.ﬁ%ﬁ%@r &riby S%@?%%&%f Bmgighality ampug ﬁﬁf‘%/g?%‘a?ﬁggfeﬁ%is, MBC 120
configures RAfe4tn bteflial prickssot provedifly setdics UBRRAIUAI anlRe&RrsutepNt ai ni ng t he
sanme conbi nation of source and nulticast address directly to the custoner
site. MSC 1Beraysesihesedifferant ep@pppgnis comnimigats via \y@l&:rdeﬁna%m rAfcan, which

forwards t | ) i S t | ticast ckets to

t heV\%ust oneh]?ltefsrééez%m@ § ln%ﬁg%preg? %ﬁ%&nﬂg'@ﬁgﬁeﬁ%ﬁ‘gﬁg %g ﬁ%@%ﬂﬁé’ﬂ?’f’o i cast
packets in beimg ddveloprtddyfths vaneleehdoy. PAD 40 directly to the customer 25
site wthout passing themto MSC 120. Conclusion As has been descri bed,
the present invention introduces a distributed network access system
architecture. T ' | : %% ' ure of the
pr esent inventigghérj%%};{adézﬁs%gﬁggﬁgse E&éﬁ%%%??% [ Qe%iges‘ tﬂ#‘%ﬁ&er with a -
pr ogr anmrabl erdcesemd rdevorkettaokd & oriergmple, the @gterfal btceeisngnagnde f or war di ng
functionality, an external propcessor havi ng one or re’service WO 02/ 45317
PCTHUSDL/ 4438B1AEE B3certie COLEPITER Walr FOPETS f?%”&lp&prmﬁ% opthei cy- based
control of 5BeRiinIARtesPleAEERSSIEQUERE chiffin&tf ma%iﬁa%'secdrﬁyt' ng. This
distributed architecture has numerous benefits over conventiona

nmonol-i't hi c sofiaes ard/ohliardwangrcas easilychelidiegrptedsintd thbiekietnal pfdcessobisdi ty,

extensibili f}]Xt’ selssrilér%rtg%%xrnﬁgﬁrleltgy prosgreammC iy éﬂglg ’accaegsd desv?crevﬁ'grg I? chrlr%\s/sleg Io nelrng.

than its master external processors (as well as other unauthorized communication)

15 are denied by the packet header filter of the programmable access device without

being passed into the network.

The present inverition also has enhanced service provisioning. Since the
programmable access device intercepts network, transport and application level
20 messages, thereby enabling the identiﬁqation of applications and users, the
| ~ network access system of the present invention can establish appropriate priorities
for or provide desired bandwidth to data flows 6f user applications. For example,
by employing RSVP and a LAN subnet bandwidth manager (SBM), a customer
application can be provided with guaranteed bandwidth and priority end-to-end
25 across-local and wide area networks. Importantly, the policies that enable
customer applications to reserve bandwidth, perform admission control, aﬁd
prioritize traffic streams based upon available network capacity can be determined
not only by the service provider but also by customers. Thus, customer'
applications can interact with service provider network resources to dynamically
30 provision services and provide applications with a guaranteed quality of service.
This network-based provisioning invoked by policy control replaces time-

consuming and error-prone OSS (Operation and Support System) provisioning,



The network access architecture of the present invention achieves superior
scalability as conpared to conventional nonolithic routers by virtue of the
di st ri butwoen2/¢f31f unctional ity anmong t hree | ogi cal nodul esPCHUSIIGEB®SNTTADI €
access 10 device, an external processér providing service control, and an
access router. In particular, by separating the routing perforned by the
access router fromthe functionality inplenented by the programabl e

access devi a}e %&d Sxt.era%a?l. r.oc%zjs&rs, addi tional traffjc_and services can
be handl ed WEHEUFUYIRES é&f‘ﬁ@‘w ceEHd thegptwprksprapisipning ®adPng ext er nal
processor npgdyliesuabdePiRdicapmbl e 15 access devices according to service
requi renments and custoner demand. In addition, as Internet traffic

patterns continue to change fromlocally concentrated to globally
distributed, the_abili. 0 | y,service and policy control at the
network access pGVER V%‘é%&#‘%tagg%‘ %ﬁ%ﬂﬂ%&. @ﬁa‘ﬂsﬁgﬂﬁeﬁr\‘&t‘ﬁia%?%ﬁ ayvieme. .
scal ghl e  dgshAstherofftRE PRdsEhtBvamiRhdal pheMa 8 oSt SiRBlvasSWoRatdiRS,. 20 The

It
di stributed network acceSs systemarchitecture of the present Invention
al so provi desrently, dhetrend spbsdrvicy praSidsins fol pah lnidré tiptelligemt haid thateforet gr owt h

of the ability of service ovi,der. and/ or custoner _to inplement. policies
t hat gover nmtoﬁeexPs?ggl\YF ?Swggsrﬁo%? cdgPt, %P%FW&BEWW' ﬁOW?Y%Ettﬁ’érfgﬁl dul es
of the progreauiredbetctRersss pﬁﬁ:hﬁké\'ihﬁﬁife@zindech%ﬂir@ exﬂéﬁﬁiv@mgd?ﬁﬁﬂﬁér_ _
filters of the pr gagr ammabl e access device can be configured to distinguish
packet f| onBrepusesdEgpment). dnisoairagtythe diswibutedinebyorkacess sybem Ckit@S@e, PT,

SP, .and DP, S: NJ - col informtion, such as TCP, -
S P,1 gand I d{g?hﬁvﬁl-ég%& P{U 8%?8 ﬁg%ﬁ fegértge f mW%%Yegg%%@gﬁa@@%@ devi ce
can be progeumtareets iy guichase suffitert Giifelligeh® & ploviR kbﬁc@ﬁ%ﬁ*&é}? wiRk&gessor.
to collect statistics for arbitrary conbi nati ons of SA, DA, OS/ DSCP,;  PT,
SP, DP, or WRHEFCXPEEds and to report on events (e.g., excessive TCP
retransm ssions and RTP/UDP inactivity) based upon the collected
statistics. WO 02/45317 PCT/ US01/ 44398 52 One particularly useful
application of sWdfilenthainventiohasbdenpakicaBrlytsadbwatand dedepibed with

15 reference to a preferred embodiment, it will be understood by those skilled in the
A art that various changes in form and detail may be made therein without departing
from the spirit and scope of the invention. For example, although aspects of the :
present invention have been described with respect to a computer system executing
software that directs the functions of the present invention, it should be understood
20 that present invention may alternatively be implemente(:d as a program product fof use
| with a data processing system. Programs defining the functions of the present
invention can be delivered to a data processing system via a variety of signal-bearing
" media, which include, without limitation, non—rewﬁtable storage media (e.g., CD-
- ROM), rewritable storage media (e.g., a floppy diskette or hard disk drive), and
25 communication media, such as digital and analog networks. It should be understood,
therefore, that such signal-bearing media, when carryingd or encoding computer
readable instructions that direct the functions of the present invention, represent

alternative embodiments of the present invention.



different |layer-2, layer-3, layer-4 and higher layer traffic types to
ensure that active SLAs are maintained throughout the network. This

pol i cy- bas@d2/#pr oach for providing dynam ¢ SLA support PETARE/4388work i s
a nore flexible solution than the 5 darrent TDM (Ti nme Division

Mul ti pl exi ng) approach to SLAs. The advantage of extensibility arises in
part because of the service-specific control provided by the service
controllers in the external processor. Such service- specific control can
be inplenented either with dedicated service controllers or 10 with generic
controllers that each support servi c&IshBdBfic APls. Regardl ess of the
chosen i npl enent ati on, new services can 'be introduced sinply by addi ng new
service controllers or nodifying existing service controllers. The addition
of new serwkes dgasdiet require any alteration to the programmbl e access
device, access router, or other service controllers. Thus, other serwvices
are not disrupted during 15 service upgrades. Moreover, because the service
conttollersqyare i o) e rogrammabl e access devi ce and access
rout%r, the1deveﬁggﬁgﬁgggg%ﬁﬁﬁﬁég%§9§1ggn hd upgradi ng of existing services
i s ngt dependent upon vendors:-of proprietary -hardware, which greatly
reduces the tine and cost for developing or_ upgrading services. 20 The

ext efsi bi |ity of 28 FECEIkPEIESSORThah invokes apalicychased sarvige apireceived: he

addi §ional ppaitoring, functions that nmay be inplemented in'the
programmabl e atcéss device, for exanple, to verify conformance to
stanglards, debug code, and assist fault diagnosis by saving and reporting

menory dunps and other related 25 inpformation to the service controllers.
SuchScapabi ity PSEBROMROEASESHCVISE Having dresseassrinieriacs equndad orsatdbut er s

and ¥° usuag,hgmgp%io géll'sﬁgr %irﬁ]%rr?ggncﬁ ottt %ngﬁ%%% & pr esent

noni toring devi ces. usage nonitoring prov
i nveati on eamsltbesnmisded with apredworke wherirssdid progtanuméable ascrss dedcd i . e.

mor bves, aoiBEsH Rasiet Brade Bt and B eioklebifabes vikielle "ot neer i ng.

whi gf 1 eduCEKBRIHRINfuNi ERERBEFREA (1RX4MSNERSecond network interfaces, wherein

11 said packet header filter identifies messages received at one of the first and second
12 network interfaces on which policy-based services are to be implemented and
13 passes identified messages via the message interface to the external processor for

14 processing.



WO 02/ 45317 PCT/ US01/ 44398 53 As noted above, the distributed network
access system of the present invention distributes network access

functi onaVOooy488mbng a progranmabl e access device, an ext REHARIIpHE8eSSOr
provi ding service control, and an acééss router. Because these different
conponents conmuni cate via well-defined interfaces, 5 interoperability is
not dependent upon all the hardware or software conponents being devel oped
by the sane vendor. The present invention also provides enhanced security .
against theft of services and network attacks. For exanple, the external
prodesso mdy be Ti® netiverkaicnesd system of €llaime] end ifumirenmpyiiniges podieyi ng t he
forwarding'l ...-actjo of, th Dr ogr a bl e .access device .in a
Ies\giisecuréerevﬁ{/?c?"@ﬁ#eﬁqﬁﬁe F}ﬁte%gﬂoc%ﬁsf,r’ TR $37d PRUTY SHAYE BEASY har dwar e |
can zeasi | y pbHcy 82862 ®0ht Bk@riahgroR¥dsgf. nal processor so . that sessions to
configure the progranmabl e access device from|P addresses other than its
mast er external processors (as well as other unauthorized conmunication) 15
are denied by the packet header filter of the programrabl e access device

wi t hout' being passed into the network. The present invention also has
enhanced ser vi cahpmewsikaRtag sysemes G418 2, pressia MBRIRyacRRS S £18Mt ce
intercepts network, transport and application |evel 28 nmessages, ‘thereby
enaBl i ng t Religyieasyer ardwhensinothe giisimat ardcesser supports a phiralityeofpetiopr k access

system of I i 1.0 stablish appropriate priorities for -
or tﬁr ovi deg eggrﬁgﬁ%ﬁﬁmgg{%b%c}g%?ga | ows of user applications. For

exanpl e, by enploying RSVP and a LAN subnet.-bandw dt h manager (SBM, a
custoner application can be provided with guaranteed bandw dth and
priority end-to-end 25 across-local and wi de area networks. Inportantly,
the,policigs th QB @E]]-lln' i v, w dt h,
perflor m 'adﬁ*i ssi g%‘e?gﬁﬂr%af’%ﬁﬁ pr iogri ti %%@%?@%ﬁﬁ%@o%gggd upon
avaizl abl e mefdudesle polippcadhe thatrseleetividy eadiienpalicigsatbtainéd/frbm thbpoBey Vi ce
provi der but al so by customers. Thus, custonmer applications can interact
with servi 88VProvi der network resources to dynamically

1 5. ' The network access system of Claim 1, wherein the external processor

2 includes a plurality of service controllers that each implements a respective one of
3 a plurality of services. '

1 6. The network access system of Claim 5, wherein the plurality of service

2 - controllers includes primary and Secondary service controllers for a particular

3 service, and wherein the secondary service controller provides said particular

4 . service to said programmable access device if said primary service controller fails.
1 7. The network access system of Claim 5, wherein the external processor

2 comprises at least one signaling controller that, responsive to one of said plurality

3 of service controllers, performs network signaling to setup a network connection.



30 provision services and provide applications with a guaranteed quality of
service. This network-based provisioning i nvoked by policy control

repl aces WO nm4s53tonsum ng and error-prone OSS (QOperati on ahdI/Beppases Syst emn)
provi si oni ng, WD 02/45317 PCT/ USO1/ 44398 54 thereby reducing the intensity
and the cost of the network provisioning for IP- centric custoner
applications. Even with the above advantages, the distributed network
access system s architecture of the present invention can provide a
cost-effective network solution. Currently, the trend is for service o
provihders t@. pusiTn L p t expensi ve devices
to the edge of the??l%%?ﬂ\;gﬁﬁésggg&?g%g m@g‘?@%&e@éﬁ%@%ﬁ%%eﬁ%s

cust 8ners t geyioe trralest progedningleln taceassi devies, ehd wheriptheikieendlipescessasst omer
Prem,ses Equi nt).. lp contrast, e distyibuted network access system

ar chit ect ur glc%}%&a ww&ﬁgr%&éﬁ%rm?ﬁ ?CGFFSé{?WS certroliarsthay gach coprbensi ve
PADS 4 whi Chr@spahh@oncQIa NS diprodia AR SUldidel Bl ink 1] LAPREE o

provi de service delivery w thout ®~ undue expense. e e 9'nvent’ion has
beenSpart i cpragrammeblevascesaddedsscri bed with 15 reference to a preferred
enbodi nent, it will be understood by those skilled in the art that various
changes in formand detail may be made therein without departing fromthe
spirit and scope of the invention. For exanple, although aspects of the
present invention have been described with respect to a conputer system
execlting £of t wahe netyrk @pgest systanh of Elaiotli, and fugthet hmp?ﬁagatne’twmknt ion, it
should be u r iavention may alterhatively be

i mpl gmant edﬂlggé%hge?lga%g%t%?%%f@gg%f%%t&%e}gwgwrgc%ﬁra processi ng system
Prograns defining the functions of the present invention can be delivered

to a data processing systemvia a variety of signal-bearing nedia, which
include, without limtation, non-rewitable storage nedia (e.g., CO- ROV,

rewitabl e ora i i e.qr _hard disk drive), and
25 C(h)m‘runi cg(?'i ongﬁrr%gl a,OQEégﬁgsassysgﬁng!)fg%%‘dwgg%i%bh% SFVV% Ranagement, | 4 pe
undeest ood, servérandfidese billhay fasilichthat bitle cudiemeisng ac@ddace WA see@EEY 1 N OF

encodi ng co ter
3 9 ﬂgﬁiemented_ by the external processor.

1 11.  The network access system of Claim 1, said programmable access device
2 further comprising a control interface, coupled to the external processor, throﬁéh
3 which operation of the packet header filter and forwarding table is controlled by

4 the external processor. |

1 | 12. The network access system of Claim 1, wherein the programmable access
2 device further comprises at leaét one monitor that gathers statistics regarding

3 network traffic and a reporting interface through which reporting messages related
4 to the statistics are communicated to the éxternal processor.

1 13. The network access system of Claim 1, wherein the packet header filter

2 filters packets for service processing based upon protocol information ‘

3 pertaining to protocol layers higher than layer 3.



readabl e instructions that direct the functions of the present invention,
represent alternative enbodi nents of the present invention. W 02/ 45317
PCT/ USO1MmMaA 8983155 CLAIMS Wiat is clained is: 1. A net wb€RU&CIEHE3% syst em
conprising: 2 3 an external processd@B that invokes a policy-based service
on received 4 nessages; and 5 6 a programrmabl e access device having a
nessage interface coupled to said 7 extemal processor and first and.
second network interfaces through which packets 8 are communicated with a
net wor k, wherein said programmbl e access device 9 includes a packet header
filter and a forwarding table that is utilized to route 10 packets

comuni cated between the first and second network interfaces, wherein i

sai d1packet 1headdefrietwank dcdesntsyétéxﬁ&f@a’ﬁﬁg,eﬁhd%@iﬁ%élﬁx‘égﬁﬁnﬁﬂﬁeOf the first
and second _12 network ‘jnterfaces on which policy-based services are to be
i npl énent ed 24K E 4510 T fBRRes iedlingrdBatqodices packets byreefempee imt er f ace to
the gxternakafOsLa80krd Or 14 processing. WO 02/45317 PCT/US01/44398 = 56
2. The network access systemof Caiml, and further conprising a policy 2
server coupled to the external processor, wherein said policy server
provides 3 policy decisions to the external processor. 1 3. The network
access systemof Claim2, wherein the policy server is a first 2 policy

server, andisher ghe nkRRorR4E&S s 8 stdh 9F SR i Lural ity of policy 3
servers including the first So?%scy ser\%ﬁ.lﬁﬁggﬁ%}oﬁg V\C/(a)ofr%’riégﬁess system
of CRai m 2, 2 wrek®ithatihaske packetsethatptooue semform with the traffic parameters.

1 16.  The network access sy:stem of Claim 1, said programmable access

2 . device further comprising one or more output buffers and a scheduler that-

3 schedules the transmission of outgoing packets within the one or more output

4 buffers to support multiple quality of service classes.

1 17.  The network access system of Claim 1, and further comprising an access

2 router coupled to the second network interface of the programmable access deﬁce.

1 18.  The network access system of Claim 17, and further comprising a switched

2 access network coupling said access router and the second network interface of the
"3 programmable aécess device.

1 19. A network comprising:

] :

3 a network access system in accordance with Claim 17;

4. | '

5 at least one core router coupled to the acéess router; and

6

7. a core communication link coupled to the core router.



2 includes a policy cache that selectively caches policies obtained from
the policy 3 server. 1 5. 'The network access systemof Caim1, wherein
t he ext ew@b2/pi3otessor 2 includes a plurality of service BORNUS@l/44898s t hat
each inplenents a respective one of 58 a plurality of services. 1 6. The
network access systemof Claim5, wherein the plurality of service 2
controllers includes primary and secondary service controllers for a
particular 3 service, and wherein the secondary service controller

provi des said particular 4 service to said progranmabl e access device if
sai d Pri mary2Ger vAaetworkt acotdsaystem tdmprising”. The network access system of
Claim5, wherein the external processor 2-conprises at |east one signaling
contrdl l er that, responsive to one of said plurality 3 of service .
contrpllers, perf§%5ﬁb y&g&ﬁémgnaling to setup a network connection. WO °
02/ 45317 PCT/ USO1/ 44398 1~ 8. "The network access systemof Caimil,
wherei n the progranmabl e access 2 device is a first programabl e access

devi ce, and wherein theﬁﬁxternal Er,ocessor 3 includes a plurality of
programabl e acc X IRPRLRFOETSPT 1BRY lnyekes g polieyrbpsed sarviest orrecdivedspect i ve

one of a pl yhédshdes b‘?fre&'iélgfe%'ﬂﬁzbﬂ&ic?%ﬁﬁén%é}ﬁit-ces including said first 5
programmabl e access device. 1 9. The netwo access systemof Caiml1l, and
further conprising a network 2 managenent server coupled to at |east the
exterpnal processqr The netgonk access Ségten1of Claim9, wherein the

110,
net wor k manageneritPTOBTIEPAWF apoesy tefiee having 4 metrags Wterfacy conpled ko said
custgners i rex&m‘alW&ﬁ@ﬂ&nﬁ-ffuﬁ%&isﬁ&%&n@@éfgﬁﬁ?ﬁe@wMg%%ﬁjwﬁﬁagf( |

processor. i 11. The network access system alm progr bl e

acceds devi & commypicaied wighp petsvonly whereinisaidlprogramnfabteesccessidehied t o t he
exter,nal pr r, .t whi ¢h .operation.of the packet header filter
and Tarwar d?%géfegbal Pea"?éto%%a?fr@ﬁfélag Byf° E‘?‘H%%@ﬁ betisutifzedogoste 1 12. The
networ k acceaskeysdmitiubicatdddetvden thFse bl $BnP hQUoRITRA, R 8 GHRSSin

13 said packet header filter identifies messages received at one of the first and second
14 _network interfaces on which policy-based services are to be implemented and

15 passes identified messages via the message interface to the external processor for

16. processing; and ‘
17

18 ' an access router coupled between the programmable access device a

19 network core.



2 device further conprises at |east one nonitor that gathers statistics
regarding 3 network traffic and a reporting interface through which
reporti ngvoreyswges related 4, to the statistics are conmp@l/vatied3eso t he
external processor. 1 13. The network0access systemof Claim1l, wherein the
packet header filter 2 filters packets for service processing based upon
protocol information 3 pertaining to protocol |ayers higher than |ayer 3.
WO 02/ 45317 PCT/ US01/ 44398 58 14.- The network access systemof Claiml1,
wherein the programuabl e 2 access device further conprises a policer that
polices packets by reference to 3 traffic paranmeters. 1 15. The network
access sys mof n the |icer conprises 2 a marker that
marEs packg 5t a& 3 no%eg%\érit&%{h%d traffic paraneters. 1 16. The -
net work access systemof Caiml, sar d programrabl e access 2 device
further conpri.sing one or nore out put buffers and a scheduler that 3-
schédul es the t iRFPSRORSS|to KeCsTving e swies §F packebets fist metworlhimtesfase @f anor e

out put I ce cl ass 1 17. The
net\%ork ac?i.gsgtsr syspférﬁ%g hc%rtér&ﬁgh?&?{ %é?pég% B e@d"%‘ﬁ%@’i%s 2 router
coupl ed t oatdess dadantd idedtifp mheskapes upec which ﬁohey-bﬁ@ﬁrsalmi%@’aee Rogess devi ce.
1 18. The network %ccess systemof Claim 17, and further conprising a

swi bched 3mBleREEEdhet wor k™ coupl i ng sai d access router and the second
netyork interface of the 3 programable access device. 1 19. A network
conprising: 2 3 a network access systemin accordance with Caim17;, 4. s
at lseast one. copessimgidentifalmessdgdstoahexaet groceszot; er; and 6 7 a core
congunrcatron link coupled to the core router :

10 ‘ performing service processing on identified messages at said service ‘
11 processor; and ‘

12

13 for messages that are not identified, routing packets by reference to a
14 forwarding table in the programmable access device and outputting the routed

15 packets at a second network interface of the programmable access device..



WO 02/ 45317 PCT/ US01/ 44398 59 1 20. A network access system conprising:

2 3 a policy decision point; 4 s an external processor, that invokes a

pol i cy- bas@d2/¢81vi ce on recei ved nessages by reference tBCTH8PEBISCY
decision point; 7 s a programmabl e a®tess devi ce having a nessage interface
coupled to said 9 external-processor-and-first-and- second-netwerk
terfaees-through-whirzh packets 10 are comrunicated with a network,

wherei n.sai d progranmmabl e access device 11 includes a packet header filter
and a forwarding table that is utilized to route 12 packets conmuni cat ed
between the first and second network interfaces, wherein 13 said packet
header fil t2 |dHMma‘twedcmsmge&odeﬁ@la\nﬁdlaand)ﬁﬁthefcdrhpnsimgst and second

14 network interfaces o %é%ch pol I](I%/ base servi c% are to be inplenented
and 45 pas<ORINYEFALNE Rlicdecisipns 1, ECS3OT fIRPe? PAYY $%6Vethe ext er nal

processor fQunledo tHY 885551 Meesaid 17 18 an access router coupled bet ween
t he programragl e access device a 19 network core. WO 02/45317

PCT/ US01/ 44398 60 1 21. A network access nethod, conprising: 2 3 in
response to receiving a series of packet at a first network interface of a
4 progranmabl e access device, filtering the series of packets at the

progy anmabl®, 5 PECRSFHoHENIcES thethbdentidim 2eaRagasthEpBcehr RQ! fisy - based
services are to be 6 inplenented;

2 policy server, and the method further comprises coupling a plurality of policy

3 servers including the first policy server to the external processor. I-

1 24. The network access method of Claim 22, wherein the external processor
2 includes a policy cache, and wherein the method further comprises seléctively

3 caching policies obtained from the policy server in the policy cache.

1 25.  The network access method of Claim 21, wherein the external processor
2 includes a plurality of service controllers, and wherein the method further

3 comprises @plementmg a respective one of a plurality of services with each of the
4 plurality of service controllers.

1 26. ~ The network access method of Claim 25, wherein the plurality of service
2 controllers includes primary and secondary service controllers for a particular

3 service, and wherein the method further comprises providing said particular -

4 service to said programmable access device utilizing said secondary service

5 . controller if said pn'inary service controller fails.



7 8 passing identified nessages. to-an-external processor;.. 9 10
perform ng service processing on identified nessages at said service 11
processomyoandssl2 13 for nessages that are not identifiedPCT/Ose43gIspacket s
by reference to a 14 forwarding tablé@ in the programuabl e access device
and outputting the routed 1s packets at a second network interface of the
programmabl e access device.. WO 02/45317 PCT/ USO1/ 44398 61 i 22. , The
net work access nethod of Claim21, and further conprising 2 comrunicating
policy decisions to the external processor froma policy server 3 coupled
to thé exterBdl prideastuork atcexg metha ofcClnion RS awiversin the exterhabproCessbm 22,

wherein the policy server is.a first ol jcy. server, d.t he nethod
furthér conpfg?%lggge&?ﬁEﬁﬁ%ﬂeaﬂ%’?a&rngﬁo ?guﬁ? ‘ﬁ%‘?‘%‘?ﬁ%%&q‘\@ghﬁrﬁﬂ%*@ t he
firstapolicypedsiehg hetwdik srhBhH 8 seBiP£Rf0eFk conhedfon HIERETHAQE keagCCESS
met hod of Claim22, wherein the external processor 2 includes a policy
cache# and whRee &gpalingecontioley furt her conprises sel ectively 3 caching
policies obtained fromthe policy server in the policy cache. 1 25. The
network access nethod of Caim?2l1, wherein the external processor 2
includes a plurality of service controllers, and wherein the nmethod further

3 conprises inplenenting a respective one of a plurality of services with
each &f the 2% pl dhamptworkmacesss wmeghodoffelnian P brvdierain e progearpaableakeess cess

met hog of O abiteRia (ICERIathl A8 BUEAL biveLlnd AL Udbthal frotQUL AL o
i ncl udes primary and Secoridary service controllers or-a particu aF 3 .
servi e, andplinditgiofiptdpeametablechctenstdaeice cantypilese saigmosthst figthepi d parti cul ar

4 service to said.progra bl e ;access devigce utilizing said secondary
serviée 5 CB‘HPP‘B?"H%F qiyo gaacdlr‘?trc?ali?lk}”g‘& 'Rf%gréﬁﬁai’éq AGSESS dgvIcss

5 including said first programmable access device with a respective one of said
6 plurality of programmable access device controllers. 4
1 29.  The network access method of Claim 21, and further comprising coupling a
2 network management server at least the external processor. i '
1 30.  The network access method of Claim 29, and further comprising billing
2 customers in accordance with services implemented by the external processor

3 utilizing a billing facility of the network management server.
1 " 31. . The network access method of Claim 21, said programmable access device
2 further comprising a control interface coupled to the external processor, said
3 method further comprising coupling the control interface to the external processor
4 and controlling operation of the packet header filter by the external processor

5 through the control interface.



WO 02/ 45317 PCT/ US01/ 44398 62 27. The network access nethod of C aim 25,
wherein the external processor 2 conprises at |east one signaling
control | avQ oxsnei n the nmethod further.conprises 3 perforPai/gomasasor k
signaling to setup a network connectiédn utilizing the at |east 4 one
signaling controller. 1 28. The network access nethod of Claim 21, wherein
the programmabl e access 2 device is a first programmabl e access devi ce and
the external processor includes a 3 plurality of progranmmbl e access
device controllers, said nethod further 4 conprising controlling each of a.
plural ity of3pr ooTRSRRAIRC AKRESEeMBN ot Ehif 21@&@@&@%{1&%&%& ce
programmabl e access device with a respective one of réilty of

pr ogranmabl edcazwd'ys:hdemmmsc&at leadtlone monﬂtoﬂ@ald"ﬁhmhwrbﬁmhekccanmng met hod of .

Cla|n121 and furth ris cou a..2n enent server at
| east3the ex3dheime sg?tbs%@gg‘e@?rd‘ﬁgg o@ﬁ%{ﬁﬂi&%@gg@%@gg&ﬁﬁg g‘@’”&f’r @%i m 29,
and fyrther CaRhRANE @pbhlﬂ@%es%aé‘éd%&l@t@&&étﬂe%ta%ﬁﬁ@sﬁ@%ﬁ& \éf'n'a? services
inpl emented by the external processor 3 utilizing a billin acility of

t he n®twor k pragesgerviag reporting intarf8®, The network access nethod of Caim 21,
sai d- programmuabl e access device 2 further conprising a control interface
coupled to the external processor, said 3 nethod further conprising
coupling the control interface to the external processor 4 and controlling
operation of the packet header filter the external processor s through
the cbntrol 3t er%h%é@t“m wm@h«befﬂ{mlzmm@@m BHering ganprivgd net wor k
access neth i i devi ce.
furthzzr comoﬁt%@sg%aat%k%géﬁsegﬁgé oﬁﬁs@% sal % ogofur?%ﬁm%onprl sing 3
gathegi ng stperiabitihg fo pregsvolllayersiteghep thantlaypsr Bi ut|I|2|ng the at |east one
noni tor and - 4 communi cating reporting nessages related to the statlstlcs
to the external 5 processor via a reporting interface.

1 34.  The network access method of Claim 21, wherein the programmable "
2 __ access dex)ice further comprises a policér and said method further comprises
3 policing packets by reference to traffic parameters.
1 35.  The network access method of Claim 34, wherein the policer comprisés
2 a marker and said method further comprises marking packets that do not
3 confOrm' with the traffic parameters. |
1 36, The netvvork access method of Claim 21, said programmable access
2 ~ device further comprising one or more output buffers and a scheduler, wherein
'3 the method further comprises scheduling the transmission of outgoing packets
4 within the one or more output buffers to support multiple quality of service

5 classes.



1 33. The network access nethod of Caim2l1, wherein filtering conprises 2
filtering packets for service processing based upon protocol information 3
pert ai ni MO OD4B1Dt ocol | ayers higher than |ayer 3. 1 34. FOPURE44898k access
met hod of C aim 21, wherein the programrabl e® 2 access device further
conprises a policer and said nmethod further conprises 3 policing packets
by reference to traffic paraneters. 1 35. The network access net hod of

Claim 34, wherein the policer conprises 2 a .nmarker and said nethod
further conprises marking packets that do not 3 conformwth the traffic
par amet er s.371 36Thdhewoelt seks Bethod of TRIRT, 8id ArdeMtdiprigas SoRsigg amebl e
access 2 device further orrprr sing one or_ nore out put buffers and a

schedul er, BRASFEISTOUIST o {Be seromg dierwork irterecsins the progtatmalle aseess he

trangm ssi t HiRAGKSIS nor.e ut buffers’
g oS! by g aRRRckGka o & gl 1208 SUARY,

PCT/4JS01/ 44B@8ccessirolite37. The network access nethod of Caim 21, and further
conprising coupling 2 an access router to the second network interface .of
t he progranmabl e access 3 device and transmitting network traffic fromthe
programmabl e access device to 4 the access router. 1 38. The network
access method of Cl aim 37, wherein coupling said access 2 router conprises
coup i ng sd&8&d ac'Hm:mtwothzmceSSonethed efChid 3Aetvhereln ¢onplinif 84id adesthe 3

progr ammabl e _access .devi cel wWith . a switched access network. -39. The networ k.

access et HOBEhFOBPLSSs,CoYPling A pgcessrouten tp the second aetwork ipterfacesf thenal
ProGeSSOr  GRAPSRIIPATE HEVIRSIRIE SwitkidMcdsE hefREl at e network.

1 39. The petwork access method of Claim 21, wherein passing messages to the

2 external processor comprises passing messages via an intermediate network.



