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DIGITAL SIGNATURE GENERATION USING A COLD WALLET

FIELD OF THE INVENTION

The present invention relates to a method and a system for generating a digital signature,
using a cold wallet holding a private signature key.

BACKGROUND OF THE INVENTION

Digital signatures are widely used for signing documents, performing transactions, etc., in a
manner which ensures that the person signing the document or performing the transaction is
in fact authorised to do so. This is, for instance, relevant when performing transactions
relating to crypto currencies. If a malicious party gains access to a private signature key, the
malicious party will be able to perform signatures and transactions in the name of the rightful
owner of the private signature key, and such transactions may be irreversible. Such malicious
access to a private signature key may therefore cause unrepairable damage, and it is
therefore imperative that private signature keys are stored under secure conditions.

When providing digital signatures a private signature key which proves the identity of the
signor is normally required. Such private signature keys may be stored locally, for instance
on a private PC belonging to the user or another piece of dedicated hardware, such as a
portable memory storage or a dongle. As an alternative, a hardware security module (HSM)
may be applied for storing signature keys. This has the disadvantage that signatures can only
be generated from the PC or the dedicated hardware. Furthermore, the security of the
system is limited by the behaviour of the user, including how careful the user is with respect
to preventing theft or unauthorised access to the hardware where the private signature key is
stored.

Another possibility is to store private signature keys at a trusted key management service.
This allows a user to access the private signature key without necessarily having access to
specific hardware. Furthermore, the security of the system is handled centrally, by the
trusted key management service, and it is therefore less sensitive to the behaviour of the
individual user. However, the security of the system needs to be balanced between allowing
easy access for the rightful users, while preventing malicious parties from gaining access to
the signature keys.

In order to provide a high level of security, so-called ‘cold wallets” may be applied. Cold
wallets are systems for storing and controlling private signature keys, which are not

connected to a communication network, such as the Internet. This is sometimes referred to
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as an ‘air-gapped’ system. Since access from a communication network is considered as one
of the major attack vectors on a key management system, cold wallets exhibit a very high
security level. However, the lack of communication network accessibility also makes it
difficult for a rightful user to gain access to his or her private signature key. Furthermore, the
cold wallet still represents a single point of failure in the sense that if a malicious party
succeeds in compromising the hardware holding the cold wallet, he or she will have full
access to the private signature key. This is even true if the private signature key is secret
shared and stored in different locations, because it is still necessary to assemble the private
signature key in order to generate a signature. Finally, in order to perform a signature, some
data needs to enter the air-gapped system, thereby introducing a risk that malware enters
the air-gapped system and compromises the private signature key.

Steven Goldfeder, et al., "Securing Bitcoin wallets via threshold signatures”, 3 June 2014,
available at hifps://www.cs.princeton.edu/~stevenag/bitcoin threshold signatures.pdf,

discloses a threshold signature scheme which is compatible with Bitcoin’'s ECDSA signatures,
and which can be used to enforce complex yet useful security policies including shared
control of a wallet, secure bookkeeping, secure delegation of authority, and two-factor
security for personal wallets. The ability to construct a valid signature is distributed among n
players, each of whom receives a share of a private signing key, e.g. by means of a secret
sharing scheme. The participation of t or more of them is required to sign, for some fixed
t<n. The key shares may be stored in a cold wallet. An ECDSA threshold signature protocol is
used for providing a signed transaction with parallel control without reconstructing the
private signing key. The signature is obtained directly from the key shares in a step which
requires communication among the players holding the key shares.

DESCRIPTION OF THE INVENTION

It is an object of embodiments of the invention to provide a method for providing a digital
signature, in which a high level of security is obtained while allowing easy access for rightful
users.

It is a further object of embodiments of the invention to provide a system for providing a
digital signature, which offers a high level of security while allowing easy access for rightful
users.

According to a first aspect the invention provides a method for providing a digital signature,
the method comprising the steps of:
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— providing a private signature key being distributed among two or more nodes of a
cold wallet, each node of the cold wallet thereby being in the possession of one or
more shares of the private signature key, and none of the nodes of the cold wallet
being in the possession of all shares of the private signature key,

— each node of the cold wallet generating a pre-signature, based on its share(s) of the
private signature key, and transmitting the pre-signature to one of two or more pre-
signature nodes, in such a manner that each pre-signature node receives a pre-
signature from only one of the nodes of the cold wallet,

— asigning application requesting a signature and transmitting a message to be signed
to each of the pre-signature nodes,

— in response to receiving the request for a signature and the message to be signed,
each pre-signature node generating a partial signature, based on its pre-signature
and on the message to be signed,

— each pre-signature node transmitting its partial signature to the signing application,
and

— the signing application computing a digital signature from the partial signatures.

Thus, the method according to the first aspect of the invention is a method for providing a
digital signature. As described above, such digital signatures may be used for signhing
documents or performing transactions, such as crypto currency transactions, e.g. based on
blockchain technology.

Initially, a private signature key is provided. The private signature key may be provided once
and for all when the system is set up, and the private signature key may subsequently be
applied for several signatures, i.e. some or all of the steps described below may be repeated
without repeating the step of providing a private signature key.

The private signature key is distributed among two or more nodes of a cold wallet.
Accordingly, each of the nodes of the cold wallet is in the possession of at least one share of
the private signature key, and none of the nodes of the cold wallet is in the possession of all
of the shares of the private signature key, and thereby none of the nodes constitutes a single
point of failure. Furthermore, since the nodes form part of a cold wallet, they are not
connected to a communication network and thereby form an air-gapped system, and
accordingly the private signature key is stored under very secure conditions. It is not ruled
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out that the nodes are allowed to communicate with each other under certain circumstances,
and for a limited period of time, e.g. in order to generate the private signature key. However,

none of the nodes are allowed to receive communication from outside the cold wallet.

The shares of the private signature key may act as multiple private keys of a multi-signature
set-up, in which multiple valid signatures based on multiple separate private keys are
required in order to provide a valid signature or to validly authorize a transaction. Thereby
the method according to the invention may be applied for emulating a multi-signature
workflow. For instance, the nodes of the cold wallet may be arranged on separate servers,
which may even be physically separated from each other.

It is not ruled out that the private signature key is in the form of a root key and a plurality of
deterministically derived hierarchical keys, which have been derived from the root key. This
could, e.g., be the case if the cold wallet is in the form of a so-called HD wallet which is
sometimes applied in relation to bitcoins of other crypto currencies. In this case, a plurality of
hierarchical keys may be derived, e.g. when the root key is generated and the nodes
therefore need to communicate with each other, and each node may hold one or more shares
of the root key and a plurality of derived key shares. The key shares may each be provided
with an index number. The hierarchical key shares may, e.g., be derived by calculating a
hash, e.g. a HMAC, from the root key. In this scenario, the root key is maintained in the cold
wallet. However, some of the layers of derived keys may be allowed to leave the cold wallet,
thereby making them more accessible without compromising the security of the root key.

Next, each node of the cold wallet generates a pre-signature, based on its share(s) of the
private signature key. Since each pre-signature is generated based on only some of the
shares of the private signature key, none of the pre-signatures represents the entire private
sighature key. The pre-signatures may therefore be regarded as pre-signature shares, each
node of the cold wallet thereby holding a pre-signature share. In the case that the private
signature key is of a kind comprising a root key and a plurality of deterministically derived
hierarchical keys, each node of the cold wallet may generate the pre-signature based on one
of the derived key shares.

The generation of the pre-signatures may be performed with or without internal
communication among the nodes of the cold wallet. In the case that the generation of the
pre-signatures requires internal communication among the nodes of the cold wallet the pre-
signature may advantageously be generated at a specified time, e.g. immediately following
the step of providing the private signature key, which also requires communication among
the nodes of the cold wallet. Thereby communication among the nodes of the cold wallet is
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minimised and limited to well defined time intervals, thereby minimising the risk of leaking
shares of the private signature key.

In the case that the method of the invention is applied for emulating a multi-signature
workflow, all of the nodes holding shares of the private signature key need not form part of a
cold wallet, in the sense that at least some of the nodes may be allowed to communicate
outside a closed or air-gapped environment.

Furthermore, each node of the cold wallet transmits the generated pre-signature to one of
two or more pre-signature nodes, in such a manner that each pre-signature node receives a
pre-signature from only one of the nodes of the cold wallet. Accordingly, there is a one-to-
one relationship between the nodes of the cold wallet and the pre-signature nodes, and none
of the pre-signature nodes is in the possession of pre-signatures which in combination are
representative for the entire private signature key. As a consequence, none of the pre-
signature nodes constitutes a single point of failure. Furthermore, the pre-signatures are
exported from the cold wallet without entirely or partly revealing the private signature key. It
is noted that the step of generating and transmitting the pre-signatures can be performed
without knowledge of the message to be signed, and it is therefore not required to transmit
the message to the cold wallet.

Next, a signing application requests a signature and transmits a message to be signed to
each of the pre-signature nodes. In response thereto, each pre-signature node generates a
partial signature, based on its pre-signature and on the message to be signed. Since the
partial signatures are generated by the respective pre-signature nodes, and on the basis of
the pre-signatures which the respective nodes are in the possession of, none of the partial
sighatures are representative for the entire private signature key, and thereby none of the
partial signatures form a complete signature of the message. However, a complete signature
can be formed from a combination of the partial sighatures.

Thus, each of the pre-signature nodes transmits it partial signature to the signing application.
Thereby the signing application is in the possession of all of the partial signatures, and is
thereby able to form a complete signature. Accordingly, the signing application finally
computes a digital signature from the partial signatures.

It is an advantage that the pre-signatures are generated within the cold wallet, in such a
manner that no data enters the cold wallet and no shares of the private signature key leaves
the cold wallet, because this drastically reduces the risk of leaking of any information
regarding the private signature key.
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Furthermore, since the pre-signatures are transmitted to the pre-signature nodes, outside
the cold wallet, where they are easy to access for a user, the system is very user friendly and
easy to use for authorized users.

Thus, in the method according to the first aspect of the invention, the cold wallet remains air-
gapped during the entire process. Thereby the risk of introducing malware in the cold wallet,
as well as the risk of leaking the private signature key, is minimised. However, since the pre-
signatures are held by the pre-signature nodes, these are significantly more accessible during
the actual signing process than the private signature key, thereby providing easy access to
signatures for rightful users. Thus, the method according to the first aspect of the invention
provides a high level of security, due to the shares of the private signature key being held by
the nodes of the cold wallet, while allowing easy access for rightful user, due to the pre-
signatures being held by the pre-signature nodes.

The method may further comprise the step of each of the pre-signature nodes deleting the
pre-signature after the step of generating a partial signature and before the step of
transmitting the partial signature. According to this embodiment, a pre-signature is deleted
from the pre-signature node as soon as it has been applied for generating a partial signature.
Thereby it is prevented that a given pre-signature can be applied for generating two or more
partial signatures. This is an advantage, because such multiple partial signatures originating
from one pre-signature may compromise the secrecy of the private signature key. By
deleting the pre-signature before the partial signature is transmitted to the signing
application it is further prevented that a malicious party who has gained access to the signing
application requests a second partial signature based on the same pre-signature. This is
particularly relevant when an elliptic curve digital signature algorithm (ECDSA) is applied.

The step of each node of the cold wallet transmitting the pre-signature to one of the pre-
signature nodes may be performed using a one-way communication channel. According to
this embodiment it is efficiently ensured that information is only allowed to exit the cold
wallet, and that no data is allowed to enter the cold wallet. Accordingly, the private signature
key and the message to be signed will never be located at the same position. This
considerably reduces the risk of malware entering the cold wallet, thereby compromising the
private signature key, because such malware may enter the cold wallet along with the

message.

The one-way communication channel could, e.g., be in the form of a visual output, such as a
two-dimensional code, which can be scanned by the pre-sighature nodes. Alternatively or
additionally, the one-way communication channel could include network equipment and/or

connections which allow only one-way communication.
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The step of providing a private signature key may be performed by the nodes of the cold
wallet generating the private signhature key by means of a multi-party computation protocol.
The multi-party computation protocol may, e.g., be a cryptographic protocol. According to
this embodiment, the nodes of the cold wallet cooperate in generating the private signature
key in such a manner that the entire private signature key is never assembled, and in such a
manner that none of the shares of the private signature key leaves the cold wallet.

Each node of the cold wallet may generate the pre-signature as part of a batch comprising
two or more pre-signatures. According to this embodiment, a plurality of pre-signatures are
generated, e.g. initially upon generation of the private signature key, and the pre-signatures
are used, one at a time, when signatures are requested. For instance, generation of a pre-
sighature may require communication among at least some of the nodes of the cold wallet.
This could, e.g., include applying a multi-party computation protocol, similarly to the
generation of the private signature key described above. In order to minimise the risk of
compromising the private signature key, it may be desirable to limit communication among
the nodes of the cold wallet to short and infrequent time intervals. If a number of pre-
signatures are generated as a batch, the nodes of the cold wallet need not communicate with
each other the next time a pre-signature is required. Thereby the security of the system is

improved.

The pre-signatures may further be transmitted to the respective pre-signature nodes as
batches of pre-signatures. As an alternative, the batches of pre-signatures may be stored at
the respective nodes of the cold wallet, and the pre-signatures may be transmitted to the
respective pre-signature nodes one at a time each time a signature is requested.

At least the steps of providing a private signature key, generating pre-signatures and
transmitting the pre-signatures to the pre-signature nodes may be performed as pre-
processing steps prior to the step of the signing application requesting a signature.

The steps of providing a private signature key, generating pre-signatures and transmitting
the pre-signatures to the pre-signature nodes can be performed without any knowledge of
the message to be signed. Therefore, these steps may advantageously be performed as pre-
processing steps, before the signature is requested, and possibly at a time where the load on
the system is low. This reduces the latency of the system when the signature is actually
requested. Furthermore, the reliability of the system is improved, since communication
between the nodes of the cold wallet and the pre-signature nodes is not required at the time
where the signature is requested and generated, thereby reducing the risk of communication
failure during the signing process. Finally, this ensures that the cold wallet remains air-
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gapped during the actual signing process, thereby considerably reducing the risk of a
successful malicious attack on the system.

As an alternative, the step of each node of the cold wallet generating a pre-signature, based
on its share(s) of the private signature key, and transmitting the pre-signature to one of two
or more pre-signature nodes may be initiated by the pre-signature nodes in response to
receipt of a request for a signature from the signing application. According to this
embodiment, the pre-signatures are not generated until a signature is actually requested.
Instead, the process is started by the signing application requesting a signature and
transmitting a message to be signed to the pre-signature nodes. In response thereto, the
pre-signature nodes request pre-signatures from the respective nodes of the cold wallet,
which in turn generate the pre-signatures and transmit them to the pre-signature nodes.

The step of each pre-signature node generating a partial signature may be performed without
internal communication among the pre-signature nodes. According to this embodiment, once
the pre-signature nodes have received the respective pre-signatures from the nodes of the
cold wallet, each pre-signature node is able to generate its partial signature without
communicating with any of the other pre-signature nodes. This minimises the required
communication when the actual signature is being generated, thereby reducing latency and
increasing safety and reliability of the system. This embodiment is particularly relevant in
combination with an embodiment in which some of the method steps are performed as pre-
processing steps, as described above.

The method may further comprise the step of authorizing the request for a signature from
the signing application. According to this embodiment, the signing process will only be
initiated if it can be verified that the request for a signature originates from an authorized
user. The authorization may, e.g., include entering of a password or any other suitable
identification method.

The nodes of the cold wallet may fulfil a threshold condition, t, and the pre-signature nodes
may fulfil a threshold condition, t’, where t'>t.

Systems for performing multi-party digital signatures are often designed as fulfilling (t,n),
where n is the number of nodes and t is the threshold. The threshold, t, designates how
many malicious parties or non-participating parties can be tolerated, while allowing the
signing process to be completed. Typically, a valid signature can be generated by any t+1
honest nodes.
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For instance, in the case that t=n/2, and n=3, a valid signature can be generated by any 2
nodes, and up to 1 malicious or non-participating node is tolerated.

According to this embodiment, the nodes of the cold wallet fulfil a threshold condition, t.
Thus, any t+1 nodes of the cold wallet can compute the private signature key. Furthermore,
the pre-signature nodes fulfil a threshold condition, t’. Thus, a valid signature can be
computed from pre-signatures originating from any t'+1 of the pre-signature nodes. Since
t’>t, the number of required participating and honest pre-signature nodes is at least as large
as the number of required honest and participating nodes of the cold wallet. According to one
embodiment t'=2t. Thus, the lower security level of the pre-signature nodes, caused by the
higher accessibility as compared to the cold wallet, is compensated by imposing a stricter
threshold condition.

The method may further comprise the steps of:

— at least some of the nodes of the cold wallet generating one or more additional pre-
signature shares, encrypting the additional pre-signature share(s), and transmitting
the encrypted additional pre-signature share(s) to one or more of the pre-signature
nodes along with the pre-signatures, and

— each pre-signature node which has received and encrypted additional pre-signature
share transmitting the encrypted additional pre-signature share to the signing
application along with the partial signature,

and the step of the signing application computing a digital signature may comprise the steps
of:

— the signing application decrypting the received encrypted additional pre-signature
share(s),

— the signing application generating an additional pre-signature, based on the decrypted
additional pre-signature share(s), and generating an additional partial signature
based on the additional pre-signature and on the message to be signed, and

— the signing application computing the digital signature from the partial signatures
received from the pre-signature nodes and the generated additional partial signature.



10

15

20

25

30

WO 2021/073953 PCT/EP2020/077977

10

According to this embodiment, the signing application acts as an additional party in the
signing process, along with the pre-signature nodes. Thus, instead of n partial signatures,
originating from n pre-signature nodes, there are now n+1 partial signatures, and the (n+1)%
partial signature is generated by the signing application using the one or more additional pre-
signature shares provided by the n pre-signature nodes.

By introducing such an additional party to the signing process, the security of the part of the
process which takes place outside the cold wallet is improved. For instance, the part of the
signing process which takes place within the cold wallet may fulfil a (t,n) threshold condition,
whereas the part of the signing process which takes place outside the cold wallet, e.g. at the
pre-signature nodes and at the signing application, may fulfil a (t+1,n+1) threshold
condition.

Furthermore, it is an advantage that the signing application is only involved in the final part
of the signing process, because this minimises the number of required interactions between
the signing application and the other parties of the system, thereby minimising latency
during the signing process.

According to this embodiment, the signing process may be performed in the following
manner. When the nodes of the cold wallet generate their pre-signatures, they also among
them generate one or more additional pre-signature shares, which in combination form an
additional pre-signature. The additional pre-signature share(s) is/are encrypted, and the
encrypted additional pre-signature share(s) is/are transmitted to the respective pre-signature
nodes along with the pre-signatures. The additional pre-signature share(s) may be generated
by the respective nodes of the cold wallet, independently of the other nodes of the cold
wallet, or two or more of the nodes of the cold wallet may cooperated in generating the
additional pre-signature share(s). This will be described in further detail below.

In response to receiving a request for a signature, each pre-signature node generates partial
signatures and transmits the partial signature to the signing application, as described above.
The pre-signature nodes which have received an encrypted additional pre-signature shares
from one of the nodes of the cold wallet further transmits the received encrypted pre-
signature share to the signing application, along with its pre-signature. Thus, the signing
application receives partial signatures and one or more encrypted additional pre-signature
shares from the pre-signature nodes.

The signing application then decrypts the received encrypted additional pre-signature
share(s) and generates an additional pre-signature from the decrypted shares. The signing
application then generates an additional partial signature, based on the additional pre-
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signature and the message to be signed, in a manner which is similar to the manner in which
the pre-signature nodes generated their partial signatures. Finally, the signing application
computes the digital signature from the partial signatures received from pre-signature nodes
and the additional partial signature. Thus, the signing application participates in the signing
process as an additional party, acting similarly to the pre-signature nodes.

The step of generating one or more additional pre-signature shares may be performed by
each of the nodes of the cold wallet generating an additional pre-signature share and
encrypting the additional pre-signature share.

According to this embodiment, the pre-signature shares are generated by the respective
nodes of the cold wallet, independently of the other nodes of the cold wallet. Thereby none of
the nodes of the cold wallet gains any knowledge of the additional pre-signature shares
generated by the other nodes of the cold wallet. Similarly, none of the pre-signature nodes
gains any knowledge of the encrypted additional pre-signature shares received by the other
pre-signature nodes.

According to this embodiment, the signing process could, e.g., be performed in the following
manner. Assume that the cold wallet comprises n nodes, and that each node of the cold
wallet holds a share, x;, of the private signature key, [x], and a share, k;, of a random shared
value, [k], e.g. in a standard Schnorr signature scheme. The public verification key is then
y=g%, where g is a generator for a cyclic group. A signature of a message, m, is then (r,s),
where r=H(m||R) and s=k+rx, where R=g* and H is a function specified by the applied
signature algorithm. It can further be assumed that each node of the cold wallet holds y=g~,
R=g, and an encryption key, e.g. a symmetric encryption key, d;.

Each node of the cold wallet may then pick random numbers, a; and b;, and compute k’;=k;-a;
and x;=x;-b;. Furthermore, each node of the cold wallet may compute D;=Eg(a;| |bi| [R]|Y),
where E denotes authenticated encryption using the encryption key, d;. The message
transmitted from a given node of the cold wallet to the corresponding pre-signature node is
then M;=(k’;,x;,R,D;), where k’;, x’; and R form a pre-signature and D; forms an encrypted
additional pre-signature share.

The signing application requests a signature and transmits the message, m, to be signed to
each of the pre-signature nodes. In response thereto, each pre-signature node generates a
partial signature based on the message, M;, received from the node of the cold wallet and the
message, m, to be signed, as partiali=k’;+H(m||R)-x;. Each pre-signature node transmits a
message N;=(partial;,D;) to the signing application.
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The signing application holds decryption keys enabling it to decrypt each of the encrypted
additional pre-signature shares, D;. In the case that symmetric encryption is applied, the
decryption keys are identical to the encryption keys, d;. Thus, upon receipt of the messages,
N;, the signing application decrypts the encrypted additional pre-signature shares, D;, and
generates an additional pre-signature by computing k',,;=a;+a,+...+a, and
X'n+1=b1+bo+...+b,. The signing application further generates an additional partial signature
as partialy+1= k'ns1+H(M||R):X'n41, i.€. in the same manner as the pre-signature nodes

generated their respective partial signatures.

Finally, the signing application computes the digital signature, (r,s), where r=H(m||R), and s
is the sum of the partial signatures, i.e. s=partial,+partial,+...+partial,,;. Furthermore, the
signing application may check that all received values of R are identical. If this is not the
case, then the signature is incorrect, e.g. due to a malicious or dishonest party. As a
consequence, the signing application may choose to abort the signing process if the received
values of R are not identical.

As an alternative, the step of generating one or more additional pre-signature shares may be
performed in a manner similar to the embodiment described above, but with only some of
the nodes of the cold wallet participating. In this case, less than n additional pre-signature
shares are required in order to generate the (n+1)" pre-signature.

As another alternative, the step of generating one or more additional pre-signature shares
may be performed by at least two of the nodes of the cold wallet applying a multi-party
computation protocol.

According to this embodiment, the one or more additional pre-signature shares is/are
generated by two or more of the nodes of the cold wallet in cooperation. All of the nodes of
the cold wallet may participate in this process, or only some of the nodes of the cold wallet
may participate.

For instance, the nodes of the cold wallet may, by means of the multi-party computation
protocol, generate two or more additional pre-signature shares and distribute these among
two or more of the nodes of the cold wallet. This could, e.g., be similar to the generation of
the distributed private signature key by means of a multi-party computation protocol which is
described above. The encryption of the additional pre-signature share(s) may, e.g., be an
integrated part of the multi-party computation protocol in the sense that the distributed
shares may be regarded as encrypted shares.
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As an alternative, the multi-party computation protocol may result in the generation of a
single encrypted additional pre-signature share, which constitutes an encrypted version of
the entire additional pre-signature. This encrypted additional pre-signature share may then
be transmitted to one or more of pre-signature nodes by one or more of the nodes of the cold
wallet. In this case, once the sighing application has decrypted the additional pre-signature
share, the additional pre-signature share has also been generated.

As described above, the additional pre-signature shares may be encrypted and decrypted by
means of symmetric encryption keys shared between the respective nodes of the cold wallet
and the signing application. In this case each of the nodes of the cold wallet shares a
symmetric encryption key with the signing application, and this key is applied for encrypting
the additional pre-signature share as well as for decrypting the additional pre-signature
share. As an alternative, another encryption scheme may be applied, e.g. applying
asymmetric encryption keys, such as a public key infrastructure (PKI) scheme.

According to a second aspect the invention provides a system for providing a digital
signature, the system comprising:

— a cold wallet comprising two or more nodes having a private signature key distributed
among the nodes, each node of the cold wallet thereby being in the possession of one
or more shares of the private signature key, and none of the nodes of the cold wallet
being in the possession of all shares of the private signature key, the nodes of the
cold wallet being configured to generate a pre-signature, based on its share(s) of the
private signature key, and to transmit the pre-signature to a pre-signature node,

— a pre-signature wallet comprising two or more pre-signature nodes, the pre-signature
nodes being configured to receive pre-signatures from the nodes of the cold wallet in
such a manner that each pre-signature node receives a pre-signature from only one
of the nodes of the cold wallet, to generate a partial signature, based on its pre-
signature and a message to be signed, and to transmit its partial signature to a
signing application, and

— asigning application configured to transmit a request for a signature and a message
to be signed to the pre-signature nodes, to receive partial signatures from the pre-
signature nodes, and to compute a digital signature from the partial signatures.

The system according to the second aspect of the invention may be used for performing the
method according to the first aspect of the invention, and the remarks set forth above are
therefore equally applicable here.
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Thus, the system according to the second aspect of the invention comprises a cold wallet, a
pre-signature wallet and a signing application.

The cold wallet comprises two or more nodes having a private signature key distributed
among them in the manner described above with reference to the first aspect of the
invention. The nodes of the cold wallet are further configured to generate pre-signatures and
to transmit these to the pre-signature nodes in the manner described above with reference to
the first aspect of the invention. The cold wallet is air-gapped, i.e. the nodes of the cold
wallet are offline, except when the private signature key is generated, where the nodes are
allowed to communicate with each other only, and when pre-signatures are output, in which
case the nodes are allowed to transmit information, but not to receive information.

The pre-signature wallet comprises two or more pre-signature nodes, each being configured
to receive pre-signatures in the manner described above with reference to the first aspect of
the invention. The pre-signature nodes are further configured to generate partial signatures
and transmit these to the signing application in the manner described above with reference to
the first aspect of the invention.

The signing application is configured to transmit a request for a signature and a message to
be signed to the pre-signature nodes, to receive the partial signatures from the pre-signature
nodes, and to compute the digital signature, in the manner described above with reference to
the first aspect of the invention.

Data transmission to the cold wallet may be prevented. In this case data is only allowed to
leave the cold wallet, in the form of the pre-signatures which are transmitted to the pre-
signature nodes. However, the message to be sighed never enters the cold wallet, and the
shares of the private signature key never leave the cold wallet. Thereby it is efficiently
ensured that the private signature key and the message to be signed are never located at the
same position.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described in further detail with reference to the accompanying
drawing in which

Fig. 1 is a diagrammatic view of a system according to an embodiment of the invention, and

Fig. 2 is a flow chart illustrating a method according to an embodiment of the invention.
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DETAILED DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagrammatic view of a system 1 according to an embodiment of the invention.
The system 1 comprises a cold wallet 2, a pre-signature wallet 3 and a signature application
4,

The cold wallet 2 comprises a nhumber of nodes 5. For illustrative purposes, three nodes 5 are
shown. It should, however, be noted that it is not ruled out that the cold wallet 2 comprises
two nodes 5, or that the cold wallet 2 comprises four or more nodes 5. The cold wallet 2 is
air-gapped in the sense that the nodes 5 of the cold wallet 2 are essentially offline, and
thereby difficult to gain access to by a malicious party.

The pre-signature wallet 3 comprises a number of pre-signature nodes 6. For illustrative
purposes, three pre-signature nodes 6 are shown, but it is not ruled out that the pre-
sighature wallet 3 could comprise two pre-signature nodes 6, or that the pre-signature wallet
3 could comprise four or more pre-signature nodes 6. However, it is preferred that the
number of nodes 5 of the cold wallet 2 and the number of pre-signature nodes 6 are
identical. The pre-signature wallet 3 may be considered as ‘lukewarm’ in the sense that
limited communication to and from the pre-signature wallet 3 is allowed. Thereby the
security level of the pre-signature wallet 3 is lower than the security level of the cold wallet
2. However, the pre-signature wallet 3 is easier accessible for authorized users, and is
therefore more user friendly than the cold wallet 2.

The system 1 of Fig. 1 may operate in the following manner. Initially, a private signature key
is generated by the nodes 5 of the cold wallet 2, using a multi-party cryptographic protocol.
Thereby the private signature key is distributed among the nodes 5 of the cold wallet 2 in
such a manner that each node 5 possesses one or more shares of the private signature key,
and none of the nodes 5 is in the possession of all of the shares of the private signature key.
Accordingly, the private signature key is never assembled at one position, and none of the
nodes 5 constitutes a single point of failure with respect to the private signature key. In the
embodiment illustrated in Fig. 1, there are three shares of the private signature key, and
each of the nodes 5 is in the possession of one of the shares. The nodes 5 of the cold wallet 2
are allowed to communicate with each other while they generate the private signature key,
but are otherwise isolated from each other. Thereby it is prevented that the private sighature
key is assembled at a later point in time. The nodes 5 of the cold wallet 2 are prevented from
receiving data from any entity outside the cold wallet 2 at any time.
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The shares of the private signature keys may act as separate private keys of a multiple
private key of a multi-signature set-up, thereby allowing the system 1 to emulate a multi-
signature workflow, as described above.

Next, each of the nodes 5 of the cold wallet 2 generates a pre-signature, based on its share
of the private signature key. The pre-signature generated by a given node 5 of the cold
wallet 2 is thereby representative for the share of the private signature key, which is held by
that node 5, but not for the shares of the private signature key which are held by the other
two nodes 5 of the cold wallet 2. The pre-signatures may be generated as part of a batch of
pre-signatures, or they may be generated one at a time. The nodes 5 of the cold wallet 2
may be allowed to communicate with each other during generation of the pre-signatures.

Each node 5 of the cold wallet 2 further transmits the pre-signature to a corresponding pre-
signature node 6. Thus, each pre-signature node 6 receives a pre-signature from one, and
only one, of the nodes 5 of the cold wallet 2. Accordingly, none of the pre-signature nodes 6
receives pre-signatures being representative for the entire private signature key, and thereby
none of the pre-signature nodes 6 will be able to compute a valid signature on its own.
However, the pre-signature nodes 6 in combination are in the possession of pre-signatures
which enable them to compute a valid signature. The transmission of the pre-signatures from
the nodes 5 of the cold wallet 2 to the pre-signature nodes 6 is performed using a one-way
communication channel. For instance, the nodes 5 of the cold wallet 2 may generate a visual
or machine readable code, such as a two-dimensional bar code, which can be read by the
relevant pre-signature node 6, e.g. by means of a camera or a suitable scanner. Thereby it is
efficiently ensured that no data enters the cold wallet 2.

The steps described so far require no knowledge of the message to be signed, and they may
therefore be performed as pre-processing steps. This reduces the number of steps, in
particular the number of communication steps, required at the time where the signature is
actually generated. This reduces the latency of the system 1 and reduces the risk of failure of
the signing process due to communication faults or timeouts.

When a signature is required, an authorized user contacts the signature application 4 and
provides the message to be signed. The signature application 4 then contacts the pre-
signature nodes 6 by requesting a signature and transmitting the message to be signed to
each of the signature nodes 6. In response thereto, each of the pre-signature nodes 6
generates a partial signature, based on its pre-signature, and based on the message which
was received from the signature application 4. Thus, none of the partial signatures
constitutes an entire valid signature, but the three partial signatures, in combination, contain
sufficient information to compute a valid signature of the message. Furthermore, the partial
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signatures are generated, based on the message to be signed, as well as based on the
private signature key, in the form of the pre-signatures being generated based on the
respective shares of the private signature key. However, the partial signatures are generated
without requiring that the message to be signed enters the cold wallet 2, and without
requiring that any of the shares of the private signature key leaves the cold wallet 2.
Furthermore, the partial signatures may be generated without requiring that the pre-
signature nodes 6 communicate with each other. As described above, this reduces the
latency of the system 1 and minimises the risk of the system 1 being compromised. In the
case that the system 1 is applied for emulating a multi-signature workflow, this further allows
the signature process to be performed in a manner which resembles a standard multi-
signature workflow very closely, i.e. the workflow which the users are used to follow need not
be changed. For instance, it is not required that all parties are online or generate the partial

signatures simultaneously.

The pre-signature nodes 6 further transmit the generated partial signatures to the signing
application 4, and the signing application 4 then computes the digital signature of the
message from the partial signatures. As described above, the system 1 illustrated in Fig. 1
provides a high level of security while allowing easy access for rightful users, due to the
separation of the cold wallet 2 and the pre-signature wallet 3.

Fig. 2 is a flow chart illustrating a method according to an embodiment of the invention. The
process is started at step 7. At step 8, a private signature key is generated by two or more
nodes of a cold wallet, using a multi-party cryptographic computation protocol, e.g. in the
manner described above. Accordingly, the private signature key is distributed among the
nodes of the cold wallet.

At step 9, each node of the cold wallet generates a pre-signature, based on its share of the
private signature key, and transmits the pre-signature to a pre-signature node, in the

manner described above.

At step 10 it is investigated whether or not a signature has been requested by a signing
application. If this is not the case, nothing further is done, and it is repeatedly investigated at
regular time intervals if a request for a signature has been received. When a signature is
requested, and the message to be signed is transmitted to the pre-signature nodes by the
signing application, the process is forwarded to step 11, where each pre-signature node
generates a partial signature, based on its pre-signature and on the message to be signed.
When the partial signatures have been generated, the pre-signatures are deleted by the
respective pre-signature nodes, in order to ensure that they are not reused for another future

signature.
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At step 12, each of the pre-signature nodes transmits its partial signature to the signing

application which requested the signature. Finally, the signing application computes the
signature from the received partial signatures, at step 13.



