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This application is based onan application No. 2001-208532 filed in Japan,
the content of which is hereby incorporated by reference. BACKGROUND OF
THE I NVENTION 10 (1) Field of the Invention The present invention relates
to a technique to distribute, receive, record, and play ba@klatiugiry 20080r ks
over a network. (2) Description of the Related Art 15 Thanks to recent
t echnol ogi cal advance, digital works, such as digitized docunents, nusic,
i mages, andr PO ey aeENeeeRr distributed over a network typified by the
Internet, which allows users to easily retrieve various digital works via
a network, and mgcardLtiERK SROTECEAONI INIEZEM WBELSRDVPDAUBBEHDEFTEE, 20
recording nmediumto play back. However, the above advantage that users are
al | oned t o RESIORETINGNMEPIUMpPEYACE, dRHPt MPDiordEANGE | GFX4QEabl y attended with
a problemin that the copyrights of digital works may be infringed easily.
25 SUMVARY OF THE | NVENTI ON To address the above problem an object of the
255532:5; 9 Janu%kxs%%% i'cd %QRT@%&é&&&hQB8¥b9$c2tﬁbﬂhk?b0W9L50959£eCt'0”
filed in Japan, the content of which is hereby incorporated by

reference.

BACKGROUND OF THE INVENTION

10 (1) Field of the Invention

Thepresent inventionrelatestoatechniquetodistribute,

receive, record, and play back digital works over a network.

{(2) Description'of the Related Art
15 | Thanks to recent teqhnological advance, digital works,
such as digitized documents, music, images, and.programs, have
been distributed over a network typified by the Internet, which
allows users to easily retrieve various digital works via a
network, and record the retrieved digital works onto a separate
20 recording medium to play back.

However, the above advantage that users are allowed to
convenientlyfeplicatedigitalworksisinevitablyattendedwith
aprobleminthat the copyrightsof digital worksmaybe infringed
easily.

25
SUMMARY OF THE INVENTION

To address the above problem, an object of the present



record/ pl ayback device, a recordi ngnedi undevi ce, anodel change device, a
record/ pl ayback nethod, a record/playback program and a recordi ng nedi um
storing a record/playback program each 5 of which records a digital work
stored in the internal nenory of a record/playback device into a portable
recordi ng medium device in a manner to prohibit playback of the recorded
digital work with any other device than the record/ pl ayback Hewiare2006
enpl oyed at the tinme of the recording. 10 To achi eve the above object, in
one aspect of the present invention, a digital work protection system for
recordi ng andenpliayi hg tagkratiigld & digyikalcempk pestacpdrhabyeterca di ng
medi um device including a storage area and being attached to a

recor d/ pl aybaekddpia ghacindevhee r ececarpingbeck uaelsviee  Brieodsl change
record/ pl ayback device includes: an internal stor%]e unit operable to

store a coft¥&hfet AT SCOTA/ B gYPAF WBF KR (hitqie * W RFGYRAEK oA IR ™ge uni t
operabl e tg ggaﬁ%tagéﬁd%‘?&“m%%i%% gggfi%ﬁfaogggé%)%g?}a%%a@? p'fg'gggﬁ tt%_lcté'zhgt ored

record/pla?% vice;?an “encfypti uni o encrypf

cont ents based 2R elReqRr £ f 8k 10GWr&kes UGN S 4 HhQr TRELPRaL GndiRNGF at e
encrypted information; a wite unit operable to wite the generatéd

encrypted énfDrrERid@YpllaBatRedet DE80iN ey ea palrthbeer 606 8 gy mERMiudm
device; a read unit operable to read the encrypted information fromthe
st or age ardsvidfe tihea mecoedi nypredibitdeld dmckRbfabeceyprded digiittadper abl e
to decrypt the read encrypted infornation based on the prestored device
uni que i nfERTRIYIN avocEdstndeNécanFhaR FRE oF AeR TP LA iatde daviicet o

generat e aerrlzplgoyjeac{“fael‘:r )éhzeogfisme of the recording.

10 To achieve the above object, in one aspect of the present
invention, a digital work protection system for recording and
playingbackdigital work, comprises aportable recordingmedium
device inclﬁding a storage area and being attached to a
record/playback device and the recofd/playback device. The

15 record/playback device includes: an internal storage unit
operable to store a content that is a digital work; a unique
information storage unit operable to prestore device unique
information that is unique to the record/playback device; an
encryption unit operable to encrypt the stored content based

20 ontheprestoreddevice unique informationtogenerate encrypted
information; a write unit operable to write the generated
encrypted information into the stdrage area of the recording
medium device; a read unit operable to read the encrypted
informationfromthestorageareaoftheré;ordingmediumdevice:

25 a decryption unit operable to decrypt the read encrypted
information based on the prestored device unigque information

stored in the unique infermation storage unit to generate a



decrypted content; and a playback unit operable to play back the generated
decrypted content. Wth this construction, the record/playback device
encrypts the content based on the device unique information that 5 is

uni que to the record/ playback device to generate the encrypted information,
and records the generated encrypted information on to the recordi ng nmedi um
device. In order to play back the content, the record/ pl ayBaldaudey 2085
decrypts the encrypted information based on the device unique information
stored in 10 record/pl ayback device. Thus, there is an effect that the
encrypted i rdéedrpdted indlead ;i Andihe promratingnivdopsraeVe o ipdaynbather
decrypted nor played back by any other device than the record/ playback
devi ce havi nthe henatafes idefcoyptedonostened therein. 15 Here, it is
preferable that the encryption unit encrypts the content using the device
uni que i nfor mati oMigs &hREyceastyesetet e tie RIS PLAYPAES HATITH, and the

i quo. | © nf GHEYRRS GG SORESRC ST SRALT E NP ST Rb P Db T MG EPRC T &
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using the da{iAmdtidns hAHOFIRIID the gekB¥atddUnciyitedNehyPiRaltion
i nformation stored in the recordi ng medium device is not 25 decrypted or

pl ayed back dwy tanyhdeysmerdirag mddsemndévieewe tlneordevite plaiygbeck the

information. Here, it is preferable that the record/playback device 3
content, the record/playback device decrypts the encrypted
information based on the device unique information.stored in

10 record/playback device. Thus, there is an effect that the
encrypted information stored in the recording medium device is
neither decrypted nor played back by any other device than the
record/playback device having the unique information stored
thérein. |

15 Here, it is preferable that the encryption unit encrypts
the content using the device unique information as a key to
generate the encrypted information, and the decrypticn unit
decrypts the read encrypted information using the device unique
information as a key.

20 With this construction, the content is‘encrypted using
the device unique information as a key to generate the encrypted
infﬁrmation, and the read encrypted information is decrypted
usingthedeviceunique informationasakey. Thus, theencrypted
information stored in the recording medium device is not

25 decrypted or played back by any device that dose not have the
device unique information.

Here, it is preferable that the record/playback device



9 January 2006 further includes a condition storage unit operable to store
usage condition information showi ng a perm ssive condition for use of the
content; and a condition judgnment unit operable to judge whether use of
the content is permtted according to the usage 5 condition information.
Wth this construction, the record/playback device prestores the usage
condition information showing a perm ssive condition for uSelauarh@006
content, judges according to the usage condition information whether use
of the content is permtted. 10 The decrypted content is played back only
when the comteRherSndiud@ec tonbet Pef Btbtege ulbtspetrhpleant edrd ssqyot ect ed
from being used when the conditions shown by the usage condition

i nf or mat i oncosdittioneinfdenat it showingf erpdimel shiate vonditionubPyuse
informati on 15 storage unit and the condition storage unit_are |,

r ead- pr ot ecPEdthea§ORERNtasa NG it SRRttt dHIgRaR hi iggPesaRinir Hiddse
unless the devijce is specjifically permitted.to read or w,it he I que

i nf or mat i onwgﬁﬁh?ﬁé‘lﬁfsg etéﬁrﬁﬂ’lti%ﬁ' ?‘ﬁf%‘?"ﬂrﬁ{ﬁ%t@ﬁ. aW?ﬁng stocgﬂétt%suaggl on,

t he uni que | : | O 20 unit and the condition storage unit are
Wi te-pr%t eé?éggg?%lh Jr:%g%&é)?% Tt ed agai nst any external device. Thus, the

device unique i nfOFHBIHON L dRe rusagetaendesdod/p e Wt iduviaske
protected frombeing | eaked out. Here, it is preferable that the encryption
unit gener apesst@bes thiet heagewonbdt ibs imfiaque tiiont Sisowiong erpsrmeimaiyet s t he
generated title key using the device unique information as a key to
generate anorHttign dertise @ikbhe contenst siudgecaRceREInGitRythRaiSgeRer at ed

condition information whether use of the content is permitted.
10 The decrypted content is played back only when the content is
judged to be permitted. Thus, the content is protected from
being used when the conditions shown by the usage condition

informaticn is not met.

Here, it is preferable that both the unique information
15 storage unit and the condition storage unit are read-protected
as well as write-protected égainst any external device unless
the device is sPecifically permitted to read or write the unique
information and the usage conditicn information.
With this construction, the unique information storage
20 unit and the condition storage unit are w-rite-protected and
read-protected against any external device. Thus, the device
unique information and the usage condition information are
protected from being leaked out.
Here, it is preferable that the encryption unit generates
25 | a title key that is unique to the content, encrypts the generated
title keyusing the device unique information as a key togenerate

‘an encrypted title key, encrypts the content using the generated




4 9 January 2006 title key as a key to generate an encrypted content, and
generate the encrypted information that is conposed of the encrypted title
key and the encrypted content, the wite unit wites the encrypted
information that is conposed of the encrypted title. key and the 5
encrypted content, the read unit reads the encrypted information that is
conposed of the encrypted title key and the encrypted cont &nignuaine2006
decryption unit decrypts the encrypted title key included in the read
encrypted information using the device wunique information as a key to
generate a deenypisfatiatksy keyyenkt aartardencypsed honeant y phedyarormaset
included in the read encrypted information using the decrypted title key
as a key totpensrcatyptetha fbemaribed eont eaempesrt o A& heererdrrgdiddileém
device includes the storage area for storing t he encrypted information
that is cokpysed e emer ¥iead/pReeeRt 1 Floe Key %HBlFW§l§ﬁé%%ﬁﬁﬁfﬁﬁﬁ%ﬁgnt. 15

Wth thi truction, the, d/pl Kk devi ypt ted
it 1'e Key UPEGEPRELOBIIEE. BhPGEoSEr ot mari T b by RaRa g AR00 2 2l

the encrypt §gcgy§lé§d tcggl%gggp%n%@éawmﬁ Qeasg%argn&e%}g&dti@ef%ez&@hed

title key a t0 generate the encrypt content. Also, the 20

record/ pl aypagk feHdrodaer ¥ptend Recaiypt kAt edt 14 thesy koY tise Rgicrtyipeedevi ce
uni que information as a key to generate the decrypted title key, and
decrypt s t heoneafit pruttey geedypohbeninitsidegrihes goreeacedptedriyiftled kevt | e key
as a key to generate the decrypted content. Thus, the encrypted title key
stored in theciededdimgins nesti emcaepted LafABRAEERD VHHIRE Hheafyvafher

device than the record/playback device having t he, devi ce .uni e,
i nf or mat i onunique information as a key to generate a decrypted title key,

10 anddecryptsthe encryptedcontent included inthe read encrypted
information using the decrypted title key as a key to generate
the decrypted content, and the recording medium device includes
the storage area for storing the encrypted information that is
composed of the encrypted title key and the encrypted content.

15 With this construction, the record/playback device
encrypts the generated title key using the device unique
inforfnation as a key thereby to generate the encryptedrtitle
key, and encrypts the content using the generated title key as
a key thereby to generate the encrypted content. Also, the

20 record/playback device decrypts the encrypted title key using
the device unique information as a key to generate the decrypted
title key, and decrypts the read encrypted content using the
generated decrypted title key as a key to generate the decrypted
content. Thus, the encrypted title key stored in the recording

25 medium device is not decrypted by any other device than the
record/playback device having the device unique information

stored therein. Consequently, the encrypted content is



stored therein. Consequently, the encrypted content is 5 9 January 2006
decrypted only by the record/ pl ayback device. Here, it is preferable that
t he record/ pl ayback device further includes a first authentication unit
operable to perform nutual authentication with a second authentication
unit included 5 in the recording nmedi um device before the wite unit wites
the encrypted information into the storage area or before Shanuaay2006i t
reads the encrypted information fromthe storage area, the recording
medi um devi ce further includes the second authentication unit operable to
per f or m nut dakrgptbendn Tathwnehe Gendrd olie ybarekt dentegpti on unit incl uded
in the record andpl ayback wunit, and the storage area includes a first
storage area and Herseddndsspoefigsabieshathdhses6Rard( B AYRR S S8W&eNg

witable and readable only when the nutpual authenticati I.s established
by the firsEVEERABANCARERER LAt 2P RRENF HERF 10T 04y PFEEaBﬂ% tfé’eérféf?pt ed

oo o bl ST S5 5 ALt e

aut hent i cat FBRHAS 284 i TS entircation unit, wites the

encryptegl t Eh'ﬁé%aé?&gﬂré B qiSRCond & Be@g8e AHRAwr 888 Uit weagesiRhe reads

the encrypted content fromthe first storage area, and only when the
nut ual 20 aghhepptédtingarnateshabiichnd dyotde breatonbiefenti et ireaduni t,
reads the encrypted title key fromthe second storage area. Wth this
construct i onnitheadecthalbpkaybaetl iddviroetans f1mm EbedrtdinigendEeamthevi ce
nmut ual | y aut henti cate each ot her. when the nutual authentication is

onl
est abl i shedreeped bmn macig ﬁ%}@&ct@uaégﬁ&lwwc&s e RGPt ed title key

into the authentication unit operable to perform mutual authentication

10 withthe first encryptionunit includedintherecordandplayback
unit, and the storage area includes a first storage area and
a second storage area, the second storage area being writable
and readable only when the mutual authentication is established
by the first authentication unit,rthe write unit writes the
15 encrypted content into the first storage area, and only when
the mutual authenticaticn is established by the first
authentication unit, writes the encrypted title key into the
second storage area, and the readunit reads the encryptedcontent
from the first storage area, and only when the mutual
20 authentication is established by the first authenticationunit,
reads the encrypted title key from the second storage area.
Wiﬁh this construction, the record/playback device and
the recording medium device mutually authenticate each other.
Only when the mutual authentication is established, the
25 record/playback device writes the encrypted title key into the
recording medium device, or reads the encrypted title key from

the recording medium device. Thus, it is prevented that the



recordi ng nmedi um device, or reads the encrypted title key fromthe
recordi ng nmedium device. Thus, it is prevented that the 6 9 January 2006
content is read fromor witten by any illegitinate devices. Here, it is
preferable the record/ pl ayback device further includes: a condition storage
unit operable to store usage condition information showi ng a perm ssive
condition for use 5 of the content; and a condition judgneBtJamiary 80ed abl e
to judge whether use of the content is permtted according to the usage
condition information. Wth this construction, the usage condition is

stored intocdrtentecer defg Gt Wh devitean Bpchrihd ljledgrent tasddwiadmet her
use 10 of the content is permtted is made according to the usage
condition. Here, Heres igrid prabeeabhet:hehrecand/elagbecketadd cehfuniswege
condition fromthe condition storage unit and wites the read usage

condi tion i Anelwgeisonai APBILHEOR eTHMRER ditdde CREEEPHR| §O 1B W 'SA%E nut ual
authentication.is,estab%ished,q¥ he .first__authenticati,0o n the read

unit reads tct?é‘d_&§&§8‘ th 4 o r‘?ﬁiPﬁeas%f:’chFsétv& gagdé?één%% Wit es the
ool 280, RINERL [kl Grdd'e dIRANR RADTLAGRLR S LAL RO U1 OB Y dlagn ThE

nmnutual authéntication i S establishe irst authentication unit,

and the condihkiQBri YYEBNENMRHIdnHed0ES pHiatiteledusecOFdiMe t6OthE Msagkes
permtted according to the usage condition information stored in the

condi ti on stenageioni infMfidtidr.s construction, the record/ pl ayback device
and the recording nediumdevice nutually authenticate each other.

With this construction, the usage condition is stored into
the recording medium device, and the judgment as to whether use

10 of the content is permitted is made according to the usage
conditien. _

Hére, it is preferable that the write unit reads the usage
condition from the condition storage unit and writes the read
usage condition information into the second storage area only

15 when the mutual authentication is established by the first
authentication unit, the read unit reads the usagé condition
from the second storage area and writes the read usage condition
into the usage condition storage unit only when the mutual
authentication is established by the first authenticationunit,

20 andthe condition judgment unit judges whether use of the content
ispermittedaccordingtotheusagecqnditioninformationstored
in the condition storage unit. |

With this construction, the record/playback device and
the recording medium device mutually authenticate each other.

25 Only when the mutual authentication is established, the

record/playback device writes the usage condition into the

recording medium device or reads the usage condition from the



25 Only when the nutual authentication is established, the record/ playback
device wites the usage condition into the recording nmedi um device or
reads the usage condition fromthe 9 January 2006 recordi ng nedi um devi ce.
Further, the record/playback device judges whether use of the content is
permtted according to the read usage condition information. Thus, the
usage condition information is recorded into the recordi ng9ndathuany @86 ce
together 5 with the content. Here, it is preferable the usage condition
information stored in the condition storage unit shows a permtted

pl ayback numbsrrdifng nedsum sigydcei-t t Barpragbibr REITH PlaRach ¢e8Hce ot al
pl ayback tine, a permtted nunber of tines for copying the content,, 10 or a
perm tted nuigesoFherhes ‘-‘ISGrOf‘n’i\ll’ien@o‘?'i"@tc6ﬁt%‘?ﬁ“}l%rﬁ§lgfﬁ‘é°r‘gb?%%toi o

| ud [ | ). j.ud | ay, back th ' I ; f
|imee of ac(1Ra BPAJROER™ o1 THE COROR By UHETH SSasR g Eore SATEL 1o

or less tha 5 @t teedh Y RERAGHE o THEREE o 1 i i iEPh unPd 7L & BHGethd® at
whi ch t he coqrﬁ{ge}’%{rg&%é' be 0%5 pl ayedo back bcil tlhed pl ayuback unit Ts within

the perngtted ol aykaekntprti 0od, and a total tine of actual playback is

equal to or less than the permtted total playback tine, (ii) judges to
copy the contentHepe} hit riec preifegabddi ting desAd=e contdy tihaninherpriifn t ed
nunber of times for copying the content is _equal to 1 or, greater, 0 and

(iii) judgestogerle thRecshttaon $80¥e MBLERNHMY AdtRTH RERASS when
e per L\ e QATOST OF oLt 188 LOL TR LG bl SOLEnts 3 gNab b 07
pl ayback “”E?%S;b%k%ﬂi%? 'a &ﬁﬁrﬁé&ﬁﬂn@r%?@%egﬁ&‘%pying the content,

10 or a permitted number of times for moving the content, and the
condition judgment unit (i) judges to play back the content only
when the number of times of actual playback of the content by
the playback unit is equal to or less than the permitted playback
number of times, a date and time at which the content is to be

15 playedbackby theplaybackunitis within the permitted playback
period, and a total time of actual playback is equal to or less
than the permitted total playback time, (ii) judges to copy the
content to the recording medium device only when the permitted
number of times for copying the contént is equal to 1 or greater,

20 and (iii) judges to move the content to the recording medium
device only when the permitted number of times for moving the
content is eqgual to 1 or greater.

With this construction, the usage condition shows a
permitted playback number of times, a permitted playback périod,

25 or a permitted total playback time, a permitted number of times
for copying the content, or apermitted nuinber of times formoving

the content. Thus, usage of the content is limited in a variety



25 or a permtted total playback tinme, a permtted nunber of tines for
copying the content, or a permtted nunber of tinmes for noving the
content. Thus, usage of the content is limted in a variety 8 9 January
2006 of ways. Here, it is preferable that the record/ playback device
further includes an authentication judgnent unit operable to judge whether
the recordi ng medi um devi ce includes the second 5 aut henti c8tlaoagh2@06 and
the encryption unit further encrypts the content using the device: unique
information as a key to generate the encrypted i nfornmation when the
recordi ng nmedi waysdevice is judged not to include the second authentication
unit, the wite unit further wites_the generated encrypted information 10
into the storage B#E oft tifePFREBFIPHY REdEFFRES Ragk d4egd6Rding |

medi um devi ¢ge [ s_judge ot to_ipgclude the secan ut henticatli it, the
read unit ngFh§?¥r fg‘a’g“f?%eaé‘né%lgﬁ?% Rt ﬂélt%igg\ﬁn?r%?ﬁ hoepeg{agﬂ%gggar ea of
the recordi ﬁ‘gdgggmﬁe%ﬁs ahen {0 eas ohdidig P dhum.deyiGe sscbidged not
to include e second aut hentication unit, and the decryption unit

further 5deghyRéstibg: iSRRG MDA @thd BROE GRE i unskngu i ttee Hevicegpuai que
information as a key when the recording nediumdevice is judged not to
i ncl ude t hetlsecoonttent henitrigc athieodewiict. uli ghe tin S mmtsitonuesi enkeyheo
encryption is done in a 20 different manner dependi ng on whethert he
recordi ng nEehers de i encayPtad sinfoEA tHem FBgRI Bie IR ICTWRITcReAAREs it

D053 gl s A0S Chki Sl lPrds BA2I G808 SYSLELB Ry yasL ety o
thewriteunit furtherwrites thegeneratedencryptedinformation
10 intoc the storage area of the recording medium device when the
recording medium device is Jjudged not to include the second
authentication unit, the read unit further reads the encrypted
information from the storage area of the recording medium device
when the recording medium device is judged not to include the
15 second authentication unit, and the decryption unit further
decrypts the read encrypted information using the device unique
information as a key when the recording medium device is judged
not to include the second authentication unit.
With this construction, the encryption is done in a
20 differentmannerdependingonwhethertherecordingmediumdevice
includes an authentication unit, which makes it possible that
the digital work protection system is used in a variety of ways.
Here, it is preferable the recording mediumdevice further
prestores medium unique information that is unique to the
25 recording medium device, the internal storage unit stores a
unique information type in association with the content, the

unique information type showing whether the content is to be




prestores medi um uni que information that is unique to the 25 recording
medi um device, the internal storage unit stores a unique information type
in association with the content, the unique information type show ng

whet her the content is to be 9 9 January 2006 encrypted based on the device
uni que information or the medium unique information, the record/ playback
device further includes a unique information judgnment unit Sclsswuany 2006

j udge, according to the unique information type stored in the internal
storage 5 unit, whether the content is to be encrypted based on the device
uni que i nf oemaryohedroases padihardani §Ec R FFHY FREPERATLAR OTehRE VRFER uni t

(1) encrypts the content based on the devic nj que informat.ion to
gener at e thé‘néHEFfﬁ‘tf@&mF‘ﬁf‘BPnﬁ?ﬁ%&{p&?ﬁgaﬁgiﬁécﬁ Y %ﬁgfilonﬁq]ugganent
unit judges_the conte b ﬁﬁé%& Vi i;que

i nformati onfa Lé%’tﬁu(el t P‘%reréta smq-f igdﬁﬁgdtﬁ%%kggi ue | n]’f%gtr:%rg? id %'faf%r%wtaﬁga
recording nedi una deMieR 1hBoBREE YN thipR septeat:basedontéheal eadragei um
uni que information to generate the éncrypted infornmation when the uni que
i nf or mat § onuhudgrERitheri thd wagesnt Hes comecanct yptmd basegptrethddswdcen t he
15 nmedi um uni que i nformation, the decryption unit (i%ﬁdecrypts the read

encrypt ed i nhibguat infetesddromn teedeeldemunnfaes i HHrmAYiOR, tBegenerate
t he decrypted content when the unique infornmation ment_unit judges the

content to BRCEVRF{N ethifadéd BﬂchﬁﬁscﬁRﬁ(ﬁgnﬁﬁpﬁuggg%_c99n£ﬁepﬂ?v g (i)
Gecrypt ' neurbiie RIBEFREaan I GRRREroR T iTnerel SR OF 1O
uni que i nf of MRt | ANy 101 ARBERAE Fol NRHRRNYPLAT CAMQIY tHBESod fintRioObE
10 encryptedbased on the device unique information, and {ii) reads
the medium unique information from the recording medium device
toencrypt the content basedenthe readmediumunique information
togeneratetheencrypted informatiqn whentheunique information
judgment unit judgeé .the content tec be encrypted based on the
15 mediumunique information, the decryptionunit (i) decrypts the
readencryptedinformationbasedonthedeviceuniqueinformation
to generate the decrypted content when the unique information
judgment unit judges the content to be encrypted based on‘the
device unique information, and (ii) reads the medium unique
20 information fromthe recording mediumdevice to decrypt the read
encrypted information with the use of the read medium unique
information to generate the decrypted content when the unique
information judgment unit judges the content to be.encrypted
based on the device unique information.
25 With this construction, different unique information is
used in the encryption depending on the unique information type,

which makes it possible that the digital work protection system

10



i nformation judgnment unit judges the content to be encrypted based on the
devi ce unique information. 25 Wth this construction, different unique
information is wused in the encryption depending on the unique infornmation
type, which makes it possible that the digital work protection system 10 9
January 2006 is used in a variety of ways. Alternatively, in another aspect
of the present invention, provided is a nodel change devi c® Jahedry 2006
replacing a first record/playback device with a second record/ pl ayback
device due 5 to change in a contract between a user and a service provider,
the first retordded ayrtback adeeicgecbewags usabl e under the contract. The
first record playback device includes: a first internal storage unit
operabl e to store?dteonesavel fatlnianofhgr@sPact’ khe PaefeRELNYANELRD

i nformati on storage unit operable to prestore 0_devi ce uni que pLnformation
that is uni cﬂ}?‘f%‘}‘getqqésf PrRPI® LN SFBacR ‘d%@‘%c%‘?r g%ﬂiﬂﬁm nérlfllp’f?ton uni t

ble t t. th t.ent. sI ' ' ' t It
bagea on 1 hd TP RS JrLr ok SO S iR PeEE i fe A U

i nfor mat i;on 54 %alageum ta LOnOEHEF MR wRRBEN YRIRG: bRROL RikARe Brdbiddr st

wite unit operab to wite the generated encrypted information into a
storage areand fir SICESESH VD IRdiawp diericede i ngy U9 atslle urehst the tompesaathl e to
read the encrypted information fromthe storage area of the recording
medi um devi @e £ifrststrecdedr ybayoaclunavigeedalglades: decfypst t Hecewwd
encrypted 20 informati on based on the device unique information sgggpd I n

the first ufitQEagentolHRPREALEE FoagECIMBICUY YEnEhat & Sa2 FeGivAt JtP

a first unique information storage unit operable to prestore
10 device unique information that is unique to the first
record/playback device; a first enéryption unit operable to
encrypt the content stored in the first internal storage unit
based on the device unique information stored in the first unique
information storage unit to generate encrypted‘informafion; a
15 first write unit operable to write the generated encrypted
information into a storage area of a recording medium device,
a first read unit operable to read the encrypted ;nformation
from the storage area of the recording medium device; a first
decryption unit operable to decrypt the read encfypted
20 information based on the device unique information stored in
the first unique information storage unit togenerate a decrypted
conteﬁt; and a first playback unit opefable to play back the
generated decrypted content. The recording medium device
includes the storage area for storing the encrypted information.
25 The second record/playback device includes: a second internal
storage unit that includes an internal stcrage area for storing

a content that is a digital work; a second unique information
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content; and a first playback unit operable to play back the generated
decrypted content. The recordi ng nedi um device includes the storage area
for storing the encrypted information. 25 The second record/ pl ayback device
i ncludes: a second internal storage unit that includes an internal storage
area for storing a content that is a digital work; a second uni que
information 11 9 January 2006 storage unit that includes anSidansenaP006
storage area for storing device unique information; a second encryption
unit operable to encrypt the content stored in the second internal storage
unit based of-PFRIYERLCe-hA 406l PArS ATl PR bPEQArRAC tAT@asERDATOr ENGINi que
informati on storage unit t,oggenerate encrypted infornption;, a second wite

unit oper abl Y W PE N &PGBRBRAL Y BTG HCe8PFRYBY Hal i BH b lﬁ?ﬁrf‘]%e .
f | , It t
storage ar e?&c? eﬁéﬁgn@%reycgﬁéﬁ@ st&é&&%”ghéfégﬁgﬁé m%%;egnggvg%é?a%& S oc ong

encrypt ed [ or matl rom € storage area e nenor _ _
decryption IthithbhsORVnebhe de@i B8N RIud Nerd anct RNCEYRLES ihnhiy sBLiQp based

on the device unique information stored in the second unique Information
storage @ni turtieugerierfatrmaaidacsypteade camiterig gt ratesenerdppbayback unit
operable to play back the generated decrypted content. The nodel change

devi ce i ncl dddermgtiipng gd $§cerdd nifeturdierit ab ot o ead telthagenem iad que

information stored in the first, unique information storage unit, and

del ete the SPEFYRESHMTRETAHAGRTEDMS FoATIFRAFER OF Lk AR AN AYH AR on

Lo age, BP0 T Bt R g e L B ©°
from the storage area of the memory device; a second decryption

10 unit operable to decrypt the read encrypted information based
on the device unique information stored in the second unique
information storage unit to generate a decrypted content; and
a second playback unit operable to play back the generated
decrypted content. The model change device includes: a fhird

15 read unit operable to read the device unique information stored
in the first unique information storage unit, and delete the
device unigue information from the first unigue information
storage unit; and a third write unit operable to write the read
device unique information into the second unique information

20 storage unit.

With this constructiocn, the model change device reads the
device unique information stored inthe first unigue information
storage unit of the first record/playback device, deletes the
device unique information from the first unique information

25 storageunit, andwrites the read device unique information into
the second unique information storage unit of the second

record/playback device. Thus, even after the model change, the

12



Wth this construction, the nodel change device reads the device unique

I nformation stored in the first unique information storage unit of the
first record/playback device, deletes the device unique information from
the first unique information 25 storage unit, and wites the read device
uni que information into the second unique information storage unit of the
second record/playback device. Thus, even after the nodel Shkamgyary £6@612 9
January 2006 content stored into the recordi ng nmedi um device by the ‘first

d/ pl ayback device is all to b d by.th ond. - [ pl ayback
Govi ce. 1 n’ adGINeGH: SEPFER 1HEP oot <CRANGET RIRLIT (T ARy BNE) BAsak
device is no He%%%%? %E%B%Q {igvfég | @ I NGERNLRNG, ﬁ'séﬁrggttg(g'%ecéﬁh .
anot her aspect of tHé presen |nven%|on, prOV|de§ i'S a dél "change devi ce

used for canceldoRg/g1alBeek Hdlidehackndeydaa d)akrhas Heehodeabligaider a
contract between a usér and a service provider. The record/playback 10

devi ce incl udes: fapstntesoad/Hiagmagk devicepbs abd € dmyeat al@credcontierd t hat
is a digital work; a unique information storage unit operable to prestore

(i) devicé umihgueonhéntmation that is unique to the record/ playback device

and (ii) contract _informatiaon regarding the contract, the device unique 15
i nf or mati on bei ng RheRFETdsiRlYofid AROELRE fERECT AE SRR THIEN Sl VREHA st i on

unit operabl e Lo, gncrypt t he gon ent std%;red instege inéergéle i o age uni t
based on t_he%@vf‘%% u %)q%énc?%f or#@ﬁg&n stored®rh Fﬂ’é_ uhi gue Thtor mat i on
storage un t 180 BENST i ciEHFNRECEnh Rl REFBId M usBMe! bR 4 QRRIARKE tO
between a user and a service provider. The record/playback
10 device includes: an internal storage unit operable to store a
content that is a digital work; a unique informétion storage
unit operable to prestore (i) device unique information that
is unique to the record/playback device and {ii) contract
information regarding the contract, the dévice unique
15 information being independent of the contract information; an
encryption unit operable to encrypt the content stored in the
internal storage unit based on the device unique information
stored in the unique information storage unit to generate
encrypted information; a write unit opérable to write the
20 generated encrypted information ;nto a storage area of a
| recording medium device; a read unit operable to read the
encrypted information from the storage area of the recording
medium device; a decryption unit operable to decrypt the read
encrypted information based on the device unique information
25 stored in the unique information storage unit to generate a
decrypted content; and a playback unit operable to play back

the generated decrypted content. The recording medium device

13



20 generated encrypted information into a storage area of a recording
medi um device; a read unit operable to read the encrypted information from
the storage area of the recording nediumdevice; a decryption unit
operable to decrypt the read encrypted information based on the device
uni que information 25 stored in the unique information storage unit to
generate a decrypted content; and a playback unit operabl eStiangbay2008 k
t he generated decrypted content. The recordi ng nmedi um device 13 9 January
2006 includes the storage area for storing the encrypted information. The
nmodel changeirdvides et telesge areef@ratiar iogeitheRCEYP FeAdN Lo B2 B8t  act
I nformation fromthe unique infornation st_or%e uni.t; and al%(/:ﬁncel | ation
cah

uni t oper abl®&& BoPeH fBIANTSr BEESSF nig & 16 5C: ad HElEE)‘?ﬁer%ﬁH PHES%t er ence
to the feadﬁ%ﬂ%&gg}feg{ n;’;r?éonar%a'toino'ri }%Eh LhL S, 59 tr:i.Hcfto:;ﬂgtiggesto%aa%e s

record/ pl ay Sstotres evi ce uniqué Tnformation t

| ndependent gf; . { BRACOMUAAL 1M QTR Oopd e TG0 pehiangn geytassireads the
10 contract 1 nformation stored in the unique infornmation storage unit and

perfor s spr aeLssnielt ensanset rdde widH nadlerontb tbetke ensad teorthmatead

contract information. Thus, even after the cancellation of the contract
under whi ch inlfermecdood/ pl ayback device is usable, the content stored in
the recording nmedium 15 device is still allowed to be pla back by the

record/ pl ayback Wéth cehisnqassiaickdry, FReaR®tdes’ %@p‘@?ﬁg]gi%etvﬁéepr esent
invention,  provided /1% eS8 . SANIL OISR 1oL s CHADPLAGL R Lis St
the contract information. The model change device reads the
10 contract information stored in the unique information storage
unit and performs processing to cancel the contract with
reference to the read contract information. Thus, even after
the cancellation of the contract under which the record/playback
device is usable, the content stored in the'recording medium
15 device is still allowed to be played back by the record/playback
device.
Alternatively, inanother aspect of the present inventiocn,
provided is a model change device used for changing a first
contract under which a record/playback device is usable to a
20 second contract. The first contract is made between a user and
a first service provider and the second contract is made between
the user and a second service provider.l The record/playback
device includes: an internal storage unit operable to store a
content that is a digital work; a unique information storage
25 unit operable to Qtore (i) device unique information that is
unique to the record/playback device and (ii} first contract

information regarding the first contract, the device unique
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contract under which a record/playback device is usable to a 20 second
contract. The first contract is nade between a user and a first service
provi der and the second contract is nade between the user and a second
service provider. The record/ pl ayback device includes: an internal storage
unit operable to store a content that is a digital work; a unique

i nformation storage 25 unit operable to store (i) device unBglanuanf 8088t i on
that is unique to the record/playback device and (ii) first contract
information regarding the first contract, the device unique 14 9 January
2006 i nf or meitn tormzdiing betepdndependenthel chet caRtr2oF @iyl Cgp an
encryption unit operable to encrypt the conteﬁépstored i n the . internal
storage uni tTEHRYPF1OR HREE RRATEEIENEGURNT TR MBei BANTeRbrEdPhss Lhe thi que

I nformati on stora upi.it _to generate n p |_nf ar. I on; ' uni t
operabl e to J\Hrqetré‘%ﬁhg °§%‘ﬁ%r"§fje béar?celggﬁﬁegﬁ%/n#%%r?a iﬁ“glrlfgi%nt gﬂgo%F%‘Er%%rg ar ea
of a record.ngediup,dey) Cene 3 £ &3l lidn ARARkeuRoLr €8dgéAera@nCr ypt ed
informati on Tromthe storage“area of the recording medium device; a
decrypti gn WidrypresabheotRatiossypd whied endtlepenabypt £d wnfos netd on based
on the device unique information stored in the unique information storage
unit to genefeaeraszeddeccyppeed confemat iamnd iatpl aybhekagai tredpetfadi e to play
back the generated decrypted content. The recording nedi um device

i ncl udes t heesosdage medbun qlesteni my 197 @ﬁéﬁyﬁ?%ag%?o??ra{?%.thfs The

nodel change devi ce includes:, a read it operable to re he fj.rst
cont r act igF@Fﬁé%F8H|??%é%@qﬂ§QHﬂ§ﬁ9§ ?H%o??é&7Qﬁ1ar?ﬁopggggﬁn%??oﬁgﬁg nt r act

cancel | ati O%e%@ﬂmcg&pgc?e;ugi &egpﬁﬁé‘?&@ unit operable to decrypt the read
10 encrypted information based on the device unique informatiqn
stored in the unique information storage unit to generate a
decrypted content; and a playback unit operable to play back
the generated decrypted content. The recording medium device
includes the storage area for storing the encrypted information.
15 The model change device includes: a read unit operable to read
the first contract information from the unique information
storage unit; a contract cancellation and change unit operable
toperformprocessing to cancel the first contract with reference
to the read first contract information, and perform processing
20 - to make the second contract to generate second contract
information regarding the second contract; and a write unit
operable towrite the generated second contract information into
the unique information storage unit, and delete the first
contract information from the unique information storage unit.
25 With this construction, the record/playback device
prestores the device unique information that is independent of

the first contract information. The model change device reads

15



to performprocessing to cancel the first contract with reference to the
read first contract information, and perform processing 20 to nmake the
second contract to generate second contract information regarding the
second contract; and a wite unit operable to wite the generated second
contract information into the unique information storage unit, and delete
the first contract infornmation fromthe uni que infornmati on9stamuage2Q0f t .
25 Wth this construction, the record/playback device prestores the device

The hodel  CHERGH APk FaRkiL S 0T B SO P ™ 5066 e I LAY R e
| nformat | onaLLenLhe eeatdnB! Ay Ragke £ RVLCA - s PECROLLE: RARCAS AL cancel
the first cBAtrac th réference 0 the Tirst contract i nfornmation,

perforns progessd RYrke JHHGadthen 86ERNEE SONbE2EL rAl G idkBIRIgRES rlzlke second
contract 5 information regarding the second contract, wites the generated

second contthét sétdod drityadintand he gehgqueteée ntios neddamd staortaget unit of
t he record/ pl ayback device, and deletes the first contract information
from t hé unigfiernat emuegandsne thgesanand commast evehtes the agseraéedi ce
provi der of the record/playback 10 device is changed_to another service

provi der, t¥RCIVAEERETIEBABFOTFALLAR LSO HYL FRT AP IRGFLaN SEOLRPR)
| d back._ BRI SCRI PTI OF,. TH GS, T . bj
p! aye ac tftggttg}%esre&or glfap{gacE é)eﬁs?lygé\l arltc%"eiiegl.c%%% tt'?x% 9&?%'& obj ect s

advant ages #ht- fat FrivERt Ton Wil Sore apparent from the
fol | owing dSserinli efeothEt £0h rdkCind AnGQk U AR ioks tdeagaarpanyi ng
drawi ngs whic ITTustrate a specific enbodi nent of the invention.
Thus, even after the service provider of the record/playback
10 deviceischangedtoanother serviceprovider, thecontent stored

in the recording medium device is still played back.

BRIEF DESCRIPTION OF THE DRAWINGS
These and the other cbjects, advantages- and features of
15 theinventionwillbecomeapparent fromthefollowingdescription
thereof takeninconjunctionwiththe accompanyingdrawingswhich
illustrate a specific embodiment of the inventien.
In the drawings:
FIG. 1 is a block diagram showing the entire construction
20 of a digital work distribution system 100;
FIG. 2 is a block diagram showing the construction of a
content distribution server device 200;
FIG. 3 is a block diagram showing the constructions of
a mobile phone 300 and a memory card 400;
25 FIG. 4 is a flowchart showing the operations of thedigital
work distribution system 100;

FIG. 5 is a block diagram showing the construction of a

16



In the drawings: FIG 1 is a block diagram showi ng the entire construction
20 of a digital work distribution system 100; FIG 2 is a block diagram
showi ng the construction of a content distribution server device 200; FIG
3 is a block diagram show ng the constructions of a nobile phone 300 and a
menory card 400; 25 FIG 4 is a flowhart show ng the operations of the
digital work distribution system 100; FIG 5 is a bl ock di &leanmanhaidng
the construction of a 16 9 January 2006 nenory card 400b; FIG 6 is a block
di agram showi ng the construction of a nobile phone 300b; FIG 7 is a

fl owchart sHMaRY t98&oPEPREi ons performed 5 by the nobile phone 300b to

generate an encrypted content _an to wite the epcrypted cont.ent i.nto the
menory card 400b; "EFG g81§sa glPFgV\ﬁh%%argﬁg\ﬁwﬁﬁgt ﬂ’ﬁeo%’ S;Ltriuézr:&smﬁlef) ogr ned
by the nobil n b read the encrypted content fromthe nenory
card 400b arﬁngﬁgc}%g r@?%t gbteﬁé content; 10 FIG 9 shows the operations to

pl ay back the conieat 7pesforrmRecbura BRbvigy e Rrardoby pefbbihed phone
X; FIG 10 is a block diagram showi ng the constructions of a nobile phone
300c andst heyereryolsal«d pHibe BOG td denexaftleomn hendrigitead ngnthetopat ati ons

of the nobile 15 phone 300c; FIG 12 is a flowhart show ng the operations
of the nobilte write the encrypted content into the memory card 400b;

FIG. 8 is a flowchart showing the operations performed
by the mobile phone 300b to read the encrypted content from the
memory card 400b and to generate the content;

10 FIG. 9 shows the operations to play back the content
performed by a mobile phone A and by a mobile phone X;

FIG. 10 is a block diagram showing the constructions of

a mobile phone 300c and the memory card 400;

FIG. 11 is a flowchart showing the operations of themobile

15 phone 300c:;

FIG. 12 is a flowchart showing the operations of the mobile

phone 300c when the usage condition is a permitted playback

period;

FIG. 13 is a flowchart showing the operations of themobile

20 phone 300c when the usage conditionis the permitted total amount

of playback time;

FIG. 14 is a block diagram showing the construction of

a memory card 400d;

FIG. 15 is a block diagram showing the construction of

25 a2 mobile phone 300d;

FIG. 16 is a block diagram showing the construction of

an encryption/decryption unit 380d;
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phone 300c when the usage condition is a permtted playback period; FIG
13 is a flowhart show ng the operations of the nobile 20 phone 300c when
the usage condition is the pernmitted total amount of playback tine; FIG
14 is a bl ock diagram showi ng the construction of a nenory card 400d; FIG
15 is a bl ock diagram showi ng the construction of 25 a nobile phone 300d;
FIG 16 is a block diagram showi ng the construction of an 9 January 2006
encryption/decryption unit 380d; 17 9 January 2006 FIG 17 is a flowchart
showi ng the entir peyat.i ons_.of | gh-tal | St.ri ' 100d;
FIG 18 is a flomgﬁgr‘ t{?hlosvmangi)?%ce}?ao%er%gioiagH?O%%? % onfctr]r'ef(fb HF%?Q%%?J%FO@

aut hent i cat i ony;hetugenot-heq ipbl i, e 30@d apdqthe 5 nenory card 400d;
FIG 19 is a flowhart show ng the operations performed by the nobile

phone 300d for steragel PriecessidvgharitGshdling thd bpeehal bns huw foyntekie
operations performed by the nobile phone 300d for read processing; 10 FIG
21 is a bl odk ronagralnashbannics hicorcbat vees tihermad i ley phrovel 3Gshage topst em
600e; FIG 22 is a flowhart showi ng the operations of the nodel change
syst em 680emeppey 28rfdsd@0] ock di agram showi ng the construction of 15 a

model  change SyStE?&?Q&?ﬁs a flowchart showing the operations perfofmed
by the mobile phone 300d for storage processing;
FIG. 20 is a flowchart showing the operations performed
by the mobile phone 3004 for read processing:

10 FIG. 21 is a block diagram showing the construction of

a model change system 600e;

FIG. 22 is a flowchart showing the operations of the model

‘ change system 600e;

. FIG. 23 is a block diagram showing the construction of

15 a model chaﬁge system 600g;

FIG. 24 is a block diagram showing the construction of

a model change system 600m:

FIG. 25 is a flowchart showing the cperations of the model

change system 600m;

20 FIG. 26 is a flowchart showing the operationsofa modified

model change system 600m;

FIG. 27 is a block diagram showing the constructions of
a mobile phone 300i and a memory card 400i;

FIG. 28 is a flowchart showing the operations of a digital

25 work distribution system 100i;

FIG. 29 shows the data construction of a right information

table 610 that is stored in a content storage unit 201 of a content

18



FIG 24 is a block diagram show ng the construction of a nodel change
system 600m FIG 25 is a flowhart show ng the operations of the nodel
change system 600m 20 FIG 26 is a flowhart show ng the operations of a
nodi fied nodel change system 600m FIG 27 is a bl ock diagram show ng the
constructions of a nobile phone 300i and a nenory card 400i; FIG 28 is a
fl owchart showing the operations of a digital 25 work dist@iJeouaon269&t em
1001; FIG 29 shows the data construction of a right information table 610
that is stored in a content storage unit 201 of a content 1s 9 January 2006
di stributiodiseributdeni ser@@djderHa@ 23@Jji’s a bl ock di agram showi ng the
construction of a nmenory card 400j; FIG 31 is a flowhart show n he
operations perfor&E@- @ﬁt%ﬁ GbPAPRKadEBHEFRSHIBMT b GRPERFUTT X% i%ut i on

server device 200k gi ?%%IS a flowchart showi ng the operations for
re- obt ai ni n§ PRBCHXcE25Bt A/ HEd content when a user deletes the encrypted

content stored i ngpe PTYY ALY ShKuThS! @eopl0aFl Gns Jhushiiied he

data construction a cont ent ornmati on 20 that i's stored in the

content st ofadbullid a Khreic fromthedord &ld HRBE L OBuSLEY S rdeY idesri2@0k;
FIG 34 is a block diagram showi ng the constructions of a nobile phone

300k and a peopry card 400k;

FIG. 32 is a flowchart showing the operations for
re-obtaining the once obtained content when a user deletes the
encrypted content stored in the memory card 400j by mistake;

10 FIG. 33 shows the data construction of a content
information table 620 that is stored in the content storage unit
201 of a content distribution server device 200k:

FIG. 34 is a block diagram showing the constructions of
a mobile phone 300k and a memory card 400k;

15 FIG. 35 is a flowchart showing the coperations performed
by the mcbile phone 300k to obtain a content and to write the
obtained content into the memory card 400k; and

FIG. 36 is a flowchart showing the operations performed
by the mobile phone 300k to decrypt an encrypted content stored

20 in the memory card 400k and to play back the decrypted content.

DESCRIPTION QOF THE PREFERRED EMBODIMENT

1. PREFERRED EMBODIMENT 1

First, descriptionis giventoadigital workdistribution

25 system 100 consistent with preferred embodiment 1 of the present

invention.

The digital work distribution system 100 aims to provide

15



15 FIG 35 is a flowhart showi ng the operations perforned by the nobile
phone 300k to obtain a content and to wite the obtained content into the
menory card 400k; and FIG 36 is a flowhart show ng the operations
performed by the nobile phone 300k to decrypt an encrypted content stored
20 in the nenory card 400k and to play back the decrypted content.
DESCRI PTI ON OF THE PREFERRED EMBODI MENT 1. PREFERRED ENMBCDBMaNUaty EDOG!
description is given to a digital work distribution 25 system 100-
consistent with preferred enbodinent 1 of the present invention. The
digital worlk digitdbueFoproyscddon0ysdions a sapncils dee920d FarrrAEAIP06 a

digital work protection syste a . nain device, and recordi n di um

devi ce, eacﬁegﬂum%ctee(ﬁﬁ%ggW&ilﬁptrélco\ﬁﬁlﬂ@ ¢rott Hﬁﬁﬁe(,foraeg’ﬁ"@@r mel ody
or a standby screen) i.nt.o a_por lLe recordin di LC ' a main
devi ce, sucl B3"%° |1P8yp?15r?e,salglgdgy & eﬁ(rgllérg%ggar g’%%??%l%y%%:c{}%gf t he

digital wor oy ,ANYePidlelhsi96VhACRa N AR ViR, ML 8H GEY L RoUSRE MREHE L Re
recording. 1.1 Construction of Digital Work D stribution System 100 As

shown insthe hWieekr dicagramibit H1Gybhckt b tHegl gl t 9D rwo 2 b sty idytieiron
system 100 i s conposed of a content distribution server device 200, the

| nt er net 10demigat ey thevimeelM@levdceobekd upbonehaetewrddi?@. a radi o base
station 30, a nobile phone 300, and a nenory card 400. The content :
di stribution server device 200 is connected 15 to the radio base station

30 via the H.Eliergc?}tstlzouca};r}.dor} %% %?.%iiltgl Work Distribution System 100
As shown in the block diagram in FIG. 1, the digital work
10 distributic;n system 100 is composed of a content distribution
server device 200, the Internet 10, a gateway device 40, a mobile
phone network 20, a radio base station 30, a mcbile phone 300,
and a memory card 400.
The content diétribution server devﬁ‘.ce 200 is connected
15 to the radio base station 30 via the Internet 10 and the mobile
phone network 20. The radio base station 30 transmits
information to or from the mobile phcne 300 via radio waves.
The gateway device connects the internet 10 and the mobile phone
network 20, and performs conversion of the communications
20 protocol between the internet 10 and the mobile phone network
20.
In response to a user operation received from the mobile
phone 300, thecontent distributionserverdevice200distributes
a digital work, i.e., a piec',;e of music as one example, to the
25 mobile phone 300 via the Internet 10, the mobile phone network
20, and the radio base station 30. The mobile phone 300 then

receives the content, encrypts the received content, and records

20



phone network 20. The radi o base station 30 transmts information to or
fromthe nobile phone 300 via radio waves. The gateway devi ce connects the
internet 10 and the nobile phone network 20, and perfornms conversion of

t he conmuni cations 20 protocol between the internet 10 and the nobile phone
network 20. In response to a user operation received fromthe nobile phone
300, the content distributions erverdevice 200 distributes Salatiugiry 200&wor k,
i.e., a piece of nmusic as one exanple, to the 25 nobile phone 300 via the

I nternet 10, the nobile phone network 20, and the radi o base station 30.
The nobi | e pHohergRUptigehcontentvikte Hia gementy, candr§Pis tthethegei vd
content, and records 20 9 January 2006 th% encg¥?te congﬁﬂ} in&o the
menory car d YRAPOTES tRef, UFRE IREFINSQNt 508 USRS pRIAS il £REYRobTS e
phone 300 reads .the , enc ed cont ent | r 4
decrypts t h&Eaft eeﬁ't FOQ%R{: hsen‘:”'"pei&a;ig1 B%%%et%ﬂoeﬁﬁgéggpﬁgp%ﬁ% «?ﬁ?’ S %Q?’L 2
Constructi on-ffe LNt §Rk Ph%hrb?H%é O eI Mt J&RMieR e20@onfenghown in the

bl ock diagramin FIG 2, the ctontent distribution server device 200 is
conposedsof a content storage wunit 201, a control unit 202, and a

transm ssion/reception unit 10 203. To be nore specific, the content

di stributioni.geCvastdertden 200CoHstent dipnrEbudisne Fecuapobevied 200

m croprocessor, ROM RAM a hard disc unit, a_disglay unit, a key board, a
nouse, and ot her Agofpeweni®.tihd IR GlagremhardFdFsc? unflie SBYERta

comput er distribution server device 200 is composed of a content storage
unit 201, a control unit 202, and a transmission/reception unit
106 203.
Tobemore specific, the bontent distributionserverdevice
200 is a computer system composed of a microprocessor, ROM, RAM,
a hard disc unit, a display unit, a key board, a mouse, and other
components. The RAM or the hard disc unit stores a computer
15 program, and the content distribution server device 200 performs
its function by the microprocesscor executing the computer
program.
The content storageunit 201 prestores a content 600, which
in this example is a ringermelody. Here, the termringer melody
20 used herein refers to a piece of music that is played back for
signaling the mobile phone user of an incoming call. Note that
the content may be, for example, a standby screen for mobile
phone, karaoke data, and a game program written in Java.
The control unit 202 receives a content ID and payment
25 information from the mobile phone 300 via the radio base station
30, the mobile phone network 20, the Internet 10, and the

transmission/receptionunit 203. Here, the transmissionof the
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15 program and the content distribution server device 200 perforns its
function by the mcroprocessor executing the conputer program The content
storage unit 201 prestores a content 600, which in this exanple is a
ringer nelody. Here, the termringer nelody 20 used herein refers to a

pi ece of nusic that is played back for signaling the nobile phone user of
an incomng call. Note that the content may be, for exanpl & Janusrp200¢
screen for nobile phone, karaoke data, and a gane programwitten in Java.
The control unit 202 receives a content 1D gnd 25 information from

the mobi | o pHORe=SoBOAE tHe PRATFGCLINE RatF oA - SBS L EAE RAEH S BROFS

t k 20, th t 0 I
eteork 20, A SLeLdsls He n 808 B c IS IAASL NG ICRULANBLE 208
I nf oF Bt | 0N 5.6 ey OWERA b3 858695 By r STORGEe M Hherisslol Busecure

aut henti cati'on conmuni cations protocol, such as ecure Socket Layer)
protocol . Theontesry emt ikDam Sident ey ledehth.dgﬂhgfmmg:ddterﬂonhenttltdnat t he
5 user selects to purchase, and the paynent information is information

i ndi cati By pasewrdelegde tor ppouchasasi nend Hthe ayeent ipfommadéenpis of the
content ID and the paynent information, the control unit 202 perforns

processi ng fld?fqré@éllQPN@Q%tﬁé@rﬁ?ﬂme%’§%ﬁe5ﬁrtpr‘|’€°[5‘é‘fﬁ'é‘ﬁtt}}%? % on. 10

Next, th trol t t.hat
ool ved comBAt FPEF TR RTHES GOREERE oY BFaqd LRAFTZ0E P AT ERe 1S the
read cont entg otn%zfofiﬁ%@@'z'o@ PUERE0BrYks bRy Ad:APeEL EPL AEROER L UNi L

203, the Internet
based on the payment information.

10 Next, the control unit 202 reads a content that corresponds
to the received content ID from the content storage unit 201,
and transmits the read content to the mobile phone 300 via the
transmission/reception unit 203, the Internet 10, the mobile
phone network 26, and the radio base station 30. Here, the

15 contentistransmittedfromthecontentdistributionseverdevice
200 to the mobile pheone 300 in a secure manner through the use
ofasecurecontenﬁdistributionsystem,suchasEMMS(Electronic
Music Managemént System).

The transmission/reception unit 203 performs
20 transmission and receptionof informationwith external devices

connected thereto via the Internet 10.

1.3 Construction of Memory Card 400

As shown in FIG. 3, thememorycard 400 includes anexternal
25 storage unit 410 that has storage areas for storing varies types

of information.

The memory card 400 is attached by the user to the mobile
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phone network 20, and the radi o base station 30. Here, the 15 content is
transmtted fromthe content distribution sever device 200 to the nobile
phone 300 in a secure nmanner through the use of a secure content

di stribution system such as EMVS (El ectronic Misic Managenent Systen).
The transm ssion/reception unit 203 perforns 20 transm ssion and reception
of information with external devices connected thereto viaStJendany 2006t
10. 1.3 Construction of Menory Card 400 As shown in FIG 3, the nenory card
400 includes an external 25 storage unit 410 that has storage areas for
storing varipsotypEdd, of that oramtduent yHée offdmfiormedaidnddt: wsiatemdhéd by
the user to the nobile 22 9 January 2006 phone 300, so that various types
of i nfor mat i ®nd #eRd\fFom &fej axberadl StOX@Ier i § Hé 0t N8N R BFLNENi t
410 by the bil e phone 300. 5 1.4 Construction of Mbile Phone 300 As
shown in FI 0@: t he nobi |l e phone 300 is conposed of an antenna 367, a
transm ssion/reception unit 361, an audio control unit 362, a speaker 363,
a m crophone 364, an input unit 365, a control unit 366, a display unit

368, a contenty ptEasidid ol0o¥nNMbb30d, PRoSOM@Nt obtaining unit 302, an
I nternal storage unit 303, a playback unit 304, a unique information

storage unit 310, AsasWoiwhelBIG.330, the rmstsd 1 iphodb030 @niks awmposed of
encryption/decryption unit 380. The encryption/decryption unit 380 is
conposed of amrardremgp3itdn ankragsnismton/ tresyPdinonndt 86340an audio

control unit 362, a speaker 363, a microphone 364, an input unit
365, a control unit 366, adisplayunit 368, a content purchasing

10 unit 301, a content obtaining unit 302, an internal storage unit
303, a playback unit 304, a unique information storage unit 310,
a write unit 330, a read unit 350, and an encryption/decryption
unit 380. The encryption/decryption unit 380 is composed of
an encryption unit 320 and a decryption unit 340C.

15 To be more specific, the mobile phone 300 is composed of
a microprocessor, ROM, RAM, a liquid crystal display unit, a
ten-key, andother components. TheRAMstoresacomputerprogram,
and the mobile phone 300 performs its function partly by the

microprocessor operating in accordance with the computer

20 program.

(1) Antenna 367, Transmission/Receptionunit 361, Audio control
Unit 362, Speaker 363, Microphone 364, Input unit 365, Control

Unit 366, and Display Unit 368

25 The antenna 367 transmits and receives radio waves.

The transmission/reception unit 361 performs

transmission and reception of various types of information
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15 To be nore specific, the nobile phone 300 is conposed of a

m croprocessor, ROM RAM a liquid crystal display unit, a ten-key, and
ot her conponents. The RAM storesa conputer program and the nobile phone
300 perforns its function partly by the mcroprocessor operating in
accordance with the conputer 20 program (1) Antenna 367,
Transm ssi on/ Reception unit 361, Audio control Unit 362, Speakean3Bd)6

M crophone 364, Input unit 365, Control Unit 366, and Display Unit 368 25
The antenna 367 transnits and receives radio waves. The _
transm ssi obkteeepttitonaudio RBLnedr ok irs3 62t aRMEMosbes ekl e BEEPEIGI? of

various types of information 23 9 January 2006 between the:ﬁﬁdio c?ptrol
unit 362 an@hgrRele RBBREQSHEHE ¢Pa thhE2fmdHBitae HAbAEL AR MEr RP2T "% he

di b tati dt .ant 367. | £ I ;
{ranam aoi oA FEBERCIGh uRheRRE e o hesrranenr ettt MEeakE Pt o
various types,6h e LGk IR N DSINLLR LR LEANbENa Bloks | iyiddnsser ver

devi ce 200 content purchasing unit 301 or between the content

di stribugi onng8EMEE 1 S8 WethedAl0 Ndohent Aiisttibakiahnidramidevi8d200i a t he
Internet 10, the nobile phone network 20, the radio base station 30, and
t he ant ennaaB@7codfemhepumtatias icgntundlt GAilt oB6le twermertlse arafitentnf or mat i on

that is received fromanother nobile phone into electrical, analog,
si gnal s, andistrpbetiemserysy €eviicasilffapadtida FONEFBAKSPERHRLNT URlt

gt ion, thg a0 SO g 392 sonret LhoRherbil gl 2Bl eg.8ignal o
base station 30, and the antenna 367.

10 The audic control unit 362 converts audio information that
is received from another mobile phone into electrical analog
signals, and outputs the resulting signals to the speaker 363.
In additien, the audio control unit 362 conﬁerts electrical
analog.signalé that the ‘microphone 364 receives into audio

15 information, and outputs the fesulting audio information to
another mobile phone.

The speaker 363 performs conversion of the electrical
analogsignals into audiodata, followed by audiooutput, whereas
the microphone 364 performs conversion of the audio input into

20 electrical analog s-ignals, followed by output of the resulting
signals to the audio control unit 362.

The input unit 365 is provided with a ten-key and other
keys, and receives various inputs from the user.

The control unit 366 controls the operations of each unit

25 constituting the mobile phone 300.

Thedisplayunit 368 is composedof aliquidcrystaldisplay

unit, and displays various types of information.
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15 information, and outputs the resulting audio information to another
nobi | e phone. The speaker 363 perforns conversion of the electrical analog
signals into audio data, followed by audi o output, whereas the m crophone
364 perforns conversion of the audio input into 20 electrical anal og
signals, followed by output of the resulting signals to the audio contro
unit 362. The input unit 365 is provided with a ten-key and9oddrerary R606,
and receives various inputs fromthe user. The control unit 366 controls
the operations of each unit 25 constituting the nobile phone 300. The
display unit 368 is conposedof a quuidcrystal display wunit, and displays
various types_of information. January 2006 ) Unique Information

St or age Un|t(%hOUW?RPQuﬁWﬁﬂ§WaﬁPBPn§FP6ﬁg§tB?h5e3 it 310 i s conposed of a
sem conduct or that is otect ed fron1 X al | ad.or
witten with anynggglEgéqg?hégﬁ??EﬁF%P%nﬁﬁﬁ caPﬁygpéféhéﬁ %?m §5e§egsuch as
a nodel changg 48¥-bRfuc Ol Glem¥dy tRE: ﬂ@ﬁ%t@@@le& Froh b1y WRkA¥Bally
i nformati on storage unit 310 prestores unique Information. Here, the
uni que i if orredd Wy refierent aikAf ahpRlEeDcédhadcheld thanuai gheci githelyobil e
phone 300 and that is conposed of the telephone nunber allotted to the
nmobi | e phongemnirtardbrdkyicgenseriatead anmodel changtet ddvicoet hénindbiwliidlpbone, or
the like. (3) Internal Storage Unit 303 15 The internal storage unit 303 is
conposed of scribed later. The unique information storage unit 310
prestores unique information.
Here, the unique information refers to information that
10 is unique to the mobile phone 300 and that is composed of the
telephone number allotted to the mobile phone, a randomly

generated number allotted to the mobile phone, or the like.

(3) Internal Storage Unit 303
15 The internal storage unit 303 is composed of a
semiconductor memory that is neither readable nor writable

externally, and has storage areas for storing contents received

from the content distribution server device 200.

20 (4) Content Purchasing Unit 301

The content purchasing unit 301 receives from the input
unit365acontentIDidentifyingthecontentthattheuserseleéts
to purchase, generates payment information indicating the
necessarypayment made for purchasing the content, and transmits

25 the content ID together with the paymeht information to the
content distribution server device 200 via the

transmission/receptionunit 361, the antenna 367, the radiobase
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sem conductor nmenory that is neither readable nor witable externally, and
has storage areas for storing contents received fromthe content

di stribution server device 200. 20 (4) Content Purchasing Unit 301 The
content purchasing unit 301 receives fromthe input wunit 365 a content ID
identifying the content that the user selects to purchase, generates
paynment information indicating the necessary paynent nade Qdanpawy&w ng
the content, and transmts 25 the content ID together with the paynent

|nformat|ontothe ontet tribution selver evice \[ e
transni ssi onf rECERt i°3n Elﬂ?t %@%e Pﬁgn?\n?%n%%r%g'?d é ?%%lolon egrs?eeqzéo

January 2006 stat g 3630, (LAETDDI b PR nelurk %@ aRBdthbepk pherpet 10.

Here, transm ssion the content ID and the paynent informatioh between

the robil e phone R candetheef0phetobIiStghdne 1300 sV ehedevheenl00 is
performed in a secure manner 5 through the use of, for exanple, the SSL
prot ocol . (5)isGanitcenti cBbsarvengetiice 202 iBhperdmined iobe devung wanee802
receives a content from the content distribution server device 200 via the
| nt er net 510,thremgrhéhsobiseecphofier retamrle 20:hea $8Ir RPE°E94e station 30,
the antenna 367, and the transmi ssion/reception unit 361, and wites the
recei ved content into the internal storage unit 303 as a content 601.

AEREIE R i e R R R
the use-of, for e%ﬁ@D&éhtent obtaining unit 302 receives a content from
the content distribution server device 200 via the Internet 10,
10 themobilephonenetwork20, theradiobasestation 30, theantenna
367, and the transmission/reception unit 361, and writes the
received content into the internal storage unit 303 as a content
601.
Here, transmission of the content from the content
15 distribution server device 200 to the mobile phene 300 is

performed in a secure manner through the use of, for example,

the EMMS system.

(6) Playback Unit 304
20 In response to a playback instruction inputted by the user
via the input unit 365, the playback unit 304 reads the content

601 from the internal storage unit 303, and plays back the read

content to output.

Here, in the case where the read content is a piece of
25 music, theplaybackunit 304 converts the content intoelectrical

analogsignals,andoutputstheresultingsignalstothespeaker

363.
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the EMVE system (6) Playback Unit 304 20 In response to a playback

i nstruction inputted by the user via the input unit 365, the playback unit
304 reads the content 601 fromthe internal storage unit 303, and plays
back the read content to output. Here, in the case where the read content
is a piece of 25 nusic, the playback unit 304 converts the content into

el ectri-cal analog signals, and outputs the resulting si gnaPslanvannhg006
speaker 363. 26 9 January 2006 Alternatively, in the case where the read

content is a standby screen for nobile phones, the playback unit 304
converts the readrkontrativado prxenei fef tHi96n Fhgndeedt PR Ehes 2

resul ting p!xgl igfornatio to th dkg Lay unit %78. 5 A@tgeg% s -
plagbafk ?Q;F 30ACPEAEF i PR EHPOBRDE 85 BRf BT hy ~on TRESFyde of
content. C | | . I ; | | '

mput ted by Fhe figd SrtHY 4R PLET IARRenaBi T QUBHESTERET 520

reads the copignir ROl f4OoMmitdte ratebRakoStRE a@Espiiy X 3w8d the uni que
information . formithe unique information storage unit 310. Next, the

encryptian unit 320 applvess téecpypybankatgbt i I0¥mpe farmst e ffeadntont ent
using the read unique information as a 15 key to generate an encrypted
content, andpoedeasng kepmnciiygt e tbentERe @% FIREeMtGte unit 330. Here, as
one exanpl e, encryption algorithmEl is an

(7) Encryption Unit 320

In response to a write instruction inputted by the user
10 via the input unit 365, the encryption unit 320 reads the content
601 fromthe internal storageunit 303, and theunique information
form the unique information storage unit 310.
Next, the encryptionunit 320 appliesencryptionalgorithm
El to the read content using the read unigue information as a
15 key to generate an encrypted content, and cutputs the encrypted
content to the write unit 330.
Here, as one exampie, encryption algorithm El is an
algorithm based on DES (Data Encryption Standard}.
the that each block shown in FIG. 3 is connected with
20 another block with a connecting line, but some of the connecting
lines are omitted in the figure. Here, each connecting line
shows a path through wﬁich signals and information are
transmitted. Further, among a plurality of connecting lines
that are in direct connection with the block representing the
25 encryptionunitBZO,eachconnectinglinemarkedwithakeysymbol
represents a path through which information that serves as a

key is transmitted. The same description applies to the block
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al gorithm based on DES (Data Encryption Standard). Note that each bl ock
shown in FIG 3 is connected with 20 another block with a connecting I|ine,
but some of the connecting lines are omtted in the figure. Here, each
connecting line shows a path through which signals and information are
transmtted. Further, anong a plurality of connecting lines that are in
direct connection with the block representing the 25 encry@Jdanuami200820,
each connecting line marked with a key synbol represents a path through
which information that serves as_a key is transmtted. The sa

descri pti on epphedeqryrtienyrnEk 329, ga”ﬁaﬁjd%l‘?fOZ@%CSFrFHEOH%’C‘?%}PBESuni t
340, and also tqg,the corresponding blocks in other figures. (8 Wite Unit
330 5 The wilt @ik TF&cei ves the encrypted content from the
encryption unit 320, and wites the encrypted content as an encrypted
content 602 into the external storage unit 410 which is included in the

menory card 400.u4iQ o PhiReadoUnit 350 In response to a read instruction
inputted by the user via the input unit 365, the read unit 350 reads the
encrypted contentrheOkriteniie 30 eecal vesothgesnon tp kD conteht frevror y
card 400, and outputs the encrypted content to the decryption 15 unit 340.
(10) Decr yptthen eUansienTh@iﬁe%f%ptain@nwﬁhF?S 34 renE ¥RESG RENERARE it ed
content fromthe read unit 350, and reads the U{Ii que infor.r‘raqtiorhfrom

an encrypted content 602 1nto the external storage unit 410which

is included in the memory card 400.

10 (9) Read Unit 350

In response to a read instruction inputted by the user
via the input unit 365, the read unit 350 reads the encrypted
content 602 from the external storage unit 410 of the memory

card 400, and outputs the encrypted content to the decryption

15 unit 340.

{10) Decryption Unit 340

The decryption unit 340 receives the encrypted content
from the read unit 350, and reads the unique information from
20 the unigue information storage unit 310.
Next, thedecryptionunit 340 appliesdecryptionalgorithm
D1 to the received encrypted content usinQ the read unique
information as a key, thereby to generate the content, andwrites
the generated content into the internal storage unit 303.
25 Here, decryption algorithm D1 is an algorithm for
performing inversion of encryption algorithm E1. One example

of decryption algorithm Dl is an algorithm based on DES.
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20 the unique information storage unit 310. Next, the decryption unit 340
applies decryption algorithm Dl to the received encrypted content using
the read unique information as a key, thereby to generate the content, and
wites the generated content into the internal storage unit 303. 25 Here,
decryption algorithmDl is an algorithmfor perform ng inversion of
encryption algorithmEl . One exanple of decryption al gorit @ndamuary 2806
al'gorithm based on DES. 28 9 January 2006 1.5 Operations of Digital Wrk
Distribution System 100 Now, description is given to the operations of the
digital work distribution system 100 with reference to the flowhart 5

showmn in FIG 4. Upon receipt _of a content |ID via. .the input unit 365, the
content pur chasiRFEFTICTS02LoPLERE2 MOBRTE %ﬂﬁﬁﬁ%pﬁﬁdoﬁeﬁgggngT%gynent

i nformation (step 101égﬁ?¥%ﬁ&% Q%S%E§EEQ%1&9@5§8La££gn§g§6%n$%ggyﬂﬁpt

information to the donte Stri i On server eévi ce secure

menner t hr oygh. ¢ he s4$enat i ofi 05y SXHMIR wR¥nSSberaiacalo E5kep1&ddAst The
control unit 202 of the content distribution server device 200 receives

t he cont gnt ddwandrt lregpaypent information from the nobile phone 300 (step
5102), then perforns processing 15 for receiving the paynent based on the
transmtted paynmefiponi rdaript bdna (strdenS10B)vidkdechtpef unite3€ontthd unit

202 reads fromthe content storage unit 201 the_ content igentified by the
recei ved coMRHENDPYEERDS NOMnit BRA OF AhenPPRlinehalisd 308nIRMIT2NS5 t he

mobi | e phon%a?gf%oenitnigfosxerggtrieon gr&%% %féf)u,ggntdhgrgﬁgmf‘gs the content ID
and the payment information to the content distribution server
10 device 200 in a secure manner through the use of, for example

by SSL protocol (step S102).

The control unit 202 of the content distribution server
device 200 receives the content ID and the payment information
from the mobile phone 300 (step S102), then performs processing

15 for receiving the payment based on the transmitted payment
information (stepS103). Thereafter, the control unit 202 reads
from the content storage unit 201 the content identified by the
received content ID (step S104), then transmits the read content

' to the mobile phone 300 in a secure manner through the use of,

20 for example by SSL protocol (step S103).

The content obtaining unit 302 of the mcbile phone 300
receives the content from the content distribution server device
20C (stepS105), andwrites the receivedcontent into the internal
storage unit 303 as the content 601 (step S106).

25 Upon receipt of a content write instruction of via the
input unit 365 (step S107), the encryption unit 320 reads the

content 601 from the internal storage unit 303 (step S108), and
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20 for exanple by SSL protocol (step S105). The content obtaining unit 302
of the nobile phone 300 receives the content fromthe content distribution
server device 200 (stepS105), andwritesthereceivedcontentintothe internal
storage unit 303 as the content 601 (step 5106). 25 Upon receipt of a
content wite instruction of via the input unit 365 (step S107), the
encryption unit 320 reads the content 601 fromthe internald $drraag@0086i t
303 (step 5108), and 29 9 January 2006 the unique information from'the
unique information storage unit 310 (step 5109). Next, the encryption unit
320 appl i es trenonygue dnfalrgetithrim@m st vgighe indsdnatiignestaragsmation as
a key, thereby to generate an encrypted content (steg g%%o% 5 and the
wite unit 380 virstees SLRE) enc¥SiHt e F O RGHYPEAPE FRE eFPRA1&] or age uni't

410 of the nenory card 400 a tq_ia]tencr g ntent_ 60 ?%
Al t er nat i velSPCH &ﬁopeéé%flg?ma &ﬁlﬁgg aﬁgig%sg}lu%% é‘rrll(f%%ﬁgt é]?%snput
unit 365 (ste glozgl Ly é@a%de i1 330 LRASLE coHY BRCT%REEIscont ent 602
fromthe exftaer&r? I'_ S 8Fagg uni %]ty& of_the _rre}?r%ry card 400 (stgp S_112'), and
the decrypt i;o@ wRkt w3#0e Nea0s 33N & rifiegUehé Némd MRdted cong@nthentiai tthee
I nformati on storage unit 310 (step 5113). Next, the decryption unit 340
appl i es deexyptrnan slaege tmi Ol 10m i ke mecery et reind? § psathecemt eyptasksi ng 15
the read unique infornmation as a key, thereby to generate the content
(step 5114) coangnir bP8s (shepgehkkhted content into the internal storage
unit 303 (step STp). AL S0P VBbY retRIBe ¥ E Rhclhe A ALYRECKL AR Vot T N
via the input unit 365 (step S107), the read unit 350 reads the
10 encrypted content 602 from the external storage unit 410 of the
memory card 400 (step S112), and the decryption unit 340 reads
the unique information from the unique information storage unit
310 (step S113). Next, the decryption unit 340 applies
decryption algorithm D1 to the received encrypted content using
15 the read unique information aé a key, thereby to generate the
content (step S114), and writes the generated content into the
internal storage unit 303 (step S115).
Alternatively,uponreceiptofa;ﬂaybackinstructionvia
the input unit 365 (step $107), the playback unit 304 reads the
20 content 601 from the internal storage unit 303 (step S116), and

plays back the read content (step S117).

1.6 Operating Procedure Performed by User of Mobile Phone 300
Hereinafter, description is given to the operating

25 procedure that the user of the mobile phone 300 performs.
(1) First, with the use of the content purchasing unit 301
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the input unit 365 (step S107), the playback unit 304 reads the 20 content
601 fromthe internal storage unit 303 (step 5116) , and plays back the
read content (step S117). 1.6 QOperating Procedure Performed by User of
Mobi | e Phone 300 Hereinafter, description is given to the operating 25
procedure that the user of the nobile phone 300 performs. (1) First, with
the use of the content purchasing unit 301 30 9 January 2008 Jznhuaine2606i | e
phone 300, the user selects and purchases a content from anong the’
contents stored in the_content_storage unit 201 of the %Pntent

di stri buti on °fetRRFoBEVE PEPGO3 0 ThERE WTTHhS T IRFE LRI B ICRESES R ERT TRt
obt ai ni ng uni_t 302

t he user_obtaing the content 5 _that_he has ed.
The content ir$°FhaReLy d gdc?ﬂf’)%nﬁﬁesst%ﬁdéﬁ'ﬁa hestc8P%S%ta‘lusn{| ra%augkﬂif{bgls
mobi | € Phone o300k e (et i d £ DS £85 S MHBE G VIR PUOBNASREELONLEAILHS, Tor
exanpl e, a ringer nelody, t%e user nmakes such setting to the 10 nobile
phone 300 thakeld¥er i ayhvaic st isldg phay Sobatketue ridyigans drkd @shtdHion
recei pt of an incomng call. (3) Further, the user may store the content
601 that #ie thatchaskdseputcleasexhd That costshbrbsl fhert letdoaderimdlo sher age
15 unit 303 into the nenory card 400 in the follow ng procedure. (3.1) The
user attachesntRsnabndE9rads oo 3B tdfe thsbrprbilphBhensodl%and i nstructs
t he nobil e phone 300 to store the purchased content into the nenory card.
(3.2) In response, the content 601 stored in the internal 20 storage unit

303 of the Uﬁ?L'e phone ;30Q s ener yhted byt Ber ey Rid AR Anists, 328 usi ng
t he uni que i rmat1oH stored in the
example, a ringer melody, the user makes such setting to the
10 mobile phone 300 that the playback unit 304 plays back the ringer

melody upon receipt of an inceming call.

(3) Further, the user may store the content 601 that he
puréhased earlier and that is stored in the internal storage
15 unit 303 into the memory card 400 in the following procedure.
{3.1) The user attaches the memory card 400 to the mobile
phone 300, and instructs the mobile phone 300 to store the

purchased content into the memory card.

(3.2) In response, the content 601 stored in the internal

20 storage unit 303 of the mobile phone 300 is encrypted by the

encryption unit 320 using the unigue iﬁformation stored in the
unique information storage unit 310, and cohsequently an

encrypted content is generated. Then, the encrypted content

is then stored by the write unit 330 as the encrypted content

25 602 into the external storage unit 410 included in the memory

card 400,
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uni que information storage unit 310, and consequently an encrypted content
is generated. Then, the encrypted content is then stored by the wite unit
330 as the encrypted content 25 602 into the external storage unit 410
included in the nenory card 400. 31 9 January 2006 (4) Still further, the
user may fetch the encrypted content 602 fromthe external storage unit
410 included within the nmenory card 400, and stores the feBcaadacoaemt
into the internal storage unit 303 of the nobile phone 300 in the’

follow ng procedure. 5 (4.1) The user attaches the nenory card 400 into the
nobi | e phorid) 3005t bkl fusshedet She s BRYeL phohd 06 EEYPERE HETHENE
encrypted caontent fromthe nepory card 400 4.2 n,response, the

encrypt ed cgﬂ%é%PW§ﬁ?§FB?5ﬂa ﬁtgfﬁgeéﬁﬁgﬁ%§l%?%ﬁ%%%”bﬁﬁ%“i%&W%ﬁﬁ%ﬁed in
t he nenory 0 i Lack I f i hone
300. Then, fQ' %‘égr‘l égd aélgsrﬂy%te;d cog%/‘é%'?g?égggiﬁg%ﬁég%gﬁoﬁ%hﬁ?%ﬁ‘% n unit
340 using thgiunieieF HHQr ABbE 08 SASREBIMN ithendnEQUEST @ romideiurest Or age
unit 310, and consequently, the content is generated. The generated
content §s then storedrTheushe attiaethesl tist neagey ciTd4tia 1303 tbé mdbe Leobi | e
phone 300. 1.7 Modification 1 The above description is given to the '
procedure fphoseodGthg and dasttamctishihenhnisbbbenPpere ke dq e abhéhfenory
card 400, and 20 for fetching the stored conte t$é§on1the menory card 400.
Yet, whet hefRERPEFhtEMESE SEPENEEEIMSROEY C3ddtHEY* obtaining the content

requires payment (qleE} T8 %3'5801‘;&3; til'Fe %%tcr%tSESSQHQJm 602 stored in
the external storage unit 410 included in the memcry card 400

10 is read by the read unit 350 of the mobile phone 300. Then,

the read encrypted content is decrypted by the decryption unit

340 using theunique informaticnstoredintheunique information

storage unit 310, and consequently, the content is generated.

The generated content is theﬂ stored in the internal storage

15 unit 303 of the mobile phone 300.

1.7 Modification 1

The above description is given tothe procedure for storing

a content that has been purchased into the memory card 400, and

20 for fetching the stored content from the memory card 400. Yet,
whether the content is purchased, i.e., whether obtaining the
content requires pa}ment of a certain fee, is not an essential
matter to the present invention. Thatis, for example, the above
procedure is applicable not only toc the content that the user

25 has purchased, but also to a content, such as a free sample,

that has been distributed tec the user free of charge.
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matter to the present invention. That is, for exanple, the above procedure
Is applicable not only to the content that the user 25 has purchased, but
also to a content, such as a free sanple, that has been distributed to the
user free of charge. 32 9 January 2006 1.8 Mdification 2 Here, description
I's given to a nobile phone 300b and a nenory card 400b which are
nmodi fi cations of the nobile phone 300 and the nenory card 40fgnuary 2006
respectively. 5 The nobil e phone 300b and the nenory card 400b have -
constructions simlar to the nobile phone 300 and the nenory card400,
respectivel y. 1 Thudodiddismatiipn én bel ow i s glvennalnly to the differences

with the nobile phaone 300 and with the car
Construction of MeAG&F Cﬁ?acﬁb®B19%'§%6%ﬁeP g%l g iﬁepH%%%ﬁéﬂ%hF8d4ﬁOb

ncludes a figslo, PXSLNFhoSt O AGe U &noﬁ%laggﬁyiéegp%e%% 3l pfibos age

unit 411, 15° &€ond “ext ef na age “uni has a stora e area for
storing an enggyxgﬁgngglﬁgmg§¥ cg@acmomﬁliegggdgyyyy dlater, mhlle the
first external storage unit 2 has a storage area for storlng an

encrypt edscont ent. 13@ madpiConshénet 3@Ib afindVithiel meRbopec368bd @Gb Shoxn i n -
FIG 6, the nobile phone 300b includes encryption/decryption unit 380b

i nst ead of thensmIorpnensirilypttd drheumcbildgophere e amobithe pérdwey 300

i ncl udes.
: card 400, respectively. Thus, descriptionbelowis givenmainly

to the differences with the mobile phone 300 and with the memory

card 400.
10
(1} Construction of Memory Card 400b
As shown in FIG.5, the memory card 400b includes a first
external storage unit 412 and a second external storage unit
411. |
15 The second external storage unit 411 has a storage area

for storinganencryptedtitle key, whichwill be descried later,
while the first external storage unit 412 has a storage area

for steoring an encrypted content.

20 (2) Construction of Mobile Phone 300b
As shown in FIG. 6, the mobile phone 300b includes
encryption/decryption unit 380b instead of the
encryption/dec:yptionuhit380thatthemobilephone300includes.
The mobile phone 300b differs from the mcbile phone 300 only
25 with this respect. Components constituting the mobile phone
300b that are identical to those constituting the mobile phone

300 are denoted by the same reference numbers.
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The nobi |l e phone 300b differs fromthe nobile phone 300 only 25 with this
respect. Conponents constituting the nobile phone 300b that are identical
to those constituting the nobile phone 300 are denoted by the sane
reference nunbers. 33 9 January 2006 The encryption/decryption unit 380b
includes a title key generating unit 321, an encryption unit 322, an,
encryption unit 323, a decryption unit 342, and decryption @nlanuass2086
(Title Key Generati i 2 it : i j rat es
a random nunber egfe}?yeuﬁrtryg%t%hgen@%ﬁt’%ﬁtl%Sﬁ%%?ggBﬁlAétlﬁle&glyntgeﬁ%egg? rage
unit 303 is éﬂéﬁzﬁﬁiﬁg,urﬁ&dwml%htén&@y{i‘ﬂﬁoﬁrﬂﬁrﬂtpﬁ2P,n_awlér§§r i 1dni823

t he generateg random nunber as a title key that is unique 10 to each
content. (EngegptaodebtihyptB2R)udie BTy yirid aedmipt i322 uneéadg4B8he uni que
information from the unique information storage unit 310, and receives the
title 15 key fromthe title key generating unit 321. Next, the encryption
unit 322 applies encryption algorithmE2 to the received title Kkeyusing

the read uni §LEC1afbeyedeerpralsing KEL t3¢drdeby to generate an encrypted
30. 20

title key, and outputs.the encrypted.title k to the wite ynit

Hore. eneryot s on i EHEEd TeBrSE Lot S Rus b Ers et FLbeisA 1 on

Unit 323) Th LR I 343 ecel the f Lt 6 Key i 5 title

key gener at i%@&f}ﬁit%ip‘?Zgge;@néd&r eadgélt h%te({:g%? elﬁ tébl“fcr omall EQB}E{BS urfit :
303 is encrypted, and outputs to the encryption units 322 and

323 the generated random number as a title key that is unique

10 to each content.

(Encryptioﬁ Unit 322)
The encryption unit 322 reads the ﬁnique information from
the unigque information storage unit 310, and.recei?es the title
15 keyfromthetitle keygeneratingunit 321. Next,theenCryption
unit 322 applies e-ncryp't.ion algorithm E2 to the feceived titie
keyusingthereaduniquéinformationasakey,therebytogenerate
an encrypted title key, and outputs the encryptéd titlé-key to

the write unit 330.

20 Here, encryption algorithm E2, for example, is based on

DES.

(Encryption Unit 323f

The encryption unit 323 receives the title key from the
25 title key generating unit 321, and reads the content 601 from
the internal storage unit 303. Next, the encryption unit 323

applies encryption algorithm E3 to the read content using the
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the internal storage unit 303. Next, the encryption unit 323 applies
encryption algorithmE3 to the read content using the 34 9 January 2006
received title key as a key, thereby to generate an encrypted content, and
out puts the generated encrypted content to the wite wunit 330. 5 (Wite
Unit 330) The wite unit 330 receives the encrypted title key from the
encryption unit 322, and wites the received encrypted titl & Jdoanary 8006t he
second external storage unit 411 of the nmenory card 400b. Further, the
wite unit 330 receives the encrypted content 10 fromthe encryption unit
323, and witesmitesl tétéevialy ascrypted thegsbtantoi aereraie By snceExRighal
storage unit 412 in the, nenor card 400h. (Read Unit 350) 15 The, read
unit 350 reai-'d’é’tte’rﬁ’éreﬁﬂﬁ?‘b‘%@él‘:%\éﬂ?QﬁPeFFBﬁ?FﬁérYPF?gFOé‘%FBFr’f&lt e unit
412 and the encrypted title key and fromthe second external storage unit
411, both uri ?%Qwhich are included in the nmenory card 400b. The read
unit 350 then outputs the read encrypted title key and the read encrypted
20 content to the decryption unit 342 and the decryption unit 343,
respecti yel yy-iPacoypti @onit 342) The decryption unit 342 receives the

encrypted title key 25 fromthe read unit 350, reads the unique
i nformation from The waitiequeitn¥3T matedmestitheaagocupptediQ t l@phty e om
decryption algorithmD2 to the received encrypted title key usin% t he read
the encryptionunit 322, andwrites thé received encrypted title
key into the second external storage unit 411 of the memory card
400b. Further, thewriteunit 330 receivestheencryptedcontent
10 from the encryption unit 323, and writes the received encrypted

content into the first external storage unit 412 in the memory

card 400b.

{Read Unit 350)
15 The read unit 350 reads the encrypted content £from the

first external storage unit 412 and the encrypted title key and
from the second external storage unit 411, both units of which
are inciuded in the memory card 400b. The read unit 350 then
outputs the read encrypted title key and the read encrypted

20 content to the decryption unit 342 and the decryption unit 343,

respectively.

(Decryption Unit 342)
The decryption unit 342 receives the encryptéed title key

25 from the read unit 350, reads the unique information from the
unique information storage unit 310, applies decryption

algorithm D2 to the received encrypted title key using the read
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35 9 January 2006 unique information as a key, thereby to generate the
title key, and outputs the generated title key to the decryption unit 343.
Here, decryption algorithmD2 is an algorithmfor perform ng inversion of
encryption algorithmE2. One exanple 5 of decryption algorithmD2 is an

al gorithm based on DES. (Decryption Unit 343) The decryption unit 343

recei ves the encrypted content fromthe read unit 350, and9tJasuart2@0&key

fromthe decryption 10 unit 342. The decryption unit 343 then applies
decryption al garGhBM AR 4l cihe 1 eceiyed t‘?fé%)b?f ed gfegfétr%’lte Uﬁ% Qg.ttl%eke¥,
, and wites

received title Key as a key, thereby to generate “the conten

the gener at edagardi@iutisnt Be i@ erial-etingd t B4 (eldges Wiel d803y3Si 4 enie o ent
601. 15 Here, decryption algorithmD3 is an algorithmfor performng

i nversi on of the erftanmt ideTryipgdont Biy&3ithOne2 £xaapl £1 @br gt Viad on
algorithmD3 is an al gorithmbased on DES. (3) Operations of Mbile Phone
300b 20 Now, RREESIPIRDHANVErgioant endreyrsionatioosivimtfds ndbelexangiene

300b. Notestha S‘é)veral |, operatigns perforned bY t he di g&;al wor k
di stribution Sy <StEHEE hedTors thRe PRl dfchar 219pr B RaspdbanddES t hat t he

steps S108-Sl1| and the steps S112-S115 are replaced 25 with steps
5131-5137 and the steps S141-S146 descri bed bl ow, respectively. 36 9

January 2006 (pecryption Unit 343)
The decryption ﬁnit 343 receives the encryptéd content

from the read unit 350, and the title key from therdecryption

10 unit 342. The decryption unit 343 then aépliés decryption
algorithmD3tothe;eceivédencryptedcontentusingthereceived
title key as a key, fhereby to generate the content, and writes
the generated conﬁent into the internal storage unit 303 as the
content 601.

15 Here, decrypﬁion algorithm D3 is an algorithm for
performing inversion of the encryption aigorithmE3 . One .

example of decryption algorithm D3 is an élgorithm based on DES.

(3) Operations of Mobile Phone 300b
20 Now, description is given to the operations of the mobile
phone 300b. -
Notethatoveralloperétionsperformedbythedigitalwork
distribution systemare shown in the flowchart in E;IG. 4 provided
that the steps S108-5111 and the steps S112-S115 are replaced
25 with steps S131-5137 and the steps S$141-5146 described blow,

respectively.
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(Operations for Storing Encrypted Content) Wth reference to the flowhart
showmn in FIG 7, description is given to the operations perfornmed by the
nobil e phone 300b to generate the encrypted content as well as to wite 5
the encrypted content into the nenory card 400b. The title key generating
unit 321 generates a title key (step 5131). Next, the encryption unit 322
reads the unique information fromthe unique information sthdamgearyA006310
(step 5132), and then applies encryption algorithmE2 to the received 10

title key usi t he read _unique information as a ke thereby generate an
encrypt ed the&ﬁ:letrlag"I?&?i F?Fegtgié%‘?.E%Y@é??i Genyentine wite unit 330

recei ves the encrypt | t pL uni t 2,- and wites
t he received encrygﬁgg Hat%%ge‘ll({ée/y&{ %{Hg ?ﬁ'gwgggé%déﬂégn%r%lFl?‘%‘oﬂdge unit 411

included in tRackaphHRNYs ‘%%R/@n"@@Qh@_S& atki3Hs pdPEo BREH W £ QB iHil1 323

then reads the content 60T fromthe internal storage unit 303 (step S135),

and applies ehongpidomtalgotdddve H% tacthptégeadntenterd wdsing tbheitecei ved

title key as a key, thereby to generate the encrypted content (step 5136)
Ther eaf er thehengrypeednten3st: vimtices hehme@Orencaypt&tlmont ent into the

fi rst external storage unit 412 included in the menory card 400b (step .
5137). (Oper ati onsTRortiddE ypYi FRATHER PRVt Sedesatest ® tife o KeKchart

SDou Lo CiBegPRLBEP WS SLYBILAG %, B0 R Lone, o s,
400b and to gRREFALE: SNE LN AN i dhe WAIMAY 02008 rage unit 310 (step
5132}, and then applies encryption algorithm E2 to the received
10 title key using the read unique information as a key, thereby
generate an encrypted the title key (step §133). SucéeSSively,
the write unit 330 receives the encrypted title key from the
en;:ryption unit 322, and w;ites the received encrypted title
key into the second external storage unit 411 included in the
15 memorycard 400b (stepS134). Theencryptionunit 323 thenreads
the content 601 from the internal storage unit 303 (step $135),
and applies encryption algorithm E3 to the read content using
thereceivedtitle keyas a key, thereby to generate the encrypted
content (step S136). Thereafter, the write unit 330 writes the

20 encrypted content into the first external storage unit 412

included in the memory card 400b (step S137).

(Operations for Decrypting Content)
With reference to the flowchart shown in FIG. 8,
25 description is given to the operations of the mocbile phone 300b
performed to read the encrypted content from the memory card

400b and to generate the content.
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The read unit 350 reads the encrypted title key fromthe second external
storage unit 411 included in the nenory card 400b (step 5141) . Next, the
decryption unit 342 reads the unique information fromthe unique

i nformati on storage unit 310 (step 5 5142), and applies decryption
algorithmD2 to the read encrypted title key using the read uni que
information as a key, thereby to generate the title key (st®pamiarg)2006
Next, the read unit 350 reads the encrypted content fromthe first

external storage unit 412 included in the rrermrg card 400b (ste 8%44).
Subsequent |y, 10 tH FEeFypR+brAhFeadaLifpprrey H%‘ér%]ieoﬁe?él%d:ﬁrlf fD3 to
the received encrypt.ed cantent using.fhg ti.tl ther to
gener at e thesi'ﬁ?n?%n?DXt(es neag" §%ﬁ’§)a,gga‘ﬁ lévrﬁlesmtcﬁ'gggéngﬁa e%%yeéngrgeﬁgpgnto

t he i nternal r igt1 v30 t ; : 24D i b
Modi fi cat i on"%m?l()g R g%?%’bggg?%{& tﬁgagﬁgﬁ&lﬁﬁ,@‘ﬁﬁi Mine basde?

decryption uphtosddsidh fRBR ExANRL Gueeiffcrnat iDESs ©dgnyd LAME FTCNyPéd on
algorithm 20 In this case, the unique information stored in the uni que

i nf or mat iSon 3$142Rgendripplded degr i ipnumlapme theyDhavei the 66adiensrypted
Al ternatively, the tel ephone nunber allotted to the nobile phone may be
used as the tkfkRI&SYnESEAEL Fiom.ra3d BRLIUR JIE0qMRE 1o & phdify rnGRBESLY s

subjected to a secret cqnversion functio %f to,_outp 56- bi.t __uni
i or mat i o, CARERFBLPTS T4 e LnPaEE S14Mor P oh CAF s ESLGR ypt i on
may be enpl Q:.yee‘agdsai'?hé Q%C%?Brtggﬂ c%%tent fromthe first external storage unit
412 included in the memory card 400b (step S144). Subsequently,
10 the decryption unit 343 applies decryption algerithm D3 to the
received encrypted content using the title key as a key, thereby
to generate the content (step S145), and writes the generated

content into the internal storage unit 303 as the content 601

(step 5146).‘

15
1.9 Modification 3
(1) As described above, the encryption unit 320 and the
decryption unit 340, in one example, employ a DES algorithm
encryption algorithm.

20 In this case, the unique information stored in the unique

information storage unit 310 may be a unique key having 56 bits.
Alternatively,thetelephonenumberallottedtothemobile

phone may be used as the unique information. In this case, the
telephone number is subjected to a secret conversion function

25 tooutput 56-bit unique information, which servers as the unique

information.

Here, DES encryption may be employed as the secret
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9 January2006 conversion function in the follow ng manner. That is, the

t el ephone nunber is subjected to a DES encryption algorithmusing a
secret, fixed value having 56 bit to output a value having 64 bits. The

| ast 56 bits of the value are used as the unique 5 information. (2)
Further, the unique information storage unit 310 and the internal storage
unit 303 are protected frombeing read or witten from any9qanaanc20@s nal

device than a specially pernmitted device, 10 such as a | ater-descri bed
each of the upi que information

nodel change device. Tq be nore, specific,
storage uni t“3{F&td" %H@CFhPBrﬁﬁl g¢ _%&ﬁ?%ﬁﬁgtm§6§eére d§édf _
Lamper - es) YT AR o BUBELERLE LA SOliRey Hodhaailagl of of

the two. 15 7(3) e unfque information rage
construct ed JWskbirata gagssthaiud hALNRCBBLLEr 1) dNd pdet achable nd¥iQm t he
nmobi | e phone. Exanpfes of such a card’include a Sl (Subscriber ldentity

Modul e) car &4f bitase Thd Dagebf b & ipfwrEsth@Faldr Stéldsddirhene wiidure tine
of encrypting the content using the DES encryption algorithm the content
is divided infeormataonbl ocks each having 64 bits, and then each data bl ock
is encrypted wusing the 56-bit unique key to generate a 64-bit encrypted
data 25 bl ock. The thus generated encrypted data bl ocks are then

concat enat oga) 00ek el L1, A Shelah et SN g xeled SRt e o1t SRl
internal storageunit 303 araprotected frombeing readorwritten
fromanyother external device thana speciallypermitteddevice,
10 such as a later-described model change device. To be more
specific, each of the unique information storage unit 310 and

the internal storage unit 303 are composed of tamper-resistant

hardware, tamper-resistant software, or a combination of the

two.
15
(3) Further, the unique information storage unit 310 may be
constructed within a card that is attachable to and detachable
from the mobile phone. Examples of such a card include a SIM
(Subscriber Identity Module) card for use with mobile phones.
20

(4) Still further, at the time of encrypting the content using
the DES encryption algorithm, the content is divided into data
blocks each having 64 bits, and then each data block is encrypted
using the 56~bit unique key to generate a 64-bit encrypted data
25 block. The thus generated encrypted data blocks are then
concatenated together, and the concatenated encrypted data

blocks are outputted as the encrypted content (ECB (Electronic
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9 January 21006 Codebook) node) Alternatively, the encryption may be done
usi ng CBC (G pher Feedback Chaining ) node. Details of the ECB nobde and
the CBC node are found, for exanple, in "Introduction to Cryptographic
Theory (Ango-Riron Nyunon)" (Eiji OKAMOTO, 5 published by Kyoritsu Shuppan
CO., LTD.), and thus description is omtted. 1.10 Overview Cenerally, the
internal storage unit 303 of the nobile 10 phone 300 is |i @ darbarm 2006
menory capaciéég Co ventionalgg this limtation results in the follow ng
problem Int ?Eﬁék)tﬂﬂgﬁ)nt Laeraaivghy urfite SOSLVOLHEEN Mt Re dPeRe al
wor ks, the er_1 equi red to lLe sone of the digjtal,,wrks stored in
i, Rt 5 PR BBk PR el ey iR baf ot Se8

the internal storage u

pur chasi ng angihet di QI}_‘%@BCV\BE)ge He gguﬁhnpfcyr '%%%Irn%gﬁ?' J\{r? “t&ﬁltr%ﬁ{x(c\t@&ﬁng

anot her digital work. wever, according fo enb e user is

al l oved to e rabnt BeTAEGEY 2k AMBE KR 860 B idh e HiRt e bRAMoSS OF age
unit of the nnbilg%%ﬁgnebinto t he %Ehnﬁg cajd asﬁg%heé tﬁelgébile 20 phone

when he déci gedblishettbykyotrie sdi shimbanacks BTy. t,i BRASEONs dekBript Son

manner, a free nmenory space is secured in the internal storage unit of the
nmobi | e phone iw théttetosi ng the rights to playback those digital works he
has purchased. As a consequence, the user is allowed to purchase some nore
digital works. 25 Here, sonme of the copyright holders of digital works may

not permt the.folLlow ng usage pattern. That is, for exanple, when an
encrypt ed coﬁféhtblgrgf%Ved into a menory card using 40

Generally, the internal storage unit 303 of the mobile

10 phone 300 is limited in its memory capacitly. Conventionally,
this lirﬁitation results in the following problem. In the case

the internal storage unit 303 is full with-digital works, the
user is required to delete some of the dicjitai works stored in

the internal storage unit 303 to secure a free memory space befciarel

15. purchasing another digi;al work, or he simply has to give up

purchasing another dig:"Ltal work.

However, according to embodiment 1, the user is allowed
to store some of the digital works stored in the internal storage
unit of the mobile phone into the mémory card attached the mobile

20 phone when he decides not to use the digital works any time soon.
In this manner, a free memory space 'is secured in the internal
sto.rage unit of the mobile phone without losing the rights to
playbackthosedigitalworks he haspurchased. Asaconsequence,
the user is allowed to purchase some more ‘digital works.

25 Here, some of the copyright holders of digital works may
not permit the following usage pattern. That is, for example,

when an encrypted content is stored into a memory card using
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9 January 2006 a certain nobile phone, the copyright hol der of the content
desires that the content be prohibited to be decrypted or played backby
any ot hernobil e phones even if thenenory card is attached thereto. 5 Here,
enbodi ment 1 neets this end in that an encrypted content that a user has
stored in a nenory card using a certain nobile phone is neither decrypted
nor played back with any other nobile phones than that par@ilantary 2006 even
if the nmenory card is attached thereto. 10 In other words, the rights of
copyright holders are protected as the digital content stored into a
menory card detauraiat maticed phaoaepobhé ecqrhaneghts hodtiedecfyphedcontgitayed
back by any other nobile phones than that particular nobile phone used at
the tine of deskierythhl tbemuentTis pratibhtagsolre fearypbed®nwlayest
described in detail with reference to FIG 9, As shown in FIG 9, a nobile

h
phone A st orRECKRY §0¥ othRF Sl ehhorRe sl LR BEFRT¥IrGTe 58 2t Hdedini que

infornationt)f_ieu on witing a content into a nenory card, the nobile phone
20 A encrypts 4 99% e key using the unique information A, and stores the

encrypteg title key,bnt @uihiei fxiennNabesEOrROE Y tinl RRLYASH encrypted
i nthenenorycard (stepSl51) Next, the nobile phone Aencrypts the content

using the tiddreeeeycthand stef emst sberedanyplrthorynt £ uditigoatdwr adirer nal
storage unit of the menory card (step S152) . 25 Upon readi ng the encrypted

cont ent fr omoidid enpmore isared thetrlteamypitied phopéaped badk with engrogheed titl e
key f romthe external storage unit included in the nenory card, and :
decrypts t h@obile phones than that particular cne even if the memory card

is attached thereto.

10 In other words, the rights of copyright holders are
»protected as the digital content stored into a memory card being
attached to a mobile phone is not decrypted or played back by
any other mobile rphones' than that particular mobile phone used
at the time of storing the contént. This advantageous feature

15 will be described in detail with reference to FIG. 9.

As shown in FIG. 9, a mobile phone A stores unique
information A, while a mobile phone X storés unigue information
X.

Uponwriting a content into a memory card, themobile phone

20 A encrypts atitle keyusing the unique information A, and stores
the encrypted title key into the external storage unit included
in thememorycard (stepS151). Ne#t, the mobile phone Aencrypts
the content using the title key, and stores the encrypted content
into the external storage unit of the memory card (step S152).

25 Upon reading the encrypted content from the memory card,

themobile phone A reads the encrypted title key fromthe external

storage unit included in the memory card, and decrypts the
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41 9 January 2006 encrypted title key using the unique information A (step
S153). Next, the nobile phone A reads the encrypted content fromthe
external storage unit, and decrypts the encrypted content using the
decrypted title key (step S154). 5 Here, the unique information used to
encrypt the title key and the unique information used to decrypt the
encrypted title key are both the same unique information A9 danudmt200be
encrypted titl LS .cqQrrect! r .. Se tl.y, e, ti ey
used to encryﬁ?cgﬁétgénlg%e %%H%F%§%f¥$%§%%§§23§3§57 ;ﬁén egf§ﬁ%)%%§3%'
encrypted conj ,af ot ; : 0, | & t

decrypted. On tgﬁtec o%}ﬁ%rn{.b%éﬁ'%?sﬁ}}\/ﬁgg %%arﬁ)%?lhg %%gir:%p%cgtcﬁgﬁ]%ﬁg tkﬁomp haey
back the cont eRterhbg stRliabe pianeaxXdRads e lanen¥pieted tiohlt@nkays figom
the external storage unit included in the nenory 15 card, and decrypts the
title key usinbetdecoypipm tinfler ketyl dste) €364p.5155). Here, since the

uni que informationAthat is used to encrypt the title key differs fromthe
uni que i nfoor mat i on Beugsedheouddaugpinfereatiqn aisiesy toCenseypiethsy titde
title key is not correctly 20 decrypted, so that the encrypted content is

not correct | y*SYeNY P UndARRet N T IR B &1SahEOnBBFF B bR GRS pl ay
back the encrypted content. .25.2. PREFERRED E | MENT _2_ Her ei naf.t
description ié%gfl?/ce}(r?_yt SISn%‘?%}? '?ta“e work “ardeTi qrg}%%g‘)?& Bm 30 actoﬁillést ent
with preferr %mé@ﬂﬁle key is correctly decrypted. Consequently, the

title key used to encrypt the content and the title key used

10 todecrypt theencryptedcontent are the same, so that the content
is correctly decrypted.

On the cther hand, when the mobile phone X attempts to
play back the contenﬁ, the mobile phonerx reads the encrypted
title key from the external storage unit included.in'thernemory

15 card, and decrypts the title key using the unique information‘
X (step S8155). |
| Here, since the unique informationAthat is used toencrypt
thetitlekeydiffersfromtheuniqueinformationXusedtodecrypﬁ
the title key. Consequently, the title key is not correctly
20 decrypted, so that the encrypted content is not correctly
decrypted, either.
Therefore, the mobile phone fails to play back the

encrypted content.

260 2. PREFERRED EMBODIMENT 2
Hereinafter, description is given to a digital work

distribution system 100c consistent with preferred embodiment



42 9 January 2006 2 of the present invention. The digital work distribution
system 100c ains to provide a digital work protection system a nmain
device, and a recording nediumdevice, each of which allows playback of a
digital work 5 by the main device only under the conditions permtted
according to usage condition data when the content is provided with usage
condition data such as the permitted nunber of playback ti né&sJaruary 2086
digital work, or the permtted period. That is, with these devices; this
enbodi ment ains to permt playback of digital 10 works by the mai n device
based on theZus#fgéheopcksardn imfeortimini.on show ng perm ssive conditions for
usage of the digital work. In the digital work distribution system 100c,
when a content is Prodidbbahinorkudbifer doHdian sristem 4 00sirHmiCIRGAYidei on

on the permtted nunber of playback tines, the,perm.tted ayback .15
oo 00, or Tt A PR L ERCK st sEER 14 Be bR EFTGE: THbe rasdiBRone of

the system ! 8caklgued e pLav, 1ackn LB £ONLENGIOPhYo A I Bid e Laiat] ons

i nposed by t usage condi T on wor k di's Il on System
100c has f cRPsiheUfdiPlevidd balyiRdetatnObohhet db8s bakmWREKY Gicsbi-ibHEi on
20 system 100. Here, description is given mainly to the differences "wth
the digital wordsadiestsndidicandaystwdanlOhe chme eitgl ¢ @lrowdkledds St babeon
system 100c includes a content distribution server device 200c and a

nobi | e phonec@ditiamsiprsadseth tase tbonpermitied numgeiront seraphacdketines 200

and the 25 pobile phone 300, respectively. 2.1 Construction of Content
Di stri buti onf@eiher dbgitat wanle or the pefmitted period. That is, with

thesedevices, this embodiment aims topermit playbackofdigital
10 worksbythemaindevice basedon the usage condition information
showing permissive conditions for usage of the digital work;
In the digital work distribution system 100c, when a
content isprovidedwithusage condition data, suchas limitation
on the permitted number of playback times, the permitted playback
15 period, crthepermittedtotal amountoftimeplayback, themobile
phone of the system is allowed to play back the content only
within the limitations imposed by the usage condition data.
The digital work distribution system 100c has a
- construction similar to that of the digital work distribution
20 system100. Here,descriptionisgivenmainlytothedifferences
with the digital work distribution system 100.
The digital work distribution system 100c includes a
content distribution server device 200c and a mobile phone 300c

instead of the content distribution server device 200 and the

25 mobile phone 300, respectively.
2.1 Construction of Content Distribution Server Device 200c
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43 9 January 2006 Basically, the content distribution server device 200c
has a construction simlar to that of the content distribution server
device 200 included in the digital. work distribution system 100. Thus,
description hereinafter is given mainly to 5 the differences with the
content distribution server device 200. (Content Storage Unit 201) In
addition to the content, the content storage unit 201 i ncl@daduary 2006
content distribution server device 200c further 10 prestores a usage
condition in correspondence with the content. The usage condition, for

exanple, is a pergitiesh ninhere cohtpheydasicibutsn dbevperdatiad 200aber of
pl ayback tinmes inposes Iimtation on the total nunber of tinmes that the

user i s pehastd etnsarpkayohasimitllze s6 ortedt ocbnttentotheatt chiratesiparidonls to
the usage condition. Wen, for exanple, the permtted nunber of playback
times i s seseaverideviene2QBanqladser dnt the €bIptay vk lCiste IgAdaRt f or
ten tines at the nm 'nunl,Nnékghat t,he ﬁga e condition,my alt rngtively
be a permi 8¥88ePI WackPar i Gf SRR 98y ngﬂa Yoy BEc R pE fﬁHJS?b Prposes

limtatipon th Ll Il ' : 1,S: peL o back
t he stor%d gg%@éﬁFQEﬁgggégﬁF@Q%E%%§%F%EP§h%§fiﬁéﬁ?%ﬁél.%%%ﬁ?ggﬂgbggfnitted
pl ayback period is conposed of data showi ng the perm ssion starting day

and perm ssion expiry day. The user is pernmitted to play back the content
only during(2éntéer petdyes tavitci @G1Pn t he perm ssion starting day and
expiring on the perm ssion expiry day. During this period, the user is
permtted to pl afrhaddithendontbatcdrdrerdn theigantedtnahpsagefunic 201

included in the content distribution server device 200c further
10 prestores a usage condition in correspondence with the content.
The usage condition, for example, is a permitted number
of playback times. The permitted number of playback times
imposes limitation on the total number of times that the user
is permitted to play back the stored cbntent that ﬁorresponds
15 to theusage condition. When, for example, the permitted number
of playback times is set at “10”, the user is permitted to play
back the content for ten times at the maximum.
Note that the usage condition may alternatively be a
permitted playback period. The permitted playback period
20 imposes limitation on the period during which the user is
permitted to play back the stored content that corresponds to
Eheusageéondition. Thepermittedplaybackperiodiscmmposed
of data showing the permissionstartingday and permissionexpiry
day. The user is permitted to play back the content only during
25 the period starting on the permission starting day and expiring
on the permission expiry day. During this period, the user is

permitted to play back‘ the content for an unlimited number of
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44 9 January 2006 tinmes. Alternatively, the usage condition maybe a
permtted total amount of playback tine. The pernitted total anount of

pl ayback tinme inposes limtation on a total cunulative anount of tine 5
that the user is permtted to play back the stored content that
corresponds to the usage condition. Wen, for exanple, the permtted total
amount of playback tine is set at "10 hours", the user is Palariuargd006

pl ay back the content as long as the total anmount of playback tinme is
within 10 hours. Wen the total 10 anmount of playback tinme exceeds 10
hours, playhaglesof the content is prohibited. Further, the usage condition
may include all of the I|imtations, nanely the permtted nunber of

pl ayback tines, thetepeanitvébd, phaybagk cpeatiodon ang bicheppanig ttddettbttadt al
anount of 15 playback tinme, or it may include any two |imtations selected
fromthe abeweunitrabplanbeakiténs. (Wenpeonitked tob2) arpungafirkayhatk 202
reads fromthe content storage unit 20 201 the content that is_identified

by the cont &S BraP8RE WEh-2HIRD $8aget ebiti T YH&HAE RECLRERY Gime :

correspopde

nce.to that usage ndition Ttl?e %]ro:lE I 8 ﬁ
! . t .

transmt t_ﬁéa!te% u@'(?ﬁt’_é%tp%gﬁé%&ggg%o &%ﬁﬁ'l al%]ér)l@ 5 %O(La%réoﬁlg ge% gcrrPllea 300 vi a
the Uransm.$siagbbREEPELOPndINtdadDbordi® bRl erltin L0or alipliE) eck® phone
net wor k 20, anét e radi o base station 30. Here, the transmssion is
performed i Beams€eEoH e sl @mcutosghp Idheatketing, i aretexanpl @ hdure“EMVB
system

the user is permitted to play back the content as long as the

total amount of playback time is within 10 hours. When the total
10 amount of playback time exceeds 10 hours, playback of the content

is prohibited.

Further, the usage condition may include all of the
limitaticns, namely the permitted number of playback times, the
permitted playback period, and the permitted total amount of

15 playback time, or it may include any two limitations selected

from the above three limitations.

(Control Unit 202)

The control unit 202 reads from the content storage unit

20 201 the content that is identified by the content ID along with
the usage condition Ehat is stored in correspondence to that
usage condition. The control unit 202 then.transmits the read
content and usage condition to the MObilevphone 300 via the
transmission/reception unit 203, the Internet 10, the mobile

25 phone network 20, and the radio base station 30. Here, the

transmission is performed in a secure manner through the use

cf, for example, the EMMS system.
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45 9 January 2006 2.2 Construction of Mobile Phone 300c As shown in FIG
10, the nobil e phone 300c includes a usage condition storage unit 305 and
a usage condition judgnment unit 5 306 in addition to the conponents
constituting the nobile phone 300. (Content Obtaining Unit 302) The
content obtaining unit 302 receives the content and 10 usage condition
fromthe content distribution server device 200c via the | &nuary 2006t he
nobi | e phone network 20, the radio base station 30, the antenna 367, and
transm ssion/reception unit 361. The content obtaining unit 302 then
wites the received content into the internal storage unit 303 as the
content 601, 15 and the received usage condition into the usage condition
storage uni2.3@TwmnstruchiisncaseMobhbe uBagmre ciiiiiition is the permtted
nunber of playback tinmes. (Usage Condition Storage_Unit 305) 20 The usage
condi tion st or age®graiow30bn fd& .ol &t bhagebdderhang 330 6dingd uere asa8ee

condition. (Usage .Condition Jud Unjt 306) The .usage condition judgnment
it 306+ o RS s beraTs UAIRGE 1T Gie b W55d% (ETHLF ROT (AP ATSb O b

pl ayback ti from. t ] APE U ] et her
t he read5 p(ragr%sr%a %{lea r‘m: gry%?ggll’gy ac ént%l%rréégéexcee S %Fﬁggﬂ%q}aeﬂﬁ%?g\gO%
When judgi ngglghat the read permtted nunber of playback

{Content Obtaining Unit 302)

The content obtaining unit 302 receives the content and

10 usage condition fromthe content distribution server device 200c
via the Internet 10, the mobile phone network 20, the radic base
station 30, the antenna 367, and transmission/reception unit
361. The content obtaining unit 302 then writes the received
content into the internallstorage unit 303 as the content 601,

15 andthe receivedusage conditionintoe the usage condition storage

unit 305, In this case, the usage condition is the pe:mitted

number of playback times.

(Usage Condition Steorage Unit 305)

20 The usage condition storage unit 305 has a storage area

for storing the usage condition.

(Usage Condition Judgment Unit 306)

The usage condition judgment unit 306 reads the usage
25 condition, i.e., the permitted number of playback times, from
the usage condition storage unit 305 to judge whether the read

permitted number of playback times exceeds 0.
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times exceeds 0, the usage condition judgnent unit 306 subtracts "1" from
the read permtted nunber of playback tinmes, and overwites the usage
condition stored in the usage condition 5 storage unit 305 with the val ue
resulting fromthe subtraction. Next, the usage condition judgnment unit
306 outputs perm ssion information indicative of perm ssion to play back
the content stored in the internal storage unit 303. AlterShdanvalyy2006hen
judging that the read permtted nunber 10 of playback tines is equal to or
| ess than O, the usage condition judgnment unit 306 does not output the

perm ssi on i nf or mahkeanj ud@iwly GoRsegHeNtdad bremptaybacknwer b f3P%a geesk not
pl ay back the content. 15 (Playback Unit 304) The pl ayback unit 304
recei ves frommeseexsegis ¢ondictisrge foddheidn gndgmens unlié HEF suissiart s
information indicative of pernmission to play back the content. Upon
recei pt of tHé P&rm §8roRerAfBRIRITR nuRbes fbRERYP2GkURIReB0ARads t he
content stored in,the jnternal storage uni 303, and plays back the read
content to. GIESUELEISHEpaISRTS RS PR BB FEOBROD 356 CRAGE CRLEHIEN on 1 s
given togth yhﬁgs : [ 2 Qhﬁﬁ it h to the
fl owchart s%&%ggé% 3§§fﬁnﬁb€29p%gﬁed§%ra QIpggg?ﬁ%ﬁ%séﬁgﬁﬁgﬂgﬁﬁita
work di stri RekicQneisy sk8F:aEhSNOWN | Bdbment hoWehadd Jut pik S pernifsmioded 47 9
January 2006 that the sfeps S116 and S117 are replaced with steps 5201-5205
descri bed béhdwrmation indicative of permission to play back the content
stored in the internal storage unit 303.
Alternatively, when judging that the readpermitted number
10 of playback times is equal to or less than 0, the usage condition
judgment unit 306 does not output the permission information,
and consequently the playback unit 304 does not play back the

content.

15 (Playback Unit 304)

The playback unit 304 receives from the usage condition
judgment unit 306 the permission information indicative of
permission to play back the content.

Upon receipt of the permission information, the playback

20 unit 304 reads the content stored in the internal storage unit

303, and plays back the read content to output.

2.3 Operations of Mobile Phone 300c¢c
Now, description is given to the operations of the mobile
25 phone 300c with reference to the flowchart shown in FIG. 11.
Note that overall operations of the digital work

distribution systemare shown in the flowchart in FIG. 4 provided
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The usage condition judgnent unit 306 reads the usage condition, i.e., the
permtted nunber of playback tines (step 5 5201), and judges whether the
read permtted nunber of playback tinmes exceeds 0 (step 5202). Wen j udgi ng
that the permtted nunber of playback tines exceeds 0 (step 5202, YES),
the usage condition judgnment unit 306 subtracts "1" fromthe permtted
nunber of playback tines (step 5203), and overwites the usdydarifary@ddicti on
that is stored in the usage condition storage unit wth the val ue .
resulting fromthe subtraction (step5204) . Next, the usage condition

judgnment uni £nh306-1IRERS 41014 RadPs BYDaGle repliced4ithes Pep#Mse1615205
I nformation indicative of permssion to play back the content stored in

t he i nternal desoraged urelowl5 303. I n response, the playback unit 304
receives the permssion information fromthe usage condition judgnent unit
306, reads the cdfemsageocendiifiiphel nAgReNal Usitor3dfe reaids 8DS, UAAEE pl ays

back th d coptent t tput (step 5205).. Al't tively, when judgi
That the 1 cadoRarhitied Ranbihe BRY TR tRaWEREY (I BLerbe el s (5FePcos
th 0 , diti ' ' t
ontput {1 PRETRT < Py el v HERHE: SARGI AP B OERE el SEDIADBCRY! 1,

does not pl ay;hagks edsont etep 2108, . SUFKeR j9RIGE ROt KoL AL rmi BEegONt Nt
at this stage is also applicable. 25 2.4 Operations of Mobile phone 300c

Now, with reherefcet plifieadl aumbaréxsdeis 0 NsE55202, ¥BSP, tdruasyge006
description is given to the operations of the nobile phone 300c

condition judgment unit 306 subtracts “l” from the permitted
number of playback times (step $203), and overwrites the usage

10 condition that is stored in the usage condition storage unit
withthevaluéresultingfromthesubtraction(stepSZO4). Next,
the usage condition judgment unit 306 outputs to the playback
unit 304 the permission information indicative of permission
to play back the content stored in the internal storage unit

15 303. Inresponse,theplaybéckunit304receivesthepermission
information from the usage condition judgment unit 306, reads
the content stored in the internal storage unit 303, and plays
back the read content to output (step S205).

Alternatively, when judging that the read permitted number

20 of playback times is equal to or less than 0 (step 5202, NO},
the usage condition judgment unit 306 does not output the
permission information, énd consequently the playback unit 304
does not play back the content. Here, such a setting to delete
the content at this stage is also applicable.

25
2.4 Operations of Meobile phone 300c¢c

Now, with reference to the flowchart shown in FIG. 12,
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in the case where the usage condition is the permtted playback period.
Note that the overall operations of the digital work 5 distribution system
are shown in the flowhart in FIG 4 provided that the steps S116 and S117
are replaced with steps 5211-5214 described bel ow. The usage condition
judgment unit 306 reads the usage condition, i.e., the permtted playback
period, fromthe usage 10 condition storage unit 305 (step $2anyarydOd ns
the current date/tine (step 5212), and judges whet her the obtai ned current
date/time fallswithin thepermtted playback period (stepS213). Wen

judgi ng thatgdder oo {804 std MRIHaLe HS o b ERE Noh H1@ PR dNinbob@d e PhSYDBBECPeri od
(step 5213, YES), the usage condition judgnent 15 unit 306 outputs to the
pl ayback uniin 304 thee prefessh®lsayafasmEition isdiheape el ofepelaybstn to

pl ay back the content stored in the internal storage unit 303. In
response, theerjbdyback unit 304 receives the permission information from
the wusage condition judgnent unit 306, reads the content stored in 20 the
internal storage G9it€ 363t SR8 prajilbRPeRted I EadtcbRteAt It dtRpht (step

o) o AP O AL LY gl
Lonsequent | y he o oy ek Sane T 508 daeh ROt oy Back T con Enre er e
such gt etti égggw%@iy@ggbmabl e that the confen%/ is deleted if the current
date/time is after 49 9 January 2006

The usage condition judgment unit 306 reads the usage
condition, i.e., the permitted playback pericd, from the usage

10 condition storage unit 305 (step S211), c¢btains the current
date/time (step S212), and judges whether the obtained current
date/timefallswithinthepermittedplaybackperiod {step5213).
When judging that ‘the current time/date is within the permitted
playback:period (step 5213, YES), the usage condition judgment

15 unit 306 outputs to the playback unit 304 the permission
information indicative of permission to play back the content
stored in the internal storage unit 303. In response, the
playback unit 304 receives the permission information from the
usage condition judgment unit 306, reads the content stored in

20 the internal storage unit 303, and plays back the read content
to output (step S214}.

Alternatively, when judging that the current date/time
falls out of the permitted playback period (step $213, NO), the
usage condition judgment unit 306 does not cutput the permission

25 information, and consequently the playback unit 304 does not

play back the content. Here, such stetting may be applicable

that the content is deleted if the current date/time is after
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the permtted playback period. 2.5 Operations of Mbile Phone 300c Next,
with reference to the flowhart showmn in FIG 13, 5 description is given
to the operations of the nobile phone 300c in the case where the usage
condition is the permtted total anount of playback tinme. Note that
overall operations of the digital work distribution systemare shown in
the flowhart in FIG 4 provided 10 that the steps S116 an@Jsaudryst()6
replaced with steps S221-S226 described bel ow. Here, the content storage
unit 201 further has a storage area for storing a total anount of actual

pl ayback tinke déemittddlplaaymsank elerdetdual pl ayback tinme is a cumul ative
anmopunt of 15 tinme that the content has been actually played back. Further,
the content includes playback tine information showing the tine taken to
pl ay back the entire content. The usage cgngi tion judgnment unit 306 reads
the usage <ohfReGAH-19n% 0 MROI3& FrPREJSPBFal anount of pl ayback tine,

20 along with the, total. . unt of actua I j fromt usage
condition stor ag(fiIe i"t wégg‘)’(‘%{.ee%e f)%, ngdg%cgﬁlﬁnée g‘r;lg%n %eé%dntﬁ'ght t he
pl aybaclk ti L nfQrmmt i @y S [Wae =¥ ont ent
(step S?ZZ)%@Saén%%{aﬁrggt?g&s tﬁ%aguﬁﬁgg%kgﬁleé%?g Jtc%?gﬁbg%gg%f&ééf bgg%ual '

pl ayback tiire od cake (heke26hs havdydonkie tabhai seche | paheck ddntetantion to
conpare the thus calculated sumwth the permtted total anmount of

pl ayback tiamur(tstedp p323BpckWaémej udgi ng that the permitted total anount of

50 9 January 2006 . .
Note that overall operations cf the digital work

distribution systemare shown in the flowchart in E‘IG. 4 provided
10 that the steps $116 and S117 are replaced with steps 5221-5S226
described below.

Here, the content storage unit 201 further has a storage
area for storing a total amount of actual playback time. The
tétai amount of actual playback time is a cumulative amount of

15 time that the content has been actually played back. Further,
the content includes playback time information showing the time
taken to play back the entire content.

The usage condition judgment unit 306 reads the usage
conditioﬁ, i.e., the permittéd total amount of playback time,

20 along with the total amount of actual playback time from the
usage conditiorn storage unit 305 (step S221), and obtains from
the content the playback time information showing the time taken
to play back the content (step 5222), and calculates the sum
of the read total amount of actual playback time and the time

25 shown by the obtained playback information to compare the thus
calculated sum with the permitted total amount of playback time

(step S223). When judging that the permitted total amount of
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pl ayback time is equal to or greater than the cal culated sum (step 5223,
YES), the usage condition judgnent unit 306 outputs to the playback unit
304 the perm ssion information indicative of perm ssion to play back the
content stored in the internal 5 storage unit 303. In response, the

pl ayback unit 304 receives the permssion information fromthe usage
condition judgnent wunit 306, reads the content stored in t8danuargy 206
storage unit 303, and plays back the read content to output (step-.5224)
Then, the usage condition judgnment unit 306 cal cul ates the total amount 10

of actual plaghdekkt tiRe bys RRIUAAr BbNGrt fifed0dt QMY tB¥PELSSE DEE ed T
Amount of Actual Playback Tinme = (Total Amount of Actual Playback Tine) +
(Pl ayback Ti(stepr823vatEdh) thet egrB226ndiandn jadgmenitt esit B8 6tmttgiutanount
of actual playback time stored in the usage condition storage unit 305
with the nehPytkalpdarhael unis 8¢ Aiheapsant seiondnfRrngragpadidigatel Vest ep

5226). At tively,. wh j udgi that th itted total . t of

ol ayback 11 e PEVEIAHIH Conhhey IRl o PREES M (e 507 FNGERe e
e s = Cp 5223,

" or et T on® anac AR 0T e PReBafRe f A HRBach I8 REOI SRS, back

the content ¢ Eeg&rmSIGh S ShiebPRa FBYn beroild @aBhe &hadidth GoRigaRhtl S
deleted if the permtted total amount of playback tinme is snaller than the

total anmountndt 36, uadadPpltagbemicdrtretobFadtiret he sicle raetlt s torapey uhetal so
applicable that playback of the content is permtted even when the
permtted 2308po0ab pdaysitacdfthy sgdherntent toPuieuteifhaghS34t ol afheack t he

entire content. 51 9 January 2006 .
' the usage condition judgment unit 306 calculates thetotal amount

10 of actual playback time by performing the following expression:
Total Amount of Actual Playback Time = (Total Amount of Actual
Playback Time) + (Playback Time Information) (step S2253), and
overwrites the total amount of actual playback time stored in
the usage condition'stoiage unit 305 with the newly calculated

15 total amount of actual playback time (step S226).

Alternatively, when judging that the permitted total
amount of playback time is smaller than the calculated sum (step
$223, NO), the usage condition judgment unit 306 doces not output
the permission information, and consequently, the playbackunit

20 304 does not play back the content. Here, such setting may be
applicable that the content is deleted if the permitted total
amountofpiaybacktimeissmallerthanthetotalamountofactual
playback time. Further, such setting may be also applicable
that playback of the content is permitted even when the permitted

25 total amount of playback time is not enough to play back the

entire content.
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2.6 Overview As descri bed above, the content storage unit 201 included in
the content distribution server device 200c stores the content and the
correspondi ng usage condition in association with each 5 other, and the
content distribution server device 200c transmts the content and the
correspondi ng usage condition to the nobile phone 300c. Wen the user
purchases the content that is provided with the usage condi& Jamyary 2806

i nternal storage unit 303 included in the nobile phone 300c stores.the
pur chased content, and the 10 usage condition storage unit 305 stores the
transm tted ysageveseRdi,ti on. VWien the user intends to play back the
content that he has purchased earlier, the usage condition judgnent unit
306 judges whet hehstdeseeibet gdeyhathke aforitlea tcoid erde based 0dni ndie:de
correspondi ng usage condition stored in the usage condition storage unit
305. Wien | udgitig ¢ontprrndis i dyuduicia ot rvérdevhteRP0C stivged SAGCTSREItt | on
judgnment unit 306 instructs the playback unjt 304 to play back the
content. Fur 8RErthe FOrE8§HE e HRA USSR %’Qfdb%l‘?%énnﬁﬁ%ﬁl“ﬁ%&% FeEh e3gh

permtted_for _the content to be ' d? . . H?r . " "L
cont ent r%fe?%%?B'&& § %ﬁ%???ﬁf%ggtgh Qé%gféggy%r ﬁgiFﬁ?@P%§&%9§ &E%ge
unit and to wpite dhe duphieatdon A SNHRNhs R @oRdiEE6ANY P FRGIH YR
P
Here, note that only the first generation” "copying" of content is
permitted, ipRoneGOPYI. NOHLODEY Dbk Ehirdhad®safhecomt arit tRapiopirbiviiadd | n
addition, "to nove" the content refers to wite the content stored in the
i nternal stowage theidsagetondi rewur thad nredinam st age welefe3 tthelodadent
stored in the 52
in the mobile phone 300c stores the purchased content, and the
10 usage condition stor&ge unit 305 stores the transmitted usage
conditicn.
When the user intends to play back the content that he
has purchased earlier, the usage condition judgment unit 306
judges whether to permit playback of the'content based on the
15 corresponding usage condition stored in the usage condition
storageunit 305. Whenjudgingtopermitplaybackof thecontent,
the usage condition judgment unit 306 instructs the playback
unit 304 to play back the content.
Further, the usage condition may be the number of times
20 permitted for the content tobe copied or moved. Here, “tocopy”
the content referstoduplicatethecontent storedinthe internal
storage unit and to write the duplication of content into a
recording medium. Here, note that only the first generation
“copying” of contentispermitted, i.e., copyingfromduplication
25 of content is prohibited. In addition, “to move” the content

refers to write the content stored in the internal storage unit

into a recording medium and to delete the content stored in the
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9 January 2006 internal storage unit. \Wen the usage condition is the
nunmber of times permtted for the content to be copied or noved, the
content is permtted to be copied or noved for the permtted nunber of
times. 5 The procedure to encrypt the purchased content to store into the
menory card 400 and the procedure to read the encrypted content fromthe
menory card 400 to the nobile phone 300c are the sanme as ti®danury@006ed
i n enbodi nent 1, and thus description thereof is omtted. Here, it. should
be noted that the usage 10 condition data is not witten into the nmenory

card, but hem%%%rgg %gogaggeu&@ﬁdi theh SlPLadgeWida30%d ne! tdedyhBethe

nobi |l e phoné t at the usage condifion storage unit 305 is

protected fgprmihridgeentetaal for erdcontvht tiebencbpiadyotiasvees enber 15
than a specifically permtted device which will be described later. To be

mor e speci f i €onttdre: Usagermanditi 0o =t aopdedunict moBdd for cheppesuibfed

t amper-resi stant hardware, tanper-resistant software, or a conbination of
the two. Furnumrer tafe tig®ge condition storage unit 305 may be 20 included
in a card, such as SIMcard for use with bi |l e phones_ that is a%tachable
to and dét achabl e TeoRF PR2IWEDi 1% pAGHE® Pufﬁgaﬁﬁgv%p%%ﬂgiﬁﬁc? Bh% when

3 content | BOYhdcd i b 43998 SONORLIONCECO0LeOL Ui DRLEVbLES. Lo be

pl ayed back usage condi nera eaki ng,

the internal . §HQia0¢ BRI tnS%Rnryt BEra i td RRENECSOLe ighdrenBbed dreits

menory capacity. Conventionally,” this limtation results in
t hef ol | owi ngHeOPAREas those described in embodiment 1, and thus description

thereof is omitted. Here, it should be noted that the usage
10 condition data is not written into the memory card, but held
in the usage conditicn storage unit 305 included in the mobile
phone 300c.
Note that the usage condition storageunit 305 is protected
from being externélly read or writtén with any devices other
15 than a specifically permitted device which will be described
later. To be more specific, the usage condition stcrage unit
305 is composed of tamper-resistant hardware, tamper-resistant
software, or a combination of the two.
Further, the usage condition storage unit 305 may be
20 included in a card, such as SIM card for use with mobile phones
that is attachable to and detachable from the mobile phone.
With the abové construction, when a content is provided
with usage condition, the content is permitted to be played back
only when the usage condition is met.
25 Generally speaking, the internal storage unit 303 of the
mobile phone 300 is limited in its memory capacity.

Conventionally, this limitationresultsinthe followingproblem.
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53 9 January 2006 In the case the internal storage unit is full wth
digital works, sone of the digital works stored in the internal storage
unit need to be deleted to secure a free nenory space before purchasing
anot her digital work, or otherw se, the user has to give up 5 purchasing
anot her digital work. According to enbodi nent 2, however, simlarly to
enbodinent 1, the user is allowed to store sone of the digi®danuaxyrd306
stored in the internal storage unit 303 of the nobile phone 300c into the
menory card 400 attached to the nobile phone 300c 10 when he deci des not to

use the di gihalhe9s&sS tABYidddmaS08Porade uhht 9 sTBANEKith figdeadnnksspace is
secured in the internal storage wunit 303 without losing the rights to play
back t he puschasef] thdéi gitakahowdsks sttdreat isoniee norterdiadi sedrage ksrifmy be
purchased. Further, with the above construction, when a content is 15
encrypt ed byeed tersdal ¢bpd Lo satore nhtee MEFedyYisPageRafNLE Rud\asdfCached

thereto, the encrypted content is notpossibly crypte or_ pl ayed back by
any ot her n%%??%e% S et ﬂféFF%@ﬁVéPe’ngg?lgg%ﬁ X tfﬁngpsuPo say,
enbodi t 2 hj ev. fect. .qf i.ng copyhol ders' dermand that a
cont en{mg;t o?%%%%%ﬁiﬁ%%oﬁeééh alr%élgg‘?%"a certain nobile phone be

prohi bited from beidgq4idRCcruPladorimBhayed Reskvess) NoirdNkrathes nobile
phone al though the nenory card is attached thereto. 3. PREFERRED

EMBODI VENT &uizbdivosmt desehé pidenn dissallowesd tte atdrgidae wirtkheliditiicblit i on
system 100d consistent with preferred enbodi nent 3 of thepresent
i nventi on. works stored in the internal storage unit 303 of the mobile phone
300c into the memory card 400 attached to the mobile phone 300¢
10 when he decides not to use the digital works any time soon. In
thismanner, a freememory space is securedinthe internal storage
unit 303 without losing the rights to play back the purchased
digital works, so that some more digital works may be pu.rchased.
Further, with the above construction, when a content is
15 encrypted by a certain mobile phone and stored in a memory card
attachedthereto, theencryptedcontent isnotpossiblydecrypted
or played back by any other mobile phone than that particular
mobile phone. That is to say, embodiment 2 achieves an effect
of meeting copyholders’ demandthat a content stored into amemory
20 card using a certain mobile phone be prohibited from being

decrypted or played back using any other mobile phone although

the memory card is attached thereto.

3. PREFERRED EMBODIMENT 3

25 Now, description is given to a digital work distribution

system 100d consistent withpreferred embodiment 3 of the present

invention.
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54 9 January 2006 Simlarly to the digital work distribution system 100c,
when usage condition for is provided, the digital work distribution system
100d permts the nobile phone to play back the content only under the
conditions satisfying the usage 5 condition. The digital work distribution
system 100d has a construction simlar to that of the digital work

di stribution system 100c. Thus, description is given mainl\9 danyary 2006
differences with the digital work distribution system 100c. 10 The digital
wor k distribution system 100d i ncludes a content distribution server

devi ce 200d, mobi | ¢iphpaer BARdenansh g deBEY &84 € AR dinst,e88m ofodd)e
content distribution server device 200c, the nobile phone 300c, and the

menory card 40@n usegpecdtnart yon Naire itshairotviieledontibat dilgst#1 bedtlon server
device 15 200d is the sanme as the content distribution server device 200c.
3.1 Menory Cgdgtzdbdtien shyamem hO @ermd tst hee molddye phaete 4608148 bagiposed
of a first external storage unjt 412, a second external, storage 20 unit
411, ‘and an AGENERRFRRE i YN VMRdeRGheTrendithenti 2atohyiRf (tRPO B S38R-f or ns

chalIengegreﬁgggﬁg.oéype, mut ual authentication with an authentication unit
390 (describe a%er) included in the nobile phone 300d. To be nore
specific, the authel iGatiQn Wirk égetma&é@r%m?en?io@& hgat kcation unit
390 to authenticate the  authentication unit 490, and then authenticates
t he aut henti gahsorudtlidn 3964108l o tHaenoboiHe idigidulhest k cHlsitgibRL268SSES
are successful, thenutua
system 100c. Thus, description is given mainly toc the
differences with the digital werk distribution system 100c.
10 The digital work distribution system 100d includes a
content distribution server device 200d, mobile phone 300d, and
a memory card 400d instead of the content distribution server
device 200¢c, the mobile phene 300c{ and the memory card 400,

respectively. Note that the content distribution server device

15 200d is the same as the content distribution server device 200c.

3.1 Memory Card 400d

As shown in FIG. 14, the memory card 400d is composed of
.a first external storage unit 412, a second external storage
20 unit 411, and an authentication unit 490.

The authentication unit 490 performs challenge-response
type,‘mutual authentication with an authenfication unit 390
(described later) included in the mobile phone 300d. To be more
specific, the authentication unit 490 waits for the

25 authenticationunit 390 to authenticate the authentication unit
490, and then authenticates the authentication unit 390. Only

whenboththeauthenticationprocessesare successful, themutual
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55 9 January 2006 authentication is regarded to be successful. Since the
chal | enge-response type authentication is a known techni que, description
thereof is omtted. The first external storage unit 412 has a storage area
5 for storing an encrypted contend. The second external storage unit 411 is
a storage unit that is read or witten fromanother end, i.e., the nobile
phone 300d only after authentication by the authenticati onQulsinuan®B00has
been successfully performed. The second external storage 10 unit 411 has a
storage area for storing encrypted concatenated information which will be

descri bed | a6 or3,2,0905" £UCELOR: 013 MoDI e Fhone <3000 Thg,apbife phone

300d has a constructron simlar t he nobi | e phone 300c. As

shown in Fl Gia1h%naRdri8pohbe #Pd l81dH20Re c309dni Nl dd@Swnatechnique, _
encryption/decryptiion unit 380d instead of the encryption/decryption unit

380 that is dewinigedonnthbeeadbis eomptiome. 300c, and al so includes wite
units 331 and 332 as well 20 as read units 351 and 352 instead of the wite
unit 330 and the Theafiusi te:@Bonaastaradenenrifdetld hashe ABBFREE pH&Fe 300c.
The nobil e phone 300d further includes the authentication unit 390. The
ot her coftpo SLRL&NEnBNsERBY TREFN &Mt i tuting the nobile phone 300c.

25 Here. descriptipl Lo Gld UhdTailY sk8-Ahl GANGES Wstl LhSragPRise Phone
that is read or written from another end, i.e., the mobile phone
300d only after authentication by the authentication unit 450
has been successfully performed. The second external storage

10 unit 411 has a storage area for storing encrypted concatenated

information which will be described later. -

3.2 Constructicon of Mobile Pheone 300d

The mobile phone 300d has a constructiom similar to that
15 of the mobile phone 300c.

As shown in FIGs. 15 and 16, the mobile phone 300d includes
an encryption/decryption unit 380d instead of the
encryption/decryption unit 380 that is included in the mobile
phone 300c, and also includes write units 331 and 332 as well

20 as read units 351 and 352 instead of the write unit 330 and the
read unit 350 that are included in the mobile phone 300c. The
mobilephone300dfurtherincludestheauthenticationunit390.
The other components are the same as thoseconstituting themobile

phone 300c.

25 Here, description is givenmainly to differences with the

mobile phone 300c.
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9 January 2006 (1) Authentication Unit 390 The authentication unit 390
receives an authentication instruction fromthe control unit 366. Upon
recei pt of the authentication instruction, the 5 authentication unit 390
perfornms chal |l enge-response type, nmnutual authentication with the

aut hentication unit 490 included in the nenory card 400d. To be nore
specific, first, the authentication unit 390 authenticates 9 danuary 2006
aut hentication unit 490. Next, the authentication unit 390 waits f.or the
10 authentication unit 490 to authenticate the authentication unit 390.

Only when both g$gtﬁgﬂkq§g§&ggtbg@tpgggesses are successful, the nutual
authentication is regarded to be successful. Wen the nutual authentication

has been successf ghkyaupréhofd®eion htniauBhentecaivad diniatitABAL QUL PUSS
information 15 indicative of the success of the nmutual authentication. (2)

Encrypti on/ DeastypiataenUfitbm388d Adsntsholvunit B€E. 16, the
encryption/decryption unit 380d is conposed of .a title key generating unit
321d, an encrypti BRON20egRmi Rt 32D dthe e WidNFECREACONE RS BYBEL 1@ c dHE ™t enat i on

unit 324, a decryption.,unit 342 a decryptigQn.ynit 343d, and a split unit
544, (181 o REPBEHERRLPRGUDRT 250 To6 S5 ST P BIR 35 SGRRRT &t T¥RRuni ¢ 321
recei ves a pi,@ ?Q%L{ﬂr{?e%tt][i%%tc'i% & EQ%ugi}QBEg!:at'{‘éﬁ uggg-wldpf’ﬁ‘ci@&eed pt of
the storage Instiuction fromthe confrol anuary 6
in the memory card 400d. To be more specific, first, the
authentication unit 390 authenticates the authentication unit
490, Next, the authentication unit 390 waits for the
10 authenticationunit 490 to authenticate the authentication unit
390. Onlywhenboththeauthenticationprocesses are successful,
the mutual authentication is regarded to be successful.
When the mutual authentication has been successfully

performed, the authentication unit 390 outputs information

15 indicative of the success of the mutual authentication.

{2) Encryption/Decryption Unit 380d
As shown in FIG. 16, the encryption/decryption unit 380d
is composed of a title key generating unit 321d, an encryption
20 unit 322d, an encryption unit 323d, a concatenation unit 324,

a decryption unit 342d, a decryption unit 343d, and a split unit

344.

(Title Key Generating Unit 321d)

25 The title key generating unit 321d receives a storage

instruction from the control unit 366.

Upon receipt of the storage instruction from the control
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unit 366, the title key generating unit 321d generates a title key in a
simlar manner to that of the title key generating unit 321 induced in the
encryption/decryption unit 380b, and outputs the generated title key to
t he concatenation unit 324 and the 5 encryption unit 323d. (Encryption
Unit 322d) The encryption unit 322d reads the unique info rmat ion from
the unique information storage unit 310, and receives the 9dasvaga?@fated

information fromthe concatenation unit 324. Next, the encryption unit 322d
appl i es encr yptitoRbal gdre thmlEckey ganeratdad vedt chhchoensradernt drifdei on
usi ng the read uni que, ke infornmati on as ey, ,thereby to genperate,
encrypt ed cor&it é?\%t %Hmli/?ﬁ' SRS TR Bgt%ﬁ??ﬂ% keer%gﬁﬁ?gﬂtb%?]éﬁlﬂ'énat ed
i nformation to.the wite unit ' Q| t 3d

encryption ur‘ﬁjzi_%ﬁcer%&git\}]eese{lﬁéyg’?%?ré&%%%ig%iﬁ_ }eljgkt?i d érelg%gletﬁgrtgti ng
unit 321d, and.reads,-L1feq ORI ol £ R 48 aiN6er DAk £ S50 agRy Rkt

303. Next, the encryption unit 323d applies encryption algorithmE3 to the

read contgnt cueirlgeibe uneeekyed title key as a key, thereby to generate an
encrypted content, and outputs the encrypted content to the wite unit
332. 25 (Concatenation Unit 324) The concatenation unit 324 receives the
title key from58 9 January 2006 the title key generating unit 321d, and

reads the usdfectpptiienoinit 322d)
The encryption unit 322d reads the unique information from

the unique'information storage unit‘310, and receives the

10 concatenatedinformationfromtheconcatenationunit324. Next,
the encryption unit 322d applies encryption algorithm E2 to the
received concatenated information using the read unique key
informatiohasaakey,therebytogenerateencryptedconcatenated

information,andoutputsthéencryptedconcatenatedinformation

15 to the write unit 331.

(Encryption Unit 323d)

The encryption uhit 323d receives the title key from the

title key generating unit 321d, and reads the content 601 from

20 the internal storage unit 303. Next, the encryption unit 323d

applies encryption algorithm E3 to the read content using the

received title key as a kéy, thereby to‘generate an encrypted

content, and outpdts the encrypted content to the write unit
332.

25

(Concatenation Unit 324)

The concatenation unit 324 receives the title key from
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fromthe usage condition storage unit 305. Next, the concatenation unit
324 concatenates the received title key with the read usage condition in
the stated order to generate 5 concatenated information, and outputs the
generated concatenated information to the encryption unit 322d.
(Decryption Unit 342d) The decryption unit 342d receives the encrypted 10
concatenated information fromthe read unit 351, and reads t&danuatyR(E6

i nformati on fromthe unique information storage unit 310. Next, the
decryption unit 342d applies decryption algorithmD2 to the received,

encrypt ed congia¢ enaledelyfadridiony wsing21 88 ankad deni KuI8shOE QLRE L 98nas a
key, thereby to generate the 15 concatenated information, and outputs the

gener at ed cofwent erfet ecsaigel condt.t bont stbhegspidit WBU%. 34dxt ( Degs ypti on Unit
343d) The decryption unit 343d receives the encrypted content 20 fromthe
read unit 35XECIRF AR 1on YRl tkdy4 faonpatiesaspkithauneceiged tiThe kbaewifpi i on
unit 343d th Qkap | iges decrggtion,algprithn1 D3 to the received encrypted
content usi ng: h &AL L578 FPRPEtigRyinsthe G Rtecheresy £8 generate the

203 25 (iR ESER RS T Alteles Soe VREEoreA cnated
0f o i on SBdatanuceu 20R6-hsofnd e do upegp-unh! P dhoand sl (o the
generate e title key an e usage
(Decryption Unit 342d)
The decryption unit 342d receives the encrypted
10 concatenated information from the read unit 351, and reads the
unique information fromthe unique information storage unit 310.
Next, the decryption unit 342d applies decryption algorithm D2
to the received, encrypted concatenated information using the
read unique information as a key, thereby to generate thé
15 concatenated information, and outputs the generated

concatenated information to the split unit 344.

(Decryption Unit 343d)

| The decryption unit 343d receiveé the encrypted content

20 from the read unit 352,7and the title key f?om the split unit

344. Thedecryptionunit 343d thenappliesdecryptionalgorithm
D3 tec the received encryéted content using the received title
key as a key, thereby to generate the content, and writes the
generate content into the internal storage unit 303.

25
(Split unit 344)

The split unit 344 receives the concatenated information
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condition. The split unit 344 then outputs the generated title key to the
decryption unit 343d, and wites the generated usage 5 information into the
usage condition storage unit 305. (3) Wite Unit 331 The wite unit 331
receives the encrypted concatenated information fromthe encryption unit
322d, and wites the received, 10 encrypted concatenated information. into
the second external storage unit 411 included in the nenor@ Jaaudry®Q@6 (4)

Wite Unit 332 The wite unit 332 receives the encrypted content from 15

the encryption_unit,323d, and, wites t ecei ved .encrypted, content into
the fi rs%/pext grrr?gl Elé’ oa%SJéYPgh?f% Eisvs ?@)J’Réé’(ﬂi lﬁﬁﬁltlt§5¥g?hﬁe?%éﬁeﬁnit 351

e bae T ot BlnbRBLAMELS SReLEAT) LA cPOLAERILOL A bt 1300y SRABASESRL O

the read instruction, the contr unit eads e encr

concat enat ed £BhQEHBGH ON THe08p1 e 1580l +8XheS IRt OF 8GR W -
i ncluded in the nenory card ﬁ%Od, uand out put s L{‘ﬁieu read %%giéglgitgéléltle

concat enat ed kafararahé afediyptien 251 tieasypt 400 wiiite s3428l geh6yaRead:ddyjd 352
60 9 January 2006 The read -unit 352 reads the encrypted content 602 from
the first fextenrharmatioragentmithed b2aigeckodddtiont fito neg@rynitarahs 400d, and -

outputs the read encrypted content to the decryption wunit 343d. 5

(3) Write Unit 331

The write unit 331 receives the encrypted concatenated
information fromtheencryptionunit322d, andwrites the received,
10 encrypted concatenated information into the second external

storage unit 411 included in the memory card 400d.

(4) Write Unit 332
The write unit 332 receives the encrypted content from
15 the encryption unit 323d, and writes the received encrypted. -

content inte the first external storage unit 412,

(5) Read Unit 351

The read unit 351 receives a read instruction from the

20 control unit 366.

Upcn receipt of the read instruction, the control unit
366readstheencryptedconcatenatedinformationfromthesecond
external storage unit 411 included in the memory card 400d, and

outputs the read encrypted concatenated information to the

25 decryption unit 342d.

(€) Read Unit 352

60



(7) Control Unit 366 The control unit 366 receives a content wite
instruction and a content read instruction fromthe input unit 365. Upon
receipt of the wite instruction or the read instruction, the 10 control
unit 366 outputs an authentication instruction to the control unit 366.
Further, the control unit 366 receives fromthe authentication unit 390
information indicative of whether the authentication has suEdamubrg 2006
failed. 15 In the case of receiving the content wite instruction fromthe
i nput unit 365 as well as the information indicative of successful

authentication framet heagutifept 3satiQlthe 808ryptd8 SOl 6uRi FraRb
outputs a storage instruction to the title key generating unit 321d of the
encrypti on/ dew §ptrsoresirddnad88dor2fe umitthél Z dse loHereireitie neridyy cead
instruction fromthe input unit 365 and the information indicative of
successful ‘A¥cheAnfctiitS Lbm ¥¢rd gochEFRt e AITeNInEe GO0dechEPEo®r Ol
unit 366 outputs % read instruction to the read unit 351. In the case of
recei ving t W i%*@%nstruction or the read 25 instruction along with the
i nf or mat ion |nd|cat|ve of unsuccessful authentication, the control unit
366 discards the received wite instruction or read instruction, and

consequentlw7glcgn{§ggaﬁﬁlg09§5no wite operation or read operation is
per f or med. erations of Digital Work Distribution System 100d

Her ei nafter, ' deSC'I[‘hétdcmtJ:ioS. o e 66rdded vezes albngeatofr it d bes @it iadn wor k
di stribution system 100d.

and a content read instruction from the input unit 365. Upon
receipt of the write instruction or the read instructiocn, the

10 control unit 366 ocutputs an authentication instruction to the
control unit 366. |

Further, the control unit 366 receives from the

authentication unit 390 information indicative of whether the
authentication has succeeded or failed. |

15 In the case of reéeiving the content write instruction
from the input unit 365 as well as the information indigative
of successful authentication from the authentication unit 350,
the control unit 366 outputs a storage instruction to the title
key generatingunit 321d of the encryption/decryptionunit 380d.

20 In the case of receiving the read instruction-from the
input unit 365 and the information indicative of successful
authentication from the authentication unit 390, the control
unit 366 outputs a read instruction to the read unit 351.

In the case of receiving the write instruction or the read
25 instruction along with the information indicative of

unsuccessful authentication, the contrel unit 366 discards the

receivedwriteinstructionor readinstruction, andconsequently
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(1) Overall Operations of Digital Wrk Distribution System 100d First,
description is given to the overall operations of the digital work

di stribution system 100d with reference to the 10 flowchart shown in FIG
17. The content purchasing unit 301 of the nobile phone 300d receives the
content ID fromthe input unit 365 to generate the paynent information
(step 5251), and transmits the content 1D and the paynment i$Sfanuanyi2f6 o
the content distribution server 15 device 200d (step S252). The control
unit 202 of the content distribution server device 200d receives the
content | D amb twhe eaypperttibhobrakead oférum idie iOpdreopheae 300d (step
5252), perforns the processing to receive the paynent based on the

recei ved paynent information 20 (step 5253), reads fromthe content storage

unit 201 the cqontent identified bg the received content 1D (st§£$5254),
and transmits -} RESFEEdCRENPENPLIFBER h'MDhiDis hidnE 19008YEEeRpl&2%55) . The

content obtai ni ng ) of the mabil.e phone. 300 receives the content
transmtted from tﬁgkéﬁﬁgéﬁr’di TGRSR lﬁSgJS‘é?Q/Ce{'ro &g\?i 8Be§66h°?%t°gp
5255), ang Wiihesibheak egalyeds SOPAN JlQ kg hpbgrnal storage unit 303
as the content 601 °(step S256) . In ﬁhe case of receiving a content wite
i nstruction from62 9 January 2006 the input unit 365, the control unit 366
outputs an authentication instruction to the authentication unit 390 (step
5257). Upon (fédbigaaldf Opdusatainrhent ildatiitad Warskt Dist byt {dreSautéeniodat i on

unit 390 perforns nutual authentication with the authentication 5 unit 490
of the memory car F¥WOUd 0866piBREGY 19/\FéHeR & the overall operations of

the digital work distribution system 100d with reference to the
10 flowchart shown in FIG. 17.

The content purchasing unit 301 of the mobile phone 300d
receives the content ID from the input unit 365 to generate the
payment information (step S251), and transmits the content ID
and the payment information ‘to the content distribution server

15 device 200d {étep $252).

The control unit 202 of the content distribution server
device 200d receives the content ID and the payment information
from the mobile phone 300d (step S$252), performs the processing
to receive the payment based on the received payment information

20 (step S253), reads from the content storage unit 201 the content
identified by the received content ID (step S254), and transmits
the read content to the mobile phone 3004 (step S255).

The content obtaining unit 302 of the mobile phone 300d
receives the content transmitted from the content distribution

25 server device 200d (step 5255), and writes the received content
into the internal storage unit-303 as the content 601 (step $256) .

In the case of receiving a content write instruction from
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aut hentication is successfully perforned, i.e., when receiving information
i ndi cative of successful authentication fromthe authentication unit 390,
the control unit 366 outputs a storage instruction to the
encryption/decryption unit 380d (step 5259, 10 YES), and the
encryption/decryption unit 380d perforns processing to store the content
(step 5260). Alternatively, when the authentication is uns8dasuafi?q0g . e.
when receiving the information indicative of unsuccessful authentication
from the authentication unit 390 (step 5259, NO, the control unit 15 366

di scards thercom@d unM B65] RBEIUSLIreN unhall dmsulineds deaetNedticAa
consequence, no storage processing is perforned. Alternatively, in the
case of recedindtnycaicantenthe eadhensicacioromnfitofP hestap8R5Sdnit B6H, t he
control unit 366 inputs an authentication instruction to the _

aut hent i cat irgsed®itt oBIdre aptheneirayizy inghpackberi fheoput RN GAAESN cati on
i nstruction fnog%%re c ntroI-uniL 36%, t he authenthc tion .unit, 39Q perforns
nut ual aut h&ft® BRF 4P IS PHELAUAHEAENEAEF BRORUMILE RSS2 59T he

Tenor y Cgrdiuﬁg_ﬁ%%\%ﬁt §P PR Temd h'ka%e 4%%“?91’:&52@59@) izithEHCEﬁgs‘c“' ly

perforne en receiving e 1 nformation I ndi cative of successfu

aut henti cat i;QRhbheTLL PERYSNAMILAlAAN B 03U ST 69, p%82n réeRlivihge

control unit 366 outputs a read instruction to the read unit 351, and in

response, thafpeadtiontiflctiaruarys2886sThill pethenmtcaehsh pfraresieng
(step 5263). Alternatively, when the authentication is unsuccessful, i.e.,
when recei venghehticapion maticdPd,nthe sonkgodfunids 366 et saatsiteneteat i on

fromthe authentication unit 390 (step. S262, NO, the control unit 366
instruction to the encryption/decryption unit 380d (step S239,

10 YES), and the encryption/decryption unit 380d performs
processing to store the content (step S260). Alternatively,
when the authentication is unsuccessful, i.e., when receiving
the information indicative of unsuccessful authentication from
the authentication unit 390 (step S259, NO), the contr.;ol unit

15 366discardsthecontentwrite instructionthat hasbeenreceived.
As a consequence, nc storage processing is performed.

Alternatively, in the case of receiving & content read
instruction from the input unit 365, the control unit 366 inputs
an authentication instruction to the authentication unit 390

20 (step S257). Upon receipt of the authentication instruction
from the control unit 366, the authentication unit 390 performs
mutual authéntication with the authenticationunit 490 included
in the memory card 400d (step S261). When the authentication
is successfully performed, i.e., when receiving the information

25 indicativeof successful authentication fromthe authentication
unit 390(step S262, YES), the control unit 366 outputs a read

instruction to the read unit 351, and in response, the read unit
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5 discards the read instruction that has been received. As a consequence,
no read processing in perforned. Alternatively, in the case of receiving a
content playback instruction fromthe input unit 365 (step 5257), the
control unit 366 ihstructs to perform playback processing (step 5264). 10
(2) Operations for Mitual Authentication between Mbile Phone 300d and
Menory Card 400d Now, description is given to the operation® pamday2806f or
mut ual aut henticati on between the nobile phone 300d and the 15 nenory card
400d with reference to the flowhart shown in FIG 18. Note that the
oper ati ons f3?1 perdarmawdsshpireatsving desepidydd I her dl hennat vl Wev¢l s of
the operations perfornmed in the steps 5258 and 5261 shown in the flowchart
in FIG 17. Bt° PHEheOEREATeat 1B HRFHICESSEUr ¢ ne- nothee TRF6AE 1560 e

t henti t h thenti t, it 490 of .t . 00d t
e e S A e TR S Pt Re8 P TRIRE R AR oL o0
(step 5272, XESendilheribhe,abt hefy '(%%téegogzsy,nmb;499h@%mcncah§§ ide

aut hentication unit 390 (step 5273) When the authentication in this

step is succassfdddsy ther keaednst siepid? thatYhS)s beba 2etbeRéd catisoa unit
490 outputs to the control unit 366 information indicative of successful

64 9 Januar \c2(3@guantkeenhpcatednpfsteps 575N pAlrdorimkd. aut hentication in
the step S271 is unsuccessful (step 5272, NO), or when the authentication
in the step 5273 Alternatively, inthe case of receivinga content playback
instruction from the input unit 365 (step S257), the control
unit 366 instructs to perform playback processing (step 5264).
10
(2) Operations for Mutual Authentication between Mobile Phone
300d and Memory Card 400Cd
Now, description is given to the operations performed for
mutual authenticaticen betweenlthe mebile phone 300d and the
15 memory card 400d with reference to the flowchart shown in FIG.
18.
Note that the operations for mutual authentication
described herein are the details of the operations performed
in the steps 5258 and S261 shown in the flowchart in FIG. 17.
20 The authentication unit 390 of the mobile phone 300d
authenticates the authentication unit 490 of the memory card
400d (step S271). When the authentication in this step isl
successfullyperformed (step $272, YES), thentheauthentication
unit490authenticatestheauthenticétionunit390(step8273).
25 When the authentication in this step is successfully performed

(step $274, YES); the authentication unit 490 outputs to the

control unit 366 information indicative of successful
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i s unsuccessful (step 5274, NO, the authentication unit 490 5 outputs to
the control unit 366 information indicative of unsuccessful authentication
(step 527.6). (3) Operations for Storage Processing Next, with reference to
the flowmhart shown in FIG 19, 10 description is given to the operations
performed by the nobile phone 300d for the storage processing. Upon

recei pt of the storage instruction fromthe control unit 3@&6Januarytd00be

key generating unit 321d of the encryption/decryption unit 380d generates

atitle key, anghkhroubpyubs Qggegeggﬁgy ed title key to the concatenation
unit 324 and encryption unit 323d (step S281). Next, the concatenation

unit 324 receives tHeehitHeakenentiontibe i the dayp generad nAgudhkks821d,
and reads the usage condition fromthe usage condition storage unit 305
(step 5282). 26tRexf272heN@oncat evian dheuaith&2dicambart emattée shepr 8228ved

title key and the read usage condition in the stated order to generate
concat enat ed iAf BPRBEF®HS Dahd! i 2 4 hNOYenehtastt harvricatdieat Bait 490

information to the_encryption unit. 322d (stepS283). Next, the encryption

uni t 322d ?eaagiﬁHFﬁug"i %F%r?r%‘ﬁ{ﬁl PLR r%tﬁ tlﬁéoﬁg?ﬁﬁ&@“i AREr At BR 2k or age
unit 310, and j e ﬂﬁ_a:I ted jinfaor Lon fromthe concatenation
unit 324 (steBnggg%?gf]%\lgxﬁ?&f e e%c}‘?iyop i((#e nlg?t]ggZd applies encryption 65
9 January 2006 algorithmE2 to the received concatenated information using

the read unique information as a key, thereby to generate encrypted
concat enat ed {Bf crpeatanivnafd OWHHag et Peoeass Ry ed

Next, with reference to the flowchart shown in FIG. 19,
10 description is given to the operations performed by the mobile
phone 300d for‘the‘storage processing.

Upon receipt of the storage instruction from the control
unit 366, the title key generating unit 321d of the
encryption/decryption unit 380d generates a title key, and

15 outputs the genefated title key to the concatenation unit 324
and encryption unit 323d (step S281).

Next, the conca#enaﬁion unit 324 receives the title key
from the title key generating unit 321d, and reads the usage
condition from the usage condition storage unit 305 (step S282).

20 Next,theconcatenationunit324concatenatesthereceivedtitle
key and the read usage condition in the stated order to geneiate
concatenated information, and outputs the generated
concatenatedinformationtotheencryptionunit 322d (stepS283).

Next, the encryption unit 322d reads unigue information

25 from the unique information storage unit 310, and receives the
concatenated information from the concatenaticn unit 324 (step

5284). Next, the encryption unit 322d applies encryption
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concatenated information to the wite unit 331 (step S285) In 5 response,
the wite unit 331 receives the encrypted concatenated information from
the encryption unit322d, and wites the received, encrypted concatenated
information into the second external storage unit 411 included in the
menory card 400d (step S286). Next, the encryption unit 323d receives the
title key from 10 the title key generating unit 321d, and Qedatniarih2006

content 601 fngaribenizntey pAL S B8 Hahéa§&$ar£e%@Hfé@ﬁZiloElﬁsﬁ%fuhé he
encryption unit 323d applies encryption algorithmE3 to the read content

usi ng the receexedirtiigtleei kiyrnat ifork ey, a kBl edne e OEH feticd atane REEY Y Ed
content, and outputs the generated encrypted content 15 to the wite unit
332 (step S288pncatenatsppbrig€e rirad wni, t @éndnptitp882 tkeeervesyptrd encrypt ed
content fromthe encryption unit323d, and wites the received encrypted
content to thePRFFERnabackiREPInatpaGe the Write Yrsite §3526ep 5BEPN)  In
Operationg for Read Processin escCr i t| on is given to the operatjons

per f or med “by TIPS HE ﬁﬁbﬂ%%@f:ﬁofei:% ﬂefJFBE&’sqrﬁ@’t\ﬁdﬁqué’f@F@ﬁ@éi to

FIG 20. U f
366, the rgg un%t%a%%f%rferta% t%%gggn ?853' conca ena eﬁl %ﬁﬁ&feﬁ?ﬁvte om
the second extrfrndtest %aestgﬂaﬁeélinfa%ygf&ln iftd he chacdkd209¢, and

outputs the read encrypted 66 9 January 2006 concatenate |nformat| ont ot he
decryption unmitior342duf 5t 12941 udeld TeShensemotPea0eCrYPEI tdiishs842d

receives the encrypted concatenated information fromthe read unit 351,
reads the uni que Next, theencryptionunit 323d receives the title key from
10 the title key generating unit 321d, and reads the content 601
from the internal storage unit 303 (step S287). Further, the
encryptionunit 323d applies encryption algorithmE3 to the read
content uSing the received title keyas a key, thereby to generate
anencryptedcontent, and outputsthe generatedencrypted coﬁtent
15 to the write unit 332 (step S5288). In response, the write unit
332 receives the encrypted content from the encryption unit323c_1,-. |

and writes the received encrypted content to the first external

storage unit 412 (step S5289).

20 (4) Operations for Read Processing

Now, description is given to the operations performed by
the mobile phone‘ 300d for read processing with reference to FIG.

20.

Upen receipt of the read instruction fromthe contreol unit
25 366, the read unit 351 reads the encrypted concatenated
information from the second external storage unit 411 included

in the memory card 400d, and outputs the read encrypted

66



i nformation fromthe unique information storage unit 310 (step 5 5292),
applies decrypt ion algorithm D2t ot herecei ved, encrypted concatenated

i nformati on using the read unique information as a key, thereby to
generate the concatenated .information, and then outputs the generated
concatenated information to the split wunit 344 (step 5293). 10
Subsequently, the split unit 344 receives the concatenated 9iJahoam20em
fromthe decryption unit 342d, and splits the received concatenated
information so as to generate the title key and the usage condition. The
split unit 34%nchsenatepiniornheigrnetrhedgcrivoréorapitdihd sdeerSaRLion unit
343d, and wites 15 the regenerated usage condition into the usage

condi tion stdfagesPem3e. 0% CECEPP5297) UniNext4<d FECPAYES UMl ST YPERs the
encrypted content 602 romthe first external, st.Qr unit 412 included in
The Momory. CARGREBOR S ARAEBIRRiAL EhaR BEq BT et cH R RS TR
decryption uni : Next . AV REL PRI + 3A3d skgeei ves
the encrypte htgggégﬁ%&gﬁgpﬁé?%ih{lﬁgﬁée@n%Ar.%nmt e reaé(}; uni tlt352 gr?d he
split unig 344025 capptisyabyrypPPbn 85goHEEKY PR kO hal@reiiram, @i drgpthea

recei ved encrypted content using the received title key as a key, thereby
to generate theceverardd 25f6shepid296ingantdewredck sint heegenbymtadd ccoasent
into the internal storage unit 303 (step 5297). 67 9 January 2006 3.4
Overview To @ ke® (HRerebHt BAtISHRLA & hre FORFREARYTADORT A9 5168 | 8"%phone

300d generate h itle k r h ndi tion, .
g tls1ert1 ogt;u‘gs %he%’ner%%g% éonecal{:sé%%%egolncyotrm%t1on to the split

unit 344 (step $293).

10 Subsequently, thesplitunit 344 receives the concatenated
information from the decryption unit 342d, and splits the
received concatenated information so as to generate- the title
key and the usage condition. The split unit 344 then outputs
the generated title key to the decryption unit 343d, and writes

15 the regeneratedusage condition into the usage condition storage

unit 305 (step S5294).
Next, the read unit 352 reads the encrypted content 602

from the first external storage unit 412 included in the memory
card 400d, and outputs the read encrypted content to the

20 decryption unit 343d (step $295). Next, the decryption unit
343d receives the encrypted content and the title key from the
read unit 352 and the split unit 344, respectively, applies
decryption algorithm D3 to the received encrypted content using
the received title key as a key, thereby to generate the content

25 (step S296), and writes the generated content into the internal

storage unit 303 (step 5297).
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and concatenates the title key with the usage condition to 5 generate the
concatenated i nformati on. Next, the nobile phone 300d encrypts the
concatenated information using the unique information, and wites the
encrypted concatenated information into the second external storage unit
411 included in the menory card 400d. Next, the nobile phone 300d reads
the content from 10 the internal storage unit 303, encrypts9tlamuagad006
content using the title key, and wites the encrypted content into the
first external storage unit 412 included in the menory card 400d. To read
the content BrérPvéwvimwory card 400d, the nobile phone 300d reads the
encrypted concatenated information from 15 the second external storage

unit 411 incl uded Th¥Fhee FER0TPEiitdinbpd heperefae Fopt £ WFe FeadoBhdtypt ed
t t ed_.i nf or.nat,i i h j i nf i t h

concat onat e T GG SORe E T K88, T e LRy’ SUOIS F8 WHTIT SorRe geer at ed

concat enat edad&]fcfﬁr[@at’de‘?%tte% gaRerat et RELILI{R HRY ANt REnHSRYEN 200

condition, and wites the generated usage condition into the usage

condi ti o Stgdmge 48t he Incahienht elinen fodhidta ophonge 3008 hem@asisl d BRone
encrypted content fromthe first external storage unit 412 included in the
menory card 300, erenypdec thipt sohhetengtgpt sufommattiont usshggthheuriqle key
as a key to generate the content, 25 and wites the generated content into
t he i nt er nalimsfasmadd omniand 8g3tegTdhs agcperted Renedmeied LRECHBHE 12N phone

3000 ol aye hagk 689 denuar 2000 Hhs cont ot Aol ed i be bt ecnal,
usage condi téa% ﬁb@&?geﬁext, the mobile phone 300d reads the content from
10 the internal storage unit 303, encrypts the read content using
the title key, and writes the encrypted content into the first
external storage.unit 412 included in the memory card 400d.
. To read the content from the memory card 400d, the mobile
phone 300d reads the éncrypted concatenated information from
15 the seccnd external storage unit 411 included in the memory card
400d, and decrypts the read encrypted concatenated information
using the unique information to generate the concatenated
information. The mobile phone 300d then splits the generated
concatenated information to generate the title key and the usage
20 condition, and writes the generated usage condition into the
usage condition storage unit 305. Next, the mobile phone 300d
reads the encrypted content from the £first eal:ternal' storage unit
412 included in the memory card 400d, and decrypts the encrypted
content using the title key as a key to generate the content,
25 and writes the generated content into the internal storage unit

303.
To play back the content, the mobile phone 300d plays back
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unit 305. 5 3. 5 Operating Procedure Perfornmed by User of Mbile Phone 300d
Hereinafter, description is given to the operating procedure that the user
of the nobile phone 300d performs. (1) First, with the use of the content
purchasing unit 301 10 of the nobile phone 300d, the user selects and
purchases a content from anong contents each of which is provided with a
usage condition and is stored in the content storage unit 92QknoBry @06
content distribution server device 200d. Then, with the use of the content
obtaining unit 302, the user receives the content 15 that he has purchased.
The cont ent thé cond ensafe aeohidi thedngeenal sdo regerwd tr 28pésidorellyiangeo t he
internal storage unit 303 and the usage condition storage unit 305 both of
whi ch are i n¢ttladde FRagRCIRSHtiONpheMeeBA0dthedser ferEitian EReradse
where the purchasgg content, for exanple, is karaoke data and the usage
condition atPAthetthereto pernmits the playback of the content up to ten
times, the usage condition judgnent unit 306 permts the playback unit 304
to play back the karaoke data up to ten tines. 25 (3) Further, in the

fol l owi ng procedipeeatig Risiedie 5&0FErmed Byt Doe ARITOMYL 8¢ BHARRA300E
content 601 and the usage condition 69 9 January 2006 that are respectively

stored in the intéexalinatforagedescti@Pidand tglicensagethendpéramnirsg or age
unit 305 both of which are included in the nobile phone 300d. (3. 1) The
user attachexragpdursndhptcing 4o0d ¢ &hr mastilee phone 300d performs.

{1} First, with the use of the content purchasing unit 301
10 of themobile phone 300d, the user selects and purchases a content
from among contents each of which is provided with a usage
condition and is stored in the content storage unit 201 of the
content distribution server device 200d. Then, with the use
of the content obtaining unit 302, the user receives the content
15 that he has purchased. The content and the usage condition are
then stored respevctively into the internal storage unit 303 and

the usage condition storage unit 305 both of which are included

in the mobile phone 300d.

20 (2) Next, inthe case where the purchased content, for example,
is karaoke data and the usage condition attached thereto permits
the playb'ack of the content up to teh times, the usage condition
judgment unit 306 permits the playback unit 304 to play back
the karaoke data up to ten times.

25
(3) Further, in the following procedure, the user may store

into the memory card 400d the content 601 and the usage condition
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5 phone 300d, and sel ects an operation to store the purchased content
which is provided with the usage condition into the nenory card. (3.2) In
response, a title key that is unique to each content 1is generated by the
title key generating unit 321d. Thegenerated 10 title key is then
concatenated wth the usage condition by the concatenation unit 324 to
generate concatenated information. The concatenated i nfor nBtdanwarng2006
encrypted by the encryption unit 322d using the unique information stored
in the unique informati on storage unit 310. Provided that the nutual 15
authentication is successfully perfornmed between the authentication unit
390 of the nbbit @ysherersobdvahd Itrredinhere |Jémear@r¢luﬁppra@© wiitt B@3nenory
card 400d, the encrypted cgngatenated infor t is stored hy the wite

unit 331 | nt%“dFH%“§€86I‘F@“€'>%FéPHéIt°§F8Pé‘@étL% of HetGhage 1|‘?°t1H€ePrermry

card 20 400d. t.h caontent red in the internal storage unit 303 is
encrypted by]%he'%ﬁ%ﬁvb %O§h|9%§§3d using the title key, and the

encrypted content (i35 1§tﬂ’ié—‘€lsla? 4%5&45%@%&&@593 caz%f 26698 oWHd mdZ1e
i ncluded in the nennry card 400d. 25 (4) Stil urther, the user may

extract the giage 300 Gndn sedgdts h@nC@;ﬂéﬁﬁlér‘f (61 tsfter@mth)épbaelchased
concatenated information and the encrypted content 602 that are stored in
t he menory carderd whildniapyo2086d 490U thand agecran diltd cadnrtact emenatent and
usage condition into the internal storage unit 303 of the nobile phone
300d in the 3@l owi ng procedure. (4. 1) The user attaches the menory card

400d to the m)bl|?3.2)Inrespcmse,atitif.c—:*keythatisuniquetoeachcontent

isgeneratedbythetitlekeygeneratingunit 321d. Thegenerated

10 title key is then concatenated with the usage condition by the
concatenation unit 324 fo generate concatenated information.
The concatenated information is encrypted by the encryptionunit
322d using the unique information stored in the unique
information'storage unit 310. Provided that the mutual

15 authentication is successfully performed between the
authentication unit 390 of the mobile phone 300d and the
authentication unit 490 of the memory card 40Cd, the eﬁcrypted
concatenated information is stored by the write unit 331 inte
the second external storage unit 411 included in the memory card

20 400d. Next, the content stored in the internal storage unit
303 is encrypted by the encryption unit 323d using the title
key, and the encrypted content is stored-in the first external

storage unit 412 included in the memory card 400d.
25 (4) S$till further, the user may extract the usage condition
and the content from the encrypted concatenated information and

the encrypted content 602 that are stored in the memory card
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5 phone 300d, and selects an operation to fetch fromthe nenory card 400d
the encrypted content which is provided with the usage condition. (4.2) In
response, the nmutual authentication is performed between the

aut hentication unit 390 of the nobile phone 300d 10 and the authentication
unit 490 of the nenory card400d. Provided that the nutual authentication is
successful, the encrypted concatenated information stored ©Onldruarg2006d
external storage wunit 411 is read by the read unit 351. The read encrypted
concatenated information is then decrypted by the decryption 15 unit 342d

ncat enat ed ! . ! . . n s .
using the ””4%!1%638&0&33;:{%%@?2%95%&& LBR:HRE Q48 usRERT B o3t PRAge uni

310. The decr con ormation 1s then Split so as to

generate the.dd tiheekay1aneh ride WS2080808¢litHeOhobINe prage Jvwrdihi Ofei S
stored into the wusage condition storage unit 305. Further, the encrypted

20 content stdinediiing blkeckdnsé.external storage unit 412 included in the
menory card 400d is read by the read unit 352. The read content is then
decrypted by the déciyRticonsemiattagBgsudingenpey cerd Pidjottdegerri e a
decrypted content, and the decrypted content is stored in %Pe i nt er nal

storage @ni tPhS0S. 398dg andysiedec £) 2P PR S8V & et ot e SR R Present
i nvention, the 7%?%%%%%@%%% ggégg#;‘tgéggh 1§ EgtL %‘%‘%Hm‘? +RLAE e for

storing i nt &¥ e ry - ¢ the purc conten I'sS provided with
the usage coQpdijkikgR. Yet, whether the content has been purchased is not

(4.2) In response, the mutual authentication is performed

between the authentication unit 390 of the mobile phone 300d

10 andtheauthenticationunit490ocfthememorycard400d. Provided
that the mutual authentication is successful, the encrypted
concatenated information stored in the second external storage

unit 411 is read by the read unit 351. The read encrypted

concatenated iﬁformation‘is then decrypted by the decryption

15 unit 342d using the unique information stored in the unique
information storage unit 310. The decrypted concatenated
information is then split so as to generate the title key and
the usage condition. The usage condition is stored into the
usage condition storage unit 305. Further, the encrypted

20 content stored in the first external storage unit 412 included
in the memory card 400d is read by the read unit 352. The read
content is then décrypted by the decryption unit 343d using the
title key to generate a decrypted content, and the decrypted
content is stored in the internal storage unit 303.

25

3.6 Other

(1) In the above embodiment of the présent invention, the
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an essential matter to the present invention. That is, for 5 exanple, the
above procedure is applicable to a content which 1is provided as a free
sanple with a certain usage condition. (2) DES encryption is one exanple of
t he encryption system enployed in the encryption units 322d and 323d and
the decryption 10 units 342d and 343d. In the case of enploying DES
encryption, the unique information stored in the unique i nBolamuEinpd006
storage unit 310 may be a unique key having 56 bits. Alternatively, the

t el ephone nunber allotted to the nobile phone may be used as the uni que 15
information.gddtihe ilt{£hic88%0 the }g§o@é@ﬁ@é abk & tlo? 126Gl b tiRe REESEY
conversion function that retunes a 56-bit unique key in response to input
of the tel ephone theMpRirchbeed, conecaxanpleh iof rmechidedconvar shenusaget i on
is to use DES encryption in the followi ng manner. That is, the tel ephone
number is sulyjrettté®n20 Yet DEGedheryphe senisinfighas HeenePuballagrRs & MR- havi ng
56 bits to output a value having 64 bits. The |ast 56 bits of, th

outputted valuEssedtidddmasteRetanFePT sV dVERt1Cs) Ftithers l%ﬁé uni que

i nformati_on storage it 310, the 25 infernal, r ' Wiy, the
usage cofdi ﬁ’i?ﬁ“pgt%(f)rgg% R i?(f@cglsj‘élrp?r]c‘)% &n{ﬂg S ?Dgr%a\ggiélngryoﬁlé%ggo‘r’ Witten
fromany ot  QERal s devi & than 13 sResi &ldermemiuskhed deNdceiosuch as
a’729 Januggipfggéathé?-%é%%%?bedﬁhndel changg‘device.%go be nn?%
specific, each of the unique information storage unit 310, the internal

storage wunit 303, and the usage condition storage unit 305 is conposed of
t anper - r esi g2ant DHAS dewar eyptt ianpdrs vaei skanpls off Wdree engryation systen

employed in the encryption units 322d and 323d and the decryption
10 units 342d and 343d.

In the case of employing DES encryption, the unique
information stored in the unique information storage unit 310
may be a unique key having 56 bits. Alternatively, the telephone
number allotted to the mobile phone may be used as the unique

15 information. In the latter case, it is preferable to employ
a secret conversion function that retunes a 56-bit unigue key
in response to input of the telephone number. Here, one example
of such a conversion function is to use DES encryption in the
following manner. That is, the telephone number is subjected

20 to DES encryption using a secret unique value having 56 bits
tooutput avaluehaving 64bits. ThelastSébitsoftheoutputted

value are used as the unique information.

(3) Further, the unique information storage unit 310, the
25 internal storage unit 303, and the usage condition storage unit
305 are protected from being read or written from any other

external device than a specially permitted device, such as a

72



5 conbination of the two. (4) Still further, the unique information storage
unit 310 and the usage condition storage unit 305 maybe constructed within
a card such as SIMthat is attachable to and detachable from 10 the nobile
phone. (5) Still further, at the time of encrypting the content using the
DES encryption, the content is divided into data bl ocks each having 64
bits, and then each data block is encrypted using the 15 569blanuany gQ@Bkey
to generate a 64-bit encrypted data bl ock. The thus generated encrypted

data bl ocks are then concatenated together, and the concatenated encrypted

data bl ocks pre, QWP LR ASaL NRREREEUUALLCONERE mdfk EBRYELS, Lhgnabove

construction, aco S pro a usage condition is played

back only ungekhEhg icRRoi 4 #OR%at GNE 06 At @ uhot 1o, Usikgeneenmil isabrafur t her,
general |y speaking, the internal storage unit 303 of the nobile phone 300d

is limted iynitd SO¥Enany thapackyy.coii tGanvehbragaldnit BAbsiY icompasedn
results in the follow ngproblem In the case the internal storage unit is
full with digf takhpeorkesistaet dsmdwas e, eh@MPel 198 i ate SQ6RE2HE/ (Hed
digital works stored 73 9 January 2006 in the internal storage unit to
secure aBf r BRIRATE Sp&de tHEF MR- purchasing another digital work, or

ot herwi se he sinply has to give up purchasing another digital work.
However, according to enbodinment 3, simlarly to the 5 enbodinents 1 and

2, the user jg5 allspued ggr@?@fe SR Qluthenrdimit fbn Widca Rt aned 3ot he
internal storage unit 303 of the
and theusage condition storageunit 305maybe constructed within

a card such as SIM that is attachable to and detachable from

10 the mobile phone.

{5) Still further, at the time of encrypting the content using
the DES encryption, the content is divided into data blocks each
having 64 bits, and then each data block is encfypted using the
15 56-bit unique key to generate a 64-bit encrypted data block.
The thus generated encrypted data blocks are then concatenated
together, and the concatenated encrypted data blocks are

outputted as the encrypted content.

20 (6) With the above construction, a conj:ent which is provided
with a usage condition is played back only undgr the conditions
conférming to the usage condition.

' Further, generally speaking, the internal storage unit
303 of the mobile phone 300d is limited in its memory capacity.

25 Conventionally, thislimitationresultsinthefollowingproblem.

In the case the internal storage unit is full with digital works,

the user is required to delete some of the digital works stored
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nobi | e phone 300d into the nenory card 400d attached the nobile phone 300d
when he decides not to use the digital works any tine soon. In this
manner, a free nenory space is secured in the 10 internal storage unit 303
of thenobile phone 300d wi thout losing the rights to play back those

di gital works he has purchased. Asa consequence, the user is allowed to
purchase sonmenore digital works to store into the internal 9skouage2@t t
303. 15 (7) Wth the above construction, when a content is encrypted and
stored in a nenory card attached to a certain nobile phone, the encrypted

content is nettROIsikbliadetiRALIt Pbaked rbackredynsaity yoidwmte bobbte phone
than that particular nobile phone. That is to say, enbodi nent 3 achieves

an effect oburedtisigg2insapyhdidétal werkandrididteavicenhensingply bdsitio a
menory card using a certain nobile phone be prohibited from being
decrypted @dvel apedubabis g ngnarlye bt tihbMPE kphone although t he menory

card is attached th t 25 4. PREFE :
%;ven tg gnother 5P§$§?$eda%ﬁ%ﬁﬁﬁﬁéﬁF’?mg?glgeﬁgwgarﬁlﬁgg%é Scrlptlgﬂahae
stem e pt| Th
nodel ch 55%95?8 aarllar)rré Itghglr%;\j/?%é%agﬂgg% t?1an e e?égg\%lr%go%ged toe
change a re‘&?g%ﬂh%@?ﬁ& Sy &P i S ¥al 9§térr€@@'slt%r|%@%n%mtth§t)3l§f usabl e

under a contract nmade between a user and a service provider to a new
record/ pl ayhapk1depicie duedtint ehangsmorsf c4 he 4000t aEcd chddpthetisbirtedel

change with this nodel change
phone 300d when he decides not to use the digital works any time
soon. In this manner, a free memory space is secured in the
10 internal sterageunit 303 of themobile phone 300dwithout losing
the rights to play back those digital works he has purchased.

As aconsequence, theuser isallowed topurchase scmemore digital

works to store into the internal storage unit 303.

16 {(7) With the above construction, when a content is encrypted
and stored in a memory card attached to a certain mobile phone,
the encrypted content is not possibly decrypted or played back
by any other mobile phone than that particular mobile phone.
That is to say, embodiment 3 achieves an effect of meeting

20 copyholders’ demand that a content stored into a memory card
using a certain mobile phone be prohibited from being decrypted
or played back using any other mobile phone although the memdry

card is attached thereto.

25 4. PREFERRED EMBODIMENT 4

Now, description is given to another preferred embodiment
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device, digital works stored in the originally used 10 record/ pl ayback
device are available for the new record/ playback device wth no processing
performed on the digital works. For exanple, upon rel ease of new nobile
phones having additional features, a user nmay want to change a nobil e phone
that he currently. uses to a new one. In such a case, the user 15 is

all owed to use the new nobile phone with the sane tel ephonelnanbary 2068 is
originally allotted to the current one. This is done by re-allotti.ng the

t el ephone nunber that is originally allotted to the current nobile phone
to the new nobil e phone. Such re-allotting of a certain tel ephone nunber
that is allotted 20 to a certain nobile phone to another nobile phone is

referred tqQ asygpdel cRhaggesPirBRbEHGe Phones. After the nodel change as
descri bed above, the conténts™ that have been purchased and stored in the

mobi | e phone of theregrkediniemtok, i 2 gitendtanemeudl thahfe systtient B@0;mew
nobi | e phone. 25 Description as to why such contents wi.ll not be played
back has been al FTeadpdglvaarasosesten 60§ediisediant aybde s naslalehanas if

the contents that 75 9 January 2006 the user has puyrchased and stored in
the menoPy E8VdCBAEAFLLC FORNGEDFECHEE/ Po2YRRCKSS FLCEhaﬂifg? AT RMYDIA

Change ot EhbaBocindt T bArBF g s Uy SofheRlefct (CoNTks uchien s oo
CorPS e o AT € 3000 - A ARl Y00 ah e bl
of the contract. Upon the model change with this model change
device, digital works stored in the originally used
10 record/playbackdeviceareavailable for thenewrecord/playback
device with no processing performed on the digital works.
For example, upon release of new mobile phones having
additional features, a user may want to change a mobile phone
‘that he currently uses to a new one. In such a case, the user
13 is allowed to use the new mobile phone with the same telephone
number that is originally allotted to the current one. This
is done by re-allotting the telephone number that is originally
allotted to the current mobile phone to the new mobile phone.
Such re-allotting of a certain telephone number that is allotted

20 to a certain mobile phone to another mobile phone is referred

to as model change of mobile phones.

After the model change as described above, the contents
that have been purchased and stored in the mobile phone of the
embodiment 1, 2, or 3 are not usable with the new mobile phone.

25 Description as to why such contents will not be played back has

been already given above.

It is disadvantageous to the user if the contents that
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300f are separately connected to the nodel change device 500. 10 The nobile
phone A 300e has a construction simlar to that of any of the nobile
phones described in the above enbodinents 1, 2 and 3, except a unique
information storage unit 310e. Note that the other conmponents are not
illustrated in the figure for the sinplicity sake. The uni que information
storage unit 310e 15 prestores unique information. Further9 Jaheanp2ildte
phone B 300f has a construction simlar to that of any of the nobile
phones described in the above enbodinments 1, 2 and 3, except a unique

i nformati on tgie0ra3@e Hakt puddRisedloded tdwdrddd rotther menaponeats 1vs comot
illustrated in 20 the figure for the sinplicity sake. The uni que

i nf or mat i on nst-osagéeudue B4 Gfhehavdelstbrage . arBe frodedt ghianget figstam que
information. The nodel change device 500 is conposed of an information
read unit 5FP0gn@ims LAfBEHERTDCRMGS tREQR®M-502. 25 The information read
unit 501 reads the unique information stored in the unique informtion
storage unit 310e that is included in the nobile phone A 300e, and

successi yel Wﬁ%?'s?wé%zgn QOEleB%%S‘%eT?ZXgF%?‘L%QES nformati on fromthe

uni que i nfor i on storage rmation read unit 501 then

outputs the read néBhekABhIFAE.120 ,#16c hBEOL FREHGA sYELER 600k s2ibinpoRY
information wite unit 502 receives the unique 5 information fromthe

i nf or mat i oncfeadouilé hdhe A0 0w, i 4 esdehechargeecdsreicaifbqueridhb oratdtlieon i nto
t he unique information storage wunit 310f that is included in the nobile
phone B 300Pphoper® 300f. The mobile phone A 300e and the mobile phone B
300f are separately connected to the model change device 500.
10 The mobile phone A 300e has a construction similar to that
of any of the mobile phones described in the above embodiments
1, 2 and 3, except a unique information storage unit 310e. Note
that the other components are not illustrated in‘the figure for
the simpiicity sake. The unique informaticn storage unit 310e
15 prestores unique information.
Further, themobile phone B300f has a constructionsimilar
to that of any of the mobile phones described in the above
embodiments 1, 2 and 3, except a unique information storage unit
310f. Note that the other components are not illustrated in
20 the figure for the simplicity sake. The unique information
storage unit 310f has a storage area for storing the unique
information. |
The model change device 500 is composed of an infermation
read unit 501 and an information write unit 502.
25 The information read unit 501 reads theunique information

stored in the unigque information storage unit 310e that is

included in the mobile phone A 300e, and successively deletes
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the unique information is information that is unique to thenobile phone A
300e. Exanpl es of the unique information include the 10 tel ephone nunber
allotted to the nobile phone A 300e, a random nunber that is randomy
generated and allotted to the nobile phone A 300e. (Operations of Mdel

Change System 600e) 15 Now, description is given to the operations of the
model change system 600e with reference to the flowhart s8cwnuary 200§ 22.

The informatign read unit. 501 reads the. unique informti.on rom.t he .uni que
i nf or mati on st16% HACHRI T ISTOR ST ET SIOHS Skt USRI 8P TAr Yt ne

uni que i nf or “?#]deo.”i &'?\8”&598&59{9&? rddd %-ggézis%ri_ $haragecpokt eRderbshep

5302). Next, the nformatiron wite unit writes the unique information

that is receimpehAd0Mdnhe ol Rhar MBELRat €88 witide kit igTq the uni que
i nformati on storage unit 310f (step S303). 25 (Overview) Wth the above

construction, the mhbki bafphaaeidnierbtd aweick 5020 réaeiaey 2666uhdquead and
pl ay back the contents that have been purchased and stored into the nenory
card usin§ t hefivgdialte ophtnem Ahsi { hboatma pied eeadng &h\ 0dr osrd simigesnthhe
contents. 5 4.2 Mdel Change System 600g Here, description is given to a
nodel change rpeiardeudgiue M e ¢miftstheanigre ipfRrmeheyateydgem

600 i's composad ;b MbiJe RhonS.A 200, L8, RIEloSRanap eV 6, 500
theuniqueinformationisinformationthatisuniquetdthemobile
phone A 300e. Examples of the unique information include the

10 telephone number allotted to the mobile phone A 30Q0e, a random

number that is randomly generated and allotted to the mobile

phone A 300e.

(Operations of Model Chénge System 600e)

15 Now, description is given to the operations of the model
change system 600e with'feference to the flowchart shown in FIG.
22.
The information read unit 501 reads the unique information
from the unique information storage unit 310e (step 5301), and
20 successively deletes the unique informaticn from the unique
information storage unit 30le (step $302). Next, the
informationwriteunitEOZwritestheuniqueinformation
that is received from the information read unit 501
into the unique information storage unit 310f (step S5303).
25
| (Overview)

With the above construction, the mobile phone B is allowed
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nobi | e phone B 300h. The nobil e phone A 300g and the nobile 10 phone B 300h
are separately connected to the nodel change system 500. The nobil e phone
A 300g has a construction simlar to that of any of the nobile phones
described in the enbodinent 2 and 3, except a unique information storage
unit 310g and a usage 15 condition storage unit 305g. Note that the other
conponents are not illustrated in the figure for the sinpl BcianyasaR@06 The
uni que information storage unit 310g prestores unique information,- and the
usage condition storage unit 305g prestores the usage condition. 20 The
nobi | e phonet® ra@@hahdplaycbaskruhet contgnts [thatt b2t dieenoputdteasmbihé phone
described in the enbodiment 2 or 3, except a unique_information storage
unit 310h antteredddeacshei PRBATY stfdgE g theoBabiptrhanm® FREhEERer

conmponents are not . illustrated in the fijgure for the sinplicity sake. The
uni que 25 irﬁ%‘?&hﬂlﬁﬁ &g BFE<aicL "3 18R #g% PP age area for storing the

uni que information, and the usage condition storage unit 305h has a
storage area for storing the usage condition. 78 9 January 2006 The nodel

change syst en-bQfhdes Q(plga%geg Qteansbtpgormation read unit 501 and an
information wite unit 502Z. TF\{e information read unit 501 reads the uni que

informati on fromuehe, ud e guifoor hatgiornst o ragedeinichaldOgs tsram 6804 ncl uded
5 in the nobile phone A 300g, and reads the usage condition fromthe usage
condi ti on st or ageAgsihowd0iByF IGuBsegbemokdyl angageisyistemdiltad ¢ eampessd 501

del etes the uni que_ informtion and )
of a mobile phone A 300g, the mocdel change device 500, and a

mobile phone B 300h. The mobile phone A 300g and thé mobile
10 phone B 300h are separately connected to the model change system
500. |
The mobile phone A 300g has a construction similar to that
of any of the mobile phones described in the embodiment 2 and
3, except a unigque infcrmétion storage unit 310g and a usage .
15 condition storage unit 305g. Note that the other components
are not illustrated in the figure for the simplicity sake. The
unique information storage unit 310g prestores unique
information, and the usage condition storage unit 305g prestcecres
the usage condition,
20 The mobile phone B 300h has a construction similar to that
of the mobile phone described in the embodiment 2 or 3, except
a unique information storagé unit BIQh‘and a usage condition
storage unit 305h., Note that the other components are not
illustrated in the figure for the simplicity sake. The unique
25 information storage unit 310h has a storage area for storing
the unique information, and the usage condition storage unit

305h has a storage area for storing the usage condition.
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t he usage condition fromthe unique information storage unit 310e and the
usage condition storage unit 305¢g, respectively. 10 Next, the information
read unit 501 outputs the read unique information and usage condition to
the information wite unit 502. In response, the information wite unit
502 receives the wunique information and usage condition fromthe
information read 15 unit 501. Next, the information wite ufidansegy P08 es
the received unique information and usage condition respectively into the

uni que information storage unit 310h and _the usage ondi ti,on storage unit
305h both of whi chFhf BofRe|IIdEds FYTHRm S{0ptS s%ﬁeﬁ@ i 66&.“%2’6“%11 Bt he

above construction,.t mobi ] e _phone B_is all owed r and play back
the contents'% Yy e & 5Pcﬁ3§85m3h50n5¥%¥€% %%#% the menory card by

the nobil e phone ngqvg 10eytn, Ihepesk ﬂaiEp%l%uc?gﬂéﬁeahiah{eiin%_érﬁaéfion

Modi fication Nor y, In order tor nodel change or cancellation o

contract, nohidre tRROAR: G€Ii%rReRELEOn ¥t d¥dY anioE10ey phateid @andduledanuary
2006 a nobil e phone service provider typified by "DoCoM shop"” where
processi 5g fior theedmbbihangene AcHitel kati veads tdentisage dandifdionof nem.

Here, "cancellation of contract"” refers to cancellation of the contract
that has bedmerad@afetondddtaorobiPEads whbhe3Qrer §HASAIWBRFIY Hthe

' ider. Aft |l at] f t .. th | eph mb
1 ot ted 10 T ARRATODRERS Ghtier (hEASTEPaLtS] ST dRgerTaEaReAd

the usage condition from the unique information storage unit
310e and the usage condition storage unit 305g, respectively.

10 Next, the information read unit 501 outputs the read unique
information and usage condition to the information write unit
502.

In response, the information write unit 502 receives the

uniqueinformationandusageconditionfromtheinformationread

15 unit 501. Next, the information write unit 502 writes the
received unique information and usage condition respectively
into the unique information storage unit 310h and the usage
condition storage unit 305h both of which are included in the
mocbile phone B 300h.

20 With the above construction, the mobile phone B is allowed
to read and play back the contents that have been purchased and
stored‘into the memory card by the mobile phone A without

processing the contents at all.

25 4.3 Modification

Normally, in order for model change or cancellation of

contract, mobile phone users need to bring his mobile phone to
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Hereinafter, description is given to a nodel change system which
elimnates user's trouble to nake a trip to a service 10 provider shop at
the tinme of canceling his contract. At the tine of nodel change or

cancel lation of a contract, requirenents such as the foll ow ng nust be
fulfilled. (Requirenment a) Upon nodel change of nobile phone, it is
required that 15 a new nobile phone (a newly purchased nobglJanabon2)06
replacing a current one will be allowed to play back the contents ‘stored

in the menory car In return, it is required that the nobile hone to be
( epl aced (u%"&%&gﬁé’%aeﬁm?%wylﬁﬁ (s S oy M&Mpoﬂa@rp H75hed 1o

pl.ay back t e SONANS SLOLed.h nohlieao 20, TR GA1dy (RPGUbERAL b) Even

after the c ract r i'S cance iS reqwre

the content %e&tw&@d N fibge rrerﬁgryceclqrach% o¥! kbhtPhayed-backs Iy, the nobile
phone. That “is to say, after 25 the cancel lation of the contract, the -

nobi | e phonedrkeld stavgest twerdchtasca &t&itﬁhh@%enbrﬂédé?béthewrakr&ohﬂsléi

pl ayback device for playback the contents that have been purchased

earl i er. 5880 Fhah@nysey aOdGa(IRelqule erherte Ger@ice wrenideser Afitterpr ovi der of
nobi | e phones (carrier) 1is changed to another one, it is required that the

content st ol@@ceilpathannebo F%‘é‘rrd’céitrl Fpe b’éelgﬂ’i?ﬂ)‘étﬁ E‘é)&@eﬁya%h‘ét?ﬁfbltloe phone

that 5 bl d by t I
RS S VBB SR B BRI S R S SR & Ve

Hereinafter, description is given to a model change system

which eliminates user’s trouble to make a trip to a service
10 provider sheop at the time of canceling his contract.

At the time of model change or cancellation of a contract,
reguirements such as the fcllowing must be fulfilled.
{Requirement a)

Upon modei change of mobile p'hone, it is required that

15 a new mcbile phone (a newly purchased mobile phone} replacing
a current one will be allowed to play back the contents stored
in the memory card. In return, it is required that the mobile
phone to be replaced (the mobile phone currently in use) will
be no longer allowed to play back the contents stored in the

20 memory card.

(Requirement b)

Even after the contract for a mobile phone is cance‘lled,
it is required that the contents stored in the memory card be
still played back by the mobile phone. Thart is to say, after

25 the cancellaticn of the contract, the mobile phone is no longer
works as a telephone, but still works as a playback device for

playback the contents that have heen pufchased earlier.
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"DoCoMd" to "au", the nobile phone still needs to be allowed to play back
the contents stored in the nenory card. 10 (1) Model Chang System 600m A -
nodel change system 600m ains to neet "Requirenent A" above. To this end,
t he nodel change system 600m stores the unique information stored in the
nobi | e phone that is currently in use to a new nobile phone via a
comuni cati ons network, and 15 successively del etes the uni uanuaho2d®fi on
fromthe current nobile phone via a conmunications network. As shown in
FIG 24, the deI chqage s stem 600mis conposed of anobile phoneA 300m a
nobi | e phone sonal conputer (PC) 650, and a nodel change

Gevi oo Soom Tne Fﬁ%?ﬁ%@f\ the- 20 pdel. shange pdBYi 2 2000 A8 coappct ed

with each other via er net

phone that {$cgHh eatda/ahatyéeoa@d lttolbeeaepka&e@kat% &Bﬁtgp@'slteraaone B
300n is a new nobil'e phone replacing the current one. 25 (Mbile Phone A

300m The noin ltaephaner Ac3@ans tialsl Be gnRsiadlss ¢ 0B ySt e h\@blﬂ.@ Iil't‘c&te tRatany of
t he nobi |l e phones described in the enbodinent 1, 2, 81 9 January 2006 and

3, except® a imiupadlienfiodeat Pparat bergdutie 3e@ntarntklt i dival kxzmphe, nobi | e
phone A 300m i ncludes a_judgnment unit 360m Note that the other conponents
are not ill lf’s‘fer“alaé&elrntf‘ﬁemwblﬁ Pee ﬁﬁéVéFﬁpﬂ’ﬁf%‘H#%dﬁeCh@mﬂﬁé ﬁﬁ?fﬁue

i nformation g, it 310 res qr.e ue fo tion ment
unit 360m \M'?}eo(r?frot S KSoi PR p tbé&&rrPF‘ h8"Ee1 1 I"RLIT QM pe TREL LVEY

to play back the contents stored in the memory card.

10 (1} Model Chang System 600m
A model change system 600m aims to meet “Requirement A”
above. To this end, the model change system 600m stores the
unique information stored in the mobile phone that is currently
in use to a new mobile phone via a communications network, and
15 successively deletes the unique information from the current
mobile phone via a communications network.
As shown in FIG. 24, themodel changesystem 600m is composed
of amobile phoneA 300m, amobilephoneB 300n, a §ersonal computer
(PC) 650, and a model change device 500m. The PC 650 and the
20 model change device 500m are connected with each other ‘via the
Internet 10. The mobile phone A 300m is a mobile phone that
is currently in use and to be rep}.aced', and the mobile phone

B 300n is a new mobile phone replacing the current one.

25 {Mobile Phone A 300m)

The mobile phone A 300m has a construction similar to that

of any of the mobile phones described in the embodiment 1, 2,
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connected to the nodel change device 500mvia the PC 650 and the Internet
10, receives fromthe nodel change device 500m first 10 nodel change

i nformati on which will be described later. The judgnment unit 360mthen

j udges whether the received first nodel change information is valid

i nformati on based on signature information included in the first nodel
change information. Since the technique of judging aut hent Baianuaof 200
first nodel 15 change information is known as a digital signature -
techni que, so, that detail ed description thereof is omtted. Wen judging

that the infBidheti S¥FEEVA P&lqﬂﬁelf‘ﬁaﬁ%ﬁomrﬁﬁor@&?fﬂunﬂ-él Béftng a read

t t | .uded t f t | f t ds th
uni que. 1 nf oPRRTEYd t FE® Gts PATER dndD o SEILage 50 Ham=T318 and
transmits tReaeaduyol desl Nl BN bpbhien{Pdele n%gamuggaé%egﬁ {om vi a

the PC 650 and the TInfernet M add when | udg

i nformation the \fa.g'u@e the tHQgg@zﬂély@iEy s;’aﬁ@n following a delete
instruction included in the first nodel” change information, deletes the

uni que i &f or mat i oThé nomhqteet r2fo e tilem § 06 LrgEath b 3306MAGEs tutids Gilme
Alternatively, when judging that the information is invalid, the judgnent
unit 360m $nEprPagistards the received first nodel change |nforrrat|on 82

SpSanuary 2000 AN Bl O 098l AL O, (MOBLI 2 Prione, 8 200 The mobi I
phones SesCEbBRet I STRITIGCh chagBilueic £XOR LUBha B! bt o
judgnent unthe3BQRrnlRt®, receives from the model change device 500m first
10 model change infermation which will be described later. The
judgment unit 360m then judges whether the received first model
change information is valid information based on signature
information included in the first model change information.
Since the technique of judging authenticity of the first model
15 change information is known as a digital signature techniqgue,
so that detailed description thereof is cmitted. When judging
that the information is valid, the judgment unit 360m, following
areadinstructionincludedinthe first model change information,
reads the unique information from the unique information storage
20 unit 310m, and transmits the read unique information to themodel
changedevice 500mviathePC650andthe Internet 10. Inaddition,
when judging that the information is valid, the judgment unit
360m, following a delete instruction included in the first model
change information, deletes the unique information from the
26 unigque information storage unit 310m. Alternatively, when
judging that the information is invalid, the judgment unit 360m

simply discards the received first model change information,
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that the other conponents are not illustrated in the figure for the
sinplicity sake. 10 The unique information storage unit 310n has a storage
area for storing the unique information. The judgnent unit 360n, when the
mobi | e phone B 300n is connected to the nodel change device 500mvia the
PC 650 and the Internet 10, receives fromthe nodel change device 500m
second 15 nodel change information, which will be descri bedSlJaneary 2066

j udges whet her the received second nodel change infornmation is vatid

i nformati on based on signature data included in the second nodel change

i nf or mat i onantherrifadys ngo tderathiorianformation is valid, the judgnent unit
360n, following a wite instruction 20 included in the second nodel change
information, extracts the unique information fromthe second nodel change

i nformation, n ites th tracted unique information into the unique
infornation(yPgFgﬁgghﬂ?? fgﬁﬁﬁAlternatively, when judging that the

i nf or mat  on (¥PGFage G B1¢] v en | udgi ng
ocei ved second mbloRASRER B R < e T BTN 83 o

January g008¢( B 60k nZonbsi 1@ hoHRacCkbseribha HC &dditedtCOMMUL @hdSyst em
conposed of, for exanple, a mcroprocessor, ROM RAM a hard disk unit, a

di spl ay uni B, exckeyloatidjusainbbisest forl Adbrageecit 3¢0uni tAdditd dnadly,
connecting unit for a nobile phone. The RAMor the hard disk wunit used in
t he conput etheymelidsirhone 8 d8Rpuirelpdegyramudpmentpenssol o oNREei t s

function by the mcroprocessor o erating , , ,
that the other components are ndt illustrated in the figure for

the simplicity sake.
10 The unique information storage unit 310n has a storage
area for storing the unique information.

The judgment unit 360n, when the mobile phone B 300n is
connected to the model change device 500m via the PC 630 and
theInterneth,receivesfromthemodelchangedevice500mse¢ond

15 model change information, which will be described later, and
judges whether the received second model change information is
validinformaﬁionbasedonsignaturedataincludedinthesecond
model change information. When judging that the information
is valid, the judgment unit 360n, following a write instruction

20 included in the second model change ihformation, extracts the
unique information from the second model change information,
and writes the extracted uhique information into the unique
information storage unit 310n. Alternatively, when judging
that the information is invalid, the judgment unit 360n simply

25 discards the received second model change information, and

performs nc operation.
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I n accordance with the conputer program Upon receipt of a user operati.on
for nodel change, the 10 PC 650 transmts a nodel change instruction to
t he nodel change device 500mvia the Internet 10. Successively, the PC 650
performs transm ssion of information between the nobile phone A 300m and

t he nodel change device 500mvia the Internet 10. The PC 650 then perforns
15 transmi ssion of information between the nobile phone B 30Qkanwady 2006
nodel change device 500mvia the Internet 10. (Mdel Change Devi ce -500m
The nodel change device 500m has a construction simlar 20 to that of the
nodel change(Bevée@) 500, and additionally includes a

transm ssion/reception unit 505. The transm ssion/reception unit 505

recei ves the nodelTckhmagespasifict tbA PBCrOIA 19a cPOPBEEL FivS LEREMREERAet 10.

Upon receipt_of_ the nodel change instruction, tﬁ@ﬁéﬁ . .
transmi ssi on?¥ed&f FEATRNT1 %@Sgﬁgﬂ’é‘?’ﬁ?%@”f’i ?‘Qfd' 3. RaRGe 1T E8Fhat i on.
Here, the firsg. 9 | . ﬂ@n e l ti L el She LE data -
i ndi cating t%éjtlé?gﬁ -?a"lljr? e'ngi %%%?Jé?'r égﬂo%%bg anuacry %%%g S}i nst r'uél'??on
I nstructisng 4 %Jﬁ%@ﬂih@ W e rl HhbTak Shon@nNd e Bk QfrethBdcHioR
instructing to delete The unique information. Next, the
transm ssi onifBcapeidn tid tomPht & asiietnss tdres gepepated firaogtamodehe change
information to the nobile phone 5 A 300m Further, the ‘
transmni ssi orfG éisdppeciognst i 5O Furatdionebyt hlve M pRrdAHSHATAPP8A2F+IN t he
nobi | e phone A 300m
in accordance with the computer program.
Upon receipt of a user operation for model change, the
10 PC 650 transmits a model change instruction to the model change
device 500m via the Internet 10.

Successively, the PC 650 performs transmission of
information between the mobile phone A 300m and the model change
device 500m via the Internet 10. The PC 650 then performs

15 +transmission of information between the mobile phone B 300n and

the mecdel change device 500m via the Internet 10.

(Model Change Device S500m)

The model change device 500m has a construction similar
20 to that of the model change device 500, and additionally includes
a transmission/reception unit 505.

The transmission/reception unit 505 receives the model
change instruction from the PC 650 via the Internet 10. Upon
receipt of the model change instruction, the

25 transmission/reception unit 505 generates first model change
information. Here, the firstmodel change information includes

signature data indicating the self-authenticity, a read
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Next, the transm ssion/reception unit 505 generates second nodel change
information. Here, the second nodel change 10 information includes
signature data indicating the self-authenticity, a read instruction
instructing to read the received unique inf ormation, and a wite
instruction instructing to wite the unique information. Next, the

transm ssion/reception unit 505 transnits the generated secOnnuarydaed
change information to the nobile phone B 300m (Operations of Mdel Change
System 600m) Nextrdescsn insruckigigvena tead hheopeiate divsfofmatmidel, shdrmge
system 600mw th reference to the flowhart shown in FIG 25. 20 At this
stage, the useéelevansstsubdihntihetmobtliagsihcitd et do0wm baee inormdtien phone

B 300n to the PC 650. Upon receipt of a user operation for npdel change
(step 5501),Ne¥e PEhSSOrATHHSH IR/ 9FRELI0ENERGE PRt FEREFBHEE FR%he  nodel

change devi ce 500m vi he Interpet 10 (step 5502). 25 response,. the
transni ssi on/ AT ftfﬁistt %gei&nﬂlﬁﬂg 137 °-’E‘11Fetl>rf6ﬁ§|° EHSn@%&dQ B9 B00m
receives the;ggg(gd change instruction fromthe PC 650 via the Internet 10
(step 8505), rE\J'anuary 2006 generates the first nodel change information

(step 5503), and 1 3R4L S HEr SLERL 84 £6h J1d SptTRAAIn £1809¢ Bl QLR HON {0
the nobile phone A 300m (step 5504). Upon receipt of the first nodel

change i nf or ik (igifRrna® 12904)ront ARe] nogieat plotid B6D0n.Ncl uded in the
nobi | e phone A 300m reads the unique information fromthe unique
information storagexuni thdlOmtshibps 8506)¢ceptian amsif t59 5t henesatieani que

secend model change information. Here, the secondmodel change
10 information includes signature data indicating the
self-authenticity, a read instruction instructing to';ead the
receiveduniqueinformation,andawriteinstfuctioninstfucting
to write the unique information. Next, the |
transmissioﬁ/reception'unit 505 transmits the generated second

15 model change information to the mobile phone B 300m.

(Operations of Model Change System 600m) _
Now,deécriptionisgiventotheoperationsofmodelchange
system 600m with reference to the flowchart shown in FIG. 25.
20 At this stage, the user connects both the mobile phone
A 300m and the mobile phone B 300n to the PC 650.
Upon receipt of a user operation for model change (step
S501), the PC 650 transmits a model change instruction to the
model change device 500m via the Internet 10 (step 5502).
25 Inresponse, the transmission/receptionunit 505 included
in the model change device 500m receives the model change

instruction from the PC 650 via the Internet 10 (step S502),
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information to the nodel change device 500mvia the PC 650 and the
Internet 10 (step 5506) . The judgnent unit 360nt hendel etes 10 the uni que
information fromthe unique information storage unit 310m (step 5507).
Upon recei pt of the unique information fromthe nobile phone A 300m (step
5506), the transm ssion /reception unit 505 of the nodel change device
500m generates the second nodel change 15 information (step9EiRiary 2606
transmts the generated second nodel change infornmation to the nobile
phone B 300n (step 5509). Upon receipt of the second nodel change

i nf or mat i on dereyrattes mwhdef i cdtangeledechergdnMiqstadd 08509 ep 333 )j,udgdent
unit 360n of the nobile phone B 300n extracts the uni gue information from
20 the secorfdransddltchhageenefarerhifiiont aade wahaegs hefexniaieedurlgue

information intq the unique inforpati torage unit 310n (step 5510). (2)
Modi fi cat i oﬁ‘%%ﬁerpgl,"n&eg'cﬁioﬂf“i SRTFR 559@%- to a nodification of the nodel

change system 600g.aL1 .00, 1.0, Weel,. BAOULT SURM B, pHENId AlGHL . AOYE: 086 9

January 2006 1In e cation déscri bed herern’” the unique | tion

stored ig amijl,etﬁgo?"ﬁdjgﬁergf?r\%iaé efk ol QMU AHBMC: n | tHO MR 1 @NpALAET At han
t he tel ephone nunber allofted to that nobile phone. Thus, con?ents stored

in the menoryosardabaviend upgeneensty it Aot ront bhé haileleephooemauder but
with another type of unique information. In other words, the contents are

bound to unisgoeaigef oniht 3bm otdtemp SI345)a eatephumnitmitée, raad unique

information to the model change device 500m via the PC 650 and
the Internet 10 (step S506) . The judgment unit 360mthendeletes
10 the unique information from the unique information storage unit
310m (step S507).
Upon receipt of the unique information from the mobile
phone A 300m (step S506), the transmission/reception uait 505
of the model change device 500m generates the second model change
15 information (stepS508), andtransmitsthegeneratedsecondmodel
change information to the mobile phone B 300n (step S508).
Upon receipt of the second model change information from
the model change device 500m (step $S509), the judgment unit 360n
of the mobile phone B 300n extracts the unique information from
20 the second model change information, and writes the extracted

unique information into the unique information storage unit 310n

(step 5510).

(2) Modification

25 Here, description is given to a medification of the model

change system 600m aiming to meet “Requirement b” mentioned

above.
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then stored in a recording nmedium Further, at the tinme of cancellation of
the contract, the 10 tel ephone nunber allotted to and stored in the nobile
phone to be canceled is deleted so as to disable the tel ephone nunber.
Yet, the nobile phone still holds the unique information so as to allow

pl ayback of the content. The nodified nodel change system 600m has a
construction 15 sinmilar to the nodel change system 600m T& Jemuany 2006

specific, the nodi¢§j ; £hange system.60 s _conposed_ of the nobile
phone A 300m the P ggbgqgc%lfﬂe rmoc'i-'e?ésec C&r%%ﬁﬁé%?‘%é“%’é FHe?'PC 650 and

the nodel chargeogryt £6n 20UV & nCOMBST R SH@neas i € [ net
10. Here, the nobile ph%ne A 300rz111 s 20 théJ pﬁonegt eg-% t tée\éuggémi% g‘%f%g to

cancel its cothraehatidietHu s anntBETRE i O SHO AD N 30PBE tHe-ymbi | e
phone A 300m stores information unique to the nmobile phone A 300m such
as a random nunabéle ghhata.edThast heombimt e phore An3808) medsr watdr@hdhe
t el ephone nunber allotted to the nobile phone 25 A 300m The user connects
t he nobil & ph%‘ﬁ%n ARrgvmted pht WEisshe tahdppert orunbespbrbtwitts darther
canceling the_contract ,of the nobile 87 9 January 2006 ghone usi ng the PC
650. Upon recel®t ot “PASUGSERERAEGTon FBrObRRE “RTES! | BRe srRRters REes50
outputs a cang lLop dnstruction, to t%&bm)g'le hone ~ A 300m_ 5 In
response, t he_‘J?JuA gtﬁgn\%hiu 15 é&%ﬁm’%‘fﬁt_&ﬂ% il hﬁﬁﬁgegﬂpgﬁﬁﬁhr}%%eénfihe
cancel | ati on 4/ '46ie@N 1 nUBOREEEEL RE REdium.
Further, at the time of cancellation of the contract, the
10 telephone number allotted to and stored in the mobile phone to
be canceled is deleted so as to disable the telephone number.
Yet, the mobile phone still holds the unigque information S0 as
"to allow playback of the content.
The modified model change system 600m has a cbnstruction
15 similar to the model change system 600m. To be more specific,
the modified model chan'g.e system 600m is composed of the mobile
phone A 300m, the PC 65'0, and the model change device 500m. The
PC 650 and the model change device 500m are connected to each
other via the Internet 10. Here, the mobile phone A 300m is
20 the phone that the user is going to cancel its contract.
The unique information storage unit 310mof the mobile phone
A 300m stores information unique to the mobile phone A 300m,
such as a random number allotted to the mobile phone A 300m,
as well as the telephone number allotted to the mobile phone
25 A 300m.
The user connects the mobile phone A 300m to the PC 650,

and performs operations for canceling the contract of the mobile
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the cancel lation instruction, the judgnent unit 360mreads the telephone
nunber fromthe unique information storage unit 310m and transmts the
read tel ephone nunber to the nodel change device 10 500mvia the PC 650
and the Internet 10. In response, the transm ssion/reception unit 505 of
the nodel change device 500mreceives the tel ephone nunber via the PC 650
and the Internet 10,.and perforns processing for the canceBldaniuary Bag@d on
t he received tel ephone nunber. #% (3) Modification Here, description is
given to anotHe?n Mt dtifPPhe’ nodel changesyst em 600m ai ming to
meet "Requirenent c;nentiope : : 3!

nobi | e phone carrig¥ﬂﬁgge§ E %éﬁpg%géﬁ%ghgﬁggéggggﬁ%ﬂfghép 5H%Q§§ﬂ%g§“is
changed as welle pc /B2t dl 51828 Panck D1k PEoAGs thruiceabn it KeRELE ReGslLi N,
t heunique information stored in the nobile phone is generated not from

t he tel ephonen mydaer but f rom anot her type of unique inf ormation. 25
Thus, contents stored in the nenory card have been encrypted not with the
t el ephone s5nunber buh weshoase} hee tipkyreh tuningtasom né Hrihed ineyini len phicmer
words, the contents are bound to unique 88 9 January 2006 information

ot her than tHe3Pnapnsicasupbe caneslilizéd ot bretiru¢tionn r Bpendrere tdiodm
Further, the unique information is held stored within th

bi | h
even after t ﬁ@ecﬁaﬁ@%fhét%%n ANEFZUshaChodits dHIABaRF %Ségg‘?yéq%ﬁp éggfn has

gpggin fs ;[ (r:uct ! gle%h%'nrg rllu%betrof }gﬁ t%%dt?Ai&&]ean%o%MgEf% %Q%@agl%rp:ﬁt 3958,

an-d transmits the read telephone number to themodel change device
10 500m via the PC 650 and the Internet 10. |
In response, the t';_ransmission/reception unit 505 of the
model change device 500m receives the telephone number via the
PC 650 and the Internéi'; 10, .and performs 'processing for the

cancellation based on'the received telephone number.

15
{(3) Modification
Here, description is given to another modification of tﬁ'e
model change system 600maiming tomeet “"Requirement c” mentioned
above.
20 Generally speaking, when the mobile phone carrier is

‘changed to another one, the telephone number is changed as well.
For this reason, inthemodificationdescribedherein, theunique
information stored in the mobile phone is generated not from
the telephone number but from another type of unique information.
25 Thus, contents stored in the memory card have been encrypted
not with the telepheone number but with ancther type of unique

information. In other words, the contents are bound to unique
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the nodified nodel change system 600mis conposed of the nobile phone A
300m the PC 650, and the nodel change device 500m The PC 650 and the
nodel change device 500m are connected to each other via the Internet 10.
Here, the nobile phone A 300mis 10 the phone that the user is going to
change its carrier. Here, the description is given to the operations of
the nodified nodel change system 600mw th reference to the Janaachaddo
shown in FIG, 26. The unique information storage unit310m of the nobile

phone 15 A .HUOH"desCoriesrthan Shedri RS PREBPRBIATS HRBNE F¥ 3hdm
h d nh | l.otted th i h . A_300m. I
Puch, 20,2, LRSS SLLELLE FO e ML SoBISIE A I o2 el e
ts.t ' 0) ' d :
uocr connect s 1R TR, BRENE) APOAS IR 5 00ne LB PELOSER,

recei pt of the usefheRgSfl#iUH heHeENANHJOs RO Ras P Q¥hdELESLSR
5531), the PC 650 outputs to the nobile phone A 300ma read instruction

instructi 8g tAmicad tdemumbaal 2adgd epbess uower ToshemcT®3dpecihic,
response, the judgnent unit 360mincluded in the nobile phone A 300m reads

t he current thelmrphofiedoctdel ¢hamd hgsten @@dm né aamposen sf dhagechinid
310m 89 9 January 2006 and ouéguts the read current tel ephone nunber to
the PC 650 (Bhepe 5584y, thePEcsHonged theempds Eshangeei¢esce RE0BUr

telephone  nypbesy f " h2® i8R} ! & Il 4 2208bbR" S T3Rer:TE0 A, @

othelr via the Internet 10. Here, ther mobile phone A 300m is

10 the phone that the user is going to change its carrier.

f Here, the description is given to the opgrations of the
modifiedmodelchangesystem600mwithreferencefotheflowchart
shown in FIG. 26. -

TheuniqueinformatioﬁstérageunitBl&nofthemobilephone
15 A 300m stores information unigque to the mobile phone A 300m,
such as a random number.allotted to the'mobile.phone A 300m,
aswellasthetelephonénumberoriginallyallottedtothemobile
phone A 300m.
The user connects the mobile phone A 300m to the PC 650,
20 and performsloperations for cancellation cf the mobile phone
using the PC 650.
Uponreceiptoftheuseroperationforchangingtheservice
provider (step S531), the PC 650 outputs to the mobile phone
A 300m a read instructien instructing to read the current
25 telephone number (step S$532). In response, the judgment unit
360m included in the mobile phone A 300m reads the current

telephone number from the unique information storage unit 310m,
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5 carrier change instruction, and transmts the generated charier change
instruction along with the received current tel ephone nunber to the nodel
change device 500mvia the Internet 10 (step S535). The transm s s ion/
reception unit 505 of the nodel change 10 device 500m perforns processing
to cancel the contract of the current tel ephone nunber (step S536) Then,
t ransm ssi on/ receptl on unit 505 perforns processing to make9alanuewy Bﬁfﬂﬁract

with a service provider (step S537), perfornms an o peration for a new

tel ephone nuighey o $E8dd Nnk bRy Sp38int Jﬁ%l@ﬁﬂohé%@etrsté e enEkY o S(%ttep

t el ephone nunber to the PC 650 via. the Internet 10 (step S539).

response, thesR@)650 receives the new tel ephone nunber (step 8539), and
out puts the received new tel ephone nunber to the nobile phone A 300m (step
S540). 20 Upon recénptesgordre, newe thel éplfomecaimbertstap 3589 elepbone
judgment unit 360m of the tel ephone nunber A 300m del etes the current

t el ephone nuRbEPerT ERem Hhaimaield Fhoneafi A0St 69erfe St :gmmr@?,teépa
S541), and wites the recejved new tel eghone nynber into the unjque inf

ormation %t oFéﬁélﬁﬁlctha%Gn’r"(%ﬁ’é‘iF@SX?) a iﬁ’a(‘éjﬂléﬂ’fé}e ABRE ¥4 1ced FBAT TRk
above_ descri Eél on _i s | verl_[lO On ¢ %plgggsy&tz eems c%r\]aenga;% 20 6neeach
of which nee é1 gr & ChEore T hes &4 58 Pﬁgﬁ 2

syst ens perf{?ﬁﬂﬁeﬁ‘e% eﬁh&&%’&%ﬁ ck?é‘ﬁ'&@'d'e%‘c%”séﬁm Vhe exfePRhEafher Alo FhALGE Of

the carrier viat | nt er net
5535).

The.transmission/reception unit 505 of the model change .

10 device 50Cm performs processing to cancel the contract of the
current telephone number (step S536). Then,
transmissioh/reception unit 505 performs processing to make a

. new contract with a service provider (step 5537), perfotms
an oberation for a new telephone number setting (step S5538),

15 and transmits the newly set telephone number to the PC 650 via.
the Internet 10 (step S539).

In response, the PC 650 receives the new telephone numbe‘r
{step S53%2), and outputs the received new telephone number to
the mobile phone A 300m (step S540).

20 Upcn receipt of the new telephone number (step S538), the
judgment unit 360m of the telephone number A 300m deletes the
curreﬁt telephone number from the unique infdrmation storage
unit 310m (step $541), and writes the feceived new telephone

number into the unique informaticnstorageunit 310m (step S542).

25
{4) Other Modification

The above description is given to model change systems
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Yet, the techniques enployed in the nodel change systens 5 neeting
"Requirenent a, b, or ¢c" nmay be applied to a nodel change systemthat does
not involve Internet connection. That is to say, the above nodel change
syst em 600e whi ch does not involve |Internet connection nay be constructed
to neet the "Requirenment a, b, or ¢c". Simlarly, the above nodel change
syst em 600g whi ch 10 does not involve |nternet connection niyadnary 200
constructed to neet the "Requirenment a, b, or ¢c". 4.4 her The nobile
phone in the above enbodi nent 4 may be 15 constructed to have its unique
I nfor mati on sdch age windich meéhs N""Req Sl Mreartda, | h, t brsctas&achpori hbesé
change, the user detaches the SIMcard fromthe nobile phone A and.
attaches t hen®ia ehrage siiatens REfaEHENIFDNFhARIPDIFENEePRBRECA afot e
nobi | e phone B. Alternativelg,%gpon nodel, change nodel change device
h

.. th
20 may per f ST FE&GehREnEI8RI SHVE G 5o h§h%o Pr&*pfibne A and
attachment of that,3l M&@Egchg'wg?m .llo?zeghfﬁg%lg' %@?ﬁé&%{) iltse%)ﬁéﬁé he

above description, The I'hterna of age “uni the il e phone
consi stet Wddi sthe i &senedtNy £BL | Nl hgePehabh Y eHitB hethddl &hsSnd@nory
capacity. 25 Conventionally, this imtation results in the

fol | ow ngpr aiis2rem thattdeeLase iheolvd amalrnetocagesdtidni s Thakl iwitd
digital works, the user is required to delete sone of the digital works

stored 91 9 sFanubhy QO made hetiangsr agsten A0dgewhibeh daessaetrineclvee

menory space before purchasing another digital work, or he sinphy has to
give up purdRESTRG ATRSTERoaiTRY AF GRSk ructed to meet the “Requizerent

a, b, orc”. Similarly, the above model change system 600g which
10 does not involve Internet connection may be constructed to meet

the “Requirement a, b, or c”.

4.4 Other

The mobile phone in the above embodiment 4 may be
15 constructed to have its unique information storage unit within
a SIM card. In this case, upon model change, the user detaches
the SIM card from the mobile phone A, and attaches the SIM card
that is detached from the mobile phone A to the mobile phone
B. Alternatively, upon model change, the model change device
20 may perform detachment of the SIM éard from the mobile phone
A and attachment of that SIM card to the mobile phone B.

As apparent from the above description, the internal
storage unit 303 of the mobile phone consistent with the present
invention is generally limited in its memory capacity.

25 Conventionally., thislimitationresultsinthe followingproblem.
In the case the internal storage unit is full with digital works,

the user is required to delete some of the digital works stored
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However, according to the present invention, a user is 5 allowed to store
sone of the digital works stored in the internal storage area of the main
device, i.e., the nobile phone, into a recording nediumattached the main
devi ce when he decides not to use the digital works any tinme soon. In this
manner, a free nenory space is secured in the internal storage area of the
main 10 device without losing the rights to play back those9diaguag 2006 ks
he has purchased. As a consequence, the user is allowed to purchase and
store sone nore digital works into the internal storage area. Further,

wi th the abdvettodatewatl @rorageonttnt oarcuyptefired heawd ysimercedbdfoze
certain main device into a recording nmediumis not possibly decrypted and
pl ayed back pwychapisgherokhen diead el W@ﬁﬁhogghh%H@ﬂﬁédbﬁéﬁnéonﬁﬁY%ﬁﬁ1s
attached thereto. That is to ay, the present invention achi eves an effect
of neeting PESSFASLASr dnOHRHEN lgh%&lé‘ ent stored by a certain main

of eeti ng FEGEYASH der 3nOtRar ¢hit ored by a certain min
fr om being decryplGAbrE DS EH s VsEG B anar TRaCH B8y f & “al Though

the recogdi 0g;aRdLWR SEY+EESohs 4 LRERET ke RLQs SHdidd {HMthaernt d @ pr esent
I nvention achieves the effect that a content provided with a certain usage

condition i stoz2agpesired teedthe heiplderadthackeonlyhavhebillbephisage icardi tion
is met. Still further, the present invention achieves the 92 9 January

2006 f ol | owane@ifdicty npdhuneddlaatieantize fnedm detiare han e degédeg@ott o
anot her main device. That is, a new nain device that has
to use the digital works any time scon. In this manner, a free
memory space is secured in the internal storage area of the main
10 devicewithoutlosingtherightstoplaybackthosedigitalQorks
he has purchased. As a consequence, the user is allowed to
purchase and store some more digital works into the internal
storage area.
Further, with the above constrﬁction, a content encrypted
15 and stored by a certain main device into a recording medium is
not possibly decrypted and played back by any other main device
although the recording medium is attached thereto. That is to
say, the present invention achieves an effect of meeting
copyholders’ demand that acontent storedbyacertainmaindevice
20 into a recording medium device attached thereto be prohibited
from being decrypted or played back using any other main device
although the recording medium device is attached thereto.
Still further, the present invention achieves the effect
that a content provided with a certain usage condition is
25 permitted to be played back only when the usage condition is

met.

Still further, the present invention achieves the
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replaced an originally used main device is permtted to read and playback
the contents that have been purchased and stored 5 in a recordi ng nedi um
device by the original nmain device w thout applying processing to the
contents. 5. PREFERRED EMBCDI MENT 5 Now, description is given to a digital
work distribution 10 system 100i (not illustrated) consistent with
preferred enbodinment 5 of the present invention. The digit8alJanaaky 2006

di stribution system 100i has -a construction simlar to that of the digital
work distribution system 100. Thus, description is given mainly to the

di fferences rdblowidy elfgeditgipoh il dhahgibfitimma sgsteimlidin Heeridiegi t al
wor k distribution system 100i includes a nobile phone 300i and a nenory
card 400i orte arertoreyr gadd 4e0pcenstWwt isf, ehoewohiie gefoire 30@Etahdst he
menory card 400, respectively._ The user attaches either of the nmenory card
400i or 400pFerZ@Rasst BReCHbBiNel pYoREEBEWHLN Seyicsnit (RRET OV U F6RF Card

4001 As sh j n_Fl I 27, .th _400i i f ty
s hevthel BakBoch the oG ERRE G S5 e o SRR REH ssfbe, U0
nit 412, a ; I ; t > A it
414 prosPor &b FATO Ea TG E A 4B VELaR Rt by lta) Mt rdBnire R 1

the type ofé@@quggoch@gggiAQO£e dhe asrhmfeidd cation unit 490 perforns

chal | enge-response ype nutual authentication with the authentication unit
390
5. PREFERRED EMBODIMENT 5
Now, description is given to a digital work distribution
10 system 100i (not illustrated) consistent with preferred
embodiment 5 of the present invention.

The digital work distribution system 100i has a
construction similar to that of the digital work distribution
system100. Thﬁs, descripticnisgivenmainly tothedifferences

15 with the digital work distribution system 100.

Thedigitalworkdistributionsysteml00i includesamobile
phone 3001 and a memory card 400i or a memory card 400p instead
of the mobile phone 300 and the memory card 400, respectively.

The user attaches either of the memory card 400i or 400p

20 to the mobile phone 300i.

5.1 Construction of Memory Card 4001

As shown in FIG. FIG. 27,' the memory card 4001 is composed
of a type storage unit 414, an authentication unit 490, a first

25 external storage unit 412, and a second external storage unit

411.

The type storage unit 414 prestores information showing
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i ncluded in the nobile phone 300i. 5 The first external storage unit 412
has a storage area for storing the encrypted content. The second external
storage unit 411 is a nmenory unit that 1is permtted to be read and witten
fromanother end, i.e., the nobile phone 30 G only after authentication
by the authentication 10 unit 490 has been successfully perforned. The
second external storage unit 411 has a storage area for st&Jangaen209pt ed
concatenated i nformati on, which will be described later. 5.2 Construction
of - Menory Card 400p 15 As shown in FIG 27, the nenory card 400p is
conposed of a smeioppel stypeagbaunis YHié Gymwk af edticemeabrgt oradedldit 410. The
type storage unit 415 prestores information showng a first type that is
the type of the nBRerdutdw@ndigaggonThelt 45 rexferimchaldérage-LRFPOID has a

storage area 20 for stori t he encrypted content. Here, the ngno card
2001 and t heYRERBISURLr AUHBBRC AT Hhn rih e HENRBROFS LR GO0 J9s t he

aut henti cat i, i i . C .400p does not. 25 5.3 Mbile
Phone 300i Aglgéﬁg\'/ev% %[\ﬁ ﬁ%rﬁ%f?@%%ebﬁ@lﬁhone 300i includes a first
encryptign/ decrypphong 1idd 332884 étégsgadm%t %1baRUar¥ 200Bage area

encryption/decryption unit 381 instead of the encryption/decryption unit
380 that thgorobtbeipfotice HEH:dypdddlesntentr.t her, the nobile phone 300i

includes a type read unit 391 and the authentication unit 390. Wth other
respect, the nobiTke second external storage unit 411 is a memory unit that
is permitted to be read and written from.anotherlend, i.e., the
mobilephone 300ionlyafterauthenticationbytheauthentication
10 unit 490 has been successfully performed. The second external

storage unit 411 has a storage area for storing encrypted

concatenated information, which will be described later.

5.2 Construction of Mémory Card 400p
15 As shown in FIG. 27, the memory card 400p is composed of
a type storage unit 415 and an external storage unit 410.
The type storage unit 415 prestores information showing
a first type that is the type of the memory card 400p.
The first external storage unit 410 has a storage area

20 for storing the encrypted content.

Here, the memory card 400i and the memory card 400p differ
in that the memory card 4001 has the authentication unit while

the memory card 400p does not.

25 5.3 Mobile Pheone 3001

As shown in FIG. 27, the mobile phone 3001 includes a first

encryption/decryption unit 382 and a second
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5 phone 3001 includes conponents simlar to those of the nobile phone 300.
(1) Type Read Unit 391 When either the nmenory card 400i or the nenory card
400p 10 is attached to the nobile phone 300i, the type read unit 391
reads the second type information fromthe type storage unit 414 of the
menory card 4001 if the nmenory card 400i is attached, or reads the first
type information fromthe type storage unit 415 of the nenBrlancand2@@®p i f
the nenory card 400p is attached. 15 Successively, the type read unit 391

out puts the fdratyptilonpeleickiy@riahi 0AiOr 38ECONstdyPpesf ey mat i on whi chever -
is read to the control unit 366i. (2) Control Unit 366i 20 The contr ol
unit 3661 recwioraptibe/Hecstyptype vunit@8leatianthencbhbe spronadotyipeludes.
information fromthe tgpe read unit 391. In the case of receiving the
first type i AT ohnetRebtbptPiinaFA0i3d6iclndesr act vpe eedd ngrit 391
encryption/decryption unit, 382 to perform encryption/decryption

processi ng. 289§ ARtREREIGRE IR BNVE 3P G-heWi bl Ghler RS nasTor #he Mehilehe
control ugit i fhkst. instructs the authentication_unit 3 o

t oper f or mg‘rut gggﬁt %%él ilé"arliuo esﬂ/\ncf’ﬁlp?ﬂ%ﬂg?rﬁ’sf“%aﬁ'rdt&oﬁ#‘.’s%p%‘%%@@ Bosihtary
2006 recei vi ggohaf gpgution indicative of successful authentication from
the authentication unit 390, the control unit 366i instructs the second
encryption/decryption unit 381 to perform encryption/decryption processing.

Alternatively, upon 5 receiving information indicative of unsuccessful
(1) Type Read Unit 391

When either the memory card 400i or the memory card 400p

10 is attached to the mobile phone 300i, the type read unit 391
reads the second type information from the type steorage unit

414 of the memory'card 4001 if the memory card 400i is attached,

or reads the first type information from the type storage unit

415 of the memory card 400p if the memory card 400p is attached.

15 Successively, the type read unit 391 outputs the first
type information or .sec.dnd type information whichever ié read

to the control unit 366i.

(2) Control Unit 3661
20 The control unit 3661 receives the first type information
or the second type information from the type read unit 391.
In the case of receiving the first type information, the
controlunit 3661 instructsthe first encryption/decryptionunit
382 to perform encryption/decryption precessing.
25 In the case of receiving the second type inform_ation, the
control unit 366i first instructs the authentication unit 390

toperformmutual authentication with thememorycard400i. Upon
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aut hentication fromthe authentication unit 390, the control unit 366i
termnates the processing. (3) Authentication Unit 390 10 Upon receipt of
an authentication instruction fromthe control unit 366i, the

aut hentication unit 390 perfornms chall enge-response type nutual

aut hentication with the authentication unit 490 of the nmenory card 400i,
and then outputs to the control unit 366i information showlrgnwaer BGOGt he
15 aut hentication has been perforned successfully or unsuccessfully. (4)
Second Encryption/Decryption Unit 381 The second encryption/decryption unit
381 has a 20reswmistingcinbormiamidmintddcehave off shecessfybiiuchbtdeteypiomn unit
380b. That is, the second encryption/decryption unit 381 generates a title
key, and encfr‘%?ﬁ't'%h%ﬂ‘étlt‘?@‘FJecak"el;Pm‘é'ilh@:iaouﬁi%&u@ﬂtkré’}‘-tf@-'-'g%% hpetapcts

encrypted title key. The second encryption/decryption upit 381 al so
oncrypt s a COR GREVRS! AOCEVRELTR (S AT LG Glier P4 &R BREFYHEod cont ent

I n. addi tion, i decryintd on I §ﬁg 9 uary 2006
decrypts thgntgrt%gpégtggggte???gyl%?Oé]‘lhat |S)s/l9{de'adp'¥€%%ﬁt e erg;lglf‘forl'%%qllcard 4001 to
gener at est heckitkenkeyYnrapdat hen feprddiisd g uaBer¥essgucontent that is
read fromthe nenory card 400i using the generated title key to generate

t he cont ent aubhéb}iEat sdn Ehosny ptheonDeeny pta ohotnirti t3820, the control

unit 36€éi terminates the processing.

(3) Authentication Unit 390

10 Upon receipt of an authentication instruction from the
control unit 366i, the authentication unit 390 performs
challenge-response type mutual authentication with the
authenticationunit 490 of the memory card 400i, and then outputs
to the control unit 366i information showing whether the

15 authentication has been performed successfully or

unsuccessfully.

(4) Second Encryption/Decryptien Unit 381
The second encryption/decryption unit 381 has a
20 construction similar to that of the encryption/decryption unit
380b..

That is, the second encryptioh/decryption unit 381
generates a title key, and encrypts the title key using a unique
key to generate an encrypted title key. The second

25 encryption/decryption unit 381 also encrypts a content using
the title key to generate an encrypted content.

In addition, the second encryption/decryption unit 381



The first encryption/decryption unit 382 has a construction simlar to the
encryption/decryption unit 380. That is, the first encrypt ion/decryption
unit 382 encrypts 10 a content using a unique key to generate an encrypted
content. Alto, the encryption/decryption unit 382 decrypts the encrypted
content that is read fromthe nenory card 400p using the unique key to
generate the content. 15 5.4 Operations of Digital Wrk D s®rabuano20®yst em
100i Now, description is given to the operations of digital work

di stribution systemd@lie vhtbypeterentk: tkeyt hhat! bywterd frohovheimeddy 28.
When either the nmenory card 400i or the nenory card 400p 20 is attached to
t he nobil e phomsd 30011 tcheyangpreteeadeunitl8okeyr canid then steoripts pdae
information fromthe type storage unit 414 of the nenory card 400i if the
nenory card AEKYREes capkheat that dsansad Heam £5¢ ey SRSEnAL P brisirdm t he

type storage unit 415 of the nmepnory card 400p if the menory card 400p is
attached. 25 HHe I§5Fatedd tdhile 56Y BEtBﬁ?gr?E% FREFLITTEE € ype i nformation

or second type information to the control unit 366i (step 5351) . Upon
recei pt OP the first type information (step 5352), 97 9 January 2006 the

control unit‘%)6@2f52§F§E?P§tEgﬁ/bgg§9p@ggﬁy@ﬁigﬂﬁﬁ@cryption unit 382 to

perform encryption n processing. In response, the first
encryption/ decrypt iraa ﬂﬂkét3§£cg§¢iiﬁﬂaaedﬁyyamaﬂ Qwide@Bephiagnapr ocessi ng

(step S358). 5 On the other han upon recei pt of the second type
informati on (eheprbids2pn sheitant tol thwmien@GfHt fdan/stednypitient snit 380.
That is, the first encryption/decryptionunit 382 encrypts
10 a content using a unigque key to generate an encrypted content.
Alto, the encryption/decryptionunit 382 decrypts the encrypted

content that is read from the memory card 400p using the unique

key to generate the content.

15 5.4 Operations of Digital Work Distribution System 100i
Now, description is given to the coperations of digitai
work distribution system 100i with reference to the flowchart
shown in FIG. 28.
When either the memory card 400i or the memory card.400p
20 is attached to the mobile phone 300i, the type read unit 391
reads the second type information from the type storage unit
414 of the memory card 4001 if the memory card 400i is attéched,
or reads the first type information from the type storage unit
415 of the memory card 400p if the memocry card 400p is attached.
25 The type read unit 391 outputs the read first type information
or second type information to the control unit 3661 (step S351).

Upen receipt of the first type information (step 5352),
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the authentication unit 390 to perform nutual authentication. In response,
the authentication unit 390 authenticates the authentication unit 490 of
the nenory card 400i (step 5353) 10 Wien the authentication is successful
(step S354, YES), the authentication unit 390 waits for the authentication
unit 490 of the nenory card 4001 to authenticate the authentication unit
390 (step S355) Wien the authentication by the authenticati8rdanuamnt20¥® i s
successful (step S356, YES), the control unit 366i 15 instructs the-second
encryption/decryption unit 381 to perform encryption/decryption

processi ng. lhel @Spoftseunt 8 65eCONME rRAGI MY F ORéHeatypbt 08n Udé&rdstl on
perfornms encryption decryption processing (step 5357). In the case

aut henti cati emiitn38RBetst ppr 836 emcrypttive /sleepyp2@oS3pBocss sirsuccésnst ul

the control unit 366i term nates the processing. 5.5 Overview As described
above, in enB8dPARBAL, Sthe hel npbisncpitrieon/gscriiggeanvwhet hetb% rasforpscar d

ttached thereto ipcl t henticati, [t b th d
Cype. Vhen | GGPH L PRATST R FERTLSF Ao {PAci BHEE SACBLt hent | cat | on’ uni .

(7ot 18 o a0l MAR IS PEcher ToBIGE I O B SBe e,
j udgi ng that j nEBemAEIEH Y s¢apds S9Ls, Rek dayed deuADt: a3l diert Featinn dbikk, the
nobi | e phone perforns encryptlon/dbcryptlon processing with the 5 first
encrypti on/ dehe ypitiem tuimiat.i of. uPREFERRED dMEERIVENMN uSL authentication.
In response, the authentication unit 390 authenticates the
authentication unit 4920 of the memory c&rd 4001 (step S$353).

10 When the authentication is successful (step S$354, YES}, the
authentication unit 390 waits for the authentication uhit 490
of the memory card 4001 to authenticate the authentication unit
390 (step S3535}). Whentheauthenticathmxbytheauthenticafion_
unit 490 is successful (step S356, YES), the control unit 366i-

15 instructs the second encryption/decryption unit 381 to perform
encryption/decryption brocessing. In response, the second
encryption/decryption unit 381 performs encryption decryption
processing (step S5357).

In the case authentication in the step 5354 or in the step

20 8356 is unsuccessful, the control unit 366i terminates the

processing.

5.5 Overview

As described above, in embodiment 5, the mobile phone
25 judges whether a memory card attached thereto includes an
authenticationunitbasedonthenmmorycardtype. When judging

that the memory card includes an authenticationunit, the mobile
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Now, description is given to a digital work distribution system 100] (not
illustrated) consistent with preferred 10 enbodi nent 6 of the present
invention. The digital work distribution system 100j has a construction
simlar to that of the digital work distribution system 100c. Thus,
description is given mainly to the differences with the digital work

di stribution system 100c. 15 The digital work distribution $yaneanyldiij6
includes a content distribution server device 200j, a nobile phone 300i,
and a nmenory card 400] instead of the content distribution server device
200, the nDERARERRIO BEUSNGRP | HN/AGFFVP tdQRP 0T S S ingdpiddt FRep§conte
digital work distribution system 100;] 20 further includes a paynent device
(ot L1 st SRRSaPC LORLACT BN O Aot A S ek Y qBOFRe oBa Shirt he
paynent devi o) t a r_yi ; r.net (

Content Di st eolERSRs SPEE ek et 057 H0E o Byl R wlPh s o

exanpl e, t heoe0Ne@Hon! (M ASrmdhd r gtk B/ delS 2RALAH r el BUL 1IN 1ReT Ver
devi ce 200j ioncl u?gltso aﬂfi ghtmi nf o?znggctji on tablygﬁGlOTBrQQ 9 j'a?lualry 2006 The

ri ght inbor fatrsanehabypt 630/désrvptlatr alnitty of storage areas each for
storing usage information conposed of a user ID and usage right
information. The user IDis an identifier for identifying a user. 5 The
content IDis an_identifier for identifying a content. The usage right

infornationGrSPBFEE?$%%tE%ﬁ°Q¥¥5W%é? to use the content.

Now, description is given to a digital work distribution

system 100j (not illustrated} consistent with preferred
10 embodiment 6 of the present invention.

The digital work distribution system 1003 has a
construction similar to that of the digital work distribution
system 100c. Thus, description is given mainly to the
differences with the digital work distribution system 100c.

15 The digital work distribution system 100j includes a
content distribution server device 200j, a mobile phone 3001,
and amemory card 400j instead of the content distribution server
device 200, the mobile phone 300, and the memory card 400,
respectively. The digital work distribution system 100j

20 further includes a payment device (not illustrated). The

| content distribution server device 200j and the payment device

are connected to each other via the Internet 10.

(1) Content Distribution Server Device 200j
25 As shown in FIG. 29 by way of example, the content storage

unit 201 of the content distribution server device 200j includes

a right information table 610.
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(2) Menory Card 400j; 10 As shown in FIG 30 by way of exanple, the nenory
card 400j includes a first external storage unit 412] and a second
external storage unit 411j. The first external storage unit 412] has a
storage area for storing an encrypted content. The second external storage
15 unit 411] has a storage area for storing usage information conposed of
the content 1D and the usage right information. Note that 9Wansano2@06
external storage unit 411 is readable and witable only after the nobile
phone 300j and -the nenory card 400 are nutually authenticated. 20 (3)
Mobi | e Phone 300jThé&hel ghibi h 2o phatibor808blerédStiores glhealdey ¢encréger for
identifying the user of the nobile phone 300j. 25 (4) Operations of Digital
Wor k Di st ridnessopasShstamstogiingWwsdgs dnépeneelen qamPraseshehiat 1S&RoWh i n

FI Gs. 31 and 32, description is given tqo the operations of the digital work
100 9 Janu@nf 2886 i iy BBtfPSHagﬁg’PemT%@O]‘?’eT‘—iIr%tl? e “ﬁllir%&ﬁr' °Xi ven to
t he operatLgpstggrEgrngd tg obtain a content fromthe content distribution
server devi*€&" 5].95 UB%% feceipt of a content ID fromthe input unit

365, thg contenk,pWGRASINES YRidn §Qén9£f£41efapahleﬁt@h?@a 30Qbnts@nsmits
to the content distribution server device 200] the con en? | D together
with the user |Drhbaisdge Highedihbereibidstiepthd7djght of the user to

use the content.

(2) Memory Card 400j
10 As shown in FIG. 30 by way of example, the memory card

4003 includes a first external storage unit 4123 and a seceond
external storage unit 4113j.
The first external storage unit 4124 has a storage area
for storing an encrypted content. The second external storage
15 unit 4113 has a storage area for storing usage information
composed of the content ID and the usage right information.
Note that the second external storageunit 411j is readable
and writable only after the mobile phone 300j and the memory
card 40037 are mutually authenticated.
20
(3} Mcbile Phone 3003

The mobile phone 300j prestores the user identifier for

identifying the user of the mobile phone 300j.
25 (4) Operations of Digital Work Distribution System 100]
With reference to the flowchart shown in FIGs. 31 and 32,

description is given to the operations of the digital work
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Upon recei pt of the user ID and the content ID (step S371), 10 the content
di stribution server device 200j calculates a content fee using the
received content ID (step 5372), and transmts to the paynent device the
user ID, the content, ID and the calculated content fee (step 5373). Upon
recei pt of the user ID, the content ID, and the content 15 fee (ste

5373), the payment device performs the payment processing 9ckanubey 2606
identified by the received user IDto nmake the paynent according to the
received content fee, and generates a paynent certificate (step 5374), and
transmts tHeéstusbotidh shetaont®nt. | D, and the paynent certificate to the
content 20 distribution server device 200] (step 5375). Upon receipt of the
user | D, the contBhtsy.Ddegedirhéopalansiitverceetilis eresatirep By rmache
content distribution server device 200j reads the content that corresponds
to the recefF9&Pedmt 2FONEEBL FEvH £RE %%lrﬁ%ﬂﬁ dé?%’?‘i@i‘étjcﬁﬁ fe5¥8r (q%5es376) |
gener at es tjj'ﬁ 25 usage right information for the read content (step 5377),
and wites %%‘ received user ID and contents IDin association with the

generat g usage rU;QJH rbEé%Ff%f ANcditidhd B ft&@tth_le“irg&ﬁ‘@tuh% 394, ¥ndanuary
2006 table 610 provided in the content storage unit 201 (step 5378) .

Next, the cofiedtit dugthkBihyomSenverofiatecroRld phivarsadd$ tHriadsmiead
content, the generated usage right information, and the received content
ID to the nobithe phohenB0® s sty 387 8prvEr i geedf0pt theé cdrEesdnient, the
usage right information, and the content ID (step 5379), the mphile phone
300] encryptegethRr wd&8i YRe EwwK &t thAl L% (ﬁt@sFefjhgh%ﬁ%%Tfpﬁ-‘&FHﬁﬁt?éht i nto

the Upon receipt of the user ID and the content ID (step $371),
10 thecontentdistribution serverdevice 200j calculates a content
fee using the received content ID (step S372), and transmits
to the payment device the user ID, the content, ID and the
calculated content fee (step S§373).
Upon receipt orf the user ID, the content ID, and tile content
15 fee (step S373), the payment device performs the payment
processing for the user identified by the received user ID to
make the payment according to the received content fee, and
generates a payment certificate (step $374), and transmits the
user ID, thecontent ID, andthe payment certificate tothecontent
20 distribution server device 200j (step S375).

Upon receipt of the user ID, the content ID, and the payment
certificate (step $375), the content distribution server device
200j reads the content that corresponds to the received content
ID from the content storage unit 201 (step $376), generates the

25 wusage right information for the read content (step §377), and
writes the received user ID and contents ID in association with

the generated usage right information into the right information
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first external storage unit 412j included in the nmenory card 400 (step
5380). Further, the nobile phone 300 wites the 10 received usage right
informati on and content ID in association wth each other into the second
external storage unit 411 included in the nmenory card 400] (step 5381).
Next, description is given to the operations for re-obtaining the once
obt ai ned content in the case, for exanple, 15 the user del 8tJenuahe2006
encrypted content stored in the nenory card 400j by m stake. The nobile
phone 300j reads the content ID together with the correspondi ng usage

ri ght infornabilensd It protlideserontie exisrntabteragagaitin2®1 45tjepi $TT8ded i n
the nmenory card 400 (step 20 5391), and transmts to the content

di st ri but i olNegdvethaleontent 206t ribatiead woredtviqs 3RA7 feagemitgHihe
informati on together wth the user ste on_recei

92).. f th
user |ID, thé&e@@nfenterh, t&}‘?dgtel’i’@rﬁ§§|§lgug??ﬁfﬁi53 E}F’ﬁggf“éﬁl‘f’gt e%t‘%%é"ﬂt , et he
tent distributi - . o] Nelg!
Comtent o SLLLBUILN SELUEE £, £ P 200L Ly ouhe ot 1

sane set user ent I D as

the recejved sety(si eRcr33B)or t MDA, Nthd N8hgd K8 3RMEn ASmAfighser 1D
and 102 9 January 2006 content ID are present in"theright information

tabl e 610 (ghapthsS3areES)p (Stepcoprent wheshobbld ipionzeBief «edypes200)
reads fromthe content storage unit 201 the content corresponding to the
recei ved cohhentededviest epn€884)anchrtiorbethe ansnipted tontead istesheent to
t he nobi |l e phone 300] (step S395). In response, the nobile phone 300j
recei ves t hEisshtesiernal storage unit 41237 included in the memory card
- 4003 {step S380). Further, the mobile phone 300) writes the
10 received usage right information and content ID in association
with each other intc the second external storage unit 411j
included in the memory card 400j (step S381).

Next, description is given to the operations for
re—obtaininétheonceobtaihedcontentinthecaée,forexample,

15 the user deletes the encrypted content stored in the memory card
400j by mistake.

The mobile phone 300j reads the content ID together with
the corresponding usage right information from the second
external storage unit 411j included in thememory card 400] (step

20 $391), and transmits to the content distribution sever device
2007 the read content ID and usage right information together
with the user ID (step 5$392).

Upon receipt of the user ID, the content ID, and the usage
right information (step S392), the content distribution server

25 device 2003 judges whether the right information table 610

includes the same set of user ID and content ID as the received

set {step $393). When judging that the same set of user ID and
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(step 5395), encrypts the received content to wite into the nenory card
400j (step S396). Alternatively, when judging that the sane set of user ID
10 and content ID as the received set is not present in the right
information table 610 (step 393, NO, the content distribution server

devi ce 200j discards the received user ID, content ID, and usage right
informati on, and performs no other operations. 15 7. PREFEREBNH OENT 7

Now, description is given to a digjtal work distribution system 100k (not

il lustrated) TBHAH gﬁtarw PREPRRF ey EHe ErBUdiRERFMFLHPn thed Ly B5@nkstep

invention. T o]l rk distribytion,system 100k has a 20_construction

S T 1o T RESharES) s -t poni BYE S eter deRice Holhesteon 1's
i ven nmai nl i ff.eren i A igital i i bution stem

Shen RN Y et e el Bces ut iNp fheodt ahd dlowarl dhstaLbutdon

di stributioni$@ry¥eke AR £8nRARK TR (SPL) 158 sRHONG BPRKR t:%%s@rﬂ%atﬁ?%gg%{ecar d

400k i nstead of the content distributi'on server device 200c, the no

phone 3008, abgtehe TBMORY¥ ®akhdl406hond EXIELt (stely 53583 .9 January 2006 (1)
Content Distribution Server Device 200k As shown in FIG 33 as one exanpl e,

the content storagkn nesgor2@] ohetheb tbhatpnrined3801 i berte ove s aheetofesnte
200k includes 5 a content information table 620. The cont ent i nformati on
tabl e 620 i néPEERSSE Pl ursiiqawpt sotheerscot vedneemiten thfter watiiteniasehthe

composed of a_content, dBioos (step S396).
Alternatively, when judging that the same sét of user ID
10 and content ID as the received set is not present in the right
information table 610 (step 393, NO}, the content distribution:

server device 200j discards the received user ID, content ID, '

and usage right information, and performs no other operations.

15 7. PREFERRED EMBODIMENT 7

Now, description‘_{s given to a digital work distribution
system 100k {not illustrated) consistent with preferred
embodiment 7 of the present invention.

The digital work distribution system 100k has a

20 construction similar to the digital work distribution system
100¢c. Thus, descriptionis givenmainly tothedifferenceswith
the digital work distributiron system 100c.

The digital work distribution system 100k includes a
content distribution server device 200k, a mobile phone 300k,

25 andamemorycard 400k insteadof the content distribution server

device 200c, the mcbile phone 300c, and the memory card 400,

respectively.
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a correspondi ng content, and a correspondi ng type of unique information.
10 The content IDis an identifier for identifying the content. The
content is a digital work such as a piece of nusic or a novie. The type of
uni que information shows what unique 15 information is to be used to
encrypt the content upon being stored into the nenory card 400k. A shown
inthe figure, the type of wunique information in this exanplJarnskon@0est her

"medi um uni que" type or "device unique" type. 20 (2) Menory Card 400k As
shown in FI'G 34, the nmenory card 400k includes the authentication unit
490, a first external storage unit 412k, and a second external storage
unit 411k. The first external storage unit 412k prestores nedium 25 unique
i nformati on (i SenitenthBishfdpubidwrSemisudevdcehd@lfiknory card 400k.
Further, the second external storage unit 411k has storage areas for
storing the uni quéslﬁ‘?ﬁrhéﬂ ERG ty%g FhAChBXAMRL Y FARUSPHEODD S EiFddft ed
content in @ass ALen w t h each. other. The aut henticati nit 49

per forms ChariEmi Pos Bsn%oent%fffp%%fﬂ%hftﬂa%ﬂﬁ%ﬁﬁrca? e Atk et s
authentlgatbogoH@bhtBQQfggm goone 300k. 5 (3) Mobile Phone 300k
As shown in FIG 34, the % ne 300k includes a first

The content lnformatlon table 620 includes a plurality
of sets of content information each composed of a content ID,
a corresponding content, and a corresponding type of unique
informaticn.
10 The content ID is an identifier for identifying the
content.
The content is a digital work such as a piece of music
or a movie.
The type of unique information shows what unique
15 informationis tobeusedtc encrypt the content uponbeingstored
into the memory card 400k. A shown in the figure, the type of
unigue information in this example shows either “medium unique”

type or “device unique” type.

20 (2) Memory Card 400k

As shown in FIG. 34, the memory card 400k includes the
authentication unit 490, a first external storage unit 412k,
and a second external storage unit 411k.

The first external storage unit 412k prestores medium

25 unique information which is the information unique to the memory
card 400k. Further, the second external storage unit 411k has

storage areas for storing the unique information type and the
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encryption/decryption unit 382 and a third encryption/decryption unit 383
instead of the 10 encryption/decryption unit 380 included in the nobile
phone 300. The nobil e phone 300k further includes the authentication unit
390. Wth other respect, the nobile phone. 300k includes the sane
conponents as those included in the nobile phone 300. 15 (Unique

I nformation Storage Unit 310) The unique information storag® Januand2006
prestores device unique information that is generated based on infornmation
unique to the nobile phone 300k. 20 (Authentication Unit 390) The

aut henti cat i Gt M de S U RYOL B 2688LL 20961 ro?f'&)rprésa"ch loepe Ut ual

authentication with the authentication unit 490 of the nenory card 400Kk,

and then outputs trhet betsonticdtioh tn366460 pat-66fls ickalikagengevpotfer t he
aut henti cati on has been 25 perfornmed successfully or unsuccessfully.
(Control Unityr368k}udds o hrnigeay 1200461 th ¢ heomt rlan tuimiatt 1366kn e @8i0ves from
the authentication unit 390 _the information indicative of either

successful st Rewiil€aPh8Reor8Kksuccessful authentication. Upon receipt of

i nformat Lon indicative of successful 5 authentication, the control unit
366k sel éctively instructs either the first encryption/decryption unit 382

or the thqu3 e&g%%ggigﬁé §c53@£|on unit 383 to performencryption /decrypt
i on. processing e selection of the two encryption/decryption units is

made accordi ng toakRk@owhl IEIG. 34, the mobile phone 300k includes a first
encryption/decryption unit 382 and a third
encryption/decryption unit 383 instead of the
10 encryption/decryptionunit 380 included in the mobile phone 300.
The mobile phone 300k further includes the authentication unit
390. With other respect, the mobile phone 300k includes the

same components as those included in the mobile phone 300.

15 (Unique Information Storage Unit 310)
The unique information storage unit 310 prestores device
unique information that is generatedbasedon information unique

to the mobile phone 300k.

20 ' (Authentication Unit 390)
| The authentication unit 390 performs éhallenge—response
type mutual authentication with the authentication unit 490 of
the memory card 400k, and then outputs to the control unit 366k
information showing whether the authentication has been

25 performed successfully or unsuccessfully.

{Control Unit 366k)
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10 information type. (First Encryption/Decryption Unit 382) The first
encryption/decryption unit 382 has the construction simlar to that of the
encryption/decryption unit 15 380. That is, the first
encryption/decryption unit 382 encrypts the content using the device
uni que information to generate an encrypted content. Further, the first
encryption/decryption unit 382 decrypts the encrypted cont@nlaruaat 2008
been read from 20 the nmenory card 400k using the device unique information
to generate the content. (Third Encryption/Decryption Unit 383) The third
encryption/ decrypt b ePnEraBrtidadstkhaeredram £ 28 e tiensrivation
stored in the send external storage unit, 411k included in the nenory card
400k. Upon er&riyptit8nthenanf Arpat &eR riffs Sy idee Qfpeilshesnisrcssssfos 9
January 2006 gﬁé%égts he content using. the read nediym unique information
t

d
5 &CBR BRCPY PRI COT T, BHTIeT6FES HPRe encrypt ed

as a key to g

content i n associ bl Mddy Ihe NS AL RETEHEORSLYDE SBON,DGe o3 fEAT UM

uni que" type into the first “external storage uni € nenory

card 400ks Up@Bndgeiy®tion, e ddHordbieneliwpicen/ degkypt ,emn, ubhis 383 s Uses
the read nedi um uni que information as a key to decrypt the “encrypted

cont ent t hat ehasebegte ridadtl earripeibhystéceypersmlunisd @sagerupheé ¥dLid
thereby to generate the content. 10
encryption/decryption unit 383 to perform
encryption/decryption processing. The selection of the two
encryption/decryption units is made according to the unigue

10 information type.

(First Encryptipp}Decryption Unit 382}
The first encryption/decryption unit 382 has the

construction similar to that of» the encryption/decryption unit
15 380. f o
| That is, the first encryption/decryptionunit 382 encrypts
the content using the device unique'information to generate an
encrypted content. Further, the first encryption/decryption
unit 382 decrypts the encrypted content that has been read from
20 the memory card 400k using the device unigue information td

generate the content.

(Third Encryption/Decryption Unit 383)

The third encryption/decryption unit 383 reads the medium

25 unique infoimation stored in the ssoxd external storage unit
411k included in the memory card 400k.

Upon encryption, the thirdencryption/decryptionunit 383

106



(4) Operations of Digital Wrk Distribution System 100k Now, description
is given to the operations of the digital work distribution system 100k
with reference to the flowharts shown in FIG. 35 and 36. 15 First,
description is given to the operations perforned when the nobile phone 300
k obtains a content and wites the content into the nenory card 400k. The
nmobi | ephone300ktransnmtsto the content distribution server 9denuaey 200& t he
content IDidentifying the content to 20 be obtained (step S421). The
content distribution server device 200k extracts fromthe content
i nformation | t h ntent_ . information having the sane content 1D
éggrg%tes Qhe g?g%e%’g u51n§4g§? eraacggeglum gmf%u? H‘n%ggﬁ?gﬁ?nand

as the recei ve nt ent step ransmni e

the type of i j At i eg,. | nt ent
251 nf or mat | St S e S Bhone: BO (o gy SRR AR e S o

uni t 390 peréortantTihWdsocddttientyiaal tRe uniblettef JrRME b nCEy sk 408K LSt ep
S424) . When the 107 9 January 2006 nmutual authentication is successfully
performed (streplistPEniyes) typehéntortheofivatte:36Binaleseovage tundtcodob2lent and
the type of unique information. When judging that the type of unique

i nf or mat i%n ©% FEopdefardcéPd.d shows "devi ce unique” type (step S426),

5 the control unit 366k instructs.the first encryptjon/decryptian it 382
to perform encryp P8H‘%?ﬁ@@%&PHgFﬁﬁﬁﬁ%ﬁéﬁﬁﬁixpﬁﬁﬁi)4%9%¥§%l°g““lt3 3
encryption/ i ] V4 i i nf.ar i rom

t he uni que ﬁﬁ%%%ﬁ%%?%ﬁHg?%?ggﬁ‘ﬁﬁi %3%€§?§§2%Q§§§gf?%ggﬂappgggngﬁg“%ontent
fromthe i nteidihot8HOE3HLetPi thal0Fas been read from the first external

storage unit 412k, thereby to generate the content.

10
(4) Cperations of Digital Work Distribution System 100k
Now, description is given to the operations of the digital
work distribution system 100k with reference to the flowcharts
shown in FIGs. 35 and 36.
15 | First, description is given to the operations performed

whenthemobile phone 300k obtains é content andwrites the content
into the memeory card 400k.
Themobilephone 300k transmits tothecontentdistribution
server device 200k the content ID identifying the content to
20 | be obtained (step $421). The céntent distribution server device
200k extracts from the content information table 620 the content
information having the same content ID as the received content
ID (step S422), and transmits the content and the type of unique
information that are included in the extracted content
25 information to the mobile phone 300k (step S423).
The authentication unit 390 performs mutual

authentication with the memory card 400k (step S424). When the
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10 The first encryption/decryption unit 382 then encrypts the read content
using the device unique information as a key (step $S428) , and stores the
encrypted content in association with the type of unique infornmation
showi ng the "device unique' type into the first external storage unit 412k
of the menory card 400k (step 15 S429). Alternatively, when judging that
the type of unique information shows "nedi um unique" type QslatwabA2606 the
control unit 366k instructs the third encryption/decryption unit 383 to

f t | he t
ettt ons deBryis S %3@%2%%%3 SRSt Dt RFEfmee R ep 4RSS o
th d i K
(step $430) ex%ﬁ%%%d% R NER R ol 408 R SRS e
third encr yptllr@quﬁ%&bat i %ewutdg%%% then tﬁ@ctzy;m St bﬁl{i@@qﬁ@%ﬁ%oﬁa ng

the read nmedi um 25 unique information as a key (step $43 and stores the
encrypted cafbia@nhas beaSsoetaliven stidWs rHeviyparniqust ﬂypei dwygrgupen,
showi ng the "nmedi um-uni que" type into the first external storage 108 9
January 2006t@M¢OHMlemmttG@@iinsﬁﬁuzﬂ&ﬁhﬂﬁicat@nﬁﬁypquM§65t32yiohn t he
case where the nutual authentication between the card and the

aut hent i cat i 8AitnPE2300 RRELILR |FEYPLdEn BAOSSSRERT - tf%‘ PrE§ee8sengting

t d h d h
perormed wRSRSENE TR oA PSR It (P Sy ok VERE BRERTP od
cont ent Stor?g&gméé‘ AR + £8"h AR 1 n FDEm AU NEUHLGALLOM H013h 0390 & the

nobi | e phone
. S427), and reads the content from the internal storage unit 303.

10 The first encryption/decryption unit 382 then encrypts the read
content using the device unique information as a key (step S428),
and stores the encrypted content in assoc:LatJ.on with the type
of unique information showing the “dev:.ce um.que” type into the
first external storage unit 412k of the memory card 400k {step

15 5429).

Alternatively, when judging that the type of unigue
information shows “medium unique” type {(step S426), the control
unit 366k instructs the third encryption/decryption unit 383
to perform encryption processing. In response, the third

20 encryption/decryption unit 383 reads the medium unique
information from thesecond external storage unit 411k included
in the memory cafd 400k (step S430), and reads the content from
the internal storageunit 303. The third encryption/decryption
unit 383 then encrypts the read content using the read medium

25 unigue information as a key (step S431), and stores the encrypted
content in association with the type of unique information

showing the “medium unique” type inte the first external storage
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performs nutual authentication with the menory card 400k (step 10 5441).
When the nmutual authentication is successfully perforned (step 5442, YES),
the read unit reads the encrypted content together with the type of unique
information fromthe first external storage unit 412k included in the
menory card 400k, and outputs the type of unique information to the
control 15 unit 366k (steps 443) . Upon receipt of the type9danuanyz0s
information, the control unit 366k judges whether the received type

i nformati on shows the "device unique" type or the "nedium unique" type

(step 5444) un%eﬁllz%d@hegugga § ¥PEROT mdtd Q:%Ild'lf‘;%rofﬂat SQEP' g439pvi ce

uni que", the control unit 6k I nstructs e first encryption/ decryption

uni t 382 to per f orm €legrosdd Qe rBl 96 9RithE 1( steReSYAS t id ve@SRRASERe t he
first encryption/decryption unit 382 reads the device unique information

fromthe unmgmerynterdedndnist @edentiicat3df (it moGadés) faabddr ¢seepwes t he
encrypted content fromthe read unit 25 350. The first
encrypti on/ 842PyplPbn thetPBBReS KM det ripmms nathe ahckpeeditadnt ent using

t he read_device unique jnformtion, as. a ke ep $S446), and wites, the
docryptell cont entNeFE o ATREHGT L ARG JB 0 (‘ﬁ"ﬁ?tgr“ﬁ&ﬁs§f-8?a%%r%“ﬂe%03

At o7 nat§ ver e are kB S o B s PRy Ml Rne e,

|nfornatloncbﬁteﬁgdégwgéﬁufﬂmtheQﬂﬁuggnkggh Yhbk. 366k 5 instructs the
third encryption/decryption unit 383 to perform decryption processing. In

response, the thiTk elhaidivddesy yattoBo0NcE 8S mictmidiss \Whvnehg00&ad uni t
350, the performs mutual authentication with the memory card 400k (step
10 S441). When the mutual authentication is successfully
performed (step 5442, YES), the read unit reads the encrypted
content together with the type of unique information from the
first external storage' unit 412k ‘included in the memory card
400k, and outputs the type of unique information to the control
15 unit 366k (stéps 443). Upon receipt of the type of unique
information, the control unit 366k judges whether the received
type information shows the “device unique” type or the “medium
unigque” type (step 5444). When judging the type of unidque
information is “device unique”, the control unit 366k instructs
20 the first encryption/decryption unit 382 to perform decryption
processing (step S445). In response, the first
encryption/decryption unit 382 reads the device unique
information from the unique information storage unit 310 (step
S445), and receives the encrypted content from the read unit
25 350. The first encryption/decryption unit 382 then decrypts

the encrypted content using the read device unique information

as a key (step S446), and writes the decrypted content into the
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medi um uni que information fromthe second external storage unit 411k
included in the nenory card 400k (step 5448), and receives 10 the encrypted
content fromthe read unit 350. The third encryption/decryption unit 383
then decrypts the encrypted content using the read nedi um uni que
information (step 5449), and wites the decrypted content into the
internal storage unit 303. Then, the playback unit 304 pl ags/anacky 26@6
content (step 15 S450). 8. RECAPI TULATI ON As descri bed above, the present
invention is directed to a digital work protection systemthat is for

L _ gi tal vork protecti s for
Composed of & TRrs 08yreIand o racr af ng b hlaudr ek At ANPLAE tna

det achabl e fya@in tihe BBhReHeViigRepTHE4Mpi N device includes: an internal
storage area for storing a content; a unique information storage area for

storing uni que i nAbterhabivébhpl whenunidgiong bn 2hetdtembi 04 ddaitctie appe
encryption unit that encrypts the content stored in the internal storage
area usi ng teuniiegidnitatBriacnors “"pedied uniqueé, itiieecaatkrol mrddge3aflea; a
wite unit that wites 110 9 Januarg 200 t he content encrypted by the
encrypti Bn GAPCIRAES tie Shddsr BRAGYPHEF(RRUMRTEOn Ynikatf Liket PEBFOFRadi ng

t he encrypt?gcggﬁEgg5 Lg@g& Dg%re%%r%%%%ogggiu %sgéﬁéa a decryption unit

t hat decryp € encryp edéco tent” havFng rea read unit; and a

pl ayback S Wit hBabnphéysybecks the cchM eabas e Eﬁ&qrggidnlgn{%is@m dgvice
has an external “storage area for storing the encrypted content that is
witten by mbaiwhidrd quel inodridiel drERod@HeCfeind €REernal storage unit
411k included in the memory card 400k (step S448), and receives
10 the encrypted content from the read unit 350. The third
encryption/decryption unit 383 then decrypts the encrypted
content using the read medium unique information (step S449),
and writes the decrypted content into the internal storage unit

303. Then, the playback unit 304 plays back the content (step

15 S450).

8. RECAPITULATION

As described above, the present invention is directed to
adigitalworkp;oteétionsystemthatisforrecordingandplaying

20 back contents i.e., digital works, and that is composed of a
' main device and a recording medium device attachable to and
detachéble from the main device. The main device includes: an
internal storage area for storing a content; aunique information
storage area for storing unique information that is unique to

25 the main device; an encryption unit that encrypts the content
stored in the internal storage area using the unigue information

stored in the internal storage area; a write unit that writes
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by the read unit of the main device. Here, the encryption unit of the main
device encrypts the 10 title key that is unique to the content using the
unique information, and encrypts the content using the title key. The
wite unit wites the encrypted content and the encrypted title key both
encrypted by the encryption unit into the recording mnedium device. The
read unit reads the encrypted content and 15 the encrypted &ildnuakel006om
t he recordi ng medi um device. The decryption unit decrypts the encrypted
title key usiWge chatenirecriptest pattihenenanybtieey ppti ¢ it ¢heryetediicgnt ent
using the decrypted title key. The recordi ng nmedi um devi ce stores the

encr ypt ed corfﬂ#ﬂtu%ﬁ&‘&lﬁ@"eﬁﬁ?ﬁéﬁuﬁ thcxr kegdingt the eeRgfYRESE ISPE@Nthe
wite unit of.the main device or d hy the_ read unit o he mai n devi ce.

| i

Here. the maitt HoTTEEoFarTHEY TR deE LS oot IR FOH: CBAERsE VREEn and
ai AL ey G 1 Féa_
Honoade ool I e BN Loblpe nI0Enli5288 o PORGLEL Q0SS S8F B1STLRLRT =D

unit judges, aGGOtRARG 1y bREKUSAPe ARRMLL %@@Eéor?ﬂ@ﬁgt}ﬁdflﬂn Rk3y-back

the content. Here, the main device further includes an entication 111

9 January 200 sushtextBHigialesos thdg aredl 86T ARG d DRE UHRS it AUERRBEA€at | on
unit. The external storage area includes a first external storage area and
a second ext &hpdl isterhgeerartga.thier wad teouthe ofrdihe deMinc eewiickesrt head
encrypted title key into the recording 5 nediumdevice or the main device
reads the en®¥yphedread| enkleyof flymmaia desdedi-ng nedi um devi ce, the

aut henti cati on uni}ser()(_;‘c the encrvot . . .
p yption unit of the main device encrypts the
10 title key that is unique' to ‘the content using the unique
information, and encrjpts the content using the title key. The
write unit writes the encrypted content and the encrypted title
. key both encrypted by the én'cryption unit iﬁto the: recording
medium device. The read unit reads the encrypted content and
15 the encrypted title key from the recording medium device. The
decryptionunit decrypts the encryptedtitle keyusing the uniqgé
information, and decrypts the encrypted content using the '
decrypted title key. The recording medium device stores thé
encrypted content and the encrypted title key that arewritten by
20  the write unit o©f the main device or read by the read unit of
the main device;

Here, the main device further includes: a usage condition
storage area and a usage condition judgment unit. The usage
condition storage area stores usage condition data for the

25 content, and the usage condition judgment unit judges, according
to the usage condition data, whether to play back the content.

Here, the main device further includes an authentication
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the main device authenticates the recordi ng nedi um device and the

aut hentication unit of the recordi ng nmedi um devi ce authenticates the main
devi ce. When both the authentication 10 operations are perforned
successfully, the witing orthe reading of the encrypted title key is
performed. The recording nedium device stores the encrypted content and
the encrypted title key into the first external storage ar 8alanudry B806

second external storage area, respectively. 15 Here, the nain device
further includes a usage condition judgnment unit. Prior to the main device

wites usag di ti.an . e C i nto the recaqrdin di um
devi ce or tﬁgﬁﬂghiEhgeﬁ?%gﬁigggéegﬁgmdggégg%&ﬁ%ﬁgﬁgﬁ aeu%¥'PF8%gF%gl°n

recording nBeditum de¥i ERrekhS] A dVOId GALdON nddibieal at Re ORI Oy deMipe 20
aut henti cates the recordi ng nmedi um devi ce and the authentication wunit of

t he recordi regaregieuardevirek aasédend iscateahallhet 6B e deviace. prifiercbend t he
aut hentication operations are successful, the witing or the reading of
the usage c&adint ferigateritepshtoenedyptaha ibd@gkeyointic ithe Fedgneing unit
j udges whether to play back 25 the content according to the us_age condi tion
data. The r 8EGRdPngevhetiamtaeRdd: Seyies Fritshgecrerpisdbiigaeakento the
second external o] ea. 112 9 January, 2006 Here, the usage condition
data i ncl udgé:gl%n}:g%n% ] oflﬂrb‘;r meld!:lirtﬁ Fﬁb’lfﬁe_%%ﬁé‘?u@ﬂ%tlicﬁﬁéoﬁ_e?%ﬁt to
play back t@ﬁeclﬁgi@r&evideiﬁaeﬁﬂ_aﬁ$9@aé9§ éﬂer%!:ﬁgdw; n{édIﬁmpgé@ge Rg{{m tted
to play back the content, or information for Iimtrng the total tine
permtted Bhkoapthynbacktide &0 & the recording medium device
authenticates the main device. When both the authentication
10 operationsareperformedsuccessfully,thewritihgorthereading
of the encrypted title key is performed. The recording medium
device stores the encrypted content and the encrypted title key
into the first external storage area and the second external
storage area, respectively.
15 Here, the main device further includes a usage condition
judgment unit. Prior to the main device writes usage condition
data for the content into the recording medium device or the
main device reads the usage condition data from the recording
medium device, the authentication unit of the main device
20 authenticates therecordingmediumdevice andthe authentication
unitoftherecordingmediumdeviceauthenticatesthemaindevice.
When both the authentication operations are successful, the
wWwriting or the reading of the usage condition data is performed.
The usage condition judgment unit judges whether to play back

25 thecontentaccordingtotheusageconditiondata. Therecording

medium device stores the usage condition data into the second

external storage area.
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Here, the main device further includes a content purchasing unit and a
content receiving unit. The content purchasing unit purchases a content
froman external source. The content receiving unit receives the content
t hat has been purchased to 10 store the received content into the internal
storage area. Here, the main device further includes a content judgnent
unit. The content judgnent unit judges whether the content 9stamuady PO06 he
internal storage unit is permtted to be encrypted by the encryption unit
using the unique information and to be 15 witten by the wite unit into
the recording medigmdeyjce, . Herg, gt heomin deylae Lurl her laglydes,a

. . r age 10 "
recordi ng nedi um ef?ce-judaﬁ%n UATC - CTne™ Fecorai'ng ” medi U

devi ce- | UJOMEAs « 410} bnk UHES IPLIRE < b ARG, BRdl WBeM £ oRtLAENS Lo

the main device is e recordi ng nedi'um devi ce t is permtte

encrypt the GLofdamitidroEed liithag tHe LAk sdiiR0pe AhPEted B pIditback
encryption unit using the unique information and to wite the encrypted
content withHédeonmtéente, aniinfiommetibe foeddmditrigg thediam deimeperkibteedt he
uni que information storage area and the usage 25 condition storage area
are wité- prict el bask tEgdCprbEREt ed agai nst any external devices ot her

than a nodel change device that is eci fical ermtted to read, or wite
the uni dque 113 0 JBREaRp T8 TSR OIS er T LA a0t EEnBRFFoRe b o, | n
anot her aspeGliy LR§ PLETEM: LALENLE 00 JnS cdi refl ed g 'h%sq.?}ffi&r?ié"’“i ch a
recordi ng nedl um device 1S akft acga%ﬁquto or %et achaBF}"*}?&om e maln
devi ce incl ydeshadRsl Bt BbABENnt from an external source. The content
receiving unit receives the content that has been purchased to
| 10 store the received centent into the internal storage area.
Here, the main device further includes a content judgment
unit. The content judgment unit judges whether the content
stored in the internal storage unit is permitted to be encrypted
by the encryption unit using the unique information and to be
15 written by the writg unit into the recording medium device.
Here, the main device further includes a recerding medium
device-judgment unit. The recording medium device-judgment
unit judges whether a recording medium device attached to the
main device is the recording medium device that is permitted
20 -to encrypt the content stored in the internal storage area with
the encryption unit using the unique information and to write
the encrypted content with the write unit into the recording
medium device.
Here, the unique information storage area and the usage
25 condition storage area are write-protected and read-protected
against any external devices other than a model change device

that is specifically permitted to read or write the unique

113



5 storage area that stores a content; a unique information storage area
that stores unique information being unique to the main device; an
encryption unit that encrypts a title key being unique to the content
using the unique information and encrypts the content using the title key;
a wite unit that wites the encrypted 10 content and the encrypted title
key both encrypted by the encryption unit; a read unit tha® Jarauasy 2066

encrypted content and the encrypted title key fromthe recordi ng nedi um
device; a decryption unit that decrypts the encrypted title key using the

uni que i nfor pREd ARa BNGh datd WHS JhgeLRONUREEEnCQREENT using 15 the
decrypted title key; and a playback unit that plays back the content.

Here, the nai n devircanbtihklresspaict Udee pBeadhbeiidarationn isuditectdd @b toO
the main device wites the encrypted title key into the recording nmedi um
devi ce or readeirhdevhce yitiath i 1¢eoxig wefliom dérel geder alf vrarheddieuto
device, the authentication unit of the main device perforns nutual
aut hent i cat iOn WHarharde F&Car di FRe mRf 1 RE\RS &nciieedrs i Rt radie
readi ng qf the _encr itle key is. perforned only _when fhe putual
Cuthent Sat 1D TO bE e Ehp 9 S chsBREy LR Eafe Y eEREreloh e B o hef on
is directed R paecQkedi i iderd nat o t I of .
det achabl e I$§h1aaha?%g gsi%egﬁqﬂg'reéggﬁ?%% ﬁ§§P§h$@£ |céﬁhg§eaﬁa%§terna
114 9 Januargev2QRG &t enhag9pei 6@ uhek t&iaﬂférﬁ@r)gftseﬂ%riﬂlbﬁéy%hﬁﬁf&n?ﬂ@e an
the

encrypted title key that are witten or read by a wite unit of mai n
devi ce or atregbeumpphtefttbeimpithedeviigee information and encrypts the
contentusingthetitlekey; awriteunit thatwritestheencrypted
! 10 content and the encrypted title key both encrypted by the
| encryption unit; a read unit that reads the encrypted content
and the encrypted title key from the recording medium device;
a decryption unit that decrypts the encrypted title key using
the unique information and decrypts the encrypted content using
16 the decrypted title key; and a playback unit that plays back
the content.

Here, the main device further includes an authentication
unit. Prior to the main device writes the encrypted title key
into the recording medium device or reads the encrypted title

20 key from the recording medium device, the authentication unit
of the main device performs mutual authentication with the
recording medium device. The writiné or the reading of the
ehcrypted title key is performed only when the mutual
authentication is successful.

25 In another aspect, the present invention is directed to
a recording medium device that is attachable to or detachable

froma main device. The recordingmediumdevice has an external
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Here, the recording nedi um device further includes an 5 authentication
unit. Prior to the main device wites the encrypted title key into the
recordi ng medi um device or reads the encrypted title key fromthe
recordi ng medi um devi ce, the authentication unit of recording nmedi um
device perfornms nutual authentication with the main device. The encrypted
title key 10 is witten into the second external storage ar8aamubBy 2085 t he
mut ual aut hentication is successful. In another aspect, the present
invention includes a unique information read/wite unit that is '

ificall tted_ t d inf t f h
b or ngfﬁonyss?ﬁéa&?geeag?@f e T R
uni que infor Oﬁey %% HP%BE& Jdkf %Eﬁt ré %tr%ég&‘?i‘é“otf Qﬂie g ieeond
mai n devi ce. I ange eV|ce rther ncludes a usage

condi tion rQﬁ.d/l\Me' be ankéaahaﬁltscaﬁmfmaqa{ ldevpeenitted to read usage
condition data fromthe usage condition storage area of 20 the first main

device to wite tHeregathe segeombing treali utatia viint of thehars age: leatedi &inon
storage area of the second nain device provided that each of the first

mei n devPce aafdenhécabiondumat n BddpircEosEparae el ygitisq e igsagsheondi tion
storage area.. Here, chaggg?deV|ce is connected.to the main 25

devi ce via &MEVROPR E&F%éﬁ%@mFaFo LeGPTRABA PRELELSPYLcTRF 58895 devi ce
furth | t th
At henti oi ¢ 76 SR R ERa R [l B Bt B et Bl o0t TR ol
change devi ggrhbaRsah L Sod Q%lwlreEBQ‘agﬁ?'ne[gdlruﬁﬁ&é@fbe berkbendBiRudevi ce

according to contract condition data of
authentication with the main device. The encrypted title key

10 1is written into the second external storage area only when the
mutual authentication is successful.

In another aspect, the present invention includes a unique
information read/write unit that is specifically permitted to
read uniqué information from the unique information stofage area

15 of a first main device, and write the read unique information
intotheunique information storage unit of a secondmain device.

Here, the model change device further includes a usage
condition read/write unit that is specificallypermitted to read
usage condition data from the usage condition storage area of

20 the first main device to write the read usage condition data
into the usage condition storage area of the second main device
provided that each of the first main device and the second main
device separately has the usage condition storage area.

Here, the model change device is connected to the main

25 device via a network on a regular basis or when necessary. The
maindevice further includes amodel change information-judgment

unit that judges the authenticityof themodel change information.
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mai n devi ce. The nodel change information-judgnent unit of the main device
judges the authenticity of the received nodel change 5 information. The
nodel change device further includes a unique information read/wite unit.
When the authenticity of the received nodel change information is
established by the nodel change information-judgnent unit, the unique
information read/wite unit wites the unique infornmation 9Hanupsy 20§ uded

10 in the nodel change information and that is unique to the main device
into the unique informati on storage unit of the main device, or deletes

nto the unique i nform - of the min device, or deletes
o the mai noscRe. attdnfd SIAPGPRE R Ao AR AR ke e 120

uni que inf OLEBE hOMaSHOBBGECAr£8d A1 051 Uhi R tUBLANEL L O QiR berrf the
mai n device; and a unit used to attach the second recordi ng nmedi um device

havi ng beenmatihatdhvedel.0 The riddedtchamjanifleyimer iantivigreanchimbl thevi ce.
In a digital work protection system a main device, a 20 recording nedium

devi ce, andmaimsigelicerrdgesiehecaithieat igity ofotisd seealved medehehangsent
invention, the internal storage area of the mamin device innobst cases is
limted ¥n FRECRBADIIE cafdi® Tydel Fhagge devd opi TRt IR SHAey
rosults 0 L0EGL SO o BRODlEM, LIS ity Wien 08 Jken ol ot g ares
I L Tt A el
2006 requirelahde Sidfydmgl Mh-UidreaRaghng, anwd hediflidi trdo ik on
read/write unit writes the unique information that is included
10 in the model change information and that is unique to the main
deviceintothe unique informationstorageunit of themaindevice,
or deletes the unique information.
Here, a second recording medium device is attached to the
main device. The second recording medium device includes: a
15 unique information storage area for storing the unique
information of the main device; and a unit used to attach the
second recording mediumdevice having been attached to the first
main device to the second main device.
In a digital work protection system, a main device, a
20 recording medium device, and a model change device that are
consistent with the present invention, the internal storage area
of themaindevice inmost casés islimitedinits memory capacity.
Thus, this limitation conventiocnally resulté in the following
problem. That is, when the internal storage area is full of
25 digital works, the user is required todelete some of thedigital

works stored in the internal storage area t¢ secure a free memory

space before purchasing another digital work, or the user is
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According to the present invention, however, the user is allowed to store
sone of the digital works stored in the internal storage unit into a
recordi ng medi um devi ce attached to the nmain device 5 when he deci des not
to use the digital works anytime soon. In this way, a free nenory space is
secured in the internal storage area of the main device wi thout |osing the
rights to play back the purchased digital works. Consequen€lJanuanp?0eo
digital work nay be purchased. 10 Further, with the above construction,
when an encrypted content is stored into a recording nedi um device by a

certain main devigg, the encrypted content i.s not ssigL .decrypted or

ol ayed back FRFAFDRe S LB HOVE CHS APt HIASH 'oh NP Eard Phg L CAbdV IRt devi ce
[ tt hed & Q. T [ t.. 158 ] [ L& f ect
2 attached heLelg ditheldveddlt BASIGD SINGIL! on. SolLaues) a0, B 1 cc

medi um devi @@ Y86 P8 sBmBRI Nthd@ME@aDe,d@hd i dR0: h 0@ Dol d¥hAestypipd or
pl ayed back using any other main device although the recordi ng nedi um

device is amntiacheto tsheeed od iR mStiiium dawitdeest t 4 dised resend miadvied +iae
achieves an effect that a content provided with a certain usage condition
is pernftt edenoheedgsigdasdnbicko msley t ket aite lusagks coridi imieomoPR.  rfat .
Still further, the present invention achieves the 25 follow ng effect upon

model chang&PfEorA % @ciien ReMAFH SRAFECES SPEUERD I NAENTSIBF - RFOTMIS is, a
new mai n deylgg SPat.t Rl AcEs,: & GUERSNL MEKLOR bR PROThELFDAR Tead
the purchased digital works. Consequently, another digital
work may be purchased.

10 Further, with the above construction, when an encrypted
content is stored into a recording medium device by a certain
main device, the encrypted content is not possibly decrypted
or played back by any other main device although the recording
medium device is attached thereto. That is, the present

15 inventicnachieves aneffect of meeting copyholders’ demand that
a content stored into a recording medium device using a main
device be prohibited from being decrypted cor played back using
any other main device although the recording medium device is
attached thereto.

20 Still further, the present invention achieves an effect
that a content provided with a certain usage condition is
permittéd to be played back only when the usage condition is
met,

Still further, the present invention achieves the

25 following effect upon model change from a certain main device

to anothermaindevice. That is, a newmain device that replaces

a current main device is permitted to read and play back the



contents that have been purchased and stored in a recordi ng nedium device
by the current main device w thout applying processing to the contents. Up
to this point, description has been given to the digital 5 work

di stribution systens consistent with the present invention. Yet, it goes
w t hout saying that the present inventionis in no way limted to those
speci fi ¢ enbodi ments described above. For exanple, the fol fcleinugry 2006
constructions nay be applicable. 10 (1) In the enbodi nents above,
description is given to the digltal wor k dlstrlbutlon syst em enpl oyi ng a

mobi | e phone,,ygl,.d b apﬁgég% :g:tl'{afos%cf {.oi‘é (jretcré?&g%gmedg

exanple, what 1s applicable 1ns ep one

L- mode- r eadyge+ a4 %tyOEhéYcﬁ.@rﬁéﬂteE%i&@.ﬂedeé‘l@@rvh%@k%t' Qﬁﬁifﬁﬁd} ‘iﬁ:ofc%rs@‘lﬂé" a

15 personal conputer, or a household appliance, such l'evision seét
that is capatd ectod daritmnret. connection. Further, it is described that the
content distribution server device 200 and the nobile phone 300 are
connected via th&plitrthhepoldt, drsamiptiorpmbearioek ROthaddgibel radi o
base 20 statlon 30. Yet, the connection nmay be made in another nmanner. For
exanpl e, % he' TR BT R Wi § RM S P Vet SRt Yhen bae PABSENE LAVEREHOR on

t | t ed. t he I.nt t t | t.h I ent
i Stri buti o er v S8, Lot hay: e J?ﬁ%?%@ett P PR e R ao £, so

that variousd ¥Bgs: fhi < idaf hBBLI Akd 110l drBdacROk £0 1R AU RL0AE6AST o 10

formof broadcaSt waves. Here, app I ance, such as a
5 SBEV' sion gseir, e&aﬁ@wesmaef@;padgz@@tcdﬂmct&%sema&aabsaééﬁl&a&wuar y
10 (1) In the embodiments above, description is given to the
digital work distribution system employing a mobile phone, vet
the present invention is not limited thereto. For example, whé.t
is applicable instead of amobile phone includes an L-mode~ready
tabletop type telephone, a portable information terminal, a
15 personal computer, or a household appliance, such a television
set, that is capable of Internet connection.

Further, it is described that the content distribution
server device 200 and the mobile phone 300 are connected via
the Internet lO', the mobile phone network 20, and the radio base

20 station 30. Yet, the connection may be made in another manner.
For example, the content distribution server and the portable
information términal may be connected via the Internet.
Alternatively, the content distribution server device may be
connected to a broadcasting device, so that various types of

25 information including contents are broadcasted in form of
broadcast waves. Here, a household appliance, such as a

television set, receives the broadcast waves, and extracts
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various types of information fromthe received broadcast waves. (2)

Al t hough DES encryption algorithmis enployed in the enbodi nents descri bed
above,. the applicable encryption 5 algorithmis not limted thereto.
Further, although the unique information used in the enbodinments descri bed
above is a 56-bit unique key, the bit length is not limted thereto. (3)

Al t hough the content is stored into the nmenory card in 10 9rkanaBoy2006
enbodi ments, the present invention is not limted thereto. For exanple, the

content maybeystosedtiBEE F {£89FALPHon TREhUWRAS HEBe 89@bRRLLERE wH-Als. (4)
Al though the entire content is encrypted in the above 15 enbodinents, it

is applicable to encrypt a part of the content. (5) In the above

enbodi ments, the encrypted content stored in the nenory card is decrypted
by the main de&di ce Alitheught BBS apbrypt pbwnel gor ttien alm\eenpdlyedi dentay, and
stored into the 20 internal storage area of the main device. Yet, it is
appl i cabl e tnRReEimestt st Hesexnébept abo¥ent the apRYeRR P tdrcaymdopy card by

the main device and.to, play back the decrypted content_in real tine.
S Ly 51 e L SOt e T A Eh ErA . EiedPaRd A RSO Eh PR iR
usage conditi, decrypted b he.mai n_25 device._\Wien.the.us
Condit fon'} uddsAe ase e Rhothe ¥nbat FEhPs B LR kes ao TV s YRt
content may he iplaygd,Dacke Byet RYPAGHK UM il o @le k. 119 9
January 2006 (é%bln tHe a Sve enggﬁ?%ents, fﬂejié1eﬁﬁong nunber is used as
the information stored in the unique information storage area. Yet, the
present invention is not limted thereto. For exanple,
(3) Although the content is stored into the memory card in
10 the above embodiments, the present invention is not limited
thereto. Forexample, the contentmaybe stored intoarecording

medium such as an optical disk.

(4) Although the entire content is encrypted in the above

15 embodiments, it is applicable to encrypt a part of the cdntent,

{5) In the above embodiments, the encrypted content stored
in the memory card is decrypted by the main device (i.e., the
mobile phone in the above embodiments), and stored into the
20 internal storage area of themain device. Yet, it is applicable
to decrypt the encrypted content stored in the memory card by
the main device and to play back the decrypted content in real
time. Similarly, the content stored in the memory card and
provided with the usage condition may be decrypted by the main
25 device. When the usage condition judgment unit permits the
content to be used, the decrypted content may be played back

by the playback unit in real time.
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5 a serial nunber of a nobile phone nmay be used as long as the information
is unique to the nobile phone. (7) In the above enbodi nents, the usage
condition is provided on a content by content basis. Yet, the present
invention is 10 not limted thereto. For exanple, it is applicable that
usage condition permts to purchase up to 100 pi eces of karaoke data per
month. In this case, when the nonth-by-nonth basis contract9 Jasuegn2@ds ed,

for exanple, the usage condition unit prohibits reproduction of the
contents stored in the nmenory card or the 15 internal storage area of the
mai n device staring fromthe next nonth. (8) In the above enbodi nents, the
content or the title key is always encrypted using the unique information

and stored ()20 therK@ME¥dve @hBodYRbnttherHy eS8 HOAREALINE, | S5 MAfed i M ted
thereto. It is also applicable to provide the nobile phone with a content

j udgment unis, theoin fratnd ttidrss seteatiabhe uddpeadinig roat ibha toeaigenireahet her

to encrypt the content itself or the title key using the unique :
i nf or mat i onYe2p HhP Presatei apenel e sdiotehini tachehemeted . cRangxagdwliece noves
t he uniqge infor ion stored in hgﬁguni ue information storage 120 9

January 2008 SFEL2 OYIREISNi Be™B Phene Midt b§r uRd #HbIINT @FokBSB. Yet,

the present ;] i IS t. limted.theretp. For exanple, the node
change deviéggﬁgﬁ %Pcoﬁé ?%E#%& §8 ggetﬁoﬁﬁg% ?$@P?&wchased content stored
in the internal storage area of the main device. 5

(7) In the above embodiments, the usage condition is provided
on a content by content basis. Yet, the present invention is
10 not limited thereto. For example, it is applicable that usage
condition permits to purchase up to 100 pieces of karaoke data
permonth. Inthiscase, whenthemonth-by-monthbasis contract
is cancelled, for example, the usage condition unit prohibits
reprodl.iction of the contents stored in the memory card or the
15 internal storage area of the main device staring from the next

month.

(8) In the above embodiments, the content or the title key
is always encrypted using the unique information and stored in
20 the memory card. Yet, the present invention is not limited
thereto. It isalsoapplicable toprovide the mobile phone with
a content judgment unit, so that it is selectable'depending on
the content whether to encrypt the content itself or the title
key using the unique information.
25
{9) In the above embodiments, the model change device moves

the unique information stored in the unique information storage
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(10) The nobil e phone nmay obtain, in addition to the content, the content
judgnent information fromthe content distribution server device to store
into the internal storage area. Here, the content judgnent information
shows whet her the content is 10 permtted in advance to be encrypted using
t he unique information and witten into the nmenory card. The nobil e phone
may further include the content judgment unit. The cont ent 9jJatyann200mi t

j udges whether the content internally stored is permtted in advance to be
encrypted by 15 the encryption unit using the unique information and
witten by the wite unit into the menory card. Wen the content is

judged by t Hersgontetite Fobdenthens & £ Brthefnihe agvbidraerh@re Bypt Yofr unit

f th tion. Wen th tent, i j udged by th t ent
perior {06, RIELBLEY ANED.AE SOPLTHL s USRS DLLIS SR,
11) Th t i j how h
(1) The, T car o LU O, BB AL SLIBRAOL. Slp AT

herein showgoatbhRes &SR dhNthd 9ntBendP HHQlgeShaREL o2f tid RalBvi&ar d, a
type according to the topology enployed for "connection with the nobile

phone, astype according to the manufacturer, a type according to the
menory capacity, 121 9 January 2006 a type according to the storage nethod
of informati(éA) ofhamopide phene diayyobbaihe iaceddit hen HodthEurarntsnt t he
type information shows whether the nmenory card is permtted tQ encrypt the

content st SREFIH el HEGTERE &I‘Pgﬁémé’s'ij-ﬂ@y’ftrl?é‘ HRE fe tERF A T IS Mih 5 the
encryption ggégegn eéf%émiktgtépg fﬂgﬁﬁ%ﬁgegn égﬁgﬁusegr%Getggea. Here,
the content judgment information shows whether the content is
10 permitted in advance to be encrypted using the unique
information and written into the memory card.
The mobile phone may further include the content judgment
unit. The content judgment unit judges whether the content
'internally stored is pérmitted in advance to be encrypted by
153 the encryption unit using the unigue information and written
by the write unit into the memory card. When the content is
judged by the content Jjudgment unit to be permitted, the
encryption unit performs the encryption. When the content is

judged by the content judgment unit to be permitted, the write

20 unit performs the writing.

(11) The memory card may further prestore type information
showing the type of the memory card. To be more specific, the
type of memory card used herein shows a type according to the
25 outer shape of the memory card, a type according to the topology
employed for connection with the mobile phone, a type according

to the manufacturer, a type according to the memory capacity,
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wite unit into the menory card. The nobil e phone further includes the
recordi ng nedium device-judgnent unit. The recordi ng nmedi um

devi ce-judgnment unit judges, according to the type information stored in
the 10 menory card, whether a nenory card attached to the nobile phone is
the nmenory card that is permtted in advance to encrypt the content stored
in the nobil e phone using the unique information with the 8ranypty 280&ini t
and to wite the encrypted content with the wite unit into the nenory
card.' 15 Wen judging that the content is permitted by the recording

nmedi um devi ge:z | nit e encryption unit .encr s the _cantent.
VWhen j udgi n% F%?%{E%g)trggﬁ etncf EF% Spé’rr %gtné%ﬂb%fp?%]emr}?oé%%% F‘Hg Hedi ©
devi ce-j udg b Ly, i L it c [y! ry
R i R R e T A L L e C L

above, or aseoWwpWhesthRIOHER LI eaRAtisEe tnlia: takoVEe ABE O thY conteaput er,
or even as digital signals representing the above conputer program 25

Furt her, thetpredeimt tihwerthide phynéeusiripdireduasigae tofigurariareadahl e
medi um storing the coqputer.grogran1op the digital signals. Here, the
conput er 3r eABERETRALOR ¥R1L AL AR ¥ rdtedimepcroPbed cansleat with 6ppy di sc,

hard di MO,. DVD, DVD- ROM VD- RAM BD (Bl u- Di ,
2ema£:ondlucszfgf%ﬁi%? 15%q et?}?af‘\e@&ry “BhE- present i n\(/en'tji (r)ﬁymaysg)e tﬁre _
conputer programql (f8q 4l ghtal Alanal.s ;4hahaaker §d Y&d Al i alqi 50" di ng

medi um
device-judgment unit. The recording medium device-judgment

unit judges, according to the type information stored in the

10 memory card, whether a memory card attached to the mobile phone
is the memory card that is permitted in advance to encrypt the
content stored in the mobile phone using the unique information
with the encryption unit and to write the encrypted content with
the write unit into the memory card.’

15 When judging that the content is permittedby the recording
medium device-judgment unit, the encryption unit encrypts the
content. When judging that the content is permitted by the
recording medium device-judgment unit, the write unit writs the

centent into the memory card.

20
(12) Thepresent inventionmaybe embodiedasamethoddescribed
above, or a computer program implementing the above method by
a computer, or even as digital signals representing the above
computer program.

25 Further, the present invention may be embodied as a

computer-readable medium storing the computer program or the

digital signals. Here, the computer readable medium is, for
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5 as above. Further, the present invention may be enbodi ed as the conputer
programor the digital signals transmtted via a telecommunications
network, a wired or wireless conmunications line, a network exenplified by
the Internet, or the like. 10 Still further, the present invention nay be
enbodi ed as a conputer system provided with a m croprocessor and nmenory
that stores the above conputer program so that the m crop@daesanr 2006
operates in accordance with the program Still further, the conputer
programor the digital signals 15 may be recorded on any of the above
recordi ng nmediumand transported to another location. Alternatively, the
conputer prexgrmier at itopkgidisk, s drealdsd ey, P-{RCGMHSHOL tisD,vDEDaRYMpf  t he
above networks. Thereafter, the conputer programor the digital signals
maybe execut P HRAMNEhBLU-FaEpBASeht LOMARGONRTtOYsTEeRPLY13) Furt her,

the present jnventian e enbodi ed as conbi nations of the above
g Pl ear ot e e D Hp e T PR PR, ST SR Y BEABERT | bed

by way of e i th qr i j okl JS to
be ot ed t hat: VAF el ELEEIE Chat Al sEERIRATELEN A med it 06 pe
apparent st o 4h@3Revekilled in the art. Therefore, unless such changes and

nodi fi cations depart fromthe scope of the present invention, they shoul d
be construed as bEunghéncl titkerdemrad inveddiOnlaauaby flifdied as the

computer program or the digital signals transmitted via a
telecommunications network, awired or wireless communications
line, a network exemplified by the Internet, or the like.
10 Still further, the present invention may be embodied as
a computer systemprovided with a microprocessor and memory that
stores the above computer program, so that the microprocessor
operates in accordance with the program;
Stilifurther,thecomputerprogranorthedigitalsignals
15 may be recorded on any of the above recording medium and
transported to another locaticn. Alternatively, the computer
program or the digital signals may be transmitted via any of
the above networks. Thereafter, the computer program or the

digital signals may be executed by ancther, independent computer

20 system.

(13) Furthef, the present invention may be embodied as

combinations of the above modifications.

25 Although the present invention has been fully described
by way of examples with reference to the accompanying drawings,

it is to be noted that various changes and mocdifications will
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125 New Clainms 1. A record/playback device for recording and pl ayi ng back
digital works, conprising: an internal storage unit (310) operable to
store a content that is a digital work; a unique information storage unit
(310) operable to prestore device unique information that is unique to the
record/ pl ayback device; an encryption unit (320) operable to encrypt the
stored content to generate encrypted information; a wite 8danuagEa)06
operable to wite the generated encrypted infornation into a storage area
(410) of a portable recordi ng nedi umdevice (400); a read unit (350)

ble t ted_| ti f t f th
ecordi ng s R HES EBO(TD0 =L HEed JBUTO T ¢ TPRABFCEROraNeE o Bocr ypt

the read enghwplR@e iRk HJBLH; ; : a
pl ayback unit (304) operde?g'lf‘el@t&gtlglngy acrﬁct ?ﬁgmgtg%ergg%gg %ﬁgbgﬁ%ﬁgntent,

characteri zedventtibal ey sBBGLYHE @BnEBthed 320bei 8g GRRNILALHSGhd R j@NCT Yt
said content to be stored on said portable recording nmedi um devi ce (400)
by using said prestored device unique information as encryption key, and
said decryption unit (340) is configured to performdecryption of said read
encrypted information by using said prestored device unique information as
decryption key, such that an individual record/playback device may only
decrypt 9 January 2006 126 such encrypted information which has previously
been encrypted by said sane individual record/playback device. 2. The
record/ pl ayback device of claim1l1, wherein the record/playback device
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further includes: a condition storage unit (305) operable to store usage
condition information showi ng a perm ssive condition for use of the
content; and a condition judgnent unit (306) operable to judge whether use
of the content is permtted according to the usage condition infornation.
3. The record/pl ayback device of Caim2, wherein both the 9diaguary 2006

I nformation storage unit (310) and the condition storage unit (305) are
read-protected as well as wite-prote@sed agai nst any external device

unl ess the device is specifically permtted to read or wite the unique

I nformati on and the usage condition information. 4. The record/pl ayback
device of claiml1l, wherein the encryption unit (380b) generates a title key
that is uNewGdalms the content, encrypts the generated title key using the
device unique information as a key to generate an encrypted title key,

encrypts jhe R%ﬁ&gﬁgﬁdﬂ%eﬁli& fEPr‘é%Pdiry Ad blgﬁn? ??ﬁ'ﬁ ﬁgitﬁl Wtk O generate an

al
encrypted content, generate the encrypte lon that is conposed
of the encrymoowrisingl e key and the encrypted content, the wite unit (330)
wites the encrypted information that is conposed of the encrypted title

 or mat i on FRERe SRR G (10 RobreBlo Uaidre B ielert 9T LUBIENGENT PV

content, the decryption unit (380b) decrypts the encrypted title key
i ncl uded i n taheniqusinformatiory ptoeale unfib(318} operableito prasteredievicealniqueque

information as, a key to .generate. . a dec ted tjitle key, and decrypts the
encrypt ed cod'i'feﬁ?g‘f%‘éhafdg&"mettﬂg‘%@38“@3/'3%5.“(?"”2606 127 encrypt ed
information using the decrypted title key as a key to generate the.
decrypted corninericrypion unit (320) operable to encrypt the stored content to generate

encrypted information;

a write unit (330) operable to write the generated encrypted information into a
storage area (410) of a portable recording medium device (400);

a read unit (350) operable to read the encrypted information from the storage
area of the recording medium device (400),

a decryption unit (340) operabie to decrypt the read encrypted information to
‘generate a decrypted content; and

a blayba_ck unit (304) operable to play back the generated ‘decrypted content,

-characterized in that

said encryption unit (320) is configured to encrypt said content to be stored on
said portable recording medium device (400) by using said prestored »device

unigue information as encryption key, and

said decryption unit (340) is configured to perform decryption of said read
encrypted information by using said prestored device unique information as
decryption key, such that an individual record/playback device may only decrypt



t he recordi ng medi um devi ce (400b) includes the storage area (411, 412) for
storing the encrypted information that is conposed of the encrypted title
key and the encrypted content. 5. The record/playback device of claim 4,
wherein the record/ pl ayback device further includes a first authentication
unit (390) operable to performmutual authentication wth 9 Jasyami2006

aut hentication unit (490) included in the recording nmedi um devi ce (400d)
before the wite unit (331, 332) wities the encrypted information into the

storage area or before the read unit (351, 352) reads the encrypted
i nf or mati on P¥EHeNGNEOted Hfermationahich has pravinualy ReeRancHmRted by saidEams)

further incl ﬁﬂ‘?‘ﬁ%@ﬁﬁé‘e&?ﬁgﬁﬂ‘t | Md cation unit (490) operable to perform

mut ual aut he on W rst encryption unit included in the
record and -playback unit, and the storage area includes a first storage
area (412 anbesecrdiplaybacioderice afrglaim LA'%B’GH"HB&MWG'W%%Q@W@# ea (411)
being wi tabt %Eﬂ,“#ﬁ@g_abl e only when the nutual authentication is

est abl i shed l@ﬂ} t authentication unit (390), the wite unit (331,
332) wites the encrypted content into the first storage area (412),, and
only when t hg ogntitioh storadeemit (305) operiablectdstdrt iusbgsl conditidreinformmation
authentication unit (390), wites the encr%ggg& ti_tla key into the second
storage ar e8"QWINg)a PeImissiveLondion far wse afdhe cament, B9 |s t he encrypt ed

content fromthe first storage area (412), and only when the nutual

aut henti cati arcohaitieﬁglm@hiewdn B) bpefdbiesio jubys WREthet asé 6fthetiontdnBRO) ,
reads the encrypted title ke romthe second storage area (411). .6. The
recor d/ pl aybpernitied pecording de tenysage gandiion infaematioRor d/ pl ayback devi ce
further includes: 9 January 2006 128 a condition storage unit (305)

operabl e g 0 §her&cdidRliyback dvide5r CIRIn® 2 "Whéreth both the unique information
| storage unit {310) and the condition storage unit (305) are read-protected as
well as write-protected against any external device unless the device is
specifically permitfed to read or write the unique information and the usage

condition information.
4. The record/playback device of claim 1, wherein

the encryption unit {380b) generates a title key that is unique 1o the content,
encrypls the generated title key using the device unique information as a key to
generate an encrypted title key, encrypts the content using the generated title
~-key as a key to generate an 'encrypted content, and generate the encrypted
" information that is composed of the encrypted title key and the encrypted
cohteht', | '
the write unit (330) writes the encrypted information that is composed of the
encrypted title key and the encrypted content,

the read unit (350) reads the encrypted information that is composed of the
encrypted titie key and the encrypted content,

the decryption unit (380b) decrypts the encrypted title key included in the read
encrypted information using the device unique information as a key to generate
a decrypted title key, and decrypts the encrypted content included in the read



showi ng a perm ssive condition for use of the content; and a condition
judgnent unit (306) operable to judge whether use of the content is
permtted according to the usage condition information. 7. The

record/ pl ayback device of Claim6, wherein the wite unit (331; 332), only
when the nmutual authentication is established by the first2aa@ndant2@Qfion
unit (390), reads the usage condition fromthe condition storage unit
(305) and wites the read usage condi tizgm information into the second
storage area (411), the read *unit (351, 352), only when the nutual

aut henti cati Qﬁcr&ﬁteaﬁﬁﬁ%élﬂ?ﬁ%iﬁﬁ’theyégg@iééfitle;‘ﬂt:’é 4 kepid Qéhé{é‘%etthé 390)

reads, .the usagé condition omth ond rage area (4 and wites
t he read usagecryptedicontentiando t he usage condition storage unit (305), and
the condition judgnent unit (306) judges whether use of the content is

permtted a | : d L1l Iaf i r -t he
condition st @fegﬂégb@ﬁﬁ rﬂe@'gwe(“ﬁ‘ﬁ@qbéggg%ﬁ%l %é%g% I?Péc;he%gésg%) f@f aim?7,
wherein the s»fag teosdrypted inforwation thatis sbmpoesed of thb encyptédttitlerkeyt or age
unit (305) shows a permtted playback nunber of tines, a permtted

pl ayback per Aodtheenseyned cagkent ot al pl ayback tine, a permitted nunber of
times for copying the content, or a permtted nunber of tines for noving

t he cont ent, TR %@, i dOF 'ﬁ(@;ﬁ' wHerdin( 306) (i) judges to play back
t he cont ght Eﬁ?g" ‘eﬁw?ﬁ%ﬁ%%er 0 H:'ITES oP actual playback of the
content by the playback unit (304 Is equal _to or less than the permtted

pl ayback nuntherreserdiplayhack sevige &1 indudes afirshautbentioation sl E380)i s to be

| d back | |t ' mga] e | ayback
e od, and SPRraPH B AR it auinéiftatch Yt S'sBobifaufiEiiEalibf ink Y 0ACH
perm tted tof480) Mchudeaidk the reeording medliungdevice(4000) before thewrdaunit§33he

recor di ng ogiym dovl coA000) | S0t 5o SSRGS b8 e BUERE ndeat oS o

unit (351, 352) reads the encrypted information from the storage area,

the recording medium device (400d) further includes the second authentication
unit (490) operable to perform mutual authentication with the first encryption unit
included in the record and playback unit, and

the storage area'incfudes a first storage area (412) and a second storage area
(411) the second storage area (411) being writable and readable only when the
mutual authentication is established by the first authentication unit (390),

the write unit (331, 332) writes the encrypted content into the first storage area
(412), and only when the mutual authentication is established by the first
authentication unit (390), writes the encrypted title key into the second slorage
area (411), and

the read unit (351, 352) reads the encrypted content from the first storage area
(412), and only when the mutual authentication is established by the first
authentication unit (390), reads the encrypted title key from the second storage
area (411). ' |

6. The record/playback device of claim 5, wherein the record/playback device
further includes:



129 copying the content is equal to 1 or greater, and (iii) judges to nove
the content to the recordi ng nmedium device (400d). only when the permtted
nunber of tines for noving the content is equal to 1 or greater. 9. The
record/ pl ayback device of claim6, wherein both the unique information
storage unit (310) and the condition storage unit (305) ar@ Jasnanp2@tct ed
as well as wite-protected agai nst any external device unless the device
is specifically permtted to read or wiag e the unique infornmation and the
usage condition information. 10. The record/ pl ayback device of claimb5,
wher ei n t he racenditign stgrage kkunil €305 @plecatilé to storechsegesoaditiantidformation i on

j udgnent unit : . e to ] whet her the recordi ng nedi um
devi ce (4001,Sh28®%1a pgﬁggﬁﬁéggﬁtﬁ@%@iHﬁégg@’?ﬁgﬁﬁn&ﬂﬁ%n unit (490), and the
encryption unit (382) further encrypts the content using the device unique

i nformation ascanditiy judgroentenitt{B08) uperatsle Yojuege Whietheraise @f theesntéfitds
recordi ng nedi umegevi ce, (400 IS é udged not to  include the second
aut hent i cat i P¢MMHied acerding tothe yspge caritiforyiNioymMaliony i t es t he gener at ed

encrypted information into the storage area of the recordi ng nedi um device

(400p) when @g@@g{gmckang?zga@@wﬁﬁp@ﬁ) is judged not to include

t he second authentication unft the read unit (350) further reads
the encrypted information fromthe storage area (410) of the recording

nmedi um devi c&hg wiitshynit(3sh: 338, erdy whentbe mutual authgstication (a esigplished Biiged not
f o hde ¢ _  PIOK! . | : O
(382) 1 ur ¢ ned e Perttatn Lnf P49direddlh ind dekblrocpifon fontB1el datidiRh 17,
uni que i nf or stdrage unit (305) epd writes theeead asage canditioti inforrdatiorcimto the00p) i s

judged not to_include the s nd aut hentication unit (490). 11. The
recor d/ pl aybé@ﬁ"r&‘ieéif’?&eo?m%fiﬁ% 1, wherein the record/playback device

further includes:
the read unit (351, 352), only when the mutual authentication is established by

the first authentication unit (390) reads, the usage condition from the second
storage area (411) and writes the read usage condition into the usage condition
storage unit (305), and

the condition judgment unit (306) judges whether use of the content is permitted
according to the usage condition information stored in the condition storage unit
(305).

8. The recordiplayback device of claim 7, wherein

the usage condition information stored in the condition storage unit (305) shows
a permitted playback number of times, & permitted playback period, a permitted
total playback time, a permitted number of limes for copying the content, ora
permitted number of fimes for moving the content, and

the condition judgment unit (306) (i) judges to play back the content only when
the number of times of actual playback of the content by the playback unit (304)
is equal to or less than the permitted playback number of times, a date and time
at which the content is to be played back by the playback unit (304) is within the
permitted playback period, and a total fime of actual playback is equal to.or less
than the permitted total playback time, (ii} judges to copy the content to the
recording medium device (400d) only when the permitted number of times for



9 January 2006 130 a content purchasing unit (301) operable to purchase
the content by transmtting to an external source paynent information for
paying a fee for the content; and a content receiving unit (302) operable
to receive the content that has been purchased, and to wite the received
content into the internal storage unit. 12. The record/ pl ay8ae@budey2@@s of
claim1, wherein the record/playback device further includes a content
judgnment unit (366k) operable to judgegwether a content stored in the
internal storage unit (303) is the content that has perm ssion received in

advance for tdapyifgehe/edritent is'eglal téa%?)gréaeﬁaﬁﬂmjuug@s ROfbea thel@meght on t he
devi ce unique 1nformation and for the wite unit to wite the content into

t he recor di ndo Hesregriding mediuudmyce (408dLerly wWhendhe paimitted sambeesf or ms t he
encryption m%stfﬂﬁmﬁﬁﬁé%céﬁ{gﬂﬁ?% uaHB'1 @éﬁg) j udges the content to

have the perm ssion, e wite dnit erfornms the witing when the
content judgnent unit (366k) fqes the content to have the permi ssion.

13. The r%coer}ep'BWQlPdﬁvbﬂélvd@é%ﬂ elaim B whenaifer ei n t he record/ pl ayback
device further includes a recordi ng nedi um devi ce- judgnent unit operable

to judge whe r-di ed] i

recor d/ pl aybac %‘qun |’@"‘F’ﬁﬁ‘r@‘gé‘ﬁg&%ﬁy'ﬁé&éﬁ%‘%*EG%%’}‘Q‘@\B%@Q?%Q&‘ has

pﬁr m ssion r ¢8@5)\are reay- ﬁdmmma& wellhbwmprqt@ﬂémnggughtady%d rnhbdmh dypt
the content s the intern st orage uni sed gon the, device
uni que 1 nf oufRSE 0 Seyic e SPoEHRA Rer B t o) wHis thp SrGUeORRI oG
i nformati on igak%he h@n & @mahidhSfofaigHn devi ce (400), and the encryption
uni t (383) performs the encryption en the recordi ng medi um

devi ce-j udgment uni t { udges the recording nedi um device (400) to have the
perm ssi off): dhe record/p ayback device of claim 5, wherein
the record/playback device further includes an authentication judgment unit
(391, 366i) operable to judge whether the recording medium device (400i, 400p)
includes the second authentication unit (490), and

the encryption unit (382) further encrypts the content using the device unique
information as a key to generate the encrypted information when the recording
medium device (400p) is judged not to inciuds the second authentication unit,

the write unit (330) further writes the generated encrypted information into the

storage area of the recording medium device (400p) when the recording

medium device (400p) is judged not to include the second authentication unit
(490),

the read unit (350) further réads the encrypted information from the storage
area (410) of the recording medium device (400p) when the recording medium
device (400p) is judged not to include the second authentication unit (490), and

the decryption unit (382) further decrypts the read encrypted information using
the device unique information as a key when the recording medium device
(400p) is judged not to include the second authentication unit (490).

11. The record/playback device of claim 1, wherein the record/playback device
further includes:



9 January2006 131 the wite unit (330) perforns the witing when the
recordi ng nmedi um devi ce- judgnent unit judges the recordi ng nedi um device
(400) to have the perm ssion. 14. The record/ pl aybacc device of claiml,
wherein the recording nedi um devi ce (400k) further prestores nmedi um uni que
information that is unique to the recordi ng nedi um devi ce (2Qaryary 2206

I nternal storage unit (303) stores a unique information type in association
with the content, the unique informatii®p type show ng whet her the content
is to be encrypted based on the device unique information or the nedium
uni que i nf oraneantent purdhasingamitdBp1 jaogesatie ttepurchasaithslmntentbludes a uni que

I nformation jud t unit 366k) operable .tp judge, accordi to, the

uni que i nf or EEGTINRG et pRREE SourEh ey mRRd e aL s g8V DR A S 4030wt her
the content icpnept:pgencrypted based on the device unique information or

t he nmedi um uni que i nformation, the encryption unit (382, 383) (i) encrypts
the content based on the device unique information to merate t he

encrypt ed i nfaFand@N! secairag uph 302) pperabls tereeefue the-contrmy tratthaskieen(366k)
j ud th . ' | .4 nf tion,
Lnd (1)t eadlitiset Britforifie i Ridaaa En@ft int el stifadiiind " 24T, °"

devi ce (400k) to encrypt the content based on the read nedi um uni que
i nfor mat i th tThegeerrdiplaybank device phelaih t.wioareit i on when the uni que
i nformation judgnment unit (366k) judges the content to be encrypted based

on the nmediu ' ' ' | Lt (] 3 383)
decrypts t he[ilpr'é(;'ztiaéﬁ @%‘?%ﬁ%"# g?ﬁ%gt}ﬁ%%&%éa%%é&&gﬂﬁp hémé'ég}i"ﬁte(%éﬁkl‘)que
i nf or mat i on bpeEbleiogudgd whether ayphierit storddsintthevntemihstorageiumit¢303)fior nat i on
j udgrment unit, (366k), .judges the content to be encr ed based an the
ovi oo unt quild SIS HbATS hadasianTesaie M ayanga onihe Anepiaion st

(383) to encrypt the content based on the device unique information and for the

write unit to write the content into the recording medium device (400),

the encryption unit (383) performs the encryption when the content judgment
unit {366k} judges the content to have the pemission, and

the write unit (330) performs the writing when the content judgment unit (366k)
judges the content to have the permission.

13. The record/playback device of claim 1, wherein

the record/playback device further includes a recording medium device-
judgment unit operable to judge whether a recording medium device (400)
attached to the record/playback device is the recording medium (400) device
that has permission received in advance for the encryption unit (383) to encrypt
the content stored in the intemal storage unit (303) based on the device unigue
information, .and for the write unit (330) to write the encrypted information into
the recording medium device (400), and

the encryption unit {383) performs the encryption when the recording medium
device-judgment unit judges the recording medium device (400) to have the
permission, and



i nformati on fromthe recordi ng nedi um devi ce (400k) to decrypt the read
encrypted information with the use of the read nedi um unique information to
generate the decrypted content when the unique information judgment unit 9
January 2006 132 (366k) judges the content to be encrypted based on the
device unique information. 15. A record and pl ayback mnet ho8 Jaowags200th a
record/ pl ayback device that stores a content being a digital work into a
portabl e recordi ng nedi um devi ce and plagys back the content, the recording
medi um devi ce including a storage area and being attached to the

recor d/ pl aybdbe witite unit (330h perferaras thé iriting adherttte irécorting Instilie :dedftel Nt er nal

st or age unitrjfﬁé)erharti)tl e.t.0 Stsﬁhe a cogntent that js a digital work; and a

uni que i nf or HECYTBRALHNILIRAeS the recoriing mediyrg device (40Q) tabave theuni que

i nformati on tgemiigsfonini que to the record/ pl ayback device, and the record
and pl ayback nmethod conprising: an encryption step (S110) of encrypting the
stored content to generate encrypted information; a wite step (S111) of

witing tHe Jdwdeseadplayhackgevige phelaimis wbereimt o the storage area of the
recordi ng nmedi um device; a read step (S112) of reading the encrypted

i nformation f %pq 0?191‘? fs i Lum device; a
decryption stf'g%% _ EQ@% dgg‘f'gégﬁ%) f%eﬁgg'%@.ﬁgwu H8r mation to
generate a dénfogpatis thatisaniquedn theresbriiimediinegevice 400K),ng back the
generated decrypted content, characterized In that said encryption (8111)

f i t.to be stored. ajd recordi nedium .
of said cont e m&emal storage unit ?fb:ﬁ slores a unlqdentﬂformatllgn type in association
with the content, the unique information type showing whether the content is to
be encrypted based on the device unique information or the medium unique

information,

the record/playback device further includes a unique information judgment unit
(366Kk) operable to judge, according to the unique information type stored in the
internal storage unit (303), whether the content is to be encrypted based on the
device unique information or the medium unique information,

the encryption unit (382, 383) (i) encrypts the content based on the device
unique information to generate the encrypted information when the unique
information-judgment unit (366k) judges the content to be encrypted based on
the device unique information, and (ii) reads the medium unique information
from the recording medium device (400k) to encrypt the content based on the
read medium unique information to generate the encrypted information when
the unique information judgment unit (366k) judges the content to be encrypted
based on the medium unique information,

the decryption unit (i) (382, 383) decrypts the read encrypted information based
on the device unique information to generate the decrypted content when the
unique information judgment unit (366k) judges the content to be encrypted
based on the device unique information, and (ii) reads the medium unique
information from the recording medium device (400k) to decrypt the read
encrypted information with the use of the read medium unique infarmation to
generate the decrypted content when the unique information judgment unit



device is perfornmed by using said prestored device unique information as
encryption key, and 9 January 2006 133 decryption (S114) of said read
encrypted information is performed by using said prestored device unique

i nformati on as decryption key, such that an individual record/playback
devi ce may only decrypt such encrypted information which ha8 Japnami 2018 y
been encrypted by said sane individual record/playback device. 16. A record
~and pl ayback conputer program code thg32causes a record and pl ayback

devi ce defi nq@66K) jadgesThd coritefibiorbe entryitad bassd on el ddicglhigued in claim
15. 17. A conputer readabl e recordi ng mediumstoring the record and

J
pl ayback co aton ogr am code defined in claim 16.

15. A record and playback method for use in a record/playback device that stores a
content being a digital work into a portable recording medium device and plays

back the content,

the recording madiuh device including a storage area and being attached to the
record/playback device,

the record/playback device including:

aﬁ internal storage unit operable to siore a content that is a digital work; and

a unique information storage unit operable to prestore device unique
information that is unigue to the record/playback devicé, and

the record and playback method comprising:

an encryption stép (S110) of encrypting the stored content to generate
encrypted information;

a write step (S111) of writing the generated encrypted information into the
storage area of the recording medium device;

a read step ($112) of reading the encrypted information from the storage area
of the recording medium device;

a decryption step (S114) of decrypting the read sncrypted information to
generate a decrypted content; and

a playback step of playing back the generated decrypted content,
characterized in that

said encryption (S111) of said content to be stored on said recording medium
device is performed by using said prestored device unique information as

encryption key, and



16.

17.
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decryption (§114) of said read encrypted information is performed by using said
prestored device unique information as decryption key, such that an individual
record/playback device may only decrypt such encrypted information which has
previously been encrypted by said same individual record/piayback device.

A record and playback computer program code that causes a record and
playback device defined in claim 1 to carry out the method steps defined in

claim 15.

A computer readat_:le recording medium storing the recoerd and playback
computer program code defined in claim 16.



