WD 99/ 05826

PCT/ | B98/ OﬂQ?WP@N/\mKI NG SYSTEMS The present invention rel atRGI/IB98/01117

net wor ki ng systens and the forwarding and routing of information therein,
being nore particularly directed to the problens of the |atency of a system
occasi oned by contention for access to shared nenory and by the tinme taken-
to make forwarding and/ or routing decisions - the invention being directed,
anong other factors, to mnimzing such | atency. | Background of

I nvention Two of the primary factors and concerns driving the system
performance in networking systens generally are bandw dth capability and
system operational |atency. Bandwi dth reflects the anmount of data that can
be transferred through the system and |atency involves the anmount of tine
that data "stays" within the tion is concerned
with m nimzing | atency. I\iﬁgtwmws?§ E‘ng%l ication Serial No.
581, 467, filed Decenber 29 1995, for Hi gh Performance Universal Milti-Port
Internally Cached Dynam ¢ Random Access Menory System Architecture and

Met hod, of commobn assignee herewith, a prom sing solution of maxim zing
bandwi dth is provided.

The present invention relates to networking systems and the forwarding and routing of
information therein, being more particularly directed to the problems of the latency of a system
occasioned by contention for access to shared memory and by the time taken to make forwarding and/or

routing decisions — the invention beihg directed, among other factors, to minimizing such latency.
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Latency of a network system is determined by several factors, a primary one being the amount of

time it takes to make a forwarding or routing decision as a result of examining the control information at
the beginning of a data packet or cell. The control information is different depending uﬁon whether a
cell or a packet is involved. For a cell, a switching decision is made based upon the VCI/VPI information
which can be used to map the cell to an egress interface within the system. For a packet, on the other
hand, a routing decision is made based upon the destination address which can be used to map the packet
to an egress interface. Fora packet, furthermore, the source address can also be used to provide a level
of filtering based on source and destination address pairs in which a number of rules are set up to define
which source/destination pairs are allowed to communicate. If a packet is received that does not adhere
to such rules, then it is dropped. Typically, for example, the data is either 53 bytes for cells or 64 to 64K
bytes for packets in networks of this character.
In traditional systems, the processing of control information is done by a Central Processing Unit

(CPU) and can not begin until the entire cell/packet is received. The latency of such a system is
dependent upon the transfer of data from an I/O port into memory, the accessing of the control
information located at the beginning of the data, the updating of that control information, and the transfer

of data from memory to an /O port. All of these accesses to the shared memory result in substantial bus
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and nenory contention, which increases the |latency. The latency is large in
this kind oa,oz;%'ngkecture because the processing of the control information
cannot begin until the entire packet/cell is received. O her PCEABISM1AL7
result in increasing |latency include supporting Quality of Service (QOS)
and nulticast. QOS requires maintaining nmultiple gqueues for each |1/0O port,
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times the port speed tinmes the nunber of ports. This, however, does not
account taplready opsnworsedmemaryc Mulicastreapirensrading the sang Rickgel 19 pyuple iﬁ’é’ms-
shared nenory, thereby requiring the nenory throughput to be even higher to
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ports are added and the speed of each port is increased, noreover, the
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shared nenory S){.stemtherefore becones a very difficult problem As wll
subsequasmey. Behe brrvgbryt gt be sharrsianereqsy irdwet Yeshhish.senahs RieRsy 18 {rsteased
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accesses that must be performed to the same shared memory, thereby requiring the memory throughput to
be even higher to minimize latency and to achieve high bandwidth through the system. "As more ports are
added and the speed of each port is increased, moreover, the fatency is increased proportionally.
Increasing the throughput of the shared memory system therefore becomes a very difficult problem.

As will subsequently be demonstrated, most conventional networking systems operations
inherently forbid attainfng zero or near-zero latency. In accordance with the present invention, on the
other hand, through use of a novel dual path data processing and management of packet/cell architecture,

optimally minimized latency can at last be achieved.



33 Obj ects of Invention An object of the present invention,

accor di ng'Woéfos&ﬂ; provi de such a novel systemarchitecture for and net hod
of dual path data processing and management of data packets X&F/1BPS/BISRT s
and the like that dramatically reduces |latency. A further object is to
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that conprises, providing eac corréspondi ng forwardi ng
engi ne %ﬁx‘ér ;ego%?csemw%ilgﬁ%ye%sing the control information of each packet/cell.

Other and further objects will be explained hereinafter and are more particularly delineated in the

appended claims.

Summary

In summary, from one of its important view points, the invention encompasses in a CPU or data
controller system, wherein data is interfaced along a common bus connected with common memory and
with a plurality of /O modules receiving and writing into the memory and removing therefrom
packets/celis of data, a method of reducing memory access contention and resulting system latency, that
comprises, providing each VO module with a corresponding forwarding engine and transmit queue
facility and a separate'path for extracting control information from the packet/cell received by that /O
module and providing that control information to the forwarding engine; processing the extracted
packet/cell control information in the forwarding engine for making switching, routing and/or filtering
decisions while the data thereof is being written into the memory, passing the results of the forwarding
engine processing to a queue manager for enqueuing and dequeuing receive and transmit queues of each
packe(/cell.. and controlliﬁg, through the corresponding IO module transmit queue facility, the
interfacing with the appropriate egress I/O module to which to transmit the packet/cell data, ali without
contention with and independent of the transfer of packet/cell data into and from the memory.

Preferred and best mode designs and techniques are hereinafter presented in detail.



facility and a separate path for extracting control information fromthe
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i nformation to the forwardi ng engi ne; processing the extracted packet/cell
control information in the forwarding engine for making sw tching, routing
and/ or fj LNg decisions while the data thereof is being witten into the.
menory, blr;vw" 3 the results of the forwardi ng engine processing to a queue
manager f or Teaouatiomgilbmgy beeckplained gn copsetive with thearmpanytingdewags of widelch
packet/cell, and controlling, through the corresponding I/O nodule transmt
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which to transmt the packet/cell data, all w thout contention with and

i ndependeetivorkingtshgerds; ansf er of packet/cell data into and fromthe menory.
Preferred and best node designs and techni ques are hereinafter presented in
detail. 4 Bigaisngimildn diagraveoftan dllustaativie typical fréor ent gy s&inmichetworkiognect i on

with the acconpanying drawings in which Fig. I is a block diagramof an
exenpl ary paclFet 3 tsal diagsam shotmimgchosf coptention rasults sndleating lkemty;net wor ki ng
systens; Fig. 2 is a simlar diagramof an illustrative typical prior art

system i n net g & illugtratdsiagypical ps orshakied gesmrysipgiem mgth mowy &/Gnpastat i on results in
creating | atency;
Fig. 5 illustrates 2 modified shared memory system with “header” cache;
Fig. 6 is a similar diagram of typical distributed memory system in prior and current networking;
Fig. 7 shows a typical crossbar system for use in networking;
Fig. 8 is a diagram of the preferred Dual Path Data Processing and Management of Packets/Cells

Architecture of this invention; and

Fig. 9 is a diagram showing how latency is reduced in accordance with the invention.

The Latency Limitations in Prior Art and Current Network Systems

As before expiained, in a typical packet/cell configuration for use with network systems, the
control information is located at the beginning of the packet or cell as schematically shown in Fig. 1.
The stvitching decision for cells- is there shown based upon VCI/VPI information, used to map the cell to
an egress interface within the system as earlier mentioned. The routing decision for a packet is based
upon the destination address, used to map the packet to an egress interface.

Inthe traditional system of Fig. 2, a CPU interfaces through a common bus, with memory access,
with a plurality of data-receiving and removing I/O ports #1, #2, etc., with the various dotted and dashed
lines showing the interfacing paths and the shared memory, as is well known. As before pointed out, the

various accesses of the shared memory result in substantial contention, increasing the latency, which is
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The routing decision for a packet is based upon the destination address,
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Fig. 2, a CPU interfaces through a common bus, with nmenory access, with a
plurality of data-receiving and renoving |I/Q ports #1, #2, etc,, with the
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As the packet gets larger so does the time to write it to memory.

B. Write of data from the receive port #2 to shared memory. The time to transfer a packet or
cell is equal to ((B*8)/W)*M, where B is equal to the number of bytes for the packet or cell.

As the packet gets Jarger so does the time to write it to memory.

C. Read of the control information from the packet/cell just written to shared memory from
port #1. The amount of time this takes depends upon the amount of control information to
be read. This is typically around 24 to 28 bytes for packets and five bytes for cells. The
number of bytes to read is equal to N; therefore the read time is ((N*8)/W)*M. As can be
seen, since other interfaces are contending for the same shared memory, this access takes
longer because port #2 is currently writing data into mémory. This increases the latency of

the packet/cell that was just received on port #1.

D. " Write buffer address of packet/cell just received from port #1 onto appropriate queve. This
is typically, eight to 12 bytes. The time to update the queue is ((P*8)/W)*M, where P is the
length of the queue information to be written into the appropriate queue. Since other
interfaces may be contending for the same shared memory, this access takes longer, again

increasing the latency of the packet/cell that was just received on port #1.



al ready substantial in this kind of architecture because the processing of
t he controlwWOmbosszat i on cannot begin until the entire packet/g&l/BosRi1117
received. As can be seen fromFig. 3, furthernore, as the accesses to the
shared nmenory are increased, so is the contention; and as the contention is
i ncreased, tIB.SThiesUkdding the differemameury td degerinateavhioh qoéues havesiamttbatis dvpilablego 3,
(where the access tine per read or wite to the nmenory is equal to M and
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does the tine teighrtbll2 bjtes. {The tiedeno ypdafs. thaMueteis¢Q+ HU(RE8I/MOMM) lveherecR &sithe port
#2 to shared nenory. The tinme to transfer a packet or cell is equal to
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cell is equal to ((B*8)/W)*M, where B is equal to the number of bytes for the packet or cell.
As the packet gets larger so does the time to read it from memory.

The goal of a system is, of course, to achieve zero (or near zero) latency. Having zero latency
would result in having no time between writing a packet/cell into memory from the ingress interface and
reading it out of memory for the egress interface. In fact, a race condition could exist if the egress
interface could be determined and the buffer address dequeued before the packet/cell was completely
written into memory. The race conc;ition would result in starting to read out the data before it has been
completely written into. memory, thereby transmitting incorrect data. In the shared memory system, as
before explained, it is impossible to achieve zero latency since the processing of the control information
and queuing cannot begin until the packet/cell is completely written into memory.

Typical systems today will try to decrease latency in the system by providing higher throughput
of the system, which provides incremental gains in decreasing latency. Providing a higher throughput
within the s'ystem can only be done, however, at the expense of cost and complexity. The bottom line is
that as data rates and density of /O ports are increased, the latencies of this system do not scale and in

fact they are increased.
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determine what type of data it is and where it is destined. As the data rates and I/O ports increase, so
does the contention for the same memory resource, which increases the latency of the system, as before
explained. The only solution to reduce the latency is to decrease the memory access time, but this results
in higher costs and complexity. For shared memory systems, the performance of the memory system, at a
minimum, has to be greater than two times the bandwidth of all the ports. For example, if a system had N
ports and each port had a data rate of V, then the total bandwidth of the memory system has to be >2NV.
It has to be greater than 2NV because the memory system must also support lookups and rr;odiﬁcations of
the control information as well as possible queue management, routing table lookups, etc. Since the
memory system has to be >2NV, this inhibits its scalability in performance which results in limiting its
scalability in reducing latency.

.When providing QOS, which requires maintaining a lot of queues per port, this architecture
results in increased latency due to increased contention to access the queues. This, of course, then
require:s higher memory throughput, which again increases the cost and complexity.

When providing multicast support, this also dramatically increases the number of accesses to the
shared memory, increasing the contention and latency significantly, and requiring the memory system to
be designed with an even higher throughput.

In this type of system, it is also impossible to achieve zero latency since the processing of the

control information and queuing cannot begin until the packet/cell is completely written into memory.
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latency, it, in turn, generates a lot of contention in the main system bus since each YO module has to
transmit data for the other I/O module whether it needs it or not. As ports and data rates are increased,
the memory throughput of the CPU/FE module has to be greater than the speed of all the ports in the
system. While this reduces the cost and complexity of the memory system compared to the previous two
examples of Fig. 4 and 5, it requires a more complex and costly “module” interconnection bus and
memory on every /O Module, which increases cost and complexity of the overall system. Another factor
that increases cost and complexity is that every I/O Module has to have enough memory to be able to
receive data from every other /O module. Typically, the memory throughput on the I/O module only has
to support twice the data rate of its port(s), as before explained, and the managing of its queues. In this
architecture, it also has to support twice the data rate of its ports and the managing of its queues, and, in
addition, the data rate of all the other ports within the system and the managing of additional receive
queues for this data. As the ports and data rates are increased, the throughput of the memory system on
every YO Module and CPU/FE Module must be increased accordingly, limiting the scalability of this

type of architecture.

When providing QOS, which requires maintaining a lot of queues per port, this architecture also

results in increased latency due to increased contention to access the queues.
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The Type ofwOleeMss2&i ng of Fig. 4 Typical networking equi prrentg ?éﬁh as
switches, routers, bridges, hubs, routing switch, switching r & 98/‘&11{:7
i nterconnect nultiple networks, such as ATM Token Ring. FDDI. Ethernet,
Sonet, etc. WheBftovitding inufticgst sdppokrtythiy arcliitzemtel mgettehehsmhmptammks:cai@wmm&ﬁtthe
CPU or Forwarding Engine (FE) to | ook at each packet or cell that the
Syst em the sieRackehem beefansfefretao @ath 100 Mdduhsimultahedubly, tna siket the eltire gakey kghnbe
transmtted. As discussed earlier, the CPU FE nust access the begi nning of
each pagdiginifertd inlofle SRER] tht REenddh BlindrydRed adcofdaigdy. i Thuk, Svhila thivdreti@ctute doss
destined. As the data rates and I/O ports increase, so does the contention
f or t hep®adesdihdrymétd Geducion inhitedty| i 66336 aSthé Bxpehsaio€higheradentoetheypghpmey  as
before explained. The only solution to reduce the latency is to decrease
t he Memidadadicofand torbpleditytpet HO3nddateul ts i n hi gher costs and conplexity.
For shared nenory systens, the performance of the nmenory system at a
m ni mum hasOhée e, gh €@ Gitein) s inposdibleasachizee bas thvenclt dincefthegrbcebdingg qfdliet S.
For exanple, if a systemhad N ports and each port had a data rate of V,
t hen t heortrol iaforiaativd\ahdl tieudfg calweot begin nptilaspakethald istcompletely2AMiftenlisto resotyo be
greater than 2NV because the nmenory system nust al so support | ookups and
nodi fi cations of the control information as well as possible queue
managenent, routing table | ookups, etc. Since the nenory system has to be
>2NV, t Mhe TypdefNetworking Kigad abi ity in performance which results in
limting its scalability in reducing | atency. When providing QOS, which
requi res mai Nhen piingja eroksyer asfshepueindgg.Jecelppard typicHllyprenesshd atghd inpw@ andgidntas i n
i ncreased | atency due to increased contention to access the queues. This,
of cour sev irtdreal headepthatadows thheell techeryitchdsk afligiemplytwithitnthe brossgen The nwossbarswl
t he cost and conplexity.

use the internal header to determine to which output port the celt should be switched. For multiple cells

destined for the same output, it may require additional buffering either at the output, within the crossbar,
or at the input. Most crossbar architectures are used with cells only, due to the fact that they typically
have blocking problems due to several factors including multiple input ports destined for a single output
port, and multicast. When packets are used, which can vary in size from 64 bytes to 64,000 bytes, these
blocking issues become major problems and in general make the architecture unusable.

The initial lookup at the input port still has the contention problems discussed with Fig. 4, and
must wait for the entire cell to be received before performing the lookup, again increasing the latency of
the system. Once the cell enters the swit;:h, the latency depends upon the type of crossbar that is

M implemente'ad: but, in general, consists of transversing many hops in a silicon based crossbar or
contending with shared memory in a memory based crossbar. Additional latency may occur if internal

blocking occurs within the crossbar,
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When providing nulticast support, this also dramatically increases the
nunber of werwmpses to the shared nenory, increasing the contention and
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to the systen1of . I's systemof FI§g. 6, as packets/célls are
receiv 85 Wi thin the nenory on each I1/O nodule as well as
t he CPS%EE%Egﬁ%?égt rﬁ:he data has been received in the nenory acceSS|bIe

% | E;Eet EEUG Rfhen prov{cﬁ'l?g&ﬁultxgﬁt 589;5%194"5 tgé E’le ecﬁphén&d%ﬁ% fi Qx%ssrbrx'le raglg[lﬁ'g

ata it estin wite to eac

modul e ) E‘Qﬂu‘&ﬁ&n‘%‘ (%&*& %;&Eedl e LQ?thnea%?topgtrthéj&Rﬁu brt K58 fha kgﬁo%ﬁﬁm Wi | e

this arc écture t viate sone o t'he cohtention for

access %%ck gs%.\peeto qa%oé:ultz'gagﬁ Wik wotunﬁ{a&m% :ﬁeﬁ%ﬁ I@g to 1d9 tx% 1?'&1:11 tﬂltfﬁp qn }* /

turn, contentron®in t us since

”Ddu' ﬁ?antd%a&xr &jﬁlr&asg%ﬁ i®arcflechftac8l A& ?lé%%@kﬂe%&ﬂ?ﬁhﬁﬁl ggrr] w (He® kx L or

por S an ata rates are Increase e nenory rou put (0]

CPuU FE patiltih $:e1ASeob OB SoBLRAL A lekiPEr hi1gsRREREN Bbred! | the ports in the

In this system, once more, it is impossible to achieve zero latency since again the processing of

the control information and queuing cannot begin until the packet/cell is completely written into memory.
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system While this reduces the cost and conplexity of the menory system
conpared to %“ﬁ?ﬁ/l ous two exanples of Fig. 4 and 5, it regRCTAB9SRIND €
conpl-ex and costly "nodul e" interconnection bus and nenory on every |/0O
Modul e, which increases cost and conplexity of the overall system Another
factor mgnémghggg%nggg‘;f@aﬂwem exity is that every I/O Mdule has to .
have enough nenory t e able to receive data fromev X ot her 1/ 0O nodul e.
Typi cal Iy, t f&e pesest ipventionsgemriary drstaied in s fod valiksalhihese goersyembor t
twce the data rate of its port(s), as before explained, and the nmanagi ng
of its gpémissthe petwerkingsygem fossrnimal ““F'ECYa?"éé%ﬁ.‘g“fléd‘éﬁ%f"t‘a‘F‘%l'Yé‘-ée’t %é‘a'aat a
rate of its ports and the managing of its queues, and, in addition, the

dat a r atratessnd gpit densisieparh incregssdt & aghievss tisequally,wallemprsater: fReeihandbytesells or
addi tional receive queues for this data. As the ports and data rates are

i ncr eas & byteie 64 bxiesgrepksts. Jhistinechieseddmexuiing Fheéﬁ"‘fé\'/ Hffgrmajien mmeém%!ﬁﬁce"
CPU FE Modul e nmust be increased accordingly I|n1t|nq the scalabilit

this tymeitds beingctitten intg memonnd &S?Vd‘il}i‘%ﬁhﬁ&%“fqm?‘&? ?é&‘iﬂ”?@g‘gﬁﬂﬁ‘ﬁf n| ng a
| ot of queues_per port, this architecture also results in increased |atency
due to iuthouillenke syitching wHtingRng/og Hltsing H%"ﬁ‘ﬂétﬁ‘ég‘e datg is be"\ﬁﬁé‘ﬁ“’ﬁl"&ﬁﬂ“&f“ﬁ’a

mul ti cast sug&ort this architecture is better than theR/ﬁHeVJ ous exanpl es,
in that the shifstsdenerdingnneie FEharromplereddts faske derespiyrraign gren to a queue

si mul t aneously, but since the entire packet cannot
manager QM for enqueuing and dequeuing these results. All this occurs, in accordance with the

invention, before the packet/cell is completely written into memory, thereby allowing the read of the data
to begin immediately after the packet/cell is completely written into memory. In fact, it is possible to
start reading out the packet before it has been completely written into memory which could not
heretofore be done when reading from memory, since incorrect data would be read from memory. A
synchronization S between the ingress and egress port is required to guarantee that the read of the
packet/cell does not begin too early, illustrated in Fig. 8, as achieved when the forwarding engine FE
detects that the last data is in memory, and then passes queuning address information to the queue manager
QM as to the intended egress port. This is an important distinction between the present invention and all
other networking architectures. With such other architectures, this race condition does not exist, and
therefore, as earlier pointed out, it is impossible to achieve zero latency with them.

To prevent the race condition, synchronization S between the ingress and egress ports is done at
the o;nput of the forwarding engine -- the forwarding engine holding the results at its output until the
packet/cell is completely written into memory, and then the forwarding engine can pass the results on to
the queue manager as indicated by the dash-dot flow line.

A separate or dual path is thus used in this invention for the control information, allowing each

/O module (#1 - #n) to process data only for its ports, whether it is transmit or receive data, and thereby
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be transferred in one access, the latency is increased accordingly. Thus,
whil e this woebpégagt ure does provide sonme increnmental reduction in |atency,
it does so at the expense of higher menory throughput, and adfcdBo#at11ang
conplexity per 1/0O nodule. Once nore, in this system it is inpossible to
achi eve_zer.o enc ince t essin f nd
queui ngreg‘é'ﬁ'ﬁ t {)ce)"?ﬂnexan‘fﬂ E’%egagﬁ 9 es'ﬁ'lpgl ng& gho ?Waﬂ%k:sé\l\% ? ftga}wg)ﬁyo%

MEMOTY - nek f?am 9& Yg?w% @Jle%ﬂngm éa@ﬁ%ﬁ&e B2 @.&éqgﬁ %?Jm@éonﬁ&m in

Fig. 7, cal processe ven a new internal

header %Lnam %VA@QPJ\%P%% dhesl® 15 S 1R 5 eegarspﬁ%xwémn %QS% R ganter

The croSs nter nal er to port

E)B'?pﬁ'?l l vf'nrrayonrtgg &(?\ye{{aégﬁgétlucgs tm?tngr{]uflr]g ;?ttg ﬁ\ ttﬂga(?eséfleo?rﬂ gt:(q tbﬁo%'&ﬁ\ﬁ -2
h bar bit

cor 5 oRREn Br B BRI R R A T

to severa om tor")]sm*)rgcl ud| ng rul ti pI e | nput ports destined for a single

out put p'(’)r‘f PR T cast . V\hen packets are used whi ch can vary in size

from 64 byt °3 }ngst olhe? cthe\é = the Sfd &vﬁxeueli% rgcﬁ:ﬁ%gﬁ %g?ﬁp%gh&&n,%a%b 15

and in genera'f make € architecture usa

| nput pe K s]p 51'{ onﬁhgx%t 1p§se8 P %tgnjgtt}k bk} 8rb <|:e ras ci”ﬁ)%l%gm%lgamﬁ) ﬂ'{ca%b IFﬁrlEd

nust wai ire ce e T ecel Bt e per

again i | GY:qof & he stem 9 g\r\t

sw tch, Qf"ﬁ‘?eaﬁ ﬁrcri’/uséeong?@s%ﬁhp%’ﬁﬁ ?1“ Fo%{ "‘e"‘°E¥f €T 0S’s %sgll“s'#‘{e'rﬁrﬁ éﬁ%"ﬁ"%‘d
but, in I R ol

o7 ossbar IR QuEIRhTEPHRL a LAY SR b gpfg%’s‘*h%%%%f‘y'“ fimiig, B 5 Ging

Addi ti ongdse hﬁ}tﬁxaﬁé’s 19 BYerte Glith n'\thrhm %Elﬂﬂ'lnance and without interference from the packet/cell
transfers to/from memory. This has to occur, indeed, in order to achieve zero latency.

As can be seen in Fig. 9, the latency of the system of the invention can be reduced to zero if the
processing of the control information and queuing are done independently of writing the data into
memory. InFig. 9 (where again the access time per read or write to the memory is equal to M and the
number of bits for a memory access is W), the following occurs with the dual path processing of the
invention shown in Fig. 8, and as particularly contrasted from the A-E operations of Fig. 3, earlier -

presented:

A. Write of data from the receive port #1 to memory. The time to transfer a packet or cell
is equal to ((B*8)/W)*M, where B is equal to the number of bytes for the packet or cell.

As the packet gets larger so does the time to write it to memory.

B. Write of data from the receive port #2 to memory. The time to transfer a packet or cell
is equal to ((C*8)/W)*M, where C is equal to the number of bytes for the packet or cell.

As the packet gets larger so does the time to write it to memory.
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bl ocki ng occurs within the crossbar. When providi ng QOS, queues are
typically pwovpdsslsei t her at the input or output port. Since Ehenﬁ%Fues are
not required for every port, contention and the nunber of queb® /01117
maintain is reduced, mhich al so reduces the latency. Wen providing

mul Fcast SURPOfl ol kitoRRoh KAGALLYE Bl SALeR NLOI 4G GhesSRe!

resulting in blockin uat I ons i NnCrease tenc

the output port,.and ﬁﬁé/,i,n qn%eﬁmétoataal Rg&ﬁmo@g%g{ng.mfé Ay TR

whi ch woul d reqU|re 0O provi tiona fer space. As

ports and data ﬁé}&&%é{g&gﬁﬁéﬁe e 36 GHUL BERAE RGO PRNERgGAYSS e

mul ticast will grow pro crease the cost

conpl exity of t0&, SYPkGAWE Qdemme gmemhlsmﬁ,v&h?éeu.reaﬁﬁ?mma&& is %hn{ﬁéd.

i npossi bl e to achieve zero atency I nce again the processing o

control informagi;on t,?p?a.ng u@ngytsmpmhebggms Bidehil. mean%gk&tdns‘eqt iahesso

conpletely witten into frenmory erred Enbodi ment ('S)
I nvention extract the control information depends upon the memory access time and width. The

at

time to extract the control information is ((Y*8)/W)*M, where Y is the number of bytes
the control information spans within the header (typically, 4 to 24 bytes). As can be
seen, since the Forwarding Engine does not have to contend with any other devices, and
there are no delays in beginning to process the control information. This results in not

impacting the latency of the packet/cell just received.

D. Pass the buffer address of packet/cell just received from port #] to the appropriate
egress /O Module. On the YO Module, the Queue Manager puts the buffer address on
the appropriate queue and will extract it when it appears at the top of the queue. The
forwarding results are typically 4 to 10 bytes. The time to pass the results to the Queue
Manager i; ((Z*8)/R)*S, where Z is the length of the forwarding results, R is the width
of the bus used to send the results from the FE to the Queue Manager, and S is the clock
rate of the same bus. As can be seen, the transfer of packets/cells into/from memory

will not interfere with passing the forwarding results. This results in not impacting the

latency of the packet/cell just received.

E. This is reading the different queues to determine which queues have data that is
available to be transmitted. This consists of reading multiple queues until the buffer
address of the packet/cell from port #1 is ready to be transmitted. Each queue entry
read is typically, 8 to 12 bytes. The time to uvpdate the queue is (F+1)(((P*8)/R)*S),

where F is the number of queues read before the packet is finally dequeved. The queues
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The present invention, exenplary illustrated in Fig. 8, and unlike all

these pri oxygYsh , optimzes the networking systemfor m'’inmal ‘| atency,
and can indeed achi eve zero |atency even as data rates and pdiGI/TBERALLT es
are increased. It achieves this equally well, noreover, for either 53 byte

cells or 64 byte ta 64K byt packets. This 1S,. ' racting the
control infornmat ‘1’%%5?'}’ ‘(’)}ﬂﬁ%;)'taﬁgﬁ“ﬁé’gwlé?rlozgﬁuesago rle%d '?%Q%cgygog‘h%{?ﬁgéﬁﬁuﬁ'f%% -
menory, and providing.the contygl,.i r i t r | ' FE
which will nake %’Rﬁ"%“gﬁ?‘ﬁé‘f“%‘@ﬁ{’@%%ir?g‘ 'c‘)r‘I“’f‘ﬂ]gt“’e‘rg‘iSﬁséi’@é\gﬁ'gsﬁ%dr??g“g'ﬁrﬁ“‘dat a
IS being witten dnto_ne ter cwar di ng.. ' | et ed
Its tasks, the r(gs"lﬂetrgquérggwﬁéﬁq}‘ﬁ?{/ﬂee&]&? S‘f‘%ﬁ%ﬂ’é‘géﬁgﬁéﬂgg&% Wzg'?ﬁ%‘g"%g}éui ng
and dequeui ng these results. et hi ' ' t
i nvention, bef orggs?aﬁ'ebe%?gktz'f }@léﬁfe[r o?é%(l:(gt%%ﬂest% “e‘f"]f/'%%%‘?et éﬂ@pﬁlﬁémﬁtﬁ%ﬂe?‘
t hereby al | owi ng read ta . ' mgl 3 e
packet/cell is C%I%rg%eute\glﬁ?ot\?\t}'? t"f eerﬁq?(% o ﬁg%%}@ "‘ n 3’?‘?’%% ﬁtgk oosfgllabl e to
start readi ng out et .hgfore it has been conpletely witten into
menory which cou?aﬁkngf]pﬁ)gﬁg%%f g're be done when reading fromnmenory, since
I ncorrect data would be read fromnenory. A synchronization S between the
i ngress and edi eBeadmfdata fromrthejmemery to teceive pern¥s €The tise to Wensfepaphckdt ot ¢edl
packet/cell does not begin too early, illustrated in Fig. 8, as achieved
when t he f orwar disrguad myi(BE8)MD*YbtvdhetedD islegual tdthe huasher ofdtytes ffer therpagkehwrepll. and
t hen passes queui ng address information to the queue nmanager QM as to the
i nt ended egress pPothe padket get largansa depothe time teliead it fromimpmaget ween t he present
invention and all other networking architectures. Wth such other
ar chi t ect ur es WhemprovidingQ@% nidviahi. asrbefse explainedergquites maintninings lof of gueuegper port,
earlier pointed out, it is inpossible to achieve zero |atency with them To
prevent thisarghifecure alletys fopthe Quovrdviprngeria be split Ml indepandens sub-Qupne Managary,
egress ports is done at

where each sub-Queue Manger is responsible for processing the queues for its associated /O module.

This allows a simpler and cheaper implementation that can scale as the ports and the data rate of the
system are increased, again allowing the system to achieve zero latency.

When providing multicast support, this architecture of the invention provides the optimal
solution in that it pass:es the minimal amount of information required to make forwarding and quening
decisions such that simple and inexpensive implementations can be used. Since the Queue Manager
consists of “sub-Queue™ Managers, the multicast information can be given to each sub-Queue manager at
the same time, thereby eliminating contention and achieving zero latency.

The present invention thus provides for the optimal solution for minimizing latency, and a
solution th;u scales with an increase of ports and data rates, while only requiring simple and inexpensive
implementations.

The end result of the invention is that the forwarding engine does not have to contend with other
resources while processing the control information of each packet/cell; in fact, since it only has to

process the data within its /O Module, it can be simpler and less complex. The Queue Manager also
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t he out put \969%@82 orwardi ng engine -- the forwardi ng engi ne hol ding the
results at its outrpi)ut until the packet/cell is conpletely wi PCEABINIZL7
menory, and then the forwardi ng engine can pass the results on to the queue

NManagelgo&shot Ml &P Rtnd With RtheFRSATELS Wwhiik BMCLdsIAg thete &PRANB AN glidads dPaidh | S
thus used in this invention for the control infornation, all owing each 1/0 -

modul e ph#tyceliNfadi irke Q%Eﬁhag sﬁo&ﬁﬂ e B&A withfh iRVG Modmeﬁ B aldolbelsinpldramd M t
or recelve data, and thereby 1 requiring |less conplex |ogic,
|nplenqg$@Q£?egnre sinply and cheaply than existing systens today. As noted
earlier systens require the nmenory architectures that are used to

store the copj @k mv@fumnnﬁhh&mo}@t&me% o Hidn 8ERREPIhe UB@RANd Wk e6nlohie dat a
rate of every port wWithin the system The present invention, on the other

hand, rigEhe&Rn!dialquedd e RRRE emeﬁznensciaetuaasrp?aﬁd.m meHRas sifpbét. e dnbi Seshitt 2
Nbdule -- a significant reduction. It also allows the systemto increase in

ports apGrffiduck @}Ia@drwnamllg_l} reae&uuarteneﬁ Baeh LomBRgh Gk B¥ndREHbp@HSing| N NDSt
ot her architectures, the d Queue Manager are required, as earller .

shown, dMcideol said L&senaagapmmry ndthdiks bBopi®ffin bshdSAdih 8nd AR kdncPhrecel |
resultlng in increasing | atency since the FE and Queue Manager nust contend

W th eaglinp@rt for nmenory accesses. Wth the present invention, however,
the FE and Queue Manager have a separate path P to process the control
i nf ormat i on, Firiher médificatib@Will @ccur to those skilled in this art, and such are considered to fall within

the spirit and scope of the invention as defined in the appended claims.
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these two entities to operate with maxi mum perfornmance and w t hout
i nt er f er enwo obwsgrst he packet/cetl transfers To/from nenory. %’%has to
occur, indeed, in order to achi e As can be s Woﬂll 9,
the | atency of the systemof the mmﬂml nmnm reduced to zero if the
pr oceggkdtikififed i€ control informaki on and wqueéui ng are done independently of
witing the data into nenory. In Fig. 9 (where again the access tine per -
read Qr IVd CPE of SmilhQaliRAREict §s@fUderdidald id ek rfabed alshF&bmeHon Bird donhedRted vith
nmenory access is W, the follow ng occurs with the dual path processing of
the i nvesthmememnemiand mtﬁb?mrzﬁuy SD ASINRrédeBiigand WriGiadintothd Membdy QR fehRvitg E
operations of Fig. 3, earlier presented: A Wite of data fromthe receive
port #1 tHefefidRIPatRets/cENEoftdatiPa nBthbd aMtediRIng InedBMt bas actesk koritdntieslatall redufling
((B*8)/W*M where B is equal to the nunber of bytes for the packet or
cell. AsystdnelaRask Blat @ipbisdsAprg@ling Gac PEBmbdute WikhEcd@spdhdih@fokarlig BRi and B.
Wite of data fromthe receive port #2 to nenory. The tine to transfer a
packet @ansefl JuebeSfaéifiiyahd h Sephfate pail foY exivhetinh €6rroGnftmexiBadtont @e bitRevtuhRtivef
bytes for the packet or cell. As the packet gets larger so does the tinme to
wWrite i thykat IO Rdyle addtproviding theh ContrelThfoethatiol kth&Tinvarding Engine: pedssiflg theom t he
packet or cell as it is being witten into

extracted packet/cell control information in the forwarding engine for making switching, routing and/or

-

filtering decisions while the data thereof is being written into the memory; passing the results of the
forwarding engine processing to a queue manager for enqueuing and dequeuing receive and transmit
queues of each packet/cell, and controlling, through the corresponding YO module transmit queue facility,
the interfacing with the appropriate egress /O module to which to transmit the packet/cell data, all without
contention with and independent of the transfer of packet/cell data into and from the memory.

2. A method as claimed in claim l and in which the control information is extracted from a header of the
packet/cell, and buffer address information thereof is processed by the queue manager.

3. A method as claimed in claim 2 and in which the forwarding engine results are passed to the queue
manager before the packet/cell data is completely written into the memory, thereby allowing the reading
out of the data to begin immediately after the packet/cell data is completely written into the memory.

4. A method as claimed in claim 2 and in which the starting of the reading out of the packet/cell data
commences before it has been completely written into the memory.

5. A method as claimed in claim 4 and in which synchronization between data ingress and egress is effected
to insure that the reading out of the packet/cell does not begin too early.

6. A method as claimed in claim 5 and in which the forwarding engine passes its said results to the queue

manager upon the detection that all the packet/cell data has been written into the memory.
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menory. The processing of the”"il,ﬂﬂ&ﬁé’"’“ﬂﬂﬂﬂﬂl on begins i mediately. The
resul ts frpgodbdgss Processi ng a¥ ut O gqueue manager._Since the

control information is extracted fromthe header of the pacl&qﬂl;’?@fymu%nl y
the required information is extracted. This is typically 4 to 10 bytes for

ei t her APRAEKEd 85 QLime8 id Gaim D daATWHRY tRfoulrbriBdreds of Bk eelved ftkdv@al is hiSedi8ifer O
I nformati on depends upon the nenory access tine and width. The tine to i

ext r aCtypbdpriftOrER V0 Mbandration is ((Y*8)/W*M where Y is the number of
byt es tﬁe control information spans within the header (typically, 4 to 24

byt eg) A Asthe@Rs B8me8 olaifi D& ih RBich HNREES Y dERBLRE, WitARe AMbes\Reded read by
contend with any other devices, and there are no delays in beginning to

Pr oces spd fitus MM Azl rellite@td Mbd idfhberldtiqledeRtbited td ShppsH the PRAGAdr VD hétRile Al REICY
of the paég%gt/celgl rjeust recei vedf:r D.q eF’élassl?h{“hetbu??@r addressf of packet/cell

just rereloMecslerom port #1 to the appropriate egress |/0O Mdule. On the 1/0
Modul e, the eue Manager puts the buffer address on the appropriate queue

and ?VI | A nietloll 8S¢1aibded WARIM ¥ 2R SAIH nﬁﬂtiﬁl@?xeﬁé&gre%aiﬁthﬁe%?wé‘h vOherehad wer di ng
results are typically 4 to 10 bytes. The tine to pass the results to the

Queue %@@Qfﬁﬁsna. ﬁ' ex( 8i%ia8d 4ried 2 ?ﬁrﬂmﬁnd%pérﬁ!eﬂt B-duRirhihadrs bR ploRds¥ia the QGeues

results, R wi dt h of e bus used to send the results fromthe FE to

t he Quesss Napaaes voahshule.i s the clock rate of the sane bus. As can be seen,
the transfer of packets/cells into/fromnmenory will not interfere with

passifoa hidthok Q¢ MRtk M8 claBS 9 hidin whithSmi18&if Smiaflom bufphibGlebdhGub-Geeuk AaRipey
of the packet/cell just received.
at the same time.

11. Apparatus for reducing memory and bus access contention and resulting system latency in CPU or similar
data controller systems wherein data is interfaced along a common bus connected with common memory
and with a plurality of /O modules receiving and writing into the memory and removing therefrom
packets/cells of data, said apparatus having in combination, a plurality of forwarding engines. and transmit
queue facilities, one provided in each I/O module, together with a separate path for extracting control
information from the packet/cell received by their /O module and for providing that control information to
the forwarding engine thereof; each forwarding engine processing the extracted control information from
the packet/cell received by its corresponding I/O module for making switching, routing and/or filtering
decisions while the data thereof is being written into the memory; means for passing the results of the
forwarding engine processing to a queue manager for enqueuing and dequeuing receive and transmit
queues‘ of each packet/cell and controlling, through the corresponding I/0 module transmit queue facility,
the interfacing with the appropriate egress 'O module to which to transmit the packet/cell data, all without
contention with and independent of the transfer of packet/cell data into and from the memory.

12. Apparatus as claimed in claim 11 wherein the control information is extracted from a header of the

packet/cell data.
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E. This is reading the different queues to determ ne which queues have data

that is awgll@hkHet © be transm ty i it s of reading nmultiple
queues unt| I t@eﬁbuffer addr ess H“‘“Hﬂ“plmﬂmlm | from portlgtﬁrf"ﬁ’g’ofléédy_ to
be transmtted. Each queue entry fead its typfcally, 8 to 12 bytes. The tinme
to update the queue is (F+ P*8) /R *S).. where F.is,the nunber. of .qgueues
Foadt o Cliaedin <l 1 it Fl esghedine “Hit BuhidsS o g RIS FlorRlu GBS,
di stributed, and the nunber of queues to read is reduced to the nunber of

e ucos e amont D L Lhe T eauiy 80 Lo sean o i {feront geliec) (s
SR AR A A L KN
bR BT b b e S o

D Therate it T gHG S FEn ety pres 368 paekd B S Sty UG RR el &

is equal to the nunber of bytes for the packet or cell. As the packet gets
| arger 86™3Bes the time to read it from menory. Wien providing Q0S, which

as belf59 rA%pg'i)l(tBé aai'»ic aelrgxéd irne:: lilrln rlgswhglaéiinnr%g‘aing iisnggoque!dqgr sPafnin%LIﬁéJx%%ilpgeJut Qtotfxé packet/cell
data before it has been completely written into the memory.

16. Apparatus as claimed in claim 15 wherein means is provided for synchronizing data ingress and egress to
insure that the reading out of the packet/cell does not begin too early.

17. Apparatus as claimed in claim 16 wherein means is provided for the forwarding engine to pass its said
results to the queue manager upon the determination that the last bit of the packet/cell data has been written
into the memory.

18. Apparatus as claimed in claim 13 wherein the buffer address of the received packet/cell is passed to the
appropriate egress IO module.

19. Apparatus as claimed in claim 18 and in which the queues are distributed, with the number of queues read
by the queue manager reduced to that number of queues required to support the particular /O module and
not the total system.

20. Apparatus as claimed in claim 18 and in which multiple queues are maintained for each /O port and the

queue manager is divided into a plurality of independent sub-queue managers each processing the queues

of its associated O module.
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this architecture allows for the Queue Manager to be split into N \
|ndependm9%ﬂj&@eue Managers, where each sub- Queue Mangelpgramsb®eRONSsi bl e
for processing the queues for its associated I/O nodule. This allows a

si mpl er and cheaper inplenentation that can scale as the ports and the data
rate of the systemare increased, again allowng the systemto achieve zero
| at ency. When providing nulticast support, this architecture of the
invention provides the optinmal solution in that it passes the m ninal

amount of information required to nake forwardi ng and queui ng deci sions

such that sinple aEg*kgg%ﬂﬁnsive i npl enent ati ons &8l be used. Since the

Queue Manager cons “anrl sub- Queue" Mana er§f_uﬁ§%ﬁﬁkp cast information
can be given to edc Bntorrhian QU ~the”game—frmeT| t her eby
el i m nati ng conteftTomanmd—pchi eving ze | at eCypise. fesent invention

t hus provides for {the optinpl solution fox\m nim zing | atency, and a
solution that scalles with ap increase of p s and dit@ rates, while only
requiring sinple gnd PAexpensi ve inpl enent at | result of the
invention is that {the forwatdi ng engi ne does n a8l cont end Wit h ot her
resources whil e prlocessing {he control infornat| em-eias@adh packet/cell; in
fact, since it only has to process the data w th-Hee8+A0 Module, it can

be sinpler and | ess conpl ex. The Queue Manager al so 16

Fig. 1
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does not have t

and transnwo s@wesxegs of each packet/cell; in fact, since it %y%fﬁg

process the dat
conplex. Wth t

o contend with other resources while processing the receive

awthinits I/O Mdule, it can also be sinpler ess
he invention, furthernore, there is no contention between

the data and the control information, and, queues are handled efficiently _

as well as prara?hmdi ng nmul ticast support.
I

that dramati ca
optim zing str
bandw dt h and r
occur to those
the spirit and

What is clainmed is: 1.
data is interfgced ar%ng

a plurality of
renovi ng t heref
bus access cont
provi di ng each

ul't i gmadatgl chitecture
en conbi ned w t ANl heorgirdwi dt h
[

[ applicatli . nét yoks, of opti mum
attai ned. Fu?‘%ﬁ%]emdr‘}ﬁp—'ca'fl ns wll

y reduces | atency.
cture of said
inimum | at e

ski | e | Is art, anpd,such aEe coTsideredt all within
scope o € 1 nven 'onnp%idéfi'h' d inlyhe appended cl ai ns. 17
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| / EPBELL 5. ilvi ng and ting into the menory and

on pott, . .
rom &ﬂao et s/cel | S@f data, a nethod of reducing nenory and
entH mad-r |trng system | atency, that conprises,
| /@) nodukedatat h a correspondi ng forwardi ng engi ne and
on port #2 , o
» time
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transmt queue facility and a separate path for extracting control®

i nf or matWoO19M$86n t he packet/ cell
t hat control

packet/cel |
swi t chi ng,

correspondi

approprl ate egﬁms /O
wi t hout contention

al |

whi ch the contr
packet/cel |,
gueue nmanager.
forwardi ng engi

data into and fromthe nenmory.—2. A ngt
OTTIRCT QN i S ext[.d
an %@{’z addness—at
3. Acveided 3gs_cl.ai-red-i
Ne TOTJueues arle passed tld
data 1S conpletely witten

packet/cel |

the reading out of the data to begin i
is conpletely witten into the nenory.
and in which the starting of the readi
commences before it has been conpl etel

information to the forwardi ng engi ne;

control

1a |s recaiv, a

maki ng
i's
rwar di ng en

ul into

ui ng aH-&—H-@chl ve and

hr ough t he

ing with

er for eng
eachilyatkadadee ¥ vel--cant -+ oM TRL, U
Gorkiriil T riafzsi 1~ quelg—factty) the i
jodul e 1o whi chito trans
i hd ot af &

WAL

I

M

kn claim 2

int_othe
-. CA

m acket/cel |
) o4 Jﬁl@m packet/c
hod—as™ TP #n claim1 and in

¢led froma header of the
¢i on thereof % s processed by the

ang i n

dat a,

whi ch the

) t he queue nmanager before the
Fe
7 af trer |
4. A nethod as clained in claim?2

g out of the packet/cell
Y witten into the menory. 5. A

therehy allow n
e packet/cell

dat a

nmethod as clainmed in claim4 and in which synchronization between data
ingress and egress is effected to inggrse that the reading out of the

does not begin too early. 6. A nmethod as clained in claim5 and
in which the forwardi ng engi ne passes its said results to the queue manager

packet/cel |

upon the detection that all

menory.
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18 7. A nmethod as clainmed in claim2 and in which the buffer address of
the recei t/cell is passed to the appropriate egr esge le. 8.
A et hod gggcl al %‘gd in claim?7 and in which the queues are gl @s@?ﬂg

wi th the nunber of queues read by the queue manager reduced to that nunber
of queues required to support the particular 1/0 nodul e and_ not. the total
system 9. A method as clained in claim7 and in which rrul‘t_pl_ﬁsm‘ﬁm e
mai ntai ned for each 1/0 port and the queue nmanager is_di vrﬁ%d%
plurality of independent sub-queue nﬁnag@p@u@aph ar

its associated I1/O nodule. 10. A rrethqd as cl ai nmed

~

multicast information is supplied tg eeach sub- queL,ér mnager : 5
time. 11. Apparatus for reducing rrenor'y and bus ac(e:ss cont e .htg{acea d
resulting systemlatency in CPU or §Hl rr‘ll ar_data ¢d 'St #BrB Srern
data is interfaced along a comon b s oprnecue fw. h conmon menory angl wit
a plurality of 1/0 nodul es recei vi':n_:jfan' WLkl [0] Y rtQ t he rrem)ry and
rempui.ng.-therefrom.packets/cells-gf |[dat a, said appdratus having en
conpicrRtMenle a plurality of forwaidijng ineg.and.ltfansmit queue
facilities, one provigged in each Lf{ rrchBs'I:\ her wiwth a _separateipath
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information fromthe packet/cell received by their
provi di ng waasosseatrol information to the forwarding engine
forwar di ng engi ne processing the extracted control informati
packet/cell received by its corresponding I/O nodule for makl ng SW t

| /O nodul e and for

I‘Eﬁx;a%glﬁ%ltl

ﬁach

ch| ng.

routing and/or filtering decisions while the data thereof ten
into the nmenory; neans for passing the results of the for wn,d.l.ongmﬁgmamg
processing to a queue manager for enqueuin "‘“" q;‘g‘uc”.ng F-eeeFifE=.and
transmt queues of eag l.cell. and corit 'Po%d ........ Hr ouull EHece .
corresponding |/O nodyl e trangm t medé”f’&éi‘ri ty, the'. mterijacitng h the
appropriate egress |/ ® nodul efto—whrech—tofransnit—ttrel |pack dat a,
all without contention with apnd independenti of the traffsfer) df""m%‘?c L/ cely
data into and fromthg nenoryl 12.Apparatgis as clained in c¢a vher ei n
the control informatidn is exfractgd frosz header of; flhe packet/cell data.
19 13. Apparatus ag clainefl in gl aim212}iw the forwar ding engi ne
provi des buffer addreds informati ofto=YHeE nl’;’e AaghHr. 14 4opara1 us as
clainmed in claim13 wherein npans/fi|s preyi d‘e assjing the forwarding
engi ne results to the jqueue nhnage befﬂ e it he packet/pel |l dahatates .
conpletely witten intlo the ngnojyjj the by-a1cwi7|qgt di mg ofit ;of (he
data to begin inmmediatlely aftgr thg pack btFees LAty conpletely wiitten
into the Memory H ]
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menory. 15, Apparatus as clainmed in claim 13 wherein neans _is provided for
starting tigoagieng out of the packet/cell data before it een
coripletely witten into the nmenory. 16. Apparatus as clainmed T M 15
wherein nmeans is provided for synchronizing data ingress and egress to
insure that the r%agli ng out of the packet/cell does not begin too early.
17. Apparatus asa&r ipmed in claim16 wherein neans is provided for the
forwardi ng engi ne R0" pass i4gqgs@i d results to the queue nmanager upon the
determ nation that |édnedhi@st oRpét Of the packet/cell data has been witten
into the nenory. 18. dAaparaty® §s clainmed in claim13 wherein the buffer
addr ess of thngagec Y, pa @ | is passed to the appropriate egress I/0O
modul e. 19. Agpajesdus aspXyl ained in claim 18 and in which the queues are )
distributed, wth of queues read by the queue manager reduced to
t hat nunber grécegs ired to support the particular 1/0 nodul e and not
the total systrml 2 ratus as clained in claim18 and in which

mul ti pl e queuédo ar ¢ @ained for each 1/O port and the queue manager is
divided into a plunal id\waf | ndependent sub-queue managers each processing
the queues of its dssamipated |1/ O nodul e. 20
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