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contents protection has been concentrated on preventing non-permitted access to

digital contents, permitting only people paid charges to access the digital content.

(6] Thus, people who paid charges to the digital contents are allowed access to un-
encrypted digital contents while people who did not pay charges are not allowed
access. In this case, when a person paid charges intentionally distributes the digital
contents to other people, however, the people can use the digital contents without
paying charges. To solve this program, DRM was introduced. In DRM, anyone is
allowed to freely access encoded digital content, but a license referred to as a rights
object is needed to decode and execute the digital content.

[7] Accordingly, the digital contents can be more effectively protected by using DRM.

(8] A portable storage device is a connectable/disconnectable device such as a portable
phone, a computer, or a digital camera which can store data of various types of digital
equipment and is portable. The portable storage device includes a storage space for
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[12] In operation, the user device 110 can obtain desired contents from the contents
issuer 120 in an encrypted format protected by DRM. The user device 110 can obtain a
license to play the encrypted contents from a rights object received from the rights
issuer 130. Then, the user device 110 can play the encrypted contents. Since encrypted
contenis can be circulated or distributed freely, the user device 110 can freely transmit
the encrypted contents to the user device 150. The user device 150 needs the rights



i ssuer 130. Meanwhile, the certification authority 140 issues a
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de- moving a rights object [rom a device 1o a portable storage device, including converting
the rights object into a format supported by the portable storage device, using the
device, encrypting the converted rights object using the device, transmitting the
encrypted rights object from the device to the portable storage device, and deactivating
the rights object stored in the device after the transmitting of the encrypted rights
object is completed.

[18] According to another aspect of the present invention, there is provided a method of

moving a rights object, including requesting a portable storage device to move the

rights object using a device, receiving an encrypted rights object from the portable



activating the rights object stored in the portable storage device.
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MMC accordi ng téj an exe ary odi nent of the present Invention;
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WO 2005/ 0?215&63 PCH(!“Z%SO %V?C%Qf@ an gcchér% }‘ l"E:lL %in% % sé Derle ];ulm(%b% Qcaf:%gdinogfto a
prot ocol for noving an rom a devi ce 1o a’ secure
an exemplary embodiment of the present invention;

[26] FIGS. 5 and 6 illustrate examples of instructions and parameters needed to move
and copy a rights object (RO) according to an exemplary embodiment of the present
invention;

[27] FIG. 7 is a flowchart of a procedure for moving an RO from a device to a secure
MMC according to an exemplary embodiment of the present invention;

[28] FIG. 8 is a flowchart of a procedure for moving an RO from a secure MMC to a
device according to an exemplary embodiment of the present invention;

[29] FIG. 9 is a flowchart of a procedure for copying an RO from a device to a secure
MMC according to an exemplary embodiment of the present invention;

(30] FIG. 10 is a flowchart of a procedure for copying an RO from a secure MMC to a
device according to an exemplary embodiment of the present invention;



MMC according to an exenpl ary enbodi ment of the present invention;
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structure[4f] a SEFICCOPY afonaiomihiodk diegrem et agpctdo MMC according to an exemplary

embodiment of the present invention;

[43] FIG. 27 is a functional block diagram of a device according to an exemplary
embodiment of the present invention;

[44] FIGS. 28 and 29 illustrate a structure of a SET_MOVE_RO command according to
an exemplary embodiment of the present invention;

[45] FIGS. 30 and 31 illustrate a structure of a GET_CONFIRM command according to
an exemplary embodiment of the present invention;

[46] FIGS. 32 and 33 illustrate a structure of a SET_SELECT _RO command according
to an exemplary embodiment of the present invention;

[47] FIGS. 34 and 35 illustrate a structure of a GET_MOVE_RO command according
to an exemplary embodiment of the present invention;

[48] FIGS. 36 and 37 illustrate a structure of a SET_CONFIRM command according to

an exemplary embodiment of the present invention;



an exenpl ary enbodi nent of the present invention; [50] FIGS. 40 and
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The present i nveRTiNAVEaBO aprowkingsp an bempémbouhodgndnhofifeayresdiififiengort
forms and[sfoul d pats.be, sprmt rssl@ﬁh %snmhtea stridiirt epba;mtehﬁof af XSRS Y
enbOdl ment s Set%]{fl’édﬁgqﬁbe CCOl'dln 0 :}.1’16 al’Y ﬁmgocﬁn%ntg % Erg%ﬂg?eg‘lﬁés a(E €

provided so th S 1°6dure orou
will full ¥SdonveyFIGhéa7 ethc¥pt0 @*rd thausru'ﬁs@éﬁwc@ﬁe eloaramstess oflkh finiseerction
the art, and t hGEPrG&EENRG f¢aing @nanvdxbhplagtipodifietef ina@etsdy idvBeion.

appended clainms. Like reference nu | i ke el enents
t hroughout the specification. [56] n?%%%?bfﬁ%%égﬁf i nvention, devices

gener al | y [$3di cat éhelprgicnEnvertierind acihods @fL?é‘F?ﬂa%lShUéﬁ ¢ same reayrhsmuaderstood
mobi | e phones, Qowptidy By refufshcd @plﬁdlﬁﬁowﬂ?g)ﬂdtﬂbﬂ Gessiifioa @CexdBpiagesmar e

storage devi ces,gHeh 354 HRGH ‘I;I‘?er éser(t l)lont thc%e%er be
prida SEQK Soily AEALE, an

portable and renovable an ration
interface for ae”&ljé’(}ieeénmi“ﬁr%qf“ﬁ‘éﬁfw a?doﬁh"“l‘ép%{erP?/"SE'Fedtaﬁéeld%@E#‘?ddP thsn,
a secure MVC exenypplafy easbodineots balibrth istedr. Rgiderdtvicegempliny Smbsdlmpmsire

because the S?%Bﬁd%tﬁ@ﬁushﬁs%&s&i‘e %i e tﬁ&&ﬁg‘-ﬁ%&i eontqhﬁeh tr%coﬂw}

secur.e
M vie

t he present in ention

Herei nafter, ex8hfi"SeR}° t‘?}f) Wﬂf%ta‘i’ﬁ: S}Fﬁ"e&‘ﬂrﬂli’fetnimd ﬂi‘f’\/IE‘FFFPtdW
described in dedabd dofinedbyrtes penicécliniost like wfcrachednealansion gslikeBefonte
t he detail ed dqg@ng}mutmgsgeglfgﬁion forth, terns used in thi S

specifica n WI| tion

spect i capian !k BeodesPhaEt Johel e R A Rl kB {0,
and terns that digifbciprasenphijedhenoy. caapitprechnf pwph Parteblarnrageriievinesaer t o
linmt the broadiasperticafsutng sedurtmaiiimema cab@MMCuat zlr@pdﬁ&lﬂe and

Cryptography [ SI%;lnoEa%@ Vénﬁ rﬁﬁlﬁc ﬁr{ %}ﬁ[’ﬂ?gﬂ ﬁﬁ{%d la? mrie%lfagg irOF dév?cegﬁcfr%ﬂaﬂcr for

asynmetric ci pher In

froma key usedldty offBefSipRtigR @ S?@”fﬁMMC&exﬁ@? 1&8@@9#%%@@86\@1% This is
2005/ 091163 PCTiu¥R2A0S/DO@6H2 MMC bipdrert widtlh eprpatbih ithe, industty, latd the present

i mpossi bl e or  dijdntits ot 1fnifkAGS #PLechingv@al content with only
[57] Hereinafter, exemplary embodiments of the present invention will be described in
detail with reference to the attached drawings. Before the detailed description is set
forth, terms used in this specification will be described briefly. Description of terms is
to be consirued provided for a better understanding of the specification and terms that
are not explicitly defined herein are not intended to limit the broad aspect of the

invention.
[58] - Public-Key Cryptography
[59] Public-key cryptography is referred to as an asymmetric cipher in which a key used

for encryption is different from a key used for decryption. A public-key algorithm is



a cryptographic algorithm an encryption key, and ci phered text.
Exanpl es of a public- key cryptographic systeminclude Diffi e Hel | man
crypt osyst ryptosystens, El Ganal cryptosyste
elliptic c%@oméosystens. The publ.j c-key crypt ograg}ﬁl T/ S200p31pe02
100- 1000 tines slower than symretric-key cryptography and |s t hus
usual |y used for key exchange and digital signature not for
encryption of content. 60] - Symmetric-Key Cryptography [61]
Symmetri c- key coBFRLOES BN, Busitis 1@9%&@{@@ €if¢ulie Aecryst eniginad cqnégeng with only
secret - key cr yao«trgagbgﬂis}yc Algdriign, tah @en@ @@ key sl iexn Bxiélples of a public-

decryption. S/%ﬁg)fbgfa%ﬁf?{c 'sfr)s[fEm ﬁhﬂ@éjlgﬁge ﬁgﬁx@n Ljr)? ys@%%s%REﬁggjpmsystems

symetric C|pher rcat | ons usi n
encryption standl H‘al(CAEQSYﬁ%N‘% a’i‘%]ill'é’é%fdc CTP’B‘QTY“CH‘E&}‘F Prhlicdee [63] A

certification auyptograghy icabott 0D-6800keesslookr hapiyirinetridiey cwiptdarapespedd
to a public-keymyCiphgr usedAfoPﬁ‘é'ytekéﬂaH&ta‘ﬁd 'd%ﬂ@i sIHRaaR A6t fépéﬁcﬁlpﬂél{‘& c@ntenl

public ke nd a pgrson'.s ormat1 on which are signed by
the certi ﬁ?[ﬁatl on NPHEFF y %Yaghbrl vate key. Ac- cordingly, the

integrityl[@fl the Spmmpficdat evmagrarﬁw ipagyninetgomgicdefcadd tpyas agppitkieng t he

public key of t&}gp@@éﬁﬂyfuhlﬁﬁhle@ﬁ@l%I&Qc!r!.rﬁlﬁbnfaﬁ’d &é&ﬁpﬁ&f wcfatacea&@pnoand
t her ef or e, atta

reven
oy L1 - bi griarogBES RRBUTRF St R R0 ot il e
by a signer to 44’1&!%‘&?@1’)@%}%St%{ldérééﬁﬁﬁ)rhavhbﬁéfe%ﬁéén witten. Exanples
of a digifeld] signaCufifca¢ € an RSA digital signature, an El Ganal

digital signature, rt@éﬁlog a%{; }/ céhﬁél%rséi{ §a AB: &d%&'}&rgé%% :Qbe&bﬁl: ke

S|gnature en the nature 1'S US
a message with HPRSF H’ewﬂa?wa% %m%éﬁﬁeaﬁlaam@éﬁagbwféy HATPEPRHIIRRNEX 4 ézge

to a recipi ent.folwion edicpiarrsigneiby yip tstifidacorequtifoyipt dihg apeissekmy. Ach
this case, it Ig:@haysekihi tybf‘&e B@&é&&%&@é@ea’?@ﬁ&nﬁ&'&é&’!ﬂlﬁ&yﬁﬁ aie

sender. [66] a.se ce of
nunbers or char%‘gfl %E@f %Nl"r‘fe‘il‘gﬂ%‘é’m]aﬂ@‘gﬂéF’tqq%%"'f“ I8 o epe Qi o e kers oy
to generate a coawhed&omanuivlatingmiper's publipkgudo- r andom nunber may be
used. [68]s4 Portabtgqafg, sage Device [69] A portabl e storage devi ce
e Py SRl Y SH Rl LOCLIARS o baoflo VAL bl oS TRING SHER 2

a flash can rea
from and whi ch watenhBxampias €64 @aﬂqlélgaat@re@ie@e RSpdigis] senapyre, gy Blgamal
portabl e st or agdgitdlsiybahe,AITES Bl sigRhira, ande Senyrr S ditalkeSzna@RPa6H the

flash (CF) car d@%}\ é@l‘[&%lﬁﬁuxg%&ed q]ﬂérl:dhn%l?fgg‘ts %%egége lw_gﬂ ﬁk/ﬂ&fp 1?%8{% and

secure MMC W as a porta

Devi ce [ 71] A FEThe TSHAH MorHE ‘Braé“s"ém?m ﬂ?lilf?éf’r?ﬁleéhd%‘?ﬁ?tsb}é? RBBEY abl e
or non- port abl em¥Eg20R 31Dk, 6t3s POTIIKRE GRINBOQEBR bedh antrlyptedrgiha sender.

devi ce. [66] - Random Number

[67] A random number is a sequence of numbers or characters with random properties.
Since it costs a lot to generate a complete random number, a pseudo-random number
may be used.

[68] - Portable Storage Device

[69] A portable storage device used in the present invention includes a non-volatile

memory such as a flash memory which data can be wrilten (o, read from, and deleled
from and which can be connected to a device. Examples of such portable storage
device are smart media, memory sticks, compact flash (CF) cards, XD cards, and
multimedia cards. Hereinafter, a secure MMC will be explained as a portable storage
device.

[70] - Device

[71] A device used in the present invention may be a portable or non-portable



[72] - Mutual Authentication [73] A device and a portable storage
device perform authentication nutually. Wien a session key, i.e., a

key used t L data to be transferred using public
crypt ograpﬂyoeﬂ’:&s'%g *Ar ed by the device gand the portable g&@m%y&@\%

for nutual au- thentication, the data transferred between the device
and the portable storage device is encrypted using the session key.

[74] - Rights object (RO [75] A rights object (RO has the content

of a right to amdltigiedigdeyigsr k and defines a right to play, display,

execute, prdint, exphikial Abthénticat@py or transfer), or inspect the

Goul ol and®or ¢ ARRUCOLE AHohig o LORL B PERAGSIROLih IRMWDEL AL 4

devi ce an por t necess
havi ng i nf or mat {e8¥eéydrcd Nf@y 'éscﬁi [ RErYPigiatadp b ?@Pfcﬁ%‘fsémpumﬁc?@ Move
[ 77] The term 'srpueiraphyain sharadadiysipotelict ghdahaipogiablaktorabs ésice ffgramnmid au-

device to anot hesnuc%\ﬁl aae dat%yﬂsféﬁe@béﬂ\'zv&ntﬂ?el deQil efatth@@ﬁ@ee %&g@@a\rm%

digital object as it m qne. position to anoth position In

devi ce or from?“ﬁgpﬁgﬁf’ﬁ%ﬂ?é‘asﬁﬂ%}f% device. After the nove, the
digital obj¥dct is-PihsehiectdBORly without a duplicate. [78] - Copy

[79] The tgm’ coaynghe%ja@t (Rmhasamroheﬁcdilagﬂgm% 2@ te%rmcmﬁhe% atriRe

sane as a dlgltal devi ce

position in theld&y ¢ Cﬁz)gﬁﬁr exeﬁm ﬁSf“h%’iWHé\F %8”’ Or%ﬁdns Efrgé)r W‘@F’&ﬁtst fféfé’ttatlone
or nore digital verkj Beresforadigity righie mepsgemens {PRMD begpvesnf dsviga tridgnportalgle o

di gi tal object agBpegRMieE,alieaboesiiny & ust AROCIARIg idfWENa06n @in} e phtieal
digital objectsy,exisken[80] - Constraint Information i 81] Constraint

informtion refers o constraints all owi ng a rights object (RO to be
copi ed or [fidved onMp¥&inder particul ar conditions. Since the
const r ai nf74}nf or nfh¢ ©M nEEE meatksSrangioyting g diidl sject gy ond demiay tolm@other

referred to as &QRt rl@lmh &a&‘&@%&;@&@meﬁ%fn?dvﬂ%ftﬁe% ital b é‘ctEﬁE ﬁ‘f:oﬁ%%ro'
i nformati on is used | he“sane. co ‘3 con gl“" i n-
formation.' 82110311—"P@° EE‘O & nosilprhin gy ig ‘Eflf%?&? ?rfi?"'llclcd%f‘ f Pryics) Al fftes

related to d| gi mene, the gizital objrainapreseentoleyDRouusdupcate. secur e mul ti medi a
card (MVCy781[ 83] Ac r devi ce 210 can obt ai n encrypt ed content from

a contents.j ssuer encr ntent. i s.cont rot

Sy ongh DH 3o oS i B s TRAEAE e BB e SR P B R 2 BT o
content is needdyect v dROCT s BeRsrasl a4 disferent nosisan @fthﬁrdegmigr in@notheydedert |
constraints to It hieo mkgBtimt orid mokehidit sigectshaviROtickaed donteﬁ{breﬁfazﬁﬁh@n of

the rights to ats%&gﬁﬁ%bﬁ&%@%e&ﬁ:&aﬁ\ﬂer%%q% y,"[wgé%% cal 4 r(g%l ol?i%pts

constraints may be aybac a pla
pl ayback durati¥Ht An exanpl e of the rights to the RO V\D 2005/ 091163
PCT/ KR20053000602- Cénshaiyt Inforativnve or a copy. |In other words, an RO

contai ni nggd ri ghtolBaiiPE BN R&ers to constraints allowing a rights object (RO) to be

copied or moved only under particular conditions. Since the constraint information
controls copying and moving, it may be referred to as control information. Hereinafter,
the term 'confrol information’ is used in the same conception as 'constraint in-
formation.'

[82] FIG. 2 is a schematic diagram illustrating elements related to digital rights
managemenl (DRM) using a secure multimedia card (MMC).

[83] A user device 210 can obtain encrypted content from a contents issuer 220, The
encrypted content is content protected through DRM. To play the encrypted content, an
RO for the encrypted content is needed. An RO contains a definition of rights to
content, constraints to the rights, and rights to the RO itself. An example of the rights
to the content may be a playback. Examples of the constraints may be the number of
playbacks, a playback time, and playback duration. An example of the rights to the RO



noved to another device or a secure MMC. An RO containing rights to
copy may be copied to another device or a secure MMC. Wien the RO i s
noved, the ol RO before the nove is deactivated (]

itself is ggﬂeo?ée@qé)ﬁrs a right contained in the ROis del@fg{’@g}qo&)&&m@o
However, when the RO is copied, the original RO may be used in an
activated state even after the copy. [84] After obtaining the
encrypted content the user device 210 may request an RO from a
rights issuer 238y bonrgbteair A cepyr ingier werds| amRO suntiningreright rmeeviayde 210
recei ves the RQuotedgehdtstier Wévidd oafsedde MIQOAS ROfcHMAMInA Gights @Yoy e ber

h I !
230, the user dgyl e 2theCRRicRbAY seolDSnAACKHRL AERBHENL KT 1B

RO Meanwhi | e, e user devic | € _ Use
devi ce 250 havi l?féorét}t%‘imr"é%iifd‘l"ﬁ@fj %—ﬁ@%%&d@ﬁjd@@ﬁw@m BefyRomaipksip 4151 e
st orage devi ce. RDhedghned).diivevat whagie RI@ W cogicdrale diinal BE elay ®c MTi00

havi ng a DRM fé&ﬂggté@%teé@nta@érqhe%&e the user device 210 performs
nticati.on w.t secure 260 and_.then noves

mut ual
to the s etc[gdg e MVCAﬁ‘é’OOb‘&f‘B%ﬁ%?“Wéed COPER TS deuft %lr‘r’tmaytrf’f?é‘eﬁé%ﬁ{% from
devi ce 210 requesgds iasuei itto olgaiph aghtfte piay. tWien sleawerale 2 1026@ivantic RO

receives the r'lﬂE&tﬁerWh@hRDredpoﬂs@froﬁl tﬁ@ﬂmﬂgsu@mbytaé h@PadeRY 214 ERRHyNe

secure NMMC 26 dev Y, ed con
usi ng the conte n(f enc f B?terﬁ 1 SIE% ]q%egﬁ%%ﬁ th[éﬁe%%vbcgﬁ) (ﬁ)lrnﬁ’f Wd“'{‘?ﬁ Elﬁ al
aut henti cati on BPtiha v%édqme B30 ng@éogﬁ@md@ﬂxeengfe@tefi ebjegrhraug a penbirov e

the RO to the uS@hgdRVicEThe ﬁ&taﬁl'c senaBlievidday Ué&%écuﬁ@MMlEQ@Elﬁtha PRy
the encrypted Cﬁﬁétﬁ)gtlﬂ ﬂll? éa]se t}{} u%é‘%@?!:eaiﬁ() p%lrfg)rgg Iu{m §ut19 ntléalagn R[tﬁﬁ%lr\]/tc

i nvention, nutual aut
i s needed to erssfieMMe zﬁ%ﬁ}ldé]éent%“’ﬁ%@e RRdo %é%ﬁ“@ W 26R5T° Eabf Beul t of
t he nutual aut haewtypedcomet, the weskvion2 leyquess gaganaplediront ite ssmesVIMT

key is a key s%raﬁ@lré@&véshﬁe T eAVA tsEia;a@@ ab&t&@&}& n%%;@&nhésmé d

duri Nng access nf or t1on

nt al ne
transnitted bet%%{% h ‘f‘él"%?l Ctalr’lmfa§g’(?tﬂ1°é-" onterl ysige (Re FPRIgNtys| ng
the session keyencopligeieyr Mempmaiis atg gedermingreutnal eubéntiaatiohevithitheatseron

wi Il be descri b&gick nsdefeabdurdiMt 160fcel BB6EE ROMS e udr AbB&1 255 bfnaBle i

a flowchart of aser VICB}ZS(ftﬁ pera;tle%artltogl ?] fedure according to an
exenpl ary enbodi & Present P nvent Mut ual aut henti cation

is a procétfire i ﬁl Emelryenthediments fobe awnammgrr, ey uigtication between
aut henti cate eacfevitkBfd a Sec@e MNMO&NREGRd td¢eble X rigetofusd He fctd MIMTSAs

for generation ohud dHa3hill fkeo 38 3L A0AIEY L SN TACIIANSs o

usi ng a random nunper _ obt al ne
3, description€Yaby %bya‘F?‘éﬁhé’ﬂaP‘? W%?CPTQIWQ apdis yaliyinraa accrqlfbis fag

anot her devi ce dcoess pendiatinedainfemhiinnrapgeirteat beosceara ddescanid plid setise RIMOW
the arrow headedchdrfifis Jsﬁg%%egsfan Rey ﬁ&?ée@ﬁ‘i‘é%ﬁsnﬁs‘%ﬁﬂeﬂxetn%n% RihtinficdiBR

command or data tra t,of the present
i nvention, the ‘H’i‘\h 2185%%‘61 ngtﬂg‘é’aﬂéfe?‘er%%‘?ﬁ s>*for the nutual au-
t henti cat (%1 and FHe 3deciioechmvs 290y anthentivation percediroarsomimetezh t o

execute the comeRpEry d:n%dﬁiéﬁtfﬂflt}i% pre%etﬁmﬂﬂ Iemﬁh! aﬁ&e@wm&q@& roccdure
aut henti cation I espo

sent fromthe dévl ce%’%&m? gc/)ootaﬁ(1 a %ecgﬁ?\gh%a TH6° 2 lﬁ% %ac:}?? ‘E‘ér S§§'&m?e§eﬁ§/lvc

100 sends a and exchange random numbers for generation of a session key A session key can be
generated using a random number oblained during multual authentication. In FIG. 3,
descriptions above arrowed lines relate to a command requesting another device to
perform a certain operation and descriptions below the arrow-headed lines relate to a
parameter needed to execute the command or data transported. In an embodiment of
the present invention, the device 300 issues ail commands for the mutuval au-
thentication and the secure MMC 100 performs operations needed to execute the
command. For example, a command such as a mutual authentication response may be



certificateM and an encrypted random nunberMto the device 500 in
response to the nutual authentication response. In another exenplary

enbodi nent esent invention, both of the devic nd the
secure MMC @B%ggﬁ%l’sssue commands. For, exanple, the segﬁf”g&ﬁ}ﬁ}fﬂﬁ%g
may send the nutual authentication response together wth the

certificateM and the encrypted random nunberM to the device 500.
Detailed descriptions of the nutual authentication procedure wll be
set forth bel owsenfBap thederpreilftte ba s&rg MMEel 08 clhce dhaworre Mids 160 sppdsual
aut henti cation geeqfiast aSdBAGEpdanidienatiedr © M¥\evitO800 iMhRponse to the

requesting nut “ﬁhtuﬁ%ﬁﬁ%&?ckﬁ@tﬂi%gnsetﬂ%néiﬁe\é R *T’Rg @g&hﬂﬁenwﬁ e HE¥h e >

public key to the secure @Eratl cer I'ca
i ssued to the WEkAtgR beih o thegkeyirg Y0 B8 seetterdMG Onws%?ﬁcommﬁéds For
certificate D |@casmgnadsamﬁeMMCdlogniagxlscndﬂiegmatxallmﬂh@hcztnheresponsc together

certification amﬂh%'c&mﬁ@ﬁhd a‘ﬁ@ﬂie%h&?ptémnmvauﬁﬁ)eﬁ ) ae@@qcml b&ai ﬁy

Based on the certit |cat{§af ur.e aut he ate t

devi ce 500 and T5STHUQNSH f}f?é“‘ffé‘i} ia'étg engcatign Pioﬁedk'@”ﬂ[bggﬁt b& 3 at i on
S20, the 4&Hure MUEOBow 810, ficdsvivh®0herds o netwwbnutlichii@atrerciicsiscormaland|to

usi ngt a CSI‘ tif ;ﬁ@%&ufe%lq@lal@[) C’Whéd rﬁcﬁuegtﬁglﬂ)u{ual fuknBeatiss, ttﬂefdeﬁé‘é S00Rch® the
regi stere in

aut henti cati on Eevfcﬁ °P ?l%wé(@(/ S‘gﬁﬁe M}@: &(guom %pé?aflin} ?@taf‘ 8‘?5%#'0 Cpdspucd to
registered in the dw,bytawért@eamnéuw BeentoBeaptigicattds dened géthg digital
public key usi nggdahige 6fhd deftifcaticn akhoridy @84 cdnmu@m@arc&wc@mﬁﬂﬁ,pumnﬂ(e

secure MMC 100 I\E&@g 51?‘&19 %erﬁ:{ Ja%n qg&e%{?ﬁﬁw% %G caHQUt(ﬁQrﬁ{)?tE th%rz'le\u? AﬁQ]O aBg' €

random nunber
operati on 550, Otéalﬂﬂ’teﬁé‘f“’eﬁﬁuhlé‘i#Wcatl on response pr ocedure i's
per formed[&8] sendimgpesntinmB20gtheaerurd MRIQ 100at1ifiss whethpahserifizawais datid om

the device 500 ﬁs%lgtafl%rtﬁﬁﬁls'?e%% 119@:1& TR hbge %Q&gfsére%{% LOR1L @

t he device. Durin W g&iua aut entlcgtlon re 1% gg (f ure, t he
secure ME 100 SERRMNGdUeBeyiecREn WABCHIR & dikceaitr Pl

random nunber M ¢edgifichie  dawi egiste@qd in thaCRb, thezodt WVBAC 100 otitdies tp¢ dwent

i nvention, i ns"tﬁ%qck ushi@neS@fitlcfe VMC s public key, a certificate m

of the se sent .2 .| ot her exe | ar

of the pr it I nybHerRY Sihe® B oG A0 Hn e SR e
signature to theA0ydgiradosoambegistenenypiod 'Eﬂiﬂgtthﬁédeéwwylﬁﬂlééle)f &nensration e r
and the certifigatRalMuledtRefon Bspofe hafctdure 1§5§Qforﬁ1€tﬁb)d&k(d1@§a 20@al au-

receives the ceglfhGat& @%%E&E\ FIChY BLEY 9 W 1
aut henti cat es tt?%e secur.e p%% y Verityl ngslbél e écheermp-E & O(M)r from
obtains the se@&FEuMEMS 1904 he dpasy, Dying ﬂaﬂd?‘évﬁ%éutbwcwﬂaféﬁ?%nber M
by decrypting tprecedemcthy gied Madotrandnte sccure MEVIAY ptbilie kdestideacrypted
private key. | ”raRcﬂ%Eﬁ RlrhiRP éﬁ% de(q@@sdﬂ)eiﬁ' a%%mbé@ﬁeﬁ%? Bk BleBeh ﬁwé H9R%ead
number D. In o ation ‘ﬂbﬁfg rand %ﬁ ﬁ’@fﬂ[ usi_ng
the secure MVC EifSF‘F‘E S PYRlE %Yaf‘f"érfl t é?wﬁ%‘fl c‘:’%?th 6 -2y
procedure is pawofhereredplary soprediatenion ﬂsgmesvmgnemtdneﬂld evieMM0008 enygls
the encrypted rapd Qg Big@dnlde tth Heice 860 HoBethdVhyith @R enk:h pd R il ARR t
of the present i nv(ﬁg of .1 t he

e cert cate .

[90] In operation SGO the device 500 receives the cer’ci’ficateM and the encrypted random
number“, authenticates the secure MMC 100 by verilying the certiﬁcaleM, obtains the
secure MMC's public key, and obtains the random numberw by decrypting the
encrypted random numberM using the device's private key. In operation S70, the device
500 generates a random numberD. In operations S80, the random numberD is encrypted
using the secure MMC's public key. Thereafter, a mutual authentication end procedure
is performed in operation S90 where the device 500 sends the encrypted random
numberD to the secure MMC 100, In an embodiment of the present invention, the



WD 2005/ 091163 PCT/ KR2005/ 000602 11 device 500 may send its digital
Si gnature to the secure MMC 100 together with the encrypted random
nunber tion 5100, the secure MMC 100 recei

decrypts t Q@n@@% ed random nunber As a result, %8@56{!@%/0@6(8
and the secure MMC 100 can know each B ot her's random nunber. Here,
since both the device 500 and the secure MMC 100 generate their own
random nunbers and use each others random nunbers, randommess can
great |y i ncreastvighd0bmaysead hadigital signpture ot thesseire MNIG 19biogstir avith e

ot her words, eveela;ypteﬁr@lﬂ@m@ﬁmbdae devi ce 500 and the secure MVC 100

has weak rl['%gd om ﬁ%lsorpe}angn %f(ﬁe feure W@lﬁ@@cévgghgﬁ%tsa%nﬁgmﬁa S

[92] Ara m nu ener at

generati on nodukedony Wbcgh6%5°S“W}l°é‘PYi§t ‘i%ﬂ%ﬂhc secrigin 190 aropegche
one nunber sel edhe'd rdntdamuembgpl Hiorg lsinte/batf the devders§0 sidthestcurs MMAdas) ce

or a secure NNf;gegéra@ t&mnq@hbmu%emci UsPbfeh oA R SR BEL efqndomness

therefrom I n additi rangom nunb nuner al
bt 5y act or R gy neRese BIPT s S Bt Rely ST B & vep
nunber, a conbi aeetdfdire deficndittred $ie sourcadVidifarideewcak traridogndsh alie dtiger of

gener ated usi ngh@nemgﬂgrﬂa{mﬁﬂomﬂgﬁer ation nodule, or may indicate
one nunber,..a CO”R'rdn nber s oner&gharacter st.ring,

or S a conbiSRAe i on BrarpBe it et AR e S 3R gioctle
plurality of nuiplehevr Alidagtiyely cirrardorr nugbesmay kecbnp peyhep saddoled ffo9Bd | n
operations S 1lfang oBnukdrs s&a&hn@Hcﬁlﬁﬁardewuwmraaembmmoﬁ%culnmpMVC

100 b .
nunbe ? g n efl_gt S tfnx?r{bcrs %§§§édotﬂer§t?c¥r§ It‘lJ §dcﬂﬂm Ollanrl_lo?J I%Jl’llﬂf)%l‘ tha n’f:l gng Q rrﬂ:meral

al gorithm t hat %%Cll!?é"’éf?f ﬁf]‘ﬁg .@ﬁ%@lnalw ra 0 gnber lnaw%qt%a alrr@lz?fqat hm . s
XORi ng of two rendmatisrusfinembers,One ehardeer sasgihars keyated asing gandinamanher

di verse operati e DR
device 500 and %ga‘g{e‘@ﬁﬁkm%ép“? RRALA0 DELRE] (AR R hldbers

ication proto dat a
unit (APDU) is &° GRATRCIE FTing0p H%Hﬂi’lﬁ‘jﬂof‘ #B‘H@HE}F fé"’dﬁc{eﬁ & e?%eﬁﬁ'g?/‘?lé
and a secure Muluralitg ofreyntersalr glebeactn staiagshsbmed matiowsly. command, a

comand f ggzjexecuiy d})graﬁorfé%@l/o Qfd sﬂzmm.m cﬁ’ihe@@meOQn@ E?n%&(h% NIQIC 100
pl ayback, or a _co and neters for

Phe” commnd. 1 PSaRR e Kor S hESof oE B v Bir R BS R RS o

command for exegsiandgy ssipethe vauradonfiwmbes o aig@nthatmtél\awev\mhhs@d may

:3 nfst r uc'sj i on agd)epﬁécﬁmﬁxﬁmsalgmtﬂrﬁ iSRDRInBEAVvl rindod Humd&S.Ddct 8@ sedsDbkeys
ef ore descri bi EITQRM';\ nter

(SSC) for ex ec%%%éng&feﬁg%{feﬁ%%gg%g&kl {%Fec%&‘b escr |a§%§g?r?°r s? (%%?—‘\ﬁﬁ%

a flowchart of 9%Vvise o¥brdihe seaye M¥EpiSH ng an SSC. In an SSC nechani sm

when an APBED i s t Aaagpliciticagrotecobdatpueitd A PDDUFenit ofinfirhamattadsriited he

APDU. Accor di nqiexmeeha dEAG: 8 a¥§:ﬁ!’efNIﬁ@ WD ﬁ{clu@@arﬁf)%nﬁémoﬂ &%ﬂﬁ rd ng
transm ssi on or wheth gr an unaut hori zed APDU

rans
eaemte nomborcot i i sy AR by P Eeke oL FORO of CommaRBIPiapacky b 2
exanpl e shown igemuiEhdforghecking 2 sad sfataerd pansrivters fon ecammendoin cmbofignents

transmt an APLIihethréReitilent@ti; setting of a command for executing a particular function is
achieved with an instruction and parameters in an APDU when it is transmitted.

[95] Before describing the move and copy of an RO, a send sequence counter (SSC) for
executing instructions will be described first. FIG. 4 is a flowchart of a procedure for
applying an SSC. In an SSC mechanism, when an APDU is transmitted, a sequence
number is allocated to the APDU. Accordingly, it can be verified whether an APDU is
lost during transmission or whether an unauthorized APDU is transmitted. The
sequence number increases with a transmission of an APDU. In an example shown in
FIG. 4, the sequence number increases by 1. To transmit an APDU, a mutual au-
thentication procedure is performed first in operation S121. In operation S122, an



thentication procedure is perforned first in operation S 121. In
operation S 122, an WD 2005/091163 PCT/ KR2005/ 000602 12 APDU i s
transmtte evice 500 to a secure MMC 100. An

stored in ﬂ"{i%g%%jgi s equal to (init,,SSC + 1), where Fﬁ%’*@@@%’“%
initial value of the SSC. In operation S 130, another APDU rel ating
to execution of a subsequent instructionis transmtted fromthe
secure MMC 100 to the device 500. At this time, an SSC value stored
in the APDU i s bRl rapsitiad frogg@ewioed0 torheec@stINGI10@ At SiCedluentordddn
APDU  transni t te APDUapefual tb @ifit SSE301)| Shedd@it ISFH® ef infthaunid i ihesisor Bd

':ngt h'?'hﬁ\EDUt L;a‘%%%["% $ g_%()éénr}:a h%thlgPﬂ?{J ?é{in?ng ?0 %Bgfu%é &Jg%swéeqlgﬁn% mgtpuchg tion S

valid and is ex&Eagnied GomihsiegusM %H%taﬁwcéw!@fr%@cwhﬁ nmcaqntsép\ahl
APDU havi ng N asorthia tl&S@maﬁmualso {inia ASOrH2) . lthe ISBC @plaE bdicd M tRLZABDUAN

APDU  havi ng ( Ntgdmfted hlrb?eét?& b %eonggﬁéatplethéﬂ t‘ﬂﬁl%f&etdtﬁ A%Lﬁﬁagl(gi%gﬁ%n

of a subsequent In- structionin o

transmitted in BFEPEEIYE ORTEH SIS gathq§322 %Hslf 2@3 qLHéa“S@@Eﬁ}%ﬂ ue.
Accor di ngly, i repetatign 8Ees datarmoah vadid andh fseracetdblc Hadwayere wheiRbDldriosodcmst .

Consequently, sifRfg Aﬁ@uﬁ&’% Naame BsE Lagk i I&a&m@tm eﬁerél%ﬁ@mﬁ al'RPDU
proper, the device odi nent s

of the present |W§Zﬁﬂ)&ﬁ&e§§E§%&E{%¥ﬁ tr%‘?mﬁ‘é%éle’lr‘%ﬁtéot“é’édf SEHE BV e
or copy of an R@W@W@PW%&M% NermaimythREPTY tlagssittadiin pprgatioh & 1#fbsheuldr
copy. [961 | nstiametN-anss taasscpaﬂadmt@ﬁ&ngl 661816k dag, TOMELeaMErr &AM cad RO

will be descri b&ﬂ)l\_ﬂs lgsé (gp%s %E.lgrnl? sn]fcg tlfc A%Lb? an%rcr‘uqﬁg in (gpera]aoﬁaﬁfi?hso AN in

FIG 5, a nove is di RO
is moved from aProRSpitedeyige 30%@%%%?% ﬁdaewaﬁé%wwodpmﬁqi&emﬁsmare
SE T_MOVE _RO antknfbhnl] aCONE biM mdhiee dllotneddito e nﬁbfve bh@peof MR taoitions

will later be WRIRF kAt ygnl{t,slgd,grﬁ; ee[{;g\ of Borky! 7. [98] In case 20,

an ROis ed fr ma secure evi d nece sary in-. .
structi ongg)6 re SE S@@EE@&“W&‘@%?“ 'R@‘O"Stﬁ r'—"[ﬂI#%)F depppibed with
functi ons of thekencaetiGEtSiands. will |ater be descrl bed with

referenced® FlI G A8sho@%U FIPBY: 1'n§ve31§ @Mdéﬁ Miod&d chsd R)atn‘dQO aasgs 16%@@

40. In case 30,. an 0 d f Ice to.a secure

necessary i nst ruffye (lja%oné?g ‘%ﬁ% %gﬁ@/@ﬁ“w % nctl ons
of these instrucMOWE_RP pud GBI LONJARNe $he fubasignswiithese instrustiensovdll fater bk G
9. [100] In cas®séed @lth BRréde GAGEY froma secure MMC to a device

and neces y ' n- Infctage ; %moigé 1Sfaf‘[l§!ﬁ§ EIm%I':S!SJEEgMW to%lqgﬂﬁofacegs%% in-

SET- CONFI unc
described wit h ﬁ‘%‘?‘é‘\“éﬁééEi{esﬁiiEQ RE. CELMPVBRarnd SES_FNFIRM The
i nstructions udesttions dfhiescasagtid viltaeugbdetBribat With ndgvedwe to EIESEr | bed

with refefgpce tockl,Gy al@o dﬁfaecﬁ%%% cggs Heheupnese @? LY @) R 0}@&1 R a

that is noved or, copi ed (g i ndi cat es angenera

i ndi cates a par h?e%se%‘ﬁ%lM Finecqssigy ogfugtons appyRTyC %Y én‘bar ent
RO and t he chi |GEROGHHIRM. Ahefunfimndefdse inetductionstwill taedr be descaberi gvithl GS.

17 and 18. reference to FIG, 9.

[100] In case 44, an RO is copied from a secure MMC to a device and necessary in-
structions are SET_SELECT_RO, GET_COPY_RO, and SET_CONFIEM. The
functions of these instructions will later be described with reference to FIG. 10.

[101] Parameters for the instructions used in the cases 10 through 40 will now be
described with reference to FIG. 6. An ROType 51 determines a type of an RO that is
moved or copied. '0x00" indicates a general RO, '0x01" indicates a parent RQ, and
'0x02' indicates a child RO. The parent RO and the child RO will later be described
with reference to FIGS. 17 and 18.

[102] An SMRF 52 denotes a format supported by a secure MMC. Since a format stored



[102] An SMRF 52 denotes a format supported by a secure MMC. Since a
format stored WO 2005/091163 PCT/ KR2005/ 000602 13 in a host or a

device may he different froma format supported by a s

format of \3@2&%!%’?% be converted to pe suitable for th%%@%bq\/%}%
when the ROis noved or copied to the secure MMC. [103] An RID 53
denotes an identifier (ID of an RO. An ACK 54 is a resultant val ue
of a nove or a copy. Aresultant value of '0' denotes a success and
a result vaI ue ipf host'or a deyinstresy be difigichiirem a fpymaRrapBEednotecwe MMC, the
original RO andoiig bUgeso ik iBiveast to be gakBlt iG tehecutdtmiewieahd ROty

t hereof . [104] r;[&%ﬁg g@ge%qg{hgge%m%rmtust exanpl es. Confi gur ation,

val ues, and ty ]5 be different in oth
enbodi meniléﬁbf thé“BlI Séfenofes g identdist IP) ofsn RE.@n FVCK§4§afr¢saiﬁmﬁa¢ltw &f
a procedure foramoxidigcepy. Re:dnainvaudeVi’ ok @ sdodesd andseresulterad/or 100.

To nove an RO c@nayst Halud d&mﬁb'ﬁ Edo aﬁryﬁ‘%;'eﬁ %O()sﬁ'afirﬁ[mgnfoﬂna fon

operation S210 fi r%g ?P escr| ove I'sS assune
the device 500 TREGWRS thg PyTRUIPIliLY ??E?to be m)ved, i.e., an Rl D. A K
srac i s géiet at edThxsc parsegos am jlseyxatnhles Uiphfigurdtienmatuas land types of parameters

auéhetn}]i cation,mangd difiséd: YeSh? BRbGHReRE G P rE&EntdSeRthnt he session key
an en ns pear

speci fi caﬂtogﬁ fs]ltcgqéssasﬂ%cﬁ Hl!a{) m‘iﬂ’g‘frg? 5’151"‘?392‘%%? 9\%"&‘?%@? a
devi ce 500 and smlee M1 e0. Mvmoro@ RS, saneirg) putbentiggion guusttieipsrigrawd iron
key. SC. Encryptopt#a&KSPamdRl @Escritbed aﬂ@feaH&E 81 id adshmed that iy RORE sﬂitmows

denotes that p e %omv\xl]to N, |nstruct| n AaLs encr
usi ng the sessi 3%3[22%&&% {23 Edh fhe |n K errllcr?tes Sraasﬁsssﬁnt %&P

operation S230,th¢ Wéméllé‘\'r‘fhé’@lcsm HYripsiyeroas araﬁn%mmé using Hegpssion &ey it | on
SET MOVE RO andhén'igansitied It Bacrfitiohs dppeatinglatee eithie spdviicaticlOit iskiesugmed that

Appendl nf o, SSQata@Imﬁcd ?&Qeieﬁ"}ﬂg%e%@é 3‘ % s&.’h?erh% it {085 en ?ted 2

is selectlvelygansm en IS |n I’I’TB.'[IOI’]

how an APDU dat! SB?%‘BRL‘?YS g'&ﬁ@ﬁﬂégm P?é‘ﬁﬁ?rﬂ Wﬁ’é‘?lﬁ"é"t i-oPArgRgem) Eoes
i nformation on thitgammatsrironf 1 bolno ks inareticoat anangted wing Appenidh heK_As

gﬁ/; E ri beg %Vﬁwhemﬂﬁe &%Gémng AAnSitRd. 5}@9{9@51{6% smufmﬁrdewzféﬂﬁ)o%sﬁréaﬁes an
an n descr.i erenc
When' the nove R e e Sp sV E b b e SHE Rphuf eectie
i nformation reddMgi Hl@ Here, AnpsudinfooiSQ, ROTypmowd SMBRVales agernsitivdviand 00
i n operation SM@Rﬁnissle@p’glgla;tahmltéds performed in response to an

i nstructi C SC v n ACK ,val ue.
When t he flns ructi % %P’%ﬁjl séaé%é% %P‘%Ifﬁﬁdq 910 ﬁén%mded
invalid in the I&é@ﬂ]e@ow@am ?‘Tﬁllﬁfpﬁ’&mw%WWF’éﬁﬂPiﬁ‘é‘SR@CP@mﬁﬁVéd to

t he secure MMC Aphefyinfioh&s dastibed a6, thted ¥t @atairh e segpwred nlRabdr e &ML, 0r

nmekes the ”Dvecblsﬁﬁ: U4 &P Bive ?&ﬁ'&&'cpbed[al}&%]wdﬁl Qilgg’ce t8 FIG, fédeVI Ceé ?88‘;

?anSZ?St’ .r gnf s’ %&%ﬁg 1?8 bEice 308 li%%eﬁ%r o ﬁwmrﬁ@ad%@e seleedon
key KseK i s geneeatimd the secop MMCi 160 inSBa@1iort 396008 aperab@is perfdaicdim
instruction response to an instruction GET_CONFIRM comprised of an SSC value and an ACK
value. When the instruction GET _CONFIRM is executed, the moved RO becomes
invalid in the device 500. In other words, when the RO is moved to the secure MMC
100, the device 100 deletes the moved RO therefrom or makes the moved RO unusable
therein.
[167] FIG. 8 is a flowchart of a procedure for moving an RO from a secure MMC 100 to
a device 500. In operation 8310, a mutual authentication is performed and a session
key KSEK is generated. In operation $330, the device 500 sends an instruction
SET _SELECT RO to the secure MMC 100. Here, an SSC value and an RID of an RO

to be moved are transmitted as parameters. In response to the instruction, the secure



SET _SELECT RO to the secure MMC 100. Here, an SSC val ue and an RI D of
an RO to be noved are transmtted as paraneters. In response to the

i nstructi ogr 2t0 iaﬁgure WO 2005/ 091163 PCT/ KR2005/ 00060 ol}ﬂs\/&) %(%0
i i?e F?%]g? ! 060

transmts ogether with an instyuction GET_MOVE_

operation 5340. Here, the ROis converted into a format corresponding
to an SMRF. The instruction GET_MOVE RO contains paraneters

Appendl nfo, SSC, ROType, and SMRF. An ORO may be added sel ectively.
When the move o¥IMGEIOR@Rimits theoR itegeler, willrandpsémelianSFETS3EWVE Redindevi ce

500 transnmits adpeiafii 5340t HEB, 0 is oreRivko £RAhAICHIRBordM MSMRF
paranet er Lo L MheREle A M0VE % d ehal ﬁ&&%&%ﬁ@&ﬁf 502 RkTGhe, OF

t he nove. Wen ve 1S succ
noved RO ther e'cfﬂfiém}%ﬁ Ar’?é?&%“’?héc #Hgesehe e 41D dherae ef the RPﬂ)s] FI G
9 is a fl owchardonpletal, properetin $350,ake dzojpy HODraRMRANfifisrrtin GETI CONBIRM

to a secure M\&;négl@n alnr}%(ﬁ@ Qﬁqét&% ﬁﬁé%&urerﬂﬁ/l@alloo% ni Leakd an fhzﬁxr?

performed. Here, eV|ce oWs a

an ROto be copf éllf’m‘ﬂ'es ml?eeyls P?ch‘l‘:sﬁfl gwgfﬁcﬁleer ere](ﬂ?@ﬁ“et"‘??é(e‘PRO
nut ual aut hent|fbettﬂr@norlaaid:sthnsrtorvclﬁﬂumngbhrt@r@mcrypt ed using the
sessi on kgmshGEK b&S.origa b&bdagnbmﬁe&u&ﬂe%gco wngomwhbﬁ@ d%&,osootuh@

devi ce 50

Pt or 09t he Mottt M 2, S @t Ra R mbB R Areisibnt peetorioi- Bae i

an SVRF are tr asemcditlsd the TdceSIOREnoWssangiIDai AreB Oty bremiedr A bagion key K20
into a format slm@@@fateedhrbygmhemg@guﬁmemmhoﬁm 1£Bﬁcnoﬁ§ﬁbléxﬁzrm uiaf the

decrypts the RQUeeqlyRd HLAMULNG Javlica gerlgaan /I BERESAN ey

Is
compl et ed, the WEUREES ans%%tbmﬂawstmm%&ﬁce% p@@a’t‘fl‘éllfﬁ@mt‘h@e DY o
of the copy fr ahe tehere 38dCr160.MVIDid (e, ian SSOpst @i SMIRE &4 4@nsnifitidsThe SMRF

operation is pgg Elbt%é‘d EJUoleEQﬂlgq}?e RO Y &K@y teﬁlg_}\l'ﬁé BMurc SAUR LS.

of an SSC and an uct.i on xecute

1 nst

the device 500 S&ﬁ% 1@%‘%@”&3‘5 EGeY g P devigs g sip hie gegpion key
exanpl e, by def easlistrgesttredentyptoe R OoWher e eyl of thedisd ssomﬁlmecg]thdaeﬁce 10
}[S a Ijl owc haggoﬂf) oBtal¥s %&%ﬁ@n 1% rdlﬁgmf kddir 8MhdXep §[ﬁemt§e fegdadviMe 500

o a device entil catl
performed and & Pg‘@glgr? %ﬁd'o R“ i?o tbl]njéat ré’fléhan lf’?‘imf)gé'r%-gﬁ) NIRRY
t he devi ce 500 soameiscdnhap Mﬂcﬁtan&K IgEpEOpiRE® TRM iSSecuierd
an RI D of an RGhé éevie soeéltaegasaﬁomnamiegaemﬁgﬂecoﬁlameeﬁwxemw@ayw& In

response to the %%%%Jg@é%ﬁ(b%é% e%égy S540, the secure MMVC 100

sends an instruc RO to be COpI ed to the
devi ce 50010%Her e, F¥hd0 R Hay oh@t elggresadyre o srpy e £O fimpa seeprs MgE 100
correspondi ng tto aalawceSMRHn optretigpaSadretuerad awlfientitudion Rypkifoaraizd aml a session

GET_COPY_RO ar ge3ik SSGApd arln n s%% theldBficd Ko R ah B RRod S
conpleted, in %ﬁﬁg& f?g Sg ‘E glg%‘i}fs n i1n- struction
SET_CONFI RM wi t Hénedr 36 aphan 8 § 69P13d5s PEBTFIETS
t he success or thasecur MME 10Bdn pepopse tpieringthetiopoip wpératianbdé@ slefsa¢ure t he
secure MVMC 100 MEfan@Qsndsah ofsfRtiboGET Q0or ¢kt with e ROPb S cbfidd b &le
exanpl e, by decJe%f%é 56 Htere the ﬂ@)to be copied is converted into a format corresponding to an
SMRF. The parameters of the instruction GET_COPY_RO are an SSC and an SMRF.
‘When the copy of the RO is completed, in operation S550, the device 500 sends an in-
struction SET_CONFIRM with an ACK parameter to the secure MMC 100 to report
the success or failure of the copy. When the copy is successful, the secure MMC 100

changes information regarding the copied RO, for example, by decreasing the number
of available copies. Since an RO is newly generated in the case of a copy, a limitation
may be made such that only an original RO can be copied.

[110] Other exemplary embodiments of moving an RO shown in FIGS. 7 and 8 will be



of available copies. Since an ROis newy generated in the case of a
copy, a limtation may be made such that only an original RO can be
copied. [1 exenpl ary enbodi nents of noving an I
s 7 andfiPilese Ve 2005 01163 PCT/ KR2005/ 000602 RERRES g
below. FIG 11 is a flowhart of a protocol for noving an RO froma
device 500 to a secure MMC 100 according to an exenpl ary enbodi nment
of the present invention. %111] The nove fromthe device 500 to the
secure MMC 100 deamitihe bgdew fl3ontlds & HowehaRof a pietpcplrion evingchndhirema deties
are kept by thesodayheRuRAMCHED eicdafide@6 an ekeEPRE; Gibolehi i presBY kept
by the device 518%:1%:[1' be described. [112] Before the device 500
noves an RO to the secure MMC 100, in operation S610, nutual

aut hent i catlilon i sTpempe: e ths devigseX0 fhibc srevic MEVIEFE0 emndeprdorged ar an RVC
100. I n oper atdndmpsot&tciomned 152643 ket be ths deuleceSNMIerdifilca G adcit nidemp ae

500 each gener a&@keﬁt% t}%‘%ﬁ%l:é’ﬁbokﬁ}i%eﬁ& rifeACryption and decrypti on.
[113] To sel ?ct a Fg{giho be q%[% to tEe secure I\%n]ogo in operation
$620, a uskrlof refagiviee SPomews AE RELO ety Mon! (Pelg QPanting SRy
stored in the devudeuthO@icatBaseptriormedtiheveemtho demdd S0 anddyasadime MM 00.

Fﬁs, dt he USE%%Q@&&@%&@%N@E@%&H{Q%& MMngJOHrIQQY 8 dbvice F00@RBNEndrdle
e device n et he e o, be noved has a nove pernission
anbng export petﬁ?‘rfeég?rb Yes Jf’(’lrfncfwgowdt{%cr%u%ved is present and has
the nove [pétm ssifocled an BPer b hoved 8680 secrird O 10h atoprratorb¥ah, a user of
Koy of L he devigar o ot 8 e P
regarding the rrt%(\j/len Opr_e 3 trlr?nsrggagﬁm%‘% © B ﬁé’%slers&ceﬁ%uﬁlase‘ﬁheahﬁalhte ng f_:ln?so ved is
converted into HPFeRigpSSEYier F0rBY agther theRd] tojhg ngyed bas i GrpveRBBISSIORe
converted RO i sanengkyjire@risdisig. If the ROES Bt aidvdday peeanand hhothe bee devi ce

500 and the se : . : e, ! I t
's a format s p?%@ﬁ%*%%@ﬁ%éﬂ’é%?ﬁ%k% ?%é?efgﬁéf%%ﬁ%h@?é%%@é@
500 downl oads i JeohYPlH PEne R HBEdFH Al Paffyirsgel: drpreratiog SoqPs epgstrgnt
ext ensi bl e mar kinferhaivg ueggelifgMdho@rpemnissdney shedipisichaigedamdpiiedt @ ¢sol

bi nary XM ( V\BXMarted 6 a li&e fdmhd ght to play expressed in XM i s
as follo [116 0%2 5'9?163 PCT/ 005/ 900602 16 <0 ex; rnimg[]ht S
é " ey co

WO 20
xm ns: o- ex! ¥ ht t pi“/?PSETﬁ?I? © GO IEls encrypr ! on o
xm ns: o- dd="ht tthe AgvengrSP0 prsk the seqyre BDEIC DPY. In epsratign 80/l dig pppropriate format is a
<0- dd: versi on> fhrkiskehpdeMaIed Rbee MMO16X: cont ext > <o-ex: agreenent >

[115] ‘When the device 500 downloads an RO, rights expression language (REL) is

ed using the session

usuvally extensible markup language (XML) or wireless application protocol binary
XML (WBXML). For example, a right to play expressed in XML is as follows.
[116]



<0- ex: asset> <o0-ex:context>

<0- dd: ui d>ci d: 4567829547@ o00. conk/ 0-dd: ui d> </ o0-ex: cont ext>

</ 0- ex: ass permSS| on> <o-dd:play/> </o-ex: 1.SSLon>
</ 0- ex: %200:’2@%%540 ex:rights> [1]7] Wen the RO Stg@g}l?uﬁklﬁﬂgoz
devi ce 500 in an XM. format is noved to a portable storage device,
i.e., the secure MMC 100, w thout format conversion, the RO may be
overhead to the secure MMC 100 having | ess storage capacity than the
devi ce 500. For <otdxtrightason, in enbodi ments of the present

i nvention, the xnghd:o-to="ptteyodrhnktdiN¢ODROAEX"ai nt i nformati on are

converted into ambhdedy="hapnedrl.fedl I/6DRLIDD" XM text when they are
transmtted to the secure MMC 100. An RO format supported by the
secure MMC 100 apidycohaker be described with reference to FIGS. 17

and 18. [118] | roidMisigsaniaiyvaabedi ments of the present
invention, the RQ_mRYodstsi vided into two portions for the format

conversion in o%r&tdgg&mgﬁgo [119] For exanple, if an RO allows a
particul ar nmovi g, g to be viewed five times, the RO may be
d|V|ded|ntoar4 cohfRx ew three tines andarlght to view two

times at a USEI’ de'lﬁgy(§§5_567|sggst4t}@- i%&_};@&ldgfﬁ >a novi Nng process can

be perfornmed to _gss r;g view two tines to a user of
anot her devi ce. &8 e devi ce 500 encrypts the RO converted into
t he appropriate u5| ng the session key in operation S650 and

sends the encryp e secure MMC 100 in operation S660. To
encrypt the RO I’lC cryptographic algorithmsuch as a data

encryption stan ‘?‘8 PBESSI9Y7 an advanced encryption standard (AES)
may be used. [T XF‘W #tati on S670, the secure MVC 100 decrypts
the encrypted RG‘PE’&QE from the device 500 using the sessi on key.

Lgl ﬁgelr ?g '[%EI 23211?”’%2382%?&&% M¥e d0Re %MHE(ML foﬂﬁ%?ﬁ% xhéEP
therein and st osrf%%g"‘tdlfié‘c"e hEr %?@Hrelﬁ%&cfﬂ@ %E‘PP prmaf “difélf’%rtﬂi" SE*%@C
t he secure MVC oviti@adste tikseare M0 haeisp aswtortge capreitdtien the d50& Y00, For

report whet her thiaecaﬁﬂhwrftgnﬁ%aﬁféﬁ@%fﬂh@ M2 050 16 EnPG bR MR/ 000602
17 normal l'y conp

t 1 N
process is nor maPTqmmq mr%rfnaf‘lnaﬁ ?r%‘i}w%d "RO E] ’é}gré'e?fnﬁ 'y %rttg?rté&/‘gg%“%e“
wi thin the out ghey #@gwm@df@hasq&wvé&h@ﬁ%@ Yt RO formatanproied byidg sesare500
or may be sent MM(SHDAYAlRrde KeoMbeaGgaFEBence IBIGERCUAR I¥MC 100 may

assi gn_tne, g at USRS el Gm hGRLIT I pResSHERERRRE RO HTRKI G
process | into two pertions for the format conversion in operation S640.

[119] For example, if an RO allows a particular movie content to be viewed five times,
the RO may be divided into a right to view three times and a right to view two times at
a user's request. In this situation, a moving process can be performed to assign only the
right to view two times to a user of another device.

[120] The device 500 encrypts the RO, converted into the appropriate format, using the
session key in operation S650 and sends the encrypted RO to the secure MMC 100 in
operation S660. To encrypt the RO, a symmetric cryptographic algorithm such as a
data encryption standard (DES) or an advanced encryption standard (AES) may be
used.

[121] In operation 5670, the secure MMC 100 decrypts the encrypted RO received from
the device 500 using the session key. In operation S691, the secure MMC 100 encrypts
the decrypted RO using its unique key according to an encryption algorithm. defined
therein and stores the encrypted RO. Thereafter, in operation S680, the secure MMC
100 sends an output response to the device 500 to report whether the moving process is



normal |y conpleted and a value indicating a failure and the nunber of
attenpts when the noving process is not normally conpleted to report
the result ving process to the device 500. Th d
Wi t hin the“§L¥%ﬂﬁ”ﬂ§sponse to the nove in- struction mﬁ??ﬁ%§&%§M%%h
described with reference to FIGS. 28 and 29 later. A normal response
may be a status word indicating that an instruction has been executed
successfully or response information separately generated by the
secure MMC 100 rasmplhokomwletedt hat nove has been successful ly

Eer f or med .[|1:|[2123] lﬂl‘fmaaarias@pd}a@g WRIRE the m)vltng@}océéa@s milmoﬁp@&%%y Bas
een normally c he r se. is received from
t he secure MMC %g &?‘rﬁg%ﬁ@}ug%vprodn&@%b@?o% rgsﬁ%@?%ea BYG lﬁérg%{oﬁélgp es’
the original ofd%Vife SHDYETRYROS¢H apicadralp ecknpwledyoropio Fheserge MMC 10Gmiot h
of the devi ce S58figatd siatue weeliNatuciMizalifiDa sul@soeRGittharddend frecesyis gi nal
of the RO it ] f alel ' t] '

deacti vation of%g%%%%gggg%t% ?%g%mgég%{ﬁ%vag?gﬂé r}lgltng%g.fx%%\v }%%
the device 500 UBESVABPIOFEE NPT RE ORI RLERThYE reWhRhs Higibhat
the moving prowesss hds doeiensHoT hadtdtys vemdpihtkin eltk antpahicspoase to the move in-
pr edet erni tnﬁdt pﬁ;bm WAl bk &G withGEBcHRT0 g@sa@@Md@ll?t(Fr.eﬁQQ%FrcspOélsc
reporting that the moving process has not been npornma conpl et ed,
Lhe devi ge 500 Baaed VAR REREEEIRE o Bprrc: b Do rayiea SRRy of
nMovi ng process teeponfsanigyeationfepeiaislycksiérated BOOe seapretMiVIE 10D rpeindicdtethat
secure MMC 100 @bwas Beachdcyaug pdhieméecei ved RO Deactivating of an
RO under g@j a ve_ or cq . process pay . be inpl.emented, by setti.ng a
Cooui SP3BT hosk hbrinB URCAE oY pldeest IR'EFILES MoBfldy 10
state, a deactiVar@gabrsease. iifrgeied o BeissearedvMiCel 004 ig opgretionSPatliev e
state. The deadsvice &bl degetbdhitet he oREnilsf pe ifodéd®d td PeRRENERD fidm existing

duplicate of thgRRfrRM-NE 48 98D §§cﬂnte%|M@U1%0.t'f6 %Qg[tﬁgtg %{%%:Fﬂﬁgim&% en

process and prevent maliclous users from stealin
the device 500 %@ésmf%@ Jeletediopa a3 prgpdiging adixgieer diactiyation
predet erm ned bpeeitod dedetivdtedestaty. r ecei ves a abnornmal response, and

thus, therB@in tiend &MAEHV&ePhot dQeivAME h¥AaERshal Epdrih AR SR Movidd
bot h of the device 590 and th evi CdZOf 500 cheéecks

secure 100,, the :

Tog dat a or 1 hePeRRRSH PHET S SPrBF A YR & PR e SRR LR 2100 1 o
det er mi ne whi chregsiives heabnenpd casponse REwtimthatiee HewigguoBedaand bedne
3 e;: ure MV(Ej: tloobwrmm%y_ ddenpREdd] t‘ﬁ@-ﬂ@@he@ﬂ@d&bﬁﬁ?@&ed{({ ﬁ? réﬁongl g@ faRke of the

etermned to | . State,
anot her enbodi n@%‘?&%é%%%%g&e@é%ﬁ%Hll%r?\%‘gl%etéﬁgh{gﬂ\l}\ﬁéﬁwt _%Se%%'\fig}} %¢qg%alﬁ?o
fails, it may d5éctivates hegreaikedoRei Prgctivatingrd 28 R} Undpp@ing i ppEs or6PPy
attenpts. WO 20£5/e8914\62 iREEMKR2ORI00Q 6 02, wHiSh [ndRatEs tht Sfate 22tht ROaus
flowehart of a Bq AERkvd ol Y BRuARIR LR AnREYE, MY LA Gued
devi ce 500 acca dlﬁggc to. an &g%ﬁ) ar%)é[grrbodl ment of the g{r esent
i nvention. [ 128}ners¥EUNHRg of 1feeriamugf e PRAVeRt 2 eBPLcaie Chide R irete bt
can be perf or megnoatcddudROan gimgrmi otosing enbeeso adgmevenhadlicaneudestonby t he
secure MMC 100.gdareimpatter, a case of noving an RO kept by the

secure 12]5?0 W wherll3 ﬁxe%g\%ger§08%gés not receive a normal response within the predetermined

period of time or receives a abnormal response, and thus, the RO in the tentative or de-

may

activated state is present in both of the device 500 and the secure MMC 100, the device
500 checks log data or the like when thereafter accessing the secure MMC 100 to
determine which of the respective ROs in the device 500 and the secure MMC 100 will
be activated and changes a tag of the RO deterimined to be activated into the activated
state.

[126] In another embodiment of the present invention, when the move of an RO fails, it
may be retried according to the available number of attempts.



[ 129] Before the device 500 requests information regarding ROs from
the secure MMC 100, in operation 5710, nutual authentication is

per f or med t e device 500 and the secure MMC 10

operati onswﬁ@ﬁiﬁ?l& the secure M\C 100 and the dev?%gkﬂ%ﬂ@gooomz
respectively generate the session keys for encryption and decryption.
[130] To select an ROto be noved fromthe secure MMC 100 to the
device 500, in operation 5720, a user of the device 500 requests

i nf or mat i 6R7 egar 81thd2 RGsflaytchrrbef 4 protogohtor geving en RGronoOsecyra MVGED? on
regarding partigdvae s&tcgcc&mﬁg ar REMMGL B BB the pre@ér@ma{ﬂo@n

regardi ngr[% tent Beemgje’ fro%lf'thte Pecg{ N H?)chitﬁgéle\flﬁ%lso@can b?gglifo

the secu ter % avai
by the secure M?@Pr%@@dr?ﬁ‘gmﬁéhaﬁ g tiend P the seredMiCat0 okergnayr, achse Of
information regasdhdigh ROReIRES the SecufeRICVIOM vill Bddstitbesecur e MMC 100 in

response t[%9 he I B8O EShe delvﬂ:e@@(?{egﬁ féﬁégen Jeglfﬁ? é’; E{ﬁﬁﬁltﬁ%ﬁr@ﬁlﬂ@

to be noved based on the recelve rma,t|0n ectlng

the ROto be no\fedi® OPFatRH Vgl i‘H“i‘Fé‘ECWH‘étStPéliforfTﬁé granghedevicrgledd
to the devi ce 500sdacsrepMMEdA0. In npdrdtens®d uiaed MIhE 6@ueAMEWhED et the heidRO

}Q% ?g bgDved gasii)g%slﬁ%lggpﬁéﬂ&a?éth9&sﬁém&gs RXBREptiPELTT B&k QAR lfat Ihgn
5750 movikd of ¢ e UEt BERRE %d‘?‘@d%P@dﬂo%%g%ﬁ?@dp@?me&lﬁe ' the
secure MMC 100 m@tlytpi?”é?(}t heserefithedspion #0UrgquReds infosmaiédn rhecdibp®As stored in
encrypted and sh@sekeMECADN, Infdirhadlign fég&diﬁ%lpﬁtﬁ@lﬂlﬁ%{)s thdy uapa;ruaa b?Ebnde@

S763, constrain f or mat ardin nov.e per
i s changed and t {?maﬁa)mggrdménc\%tg o ng 8 Oaﬁle SBFBpFitate® %1;12”(2{0 t}]

oper ati on S765,seeHe MR} dgmpiiye]ys 2 lig ﬁf:?%/%)‘@%%!’ g0t Wéh%@ﬁ‘éfP W@ey
comon to the dENines tho&uestd. Inflvperag@il780,Mdinbdiatioh tdaldidgnhop@s Bt i on

S763, the appr Orgéél\%%o&%{&%u é%t}&n‘?&%ﬁ)ﬁ&tﬁmeﬁﬁ’ég,g&f p%féﬂﬁ:géh%dme by

t he devi ce 500. For exarrg9 or.nat RO stor I'nt secure

MVC 100 is conerseies ph l%hc RRCIPETH AR e recsveERiEmePnat  support ed
by the devlddg 5S00Whed 834ctibgitheRReap beserdd| e yseedbedinee whahafihet R to be

present inventiQfedidide RIidBY0 Q%réibﬂhrﬂﬁ@sechx@thwt%() Qiqmul.e%%hﬁ RO biRe
format conversion i ﬁ%s Efe at |

encrypts the ROPCES Ted Hﬂﬂ?l&ﬂ%ﬂﬁ‘gma%fff?&%ﬁfg%l%@l&l#fg? ‘%é"r BgVeie
sessi on key i n wpentani bes IB7188venguniseme s ombr@tl<eh%7|59pn@@gﬁz®tlte@elt¢t@ RO is
devi ;:e 500h in 1@@@&@& lmape‘éalﬁﬁméiomel@ehﬁénﬂmmola&ry@s &ymf&ts;sdnal cf‘
cryptographic e used

Y bperatton 5 uaal i ARNEDnEE R soirmnlin W REWIRE 1BE &S on 1361,
fromthe secur@INmpmt Ifemadenigeadiae %lé%wwr%égzon vfrﬁ%)g‘éﬁ%ﬁhﬁ ed apbibe

t he devi ce 500 RDrappiested indo anckppiopiditefbrR@ IuSparatidntST 6K nhepoavekiedy RO is

according to ar}mg@g{ex leﬁé)ﬂﬂe YN e]oly %éy*&%ﬂﬁﬂ t&ﬁ%a‘@@a%@@ﬁ( SQ%E;LM% %ﬁen

PCT/ KR2005/ 00602 %5 stor e encr
the move 64 he R@‘?PFB‘H?‘I o3 ‘B‘éﬁﬁpé"PK?R}& o Eet Ty W&]ﬁ@}“lsw% ortgd) o
devi ce 500 nakédy thhdéeveedll.FoMidmpRr fdewat bf haRe stdial iR@eisecurdhdMEe Hllirie

MMC 100 to pr %ﬁ{?@neﬁﬂﬁoB@(MLQ‘MM@IWBQML”&H@%@U@B@J@ a»ﬂ@aevfc@ 55(90

and the s

d
or a tag gs:,i i ndi e Sxegglllziry/gﬁg %15[50&@16 presedt mvennon thgﬁ% may be%w?(}eg

into two portions for the format conversion in operation 5763.

[134] The secure MMC 100 encrypts the RO, converted inio the appropriate format,
using the session key in operation 3765 and sends the encrypted RO to the device 500
in operation $S780. To encrypt the RO, a symmetric cryptographic algorithm such as a
DES or an AES may be used.

[135] In operation S785, the device 500 decrypts the encrypted RO received from the
secure MMC 100 using the session key. In operation §795, the device 500 encrypts the
decrypted RO using ifs unique key according to an encryption algorithm defined



activation of the RO may be set to a deactivated state. [137] If the
nmovi ng process is not normally conpl eted, the device 500 deactivates

the recei reports the failure of the noving t he
user of thﬁ%g@@%?ipﬁgwo. At this tine,,the secure MMC 1%%]0@2@5/&%602

deactivates the RO therein. Deacti vat|9ng of an RO undergoi ng a nove
or copy may be inplenmented by setting a tag, which indicates a state
of the RO as one of an activated state, a deactivated state, and a
tentative st at ethereip apdheforepthe andrxpteddtit e, The deactivating of the RO

is performed|to RN eRimde 9Lt ROFEn @E sdehe MAACTIDO Mrbehdlg caapekatird

due to an abnor i r [ ey j.ci,ous Uu m
Cteal Lng the redbrios T infibs rRIRERATIME o BN T RO EhRHE MM [do%
conpl eted and tHesnt heRRdomhexishae inthory of thadeviee SiPand thevepuesdMBGIE. Ty
present in bot hdeaétivateehed®D,i theR G @iy dodeldtbborseguUioLinibiiing 1eatidhe dkevi ce
500 checks | og gﬁgﬁog&ﬁﬁlgﬁdﬁ@e\g@q@ah&g{i\g@efdts%{&apcesm ng the secure

MMC 100 tg det erm ne , he respective in the device 500
and the sébife MIEerBeYing prpeesis getmpiliy qomplged mhguise 00 dprtigret e RO
det erm ned to becdct iR€ainddepoitntho fiile ddicinvairedratsttethe 4B o] thexidvir

embodi ments of gEPX| MG R, BOSRYWIMEN 0F bt eadivaRE thd ROMhdrkinDSeactivating
described wth r,eizg)rdlg_‘:ace to FIGS 13 throug{;}I 16. %%4%( Fl G 1ﬁ. gs a
flowchart of a $rB FEPIBE @ EBSY PIEEPANSRES ‘BRTeHEPY Sringd e PhiC

devi ce 500 to andietesracstant R0 apgnedéaradibaset! itowdeactivnigsstaioprd @
predet ernmi ned ERAMENO(R Gatati@ sRilcdYhe RaGQRLg o@fhe&(ﬁ@ﬁ@&odﬂ@d ween
the device 500 and.2 RORLAOLS,. R0 ALAGSLISHERHED Adnideangge MO
100, nut ual authent tati ch rms_et_ e perlfngrgrre_ciﬂl i'n_operation 1%,

Thr ough t he nutRiadessARE REVEDt snlicions uses EomssAineda Bt i on key K, i.e.,
a session[k8y, newden themamingpyqatssdadoanamdily sonipsatddiant fas e RaD laekiaveen

two devices is ner : f j. .
my be. checked Frie g e ; p‘g?%é%eﬁ%@%étﬂ?%ﬁ&%gf%%&%gé9@%%%5%“%*@@

to store the RAPnhepeicsrrdpiccksdogdai ey mﬁéé@mhefr%seé%ﬁm@ﬁ,mgﬁhe secure
oper ati on S840, MiielWav Haenm@Ovipdr df dremrsspt@isk B On gatiedevico 58@ad thdrecurlO
to the secure MY QR wilibBeQivEES ardl BadbetifMab ¥ REROYBLEHn@NE bt A8Rated
stored in a devjce t r nt the ROs from being easily nmanipul at ed,
the ROs need tom!é’éﬁeﬁgﬁﬁ az?:i bef ore bei ng copi ed. Accordingly, first
action i n[Bgér at i Othesgai@dimdnts of eepiying an BOshdwe migG§. bandd Aevily e éederioai
using its uni queitk@¥krabsorany antisotdhesdecrypted RO into an

appropria or ma t n ored.in.the secu - 100. The
Format ooRoLr st oric 8 RS HhESalProk SR RESHED M ducnl U6 o o
may be dif f er erflevice 8P toprgurg WMGh 0s At dpseribrlaborpdo Pty @ pedpraniogghi | e
28 RO 'x :/L st or ed)piefati?M&.gda\pilaS'ea Gnep, Sti G 2BOGELOME §63cePOT AR2HHEDIB00602
an or : t . -
% %&H@{ﬁmh s t&é LRy ﬁ{n{ﬂ{é emés, %u&fﬂ{ﬂ]etﬂﬁcaggl??lﬁ:g ivg G ediied

the secure MMC Y. (5 % I hary tream consi i

conpr essi on. Th2PEFEFR S81Y. Theough themumal authsatiqation, a pemipppenspyption ki K.
copi ed to the secarsesiMeloGdedvenagyttdet and mep etdaheS8atywotdaeices is
devi ce 500 encrytptisied BR{FOMNSIE RS RBANE Sc0Q Nilie 100 AP Be SREKMRS i Key

K for secure transni,ssion. ration S85 th ice 500 S
the encrypt ed F\y&le{t}gr hﬁ gecggcl\ﬂ I%B%as enoug% space?d store ﬁ'xeqfa/m operations %gﬂ)dand
S830. Thereafter, in operation S840, the device 500 performs tasks needed to send the

RO to the secure MMC 100. Since ROs are usually encrypied and then stored in a
device to prevent the ROs from being easily manipulated, the ROs need to be
decrypted before being copied. Accordingly, first action in aperation S840, the device
500 decrypts an encrypted RO using its unique key and converts the decrypted RO into
an appropriate format that can be stored in the secure MMC 100. The format
conversion is performed since an RO format in the device 500 may be different from
that in the secure MMC 100. For example, while an RO is stored in the device 500 in



MMC 100 using an instruction SET_COPY_RO In operation S860, the
secure MMC 100 decrypts the encrypted RO received fromthe device
500 using e encryption key K, encrypts the dec

using its %%ﬁ'ﬁ%@g{; and stores the HEncrypt ed RO Thef éﬁlgﬁ%ogs,rwz
100 encrypts the RO before storing it in order to ensure the
security of the ROtherewthin. [1411 FIG 14 is a flowhart of a
procedure for copying an RO of a digital work in a secure MMC 100 to
a devi ce 500. | ¥MéraiWiaMBEddronat, atitefaimanthatranbé ratgnigad bsthe prenfedviMEd,
and therefore, M0GRATPRMA LRAG! NPkt CK@;YdeKng bonfprassion. RSB0 1tl‘i§ﬂéces‘sz§y to

generated. Befgr

information fr ocn%n'?%rgt%g}épﬂgb W%gtﬂ%‘f)setc ﬂljﬁ tlfagerhﬁ%ﬁ%’t%?ge&at il SIS'IJ‘P the
secure MMVC 100 {ayicepel enchphishesnprertah RO usggthe Ctm@@éaﬁermwn kay Fofse sestiicon
S940, the SeCurt%nMME&&lQQn peedtion B850 e Ksvidte®d echdt De eseted HIB toRh2 deourt he

devi ce 500. Singgy a},l%,}g@&éu}fn %Prgdﬂlﬁ‘ﬁoggopteﬂﬁ&l ﬁ@rtﬁgséc&gmc

portabl e storage evl Cc or securit

the secure MVC ! (5’6“@1@&?’5@6{“‘9@‘?@ %Q&CVb?defEPnR@e G%Y‘??QSOPP@%WF fUemRey,
converts the deoegptieokdRE, cntrytathe datyptell ROnwstngtik ahiqeakey badstoers éd | n

the device 500,eneﬂgte@@@f XRL s%cﬁrbmm@ny@énfc@gmmww&e stoflfe § ARG (o
encryption ke

r}’& erati gfﬁlﬁgf" e’secure MMC 100 sends the
encrypt ed ROt FIEYTE gSvuEl & ﬁrﬁ“’ﬁ " nstruction GET_COPY_RQO The
converti ngl4lof t hELGEdE ispiedhRO apreseduwe for oppyingtan R efhdligietwyptiredd RO
into a file forgsic MO B debiYe $d@em MG $300, mdtiihl 911%@&4&@&@960,

t he devi ce 500 d ts ncr ei e se ure
MMC 100 using t c%e%‘r%nﬁl t£°ﬁ%f§ é/"%lm% c“‘“’IP<P“°‘e3‘kf§c ié‘t atsﬁss“’“ e ESEEdeRo

using its uni qu%ﬂfkféyopyaﬁﬁcﬁnﬁ%ﬁ@sdeflﬁ@(@ﬁwméﬁmm?@@ﬂm%%ﬁﬁmwe
since copyi ng OMMIM108G idenelly \RES @AY e s@udi MIMCAI00 COMEratigRtS920 and

constraint inf oggggtﬁg&aftgr lg%g &c@@%h@%e Sedd 100%3&&%{ %&sﬂgbecf{gd to

i nformati on that reference
i ncl udes cont r o¥end e gﬂfﬁt‘}iedi‘i“%? Ocointer TPy arsigsually sopiyRied aggl (Besipyored in y
unl i m ted copyipoegabls stpmgerildvioe dor seduritysof diefRGsc inl dpertdon§980.6lnt seaapMI@ht .

Therefore, the %@E%%Lts hmn‘afﬂﬁﬁ 'R@ﬂlsln% 1@9\%@56 I&Qadohyert@%qggoﬁ)tgd 1€§mt 2

and 16 |IIustra roce S .ena co contr ese
O ey s o i gt e 2GR G20 SRAN Ay SO O B B i
15 is a flow hath@ ccmlim@n preypkeiues K bropenpyd $R§0ahe ROws MVEJ 0P sends Hevi ce
500f to a secur@mM\@d RO Heaeyisd mm@m&l%&lmc@a{{)@@r @y R34 @;fnver(tjmg
PO NS e Qi Wery RS RO SN2 00 Pl AL 5 GUCER O OGRS
shown in FIG 1% thegsaicsatP@hn gpeguion ﬁ%ﬁOalhg deviere08 deraypisile espiediRsh

5840, with the rextweptionnhd fealre MNAS B0 Gingahadegintg cpanptionlkey Kf enciypisitian

for, VIO 20051 091463, RERHFRO0SLARAAAZ wnd o kbeSRRYOORG! the RO

added. In _det ai uél_gera ion N evi c changes the
control i Af%SH mat | BiFanvdpis e SoRYHE oRes R inyolvet rapying aldkgéall'-?@mﬁhhg a
comon  encr y ptdoostrake ynforkiatien fot the capy g ideedadf Conyedintomfoingatioh dageidl Heo

2 elenW'OIto Qr al I&Qénbli% g«gﬁfhféramga) ﬁ@pmgteﬁ%ﬁm cSRRY mYUrﬁlE'anr}‘@r &)ﬁi%lﬁ%vc
100 using an |r{é‘£-’th|t [?ccf’%ﬂf'g‘té ‘E&WW&W%&?@{‘ l%‘?eiﬁ-t@li&%ﬁomcwopy“ght

Therefore, the control information is additionally needed. FIGS. 15 and 16 iilustrate

RO copy procedures enabling copy control. In these procedures, an original RO and its
copy must be changed.

[143] FIG. 15 is a flowchart of a procedure for copying an RO stored in a device 500 to a
secure MMC 100. Operations 51010, 51020, and 51030 of performing mutual au-
thentication and bringing information regarding the secure MMC 100 are the same as
operation 5810, 5820, and S830 shown in FIG. 13. Operation S1040 is also the same
as operation S840, with the exception that a task of changing control information for



performed by the secure MMC 100 receiving the copied ROis the sane
as operation 5860 showmn in FIG 13. In operation S 1070, the secure

MMC 100 se ge indicating success to the devi e

t he copyi ng% %}@Sf@o is normal ly cogpl eted. In respon §T/?g9([0%\(’(]800202
nmessage, in operation S 1080, the device 500 changes the control
information for the original RO stored therein. [144] FIG 16 is a
flowchart of a procedure for copying an RO stored in a secure MMC
100 to a devi cetho@yingeé thatiChn adagd. 1l detai§ in @ ration 81@1tBOdayfce 80 flangrisng
mut ual au- thenké eatiroDinfoanalidal dofGhrid heRD, laﬂéafcfg@tsltmawng b&n@ﬁ&p as

operations S910 énc g&gﬁ Iga? nﬁergéieoc%néa% tnLaﬂorl: is @hanéef‘d r%:%1 \%% nghst 1§§uedft0

al so the sane as
changi ng cont r ot “PKE & handiseit “F'Brth@tq%lc‘égﬁy]“rﬂycrélﬂoﬁﬁ“?@ﬁp@q@CFYEG@B@.IS I n

detail, in opershi tomﬁmwmmmmmagamm&ﬁdﬁnwmr TR RO DperantI1060
in- formation, tb?; hd R ROMME ?Ol)areéegﬁl[;%& SbhdadY E tleQamb A ABYLE €
500, and encry cryption ?1 F?era tion

S 1150, the ené%ﬁsts DR@FF@ 13 eMopergion x4 70y &\?.S%I%W%gq%ﬁaﬂaﬁ message
i nstruction CGETn@GERYgR@ceethatiévim 58 ¥hGOhpeanlop wéde BY is tdrenalievi ce

500 receiving thgeRar meg, B ahgnmgacsa er@forCPBB@ il Q2vied 58 BRPAOHE N
FIG 14. In operatl 511 t.he .devi ends a nessage
i ndi cating succ@L¥ok ’%fof‘ﬁ"élongoé&?r élg'l{}f%&iﬁ %@ﬁl%e copyi ng of the RO
i s nor mal li#4tonpl Eledo is aflawshbpbefsieprecgdure s copyingag &0 dtoredparsaturoM VS
1180, OIt hﬁ securmf%@/%f&@&m 17ﬁﬁoxgsrmiégprle add@l@?d’@tpbx%}mﬂﬁgﬂﬁum
stored therein é@ illustrate a stru

ther cetx o} n dﬁﬁl micrmati nare Ew samg ag o%erat ons égl% 281 and

secure MMC RO fo accor 0 an ex ment

of the present $93r9é1pﬂwrbln FI1G.1146Propion ﬁbw&’ ig fﬂsqihfe}aﬂs as Ww@%q wéth tges
a Right field, eoephisseiat i of chapiig @ontideinforSatadIforf thed:dﬂt) AR df RO is

incl ude a pluraljLy hp(ﬁetﬁls %#Jmfa%l E?ig SE’&&.{% Ife F&Xrg} in-

cordingly, a Nupber o I cat es e nu er o

fields and a Nufrﬁ%éa#owrw&ﬁ RS e o aﬂ‘.a?#a?%éft%igwe%oonm?wm the

Per m ssi on fi el RIQ usihd 4FdmidreenRiygtiin ¥ey .dh dpdratonad 1 530; the eunrgptedIRO is sent to

} nc: gdl ngt i nf Ortﬂ@‘?év% Swgﬁﬁﬁnﬂ&tg&xoﬁ@lﬁ“ c@%kggﬁ&?ﬁﬁg@ne@]}e%ﬁh by
| e cont ai ns nt or r rain

of which 15 mar AR OD faeities B Snair D iibe el q atsitian SEG0 SHOW

i nformation th- trmyoreratige B LN, thedayére §P0 spodd amespae ididatinl; dwgeess to the

rights issuer vuez-,dire MBSO @0G whed thepcro@ylﬁg:bﬁﬂe RO mﬁlalqaaoalpleiewﬁlresm@m

Asset fl el d has gmégsg %C}H%E)grﬁﬁnosilg'& gﬁﬁ&gm&laﬂéesﬁi con ﬁn%otm‘léltf

a uni que asset" Feven
parent RO I D, 5%@%%’9%‘“4@@%@% i ndex+rressage di gest value, and a
content enuisypt i oAU Y7 (@BIR)illusbhiaa etridage YR 2ONSMBALROJormat (SMRF) 700

PCT/ KR20051 0006021422 ﬁxgs&erzﬁ %%%Oﬁa&hla@@ BroBlitipabicpy Of assets, a

Nunber of ets 03| st Asset
Hora 14887 Mhenst fovRe & tagJodsa Hishy Beld o At e Hommagy ent

RO ID i nst ead dferisgon ﬁdthar&mlayl ifrlide 4 pherhlitg efiAsslfehls tibPdR@iskisn feldhiAdd
RO, the referenggiitdy, bheinRf Sitssd?QidiPndicted AEhURRHof Asset fields and a Number
of Permissions ficld indicates the number of Permission fields.

[147] The Right field has a structure 710 including information regarding an RO's
version and ID. An Assel {ield contains information regarding content data, the
consumption of which is managed by the RO. A Permission field contains information
regarding an actual usage or action permitted by a rights issuer with respect to
protected content data.

[148] The Asset field has a structure 720 including an asset ID for identifying a unique
asset, a content ID (or a parent RO ID), a reference to the parent RO ID, a message
digest index+message digest value, and a content encryption key (CEK). Since the



[ 150] Here, the parent RO and the child ROare in a relationship in
whi ch one ROis defined by inheriting a perm ssion and a constraint

from anot h parent RO defines a perm ssion an i.nt
for DRM coht Jri?%%‘{{)agl;gﬁt he child RO inherjts them The chﬁ?ﬁ%%g@{"gdls
to the content. However, the parent does not directly refer to
the content itself but refers to its child. When access to the
content is permtted according to perm ssion information regarding
the child or pa¥¥RF 7¢naninCivie apjemlity of asaels, d Sumbgr of dyseaty feldhis positianh@in
per m ssi on grankdénpgr 4 thet Ag6erE. and al |l upper |l evel constraints on

the par enﬁ) gd Chwg %O%@Srgg? élﬁ.ﬁgaﬂéﬁt% ﬁlep?e 9%9&5%5'&’&‘% { a

sub- scri n bu5|ness €x an
message di gest SPAICHEDLAS é‘cb‘ﬁ%“ﬂ’éﬁimﬁ Gl 8 FEkkR @, H@chefﬁné‘gfplfh%l’a@ﬂt RO ID
reference to theichidédnt. The message digest value is a value

gener at ed a pHQIIe' the Przg@lg RY 2919 tlelcA R a8 in a?el%f‘oﬁéﬂ ﬁ]thr@l%lﬁe RO is

al gorithni a est . 1In eX|n|cates type of hash
al gorithm useg‘pq1 )gnﬁje]?‘Ye‘P%FPém% %Eerﬁﬁgg%@'@ LfiogRnt Fap grothgr fg)ZT}{el'

a binary key valcliecsugednistoromd pyptstréingfocDRMeanttentBhe thelekild E{)aihsmsehckley
val ue used by am%wl@ﬁotrerem&ﬂw%nténb@o%@errytpé ]?cﬁierﬁR@td%E’stnot I}%tlﬁ?e‘fér‘?@

chown tn B o T bR s i b i QB SH% i

shown in FIG
SVRF 700 may |a¢@<rrd|!d&tcapepm$1@z1 infoymasion Peardingdhaoahilfl oepagent ROheDNlmgemt of
Per m ssions fi elodsifidis a @@stdiki@naR peifsioaniandh @1eﬁ¢o&§stan&’@1[ﬁﬂp§§1bwn

field. The Per gl £ &l el Gl ARBROAS NIRRT o 8l L GLELENGES 1 Qupn

asset ID, a referen ermSS| SR
formation fiel cFCrigiitg bélSIB%F FP4%4i on i nformation f| el d. At | east one
ref erence[tsa] an aShemhessigd digayt iblex paishd menad dt@ﬁtarme LB @riRIe ISR 6te¢ the

information fi %Q%mg B?ﬁeife‘?én%é %rlﬁeecoBEma@ rﬂ§s§a%%)d Qé ﬁ%tv‘é‘l%e é’h%ra&ﬁ%gta_

IDincluded in t ave mSSIO
2Py per mi 5o iRHIC SRS Dr Mo ohish AR ERLIH A B S bR
Print perm ssi ondexamdiggtgg@tipeéhash sigomhm uaed@ogwewm gigdsage, digrptdralue,

Move per D&@ fon. 'ﬁ"ﬂé@ﬂiKT@lfalr R@fu%&ﬁ't@éhcfy{ﬁdﬂh@ Q&ﬁéﬁt ghé Cghtls 418 a key
express DRM cont an, au

o P o accosd R by dﬁt'laiﬁo T SR onudin TR PG G SR e G
ganes that canrutredseviradhe €E8dwpmi anceire i o/video format. [156] The

Play permssion nAysiphii® FRY. |1y, Heaiiesich A b sinttture ¥30. smsmgsm@@oo
constraint is rﬁe{y 138{?&63;;1 glume%gﬁ%) g«%l?sn 2 I\ﬁ‘m{be ;PI rémgsszon?ﬂ%ld

according to the-specifi‘e raints
are present, t RosiBppadg ERnt Ogﬁa%ﬂ%efﬂ?ﬁﬁi%ﬁflédﬁp|Pssml$Sicgrﬁegd inqlydsy fhe pgber
Di spl ay per m ssifedferends @ainasseallY, i gifidrertce tainsipdealD, BRRMumbertof pérmiidivaugh a
vi sual VO 200 G313 RETHKER005 q%%auaﬁﬁg@vm%t&emég% s
not all ow an access base gﬂ%ﬁ [% OPH con‘it ent such as
gif or jpeg i meyeBa%AcAOSILANA SELoTd %F%%‘ﬂie "r“i?ﬂ ’ﬁdtﬁé@ Igheryeq to an
device. [158] aﬁmmaoémieet}lpeﬂsm@smmeamdha:mietsreéﬂﬁl ght to execute

DRM cont epfsspuch ag RW@ m&rﬁﬁeﬁﬁg@m@g Q@[ay%@r@rhés%tiﬁﬁpigyf PSRNy, aihe
Print perm ssi e L}g ¢ teis aﬂrmg ermxssmn gn B oat ermission, aCo )pﬁgrmlssm%ma\{rlld
content such as J peg’s ”f‘f”éf’ég% p portp p

a Move permission.

[155] The Play permission indicales a right to express DRM content in an audio/video
format. A DRM agent does not allow an access based on Play with respect to content
such as JAVA games that cannot be expressed in the audiofvideo format.

[156] The Play permission may optionally have a constraint. If a specified constraint is
present, the DRM agent grants a right to Play according to the specified constraint. If
no specified constraints are present, the DRM agent grants unlimited Play rights.

[157] The Display permission indicates a right to display DRM content through a visual



[ 159] The Export perm ssion indicates a right to send DRM contents
and corresponding ROs to a DRM system ot her than an open nobile

al li ance (%@)é’ ystemor a content protection architecture,
Export perm P%y have a constrai Q:L. The constrai n{’(t:'lggg%qﬂﬁp@goz
DRM system of a content protection architecture to which DRM content
and its RO can be sent. The Export perm ssion is divided into a nove
node and a copy node. When an RO is exported froma current DRM
systemto anot Wicemmwwmoesmam dnsacehet basestonf Piepiant wigh weperignt  DRM

system in t he r&\ﬁ@nma@le :ﬁ 2 s diel ahRebd digmyehie ﬁiﬂ%ﬂrﬁsg%%we
system i n cop rm ssio [ a
devi ce-t o- se ur gnénéjtl:c%r%%a n%ﬁ/[‘f ?chud%@{z%ds {}t Fuc j?‘h@
devi ce-t o- secur&ﬂnWﬁ/@drmbeé,ﬂplféﬁatR@PF%f@SdB‘mPcf@t pasmisgipn indicafesga @é‘t‘éme VY@

and the origi nadenbi@eiamatdtepdeMIRM cofiel @ablab Jpag BehgesSi M | ar oper ati ons

are p erfo E@g 121 PV Iﬁ"gee lafp%ﬁ'{f%ﬁlg lﬁd:fcageg\é 'n%ﬁt tgpe\ﬁg ﬁ%} @C}I‘]ten?;q%g gg}pe\é% ondin
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devi ce i s sent doatcngprstedion arcMudCiurd (he Bxortlperniissénvmy chapeds sunssirorThet he
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per m ssi on i nf cingatcppnmpdee Wher ankRQiisexporteld dromes duomnt BRI lyséesn @ another

constraint, regors ss}gemQH@Rgfls &e‘lb@edsfﬁiﬁﬁme Bttt SRMON Stem inl 88 notéiRode but is

perm ssi on I nf of n&clctgcpfrom%hccurrez g{[ulinieecgpSyo 0&1C| udi ng a
per m ssion i ndex an export COﬂSt rains, and a

const r ai nf160hdex +E%MPY%PWS$EPP is fibﬁl%mt‘bﬁdemﬂiéo FR@F‘W%MCGWVP AtKE secure

i ndi cates a typaMi-op@yitt §9VE In @8 dei@so-edtereIMIhBoveyal RIB & S4e0168 isisent
Table 1. [164] | g:!g Kf?@ §% 1. .

Per mi ssi on nane g%%?e?@%&llﬁnﬁ i %?%g@&%@% de&%{ég sp ﬁcrﬁtioﬁﬁ
Execut e 0x03 P prriosRedkin tespeirg MyKeoto-d %9@06%(06 Copy 0x07 [ 165]
The expor {l6lhdex ise qud)enﬂnemmhewmed miossdeoite-irgewre MMIC catyesd Exgoret
to identify oneyRic. Me@?&?%ﬁy MShd\ v Re- GPRYurP FAGE SSpy2 R Eh ;?&%Q%‘is HRhhg

a nove process. 166 sion i nformat udes.
o o S T R NivepRomiig foe Dt BB e o
2. The const r aideactivafedrimilirgpcratigs pic perfornhé inghanssourp MMG-taflevice copy.

[162] The number of permission information fields indicates the number of permissions.

xecute =y

A permission information field containg information, such as a constraint, regarding
one of the seven permissions.

[163] The permission information field has a structure 750 including a permission index,
an export index, the number of constrains, and a constraint index+constraint in-
formation. The permission index indicates a type of permission and has one of the
values shown in Table 1.

[164]
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Individual 0x06

System 0x07

Examples of a structure of a field of the constraint index-+constraint information

according to a value of the constraint index will be described with reference to FIG. 19

below.

[169]

A structure 751 for a Count constraint includes a 2-byte count subfield to specify

the count of permissions granted to content. A structurc 752 for a Time Count

constraint includes a count subfield and a timer subfield to specify the count of

permissions granted to content during a period of time defined by a timer.

[170]

A structure 753 for an Interval constraint includes a time subfield having a

structure 754 to specify a time interval at which an RO can be executed for cor-

responding DRM content. A structure 755 for an Accumulated constraint specifies a

maximum time interval for an accumulated measured period of time while an RO is

executed for corresponding DRM content. If the accumulated measured period of time



version information of the DRM system or the content protection
architecture. A DRM system subfield included in the structure 758
specifies the DRM system or the content prot I

architect u?’d%ﬁﬂ?ﬁésl n the field of the constraint i ndeg{i’@gﬁg{o?l&qoﬁp
information shown in FIG 19, the constraint information is changed
when an RO is copied or noved. For exanple, when the count of RO
copies is specified by the Count constraint with the structure 751,
the RO can be wegidethe graximyedmeinfeyval specifiehiyethe Aecuniuited censirains pHIRM ng
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i ndi fat [ n? a dup@tduanordis bd&s%@@f‘e@ﬂay@@ Gt J@)ﬂstﬁﬂi@hﬂﬂ the-ghﬁ‘cture 751, the
constrain i n-
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in FIG 20 wt o&QPe%cfaﬁfe §; ?d ﬁ{)%ﬁﬂgot%{} ﬂeﬂm dJIc%* w;%@th@?@%ﬁduﬂ%oﬁi&aﬁh

the ROis copie ecrea

RO i s copied. I\?Eia’r‘i‘ﬁmqS§“Ctﬁfﬁ85%%{’F%‘fli"Fﬁeth?‘ﬁhetfi‘%ca“d’&ﬁgﬁlF‘h‘iMP K R OHERS Dn
in FIG 20 bef orredeknined pajpd efltineé sheZR0 dan(B8 cdAdd Om238mbh o ¥ tancs shlar t

val ue and 2004- \Qﬁhn;g}g%;edg@mgged% &oreid, val ue. Accordingly, the RO
can be c i dur tlonfroml 3000 rch 12, 2004 to
gﬁj’zi\prl I
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duration. Sim Itarwhomt%lsmmunﬁﬁfdop heitaped or mawdbéccgeilngﬂyosuomensmmehnf
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[ 175] The stral n{m% n con wWn in
FIG 19 nmay be formation for the RO is changed to prevent unauthorized people from copying or

moving the RO. In addition, since the RO is not copied or moved when a particular
time or count restricted by DRM has been expired, the RO can be efficiently managed.
How the control information is changed when an RO is copied will be described as an
example.

[174] FIGS. 20 and 21 illustrate an example of changes in constraint information, i.e.,
control information having the structure illustrated in FIG. 19. As shown in FIG. 20,
constraint information contains Count indicating the available number of copies and



differently configured. For clarity of the description, the control
information i's expressed in XM, which allows a user to extend a

mar kup. the user can define a structur
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The generation daﬂ%&éta%ﬁn Woﬁ?&ﬁéuﬁ&ﬂ'o?&%t \é%mg%%l 4 n&%‘?a %d;rglhgt hbe

current RO. For ener.at | on e set
to 1, and the gﬁé@w% 3 a} %?ﬂhqdrlﬁ)\‘ﬁe‘fl Hengwisgpdrads B SHPibe
set to 2. In thXMLanaed tovdeEne @Mnmmemammwmnwﬂﬂewguagm

val uedO; IWGEN L@fzd folR@preddraly ifoR@msm e OMA, mﬁaemef aM&Ee% RlicARdR a
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o atl on ok Wg??ﬁma AL I SRR S M A L

When a val ue oflustiates MyGENIesicopdrsinhinfoyahting agfordiGOBRTOUBERMbeG pyitef the s
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RO cannot be cop ased ver
copying is per f%f rred A COPYGEN_I NFO el errent has i nformation
regardi ng[I76¢ nuRkeringfo FIGHRETIME aahCRONTeidmchis @tk @éseaddhin an element

generati on. CORY ”%ﬁl}] ﬁﬁg]' . :
information r ega§§i|?\!jh|élFI@AE%%Hé I o‘ﬁegéen lﬁ%ﬁﬁlﬁmﬁﬁ%@gg@ 590 tmrlr% Y
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IF:,HS;CS”_ mif’l O§4 an%anzg?ngl flor an orzgmaFRSancFa cor[gg:d?{ pf changes in constraint

[177] The COUNT element gives generational restriction to the copy. The COUNT
elemer has more information than the TIME element since it must contain control in-
formation for each copy. The COUNT element needs a total of 4 clements. Firstly, a
MYGEN element indicates whether a current RO is original or a copy and if the
current RO is a copy, indicates how many generations are present from the original RO
to the current RO. The generation indicates how many copies have been done before
the current RO. For example, the generation of the original RO may be set to 1, and the
generation of an RO copied from the original RO may be set to 2. In this case, when a



having the structure illustrated in FIG 22 when an RO is copied. As
shown in FIG 23, constraint information for an original RO before
copying in <MYGEN>1</ MYCGEN> indicating that the i of
a current %%ﬁﬁ(gd\gt he original ROig, 1. Since a val u%&%gﬁ%%g"bﬁgm
ACCEPT_CEN is 3, copying is permtted at generation 1. Since NUM has
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structures, arrays I ona
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be im plenmented suc e ecute one .or. rec uters In
o Bat 1 o SR W Erence thFIG e e iR iniien B Sk AR S5 b S
needs a securi toppfinpndtUMhas avalugrod #i whichof obtgingt hnlgeremintgesrity lopndan RO, a
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ot " 040 ror PRERLRap s fRcHT S e Fifﬁ{’“" S R e EBHHo BB ng
an RSA nodul e 104sble foaarslé@ﬁﬂmlrk@yl fg@fv@nm plorderisel afidea pooakie starage @mwAEs
modul e 10469] a CORIE D6 [sRAusdiofi2gRck diagram of a secure MMC 100 according 1o an

exemplary embodiment of the present invention,

[180] In the exemplary embodiment, the term 'unit’' or ‘module’, as used herein, means,
but is not limited to, a software or hardware component, such as a Field Programmable
Gate Array (FPGA) or Application Specific Integrated Circuit (ASIC), which performs
certain tasks. A module may advantageously be configured to reside on the addressable
storage medium and configured to execute on one or more processors. Thus, a module



unit 1030 with a storage function, an interface unit 1010 all ow ng
data exchange with the device, and a control unit 1020 controlling
each nodul rma DRM procedure. [182] The cont i 0
converts ﬁrqf%oﬁ(ﬁ)f{)ga file with a forgat suitable for t%&mgg‘w%"g@génd
changes information of the RO before transmtting the ROto the
device. The RO is converted when an RO structure stored in the

device is different fromthat stored in a portable storage device,
i.e., the securmanmdudnby wepoltehanple.lsempengits.csudeas softwaogmipoecntsh eobRa:

I n addi }v:v(r):n’loz) h@leﬁ@ﬂtscsfmarawntfoﬂ&?socl@daa&hﬁﬁ]e@pm teeRichb@Psnesit, q:lrr&@sswht he
secure e WS t
secure MMC 100 é’gm%ggc@}rl]iﬁ%eé %C%hurg’: S’fbﬁ&gm‘%é&ﬁmeﬂs ?/(IVFI?'%I%% %oc{se écﬂ’F’ 13 MvVC
100 i s connect dmyiars miGecode girewtry. dife databases gete stgiuges. talaspargiys.tang
secure MMVC 100 vagiyblese TR Raétongay pryvidanlbeatiecconipbienaand fbedlésats Hani t
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recei ved from thheevitevinda cainebl el (3e batating etichnithainiens pdofrm a TIRM r andom
nunber generateg hy. .the session key generation nodule 1044 is
encrypt ed ROA modul e 1042 and WD_2005/.091163

b
PCT/ Klzzoébg?ébooeoﬁhe evgirpliol 107000ayRrE PR BOHO e WigRA PEmaL AvighigHoT e
i nterface unit d&itOandvihampehinfemaiionsif @R @beforg eamsimatingige Rbdo reridadne.

nunbgr ' nI t h? Zﬁff%s{{@f& cK@éért&?@ﬁ‘f{n% RN BN sRrekOf the dbNE: i€ BDERM réik FRET
may be sel ecte r random n oV

Rvance. [ 166) “HHied RedoRu faredetafcrof OF Mot e ool S8 erises on
usi ng the genermatagdize hef). dnaddiipn, tvbroatrplamitil 820 canbles applivatigvE Storeddwthe
1046. uses AES aga@lfrym@mo{jﬁogaﬁtaypt a content encryption key from an
RO WI th t ErruieSSI ?ﬁ'e mFer{acﬁa %HHHS%?a%wX&%%%EIQMd I%B?rlgetab%}mec{géortﬁ?ﬁ Ion

during co icati ] ust an

exanpl e, and ot%}ce Wﬁ?é]ﬁf‘rﬁeé‘lf‘r’(W%ﬁqufrﬁqﬂ%ﬁﬁ%‘tﬂ]@hﬂ?ﬁéevmsh%w&ffﬁ‘mq“&n
may be wused. [I8Fbf hbeccaeMMatlOROag bOElagtcallntdnnddR0vigt rimsrfen ahiypt ed
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or copi ed to therodglva waclestmedmincwiyhpti axgpn@ét. an RO usi ng t he uni que key

[184] The RSA module 1042 performs public-key encryption, More particularly, the
RSA module 1042 performs RSA encryption according to a request from the control
unit 1020, In embodiments of the present invention, during mutual authentication, the
RSA encryption is used for key (random number) exchange or digital signature.
However, the RSA encryption is just an example, and other public-key encryption may
be used.

[185] The session key generation module 1044 generates a random number to be
transmitted to the device and generates a session key using a random number received
from the device and the generated random number. The random number generated by
the session key generation module 1044 is encrypted by the RSA module 1042 and



according to the symretric-key encryption is just an exanple.
Al ter natively, an RO may be encrypted using a private key of the
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of a device 500 according to an errbodl ment of the present invention.
[189] To inplenment DRM the secure MMC 500 needs a security function,
a function of storing content or an RO a function of exchanging
data with a devihewtransmilted tslevica feugh the imerfgse ufib 0t Mewevhilarintdad nk,
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encryption. Nbrtéﬁpanespmum\anﬂlqn, the RSA nodul e 5042 perforns RSA

encrypti opg@gcor dirg gn;nanau DRAH %?etseéu'iélm\/fd"'ﬁ)o(?@éﬂs raqécuntyrmﬁcnéﬁ) 2QunckiBn of
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di gital signat ubectionnpevier thessduREmseihe ﬁﬁ}ftpllell\@ricﬁﬁﬁ }Ilgbltlesam cRstpton @nit
and ot her publ i 546 ey tieneaipt fu8ficlRle ek pisBthit sPAORinkha RSASEIRIE Y,
generation nod uzl SSS%QA(%}/ g%&ﬁﬁgﬁ %%dtﬁe (ﬁﬂda%maﬂ ﬂ%g%{odﬁlg SBﬁgﬁo a E(gnell%]b sEoraBe

to the device an es a session ke

received from ltfﬁé%a%w'&éstaﬁae %lﬁ@wgeqﬁéma&f@a u?lh%&@ﬁﬂwﬁbé%m “FH@EF ¥itHom
nunber gener at atle drmcel dne asessil omt $02¢ coerding tachmnatod ud gerimbd 4 DRM
encrypted by t m)dul e 5042 and then transmtted to the device

EEQ"?%%EE@H&%E? %iceop“ 307 Gionceh b BRaR e e Aot SO TeHEs

random nunber desige bal Qherl@s; inémmptiaurof ShelQibeddri trynsofittingihe 80 tn thellerise.

provided in advBRAE) is converted when an RO structure stored in the device is different from that
stored in a portable storage device, i.e., the secure MMC 500, so that the device can
recognize the RO. In addition, the control unit 5020 enables applications stored in the
secure MMC 500 to operate.

(1913 The interface unit 5010 allows the secure MMC 500 to be connected with the

device. When the secure MMC 500 is connected with the device, the interface unit
5010 of the secure MMC 500 may be electrically connected with an interface unit of
the device, However, the electrical connection is just an example, and the connection
may indicate a state in which the secure MMC 500 can communicate with the device
through a wireless medium without a contact.



[ 194] The AES nodul e 5046 perfornms symmetric-key encryption using the
generated session key. Mire particularly, the AES nodul e 5046 uses
AES encrypti o crypt a content encryption key fro Wt

t he sessi owq@?/&@r}ig&lto encrypt other .inportant informﬁ@ﬁ%?lwg&
communi cation with the device. The AES encryption is just an
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Accordi ngly, tgglmﬁ%rg% ?g%géﬂescrm%gﬁr%e er enlég9 ngﬂ“leéglqu%key
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no in- device such as a thin-film transistor (TFT) LCD device or an organic electrolu-
minescent (EL) display device.
{197] Examples of instructions used for moving an RO illustrated in FIGS. 7 and 8 and
copying an RO illustrated in FIGS. 9 and 10 will be described below.
{198] Command is comprised of an input command and an output response. A device

transmits the input command with an instruction to a secure MMC and receives data or
a result of executing the instruction from the secure MMC through the output response.
Accordingly, every command has the input command, which is transmitted from a
device to a secure MMC, and data or a result value corresponding to the input
command is transmitted from the secure MMC to the device through the output



formation is contained in the data field. Accordingly, Lc and Le have
values 'OCh' and 'FFh,' respectively, to indicate that no data is

stored in e ield. However, values of the field
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transmt a result value or data. When the device requests a certain
data value, in- formation may be stored in the data field. Meanwhile,
a result of thercenspssr ehavmbuciedeinsxagpielebad APY. conmand fromt he
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f 1 FIG 7.
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The output response reporis whether values of the input command have been properly
received by the secure MMC but does not report whether the input command has been
properly processed by the secure MMC. To obtain information on whether the input
command has been properly processed by the secure MMC, an independent instruction
GET_CONFIRM is used.

[203] FIGS. 28 and 29 illustrate a structure of a SET_MOVE_RQO command used in
operation 5230 shown in FIG. 7. As shown in FIG. 28, since the SET_MOVE_RO



The status val ue has been descri bed above. [205] FIGS. 30 and 31
illustrate a structure of a GET_CONFI RM conmand used in operation
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[208] FIGS. 36 'SHI"47 (098P spramanddpp e reeizsd bie SiervRuenpli e b
used in oper atefdie 1B8350i.c5.vdwthei the FEb@ ha8 swwpatdédnand petaars ivalne 8858inghown
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secure MVC is itrAngrnitteditoghe daise.clie slews valvaas beendessrivdabovshanges

i nf or mat i grost egar HiGH) 32mdoy3iilishak a RRchh@ss 4 SETRREDRCE RO &fmrfand QR iRT

move. Lc and Lc%ellaﬂori %%Disﬁ'(g{yr} in . rrllg inaglp%ra iQne Sa%\s\lshgxpndin %Yg é Pp@N

out put response-are the
command is used to transmit an RID, i.e., an ID of an RO to be copied or moved and is
needed o move or copy the RO from a secure MMC to a device. As shown in FIG, 32,
encrypted values of an SSC and RID are stored in a data field of an input command,
which is transmitted from the device to the secure MMC. Since particular data is
transmitted from the device to the secure MMC, L and Le have the values 'FFh' and
'00h,’ respectively. As shown in FIG. 33 , an output response to the input command
includes a value indicating whether the input command has been properly received by

the secure MMC and can be recognized by a combination of SW1 and SW2 values.



sane as those described above. [209] FIGS. 38 and 39 illustrate a
structure of a SET_ CCPY RO command used in operation S410 shown in
FIG 9. In 05/65? since an ROlstransmttedfroi;QF.,@ %’/

a secure Le have the val ugs' FFh' and ' 00h spec |veq
P1 and P2 may have predeterm ned val ues to indicate that an
instruction is SET_COPY_ RO A data field in an input comrand
includes information necessary for transm ssion of the RO The
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in FIG 45. A stat'us onse | nc eS| OI‘IT&IOI’I
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A status as a value of a data field. Since data is transmitted from a secure MMC to a device, P1

and P2 in an input command indicate that an instruction is GET_COPY_RO. The RO
to be copied is encrypted and stored in the data field of an output response, which is

transmitted from the secure MMC to the device.

[212] FIGS. 42 through 46 show examples of values that parameters have when
comumands are implemented.

[213] FIGS. 42 through 46 show examples of parameters of an instruction
SET MOVE_RO. As shown in FIGS. 42, 43 and 44 , instruction SET_MOVE_RO
includes a header field and a data field. The header field contains information

identifying an instruction and the data ficld contains information regarding the in-
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encrypted and stored in a data field in the instruction SET_COPY_RO, which is



the instruction GET_COPY RO is a copy instruction, it has the sane
CLA and INS values as the instruction SET_COPY RO and is

di stinguis he instruction SET-COPY _RO by P S.
As descri bggngg%@g?&V\hen there is no data in a data flg{‘lﬁxﬁgnegmggﬁe
values are 'FF and' 00,' respectively. Wien the data field contains
data, the Lc and Le values are '00' and' FF; respectively. Since the
instruction GET_COPY_RO does not have data in the data field, the Lc
and Le val ues afr@smijigd toypriablgiorage dayjse W hapdhe datapielqxoniing daig. napamefrss
portabl e storagec fldliethavd when TFypt &d, aastcsely. Whea the daik dieldicoht@ing b duta,

response and transithedl §.08EbHGH =l R Rlhle, A8l SWR YAdER 1 ndi cati ng

i nformati on on et er e I nstruction

successful Iy, ' HaSGORYaROA8p A1t wghe 43 figld bg pndiechavervieps i #1e00srEsent
i nvention, novispgetamig. Tepitarfgldificlddega tagl(Twiznis (Claand baue G0 kel Thed.

g' ncf font r Olk [ éhfc%fgﬁtRIODiE‘ sét‘?i{thmvf}egt%an@g?rﬁsﬁﬁﬂ?ééigﬂﬁeépgns%@@@lb fdrsgl%noﬁ he

| gl a WOTI KS

Copt ed and movetk | REL PR paTle e etk O WO AL ER 25

I n addition, sifhewenin déqdenbestaumber iswmatited 0dFWd apdSWA t¢ imdicata ethitber,

data | oss or Udfb@ylﬁnﬁlﬁisl sa&@ec@ac\ﬂ&&epm mqenﬁge\)émth@sﬂem&@?v%hhmn error is in
Furt hernore, si tﬂc% aut hentication.is erheﬁlera

device and a porta é the“u * lcaltl(mls’needfi‘dorma I"on ]fe‘ltpemcfx\efe“‘tog)(m%rk
is prevented frwlﬁémgn?@f@ap@ﬁmdw%f@@ylﬂ% .ansni ssion, and therefore,
copyri ght [mm be Br(m 6T tieshgh |62 bl dxBmplener] padina@rstdnen mefatibed

descri ption, (rs(ﬁ}l' l@f& Qo(?gnlg aARb f\éﬂnll 41 %Q'Qﬁfe%f&ag ?Jl&qg a ﬁ%@%y&nce

vari ati ons and m)d* catons

W € hout *Subat arfbt HFFYFId R c Py AHOIMAERRY BRI B Bt it i wedhs
i nvention. Therefues s the insteucdbs SED SEIP Yo ROmpH &rdjstiegiidelil fremtuse iodtruttin

invention are U§1§ﬂ' @R@ﬁi}%'aﬁd N ga 108 - ASEkdrBEd ¥RivS GISE R Y n il ;AL
O 5 har BRSOl B 34 aRl o R O D e B s g B i gt
portabl e stor agétalteileend Le vaduesatel9tand grip mssmmgﬁly canee dretingygyctione
rights object ioEP GOFORPIceS hmmwet(ﬁ&@mehm fidal th@ bt haSteQtaR@eare @OVenE e

usi ng the devic ene an ed ri.ghts object
the converted r Iﬁla,hrtcs bveiérc.%%n 40! s?oreci/ rtab sq?rage (Pekuce Is encré]:r){ecye %lél rscre}q% a4

ri ghts object; Ciaﬁaafﬁ'é@ﬁntatrﬁﬁﬂgm@ﬁ@i ‘éﬁﬁ’é‘?’l)ﬁﬁ‘ﬂ @aethqrgwﬂls’i F@cgtw Yabies vﬁe:atmg
device to the pafdm@dlod oftwdedgahe Eamices had bebn deaaicl watdsagilg.he rights

object stored in the device if th encrypted rights
obj ect is conpleted. %2] The net hgah{l%pﬁrhﬁjml%% l}'%rther conpri sing

sel ecting#é ri gheerdipg wdke meseriavenianyeying iy copdng ofghail werkeean be[ 3]

The nmethod of cdodirdiledl, Sifderchineds itetidsloNgodRE iniRbpyigy & Bifecified Mkedigiral

obj ect using a works can be prevented from being recklessly and randomly copied and moved, and

therefore, copyright can be protected.

[222] In addition, since a sequence number is allocated to an instruction, data loss or
unauthorized access can be prevented.

[223] Furthermore, since mutual authentication is performed between a device and a
portable storage device, information of a digital work is prevented from being revealed
during transmission, and therefore, copyright can be protected.

[224] In concluding the detailed description, those skilled in the art will appreciate that
many variations and modifications can be made to the exemplary embodiments
without substantially departing from the principles of the present invention, Therefore,
the disclosed exemplary embodiments of the invention are used in a generic and de-

scriptive sense only and not for purposes of limitation.



uni que key of the device before converting the rights object. [4] The
met hod of claim11, wherein the encrypting of the converted rights
object co J crypting the rights object using a d
as a result o%oaér?r@tlﬁﬁgl aut henti cati ongbet ween the devi ngﬁﬁg‘?@ﬁ@%&
portabl e storage device. [5] The method of claim1l, wherein the
deactivating the rights object conprises: deactivating the rights
object if a normal response is not received fromthe portable
storage device within a predeterm ndd]afgsod of tinme or if an
abnormal response is received; and reporting that the noving the
rights objlHct is td}mrRet ddnAHEGTHEISIOplec oy FHryickEr heratable sierage device,
further conpri sing tal hebatdongriingequence nunber to the rights object

before encrypting %Bﬁveﬁ{ﬁg\gﬁrﬁgﬁg o je&,mil% a@&hﬁﬁggg%c{nai bf‘thggél?%& ngra ving

a rights object, the ne C rirsing: re ng a_p st or age
devi ce to nove the FYiEHEDdR @g{ge[?sﬁeﬂ agag F’éeéi,“g%?sé’E@F‘%/i ng an
encrypted rights obpegptingtiemobtestepightadlijet singribpdvide W geesrate de ercyyptadng
the encrypted rightshebheat at the device and storing the rights
object which has heen .decrypted in.the device; and deactivating the
TTohts obj ect St or dATHITREE e u R b by AR B roride i
of claim7, furtherdedesyprd sing selecting the rights object to be
encrypted before reguasitingthelripspotaidla isthetage: ifay ek nlingmye t he

rights object. [9]._Th ot hod. of. ¢l ai , Wherein the decrypting the
encrypted rights O]Sn%%@ed(}'? hﬁroﬁéegélsg%r@l%'i‘ng the encrypted rights

obj ect usil#lg a key Tgerstat errclag lafurhergigmprisne seleeting thexighrediscehefaren
bet ween the devi ce candrtinpehepidhisabjea. St or age devi ce. WO 2005/ 091163

PCT/ KR20054,000602 ) 21 Al : i - ;
decrypti n?]of t he gﬁéﬁ?gg&éogﬁﬁ nﬁ[?h}?,ﬂg_cgfg{, ﬁgngéoé&%%) g[g%lﬁ%jlg%ﬂr?sy%%%tr\%s t ﬁle

? ri gh S ?bée ) n‘g i
encrypted rights oBfdEtkl fedEyics belae erouering By righigaiec: obj ect,
encrypti ni¢lt he decrfhptmethod pididim lobheein theshergptangwhihg wenvieasd rightstobgct

device to gener at @o@pdidd tRB/pti YipHeL6hjdck Mﬁl&?]g%?ated%Qréﬁﬁﬁfﬂ&val
the further encrypt eg ht .The met hod

3

ri g%& ct Lnt evice 1
of claim7, furthe %}}%%‘Pgﬁjﬁ@ eﬁt@% ‘?Y\*/Cﬁtaflag‘e_??{zab‘ﬁs&ﬁ%g& ]dlBBfeect stored
in the dé¥i ce andThepeipd atrlaimds wherein thedergivaing theaighisghieet cobpeses: i s
term ln?t ed albnor g@bdcwating tHeHEhRIOWje 16 mOth_ﬂeesgmmssmpgéj:@%h fiotn tAOt g
normal | y conpl et ed. : : her ei.n t receiv
ri ghts object has goéégguséér%%dgﬁ%%‘gg}}lggP%g%%@éﬁdpﬁgoﬁeﬁgm[D’ig]an gbnrren{lﬁod
of moving a rights '6BPsets ee&d:#e¢ hod conpri sing: perform ng nutual
aut henti cati on bet wgpening tpotht ablviag Steatcagebjdand eeniane dnolensilce to
gener at e encr ypihon K6y of JiSSA1 M o] ] Tol N -Ys 1ed.
usi ng the@ncrypti on kg N %n déﬁ@%ﬁi"ﬁé"@%@%@?ﬁg@l%@gﬁ%%gpl““:
obj ect which was r é@@?@%ﬁc_t efore encrypting the converted rights object.

[7] A method of moving a rights object, the method comprising:
requesting a portable storage device to move the rights object using a device;
receiving an encrypted rights object from the portable storage device;
decrypting the encrypted rights object at the device and storing the rights object
which has been decrypted in the device; and
deactivating the rights object stored in the portable storage device.

[8] The method of claim 7, further comprising selecting the rights object to be
encrypted before requesting the portable storage device to move the rights object,

9] The method of claim 7, wherein the decrypting the encrypted rights object
comprises decrypting the encrypted rights object using a key generated as a
result of mutual authentication between the device and the portable storage
device.



[ 14] The nethod of claim 13, wherein the rights object which was
received is decrypted using the encryption key. [15] The nethod of

claim 13, {4530&ke15QMPrising transmtting a nornal respggf&ﬁ@fmalﬂﬁgz

device after storing the rights objeck,which was receive

met hod of claim 13, further conprising deactivating the rights object
which was received if the noving of the rights object is not
normal ly termnated. [17] The method of claim 13, wherein the
recei ved MitYhts objideinetind ofclaiaylsahesin thadeprapting af espeayptedieghss Piect 18]
A met hod of novi ng campiighticcrgifipedit efdrgiedaightrobpb te g@icmtagRegpied eighté O
a device, the net Sk Rg: 1\ r -

ri ghts obj ect from@%@gmp@é@gﬁ?\%ﬁgﬁg}%gg’tbjgglugﬂggtﬁ %lﬁ%ecgzg g%ggﬁ%m
converting the ri gHCaTyp 8ther qegpisd fightheRiccs apduerngdh e enaurisdrightsn
response to the raedjtest ieglegenerate a converted rights object;
encryptingfjhe convgehehol bB8kith 0 RIrBEL colPridfNELAIVAIRANLERH Y Sj&Estored in

rights object; transmiting the encrypted ri.ghts. ob]ect fromt(ge
portabl e storage dz% ‘g;é(lcf Sn_cﬂﬁ%orm}fe@‘?té%;m%{’% Oég'ﬁcﬂgmﬂheﬁds Y ht s
obj ect stored in théngoelal the novraedharéahisebjcrtis pdi@ormatlangmpletcd.ng t he

encrypt ed [13]ght s 0Objhe éetod of QMR B w@bkein[tHItcehRe rigt Bk Bs aGk@ichrel 8,
further conprising anen%&y 'g)(i:ape%tﬁ heq rights object using a unique key
g

of the portable storage device etge_'ore converti ng of the rights
object. [(B] The remRded ofmeving anighs obighlethe msthof eoremisingpt i ng t he
converted rights olpedednigOmpnalseterionioy betivach 4 frtable gbtage Adyjce @hd 18dving

a key generated asa.fesul.t .0 yal. WO 2005/ 091163
PCT/ KR2005/ 000602 gg_naut hent %rélg%b?]o%l’bet ween t he device and the

portabl e storage détReEe forightspbiectaenpd Biingthepnerypaon keyi #der
conpri sing al |l ocat idagygtingegdigodneg themgher objeot Wiieh wasaemivwéd ri ghts

obj ect befipfie the emg el BBelailm23] whIR iHeA3hE oSEQLAUR W8 YdcESed is
conprising: an interface, unit, whi gm%q(gnects a ‘portabl e storage

C
device to a devi ce;dc%fy%l‘é%'t'sr“@l[hﬁﬁﬁc{y W converts a format of a
rights objledt that Tihs methanohtltimeld. figherisempriing tugsroitting agermed ebspansmtot he
devi ce through the ddeict afd stanhd tha AghisleRet WYidh 88s Reeifddght s 0obj ect

t hat has n conpl - .an metric-key. encr i on uni.t
i ch encyit's or dRerotedt Al S0y SR skl E I o ot
control unit. [23] WARECHFeGiABrayingof e righty phject srmopoamaklyormingiesk ej n
the right$1bj ect iThe efetioy pt @almoO3, whtedn yatr@divediighls dbjesels h Qsqukey

generated by a sessi Q. Ka¥..ganekation nodule. [24] The portable
j,ce of i’lgl?fr}n %ca mherég{’n the transmtted or received

fit SLta geogﬁﬁ‘ﬁt has & QEROENROVREATE S HbiceiBretPY tBle stogee flovige tqpdevice,
portabl e storage dehdmahafcoolpesing:24, wherein the control unit
generates the receiving a request to move the rights object from the device using the portabie
storage device;
converting the rights object into a format supported by the device in response to
the request to generate a converted rights object;
encrypting the converted rights object to generate an encrypted rights object;
transmitting the encrypted rights object from the portable storage device to the
device; and
deactivating the rights object stored in the portable storage device if the
transmitting the encrypted rights object is completed.
[19] The method of claim 18, further comprising decrypting the rights object using a
unique key of the portable storage device before converting of the rights object.
[20] The method of claim 18, wherein the encrypting the converied rights object
comprises encrypting the rights object using a key generated as a result of mutual



sequence numnber and conpares sequence nunbers. [26] A device
conprising: an interface unit which connects the device to a portable

st orage deyi ce: ntrol unit which converts a formt |
obj ect thaw(f@[)?/@éﬁégm tted to the pogfable storage dev?ﬂégﬁg?do%ﬁo%oz

received fromthe portable storage device through the interface unit
and deactivates the rights object that has been conpletely noved,

and a symmetric-key encryption unit which encrypts or decrypts the

ri ghts object condsthegigatinn betwee Bip devige ane the portablq storpge dgwigs-ce of

cl ai m 26, [wherei n tlhe nethgh bSclsiby 18Clurthe comprigit aidcating 6l &g uatRE SEbes tdle

a session key ge”er@&ﬁg‘%g%’hﬁ@%‘ﬂ??éf%*ﬂ@-%%{“gﬁ”l rati on nodule. [28] The

devi ce of cl aim 26, ransmtt r received rights object

has a sedtdnce nurfbetalicsioeage deyiceremeisNg [ 29] The device of claim
28, wherein the contimnérfaautit gétdetoahes 4 foealdegoegcd vise medeviceend

conpares sequence RGNS Snit WELA c&iv%ﬂ@ﬂna?gfé:@%ﬂ bk GRS mRRE Rhe
froma device to a partabl e, rsé\ﬁraﬁga dge.w @e, hthﬁe %gﬁt hod cgggag_m ng:
encrypting the rigHRES OB EE S MIPRANS ViET BFg™ i e CH R 42 FHeS
common encr ypt i on righty objeetitlnd isrbgen dompletedy povedoandi ght s obj ect into a

signal to be transmigihediri®e) BRrypBOK LROIEcSIeHE or SRWip&ahe @%@L object
transmtting the S|anal ont ai ni neﬂgthe ri ghts obj ect fpromt e device

to the portable storage devr o8 \MB005/ 091163 PCT/ KR2005/ 000602 39

[31] The f&lhod of T&F apFabBGLorgagdetiesr of clsip £1.9hatsingbe fighihebigst irandustted or
aut hentication betdegagfed dingdevisva kapngenthArd poL bakibekStRiRgRndduee

using a p i c-key t r ]

bof ore endtypti ng tae emicefbr RGeSl 92 KRB, AL RN Blclifia
wher ei n t he encryptishi§ obiRe has ispeenghiusber diored tBeelo.  decrypting the
ri ghts obj2idt t hat Thagoirblersteeape dyyitead clagn B¢ vaerein thieienkelunifoedenees the

device and is stor gt bfehi@bdeKl CinpakQ WY RELE BOmbE i ghts obj ect
whi ch hasé%ﬁen dec(rﬁ/ ted into.a format supported by the portable
ce; an

storage d ; NEFYPLPRYE he rights obj ect which has been
converted using thenuderfaonunieryelyqoniests theedevick 83| pofthile sretapodevest: cl ai m
30, wherein the ri ghbsrd?BhieehichashvERRYoRMNR b DHighkd YoRE @it ORansm AR e
coPy con 101 | O BRI Bl LUSs 5L SR P SA SR
clai m 30, further Jd8eHRCE YRihgpdaleachiraies theyrighisabipgethetdaniash egmplefely wved;
ri ghts obj ect beforedthe encrypting.
a symmefric-key encryption unit which encrypts or decrypts the rights object
converted by the control unit.
[27] The device of claim 26, wherein the rights object is encrypted or decrypted using
a session key generated by a session key generation module,
[28] The device of claim 26, wherein the transmitted or received rights object has a
sequence number allocated thereto.
[29] The device of claim 28, wherein the control unit generates the sequence number
and compares sequence numbers.
f30] A method of copying a rights object from a device to a portable storage device,
the method comprising:
encrypting the rights object which is stored in the device using a common
encryption key;
embedding the encrypted rights object into a signal to be transmitted to the
portable storage device; and
transmitting the signal containing the rights object from the device to the

portable storage device.



[35] A nethod of copying a rights object froma device to a portable
storage device, the nmethod conprising: receiving an encrypted rights
obj ect; de i he encrypted rights object using a
encryptionﬁ§%§@§gﬁgﬁ storing the righgs object which hag@%gg%mymmau
decrypted in the portable storage device. [36] The nethod of claim
35, further conprising perform ng nutual authentication between the
device and_the portable storage device using a public-key schene to
generate tHd conmorihemehppef drmddyfugberspaprisernpreimHpe muealapgpptigation
obj ect. [37] The nakfween 0t doliciam 8 ponddes sirfpetdBeicd bsgiptapublj- e tsciihered

in the portable st | i LG I e of
the portabl e stor a%éﬁegag%ihggg%%gn %Itﬁgﬁgg{%g?)g%fe@h@& #%ttﬁéc?é@] :[)leObE%%i m 35,
wher ei n t he#lri ght s '8pfsthed st gt whareie ths Speraming therrigpl GiceloMEEScHas
copy control i nfor niatrygingwi rightsiobjecthizn gastheaf ¢neryptel esitg amsaqictikey nfyht he
signal . [39] The ngthed:Qfis $ddd Mazojevisberein the encrypted rights
obj ect has a sequence nunber . al ocatqg_th reto. [40] A nethod of
copying a rights oﬁf’%vc?f‘mﬁ%rﬁggtsﬁglﬁfta‘ml hap g?ﬁ&%“&%?ﬂi ‘%@ afgrmat upperied by
the nmet hod conpri sitegportellasfenie davieg: aadr equest to copy the rights
obj ect to the port ahdrgptik HeagRis@BNLGRIch HaEBRh ¥brivart@l UsBg RRNSBinhgnal
corresponding to t%&;rﬁ%ﬂiét? and decrypting the rights object
enbedded in the response signal using a conmobn encryption key and
storing t&&lright s Tppeted phclaimeOgularein the rights objjpes hagetopy eprgp! iglosmaion,
further conpri si ng apethk espy ddgtrdNidfo@latigiiioh@a tipkxablhjedd stolke i@ e Be videgs
devi ce and the por%gQJgjgﬁgﬁéggmgthggegikgg a public-key schene to
i) cryption key.

40 generate the carnmion. encry 2. The nethod of clai m40,
wherein t k&!r| ght s opmetied et deimp0; fyrthes somerpingglipeatipgd pegpinsemumfer toghe
uni que key of the dighisobjectd8forcihecneeptugd of cl ai m 40, wherein the
rights objggt is Stomefod & bEnPOlisRRcAERh 88&icedSY bGRbRNDIR Aetilte
copy control |nfor%%}|o€ for 1.5 changed after the transmtting the
signal . 44. The metHdBeUeH CMRI#%40, wherein the rights obj ect
enbedded in the. respumsansiqyri¢d righipbreisequence nunber al | ocat ed
thereto. 45. A net kedyming @RRYESledri g0 @Rig@Gbmiiod @hdyRh kahhfi

storage device to a, devj,ce,.the thod .compris c.rec i a, .

Fequest 1o copy tnaorrghe pest Bee RlLR REVRILRIA% ok RSO Db i

ri ghts obj&dt st or dée msthpd el gyme3apiuehes copprsinsdetfpraung ioithy anthersiserion

eB crypt L\gn EGK [ nbme&pan&edémemh@thé oL sjorgrldedel wghetalp@blid-IgRtscheme to

obj ect iC as i . i CQr -

responding. 1o the BERCRO LIRS B (S EORECDREN T e otit (, om
g?r? st or ad&® Hné:a‘npg@ Glaymy 33 sWheESin the rights object stored in the portable storage

the porta
device is encrypted using a unique key of the portable storage device and stored.
[38] The method of claim 35, wherein the rights object stored in the portable storage
device has copy control information which is changed after the transmitting the
signal.
[39] The method of claim 35, wherein the encrypted rights object has a sequence

number allocated thereto,

[40] A method of copying a rights object from a portable storage device to a device,
the method comprising:
fransmitting a request to copy the rights object to the portable storage device;
receiving a response signal corresponding to the request; and
decrypting the rights object embedded in the response signal using a common
encryption key and storing the rights object in the device.

[41] The method of claim 40, further comprising performing mutual authentication
between the device and the portable storage device using a public-key scheme to



46. The nethod of claim45, further conprising performng nutual -
aut hentication between the device and the portable storage device
using a public-key schene to generate the common encryption key -
before encrypting the rights object. 47. The nethod of claim 45,
wherein the encrypting of the rights objggt conprises: decrypting
the rights object that has been encrypted using a unique key of the
port abl e st or age. devigaeratie &ivatoaendrptidnikey. por t abl e st or age devi ce;
converting the rgght 3hé)lgbtﬁ'&tofm3ngb' vdaa%m m@ﬁaﬂs%ﬁ&mtegﬁnﬁerueaceas énl:,l,,ﬁed
format of the devi Ceun aum encr Pth ng he rtights object which has
been converted using %hge OO “encr ypti on key. 48. The method of

cl ai m 45, wher ei4¥ théhermgihﬁd§f%mé6twhﬁa@ the Ggys qbisritis dAred inthe periable eiprageand
'the copy control i nf devretidmas fheropy batrel ingphratiordityjissshangsd afteetde transnbiti the
portabl e storage devigg. is changed after the transmitting the
Lgfgg?sg n;;ggglj 44;19t ﬁ%mfﬁaﬁ Pc?eﬁim% wﬁer?ntm%rgﬁt’sobjec?enﬁbgﬁ% 41 Qhe rﬁ%onsemgnal
al | ocated thereto. 5535%39‘@8‘&WWH@'3PPQEFPQ}H?’%{V| ng a corrputer readabl e
program recor dedt heAdiefiod bivepyingroghtentietidpm e xetlie staggadaved hedevk, the
noving a rights obj egkthbd @mMpasiigevi ce to a portable storage device,

the ‘met hod conpri si ngece@ﬂb@’r@é tqgcogypﬁe Hdhgggéct A&k %gtde\’:cgt 0 a

Eformat supported by ghe ﬁbg t { g((f vice the device to
igenerate a converted®I T §ed[9 38@3‘: ity P?I’Ej‘bl[aﬁt@ra% 157 5 2CPYPR"S
jobj ect using the devP¥gpriQy "g@ﬁéﬂsmﬂéﬂaﬁeéﬁé@ypt ed rights object;
"transmitting the enceyisdeiog the gintsbjedijwaich hab besmehdited@nto £@siofselslafal cor-

portabl e storage 41 re@l@ﬁu,ggatot@mghug@@ggl vating the ri ghts obj ect

‘stored in the device tti.ng .th hts ect
is conpleted. 51, A tééfe}@%%n5 E% "ses' ".gl fraorr]?(?héar?(‘::' af%t 06515?8 ‘?1"i’ t"\/UI’ﬁ“@

encrypts a right’§ obj 'E?c?"em?ﬁn?fc?'ﬁ"m §5s Bitee gomrFisincheerig@iac @utuah glhgytication
conmon encryption keyehtl@n trermevicetapd tha perfable ytptgediericagising aplljliekdy sctame to
control unit which egheds tid@meBEEMRLRH kdyibebleSn@RiiR he .l.gms%b,@ct SI gnal -

to be transmt M?d t ?heamawdto@lalla% 435t %qurfﬁgg%bﬁﬁﬁrg oﬂ-ﬁg d"%htg Eﬁe%’] nseg

which transmts the- cont | ect.

52. The device of - cl ‘?c&mﬁ"i e\/\ﬁmsé’i"ﬁmtﬂﬁéh@ﬁ@?’yﬁtc%‘ﬁd Hsirg a Bfé%‘érk%)‘t‘éé“et he
conmon_ encryption kwalal%ﬁwgg%ﬁemﬁﬂndewﬁeéy!t@mh@qb@smﬁ@ed@ﬁve devi ce of

clai m 51, wherein t henveig thepiitosjdniHich HRTe¥PIctry bbEint ia@RFmA ] R t
that has been encrygigd H§i ng a unique key of the device and stored

in the device, the contro onverts the rights object which has
been decrypted into %{'C'F”Btf"PrL\’F"Q'gifp?%w%'élar’%9eef‘ﬁ‘ﬁ“’ﬁgf"f’%lﬂ?f"%'?rﬁ?”&@‘éyp“"”
device, and the encr§¥tion unit encrypts the rights object which has
been converted 48| ngTiteimetlmommm&n\&ﬂeyqnttmw@htkﬁ%cthascopycontrolmformatlon and

thécopy control infarmation for the rights object stored in the portable storage device
Is changed after the trahsmitiing the response signal.

49, The method of claim 45, wherein the rights object embedded in the response signal
has a sequence number allocated thereto. _

59. A recording medium, ha-ving a computer readable program recorded therein, the
program for executing @ method of moving a rights object from a device to a portable
storage device, the method camprising:
converting the nghts object into a format.supported by the portable storage dewce
using the device to generate a converted rights object;
encrypting the converted rights object using the device to generate an encrypted
rights object; |
transmitting the encrypted rights object from the device to the portabie storage




54. The device of claimb51, wherein the rights object has copy
control information, and the control unit changes the copy control
information for the rights object stored in the device after the
transmitter transmts the signal containing the rights object. 55.
The device of claimb51, wherein the encrypted rights object has a
sequence nunber allocated thereto. 56. The device of claimb55,
wher ei n- t-he control uatide; g@ner ates t he sequence nunber and conpares

sequence numbers: . SdactidtiRfhd @t s%bjéét 9:5@9@ tﬂi%g\hrf‘egvhﬁnjmghﬁlhg'ﬂe ev@rypted

recei ver which receiv; rights object; an encryption
unit which decrypts tehs[soneg{rascc{r&é/%%rl ghts object using a common

encryption key t geM&ﬁ%ﬁDQP@éﬁrypt ed rights object; and a storage
unit which, is ,soresneiepitBENOIishdnafist Bghts abjejtedich isetotehmtmemcahxhr@
storage device. 58. atbemmnheeioek@&@geaeeedzeémneemgheloehén 57, wherein

the encryption unit GeRRiR\EPanbl nSOITR ercSRE! YA B0kl 4309 e

public-key scheme. 5

wher ei n the encrypti dASIVied Oé'ﬁe'?%ﬁer%%ewce%Wmsme?wh@hﬁese'efeeenai
usi ng a uni que key ofontdingdivy enaitybted ightoplsiepe devi ce. 60. The portabl e
st or ag:e dev:c ce of2. cl a'hénd5\17e_|e M/rbeﬁrﬁelsm Wit !hgféh&ypg&i @ﬁtgeh?c&efﬁﬁ)éogn%on
control information ge device of claim
wherein the encr%pt eéiné?yjptl IJA? pﬂg ﬁ Er%q@ eguence nunber al | ocat ed
thereto. 62. The portg?)'l1 ‘°§? 1 &B‘W”&@e 8’?”"8*1‘ U P (p fighisobiect that
conprising a conpar af®ybeghererypteg)singreaniaus kehef theagieerrod stergdr dhe daying, the
conmpar es sequence nuriamisunitG3overds tle vighteolgoniidhstian Geerddberypted ndaSHinkt er

which transnits a re@&{ﬁsnedfbﬂhspd?ﬂéblastorﬁdegmc% éﬁ@ih@@ﬁcn&%n@nt%&fme‘%ghe
storage devi ce; %E&!t Mﬁ&}has bgen cc:r%cr‘te IdY.IS!? tﬁe com{rB V\,Fl ce(ﬁfs eag%yr pts t he

corresponding to the

rights object erfeddd Be ‘i’el"i“’? ?fé'a'l“b’gp‘ﬂﬁ?@ ”?ﬁ rightaipoiect fis pory C‘H‘“e'dmﬁﬁ‘ﬁﬁ"’“ and
encryption key; and éestidobgéchangds thekbrylzorsbonfgsation dor the gibitsobieof st in
whi ch has been decr ypie@6viceGfler thE@ndtiier Ssiils el shdlcbhBainind IR RS otlidae

encryption unit gerf %é@w%b’lglh 5%‘%%%@%& {(h@tﬂlis @feét%s areg%vgce%@ngl €

storage device and generaf e ‘encry i ce

cl aim 63, wherein thé °§T?ﬁ’r€‘(’§et?| ght's Obj ect is encrypted using a

uni que encrypti®n k&ke dsfice diclaiodéivdierein 616 condi enitdeneiatrs the fequérae Mm@ andt he
ri ghts object has copymmessé@bnckRfifersat i on. 67. The device of claim

63, wherein the gi ghh%o:%le%ﬁpaggaé{lc@céfpg nce number al’l ocat ed
'thereto. 68. The device of ﬁ her cotg%rl sing a conparat or

whi ch generates the 2ESEYRENEE" "SERER N eé‘ﬁ'éipt‘&dd%téf’ ‘sequence nunbers.
69. A portable storagteraeiwentdiph fedvly:the encrypted rights object using a common
ehcryption key to generate a decrypted rights object; and

a storage UnT'WhiCh"Eiofes the dec‘ryp'ted‘ri'gjhis"ébject'in the porfabie storage davice.

88." The portable storage dewce of cldim 57 wherein the encryption unit generates
the common encrypt[on key using a publtc key scheme.

59. The portable storage device of claim 57, wherein the encryption unit encrypts the
decrypted rights object using a unigue key of the portable storage device.

60.  The portable storage dewce of claim 67, wherein the rights object has copy’ controf
mformatlon

81. The portable storage dewce of c:la:m 57, whereln the encrypted nghts objecthas a
sequence number allocated thereto

82. The portable storage devlce of cialm B1, further cornpnslng a comparator wh;ch
generates the sequence number and compares sequence nambers.

63. A device comprising:




a receiver which receives a request to copy a rights object froma
device; an encryption unit which encrypts the rights object, which is
stored in the portable storage device, using a common encryption key
in response to the request; a control unit which enbeds the rights
obj ect which has been encrypted into a r4sponse signal corresponding
to the request; and a transmtter which transmts the response signal
to the device. 70. TH'PHRIANNE G geedrsl ey afights allephteDnortaitirestoesion
the encryption unit gemMexates the conmmon encryption key using 'a
public-key scheme. 7laredsi@r WihiretBl& a5tPERE SigidfhEBorRing & 1fd B89,

wherein the encryptio I t rights object that has been
encrypted using gpuniﬂﬁg%gonq@?&%@gé%&c?%ﬁh aeB'P'étg%fe(%treg‘gé&%@b\e{:eé’p"&ﬂacf'g”a?
stored in the portabl'€"8#8 CHEXAIMEEY:@RE control unit converts the
rights object which (redoriseant whiahrsipres d righit abjeat wihioh hastbesruiqepepieed by t he
|device, and t hesencriptiéves oféint 63pmerdtieentdiBor in@femRiueSlau WahkRiohas
'been converted using Jihige 6 Qm@@&%ﬁ@&h%gﬁ%ﬁ¥1%iﬁm¥g$§m§prtab'e
.storage device o%5claﬁ916 ,erern the rights. object” has'copy
control informatyon, "aATYE AE=ELT Visreinii soredighipRbiectivracupip Hsng i

i nformation for the, rengatien keppjtegqevist.ored in the portable storage
device after theét r arsaidvice bf da6s e tightd dbRct haLBPPERHRE0! RfoEhAbn, :
containi ng the right smebdeebrclafies, Jrh;?esrnﬁerrigﬁt?btﬁ»‘ec%%Q&G?Trggé(dn%;a%cat d
claim69, wherein th%1r%9hts obj ect has a sequence nunber allocated
thereto. 74. The ortéﬁ?é_storage_device_of_pla|n173, wherein the
control unit .gen® at g8 e of SigiTefrc &rfrimpprishn @ compisaiprethichcagursriesahe

nunbers.’ sequence number and compares sequence numbers.

89. A portable storage device comprising:
a receiver which receives a request fo copy a tights object from a device;
an encryption unit which encrypts the rights object, which is stored in the portable
storage device, using a common encryption key in response to the request;
a control unit which embeds the rights object which has been encrypted into a
response signal corresponding to the request; and
a transmitter which transfnits the response signal to the device. .

70. The portable storage devi?e of claim 69, wherein the encryption unit generates the
common encryption key using a public-key scheme.

71. The portable stérage device of claim 69, wherein the encryption unit decrypts the
rights object that has been encrypted using a unique key of the portable storage
device and stored in the portable storage device, the control unit converis the

rights object which has been decrypted Into a format SUpported by the device, and
the encryption unit encrypts the rights object which has been converted using the
€ommon encryption key. -

72, The poﬁable storage device of claim 69, wherein the rights object has copy control

 Information, and the control unit changes the copy control information for the rights

object sto'red‘ in the portable storage device after the transmitter transmits the
response signal containing the righté object.

73. The portable sforage device of claim 69, wherein the rights object has a sequence
number allccated thereto, ' )

74, The portable storage device of claim 73, wherein the control unit generates the
sequence number and comparés_ sequence numbers.




