|  APPARATUS, AND ASSOCI ATED METHOD, FOR SYNCHRONI ZI NG DATABASES CONNECTED
BY WAY OF A RADI O AIR I NTERFACE The present invention relates generally to
a manner by which to place, and nmmintain, a database enbodied at a nobile
node in match with a correspondi ng database enbodi ed at a conmuni cati on
network. More particularly, the present invention relates to apparatus,
and an associ ated nethod, by which to determ ne 5 whether the databases are
in mtch with one another and to place the databases in match if the

dat abases are determned to be out-of-match. Comuni cati ons between the
nobi | e node and the network by way of an air interface are carried out in
manners requiring | essened amobunts of channel capacity to carry out the
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poi nt -t o- mul ti pObMimihications between the mobile node and the network by way of an
air interface are carried out in manners requiring lessened amounts of channel
capacity to carry out the determination and, if needed, place the databases in
10 match with one another. Hash information is first utilized, preliminarily, to
determine whether the databases are in match with one another, requiring, thereby
minimal bandwidth upon the air interface. And, when the databases are out-of-
match, a conflict resotution scheme is used to place the databases in match with

one another.

15 BACKGROUND OF THE INVENTION

Data communication services are an endemic part of modern society.
Many varied functions and services require, for their practical effectuation, that
data be communicated quickly and accurately. Such functions and services
sometimes require that the data be communicated over significant distances

20 between spaced-apart communication stations.

Most simply, a communication system includes a first communication
station, forming a sending station, that sends data upon a communication channel
to a second communication station, forming a receiving station. Many different
types of communication services are regularly effectuated between many sets of

25 communication stations, pursuant to point-to-point or point-to-multipoint



communi cation services. Many varied types of conmunication systens have
been devel oped and i npl enented. And, wi th advancenents in technol ogies,
addi ti onal conmuni cati on systens, providing expanded conmmuni cati on
services and capabilities, are under d?vel opnent. A radi o conmuni cation
systemis an 5 exenplary type of communication system In a radio

comuni cat comnsystE&on sdreicecomMuny eatiedtypehareinmbaicatisn fsgsterd st \heen
sendi ng ang recei ying stations conprises a radi o conmuni cation h,annelA,
defined up8RYHOPEHART IR GHASd A tiieAd YHECBIGRHUI (CahNBIPestsapfidiiona
wireline c j:0N; W Se. I, LT i r nect ni cation
stations, ?g&gﬁ&%lg%}éodp Es?%zﬁgﬁggnm}uﬁg# gg ?%&ne%léod}%ﬁgﬁg%t%?‘ssetéglf%ieggggﬂpon t he
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technologies is a nmerging of technologies. That is to say,_ previously

di sparat e FEYRAGIHEP? e mre Gisiogi sY§ien ofeeHadio aUBREESISSiSHIbHES

technol OgyCOI&]H’HII]?%;lJ?]gélya’HHQI ﬁl%l 95 ?(yljﬂgajﬁ S[?&Q’%%lltsaé(?ﬁn Oatélgf{ec%gsﬁﬁ%gla%%s areas.

15 For instance, a processing is 0 an en ern society.
Advancenmentsmpriseoapadisrconandnidatian phasedsiainéelipbed rhephnok dgiress have

al so been_ inplenented, and data processing systens are avail abl e that
permt | arb'“etw%ﬁﬁbﬁﬁm@fmhé%lamt olapiengt dy wdreding qomasededotheniisairedt$bn
systens arg, 18GMbARLY S S ML, LALLRENIRANA RS hDRbm Ayt aidP Pe
stored, or processed. Technol ogles Lged tor S dara processing are,

i ncr easi Ngélyanngs &0d ehirddngp capeicatati 0N 1iak re@EPUMHICAIigNifyYSt ens. And,
technol ogi es utilized in communication systens are increasingly used in
data processi ngoBy@nHARL wetbrRanidzat¢aamerde seodinokraies st EMEEPEr M tting the
use of sug vices,.are_avail able b ich to performvarious dat
processi ng gggglﬁ)é?eg’t i%ﬁ‘léq%n%gacydﬁ%%ﬁ\rflliog &y;,\éo}ﬁp%%h}cggg?%&aﬁr? fonal mg&lgg

appl i cati ongetitd. saiwaheesenshaldnel dekehoto PEC@BEaMBI 280k6 provideechefivte.
Portabl e data storage and processi ng devices, sonetines referred to as
per sonal d‘P"(Biet tichggkigytapts (PDAs), are exenplary of data processi ng
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devi ce. Thaddain{atd aodpliieesaf data-processing related technologies, have also
been implemented, and data processing systems are available that permit large
amounts of data to be stored and processed.

Communication systems are regularly used by which to transport data that

20 1s to be stored, or processed. Technologies used for data processing are,
increasingly, used during operation of communication systems. And,
technologies utilized in communication systems are increasingly used in data
processing sysiems. Communication devices, and systems permitting the use of
such devices, are available by which to perform various data processing

25 operations and communication services. Additional applications and services
shall likely become available in the [uture.

Portable data storage and processing devices, somelimes referred to as
personal digital assistants (PDAs), are exemplary of data processing devices that
arc widely utilized. Databascs arc stored at such devices, and the data stored

30 thereat is selectably retricvable by a user of the device. The data forms a series of
data records, each data record containing one or more fields. During operation of
the device, the data is retrieved and displayed, or otherwise made available to the

user, in a desired manner. Sorting, and other, processing operations are also



data records, each data record containing one or nore fields. During
operation of the device, the data is retrieved and di spl ayed, or otherw se
made available to the wuser, in a desired manner. Sorting, and other,
processi ng operations are also 3 selectably perforned upon the data

contai ned at one or nore databases of the device. The data is further
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rule, with one another. Synchronization operations are performed, for instance, during
subsequent back-up operations in which the contents of the respective databases
are compared to one another. And, responsive to the comparisons, portions of the
data found to be out-of-match are altered to place the databases in match with one
20 another.

Other portable devices provide for back-up of the stored data to a
computing station by way of a radio air interface. Back-up and synchronization
operations performed by way of a radio air interface are, however, more
problematical due to the bandwidth limitations generally associated with radio

25 communication systems. Conventional manners by which to back-up, and
synchronize, data stored at the respective databases are, as a general rule,
prohibitively bandwidth consumptive.

If a manner could be provided by which better to provide for the back-up
and synchronization of the data of dynamically-alterable databases, use of a radio

36 communication system through which to back-up and maintain the databases in-

match with one another would be facilitated.



prohi bitively bandw dth consunptive. If a manner could he provided by which
better to provide for the back-up and synchronization of the data of

dynam cal | y-al t erabl e dat abases, use of a radio 30 conmunication system

t hrough which to back-up and maintain the databases in- match with one
another would be facilitated. 4 It is &n light of this background
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enbodi ed t hereat, respective The hash jnformation fornmed at the nobile
node is cothiii cidd Iﬁﬁc\n&y} 6%/‘3’&?3&}%‘“%“{%1%%% t€‘~‘6"J“?tef5né“’c H&%ﬁ‘k‘f r¥e And,
once del i vgfief haidhe network part, the hash information, formed at the

nobi |l e node, is conpared with correspondi ng hash |nfornat|on
Communications are effectuated by way of an air interface extending

between the mobile node and the network. The communications are carried out in
15 manners that require lessened amounts of channel capacity to carry out the
determination process and to place the databases in match with one another.

Preliminary determinations of whether the databases are in match with one
another are made responsive lo comparison of hash information that is
representative of values contained in the respective databases. Separate hash

20 information is formed at the mobile node and at the network based upon the
respective databases embodied thereat, respectively. The hash information
formed at the mobile node is communicated by way of the air interface to the
network part. And, once delivered to the network part, the hash information,
formed at the mobile node, is compared with corresponding hash information,

25 formed at the network part. Communication of the hash information over the air
interface necessitates only minimal bandwidth consumption.

If a determination is made that the databases are out-of-match based upon
the comparisons of the respective hash information, additional determinations,
based upon additional hash information, are made. If the additional

30 determinations indicate that the databases are out-of-match, selected portions of
the databases are communicated over the air interface and the database portions

are compared with each other. Responsive to such comparisons, and pursuant {o a



25 fornmed at the network part. Communi cation of the hash information over
the air interface necessitates only m ninmal bandw dth consunption. If a

determ nation is made that the databases are out-of-mtch based upon the
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In another aspect of the present invention, the mobile node includes a
functional entity forming a hash information generator. The hash information
generator 1s selectably operable to create hash information pursuant to a first

20 technique and pursuant to at feast a second technique. The first technique is less
computationally-intensive and forms hash information requiring lesser amounts of
communication channel capacity upon which to communicate the hash
information over the air interface than the hash information created pursuant to
the sccond technique. Hash information is first created pursuant to the first

25 technique. If, subsequently, a preliminary determination is made, responsive to
analysis of the hash information created pursuant to the first technique, that the
databases at the mobile node and the network part are out-of-match, hash
information is then created pursuant to the second technique. And, the additional
hash mnformation is communicated by the mobile node to the network part for the

30 additional analysis to be made thereof.

In another aspect of the present invention, the mobile node also includes a
content retriever that is selectably operable to retrieve at least selected portions of

the database or databases embodied at the mobile node. The content relriever



comuni cati on channel capacity upon which to conmuni cate the hash
information over the air interface than the hash information created
pursuant to the second technique. Hash information is first created
pursuant to the first 25 technique. If, subsequently, a prelimnary

determ nation is made, responsive to afalysis of the hash information
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of the hastTichti6f maeR shioTmatisRhiNpehbEdhe soTRerdiet ok fpar thogomparipeis | e
node. Corrggponpd gris!}f?(ﬁ%ilc)(tesQf’?ﬂet'f"z@td%gabQ$§h %enélﬁ[(grf@“a%@l \'N?thusneed 11b<%h%rhe
conparator to performthe conmparisons. 1 % fie conpari son i ndi cat s that

t he dat abahesoareroit catisayad chyuekt fradeitenod ifformatiog 16 YPIREAEICINSAS A
request for additional information to be generated. In an inplenentation
in whi ch HEYHEM§REREY inowhicd ashratprputiwantforged phiyuent teefisgisehnBlugnd at
| east S _ ni 1 - est _for. the addjtiongl. i.nfornation is
depondant o AR RS RS e s UL BRI e
first-typeaiephasmt nfcor watdhokshs néamarediypehtisreeHesingd06d f uf thefirst-type

informatign | s a request for
hash tnformation is compared, the request for further information is a request for
hash information formed pursuant to the second technique. And, if the hash
information that has been compared is the second-type hash information, the
20 request for the additional information forms a fetch request requesting contents of
the data of the database.

When the content of the database, or databases, at the mobile node is
fetched and returned to the network part, the comparator further compares the
contents with the corresponding, locally-stored contents. If the contents are

25 dissimilar, the contents of one, or the other, of the databases is selectabiy altered.
Selection of which of the databases is fo be overwritten, and in what situations
the contents are to be overwritien is made pursuant to a conflict resolution
scheme. Thereby, the databases are caused to be placed in match with one
another.

30 Thereby, a synchronization procedure is provided by which to maintain the
databases embodied at the mobile node and at the network part of the radio

communication system. The databases are maintained in synchronization with

one another while utilizing reduced amounts of bandwidth of the air interface



hash information forned pursuant to the second technique. And, if the hash
information that has been conpared is the second-type hash infornmation, the
20 request for the additional information fornms a fetch request requesting
contents of the data of the database. Wen the content of the database, or
dat abases, at the nobile node is fetched and returned to the network part,
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In these d., ot ects, . therefore, apparatus, and an associ ated nethod,
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dat abase contai ning data and a nobile node that maintains at | east a
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and of the,nobile-copy. .of the at |east the first database, .respectively,
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responsive to the representations provided thereto, The hash values are for
communication to the network part {o determine whether the network-copy and
the mobile-copy are in match with one another. A content retriever is embodied
at the mobile nodc. The content retriever retrieves data from the mobile-copy of
20 the at least the first database upon detection of defermination that the network-
copy and the mobile-copy are out-of-match. The data retrieved by the content
retriever is for communication to the network part to be used to match the
network-copy and the mobile-copy theretogether.
A more complete appreciation of the present invention and the scope
25 thereof can be obtained from the accompanying drawings that are briefly
summarized below, the following descriptions of the presently-preferred

embodiments of the invention, and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates a functional block diagram of a radio communication
30 system in which an embodiment of the present invention is operable.
Figure 2 illustrates a functional block diagram of portions of the radio

communication system shown in Figure 1.



hash generator is adapted to receive representations of at |east portions
of the 15 nobile-copy first database. The hash generator selectably forns
hash val ues responsive to the representations provided thereto. The hash
values are for comunication to the network part to determ ne whether the
net wor k- copy and the nobile-copy are ig match with one another. A content
retriever is enfoglired ilhtstrahe amibsdapcredacncBhdiagomi eRdwimy thHeesigialigl ri eves
data fromthe nobil e-copy of 20 the at |east the first database upon

det ect i on &f"atesr Mg PoH at Rt he riEe werKnuRisption sHsteResBh FeFeB3§s ar e
out-of-matgh, The data retrieved by the content retriever is for

comuni cation to the network part to be used to match the network-copy and
the nobi | e- copyFif\etetidgetraes.a Aphi@catdpmpdethe RRPIE ratilen fof cdhpafsasent
i nvention ﬁnd t he scope 25 thereof can he obtained fromthe acconmpanying
drawi ngs t Rgltvesndeppidstafyhe datmrar¢s aabopdicdwt thhaetmairkandigobde aedpt i ons of

the present]| yv-prefe I _ e ntiQn,..a t:h ended
cl ai ns. BR{JE%H%ESMIL%%&%@}Q %@%{Aﬁﬁﬁghﬁdﬁﬁgﬁ ﬁf ﬁ%l Ris %&tlggergtﬁ) flinct i onal
bl ock di agram oFigure adilasGomENice adsicdmtio30 sy 34D fhat Whowh iaIF gaodiyignt  of

the present invention is operable. Figure 2 illustrates a functional bl ock
di agr am of hg&rafi gwsh@fexehw padicdem@onmuni cat i on system shown in Figure 1. 8

genor at od durt nbees ol MERTar ARG dok GoCuAtam Lo ySeCin LRARH 3.

Fi guresy Ibit hdre @fiaeschchlel dUstbat@Serdbs @RS 0Nt hRReRT invRRtiBASSI bl e resul ts
of a conparison 5 between records of the databases enbodied at the network

and nobil e node pursuant to an exenplary schene of an enbodi ment of the

present invention. Figure Syyjhugij ESD%SQFRPPT'}U‘E on, simlar to that

shown in Figure 4, but here of another eXxenplary scheme. Figure 6
i Ilustrates anoRbeirifhERIESANEALION, a2 $hd¥l! @mthEnilass sgglteﬁi,%%% Femorallyt0

but here of a scheme of anothér enbodi ment of the present ‘i nventfon.

at 10, provides for radio communications with mobile nodes, of which the mobile
node 12 1s exemplary. Communication services are effectuated with the mobile

15 node during operation of the communication system. Data originated at the
mobile node is sclectably communicated by way of up-links defined upon a radio
link extending between the mobile node and a network part of the communication
system. And, data originated at the network part of the communication system is
communicated by way of down-links defined upon the radio link 14 to provide

20 data to the mobile node.

For purposes of illustration, the network part of the communication system
is functionally represented, and here a single base station 16 illustrated. The base
station 16 defines a coverage area, or cell, 18 within which communications with
the mobile node are gencrally cffectuable. The mobile node is permitted

25 movement, and the mobile node is positionable, at other times, in coverage areas
defined by other cells. The network part of the communication system also
includes a relay device 22, here identified as a Blackberry ™ Enterprise Server
(BES) relay, and a synchronization (sync) server. The functions provided by the
relay 22 and the server 24 are, in the exemplary implementation, embodied on the

30 same device, or platform. And, the sync server 24 is coupled to an administration

(admin) server 26. The administration server provides administrative services to



DETAI LED DESCRI PTI ON Referring first to Figure 1, a radi o comrunication
system shown generally at 10, provides for radio conmunications with
nobi | e nodes, of which the nobile node 12 is exenplary. Conmunication
services are effectuated with the nobile 15 node during operation of the
comuni cation system Data originated ap the nobile node is selectably
communi cat etk dymmayiicfioupyvkicnk sndeforngsiabpgmravidadiadmihispisti@xteendongver
bet ween the nobil e node and a network part of the comrunication system
And, data B15 YiSaCEFEat the network part of the conmunication systemis

commncat e, b yesofour kS, A 0%D R PE. 0 4R 0 Br o o

20 data to the € no €s iTlustrati’on, etwork part
of the comuunhphty datasysd-gipesiase Eunehiianad Fygurepresenedotaanthtdivie 28, singl e
base station 16 illustrated. The base station 16 defines a coverage area,

or cel 3 1Bxghamgic™gfreceruan dachense-hpsdd dathbaseold pewisbides ether Goser al | y

ef fect uabl g, _The. mphi | e..n¢ is rmtt nent, and_the,nobile node
is positioﬁ%gﬁggugﬁgb%%%¥ggsﬁé§Fgﬁﬁaé%b%%aggeggég?sé%%$?ﬁgﬁaB&“%ther cells.
The net wor & daapfar©fmp Ren SOATAH) | oTat {D fexsiie MRl HPex feRSiblIgfrR upehayuddevi ce
22, here identified as a Blackberry rM Enterprise Server (BES) relay, and
a synchr on{*i) darpalynEhe defeviapintgined fatbies lonbagesdil, ddd ahy dhes wedl ey 22

dth [ h i npl j.on, [ h
e dovi cetehy 8t e AR SUREBLGNE nelPoRT DSl o T 1" %0

admi ni gi r afns@ice (@AM s $OOUSRIcBG: dABBaRATLEH 88 HRL QRLSRI ¥ lis PhRNEHes
adm ni strative services to 9 the comrunication systen1and, for instance,
provi des adiusics reearidviecldpbtatoire svlsctabihpopylatedswithetata TBelayeb ogexr ofer i s

functional Ly coupnled.to databa of which three exenplary database-types
are shown!ﬁﬁr?%g%ﬁﬁgﬁ?g?“i%fﬁgﬁﬁﬁ%btes dat abase 28, an 5 Exchange TM

connector for aph&Exehargerdeases cdabaRaseuddasds, Maklshdenoihey, LyRes 44here
indicated as third-party databases 34. The databases are, here in the

exenpl ary thaplfenpwtmaston! cofmaleg extrebprmato theetdalasce2Bendi phd 3far k- up
sqn9uage  halfrdinb Ll col el BN 8062 Tl tN AR M nt ety 2N
both the network part and at the mobile node are at least selectably alterable in
asymmetric manner.
During operation of the communication system, back-up of the databases
created, or otherwise embodied, at the mobile node is performed with the network
20 part. When the databases are in-match with one another, the data populating the
fields of the mobile-copy and the network-copy of the same database is identical.
However, if an asymmeltric change is made to one of the databases and not
otherwise reported to the other of the databases, the databases no longer are in-
match with one another. Because the copies of the databases form back-ups to
25 each other, synchronization operations are performed to place the respective
databases in match with onc another. However, because synchronization is
performed by way of an air interface, the bandwidth required to perform such
synchronization must be minimized. The radio communication system includes
apparatus 50 of an embodiment of the present invention. A portion of the
30 apparatus 50 is embodied at the mobile node. And, another portion of the
apparatus 50 1s embodicd at the sync server 24, or other network part, of the

communication systent.



others, are fornmed of a plurality of data portions, formatted into fields.
For i0 instance, the fields into which a database, such as the database 28,
is formed includes record fields that are selectably populated with data.
Sel ected ones of the record fields formkey fields. The nobil e node al so
enbodi es dat abases, here shown at 38, 420 and 44 that, for purposes of
exanpl e, correspondetloilliieadat phasas o28he 3@mnamicadbnloystah rtai Aedl mbre or
coupled to, the sync,K server 24. The databases maintained at both the
networ k paPBrliHdRraY: had g HasHakrs nardong of dstynsarcerarad ndihearabiie in
asymmetric r. i oper.at.l on-.of I i O p of
ho. dat ababaey 1oy SR A R I SR I R b R s g

per for med wbddby heaynell ook 20cpasi pathhercltdie gdap abhaseraved upanmmtgh W th
one anot her, the data populating the fields of the nobile-copy and the

net wor k& copyfeidfcs wrelcuding %t‘v’é}@&g%@ nglwkrtarcaf the qapneyaication syptegsyithet ri c
change is ﬂgqﬁo 9.90§.0f the databases and not otherw se reported to the
ot her of the databases, the databases no |longer are in- match with one

anot her. BecausHctd)eheapitgk 0fdd heslﬁ&hﬁhﬁﬁ@@cf&feﬂbib@@ird&@ﬁ#m 2 eashit
ot her, synchraoni zation operations are performed to place the respective
dat abases §HRCHHYCH G iGAL IR HEBNS (onByBIcatipacagivds soni@inioaidata theh i s

performed h - an, air. .| 1ce, the bhandwidth required.to perform
reh” synchsinfhisAltah i IOELLAGR of ME RBNRbCA TRl SR PE b P L a0
includes appacatpled x0bofh ar eabed diRiitrehnl he the aagihit d¥YaNiryOTheA portion
of the 30 apparatus 50 is enbodied at the nobile node. And, another portion

of the apPiaattys SHombodaddileanmbilemwdsyinaepiesented 2u terars of fisrctinaeor k
part of AEReROITHOL FALL N SYRLEMLAR W GG SR ALe R hone o
portions ofnytdieMngasedryelici24s BRAIddrahimide8utab@dBy boc LRt Gatryong are
ef fectuat ed between the sync server and the nobile "~node by way of a
communi cat3tBar aplemanheli bl mge Aupdianisarer foomed dsuthery aaiv uai antBids e et
extendi;ng hetween the network part of the communication system and
Here, the apparatus includes a hash generator 58. The hash generator is
coupled to a memory clement 62 at which the databases 38, 42, and 44 are
maintained. The hash generator is selectably operable to retrieve contents from
one or more of the databases maintained at the memory element 62 to perform
20 hash functions to place the accessed data in short-digest form. The hash
functions performed by the hash generator include, for instance, computation of
check sums as well as more computationally intensive, hash function
computations. The hash generator is selectably operable responsive to a trigger
signal, here represented to be applied to the hash generator by way of the line 64.
25 Hash information formed by the hash generator is provided to the transmit
circuitry, here indicated by way of the path 66. The transmit circuitry transmits
the hash information provided thereto to the network part of the communication
system, and the transmitled information is routed to the sync server 24.
The apparatus 50 embodied at the mobile node also includes a request
30 detector 68 that is coupled to the receive circuitry 52. The request detector
operates to detect requests communicated to the mobile node for additional

information, such as additional hash information or data records stored at one or

more of the databascs. When the request detector detects a request for additional



t he nobil e node. Here, the nobile node is shown to include receive
circuitry 52 and transmt circuitry 54 capable of transceiving

comuni cation signals containing data that are comruni cated during
operation of the comrunication system The apparatus 10 50 is coupled to
both the receive circuitry and to the tfansmt circuitry. The apparatus 50
enbodi ed ahaththfonbatien nad@clcs:melmte[swﬁhedmisn gegemmoghefdunaidaoaby way

el enent s. TPe functlons perforned y the functional entities are carried
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el ement 62 at. which the databases 38, 42, and 44 are maintained. The hash
gener ator 7edIg¥ ét@tla@ﬁluy‘?i@ééim&bﬁént mewremérfcéﬁtabme,fy heighdinehat gie rmre of

t he datab ed, a nt 6 erfo
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functi ons p@l‘v‘i(w’sr&ldh@étet e hﬁﬁ@ns@ﬁx@%h@hﬁfy BﬂlC"BHéecrarfs%ﬁ leNSLANE R, operable
conmput ation of = check sums as well as nore conputationally intensive, hash
function detputANFBHshcTRE tieslade et prtwosk pertdet welywfdhepibhnesrface

responsive signal, here represented to be applied to the hash
gener at or %&9@8t££%@?ﬁ£c$ i'ne 64. 25 Hash information formed by the hash

gener atoor is prové dgghrbQist Eefibamd dt the nfdid fdde RRTRriiREuE8E 8dohennay of
the path 66. The transmt circuitry transmts the hash information

provi ded tHeEtE- tBh@ Renirat wWorlk: pafrqupéqed tmélecmnmymmmww to sgestieerfiatand t he
transmtte erver 24. The a atus 50

oot e Sl RAERH 0 & SRS 81 A e P RRTLYROn B5e alpeudBRE (hat i s

coupl ed t Qiattzﬁfhsé@ﬁﬁilf‘{@u@dd @M‘h%rn‘lelﬁgry dgcdnegpest detector operates to
detect requests communicated to the nobile node for additional

i nformation, sudhe pertaddef iheralpabeigh SPehdravhacd ontlor sydatseryecht delstesraed at
one On THLRAR s E R e Mo e s SRSl deL 0L ot St etz roauest
generat or moﬂﬁﬁ@nﬂc@dbﬁ@@@ﬁbx@l\/@dﬂ@yLhc mobile node pursuant to the synchronization
procedures. The receiver and detector selectably provides data detected thereat to
a comparator 86. The comparator is also coupled to a hash generator 88 that is
coupled to a memory element 92 at which the databases 28, 32, and 34 are
20 maintained. The hash generator 88 operates in manners analogous to operation of
the hash generator 58 embodied al the mobile node. When hash information is
delivered to the detector 84 and provided to the comparator, the comparator
compares the values, calculated at the mobile, together with the locally generated
hash information. Results of the comparisons made by the comparator are
25  provided to a hash and data record request generator 94. The generator 94 is
selectably operable responsive to the results of the comparisons made by the
comparator to request additional information from the mobile node. Such
requests are provided to a downlink transmitter 96. The apparatus also includes a
change history listing 98 at which a listing is maintained of changes made to any
30 of the databases embodied at the respective memory elements of the sync server
and the mobile node. The change history listing is accessed during subsequent
synchronization operations to reduce the need otherwise to communicate

information over the air interface between the mobile node and the sync server.



of the line 72, to request the additional hash information. And, when the
request detected by the detector is for data records, the request is
forwarded on, here by way of the line 74, to a content retriever 78. The
content retriever operates to 5 retrieve the requested data fromthe one or
nore dat abases nmmintained at the nenoryZelenent 62. The content retriever
retrieves the rddgesrasidats carthdipt ol ildeyns setveadats troludve & datagiiter

circuitry The tra it circuitry is operable so to transmt th
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includes a content witer 82. The content witer 1I's coupled to the receive
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coupl ed t o° WP RATHPBHET ‘E‘[otthe%"lf‘ﬁ%tmﬁi%?z@BG&ItéIEFEﬁl%s%%%s A Eheht 92 at
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operates in manners anal ogous to operation o generator 58
enbodi &d aproachdurepbilthgiatedéy aWyenhhashatiod gigmt) odareiiadicdald vettetkedgmadnhe
detect or 84 tﬁni gr avided to the cfor_rpar‘at or, the conparator conpares the
val ues, cal tll APBATEECT RSREH P, [OF Syeehss ahfhqmoRilelnodsiaral denaebte¥  hash
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provided to a hash and data record requegt?ﬁgleneer ator 8%% ﬁlﬁ generator 94
is sel ectiapkcydwpettabmebrlesponsitaehdsh infierntaai, heroindibeted Gypacibdéesls made
by the co r.at O‘i to rfegg‘est“ additional information fromthe nobile node.
Such  requet P357E UBPBRHRE 1t 4 dB WAL KT PReadisihiet dadabaes mrtatadsattdbas
al so incl ugdgsii@noghange history listing 98 at which a listing is maintained
of changes nmade to any 30 of the databases enbodi ed at the respective
menory el ement sOoée fhensynke sesverformatot hecambiunécdieder tlhectohakgardi st ory
listing is accessed during subsequent .
indicated by the segnient 118, Dy way of the air interface, and routed to the sync
server. Once delivered to the syne server, the hash information is compared, as
indicated by the block 122, with corresponding, locally-gencrated hash
20 information, here indicated to be provided by way of the segment 124.
A determination is made, as indicated by the decision block 126, as to
whether a mismatch is detected. That is to say, a determination is made as to
whether the locally-generated hash information and the hash information
delivered to the sync server by the mobile node are dissimilar. If the hash
25 information indicates that the databases are in match, the no branch is taken to the
end block. Otherwise, if a mismatch condition is indicated, a request is
generated, indicated by the segment 132, requesting additional hashes, such as
hash information of records maintained at the mobile-node copy of the one or
more databases maintained at the mobile node. Once delivered to the mobile
30 node, the requested hash information is formed, indicated by the block 134. And,
such additional hash information is returned, indicated by the segment 136, to the

network part and routed to the sync server 24.



synchroni zati on operations to reduce the need otherw se to comunicate
information over the air interface between the nobile node and the sync
server. 12 The apparatus 50 enbodied at the sync server also includes a
data witer and overwiter 102 coupled to the uplink receiver and detector
and conparator 84 and 86. The data witér is selectably operable to wite,
and overwrite, ddhen dptiveredny tlof szf‘mescntaclabla@eémMMat hasheih fatm 4 then mem)ry

I t 92. 5 FI 3.l di
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data cont abned i.n one or re of the .d tabases mai ntai ned at the 15 nobile
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routed to the sync server Iver ync Seérve
i nf or n#t i ome dswntﬂmﬂa[ ed bagsi upadilcatypd olf)Syhﬂ&oh[ﬂEIbniZBat aetth be

corr espondi ng%r l“?ﬂ‘c L ég nerated hash 20 information, here indicated to be
provi ded KBS S SHE A 2NIZAt QB RASHDAAL EOM S RO tRR BEloM e Hhdi cat ed
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to say, a determination is nmad ygeea’te
i nformati orplgggdsat:hed’hsa@hthemfvmmata fmmch df&jwcmered to the sync server by the

nobi | e node are_di ssi lar. |If the hash 25 infornmation indicates that the
dat abases are i AfRfEHYE A0 e Branhnads, thk eruestedtiatadh@nyl etetrieved,
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i ndi cated by the segnent Y ng su’c
server. And, the database is upda[ed as appropriate, as indicated by the block

166. The segment 168 is representative of a “sync ok’ indication returned to the
mobile node. And, a change history listing is updated, indicated by the block
172, to maintain a listing of the update.

20 Review of the message sequence diagram indicates that database
information is sent by the mobile node to the sync server upon initiation of the
synchronization process. The synchronization server compares the database
hashes provided thercto together with locally-generated hash information. Any
mismatch between the hash information indicates to the sync server that a

25 particular database must be invalved in a synchronization process.

The synchronization server then requests the mobile node to start sending
hash information of all records of selccted databases indicated to be in a
mismatch. The hash information that is associated per record is, for instance, a
hash of the key ficlds of a record and a hash of the record fields, based upon field

30 mappings.

The hash of key ficlds of a record is used for matching records of a

selected database at the sync server. The hash of the record fields is used to



hash informati on of records nmaintai ned at the nobil e-node copy of the one
or nore databases naintained at the nobile node. Once delivered to the
nobi |l e 30 node, the requested hash information is forned, indicated by the
bl ock 134. And, such additional hash information is returned, indicated by
the segnent 136, to the network part ahd routed to the sync server 24. 13
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node, the requested data any, is retrieved, 15 indicated by the block

152 and}returneﬂilwndﬂnatedlbyC&messegnwﬂyLmﬁéwdtdighe:$yh05us@swer. And,
cated b t he bIock 166.

t he database is as appropri ate, in
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hash information indicates to the sync server
records, the conflict is rcsofved and updates are reflected according to conflict

policy seftings, i.e., one or the other of the records is updated. The area 192
represents mobile node record changes that do not exist on the server. And, the
area 194 represent network located changes that do not exist on the mobile node.
20 The subset of the records of the network should be reflected on the mobife node
and are communicated thereto, indicated by the segment 196.
Figure 5 illustrates a one-way sync to server scenario, shown generally at
202, Here, again, elements 184 and 186 represent mobile node records and
network records, respectively. The area 188 represents shared record changes
25 between the mobile node and the network. [f there is a conflict of these values,
the conflict is resolved according to a conflict resolution scheme. And, the areas
192 and 194 are representative, again, of record changes of records that do not
exist on the server and on the device, respectively. The subset of the mobile
node’s records, represented by the area 192, should be reflected on the server and
30 appropriate updating of the data contents of the associated databases is
effectuated.
Figure 6 illustrates a representation of a two-way synchronization scheme,

shown generally at 212, also representative of a scenario occurring pursuant to



25 particul ar database nmust he involved in a synchronization process. The
synchroni zati on server then requests the nobile node to start sending hash
information of all records of selected databases indicated to be in a

m smat ch. The hash information that is associated per record is, for
instance, a hash of the key fields of a°record and a hash of the record
fields, baSearaligdrefitepabodionerampithesrestheithsshionf Aesinf ihel dsmefitsal §ecor d

is used for ¢hi_ng. _ of . sel ect ed dat abase at the sync, server.
The hash of" T Reorieast LT be Mol ol el iRaB sureinar Y rhas
been a changeaen dffigtdreeoiof QURfRMctionh ShofQHhd deBEidzal By R cRQSRE (] t Y
that a content conflict resolution policy nmust be run. If the sync server
det er ni nes thaiglctycer@sr geseddapryesanittotzheo mibisl Fesohode seheste.bBerefinect ed at
the syng serys¢ h nc.server requests fetchi of the 5 record content
€ oSV She BB RUPGT L NElr-LB TRE Foneh ot dapren dgde R0 The

fromthe device. e server
server. Theof atehritemuesihefmetwsacosiso darendsc4paNdifsa&ONAkiiCther g3l Ution
schene that is utilized. The server could as well reflect the server
changes byshag@recartds yndierigh by the lareed nedvuptiat estheasshaagdwlatebdst afhe
conflict rﬁ’l%olllﬁf)i-l??} gcherre calls for such updating. 10 At | east three
schenes are sclec aniy‘ utilized. Figure 4 illustrates a representation
one-way SYNnC SeTHefeblOrEodiih:s89de: ?&b@@?&n@ﬁﬂma%ﬂ?qlﬂﬂdol@%ith_1§z?c _Mobile
node records are indicated by the el ement 184. And, network nmaintained
recor d&® ar @1qthel. cBeeat sbyhashenfolrmatint 14865t dnhensestéhgvar dasainintetiece o
el ements 184 and 186, | di; c_at.ezg. at 188 ilndi,cat e.rlghar ed record chﬂnges
bet ween 157 HePhd wﬂal{yﬁﬁ PR GO g BFiheT Hygdatappssige dn mgatgh ¥gHE PREt of
any of t heggibhatedbai@RAESeqiRel GRIH |HCir stk 680y SehrAndhupdat es are
reflected according to conflict policy settings, i.e., one or the other of
t he recor déclpgniggtianeds rethiecdrdatit92o infopmasientschobid s:quote sfesorvdnthanges
t hat do nog ’%éi st.. on the server, And, the area 194 represent network
| ocat ed chahges F At HBPHBt °Bi st on the nobile node. 20 The subset of the
records of the ngt ' d get,ed t bi e ~and. aj 4
comuni cat ed t her epg@gﬂg’%%ﬁﬁ%@%%%g?}ggcgﬁeﬂgg %%mpg ks 1?:854@11%?}{]9&%@
invention, and the scope of the invention should not necessarily be limited by this

description. The scope of the present invention is defined by the following

claims:



Figure 5 illustrates a one-way sync to server scenario, shown generally at
202. Here, again, elenments 184 and 186 represent nobile node records and
network records, respectively. The area 188 represents shared record
changes 25 between the nobile node and the network If there is a conflict
of these values, the conflict is resolved according to a conflict

resol ution schene. And, the areas 192 a&p 194 are representative, again,

of record changes of records that do not*” exist on the server and on the
device, respectively. The subset of the nobile node's records, represented
by the area 189™shoul d be reflected on the server and 30 appropriate
updating of the data contents of the associ ated databases is effectuated.

Filgure 6 i11uStates AuieRieRfilalibQbudlufehitlyein WOGHLORNGAL AR RENETe,

shown general ly at 212, also representative scenarFo occurring

pur suant t eaiBaing peleatt ikowtvafrkanpe fio detabade cohtaidies pateamdt niobilembilothat Agai n,
the elenents.184 falndt196 af e represen ative of. bi I% 1r(]ode ggld ser%/s(gr
records, r Qs gUleest a ppgbtie-qopg Tigt dlatabase Goniaining dalgrhg fataof el vpidn 188
on shared cqeoifdshotoblibehpEonhk el Hatabhel RRELMRER, %r%s&&%ﬁ&gtlﬁur suant to
a conflict réesolution scheme. Here, in a 5 two-way synchroni zation

pr ocedur e, NetHerrePRsHEtBe mobdecary of thdificsttdathbbse arhén mpeh wittomeanethar,i t t en

to the net - f SQCI t e. And...the non- shar

records i n%@: g?rgagﬁé§/?()trﬁ‘télggtﬁ @ a%ﬂg%ﬁ% Cfv;\’/r ?at?azieaﬁtoor{ehdéc ﬂées%%%’f’rg(f%od) y&é‘?gﬁ%se of
the nobi | emobdecofhef by leadiehelfisabiasinge & Blapd @6 odiwRREPRAME B R@shilel N
match with one 10 al‘gotper. Because hash information is first conmuni cated
over the afiPYiRfAsrELeach ke sqid apparitHacymBRIBE N nati ons of whet her the
dat abases are in match with one another, the bandw dth required upon the

air interface t rmpations is reduge elative to

i nformation excﬁg%%@% Pgrléglpre gﬁgggdc%ﬁl\%enfl}%l%nn()%gﬁﬁgﬁ&%?g?cgtgtrf:%eﬁveoper ations. 15
The previ ospredagationstof ankadtie: @bbils-edr sfttle exlanp kiesfifsodatitipt earlHashg t he

i nvention, and the scggﬁ@of t he hnvention shoul d not necessarily be limted

by this d¥SeRSeshtabpHiar &upiag Brstiyne haslavalnes andaspendotype Badietdlvrsd by t he

fol 1 owi NG responsive to the representations provided thereto, the first-type hash values formed first
for communication to the network part and the second-type hash values for subsequent
communication to the network part upon request therefor, the first-type hash values
necessitating lesser amounts of bandwidth for the communication to the network part
than required for the communication of the second-type hash values, the first-type hash
values and the second-type has values used to determine whether the network-copy and

the mobile-copy are in match with one another; and

a content retriever embodied at the mobile node, said content retriever for
retrieving data from the mobile-copy of the at least the first database upon detection of
determination that the network-copy and the mobile-copy are out of match, the data
retrieved by said content retriever for communication to the network part, to be used to

match the network-copy and the mobile-copy theretogether.

2. The apparatus of claim | wherein said hash generator generates the hash
values responsive to an intemal triggering event, occurrence of which is detectable at the

mobile node.



clainms: 16 W claim 1. Apparatus for a radi o communication system havi ng
a network part that maintains at |east a network-copy first database
containing data and a nobile node that nmintains at |east a nobil e-copy
first database containing data, the data of the network- copy and the

nobi | e-copy of the first database, respectively, correspond when the

net wor k- copy and t he nobil e-copy of the {j rst database are in match with
one another, said apparatus for selectably altering the data of at |east
one of the netwgrk-c and the. nobile-capy qf the at |east the fjrst

dat abase to pl \Qg’é thg%ﬁgP%?ﬁ?-s88&@”&“"%%@%@8#@1ged’S[mei3’?“ (‘éﬁh?/\i“ls each
other, sai Ga@ppakpdidbeaoaRick @ irigehias BvarNRLakHce@TRAMIET dRieclBR di0ki | €
node and adapted to receive representations of at |east the nobile-copy of
the at | ea$toblR@ofl¢.r st database, said hash generator selectably for
formng first-type hash val ues and second-type hash values responsive to
the representations provided thereto, the first-type hash val ues forned
first for comdéni cattheappaatufef cleino hepdh baidhesiH fpctlaaRdetyRehhpsh

val ues for sut@e}?u?nt conmmuni.cation to the_ network part upon request
therefor, BREIeF} wlugsapen dgtertimpiibs exicamb bigeerng pyentdadisptianiint s of
bandw dt h SORMHN i ; i or the
comuni cat F%Ur‘lmtggé\% he secz)sﬁ%?étcﬁ%éé %at}slﬁﬁ]\?gﬁ%\é}g{jé%rﬁg‘%??@% - y}%gﬂwggﬁgoflal ues
and t he segmethiesthe s¢trasdvgaiesh vskes tapaeaiertrideaemimatibe of rismaelt wbthk- copy

and the bile-co re in mat Wi t ne anot her; and content retriever
enbodi ed a rk-ﬁygae%@%’y u?‘?oﬁ%‘}eqég‘?gyéﬁ‘ﬁg’@ ZS0ETqTe YHh nﬁworﬁf‘"@fﬁ“ﬁaé?ff Yjuat a
fromthe nobil e-copy of the at least the first database upon detection of

determ nation that the network-copy and the nobile-copy are out of match,
the data retrieved Bye appatateoed @aim 4 stheieayde daormaiotamnadi at shd motwordk-edpy

networ K paf ity ik | Ig% twor k- copy. and .t.he nobi | e- copy
ther ot oget i G udEeet e oFREGNE A IREERE; EPrda el Shoe 0!
gener at es ddterdeasihforal oftfcldesphrisiya 160t afirdt Rbe ol antirak Q@64 At ANEAT
occurrence cff \M(]i h is detectable at the nobile node. 17

field, and wherein the second-type hash values selectably generated by said hash

generator are formed of values of the at least the first key field.

6. The apparatus of claim 5 wherein the determination that the network-copy
and the mobile-copy are out of match is made responsive to values of the second-type

hash values formed of the values of the at least the key field.

7. The apparatus of claim 5 wherein the data retrieved by said content
retriever comprises both the at least the first key field and the at least the first record
field.

8. The apparatus of claim 1 further comprising;

a determiner adapted to receive values of the first-type hash values generated by
said hash generator, said determiner for determining whether the values of the first hash
correspond with focally-generated first-type hash values; and

a requestor coupled to said determiner to receive indications of determinations
made thereat, said requestor selectably for requesting additional information associated

with the mobile-copy of the at least the first database.



3. The apparatus of claim1 wherein said hash generator generates the hash
val ues responsive to an external triggering event, occurrence of which is
detectable at the nobile node. 4. The apparatus of claim 3 wherein said
hash generator generates the first- type hash val ues upon detection of the
external triggering event, indications of occurrence of which is
detectabl e at the nobil e node and wherein said hash generator generates

t he second-type hash val ues responsive t'G determ nation of m smatch of the
first-type hash val ues, generated by said hash generator, with

net wor k- cal cul ated val ues. 5. The apparatus of claim4 wherein the data

mai ntai ned at the netiwehkp&eRY of A8 BREFOR L1 @RRM P A8 ré{fcl@s%d bhe
first database is conprised of data records, each data record fornmed of

fields i nchidigmyeser fenpmses afrequsst ethefeily rmdd tadeliveabashdnfarmstion etided

field, and LA ond-type hash val ues sel ectably generated by said
hash gene?ézgtagériﬁgsﬁe gy%egs tgfa?/oér&?é%o%f the at least the first key field.

6. The apparatus of claim5 wherein the determ nation that the network-copy
and the nobile-copy are out of match is nade responsive to values of the
second-type hasth vallbeadraasitheel drim Bavherinthe dsfa mpiatained adbe netwerkeegpy

field. 7. sat | ai ' ratrd i d
cont ent 1o T eane By B o FAMANRRR: ShAnkids PR R BNa (e
at | east tWwhekinrthe additiona infoirehtébn Bquékhel lappat atusst@f covlpaises 4 rdquedt Her
conprising, a determ ner .adapted to receive values of the first-type hash
valmaes gen@?é‘fog’ GWH!’ %%M*Vﬁ&gﬂw et iftaﬁ)trp,or%%ﬁsdafd]é‘i @RATSEFIS or det er mi ni ng
whet her the values of the first hash correspond with | ocally-generated
first-type hash values; and a requestor coupled to said determiner to
recei ve indicatlbns Bhe dureted slalaions) furhdecarhpniseg a cemparatee gdagedio

| bl i i.tional inf ' iated with th
mobi 1 e conseare EAER bEeER fiabd P Parlofs PE PR B8RP E e b iy
clai m 8 whheeior té te radlslid nodepdaid 6d0paraior & doafpuaad @ Rtualith r equest or

conprises a request for the nobile node to deliver hash information of the
second has‘WWdV% uesiod the %%%rqf the at least the first database.

12. The apparatus of claim 11 further comprising a database value updater
coupled to said comparator, said database value updater selectably operable responsive to
comparisons made by said comparator to alter at least one data record of a selected one

of the mobile-copy and the network-copy of the at least the first database.

13, The apparatus of claim 12 wherein said database value updater operates

pursuant to a selected conflict resolution protocol.

14, A method of communicating in a radio communication system having a
network part that maintains at least a network-copy first database containing data and a
mobile node that maintains at least a mobile-copy first database containing data, the data
of the network-copy and the mobile-copy of the first database, respectively, correspond
when the network-copy and the mobile-copy of the first database are in match with one
another, said method for sclectably altering the data of at least one of the network-copy
and the mobile-copy of the at [cast the first database to place the network-copy and the

mobile-copy in match with each other, said method comprising:



10. The apparatus of claim8 wherein the data maintained at the

net wor k-copy and the nobile-copy of the at |l east the first database is
conprised of data records and wherein the additional information requested
by said requester conprises a request for the nobile node to deliver

val ues of at |east portions of the data records. 11. The apparatus of claim
10 further conprising a conparator adapted to receive the values of the at
| east the portions of the data records riponsive to the request therefor
to the nobile node, said conparator for conparing the values with
correspondi ng vé&fletablysending fiest Wethinbspyption fropetbgimabalgode kethpinelgork
database. daq 06 RRRA Fdihalbo ALy L HF ADSTSRMMLL 308 Asdalahase val ue
updater coupled to said conparator, said database vat de updat er sel’ect ably
oper abl e responsive to conparisons nade by said conparator to alter at

| east one data e@epith®bt t&he%@!vﬁﬁk?ﬁﬂgﬂ@ fir@fhadih R fomRitio8 seMRbriap dait he _
net wor k-copy of the at |east the first database. 13. The apparatus of claim

12 wher ei noBHRiE Rt sglsaEb] wsandwenpdneasrespprding aetwoplgeepiafitst hashdnivanaidanad
conflict regsplution protocol. 14. A nethod of communicating in a radio
comuni catl1 on system having a network part that maintains at | east a
net wor k- copy first database containing data and a npbile node that

mai ntai ns at | eagéctébliehjubanpoptohil hadh idal-AREsE r&ARtiAE MGt @pytite dat a
of the network-copy and the nobile-copy of the first database,

respect i vefldtabase Fespapsbyrio SREBMIIEMS rﬂ@ﬁf\ﬁwm@é@wmmﬂmrﬁ cappriies Bepystof t he
first data I i not - SAl el ectably
altering tﬁ%ﬁggﬁgﬁg?ﬂggﬁ%%g%¥d%%g%ggnyﬁggHgﬁ%§Pé§%%ﬁgﬁ&g%%oﬁﬁéOﬁobiIe-copy
of the at badstidthifer the cemndaialias e the nehveat paltahaeteqoirkd opye and t he

nobi | e-co in match with_each ot her, sai thod ¢ rising; .19
Cor ot ant Carteyah bl AR By atorifie PohottgUB Atiah AH U6 6ca e

net wor k papdsh ik fBBndtdnS hisdas et I Wl diRG thERIBAE RS hBhe etk XBHY hi@- COpy
of the first database; conparing, at the network part, the first ‘hash

i nfor mat i o waiph wilhronpngnethed operation of sel ectably sending with
correspondi ng network-copy first hash information; and selectably
requesting second hash information regardi ng the nobil e-copy first

dat abase respongi.ve Tk £@ffedldfsRnG IFHURhe Woki}FishR e OPSaALAIT: QEndiRIDRI i Ng
the first second hash information from the mobile node to the network part; comparing, at the
network part, the second hash information sent during said operation of sending the
second hash information with corresponding network-copy second hash information; and
selectably requesting at least portions of the mobile-copy of the at least the first database
responsive to comparisons made during said operation of comparing the second hash

information.

16.  The method of claim 15 further comprising the operations of delivering
the at least the portions of the mobile-copy to the network part, comparing the portions
of the mobile copy delivered during said operation of delivering with corresponding
portions of the network-copy of the at least the first database, and selectably causing
overwriting of the portions of a selected one of the network-copy and the mobile-copy
responsive to comparisons made during said operation of comparing the portions of the

mobile-copy.



hash information, the second hash informati on necessitating greater anmounts
of bandwi dth for the comrunication to the network part than required for
the comunication of the first hash information, the first hash
information and the second hash information, used to determ ne whether the
nobi |l e copy and the network-copy are in match with one another. 15. The
nmet hod of claim 14 further conprising the operations of. sending the

second hash information fromthe nobile Hbde to the network part;:

conparing, at the network part, the second hash information sent during
sai d operatlon df seﬂ@ﬁﬁ@ﬂb%%OfﬁéﬁbHﬂWﬁ@@hlWﬁﬁé&ﬁﬁ@p@ﬁ°ﬂﬁ@ﬁ¢@6ﬁk@§ﬁbﬁ@ing
net wor k- co 0 east
portions o g) e- cg%gﬁg?qﬁﬁﬁmﬁth eaéyégﬁg&?ﬁ wﬁg %%é%ggpgé%én5|ve
to conparlsdaﬂaﬁmdenﬂugnngc@ﬁhdmepﬂﬁ@mi@ﬂe@&.Conparlng t he second hash
information. 16. The nethod of claim 15 further conprising the operations
of delivering the at |east the portions of the nDbiIe-copy to the network
part, conparingghe %Etﬂll ofaibh ey ﬂ%ﬁ‘le gorﬁ ﬁ'ﬂe'oé?(aﬁﬁngpéﬂe@t% 2i d
operation of delivering mn correspondl ng p s t he network- copy of
the at | eashanghdistinysty iddicativgsecrarndngef ﬁxetmlnthqns&ahesﬁaiﬂg causedrdaringisaig of t he
portions of a se of. t he network-copy and the nobile-copy

responsi ve ?5a%%hﬁgﬁﬁ§@ﬁg”ﬁﬁﬁgédurlng sai d operation of comparing the
portions of the nobile-copy. 20 17. The nethod of claim 16 wherein the
sel ected one of the network-copy and the nobil e-copy of which the portions
thereof are selectably caused to be overwitten is selected according to a
conflict resolution schene. 18. The nethod of claim 17 further conprising
the operation of creating a change-history by indicating overwiting of
the portions selectably caused during said operation of selectably

causi ng. -



