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xetho4 an4 Deco4er ~or evaluating access control relate4 4ata 

The present invention relates to a method and to a decoder 
for evaluating ~ccess control data. 

ftackaround 

EVery new Pay TV system is based today on the use of entitle­
ments stored either in the decoder or .in a detachable control 
access system, typically a smart card. The user gains access 
to the programme only, if the description of the current 
broadcast programme fits with the entitled rights owned by 

the user. The entitlements are currently updated 
•over-the-air• i.e. data, often in encrypted fo~t, are send 
together with the scrambled video. Their analysis by the con­
trol access sy~tem updat•s the current entitlements of the. 
user. 
But if the user is not tuned on the channel carrying these 
•over the air• data while data dedicated to him are emitted, 
these data are lost.and the programme provider has no infor­
mation of this loss. Therefore the programme provider does 
not know the exact state of the stored entitlements of the 
users. This state may even be different from the image con­
tained in the subscriber management system. 

:rnyention 

It is one object of the invention to disclose a method of 
sending entitlements to all decoders in an inexpensive and 
easy way to solve this problem.·Tbis object is reached by the 
method disclosed in claim 1. 

It is a further object of the invention to disclose a decoder 
which utilises the inventive method. '.l'bis object is reached 
by the decoder disclosed in claim 9. 
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currently two solutions are used to cope with this addressing 
problem: 
- sending more .than once the entitlement data. This method is 
efficient and from the point of view of material cost implies 
no price impairment. But there are two main counterparts: the 
bandwidth necessary to transmit the entitlement rights is 
drastically increased or for the same bandwidth the time 
r~ested to update a complete population is more important. 
FUrthermore, there is no way to know if the data were 
received. 

- Usiqg a back link. The decoder can be equipped with a modem 
or in·a c~ble network environment with a modulator. The 
decoder can then 'phone• to the subscriber management centre 
and confirm the reception of the rights. The draw back is 
obvious: it is expensive, the price of the decoder is in­
creased and the subscriber management center has to be . 
equipped with an expensive automatic phone center. 

To overcome these disadvantages the invention operates in the 
following way: Each night, at a given hour (so called wake up 
hoUX:) every decoder tunes to a pre-defined video or audio 
c;:hannel, so called Barker channel. Even the decoders which 
were previously in stand-by mode, will wake-up in order to 
tune to the Barker channel. 

·. 
In order not to disturb the user in his.night when waking up, 
the decoder does not activate signals going to the external 
world, such as Pin 8 of a SC.ART plug. 
The·programme provider can then aend_the maximum of entitle­
ments on the Barker channel knowing that every decoder, which 
is powered, will be listening to its data stream. 
It is possible to use the data of the Barker channel in a 
more efficient way than during a normal descrambling session. 
Following are several suggested methods: 

- the full band width is used ·for the data,·replacing video 
and/or or audio information by entitlement information; ... : 
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- transmit over the air only data related to entitlements 
(EMM in EUROCRYPT terminology) and suppress every data relat­
ed to the scrambling process (ECM in EDROCRYPT terminology); 
- using a more ~ff icient data protocol knowing that the ac­
cess control process will work only with entitlements. 

The decoder extracts the data from the Barker channel and 
transfers them to the access control system. If one of the 
erihanced transmission modes formerly described is used, the 
access control system will act in consequence. 
At a given hour called sleep.hour, the decoders return to 
stand-by mode. 

The wake-up and the sleep hours need not to be stored defini-
' . 

tively in the decoder. At the beginning of each session, it 
is possible to transfer the wake-up and sleep hours defini-· 
tion for the next sessj.on. In the same way, the Barker chan­
nel definition can be send over the air. 

In order to operate correctly, it is important that the time 
shift between the actual time and the decoder's internal 
clock is not too large. one solution is, to.send over the air 
also the current time in order to u~ate the decoder's · 
internal clock, at least once per.day. Advantageously, a de­
vice as described in EP-A-92400812 (over-the-air adjusted 
real time clock) can be used. 

The data send during a night period, i.e. between wake-up and 
sleep time, are not necessarily dedicated only to entitlement 
updates. The same night period can also be used for down 
loading data to update e.g. algorithms, encryption keys 
and/or frequency allocation tables in the decoder. The pro­
gramme provider has the guarantee that all installed decoders 
will be updated. 

In principle the inventive method consists in evaluating· in a 
decoder access control related data - especially entitlements 
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- which are transmitted within a broadcasted signal, whereby 
in said decoder the time (4) is monitored in processor means 
(6) and all such decoders suited for receiving said 
broadcasted sigJlal are prepared to receive said access 
control related data between a determined wake-up time and a 
determined sleep time - denoted as session - using means for 
demodulating (2) and/or extracting (3) and/or processing (5) 
said access control data, and whereby these means are active 
after said wake-up time and these means are allowed to be in 
a stand-by mode after said sleep time under the control of 
said processor means and whereby during said session said 
means for access control (5) are entitled or further entitled 
to have access to said broadcasted and/or' further broadcasted 
signal/s. 

Advantageous additional embodiments of :the inventive method 
are resulting from the respective dependent claims. 

In principle the inventive decode~ comprises power supply 
means (7) and clock means (4) controlled by processor means 
(6), which detect ·the time period between a determined 
wake-up time and a determined sleep time - denoted as session 
·-and which activate in.said session using said power supply 
means (7) means for demodulating (2) a TV or audio signal 
broadcasted in a Barker channel and means for extracting (3) 
from there access control related data and means for allowing 
access control (5).to said or further TV and/or audio 
channel/s, and which dis-activate after said' .. session these 
means using said power supply means (7), whereby said means 
for access control (5) are entitled or further entitled to 
have access ·to determined TV and/or audio signals~---·---

Drawing 

Preferred embodiments of the invention are described with 
reference to the accompanying drawing, which shows in: 

THIS SHEET HAS BEEN 
REPLACED 

. . 

. :..:. 



D 92/183I* 

- 5 -

Fig. 1 inventive decoder. 

Preferred e1Dbodiments 

During stand-by mode a power supply unit 7 maintains powered 
only a central processor 6 and a clock 4 •. This clock can be 
either a dedicated external component like a real time clock 
or a software task part of the software running in processor 
6. The central processor waits until the time delivered by 
the clock is equal or greater than the wake up hour. · 
Then power supply 7 is switched in a mode, where a tuner 2, a 
data extractor 3 and an access control system 5 are acti­
vated. Central processor 6 then transmits the frequency of 
the Barker channel to the tuner. TJ;le video signal received 
from input 1 is demodulated by the tuner and passed to the 
data extractor. The extracted data .are passed to the access 
control system. This system can either be a separate process 
in a different processor or resident into the central proces-
sor. 
In case that other data than entitlement rights are transmit­
ted, they will be shared between the access control system 
and the central processor. 
Once the time delivered by clock 4 is greater or equal to the 
sleep hour, the power supply is switched back by processor 6 
to its stand-by mode, deactivating tuner, data ~xtractor and 
access control system. 

The invention can be applied to different pay TV or pay audio 
systems, e.g. EUROCRYPT or VIDEOCRYPT. 
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1. Method for evaluating in a decoder access control relat­
ed data - especially entitlements ·- which are transmit­
ted within a broadcasted signal~ characteriaea in that 
in said decoder the time (4) is •onitored in processor 
means (6) and all such decoders suited for receiving 
said broadcasted signal are prepared to receive said 
access control related data between· a determined wake-up 
time and a determined sl~ep time --denoted as session -
using means for demodulating·(2):and/or·extracting (3) 
and/or processing (5) said access control data, whereby 
these •eans are active.after said wake-up time and these 
·means are allowed to be in a stand-by mode after said 
sleep time under the control· of··:said processor means and 
whereby during said session said means for access 
control (5) are entitled or further entitled to have 
access to.said broadcasted and/or further broadcasted 

2. 

3. 

signal/a. ··· ···· 

Method according to claim 1, cbaracteriae4 in that said 
access.control related data are transmitted within a 
dedicat~d TV and/or audio Barker channel· and that said 
·means for demodulating (2) are tuned during said session 
to a Barker channel under the control of said processor 
•eans (6). . . - ·· · · 

Method according to claim 1 or 2, char•cteriae4 in that 
durinq said session said wake-up time· and/or said sleep 
time is-'transmitted in said Barker channel and evaluated 
in said proces~or means· ( 6) ~ ... . ; ·· ·; ·, · . ·:. • 'I• .•. 

_,. .. : ; ...... . . . . r~: .. ~- .· · .. . :.'·.' ~-. 

4. Method according to claim ·2 or 3, cbaracteriaa4 in' that 
during said session ~e frequency or number of the 
channel to be tuned for the next· sessio~ is transmitted 
in said Barker channel and evaluated in said processor 
means (6). ······ ····· ··· ·- ·· -····-··------· 
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5. Method according to ·any of claims 1 to 4, cbaracteriae4 
in that_- especially during said session in said Barker 
channel - _the t;mrrent time is transmitted and used to 
set said decoder ·time (4) by said processor means (6). 

6. Method according to any of claims 1 to s, cbaracterise4 
.in that during said sessi~n algorithms, encryption keys, 
frequency allocation tables and/or other decoder related 
data are transmitted -. especially in said Barker channel 
- and down loaded for updating into said-decoder. 

· 7. Method according to any of claims 2 to 6, ·c~acteriae4 
·in that during said session video and/ or audio . · . 
information in said Barker channel is repla~ed by access 

8. 

9. 

control . related data. . _ · ·. · -} ,.: '.' ·· : ::~· : · 
·-· 

Method according.to claim 7, cbaracterise4 in that said 
access control related data are entitlement data. 

Decoder for a method according to any of claims 1 to a, 
comprising: 
power supply means (7) and clock means (4) _controlled by 
processor means (6), which detect 'the t~me period 
between a determined wake-up time and a determined sleep 
time - denoted as session - and which activate in said 
session using said power supply means (7) means for 
demodulating (2) a TV or audio signal braodcasted in a 
Barker channel ~nd means for extracting' (3) from there 
access control related data and means for allowing 
access control (5) to said or further TV and/or audio 
channel/a, and which dis-activate after said session 
these means using said pow~ supply means (7), whereby 
said means for access con~rol (5) are_ entitled or 
further entitled to have access to determi~ed TV and/or 
audio signals. 
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summary 

Every new Pay TV system is based today on the use of entitle­
ments stored ei:ther in the decoder or in a detachable control 
access system. The user gains access to tbe programme only, 
if the description of the current broadcast programme fits 
with the entitled rights owned .by the user. The entitlements 
are currently updated •over-the-air• i.e. ___ ~ata are send 
together with the scrambled video signal. But if the user is 
not tuned on the channel while data dedicated to him are 
emitted, then these data are lost and the. programme provider 
has no information of this ·loss ... ·~-·i 
According to the invention each night at a given hour every 
decoder tunes (2) to a pre~def ined video or audio channel, so 
called Barker channel. Evep tl)e decoders wh~ch were previ­
ously in stand-by mode, will wake-up in order to tune to the 
Barker channel. The.programme provider can then send 1:he max­
imum of entitlements on the Barker channel knowing that every 
decoder will be listening to its data stream. 

Fig. 1 
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Ketho4 an4 Daco4er for evaluating access control related data 

The present invention relates to a method and to a decoder 
for evaluatinq .access control data. 

Bapkaround 

Every new Pay TV system is based today on the use of entitle­
ments stored either in the decoder or in a detachable control 
access system, typically a smart card. The user gains access 
to the proqramme only, if tbe description of the current 
broadcast proqramme fits with the entitled rights owned by 
the user. The entitlements are currently updated 
•over-the-air' i.e. data, often in encrypted fo~at, are send 
together with the scrambled video. Their analysis by the con-
trol access sy~tem updat~s the current entitlements of the_ 
user. 
But if the user is not tuned on the channel carryinq these 

. . 
•over the air' data while data dedicated to him are emitted, 
these data are lost.and the programme provider has no infor­
mation of this loss. Therefore the programme provider does 
not know the exact state of the stored entitlements of the 
users. This state may even be different from the image con-
tained in the subscriber management system. ------- -----------

:Invention 

It is one object of the invention to disclose a method of 
sending entitlements .to all decoders in an inexpensive and 
easy way to solve this problem.·This object is reached by the 
method disclosed in claim 1. 

It is a further object of the invention to disclose a decoder 
which utilises the inventive method. This object is reached 
by the decoder disclosed in claim 9. 
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currently two solutions are used to cope with this addressing 
problem: 
- sending more .than once the entitlement data. This method is 
efficient and from the point of view of material cost implies 
no price impairment. But there are two main counterparts: the 
bandwidth necessary to transmit the entitlement rights is 
drastically increased or for the same bandwidth the time 
requested to update a complete population is more important. 
FUrthermore, there is no way to know if the data were 
received. 

- Usi~g a back link. The decoder can be equipped with a modem 
or in·a c~le network environment with a modulator. The 
decoder can then 'phone' to· the subscriber management centre 
and confirm the reception of the rights. The draw back is 
·obvious: it is expensive, the price of the decod~ is in­
creased and the subscriber management center has to be 
.equipped with an expensive automatic phone center. 

To overcome these disadvantages the invention operates in the 
following way: Each night,· at a given hour (so called wake up 
hour:> every decoder tunes to a pre-defined video or audio 
c;:hannel, so called Barker channel. Even the decoders·which 
were previously in stand-by mode, will wake-up in order to 
tune to the Barker channel • .. 
In order not to disturb the user in his.night when waking up, 
the decoder does not activate signals going ·to the external 
world, such as Pin 8 of a SCART plug. 
The·proqramme provider can then send.the maximum of entitle­
ments on the Barker channel knowing that every decoder, which 
is powered, will be listening to its data stream. 
It is possible to use the data of the Barker channel in a · 
more efficient way than during a normal descrambling session. 
Following are several suggested methods: 

- the full band width is used ·for the.data, ·replacing video 
and/or or audio information by entitlement information; ... :: . 
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- transmit over the air only data related to entitlements 
(EMM in EUROCRYPT terminology) and suppress every data relat­
ed to the scrambling process (ECM in EUROCRYPT terminology); 
- using a more .efficient data protocol knowing that the ac­
cess control process will work only with entitlements. 

The decoder extracts the data from the Barker channel and 
transfers them to the access control system. If one of the 
erihanced transmission modes formerly descril::>ed is used, the 
access control system will.act in consequence. 
At a given hour called sleep.bour,.the decoders return to 
ctand-by mode. . . 

The wake-up and the sleep hours need no~ to be stored defini-
' 

tively in the decoder. At the beginning of ~ach session!' it 
is possible to transfer the wake-up and.sleep.hours defini­
tion for the next session. In the same way, the Barker chan­
nel definition can be send over the air. 

.•.;. 

In order to operate correctly, it is important ~at the time 
shift ·between the actual time and the decoder •.s . internal 
clock is not too large. one solution is, to send over the air 
also the current time in order to up~ate the decoder's.·::· 
internal clock, at least once per.day. Advantageously, a de­
vice as described in EP-A-92400812 (over-the-air adjusted 
real time clock) can be used.·· 

The data send durinq a niqht period, i.e. between wake-up and 
. . 

sleep time, are not necessaril~ dedicated only to entitlement 
updates. The same night period can also be used for down 
loading data to update e.q. algorithms, encryption keys 
and/or frequency allocation tables in the decoder. The pro­
gramme provider has the guarantee that all installed decoders 
will be updated. 

In principle the inventive method consists in evaluating .. in a 
decoder access control related data - especially entitlements 
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- which are transmitted within a broadcasted signal, whereby 
in said decoder the time (4) is monitored in processor means 
(6) and all such decoders suited for receivinq said 
broadcasted signal are prepared to receive said access 
control related data between a determined wake-up time and a 
determined sleep time - denoted as session - usinq means for 
demodulating (2) and/or extracting (3) and/or processing (5) 
said access control data, and whereby these means are active 
after said wake-up time and these means are allowed to be in 
a stand-by mode after said sleep time under the control of 
said processor means and whereby durinq said session said 
means for access control (5) are entitled or further entitled 
to have access to said broadcasted and/or· further broadcasted 
signal/s. 

Advantageous add! tional embodiments of .:the invent! ve method 
are resultinq from the respective.dependent claims. 

In principle the inventive decode~ comprises power supply 
means (7) and clock means (4) controlled by processor means 
(6), which detect ·the time period between a determined 
wake-up time and a_ determined sleep time - denoted as session 
·-and which activate in.said session usinq said power supply 
means (7) means for demodulating (2) a .TV or audio signal 
broadcasted in a Barker channel and means for extracting (3) 
from there access control related data and means for allowing 
access control :(5).to said or further TV and/or audio 
channel/s, and which dis-activate after said'··session these 
means using said power supply means (7), whereby said means 
for access control (5) are entitled or further entitled to 
have access ··to determined TV and/ or audio siqnals ·------·---· ___ · __ _ 

Drawing 

Preferred embodiments of the invention are described with 
reference to the accompanying drawing, which shows in: 
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Fig. 1 inventive decoder. 

Pref erred enibodiments 

During stand-by mode a power supply unit 7 maintains po~ered 
only a central processor 6 a~d a clock 4~ This clock can be 
either a dedicated external component like a real time clock 
or a software task part of the software running in processor 
6. The central processor waits until the time delivered by 
the clock is equal or greater than the wake up hour. · 
Then power supply 7 is switched in a mode, where a tuner 2, a 
data extractor 3 and an access control system 5 are acti-
vated. Central processor 6 then transmits the frequency of 
the Barker channel to th~ tuner. T~e video signal received 
from input 1 is demodulated by the tuner and passed to the 
data extractor. The extracted data .are passed to the access 
control system. This system. can either be a separate process 
in a different processor or resident into the central proces-
sor. 
In case that other data than entitlement rights are transmit­
ted, they will be shared between the access control system 
and the central processor. 
once the time delivered by clock 4 is greater or equal to the 
sleep hour, the power supply is switched back by processor 6 
to its stand-by mode, deactivating tuner, data ~xtractor and 
access control system. 

The invention can be applied to different pay TV or pay audio 
systems, e.q. EUROCRYPT or VIDEOCRYPT. 
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Claims 

1. Method for evaluating in a decoder access control relat­
ed data - .especially entitlements - which are transmit­
ted within a broadcasted signal, characterisa4 in that 
in said decoder the time (4) is monitored in processor 
means (6) and all such.decoders suited for receiving 
said broadcasted signal are prepared to receive said 
access control related data between a determined wake-up 
time and a determined sl~ep time·-:denoted as session -
using means for demodulating·(2):and/or· extracting (3) 
and/or processing (5) said access control data, whereby 
these means are 4Ctive.after·said wake-up time and these. 
·means are allowed to be in a stand-by mode after said 
sleep time under the control· of·.said processor means and 
whereby during said session said means for access 
control (5) are entitled or further entitled to have 
access to.said broadcasted and/or further·broadcasted 
signal/s. 

2. Method according to claim 1, : .characterise4 in ·that said 
access.control related data are transmitted within a 
dedicat~d TV and/or audio Barker channel· and ·that said· 
·means for demodulating (2) are tuned during said session 
to a Barker channel under the control of said processor" 
means (6). 

3. Method according to claim 1 or 2, char.cterisa4 in that 
during said·session said wake-up time· and/or said sleep 
time is:transmitted in said Barker·channel and evaluated 
in said processor means (6)~ 

4. Method according to claim ·2 or 3 1 charaoterise4 in' that 
during said session 't:he frequency or number.of the 
channel to· be.tuned for the next· session is transmitted 
in said Barker channel and evaluated in said processor 
means ( 6) • ---- -- -- ------ - ·-
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s. Method according to ·any of claims 1 to 4, characterised 

in that.- especially during said session in said Barker 
channel - .the current time is transmitted and used to 
set said decoder ·time (4) .by said processor means (6). 

6. Method according to any of claims 1 to 5, characterised 
:in that during said sessi~n algorithms, encryption keys, 
frequency allocation tables and/or other decoder related 
data are transmitted - especially in said Barker channel 
- and d~wn loaded for updating into said-decoder. 

· 7. Method according to any of claims 2 to 6, ·cha.,racteriaed 
. ·in that during said session ·video and/or audio. 
information in said·Barker channel is repla~ed by access 
control .rel:ited data •.. 

8. Method according to claim 7, characterise4 in that said 
access control related data are entitlement data. 

9. Decoder for a method according to an~ of claims 1 to 8, 
comprising: 
power supply means (7) and clock means (4) _controlled by 
processor means (6), which detect 'the t~me period 
between a determined wake-up time and a determined sleep 
time - denoted as session - and which activate in ~aid 
session using said power supply means (7) means for 
demodulating (2) a TV or audio signal braodcasted in a 
Barker channel and means for extracting' (3) from there 
access control related data and means for allowing 
access control (5) to said or further TV and/or audio 
channel/s, and which dis-ac~ivate after said session 
these means using said power supply means (7), whereby 
said means for access con~rol (5) are_ entitled or 
further entitled to have access to determined TV and/or 
audio signals. 
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METHOD AND DECODER FOR EVALUATING ACCESS CONTROL 
RELATED DATA 

ABSTRACT 

Every new Pay TV system is based today on the use of entitle­
ments stored ei:ther in the decoder or in a detachable control 
access system. The user qains access to tbe programme only, 
if the description of the current broadcast programme fits 
with the entitle~ riqhts owned by the user. The entitlements 
are currently updated •over-the-air• i.e. data are send 
toqether with th~ scrambled video signal. But if the user is 
not tuned on the channel while data dedicated to him are 

. . 
emitted, then these data are lost and the programme provider 
has no information of this·loss. 
Accordinq to the invention each night at a given hour every 
deco"d.er tunes ( 2) to a pre·-def ined video or audio channei, so 
called Barker channel. Eve~ tlJ,e·decoders which were previ­
ously in stand-by mode, will wake-up in order· to tune to the 
Barker channel_. The .programme provid~r can then send ~e max­
imum of entit1ements on tbe Barker channel knowing that every 
decoder will be listening to its data stream. 

Fiq. 1 

--·-··------- - - - --- - - - - - ---
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The present invention relates to a method and to a 
decoder for evaluating access control data. 

Background 

Every new Pay TV system is based today on the 
use of entitlements stored either in the decoder or in a 
detachable control access system, typically a smart 
card. The user gains access to the programme only; if 
the description of the current broadcast programme fits 
with the entitled rights owned by the user. The entitle­
ments are currently updated 'over-the-air1 i.e. data. often 
in encrypted format~ are send together with the scram­
bled video. Their analysis by the control access system 
updates the current entitlements of the user.· 
But if the user is not tuned on the. channel carrying these 
'over the air' data while data dedicated to him are emit­
ted, these data are lost and the programme provider has 
no information _of this loss. Therefore the programme 
provider does not know the ·exact state of the stored en­
titlements of the users. This state may even be different 
from the image contained in the subscriber manage­
ment system. 

Invention 

It is one object of the invention to disclose a method 
of sending entitlements to all decoders in an inexpen­
sive and easy way to solve this problem. This object is 
reached by the method disclosed in claim 1. 

It is a further object of the invention to disclose a 
decoder which utilises the inventive method. This object 
is reached by the decoder disclosed in claim 9. 
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Currently two solutions are used to cope with this 
addressing problem: 

Sending more than once the entitlement data. This 
method is efficient and from the point of view of ma­
terial cost implies no price impairment. But there are 
two main counterparts: the bandwidth necessary to 
transmit the entitlement rights is drastically in­
creased or for the same bandwidth the time re­
quested to update a complete population is more 
important. Furthermore, .there is no way to know if 
the data were received. 

Using a back link. The decoder can be equipped 
with a modem or in a cable network environment 
with a modulator. The decoder can then 'phone' to 
the subscriber management centre and confirm the 
reception of the rights. The draw back is obvious: it 
is expensive, the price of the decoder is increased 
and the subscriber management center has to be 
equipped with an expensive automatic phone cent­
er. 

A conventional subscription television signal de­
coder is disclosed in US-A-4 503 462. 

To overcome these disadvantages the invention op­
erates in the following way: Each night, at a given hour 
(so called wake up hour) every decoder tunes to a pre­
defined video or audio channel, so called Barker chan­
nel. Even the decoders which were previously in stand­
by mode, will wake-up in order to tune to the Barker 

channel. 
In order not to disturb the user in his night when waking 
up, the decoder does not activate signals going to the 
external world, such as Pin 8 of a SCART plug. 



3 

The programme provider can then send the maximum 
of entitlements on the Barker channel knowing that eve­
ry decoder, which is powered, will be listening to its data 
stream. 
It is possible to use the data of the Barker channel in a 
more efficient way than during a normal descrambling 
session. 
Following are several suggested methods: 

the full band width is used for the data, replacing 
video and/or or audio information by entitlement in­
formation; 
transmit over the air only data related to entitle­
ments (EMM in EUROCRYPT terminology) and 
suppress every data related to the scrambling proc­
ess (ECM in EUROCRYPT terminology); 
using a more efficient data protocol knowing that the 
access control process will work only with entitle­
ments. 

The decoder extracts the data from the Barker 
channel and transfers them to the access control sys­
tem. If one of the enhanced transmission modes former­
ly described is used, the access control system will act 
in consequence. At a given hour called sleep hour, the 
decoders return to stand-by mode. 

The wake-up and the sleep hours need not to be 
stored definitively in the decoder. At the beginning of 
each session, it is possible to transfer the wake-up and 
sleep hours definition for the next session. In the same 
way, the Barker channel definition can be send over the 
air. 

In order to operate correctly, it is important that the 
time shift between the actual time and the decoder's in­
ternal clock is not too large. One solution is, to send over 
the air also the current time in order to update the de­
coder's internal clock, at least once per day. 
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The data send during a night period, i.e. between 
wake-up and sleep time, are not necessarily dedicated 
only to entitlement updates. The same night period can 
also be used for down loading data to update e.g. algo­
rithms, encryption keys and/or frequency allocation ta­
bles in the decoder. The programme provider has the 
·guarantee that all installed decoders will be updated. 

In principle the inventive method consists in evalu­
ating in a decoder access control related data - espe­
cially entitlements - which are transmitted within a 
broadcasted signal, whereby in said decoder the time. 
(4) is monitored in processor means (6) and all such de­
coders suited for receiving said broadcasted signal are 
prepared to receive said access control related data be­
tween a determined wake-up time and a determined 
sleep time - denoted as session - using means for de­
modulating {2) and/or extracting (3) and/or processing 
(5) said access control data, and whereby these means 
are active after said wake-up time and these means are 
allowed to be in a stand-by mode after said sleep time 
under the control of said processor means and whereby 
during said· session said means for access control (5) 
are entitled or further entitled to have access to said 

. broadcasted and/or further broadcasted signal/s. 
Advantageous additional embodiments of the in­

ventive method are resulting from the respective de­
pendent claims. 

In principle the inventive decoder comprises power 
supply .means (7) and clock means (4) controlled by 
processor means (6), which detect the time period be~ 
tween a determined wake-up time and· a determined 
sleep time - denoted as session - and which activate in 
said session using said power supply means (7) means 
for demodulating (2) a TV or audio signal broadcasted 
in a Barker channel and means for extracting (3) from 
there access control related data and means tor allow-

J 
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ing access control (5) to said or further TV and/or audio 
channeVs, and which dis-activate after said session 
these means using said power supply means (7), 
whereby said means for access control {5) are entitled 
or further entitled to have access to determined TV and/ 
or audio signals. 

Drawing 

Preferred embodiments of the invention are de­
scribed with reference to the accompanying drawing, 
which shows in: 

Fig. 1 inventive decoder. 

Preferred embodiments 

During stand-by mode a power supply unit 7 main­
tains powered only a central processor 6 and a clock 4. 
Th is clock can be either a dedicated external component 
like a real time clock or a software task part of the soft­
ware running in processor 6. The central processor 
waits until the time delivered by the clock is equal or 
greater than the wake up hour. 
Then power supply 7 is switched in a mode, where a 
tuner 2, a data extractor 3 and an access control system 
5 are activated. Central processor 6 then transmits the 
frequency of the Barker channel to the tuner. The video 
signal received from input 1 is demodulated by the tuner 
and passed to the data extractor. The extracted data are 
passed to the access control system. This system can 
either be a separate process in a different processor or 
resident into the central processor. 
In case that other data than entitlement rights are trans­
mitted, they will be shared between the access control 
system and the central processor. 
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Once the time delivered by clock 4 is greater or 'equal 
to the sleep hour, the power supply is switched back by 
processors to its stand-by mode. deactivating tuner, da­
ta extractor and access control system. 

The invention can be applied to different pay TV or 
pay audio systems. e.g. EUROCRYPT or VIDEOC­
AYPT. 

Claims 

1. Method for evaluating in a decoder access control 
related data - especially entitlements - which are 
transmitted within a TV or audio broadcasted signal, 
characterised in that in said decoder the time (4) 
is monitored in processor means (6) and all such 
decoders suited for receiving said broadcasted sig­
nal are prepared to receive said access control re· 
lated data between a determined wake-up time and 
a determined sleep time .. denoted as session - us­
ing means for demodulating (2) and/or extracting 
(3) and/or processing (5) said access control data, 
whereby these means are active after said wake­
up time and these means are allowed to be in a 

, stand·by mode after said sleep time under the con­
trol of said processor means and whereby during 
said session said means for access control (5) are 
entitled or further entitled to have access to said TV 
or audio broadcasted and/or further TV or audio 
broadcasted signals based on said received access 
control related data. 

2. Method according to claim 1, characterised in that 
said access control related data are transmitted 
within a dedicated TV and/or audio Barker channel 
and that said means for demodulating (2) are tuned 
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Once the time delivered by clock 4 is greater or "equal 
to the sleep hour, the power supply is switched back by 
processors to its stand-by mode, deactivating tuner, da­
ta extractor and access control system. 

The invention can be applied to different pay TV or 
pay audio systems, e.g. EUROCRYPT or VIDEOC­
RYPT. 

Claims 

1. Method for evaluating in a decoder access control 
related data - especially entitlements - which are 
transmitted within a TV or audio broadcasted signal, 
characterised in that in said decoder the time ( 4) 
is monitored in processor means (6) and all such 
decoders suited for receiving said broadcasted sig­
nal are prepared to receive said access control re­
lated data between a determined wake-up time and 
a determined sleep time - denoted as session - us­
ing means for demodulating (2) and/or extracting 
(3) and/or processing ( 5) said access control data, 
whereby these means are active after said wake­
up time and these means are allowed to be in a 
stand-by mode after said sleep time under the con­
trol of said processor means and whereby during 
said session said means for access control (5) are 
entitled or further entitled to have access to said TV 
or audio broadcasted and/or further TV or audio 
broadcasted signals based on said received access 
control related data. 

2. Method according to claim 1, characterised in that 
said access control related data are transmitted 
within a dedicated TV and/or audio Barker channel 
and that said means for demodulating (2) are tuned 

-- ·--- -- ----------
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3. Method according to claim 1or2, characterised in 
that during said session said wake-up time and/or 
said sleep time for the next session is transmitted 
in said Barker channel and evaluated in said proc­

essor means (6). 

4. Method according to claim 2 or 3, characterised in 
that during said session the frequency or number of 
the channel to be tuned for the next session is trans­
mitted in said Barker channel and evaluated in said 

processor means (6). 

5. Method according to any of claims 1 to 4, charac­
terised in that - especially during said session in 

said Barker channel - the current time is transmitted 
and used to set said decoder time (4) by said proc­
essor means (6). 

6. Method according to any of claims 1 to 5, charac­
terised in that during said session algorithms, en­
cryption keys, frequency allocation tables and/or 
other decoder related data are transmitted in said 
Barker channel and down-1oaded for updating into 
said decoder. 

7. Method according to any of claims 2 to 6, charac­
terised in that during said session video and/or au­
dio information in said Barker channel is replaced 
by access control related data. 

a. Method according to claim 7, characterised in that 
said access control related data are entitlement da­
ta. 

------------------
THIS SHEET HAS BEEN 
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9. Decoder for a method according to any of claims 1 
to 8, comprising: 
power supply means (7) and clock means (4) con­
trolled by processor means (6), which detect the 
time period between a determined wake-up time 
and a determined sleep time - denoted as session 
- and which activate in said session, using said pow­
er supply means (7), means for demodulating (2) a 
TV or audio signal broadcasted in a Barker channel, 
means for extracting (3) from there access control 
related data and means for allowing access control 
(5) to said or further TV or audio broadcasted chan­
nels, and which dis-activate after said session these 
means using said power supply means (7), whereby 
said means for access control (5) are entitled or fur­
ther entitled to have access to determined TV or au­
dio and/or signals on the basis of said received ac­
cess control related data. 

THIS SHEET HAS BEEN 
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Once the time delivered by clock 4 is greater or equal 
to the sleep hour, the power supply is switched back by 
processors to its stand-by mode, deactivating tuner, da­
·ta extractor and access control system. 

The ·invention can be applied to different pay TV or 
pay audio systems, e.g. EUROCRYPT or VIDEOC­
RYPT. 
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Claims 

1. Method for evaluating in a decoder access control 
related data - especially entitlements - which are 
transmitted within a TV or audio broadcasted signal, 
characterised in that in said decoder the time (4) 
is monitored in processor means (6) and_ all such 
decoders suited for rec~iving said broadcasted sig­
nal are prepar~d to receive said access control re­
lated data between a determined wake-up time and 
a determined sleep time - denoted as sesai.Qn - us­
ing means for demodulating (2) and/or extracting 
(3) and/or processing (5) said access control data, 
whereby these means are active after said wake­
up time and these means are allowed .to be in a 
stand-by mode after said sleep time under the con­
trol of said pr~essor means and whereby during 
said session said means for access control (5) are 
entitled or further entitled to have access to said TV 
or audio broadcasted and/or further TV or audio 
broadcasted signals based on said received access 
control related data. 

2. Method according to .claim 1, characterised in that 
said access control related data are transmitted 
within a dedicated TV and/or audio Barker channel 
and that said means for demodulating (2) are tuned 

. _during said session to a Barker channel under the 
control of said processor means (6). 

3. Method according to claim 1 or 2, characterised in 
that during said session said wake-up time and/or 
said sleep time for the next session is transmitted 
in said Barker channel and evaluated in said proc­
essor means {6). 

4. Method according to claim 2 or 3, characterised in r::=--:--:-----­
that during said session the frequency or number of REPLACEMENT SHEET 
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the channel to be tuned for the next session is trans­
mitted in saio Barker channel and evaluated in said 

processor means (6). 

5. ·Method according to any of claims 1 to 4, charac­
terised in that - especially during ~aid session in 

said Barker channel - the current time is transmitted 
and used to set said decoder time (4) by said proc­
essor means (6). 

6. Method according to any of claims 1 to 5, charac· 
terised m that during said session algorithms, en­
cryption keys, frequency allocation tables and/or 
other decoder related data are transmitted in said 
Barker channel and down-loaded for updating into 
said decoder. 

7. Method according to· any of claims 2 to 6, charac· 
terised in that during said session video and/or au­
dio information in said Barker channel is r~placed 
by access control related data. 

8. Method according to claim 7, characterised in that 
said access control related data are entitlement da­
ta . 

. 9. Decoder for a method accor<?ing to any of claims 1 
to 8, comprising: 
power supply means (7) and clock means (4) con­
trolled by processor means (6), which detect the 
time period between a determined wake-up time 
and a determined sleep time - denoted as session 
- and which activate in said session, using said pow­
er supply means (7), means for demodulating (2) a 
TV or audio signal broadcasted in a Barker channel, 
means for extracting (3) from there access control 
related data and means for allowing access control r--------. 
(5) to said or further TV or audio broadcasted ch "-REPLACEMENT SHEET 
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nels, and which dis-activate after said session these 
means using said power supply means (7), whereby 
said means for access control (5) are entitled or fur­
ther entitled to have access to determined TV or au­
dio and/or signals on the basis of said received ac­
cess control related data. 

·--------
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METHOD 1\NO pECODEB FOR EVALQATING ACCESS CONIROL 
RELATED DATA 

ABSTRACT 

Every new Pay TV system is basecl today on the use of entitle­
ments stored ~:ther in the decoder or in a detachable control 
access system.. '.rhe user gains access to the programme only, 
if the description of the current broadcast programme fits 
with the entitled rights owned l>y the user. The entitlements 
are currently updated. •over-the-air• i.·e. data are send 
together with th~ scrambled video signa1. But if the user is 
not tuned on the channel while data ·dedicated to him are 
emitted, then these data are lost and the programme provider 
has no information of this·loss. 
According to the invention each night at a given hour every 
decoder tunes (2) to a pre~ef ined. video or audio channel, so 
called Barker channel. Even tl)e-decoders which were previ­
ously in stand-by mode, will wake-up ·in order to tune to the 
Barker channe~. '?he.programme provider can then send 1:.he ux­
imum of entitlements on the Barker channe1 knowing that every 
decoder will be iistenlng to its data stream..· 

Fig. 1 
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nels, and which dis-activate after said session these means 
using said power supply means (7), whereby said means for 
acces.s control (5) are entitled or further entitled to have 
access to determined TV and/or audio signal on the basis of 
said received access control related data. 
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