addr:0

addr:MAX_ADDR

PRIO_BASE:0 F rule0 prio:0
rulel prio:l
rule2 prio:2
rule3 prio:3

null
null
Fig. 1a
rule0 —| rulel rule2 rule3
. RAM_ADDR/PRIO:0
: RULE_INFO:... :
Fig. 1b
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A storage address of an ACL rule to be stored is determined
based on a priority relationship between the ACL rule to be
stored and stored ACL rules

S11

4

In a case that the ACL rule is stored in the storage address
currently, a moving direction is determined based on the
storage address, the priority baseline pointer parameter, the
maximum storage address of the ACL rules, a hole address
closest to the storage address in a low address direction, and
a hole address closest to the storage address in a high
address direction

S12
Ia

l

A moving destination address is determined at Ieastj‘813

based on the moving direction

A 4

The ACL rules are moved one by one based on the moving
direction and the destination address until the storage
address is vacated

S14

A 4

The ACL rule to be stored is stored in the storage address,
and a relative priority of the ACL rule to be stored is recorded
based on the storage address

Fig. 2
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A moving cost in the low address direction is calculated
based on the storage address, the priority baseline
pointer parameter, the maximum storage address of
the ACL rules, and the hole address closest to the
storage address in the low address direction

S21

r

v

A moving cost in the high address direction is
calculated based on the storage address and the hole
address closest to the storage address in the high
address direction

S22

Ia

l

The moving direction is determined based on the
moving cost in the low address direction and the

moving cost in the high address direction

S23

Fig. 3

A first moving cost is calculated based on the
storage address, the priority baseline pointer
parameter, and the maximum storage address of
the ACL rules

A

A second moving cost is calculated based on the

storage address in the low address direction, and
the maximum storage address of the ACL rules

l

moving cost is determined as the moving cost in
the low address direction

Fig. 4
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An ACL rule to be deleted is deleted from the
stored ACL rules f

A4
When the storage address of the ACL rule to be

baseline pointer parameter, one is added to the
value of the priority baseline pointer parameter

Fig. 5

deleted is equal to the value of the priority f

S31

S32

When a service message is received and the service
message hits at least two ACL rules, a relative priority of
each hit ACL rule is determined

S41

r

A 4

An absolute priority of each hit ACL rule is calculated at least
based on the relative priority of each hit ACL rule and the
priority baseline pointer parameter

S42

I

Fig. 6

High address direction calculation cost:2

PRIO_BASE:MAX_ADDR-1

rule2 rule3 rule4 null null null null null null null ruleO | rulel

ruN address direction loop caIcuIatW

Moving cost calculation without modifying priority baseline pointer parameter
PRIO_BASE:MAX_ADDR-1
4
rule2 null rule3 rule4 null null null null null null ruleO | rulel
A
rule8 Original ACL rule moved in high address direction
Fig. 7
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High address direction calculation cost:5

P —

PRIO_BASE:MAX_ADDR-1

rule2 rule3 ruled rule5 ruled rule7 null null null null rule0 rulel
rules Low address direction loop calculation cost:4
Moving cost calculation with modifying priority baseline pointer parameter
PRIO_BASE:MAX_ADDR-2
rule2 rule3 ruled rule5 ruled rule7 null null null null rule0 rulel
1
rule8 Modification of priority baseline pointer parameter PRIO_BASE:MAX_ADDR-2
rule3 null ruled rule5 ruleé rule? null null null ruled rulel rule2
f
rule8 Original ACL rule moved in high address direction
Fig. 8
ACL rule processing apparatus
Processing result Relative priority+result Absolute priority+result|
) )
Processing result Relative priority+result Absolute priority+result
) Resut ) prorty priorty | | Resu
storage . L processing - comparison >
Processing result module101 Relative priority+resul module102 Absolute priority+result module103
)
Processing result Relative priority+resul Absolute priority+result
) ) )
Fig. 9
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Moving direction Destination
Result storage Storage address oving d ectio es 0
. . determination — address
module determination unit . . .
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1025 1024
/ /

First processing

unit Moving unit
Priority processing module
Fig. 10
102
s
1025
s
First processing
unit
1 1021 1022 1023
Result storage Storage address | | Moving direction | | Dzzzl:sgson
module determination unit determination unit L .
determination unit

1025 1024
ya ya

First processing
unit

Moving unit

Priority processing module

Fig. 11
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