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DESCRIPTION
INFORMATION PROCESSING DEVICE AND INFORMATION PROCESSING

METHOD

TECHNICAL FIELD
(0001}

The present disclosure relates te information
processing devices and information processing methods,
and more particularly, to an information processing
device ané an information processing method that are
suitable in a case where an application program is

executed in conjunction with reproduction of content such

as a television program.

BACKGROUND ART
[00cz]

Information (about the cast, the outline, the
trailer, or the like) related to a TV (television)
program being aired, and information {(such as news,
weather forecasts, or traffic information) that is not
related directly to the TV program {(hereinafter referred
£to as the television program) but is useful for viewers
can be displayed on the screens for the benefit of the
viewers of the television program, for example.

[G003]

S0 as to realize this, a command for acquiring and
executing a special-purpose applicaticon program
{hereinafter referred to simply as the application) is
transmitted to a TV receliver c¢r the like in conjunction
with progress of the television program. In regions such

as Japan and Furope, this has already been realized by
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transmitting the command and the application using the
band for data broadcasting with TV broadcast signals (see
Patent Document 1, for example).

(06047

In the United States, on the other hand, any data
broadcast band has not been set for TV broadcast signals,
and any substitute method has not been established.
Therefore, an application cannocot be executed in
conjunction with preogress of a television program.

[0005]

In the United States, the number of households
viewing television programs via CATV or IPTV or the like
igs larger than the number of households viewing
television programs by directly receiving TV broadcast
waves with a TV receiver. With CATV or IPTV, there are
cases where only the signals of Ilmages and sound of a
television program are extracted from TV broadcast
signals and are distributed. Therefore, even 1f a data
broadcast band is set for TV broadcast signals in the
United States, there is no guarantee that data broadcast
signals including the data of applications will be
transmitted to receiving devices.

[0006]

Furthermore, there i1s a demand these days for
execution of an application in conjunction with desired
content that is not necessarily a television program
being aired in a case where content such as a recocorded
television program, a video reproduced from a packaged
medium such as a DVD or a BD, or a moving image
downloaded from the Internet 1ls being viewed.

0007
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To satisfy this demand, the content being viewed
needs to be identified. As a method for realizing this,
there are the ACR (Automatic Content Recognition)
technology and ACR services using the ACR technology (see
Patent Document 2, for example).

[0008]

An ACR service 1s realized by an ACR client and an
ACR server. The ACR client mounted on a TV receiver or
the like extracts signature data (such as a watermark or
a fingerprint} from the currently-viewed content,
notifies the ACR server of the signature data, and
requests identification of the ceontent. The ACR server
compares the received signature data with the signature
data of content registered beforehand in a database, and
identifies the content being viewed with a TV receiver or
the like. Further, the metadata related to the
identified content and the application (hereinafter
referred to simply as the linked application) to be
executed in conjunction with the content is returned as
an ACR response to the ACR client.

{0009]

The ACR client that has received the response

acguires the linked application from a predetermined

server, and executes the linked application.

CITATION LIST
PATENT DOCUMENT
[0010]
Patent Document 1: Japanese Patent Application
Laid-Open No. 2006-50237

Patent Document 2: Japanese Patent Application
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Laid-Open No. 2012-168801

SUMMARY CF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION
[0011]

In a case where the above described ACR service is
realized, the ACR service needs Lo be managed while the
rights of the respective holders of copyrights to the
content and the linked application are respected. A
method of protecting copyrights has been set for
television broadcast programs and content of packaged
media or ths like.

(00127

However, any method has not been established to
protect copyrights to content related to ACR services and
the corresponding linked applications in & forceful
manner. Also, there are cases where the holders of
copyrights to content and the corresponding linked
application are different, and an ACR service that starts
the linked application in a manner unintended by the
holder of the copyright to the content might be performed.
In view of this, there is an urgent nesd to establish a
method of protecting copyrights to content and the
corresponding linked applications in a forceful manner
and rules for managing the linked applications in the
markeat.

{0013]

Some content copyright holders have started
insisting copyrights not only to content but also to the
signature data extracted from the content. In an ACR

service in this case, the signature data extracted from
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content is used without permission from the hoider of the
copyright to the content, and the preoblem of infringement
of the right of the content’s copyright holder might be
caused.

[ool4]

The present disclosure is made in view of those

circumstances, and aims to realize ACR services without
any infringement of the rights of the respective holders

of copyrights to content and linked applications.

SOLUTIONS TO PROBLEMS
[0015]

An information processing device as a first aspect
of the present disclosure incliudes: a content managing
unit that manages first content viewable on the side of a
content reproducticon device that reproduces content; a
database unit that generates reference data and turns the
generated reference data into a database, the reference
data being generated by associating first signature data
extracted from the first content with right manaéement
infermation about the first signature data and the
content identifier representing the first content from
which the first signature data is extracted, the first
signature data indicating the features of the first
content; and an identifying unit that identifies the
content and returns a response indicating an
identification result by referring to the reference data
of the database unit in reply to a guery including second
signature data extracted from second content being viewed
by the user of the content reproduction device, the guery

being transmitted from the side of the content
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reproduction device, the second signature data indicating
the features of the second content.
[0016]

The first signature data of the reference data may
be encrypted, and the database unit may decrypt the
encrypted first signature data through an authentication
process with the content managing unit.

[0017]

The right management information about the first
signature data may include an item for selecting an
existing right management method for the first signature
data.

[0018]

The right management information about the first
signature data may further include an item for
arbitrarily setting a right management method for the
first signature data.

[0019]

An information processing method as the first
aspect of the present disclosure is an information
processing method implemented in an information
processing device, and includes: a database forming step
of generating reference data and turning the generated
reference data into a database, the reference data keing
generated by associating first signature data extracted
from first content with right management information
apout the first signature data and the content identifier
representing the first content from which the first
signature data is extracted, the first content being
viewable on the side of a content reproduction device

that reproduces content, the first signature data
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indicating the features of the first content; and an
identifying step of identifving the content and returning
a response indicating an identification result by
referring to the reference data of the database in reply
to a query including second signature data extracted from
second content being viewed by the user of the content
reproduction device, the query .being transmitted from the
side of the content reproduction device, the second
signature data indicating the features of the second
content,

the database forming step and the identifying step
being carried cut by the information processing device.
[0020]

In the first aspect of the present disclosure, the
reference data 1s generated by asscciating the first
signature data extracted from the first content with the
right management information about the first signature
data and the content identifier representing the first
content from which the first signature data is extracted,
and the generated reference data is turned into a
database. The first content is viewable on the side of
The content reproduction device that reproduces content,
and the first signature data indicates the features of
the first content. Alsc, in reply to the query including
the second signature data extracted from the second
content being viewed by the user ¢f the content
reproduction device, the content 1s identified by
referring to the reference data of the database, and a
responsge indicating an identification result 1s returned.
The guery 1is transmitted from the side c¢f the content

reproduction device, and the second signature data
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indicates the features of the second content.
[0021]

A first information processing device in a second
aspect of the present disclosure includes: a content
managing unit that manages first content viewable on the
side of a content repreoducticn device that reproduces
content; a database unit that generates reference data
and turns the generated reference data into a database,
the reference data being generated by asscciating first
signature data extracted from the first content with a
content identifier, an application identifier, and
rendering control information, the content identifier
representing the first content from which the first
signature data is extracted, the application identifier
representing the applicaticn to be executed on the side
of the content reproduction device in conjunction with
progress of the first content when the first content is
being viewed on the side of the content reproduction
device, the rendering control informatiocon being for
controlling rendering c¢f the application, the first
signature data indicating the features of the first
content; and an ldentifying unit that identifies the
content and returns a response indicating an
identification result by referring to the reference data
of the databkase unit in reply to a query including second
signature data extracted from second content being viewed
by the user of the content reprcduction device, the query
being transmitted from the side of the content
reproduction device, the second signature date indicating
the features of the seccend content.

[0022]
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The rendering control information may include at
least one of an item for limiting the device serving as
the destination of output c¢f an image from the
application, and/cr an item for restricting
superimposition of an image from the application and an
image of the content.

[0C231

A first information processing method in the second
aspect of the present disclosure is an information
processing method implemented in an information
processing device, and includes: a database forming step
of generating reference data and turning the generated
reference data into a database, the reference data being
generated by asscciating first signature data extracted
frem first content with a content identifier, an
applicaticn identifiler, and rendering ceontrel information,
the content identifier representing the first content
from which the first signature data is extracted, the
application identifier representing the application te be
executed on the side of a content reproduction device in
cenjunction with progress of the first content when the
first content is being viewed on the side of the content
reproduction device, the rendering control information
being for controlling rendering of the application, lthe
first content being viewable on the side of the content
reproduction device that reproduces content, the first
signature data Iindicating the features of the first
content; and an identifying step of identifving the
content and returning a response indicating an
identification result by referring to the reference data

of the database in reply to a query including second
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signature data extracted from second content being viewed
by the user cof the content reproduction device, the guery
being transmitted from the side of the content
reproduction device, the second signature data indicating
a feature of the second content,

the database forming step and the identifying step
being carried ocut by the information processing device.
[0024]

A second information processing device in the
second aspect of the present disclosure includes: a guery
generating unit that extracts signature data from the
content being reproduced, generates a query including the
signature data, transmits the query to an identification
server, and receives a response returned from the
identification server in reply to the query, the
signature data indicating the features of the content;
and an application executing unit that acguires and
executes an application based on the application
identifier included in the received responss, and
controls rendering of the application based on rendering
control information about the applicaticon, the
application being designated to be executed in
conjunction with progress of the content being reproduced,
the rendering control information being included in the
response. |
i0025]

RBased on the rendering control information, the
applicaticon exacuting unit may perform at least one of a
process for limiting the device serving as the
destinaticon of ocutput of an image from the application,

and/or a process for restricting superimposition of an
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image from the application and an image cof the content.
[0026]

A second information processing method in the
second aspect of the present disclosure is an information
processing method implemented in an information
processing device, and includes: a transmitting step of
extracting signature data from the content being
reproduced, generating a guery including the signature
data, and transmitting the gquery to an identification
server, the signature data indicating the features of the
content; a recelving step of receiving a response
returned from the identification server in reply to the
query; and a controlling step of acguiring and executing
an application pased on the application identifier
included in the received response, and controlling
rendering of the application based on rendering control
information about the application, the applicaticn being
designated tc be executed in conjunction with progress of
the content belng reproduced, the rendering control
information being included in the response,

the transmitting step, the receiving step, and the
controlling step being carried cut by the information
processing device.

[06027]

In the second aspect of the present disclosure, the
first information processing device generates reference
data and turns the generated reference data intoc a
datakase by associating the first signature data
extracted from the first content with a content
identifier, an application identifier, and rendering

control information, the content identifier representing
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the first content from which the first signature data is
extracted, the application identifier representing the
application to be executed on the side of the second
information processing device in conjunction with
progress of the first content when the first content is
being viewed on the side of the second information
processing device, the rendering control information
being for controlling rendering of the application, the
first content being viewable on the side of the second
information processing device that reproduces content,
the first signature data indicating the features of the
first content. The first information processing device
identifies the content and returns a response indicating
an identification result by referring tc the reference
data of the database unit in reply to a guery including
the second signature data extracted from the second
content being viewed by the user of the second
information processing device, the query being
transmitted from the side of the second information
processing device, the second signature data indicating
the features of the second content. Meanwhile, the
second information processing device generates the guery,
transmits the gquery to the first information processing
device, receives the response returned from the first
information processing device in reply tc the gquery,
acquires and executes the application based on the
application identifier included in the received response,
and controls rendering of the application based on the
rendering contrcl information about the application, the
application being designated to be executed in

conjunction with progress of the content being reproduced,
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the rendering control information being included in the
rasponse.
[0028]

A first information processing device in a third
aspect of the present disclosure includes: a content
managing unit that manages first content viewable on the
side of a content reproducticn device that reproduces
content; a database unit that generates reference data
and turns the generated reference data into a database,
the reference data being generated by associating first
signature data extracted from the first content with a
content ldentifier, an application identifier, and right
management information about an application, the content
identifier representing the first content from which the
first signature data 1s extracted, the application
identifier representing the application to be executed on
the side of the content reprcduction device in
conjunciion with progress of the first content when the
first content is being viewed on the side of Lhe content
reproduction device, the first signature data indicating
the features of the first content; and an identifying
unit that identifies the content and returns a response
indicating an identification result by referring to the
reference data of the database unit in reply to a query
including second signature data extracted from second
content being viewed by the user of the content
reproduction device, the guery being transmitted from the
side of the content reproduction device, the second
signature data indicating the features of the second
content.

(0029
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The right management information about the
application may include an item for selecting an existing
right management method for the application and content
cited by the application.

[0030]

The right management information about the
application may further include an item for arbitrarily
setting a right management method for the application and
the content cited by the application.

(00311

A first information processing method in the third
aspect of the present disclcosure is an information
processing method implemented in an information
processing device, and includes: a database forming step
of generating reference data and turning the generated
reference data intc a database, the reference data beling
generated by associlating first signature data extracted
from first content with a content identifier, an
application identifier, and right management information
about an application, the content identiflier representing
the first content from which the first signature data is
extracted, the application identifier representing the
application to be executed cn the side of a content
reproducticn device in conjunction with progress of the
first content when the first content is belng viewed on
the side of the content reproduction device, the first
content being viewable on the side of the content
reproduction device that reproduces content, the first
signature data indicating the features of the first
content; and an ildentifying step of identifying the

content and returning a response indicating an
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ldentification result by referring to the reference data
of the database unit in reply to a query including second
signature data extracted from second content being viewed
by the user of the content reproduction device, the guery
being transmitted from the side of the content
reproduction device, the second signature data indicating
the features of the second content,

the database forming step and the identifying step
being carried out by the information processing device.
[0032]

A second information processing device in the third
aspect of the present disclosure includes: a query
generating unit that extracts signature data from the
content being reproduced, generates a query including the
signature data, transmits the query to an ldentification
server, and recelves a response returned from the
identificaticn server in reply to the gquery, the
signature data indicating the features of the content;
and an application executing unit that acguires and
executes an application based on the application
identifier included in the received response, and manages
the application and the content cited by the application
based on right management information about the
application, the applicaticn being designated to be
executed in conjunction with progress of the content
being reproduced, the right management information being
included in the respornse.

{00331

The application executing unit may decrypt the

application based on the right management information,

the applicaticon being encrypted.
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[0034]

The application executing unit may manage copying
of the application and the cited content based cn the
right management information.

[0035]

A second information processing method in the third
aspect of the present disclosure is an information
processing method implemented in an information
processing device, and includes: a transmitting step of
extracting signature data from the content keing
reproduced, generating a guery including the signature
data, and transmitting the query to an identification
server, the signature data indicating the features of the
content; a receiving step of receiving a response
returned from the identification server in reply to the
guery; and a managing step of acquiring and executing an
application based on the application identifier included
in the received response, and managing the application
and the content cited by the application based on right
management information about the application, the
applicaticn keing designated to be executed in
conjunction with progress cof the content being reproduced,
the right management informaticon being included in the
response,

the transmitting step, the receiving step, and the
managing step being carried out by the information
processing device.

[0G38]

In the third aspect of the present disclosure, the

first information processing device generates reference

data and turns the generated reference data into a
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database by associating the first signature data
extracted from the first content with a content
identifier, an application identiflier, and the right
management information abcut the application, the content
identifier representing the first content from which the
first signature data is extracted, the application
identifier representing the application to be executed on
the side of the second information processing device in
conjunction with progress of the first content when the
first content is being viewed on the side of the second
information processing device, the first content being
viewable on the side of the second information processing
device that reproduces content, the first signature data
indicating the featurss of the first content. The first
information processing device ldentifies the content and
returns a response indicating an identification result by
referring to the reference data of the database unit in
reply to a guery including the second signature data
extracted from the second content being viewed by the
user of the second information processing device, the
query being transmitted from the side of the second
information processing device, the second signature data
indicating the features of the second content. Meanwhile,
the second information processing device generates the
query, transmits the guery to the first information
processing device, recelves the response returned from
the first informaticn processing device in reply to the
query, acquires and executes the application based on the
application identifier included in the received response,
and manages the application and the content cited by the

application based on the right management information
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about the application, the application being designated
to be executed in conjunction with progress of the
content being reproduced, the right management

information being included in the response.

EFFECTS OF THE INVENTION
(00371

According to the first aspect of the present
disclcesure, ACR services using unauthorized signature
data can be prevented.
[0038]

According to the second aspect of the present

disclosure, rendering of the application to be executed

in conjunction with progress of content can be restricted.

[0032]

According to the third aspect of the present
disclcesure, infringement of the right to the application
tLo be executed in conjunction with progress of content

and the right to the cited content can be prevented.

BRIEF DESCRIPTION OF DRAWINGS
[6040]

Fig. 1 is a block diagram showing an example
configuration of an application linkage system as an
embodiment of the present disclosure.

Fig. 2 is a block diagram showing an example
structure of the ACR server.

Fig. 3 is a block diagram showing an example
structure of the ACR client.

Fig. 4 is a diagram showing the data structure of

ACR reference data.
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Fig. 5 is a diagram showing the data structure
signature data copy control information (SCM).

Fig. 6 is a diagram showing the data structure
linked application rendering information (ARM).

Fig. 7 is a diagram showing the data structure
linked application copy control information (ACM).

Fig. & is a diagram showing the data structure
an ACR guery.

¥ig. 9 is a diagram showing the data structure

an ACR response.

of

of

of

of

of

Fig. 10 is a flowchart for explaining operation of

the application linkage system.

Fig. 11 is a flowchart for explaining operation of

the application linkage system.
Fig. 12 is a block diagram showing an example

structure of a computer.

MODES FOR CARRYING OUT THE INVENTION
[C041]

The following is a detailed descripticn of best

modes for carrying out the present disclosure

(hereinafter referred to as embodiments), with reference

to the drawings.

[0042]

[Example Configuration of an Application Linkage

System]

Fig. 1 shows an example configuration of an
application linkage system as an embodiment of the
present disclosure.

{00437

This application linkage system 10 identifies the
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content a user is wviewlng on the screen of a TV receiver
or the like, and executes an application {(hereinafter
referred to as the linked application) in conjunction
with progress of the content.

[0044]

Here, the content is not limited to a television
program being ailred and received by a TV receiver or the
like. Examples cf the content include various kinds of
audio/visual content such as a television program
recorded by a video recorder or the like, a video such as
a movlie reproduced from a packaged medium, and a moving
image downlocaded via the Internet. The content may also
include commercial messages (hereinafter referred to as
CMs) inserted between television programs or into a
television program.

[0045]

The linked application can display the information
related t¢ the content being viewed, such as the summary
of the content and the metadata of the cast, or introduce
a shopping site where the products shown in the images of
the content {the clothes the cast members are wearing, or
the items besing used by the cast members) can be
purchased. The linked application can alsc guide the
user To deownloading and viewing other content related to
the current content. The other content to which the user
is guided by the linked application in this case is
referred to as the cited content.

[0046]

In identifvying content, the ACR technology is used.

By the ACR technoloegy, the content being viewed 1is

identified through a comparison between the signature
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data (feature amcunt) periodically extracted from the
content being viewed and the signature data of the
content registered beforehand in a database.

[0047]

The applicaticn linkage system 10 is formed with a
provider system 20 located on a side that supplies
content and linked applications, and a home network
system 30 located in the user’s home or the like. The
provider system 20 and the home network system 30 are
connected to each other via a broadcast network 11 and a
bidirectional communication network 12.

[oo48]

The broadcast network 11 may be a TV broadcast
network, a CATV network, an IPTV network, or the like.
The pidirectional communication network 12 indicates an
TP communication network that is typically the Internet.
10049}

The home network system 30 is formed by connecting
a primary screen device 30A and a second screen device
30B with a wireless LAN, for example. The primary screen
device 30AR is formed with a TV receiver or the like
having a broadcast reception tuner function. The second
screen device 30B is formed with a portable terminal
device not having a broadcast reception tuner function,
such as a portable telephone device, a smartphone, a
tablet computer, or a slate PC. A portable terminal
device having a broadcast reception tuner function may be
used as the second screen device 30B.

[0050]
[Description of the Previder System 20]

The provider system 20 is formed with a content
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server 21, an application server 22, and an ACR server 23.
FOG51}

The content server 21 broadcasts content such as
television programs and CMs via the broadcast network 11.
The content server 21 also supplies the broadcast content
and the metadata corresponding to the broadcast content,
to the ACR server 23.

[0Co2]

The metadata includes the signature data of the
content, signature data copy control information that is
the copyright information about the signature data, the
identifier of the corresponding linked application,
linked application rendering information for restricting
the rendering destinations of the linked application,
linked application copy control information that is the
cepyright information about the linked application, and
the like.

[0053]

Hereinafter, the signature data copy control
information will be referred to simply as the SCM
{Zignature data Copy Management) information. The linked
application rendering information will be referred to
simply as the ARM (linked Application Rendering
Management) infermation. The linked application copy
control informaticn will be referred to simply as the ACM
{linked Application Copy Management) information.

[0054]

In response to a request from the side of the home
network system 30, the application server 22 supplies a
linked application and the data to be used by the linked

application via the bidirectional communication network
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12. Here, the linked application and the data to be used
by the linked application may be encrypted by the DRM
(Digital Rights Management) technology.

[0055]

The ACR server 23 holds a database that is prepared
beforehand and contains ACR reference data that
assoclates the signature data extracted at predetermined
sampling intervals from various kinds of content to be
viewed on the side of the home network system 30, with
content identifiers, application identifiers, signature
data copy control information, linked application
rendering information, linked application copy control
information, and the like.

[0056]

Based on the database of the ACR reference data,
the ACR server 23 generates and returns an ACR response
in reply tc an ACR gquery transmitted from an ACR client
32 on the side of the home network system 30.

[G057]

The content server 21, the appiication server 22,
and the ACR server 23 constituting the provider system 20
may be placed at one locaticn, or may be dispersed at
different locations. The content server 21, the
application server 22, and the ACR server 23 may be
combined as appropriate. Furthermore, there may be more
than one content server 21, more than one application
server 22, and more than one ACR server Z3.

[0058]
{Description of the Home Network System 30]
The primary screen device 30A cof the home network

system 30 incliudes a content renderer 31, the ACR client
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32, and an application manager 33. The second screen
device 30B includes the same components as above.
[6059]

The content renderer 31 acguires and divides all
the content to be displayed on the display of a TV
receiver or the like serving as the primary screen device
30A, and supplies the content to the ACR client 32. That
is, the content renderer 31 acquires and divides not only
the content broadcast from the content server 21 but also
the content that is input via various input terminals
{such as HDMI (registered trademark) terminals) of a TV
receiver or the like, and supplies the content to the ACR
client 32.

[0060]

The ACR client 32 extrachts signature data
indicating the features of content at predetermined
sampling intervals from the content that is input from
the content renderer 31. Here, the signature data
extraction method is the same as the extraction methaod
{described later) used by the ACR server 23 of the
provider system 20.

[0061]

The ACR client 32 also generaies an ACR query
including the extracted signature data, and transmits the
ACR query to the ACR server 23 of the provider system 20
via the bidirectional communication network 12. The ACR
client 32 also receives and holds an ACR response
returned from the ACR servey Z3 in reply to the
transmitted ACR guery. The ACR client 32 further
analyzes the held ACR response, transfers the linked

applicatlion rendering information and the linked
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application copy control information corresponding o the
content being viewed to the application manager 33, and
causes the application manager 33 to execute the linked
applicaticn in conjunction with the progress of the
content.

[0062]

Based on related metadata, the linked application
copy control information, the linked application
rendering information, and the like supplied from the ACR
client 32, the application manager 33 acguires the linked
application corresponding to the content being viewed
from the application server 22 via the bidirecticnal
communication network 12, and executes the linked
application.

(00631

In accordance with the linked application rendering
information, the application manager 33 can set not only
the primary screen device 30A but also the second screen
device 30B (as will be described later in detail) as the
rendering destination of the linked application {or the
destination of image display by the linked application}.
[0064]

[Specific Example Structure of the ACR Server 23]

Fig. 2 shows a specific example structure of the

ACR server 23 included in the provider system 20.

[0065]

The ACR server 23 1s formed with a content
acquiring unit 41, a reference signature extracting unit
42, an ACR database unit 43, an ACR responss generating
unit 44, a signature DRM snorypting unit 45, and a

signature DRM decrypting unit 46.
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[Clso]

The ccntent acguiring unit 41 acquires, from the
content server 21, content to be broadcast by the content
server 21 via the broadcast network 11 and the metadata
{including related metadata, SCM information, ARM
information, ACM information, and the like) corresponding
o the content, and supplies the acguired content to the
reference signature extracting unit 42. The content
acquiring unit 41 also acqguires, from outside, variocus
kinds of content to be viewed on the side of the home
network system 30 and the metadata corresponding to the
content, and supplies the content and the metadata to the
reference signature extracting unit 42.

[0G67]

Using a predetermined extraction method, the
reference signature extracting unit 42 extracts the
signature data indicating the features of the content at
predetermined sampling intervals from the content
supplied from the content acguiring unit 41, and outputs
the signature data to the ACR database unit 43. The
reference signature extracting unit 42 also causes the
signature DRM encrypting unit 45 to encrypt the extracted
signature data through a predetermined DRM encryption
process based con the 3CM information included in the
metadata corresponding to the input content. However,
there are cases where the encryption 1s not performed
depending on the contents of the SCM information.

[0068]

The signature data extraction method used at the

reference signature extracting unit 42 may be an existing

method. For example, the watermark embedded beforehand
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in the content may be extracted and set as the signature
date, or a fingerprint may be calculated and set as the
signature data.

[0069]

Where a fingerprint is used as the signature data,
identical signature data can be obtained before and after
conversion of the resolution, the aspect ratic, the bit
rate, the encoding format, or the like of the content.
Accordingly, the identification accuracy in a case where
content identification is performed based on the
signature data can be increased.

[0070]

In a case where there is more than one ACR server
23, the same signature data extraction method is not
necessarily used at the reference signature extracting
units 42, and a different extraction method may be
employed for each ACR server 2Z3.

[G071]

The ACR database unit 43 generates and stores ACR
reference data that associates the respective pieces of
signature data that has been extracted by the reference
signature extracting unit 42 and been DRM-encrypted as
necessary, with the content identifiers representing the
content from which the signature data has been extracted.
With this, the signature data that has been extracted
from the content and been DRM-encrypted is turned into a
database.

(00723

In a case where more than one ACR server 23 exists,

and a different signature data extraction method is

employed at the reference signature extracting unit 42 of



10

15

20

Z5

30

28

each ACR server 23, the ACR reference data having the
signature data associated with the 8CM information, the
ARM information, and the ACM information integrated for
each piece of content is turned into a database in each
corresponding ACR database unit 43. The data structure
of the ACR reference data will be described later with
reference to Fig. 4.

[0073]

By referring to the ACR database unit 43, the ACR
response generating unit 44 identifies the content from
which the signature data included in the ACR query
transnmitted from the ACR client 32 has been extracted.

In this identification, if the signature data is DRM-
encrypted, the ACR database unit 43 causes the signature
DEM decrypting unit 46 to decrypt the signature data
based on the SCM information included in the ACR
reference data, and then compares the decrypted signature
data with the signature data included in the ACR query.
[0074]

The ACR respcnse generating unit 44 further
generates an ACR response as an identification result
including the content identifier, the related metadats,
the ARM information, the ACM information, and the like.
Under the contrel of a profile matching server 24, the
ACR response generating unit 44 further performs matching
and filtering on the related metadata stored in the ACR
response, and transmits the ACR response to the reception
apparatus 30. The data structure of the ACR response
will be described later with reference to Fig. 9.

[0075)]

In accordance with a reguest from the reference
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signature extracting unit 42, the signature DRM
encrypting unit 45 encrypts signature data extracted by
the reference signature extracting unit 4Z thrcugh a
predetermined DRM encryption process. In doing so, the
signature DRM encrypting unit 45 performs an
avthentication process with the content server 21, and
then performs a necessary key exchange with the content
server Z1. Accordingly, the copyrights to koth the
content and the signature data therecf can be protected
for the holder of the copyright to the content, and
unauthcrized use of the signature not involving the
content server 21 can be prevented when an ACR service 1is
performed.

[0076]

In accordance with a request from the ACR database
unit 43, the signature DRM decrypting unit 46 decrypts
the DRM-encrypied signature data included in the ACR
reference data. In doing sco, the signature DRM
decrypting unlit 46 performs an authentication process
with the content server 21 based on the SCM information
included in the ACR reference data, and then performs the
key exchange necessary for the DRM decryption process
with the content server 21. Accordingly, the copyrights
to both the content and the signature data thereof can be
protected for the holder of the copyright to the content,
and unauthcrized use of the signature not invelving the
content server 21 can be prevented when an ACR service is
performed.

[0077]
Specifically, the signature data is extracted from

broadcast content {a television program), for example,
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without permission from the broadcast station holding the
copyright to the content. ACR reference data is then
generated, an unauthorized ACR server 23 is activated,
and an ACR service is performed. In this case, the
unauthorized ACR server 23 performs an authentication
process with the content server 21, but is nct
authenticated as an authorized ACR server 23 by the
content server 21. Accordingly, by analyzing the log of
the content server 21, the holder of the copyright to the
content can detect the existence of the ACR server 23
performing the unauthorized ACR service, and eliminate
the ACR server 23.

(00781

[Specific Example Structure of the ACR Client 32]

Fig. 3 shows a specific example structure of the
ACR client 32 in the primary screen device 30A.

[0079]

The ACR client 32 is formed with a signature
extracting unit 51, an ACR guery generating unit 52, a
communication unit 53, and an ACR response analyzing unit
54,

[0080]

e

The signature extracting unit 51 extracts the
signature data indicating the features of content at
predetermined sampling intervals from the content that
branches off and is supplied from the content renderer 31,
and outputs the signature data to the ACR query
generating unit 5Z. The signature data extraction method
employed at the signature extracting unit 51 is the same

as that employed at the reference signature extracting

unit 42 of the ACR server 23 being used.
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The ACR query generating unit 52 generates an ACR
query that includes the signature data extracted by the
signature extracting unit 51, and is to be used for
requesting the ACR server 23 to identify the content.
The data structure of the ACR query will be described
later with reference to Fig. 8.

[0082]

The communication unit 53 transmits the ACR guery
generated by the ACR query generating unit 52 to the ACR
server 23, recelves an ACR response returned from the ACR
server 23, and outputs the ACR response to the ACR
response analyzing unit 54. The ACR response analyzing
unit 54 analyzes the ACR response, and notifies the
application manager 33 of the related metadata, the
linked application copy control information, the linked
application rendering informaticn, and the like, which
are included in the ACR response. The application
manager 33 acgquires and executes the linked application
based con this notification.

(00831

[Data Structure of the ACR Reference Data]

Fig. 4 shows the data structure of the ACR
reference data turned intoc a database in the ACR database
unit 43 of the ACR server 23.

(00843

In the ACR reference data 60, each piece of
signature data 61 periodically extracted from content is
assocliated with a content identifier &2, a reproduction
Time 63, related metadata 64, SCM information 65, ARM

information 66, and ACM information.
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[0085]

The signature data 61 1s extracted from content by
the reference signature extracting unit 42, and is DRM-
encrypted by the signature DRM encrypting unit 45 as
necessary. The ccontent identifier 62 is the information
tor identifying the content from which the signature data
61 has been extracted. The reproduction time 63
indicates the progress of the content at the time when
the signature data 61 is extracted from the content
represented by the content identifier 62, and is
reprasented by the tTime that has elapsed from the top of
the content.

[0086]

The related metadata 64 includes the metadata of
the content represented by the content identifier 62, the
application identifier representing the linked
application to be executed in conjunction with the
progress of the content indicated by the reproductiocon
time 63 and the supplier (the application server 22 in
this case) of the linked application, variocus kinds of
data tc be used by the linked application tc be executed,
and the like.

[0087]

The related metadata %4 may vary with the progress
of the content indicated by the reproduction time 63.
[0088]

The 3CM information 65 indicates whether the
signature data 61 needs tc be protected by copyright like
the content. If the signature data 61 needs to he
protected by copyright, the 3CM information 65 is the

information for defining the contents of an appropriate
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copyright protection process. With the SCM information
65, copyright protection for each piece of the
periodically-extracted signature data €1 can be realized.
(00891

Fig. 5 shows an example data structure in a case
where the SCM information 65 is defined in 16 bits.
[COS0]

The 16-kit SCM information 65 includes, from the
MSB side, a flag (Bit 15} indicating whether DRM control
is to be performed, and flags (Bits 14 through 11) for
selecting a DRM method from among three standardized
methods and one unstandardized local method if DRM
control is to be performed. The 16-bit SCM information
65 further includes flags (Bits 7 through 1) for defining
specific details (such as copy protection or copy
permission only for one generation} of the DRM control
for the signature data 61 in a case where the
unstandardized local method is selected, and reserve
flags (Bits 10 through 8, and Bit 0} reserved for future
expansion.
(0917

For example, 1in a case where the signature data ¢l
is extracted from content with DRM information indicating
copy protection, and the hclder of the copyright to the
content requests the same copyright management for the
signature data 61 as the copyright management for the
content while requesting management of the signature data
61 by DTCP/IP, which is a standardized DRM control methed,
the SCM information €5 is 1100 0000 1000 00C0'bL.
[0092]

Referring back to Fig. 4, the ARM information 66 1is
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destination of image display (the rendering destination)
of the linked application determined to be executed in
conijunction with the progress of the content from which
the signature data &1 has been extracted.

[0093]

Fig. 6 shows an example data structure in a case
where the ARM 66 is defined in 8 bits.
[00584]

The 8-bit ARM information 6¢ includes, from the MS3B
side, a flag (Bit 7)) for allowing display anywhere on the
primary screen device 30A, a flag (Bit ©) for allowing
display on the primary screen device 30A but not allowing
display superimposition on content, a flag (Bit 5} for
allowing display anywhere on the second screen device 30B,

and a flag (Bit 4) for allowling display on the second

screen device 30B but not allowing display

superimpesition on content. The 8-bit ARM information 66
alsco includes a flag {Bit 3) for allowing display
anywhere on the primary screen device 30A and second
screen device 30B, a flag (Bit 2) for allowing display
anywhere on the primary screen device 302 and the second
screen device 30B but not allowing display
superimpesition on content, and a flag (Bit 1) for
prohibiting display on any device. The 8-bit ARM
information 66 further includes a reserve flag (Bit 0)
reserved for future expansion.
[0085]

For example, in & case where the display
relationship ketween content and the application 1is

adjusted by the respective copyright holders, and as a



10

15

20

30

35

result, rendering of the linked application on the
primary screen device 30A is allowed but display of the
linked application on the content is prohibited, the ARM
information &6 is 0100 €000'b.

100561

Referring back to Fig. 4, the ACM information &7 is
for displaying copyright information about the linked
application determined to be executed in conjunction with
progress of the content from which the signature data 61
has been extracted, cited content, and the like. The
copyright information is defined by the holder of the
copyright to the linked application.

[0097]

Fig. 7 shows an example data structure in a case
where the ACM information 67 is defined in 16 bits.
[GOS8]

The 1o-bit ACM information 67 includes, from the
MSB side, a fiag {Bit 15} indicating whether DRM control
is to be performed, and flags {Bits 14 through 1l1l) for
selecting a DRM method from among three standardized
methods and one unstandardized local method 1f DRM
contrel is to be performed. The 16-bit ACM information
67 further includes flags (Bits 7 through 1) for defining
specific details {such as copy protection or copy
permission only for one generation) of the linked
application DRM control in a case where the
unstandardized local method is selected, and reserve
flags (Bits 10 through 8, and Bit 0) reserved for future
exXpansion.

[0099]

Por example, in a casze where the holder of the
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copyright te the linked application determines to manage
the liked applicaticn and cited content by PlayReady (a

trade name), which 1s a standardized DRM control method,
and allows unlimited copying, the ACM information 67 is

1010 0000 GCOC 0100'h.

{03100]

[Data Structure of an ACR Query]

Fig. 8 shows the data structure of an ACR query
generated by the ACR gquery generating unit 52 of the ACR
client 32.

[0101]

The ACR query 70 includes an ACR guery identifier
71, an extraction method identifier 72, a service
identifier 73, signature data 74, a local time stamp 75,
a sender address 76, and a signature 77.

[¢102]

The ACR query identifier 71 is the information for
uniquely identifying the ACR query 70. The extraction
method identifier 72 is the Iinformation for identifying
the extraction method used in extracting the signature
data 74. The service identifier 73 is the information
for selecting the ACR server 23 to obtain an ACR response
in reply to transmission of the ACR query 70 in a case
where more Than one ACR searver 23 exists.

[0103]

The signature data 74 is extracted from the content
at the ACR client 32. The local time stamp 75 indicates
the time at which the signature data 74 is extracted from
the content, and is represented by the time indicated by
the local system clock of the primary screen device 3047,

[01C4]
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The sender address 76 1s the address of the ACR
client 32 transmitting the ACR query 70 in the
bidirecticnal communication network 12, and is to be used
as the information indicating the address to which the
ACR response generated at the ACR server 23 in reply to
the ACR guery 70 is to be returned. The signature 77 is
for preventing falsification of the ACR guery 70. The
entire ACR guery 70 may be encrypted and transmitted
independently of the copyright to the content.

[G105]

[Data Structure of an ACR Response]

Fig. 9 shows the data structure of an ACR response
generated by the ACR response generating unit 44 of the
ACR server Z3.

[0106]

The ACR response 80 has the data structure shown in
A or B in the drawing. & in the drawing shows the data
structure of the ACR response 80 in a case where the
content from which the signature data 74 included in the
ACR gquery 70 has been extracted is identified, or where
the content being wviewed with the primary screen device
30A is identified. B in the drawing shows the data
structure of the ACR response 80 in a case where the
content cannot be identified.

[01G7]

The ACR response 80 in a case where the content
being viewed with the primary screen device 30A can be
identified (A in the drawing} includes an ACR guery
identifier 81, an extraction method identifier 82, a
service identifier 83, a content identifier §4, ACM

information 8%, ARM informaticon 86, a reproduction time
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87, a local time stamp 88, related metadata 82, a sender
address 90, and a signature 91.
101068]

Meanwhile, the ACR response 80 in a case where the
content being viewed with the primary screen device 30A
cannot be identified (B in the drawing) includes an ACR
gquery identifier 81, a service identifier 83, a sender
address 90, a signature %1, and a falled identification
flag 92.

[0109]

The ACR guery ldentifier 81, the extraction method
identifier 82, the service identifier 83, and the local
time stamp 88 are for identifving the ACR query 70
reguesting a return of the ACR response 80, and are
written by citing the ACR guery identifier 71, the
extraction method identifier 72, the service identifierxr
73, and the logal time stamp 75 of the ACR quexy 70.
(011¢)

The content identifier 84, the ACM information 85,
the ARM information 86, the reproduction time 87, and the
related metadata 89 are for indicating a result of
content identification, and are written by citing the
content identifier 62, the ARM information 66, the ACM
information €7, the reproduction time 63, and the related
metadata 64 of the corresponding ACR reference data 60.
0111

The sender address 90 is the address of the ACR
gserver 24 transmitting the ACR response 80 in the
bidirecticonal communication network 12. The signature 21
is for preventing falsification of the ACR response 80.

The entire ACR response 80 may be encrypted and
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fransmitted independently of the copyright to the content
so that falsification of the ACR response 80 is prevented.
[0112]

The failed identification flag 92 is the flag
indicating that the content from which the signature data
74 included in the ACR query 70 from the ACR client 32
has been extracted, cr the content being viewed with the
primary screen device 30A, cannot be identified at the
ACR server 23.

[0113]

[Operation of the Application Linkage System 10]

Fig. 10 is a flowchart for explaining operation of
the application linkage system 10.

[0114)

In the provider system 20, in step 511 as the
preprccessing for starting broadcasting of content via
the broadcast network 11, the content to be broadcast
thereafter and the related metadata ¢4 are supplied to
the ACR server 23. The ACR server 23 extracts signature
data at predetermined intervals from the supplied content,
performs DRM encryption as necessary, generates the ACR
reference data &0 including the related metadata &4, the
SCM informaticon €5, the ARM infeormation 66, and the ACM
information 67 for each pilece of the signature data, and
registers the ACR reference data 60 in the ACR database
unit 43,

[0115]

The ACR server 23 generates the corresponding ACR
reference data 60 not conly for the content to be
broadcast but also for wvaricus kinds of content that can

be viewed on the side of the home network system 30, and



10

15

20

25

30

40

turns the ACR reference data 60 intc a database. After
the ACR reference data 60 corresponding to various kinds
of content is turned into a database in this manner,
steps 812 through S15 described below are repeated.
[C1l16]

In step S12, the content server 21 of the provider
system 20 starts broadcasting the content wvia the
broadcast network 11.

[011i7]

In the home network system 30, on the other hand,
steps 3521 through $24 described below are repeated while
content {(not limited to the broadcast content) is being
viewed.

[o11s]

In step 821, the content renderer 31 of the primary
screen device 30A acquires the content being viewed, and
outputs the content to the ACR client 32 in a branched
manner. In step S22, the ACR client 32 extracts the
signature data 74 at predetermined sampling intervals
from the currently-viewed content that is input from the
content renderer 31 in a branched manner.
i0119]

In step S23, the ACR client 32 generates the ACR
query 70 including the signature data 74 every time the
signature data 74 is extracted, and transmits the ACR
gquery 70 to the ACR server 23.

10120]

The ACR server 23 that has received the ACR query
70 didentifies the content from which the signature data
74 included in the ACR gquery 70 has been extracted.
[6121]
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Specifically, in step $13, the ACR database unit 43
acgquires the key necessary in the DRM decryption process
from the content server 21 and decrypts the DRM-encrypted
signature data 6l in a case where the signature data 61
of the ACR reference data 60 turned into a database is
DRM-encrypted.

[0122]

In step S14, the ACR response ganerating unit 44 of
the ACR server 23 refers to the ACR database unit 43 and
identifies the content from which the signature data 74
included in the received ACR guery 70 has been extracted.
[0123]

In step S15, the ACR response generating unit 44
generates the ACR response 80 in accordance with a result
of the content identification, and returns the generated
ACR response 80 to the ACR client 32 that has sent the
ACR guery 70.

[0124]

In step SZ4, the ACR client 32 that has received
the ACR response 80 analyzes the related metadata 89
included in the ACR response 80, and causes the
application manager 33 to acquire and execute the linked
application that should be executed in conijunction with
progress of the content being viewed. Based on the
application identifier included in the related metadata
89, the applicaticn manager 33 acguires the linked
application from the application server 22, and executes
the linked application. In deling so, the application
manager 33 analyzes the ACM information 85 and the ARM
information 86 included in the ACR response 80, decrypts

the DRM-encrypted linked application, determines the
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destination of the rendering of the linked application,
and performs cited content DRM control as well as
executing the linked application.

[0125]

The above described procedures in steps 512 through
315 and the above described procedures in steps 3521
through 24 are repeatedly carried out while the content
is being viewed on the side of the home network system 30.
Accordingly, the linked application can be @g@cuted in
conjunction with progress of the content being viewed.
[0126]

[Specific Operations in the Linked Application
Rendering Centrol and the DRM Decryption Process]

Fig. 11 is a flcwchart for explaining in detail the
operaticns in the linked application rendering control
and the DRM decryption process to be performed between
the ACR server 23 and the application server 22 of the
provider system 20, and the ACR client 32 and the
applicaticn manager 33 of the primary screen device 30A.
[01273

The procedures in steps $31 and 532 in the provider
system 20 described below are repeatedly carried out
while content is being viewad with the primary screen
device 30A.

101287

In step S31, the ACR server 23 identifies the
content in response to the ACR query 70 from the ACR
client 32, generates the ACR respconse 80 corresponding to
a result of the identification, and returns the ACR
response 80 Lo the ACR client 32.

0129
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In step 541, the ACR client 32 that has received
the ACR response 80 analyzes the ACR response 80. In
step 542, the ACR client 32 determines whether the
content being viewed has been successfully identified.
[G130]

Specifically, a check is made to determine whether
the identification is successful based on whether the
failed identification flag 92 is included in the ACR
response 80. In a case where the failed identification
flag 92 is included in the ACR respcnse 80, and the
identification is determined fto be unsuccessful, the
process returns to step 541. In a case where the failed
identification flag 92 is nct included in the ACR
response 80, and the identification is determined to be
successful, on the other hand, the process moves on to
step S543. In this case, the data structure of the ACR
respense 8C is as shown in A in Filg. 2, and includes the
ACM information 85 and the ARM information 86.

{0131}

In step 543, the ACR client 32 notifies the
application manager 33 of the application identifier of
the linked application in the related metadata 8%, the
ACM information 85, and the ARM information 86, which are
included in the ACR response 80. DBased on the
application identifier, the application manager 33
accesses the application server 22, and reguests the
linked application. The application manager 33 also
analyzes the ACM information 85 and the ARM information
g6.

[0132]

In step 344, based on a result of the analysis of
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the ARM information 86, the application manager 33 sets
the destination of the rendering of the linked
application to be executed in conjunction with the
content being viewed, and determines whether display is
to be superimposed on the content. In step $45, based on
the ACM information 8%, the application manager 33 sets a
decryption method {or sets the software module or the
like for performing the DEM decrypticon process) in a case
where the linked application to be executed in
conjunction with the content being viewed is DRM-
encrypted. In step 846, the application manager 33
further acquires the key necessary in the decryption
process through a decryption authentication process in a
case where the linked application is DRM-encrypted.
[0133]

Meanwhile, in step 532, the application server 22
of the previder system 20 supplies the linked application
in & DRM-encrypted state {or in an unencrypted state) to
the application manager 33 in response to the request
that has been made by the applicaticn manager 33 in step
$43. In step 547, the application manager 33 that has
received the linked application uses the key acguired in
step 546 and decrypts the received linked application in
a DRM-encrypted state (or in an unencrypted state)
according to the decryption method defined by the ACM
information 85,

[0134]

In step 548, the applicatiocon manager 33 executes
the decrypted linked application, and controls the
rendering by the linked application based on the setting

performed in step S544.
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[0135]

Through the above described operations, the
rendering of the linked applicaticon and the DRM control
can be performed, with the intentions of the respsciive
holders of the ceopyrights to the linked application and
the content being reflected.

[0136]

As described above, in thilis embodiment, the
copyright information about the signature data extracted
frem content is defined as the 5CM information 65.
Accordingly, an unauthorized ACR service without
permission from the holder of the copyright to the
content can be prevented.

[0137] |

Alsc, the ARM information 66 as the operation
control informaticon for the linked application to be
executed in coniunction with progress of content can be
set by the holder of the copyright to the content.
Accordingly, the linked application can be executed,
while the rights and the intentions of both holders of
the copyrights to the content and the linked applicaticn
are reflected. Accordingly, the holder of the copyright

te the content can prevenit execution of a linked

application that might infringe the copyright. Meanwhile,

the holder of the copyright to the linked application can
prevent rendering in an unintended device,
[0138]

Furthermore, the ACM informaticn 67 for copyricght
protection for the linked application and the content
cited by the linked application is defined in this

embodiment. Accordingly, unauthorized copying cof the
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linked application and the cited content can be prevented.
01397

Meanwhile, each of the provider system 20 and the
primary screen device 30A that perform the above
described series of processes may be formed with hardware,
or may be realized by a computer executing software.

This computer may be a computer incorporated into
special-purpose hardware, cor may be a general-purpose
personal computer that can execute various kinds of
functions as various kinds of programs are installed
thereinto.

[0140]

Fig. 12 is a block diagram showing an example
structure of the hardware of the above mentioned computer.
[0141]

In this computer 200, a CPU (Central Processing
Unit} 201, a ROM (Read Only Memory} 202, and a RAM
(Random Access Memory) 203 are connected to one another
by a bus 204.

[0142]

An input/output interface 205 is further connected
to the bus 204. 2An input unit 206, an output unit 207, a
storage unit 208, a communication unit 209, and a drive
210 are connected to the input/output interface 205,
[0143]

The input unit 206 is formed with a keyboard, a
mouse, a microphone, and the like. The ocutput unit 207
is formed with a display, a speaker, and the like. The
storage unit 208 is formed with a hard disk, a
nonvelatile memory, or the like. The communication unit

209 is formed with a network interface or the like. The



i0

15

20

25

30

47

drive 210 drives a removable medium 211 such as a
magnetic disk, an optical disk, a magnetooptical disk, or
a semiconductor memory.

[0144]

In the computer 200 having the above described
structure, the CPU 201 loads the programs stored in the
storage unit 208 into the RAM 203 via the input/output
interface 205 and the bus 204, and executes the programs,
so that the above described series of processes are
performed.

[0145]

The programs to be executed by the computer 200
(the CPU 201} may be recorded on the removable medium 211
as a package medium to ke provided, for example.
Alternatively, the programs can be provided wvia a wired
or wireless transmlssion medium such as a local area
network, the Internet, or digital satellite broadcasting.
[0146]

In the computer 200, the programs can be installed
into the storage unit 208 via the input/output interface
205 when the removable medium 211 is mounted on the drive
210. The program can alsc be received by the
communication unit 208 via a wired or wireless
Transmission medium, and be installed into the storage
unit 208. Also, the program may be installed beforehand
intc the ROM 202 or the storage unit 208.

[0147]

The programs to be executed by the computer 200 may
be programs for performing processes in chronological
order 1n accordance with the sequence described in this

specification, or may be programs for performing
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processes in parallel or performing a process when
necessary, such as when there is a call.
[G148]

It should be noted that embodiments of the present
disclosure are not limited to the above described
embodiments, and variocus modificaticns may be made to
them without departing from the scope of the present

disclosure.

REFERENCE SIGHNS LI3T

[0149]

10 Application linkage system

11 Brcadcast network

12 Bidirectional communication network
20 Provider system

Z1 Content server

22 Application server

23 ACR server

30 Home network system

30A Primary screen device

30B Second screen device

31 Content renderer

32 ACR client

33 Application manager

41 Content acquiring unit

42 Reference signature extracting unit
43 ACR database unit

44 ACR response generating unit

45 Signature DRM encrypiing unit

44 Signature DRM decrypting unit

51 Signature extracting unit
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60
65
6%
67
70
g0
85
86
200
201

ACR

49

query generating unit

Communication unit

ACR
ACR
SCM
ARM
ACM
ACR
ACR
ACM
ARM

response analyzing unit
reference data
information
information
information

query

response

information

information

Computer

CPU
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CLAIMS

1. An information processing device comprising:

a content managing unit configured to manage first
content viewable on a side of a content reproduction
device that reproduces content;

a database unit configured to generate reference
data and turn the generated reference data intc a
database, the reference data being generated by
associating first signature data extracted from the first
content with right management information about the first
signature data and a content identifier representing the
first content from which the first signature data is
extracted, the first signature data indicating a feature
of the first content; and

an identifying unit configured to identify the
content and return a response indicating an
identification result by referring to the reference data
of the database unit in reply to a guery including second
signature data extracted from seccond content being viewed
by a user of the content reproducticn device, the query
being transmitted from the side of the content
reproduction device, Cthe second signature data indicating

a feature of the second content.

2. The information processing device according to
claim 1, wherein

the first signature data of the refersnce data is
encrypted, and

the database unit decrypts the encrypted first

signature data through an authentication process with the
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content managing unit.

3. The information processing device according to
claim 2, wherein the right management information about
the first signature data includes an item for selecting
an existing right management method for the first

signature data.

4. The information processing device according to
claim 3, wherein the right management information about
the first signature data further includes an item for
arbitrarily setting a right management method for the

first signature data.

5. An information processing method implemented in an
information processing device,

the information processing method comprising:

a databasze forming step of generating reference
data and turning the generated reference data into a
database, the reference data being generated by
associating first signature data extracted from first
content with right management informaticon about the first
signature data and a content ldentifier representing the
first content from which the first signature data is
extracted, the first content being viewable on a side of
a content reproduction device that reproduces content,
the first signature data indicating a feature of the
first content; and

an ldentifying step of identifying the content and
refturning & response indicating an identification result

by referring to the reference data of the database in
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reply to a guery including second signature data
extracted from second content being viewed by a user of
the content reproduction device, the guery being
transmitted from the side of the content reproduction
device, the second signature data indicating a feature of
the second content,

the database forming step and the identifying step

keing carried out by the information processing device.

6. An information processing device comprising:

a content managing unit configured to manage first
content viewable on & side of a content reproduction
device that reproduces content;

a database unit configured to generate reference
data and turn the generated reference data into a
database, the reference data being generated by
associating first signature data extracted from the first
content with a content identifier, an application
identifier, and rendering control information, the
content identifier representing the first contant from
which the first signature data is extracted, the
application identifier representing an application to be
executed on the side of the content reproduction device
in conjunction with progress of the first content when
the first content is being viewed on the side of the
content reproduction device, the rendering contrel
information being for controlling rendering of the
application, the first signature data indicating a
feature of the first content; and

an identifying unit configured to identify the

content and return a response indicating an
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identification result by referring to the reference data
of the database unit in reply to a guery including second
signature data extracted from second content being viewed
by a user of the centent reproduction device, the query
being transmitted from the side of the content
reproduction device, the second signature data indicating

a feature of the second content.

7. The information processing device according to
claim 6, wherein the rendering control information
includes at least one of an item for limiting a device
serving as a destination cof output of an image from the
application, and an item for restricling superimposition
of an image from the application and an image of the

content.

8. An information processing method implemented in an
information processing device,

the infermation processing method comprising:

a database forming step of generating reference
data and turning the generated reference data into a
database, the reference data being generated by
asscciating first signature data extracted from first
content with a content identifier, an application
identifier, and rendering control information, the
content identifier representing the first content from
which the first signature data is extracted, the
application identifier representing an applicaticn to be
executed on a side of a content reproduction device in
conjunction with progress of the first content when the

first content is being viewed on the side of the content
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reproduction device, the rendering control information
being for contrclling rendering of the application, the
first content being viewable on the side of the content
reproduction device that reproduces content, the first
signature data indicating a feature of the first content;
and

an identifying step of identifying the content and
returning a response indicating an identification result
by referring to the reference data of the database in
reply to a guery including second signature data
extracted from second content being viewed by a user of
the content reproduction device, the query being
transmitted from the side of the content reproduction
device, the second signature data indicating a feature of
the second content,

the database forming step and the identifying step

being carried out by the information processing device.

9. An information processing device comprising:

a query generating unit configured to extract
signature data from content being reproduced, generate a
guery including the signature data, transmit the query to
an identification server, and receive a response returned
from the identification server in reply to the query, the
signature data indicating a feature of the content; and

an application executing unit configured to acquire
and execute an application based on an application
identifier included in the received response, and control
rendering of the application based on rendering control
information about the application, the applicaticon being

designated to be executed in conjunction with progress of
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the content being reproduced, the rendering control

information being included in the response.

10. The information processing device according to
claim 9, wherein, based on the rendering control
information, the application executing unit performs at
least one of a process for limiting a device serving as a
destination of cutput of an image from the application,
and a process for restricting superimposition of an image

from the application and an image of the content.

11. An infeormation processing method implemented in an
information processing device,

the information processing method comprising:

a transmitting step of extracting signature data
from content being reproduced, generating a query
including the signature data, and transmitting the query
to an identification server, the signature data
indicating a feature of the content;

a recelving step of receiving a response returned
from the identification server in reply to the guery; and

a controlling step of acquiring and executing an
application based on an application identifier included
in the received response, and controlling rendering of
the application based on rendering contreol information
about the application, the application being designated
to be executed in conjunction with progress of the
content being reproduced, the rendering control
information being included in the response,

the transmitting step, the receliving step, and the

controlling step being carried out by the information
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12. An information processing device comprising:

a content managing unit configured to manage first
content viewable on a side of a content reprodﬁction
device that reproduces content;

a database unit configured to generate reference
data and turn the generated reference data into a
database, the reference data being generated by
assoclating first signature data extracted from the first
content with a content identifier, an application
identifier, and right management information abocut an
application, the content identifier representing the
first content from which the first signature data 1is
extracted, the application identifier representing the
application to be executed on the side of the content
reproducticn device in conijunction with progress of the
first content when the first content is being viewed on
the side of the content reproduction device, the first
signature data indicating a feature of the first content;
and

an identifying unit configqured to identify the
content and return a response indicating an
identification result by referring to the reference data
of the database unit in reply to a query including second
signature data extracted from second content being viewed
by a user of the content reproduction device, the query
being transmitted from the side of the content
reproduction device, the second signature data indicating

a feature of the second content.
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13. The information processing device according to
claim 12, whereln the right management information about
the application includes an item for selecting an
existing right management method for the application and

content cited by the application.

14. The information processing device according to

claim 13, wherein the right management information about
the application further includes an item for arbitrarily
setting a right management method for the application and

the content cited by the applicaticn.

i5. An information processing method implemented in an
information processing device,

the information processing method comprising:

a database forming step of generating reference
data and turning the generated reference data intc a
database, the reference data being generated by
aszsoclating first signature data extracted from first
content with a content identifier, an application
identifier, and right management information about an
applicaticn, the content ildentifier representing the
first content from which the first signature data is
extracted, the application identifier representing the
application to be executed on a zide of a content
repreduction device 1in conjunction with progress of the
first content when the first content is being viewed on
the side of the content reprcduction device, the first
content being viewable on the side of the content
reproducticon device that reproduces content, the first

signature data indicating a feature of the first content;
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and

an identifying step of identifying the content and
returning a respoense indicating an identification result
by referring to the reference data of the database unit
in reply to a qguery including second signature data
extracted from seccond content being viewed by a user of
the content reproduction device, the guery being
transmitted from the side of the content reproduction
device, the second signature data indicating a feature of
the second content,

the database forming step and the identifying step

being carried cut by the information processing device.

l&. Arn information processing device comprising:

a query generating unit configured to extract
signature data from content being reproduced, generate a
guery including the signature data, transmit the guery to
an identification server, and recelve a response returned
from the identification server in reply to the query, the
signature data indicating a feature of the content; and

an application executing unit configured to acquire
and execute an application based on an application
identifier included in the received response, and manage
the application and content cited by the application
based on right management information about the
application, the application being designated to be
executed in conijunction with progress of the content
heing reproduced, the right management information being

included in the response.

17. The information processing device according to
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claim 16, wherein the application executing unit decrypts
the applicaticn based on the right management information,

the application being encrypted.

18. The information processing device according to
claim 16, wherein the application executing unit manages
copying of the applicatiocon and the cited content based on

the right management information.

19. An information processing method implemented in an
information processing device,

the information processing methed comprising:

a transmitting step of extracting signature data
from content being reproduced, generating a query
including the signature data, and transmitiing the query
to an identificaticn server, the signature data
indicating a feature of the content;

a receiving step of receiving a response returnsed
from the identification server in reply to the guery; and
a managing step of acguiring and executing an
application based on an application identifier included

in the received response, and managing the application
and content cited by the application based on right
management information about the application, the
application being designated to be executed in
conjunction with progress of the content being reproduced,
the right management information being incliuded in the
response,

the transmitting step, the receiving step, and the
managing step beling carried out by the information

processing device.,



