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1 Method and Apparatus for biometric authentication with active RFID in
an education or training environment TECHNICAL FIELD OF THE
INVENTION 5 This invention relates to a method for authenticating a
person as having been authorised to be present at or to use a particular
facility. The authentication process useg radio frequency identification
(RFID) chips provided on conveniently portable authentication devices
which authenticates 10 by matching biometric data of a user with a
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lecture hall, tutorialI or laboratory, the teacher,’lecturer or tutor would have
to spend a good 5 to 15 minutes to check on the attendance of his
students depending on the size of the class. This may be calling out the

I-flgt\ﬂq g\[Eqﬁ @Dné'&'eﬁ—@ﬁ\l I equire the teacher to commit to
m%rm%mm%ir faces. To avoid such hassle,
teachers often let an attendance sheet to be passed around the students
so that each student may sign thereon against 2

This invention relates to a method for authenticating a person as having
been authorised to be present at or to use a particular facility. The
authentication process uses radio frequency identification (RFID) chips
provided on conveniently portable authentication devices which authenticates
by matching biometric data of a user with a pre-recorded biometric data as

reference. Apparatus and system employing such process are also described.

BACKGROUND OF THE INVENTION

Prior to commencing teaching in a typical classroom, lecture hall, tutorial
or laboratory, the teacher, lecturer or tutor would have to spend a good 5 to 15
minutes to check on the attendance of his students depending on the size of
the class. This may be calling out the individual students’ names and would
require the teacher to commit to memory his students’ names to match their

faces.

To avoid such hassle, teachers often let an attendance sheet to be

passed around the students so that each student may sign thereon against
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their name listed in the sheet. Such practice is open to abuse as a present
student (or non-authorised person) may sign for an absent one,
particularly where attendances count towards performance evaluation of
the students. 5 Sometimes, additional particulars such as their
matriculation or student number has tofpe written thereon in addition to
their signature but this additional step did little to prevent such abuses,
particularly by resolute abusers who may easily memorise such numbers
r e th d% e rk hi
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matriculation or student card ain the student's
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reader device to authenticate and record their attendance or for other

purposes such as borrowing books from a library. This is still
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to be processed quickly and often a long single tile of students is forme
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Wﬁ&%g@%ﬁ%ﬂ%‘ﬁérﬁméwﬂ RREFBEFLCRP Y £ALANSHRIRREET Bten, the

the reader ce to have 3
student may personally mark his own attendance but leave without attending

the lecture in a lecture hall or facility that is too large to monitor.

Hence, some schools provide matriculation or student cards, which may
contain the student’s identification particulars in a magnetic strip, bar code or
even smart chip thereon, to the students and require them to slide the card
through a reader device to authenticate and record their attendance or for other
purposes such as borrowing books from a library. This is still time-consuming
especially where a large lecture group of students need to be processed
quickly and often a long single file of students is formed as they await their turn
to slide or scan their card through a reader one at a time and await for

verification as each reading is authenticated at the reader device.

This practice is not able to verify if the person holding the card is the
same person, to whom the card is issued to, and does not prevent an impostor

from taking possession of the card and proceed to the reader device to have
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his attendance taken or recorded. With such system, it is still possible for
students to hold their fellow students' card to sign-in on their behalf as
there is no means for authenticating that the card holder is the student to
whom the card is issued to. Hence, students may still play truant. 5 In a
large, sprawling campus, there is also the problem of strangers entering
the school premises without being recognised or detected as there is a
lack of authentication processes being carried. Even if there are such
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purposes with a portable radio frequency identification ) card having

ROMRLAS ilfg%%mﬁéﬂﬁcgﬂﬂg}dﬁﬂ&%ﬁé"l%%“%ﬁcﬁ%?']@ﬂ@ QFR {'Fom the

IS also prov an encryption method using a secret key to protect the

ticati e tr Ission.. Whi i uency is the
O T R e eorore
components such as processor, transmission unit and memory or storage

units rather than a integrated circuit such as a radio frequency 20
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education or training enviro US-2003/0226041 (Innovative
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lack of authentication processes being carried. Even if there are such

processes, the stranger may simply meander away from such checkpoints

without being discovered.

In US-6,751,734 (NEC Corp.) there is disclosed the use of biometrics,
including fingerprints, for authentication purposes with a portable radio
frequency identification (RFID) card having biometrics input means, including
fingerprint identifying means. There is also provided an encryption method
using a secret key to protect the authentication message transmission. While
radio frequency is the medium of communication, this prior art appears to
employ discrete components such as processor, transmission unit and memory
or storage units rather than a integrated circuit such as a radio frequency
identification (RFID) chip. There is also no suggestion of deploying it in an

education or training environment.

US-2003/0226041 (Innovative  Connections) discloses a dual

active/passive RFID technology which may be deployed in electronic banking
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4 transactions, point-of-sale (POS) transactions, check-ins by patients
into hospitals, or by travelers into airline, etc. There is no suggestion of its
use in an educational or training institution for marking attendance of
students, for example. This prior art device further requires it to be placed
with an RF field in 5 order to be activatgd. In US-6,819,219 (IBM
Corporation) there is also disclosed a smart card which does not store
biometric data on the server system. The biometric data is stored on the

kiashe B pene  d DIFRIER ORISR gk o
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the smart card has to Qe terrogatera by a reader’before It can initiate a
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reader's interrogating cast, then eac ese smart cards may

Asmit their respective signals resulting in a clash of signals
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receive e reader. US-6,700,491 (Sensormatic Electronics)
further discloses a label or tag 20 (i.e. smaller than a portable credit card
size) using active RFID technology wherein the electrodes of its thin film

battery|ﬁragéégfﬁ%%ﬁéuﬁﬁﬁlﬁ’%ﬁ%&&\sn?@i%?@e}saal bidd55R8S S mart card

discloses its us abelling or tagging purposes and there Is no

HIRRASHER SR IURSFH G BHIBERI ARV BN S AP RIPHRIN Hhe biometric data

is stored on the card itself so that the biometric authentication process is
completed at the card before an authenticated signal is sent via wireless means
to a reader terminal. There is no specific mention of radio frequency
identification (RFID) chip or whether it could be deployed in an educational or
training environment. One limitation of this prior art is that the smart card has
to be interrogated by a reader before it can initiate a signal transmission. If
multiple smart cards are within the vicinity of the reader’'s interrogating
broadcast, then each of these smart cards may compete to transmit their

respective signals resulting in a clash of signals to be received by the reader.

US-6,700,491 (Sensormatic Electronics) further discloses a label or tag
(i.e. smaller than a portable credit card size) using active RFID technology
wherein the electrodes of its thin film battery are adapted to function as dipole
antenna as well. This patent discloses its use for labelling or tagging purposes
and there is no disclosure on biometric authentication means or deployment in

an educational or training environment.
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an educational or training environment. 5 The main difference between
active RFID and passive RFID chips is their power supply. An active RFID
device uses a battery within the device. A passive RFID depends on RF
energy transferred from a reader to power the tag. Although active RFID
IS more expensive, as a result, than passive RFID, it 5 is a technology that
allows RFID devices to be continuously powered, and to generate
high-level signals back to the reader, even with only low-level signals

generaia o e eyiee. Ceneraly, RRSvasRID.5an SUMANRRTD chips is

over a range of not more hese distinctions transl
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e doorway or entrance and may not go near a rea when the card is
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simultaneous D device also has
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lectromagnetic noise and other interference levels and may be a
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ecurity measures such as encryption; etc. With on- power
range of not more than 300 feet.

These distinctions translate into differences in communications range,
the ability to collect information from multiple devices, functionality and
interference in metallic and wet environments, and opportunities to integrate
with other sensor technologies. Active ID cards performed much better in a
number of situations, e.g. when the employee passed through the center of a
wide doorway or entrance and may not go near a reader; when the card is held
against the body; and when multiple RFID tags needed to be read

simultaneously, for example.

An active RFID device also has the advantage of transmitting stronger
signals above ambient electromagnetic noise and other interference levels and
may be able to facilitate broad band or spectrum for communication with room
for added security measures such as encryption, etc. With on-board power
supply of its own, an active RFID device is able to support more memory and to

contain more data compares to a passive device.
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supply of its own, an active RFID device is able to support more memory
and to contain more data compares to a passive device. 6 Due to the
need to incorporate battery source into the device, if an active RFID tag or
card is able to be integrated into a credit card size or ID badges that may
be carried in a variety of configurations:gn a wallet, in a computer bag,
and hanging as a pendant from a necklace or key chain for instance. 5 An
active RFID technology is also able to power other circuitry apart from

RFID CB‘Be%%%%‘@gfé@ ?od94@8@%&%8&8@@#&@&%Fﬁ’ﬂ?é”@g'ﬁ&@“@’é[bactive

sensing an or example, one potential application of activé
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ers, which positions are predetermined, may be provided
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knowledge in this specification is included to explain the context of the

invention. It should not be taken as an admission that any of the material

forms a\pad of RepFipr ?&Rgf@s%% @%%“HE%‘ ﬁ?%ﬁf@e‘?”&éﬁlﬁdgﬁéwﬁg apart

relevant art in Singapore or ere on or before the priority date o

Pﬂémoﬁlﬁﬁ%}ﬂﬁ'aﬂlﬁoﬁ?ﬁer @b&@&ﬁ%ﬁ%ﬁ@ﬁ%ﬁémﬁ} Gefals %rensing, location

representation as to the contents of these
sensing and display. For example, one potential application of active RFID is

providing indoor positioning system (IPS) which is analogous to the global
positioning system (GPS) for outdoor use using a network of orbiting satellites.
In place of the satellites, a centrally-linked network of RFID readers, which
positions are predetermined, may be provided to locate people, mobile

equipment, vehicles or devices within a building complex or campus.

Any discussion of documents, devices, acts or knowledge in this
specification is included to explain the context of the invention. It should not be
taken as an admission that any of the material forms a part of the prior art base
or the common general knowledge in the relevant art in Singapore or
elsewhere on or before the priority date of the disclosure and claims herein. All
statements as to the date or representation as to the contents of these
documents is based on the information available to the applicant and does not
constitute any admission as to the correctness of the dates or contents of these

documents.
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documents is based on the information available to the applicant and does
not constitute any admission as to the correctness of the dates or
contents of these documents. 7 SUMMARY OF THE INVENTION
Accordingly, one aspect of our invention is to provide for a method of
authenticating a person's identify in an educational or training environment
by 5 using one or more of his biometric features. Another aspect of the
invention is to use active RFID technology so that wireless transmission of

@ﬁ\ﬁﬁ 8('-:-: f’l’-?é‘?ﬁﬁ?@[\ﬁ@ﬁrger distance to avoid queues from
%nnﬂ%mmy—pwmrequired to be authenticated within a
short time such as attendance in a classroom in an educational or training
environment. 10 Further aspects of the invention includes enabling a

IOerSOnﬁ%ﬁ%ﬁﬁhﬁoﬁ%ﬂgmi%ﬂ%ﬂrg 0 qgmgj%?okﬂaté"ﬁfroéf%tg{hod of

to QUiC le records of the authentication process 1or
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s end, data processing me
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attendances, assignment, test marks, etc. Yet a further ication of our

%Vﬁggﬁ?)tﬁ‘yagnqﬁﬂ? BEW&W& Feiappedand santaiy, 'W?%ﬁﬁ%ééomay be

provi or positioniing system. 20 In the general aspect

BP%%%EE&B’%“%”4&&&?”&‘?&%8&%&9%&?& queues from forming when many

persons are required to be authenticated within a short time such as

attendance in a classroom in an educational or training environment.

Further aspects of the invention includes enabling a person supervising
the authentication process, such as a lecturer or tutor, to quickly collate and
compile records of the authentication process for attendance reporting and
referring to background records of each student or authenticated persons. To
this end, data processing means is provided with suitable interfacing to enable
the lecturer to record attendances, assignment, test marks, etc. Yet a further
application of our invention, when the RFID readers are mapped and centrally

linked, is to provide for an indoor positioning system.

In the general aspect of the present invention, a method is provided for
authenticating a person’s identity in an educational or training environment.
The method comprises sensing a first biometric feature of an authentication-
seeking person on a portable identification device; converting said first

biometric feature into a first input biometric data on said portable identification
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authenticating a person's identity in an educational or training
environment. The method comprises sensing a first biometric feature of
an authentication- seeking person on a portable identification device;
converting said first biometric feature into a first input biometric data on
said portable identification 8 device; cogiparing said first input biometric
data against a reference data including a first stored biometric data of an
authorised person pre-recorded on said portable identification device;

EBQQ@“%%FI% @%@H'%& tﬂ? ?t%?o ?ﬁg\’i ?zf‘?%é'é?é%toée%eference data

lometti generates an authenticated signal uniq O sal
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vice; recelving said radio frequency authenticated signal by a'sig
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Ing said aut orised person's authenticated signal with 'sal
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aspect of our invention, the biometric ture includes a finger-print as the
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non-volatile memory means, a flash 15 memory. Pre

ﬁﬁﬁgaqégéggtgmgt%rq%m%ﬁ%i %gh&r i ﬁﬂ]BﬁE%ﬁg'g@r%ﬁ ?rldentifying said

pre-recor on said porta entification device a second input

e ) S SRR pofoon's recora
eH el catReieR2 and collating said authorised person’s record with other

authorised person’s records in said database for data processing.

In a preferred embodiment of this aspect of our invention, the biometric
feature includes a finger-print as the first stored biometric data, which may
preferably be stored in a non-volatie memory means, including a flash
memory. Preferably, a second stored biometric data of said authorised person
is further pre-recorded on said portable identification device and a second input
biometric data is correspondingly sensed, converted, compared and matched in
place of said first input biometric data, upon which an authenticated signal
unique to said authorised person is generated via radio frequency from said

portable identification device.

In another preferred embodiment, the signal reader is identifiable with its
location within said educational or training environment. In yet another

preferred embodiment, a person supervising the location is able to compile and
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unique to said authorised person is generated via radio frequency from
said 20 portable identification device. In another preferred embodiment,
the signal reader is identifiable with its location within said educational or
training environment. In yet another preferred embodiment, a person
supervising the location is able to compde and 9 process the collated
records for any one or more purposes including attendance, indoor
positioning and locating, verification including visual validation,

g%@%@gi”ﬂ@“ Hh&é%q‘}@%?‘6'%%@".‘3[&“%?1&5%“3/?@%%?BS-pfh 8es including

pecific embodiment, the Supervising person is a lecturer supetvising his
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students as authorised persons; an n ministrative an
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the attending students, assigning attendance credits, and allowing
temporary 10 access permission to assigned equipment, rooms, and like

facilities within said classroom. Preferably, the facilities are equipped with

secondgyy $j0nale FRRdeLSIBIGMEIRY Mg UWIBUR, A HIGAIEH PRISAN lecturer
edtot

signals assign e specific signal reader by said fecturer. 15 In a

g@@%ﬂe\%%ﬁgdeeﬁéé’f;%r%gi:]é{gﬁﬂ%%;‘iegpfcﬁ’é@ﬂﬁiﬂlﬁ@%é&!ﬁ)}fje HECIHRE is able to

_ ( : person in an educatlo’na or training
oM S R AR B T8 e
and/or security functions includes, indoor positioning system, verifying visually
the attending students, assigning attendance credits, and allowing temporary
access permission to assigned equipment, rooms, and like facilities within said
classroom. Preferably, the facilities are equipped with secondary signal

readers which may read unique authenticated person signals assigned to the

specific signal reader by said lecturer.

In a second aspect of the invention, it is provided a portable identification
device for identifying an authorised person in an educational or training
environment wherein the device comprising a biometric sensor; a radio-
frequency identification (RFID) chip comprising a stored first biometric
reference data; and a battery power source for powering said RFID chip;
wherein biometric data acquired by said biometric sensor is sent to the RFID
chip to be compared with said first biometric reference data stored therein, and
upon matching said acquired biometric data with said stored biometric
reference data, said RFID chip transmits a unique radio frequency

authentication signal.
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reference data; and a battery power source for powering said RFID chip;

20 wherein biometric data acquired by said biometric sensor is sent to the

RFID chip to be compared with said first biometric reference data stored

therein, and upon matching said acquired biometric data with said stored

biometric reference data, said RFID chjp transmits a unique radio

frequency authentication signal. 10 Preferably the biometric sensor is a

fingerprint sensor, including a suitable optical method or capacitance

method. Preferably still, the RFID chip is a hybrid active-passive RFID

chip which will be powered by the greater of 5 incident radio frequency

(RF) e inkide ' ID.chip.or the_p li e .
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ority and which means delays the transmission of authenticated signa

reference data.

In one preferred embodiment, the device is used with a radio frequency
signal reader which is identified with a location within the educational or training
environment. Preferably, the device is used with a signal reader which is linked
to a server comprising a database of authorised persons’ records identifiable by
their respective unique radio frequency authentication signals. The portable
identification device preferably includes means for detecting radio frequency of
a range emitted by other portable identification devices issued by the same
authority and which means delays the transmission of authenticated signal

upon such detection.

In a third aspect of the invention, there is provided a radio frequency
identification (RFID) authentication system for an educational or training
environment comprising a portable identification device, a radio frequency
signal reader and a central server wherein the portable identification device has

biometric authentication means which, upon authentication, transmit a
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upon such detection. 20 In a third aspect of the invention, there is
provided a radio frequency identification (RFID) authentication system for
an educational or training environment comprising a portable
identification device, a radio frequency signal reader and a central server
wherein the portable identification devigg has biometric authentication
means which, upon authentication, transmit a 11 authentication signal
unique to an authorised person assigned to said portable identification

ﬂ%i’ﬁ%‘?itf@%{'&eﬁrﬂ%é al %ﬁﬁ@gﬁ;ﬁ@ﬁg&g@ﬁ&&%ﬁ!&%ﬂfasggxgw t&%isglij(:(l: portable

unique aut ion sig toe le transnrssion 0
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authentication system, the data processing means includes further

Qg' %Hﬁ Hﬁ@&ﬁ’fﬂg ﬁ&li | 15 collated records for any one or more
pur%os@inc uﬁng attend%(l?l’élce,glindoor positioning and locating,

verification including visual validation, authorising and like administrative
and/or security functions.

Preferably, the signal reader may be identified by its location within the
educational or training environment; and the central server further comprises a
data processing means for collating authorised persons’ records for supervisory

control purposes.

In one preferred embodiment of the RFID authentication system, the
data processing means includes further compiling and processing of said
collated records for any one or more purposes including attendance, indoor
positioning and locating, verification including visual validation, authorising and

like administrative and/or security functions.

In another preferred embodiment, a person having supervisory control
over said data processing means may be a lecturer supervising his classroom
as the identifiable location, and who is able to compile a list of students as
authorised persons. Preferably, the administrative and/or security functions
includes, indoor positioning system, verifying visually the attending students,

assigning attendance credits, and allowing temporary access permission to
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In another preferred embodiment, a person having supervisory control 20
over said data processing means may be a lecturer supervising his
classroom as the identifiable location, and who is able to compile a list of
students as authorised persons. Preferably, the administrative and/or
security functions includes, indoor positpning system, verifying visually
the attending students, assigning attendance credits, and allowing
temporary access permission to 12 assigned equipment, rooms, and like

%@ﬁéd"’%%?ﬁﬁ?’? SIS rﬁﬁeer?g&ll(fégl'vsmﬁl?&%ﬁgﬂ%a%regﬁmpﬁ?gferably
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ggﬁi)[g&lﬁgparent from the detailed description given hereinafter.
However, it should be understood that the detailed description and
specific examples, while indicating preferred embodiments of the
invention, are given by way of illustration only, since various changes and

modiicgiags AU e ik SR soRg I ta BUEan i bR YSicitication

apparent to tho led in‘the art fr IS detailed description.
and / or defined in the appended claims, forming a part of the description of the

invention.

Further scope of applicability of the present invention will become
apparent from the detailed description given hereinafter. However, it should be
understood that the detailed description and specific examples, while indicating
preferred embodiments of the invention, are given by way of illustration only,
since various changes and modifications within the spirit and scope of the
invention will become apparent to those skilled in the art from this detailed

description.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be better understood with the following
detailed description with reference to the accompanying drawings which
describe specific embodiments as non-limiting examples or illustration, in

which:
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BRIEF DESCRIPTION OF THE DRAWINGS 20 The present invention
will be better understood with the following detailed description with
reference to the accompanying drawings which describe specific
embodiments as non-limiting examples or illustration, in which: 13
FIGURE 1 shows a wireless authenticajipn device with its unit subsystem
layout in the form of a credit card according to a general embodiment of
our present invention; 5 FIGURE 2 shows a functional block diagram of
the device in FIG. 1; FIGURE 3 shows a flowchart of the authentication
process according one embodiment of our invention; 10 FIGURE 4 shows

nother AT mbnt QA i%@é%fé?ﬁaﬁ%e%%@@@ﬂ%é%fﬁ TRt uni
f
s.tua@?ﬁﬁ‘ﬁ ORI I 0o AT ALY % gereral

I88HﬂPH(P6hart rkq &t ng qu a second situation; 20 FIGURE 7

shows a tflowc tware for splaylng an application for

FIGURE 2 shows a functional block diagram of the device in FIG. 1;

FIGURE 3 shows a flowchart of the authentication process according

one embodiment of our invention;

FIGURE 4 shows a flowchart of software for displaying an application

interface according to another embodiment of our invention;

FIGURE 5 shows a flowchart of software for displaying an application for

attendance marking of one situation;

FIGURE 6 shows a flowchart of software for displaying an application for

attendance marking of a second situation;

FIGURE 7 shows a flowchart of software for displaying an application for

attendance marking of a third situation; and

FIGURE 8 shows a flowchart of software for maintaining peripheral

security of a school.
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attendance marking of a third situation; and FIGURE 8 shows a flowchart
of software for maintaining peripheral security of a school. 14 DETAILED
DESCRIPTION OF PREFERRED EMBODIMENTS 5 The following
preferred embodiments to be described in detail are intended for the
purpose of keeping track of persons or pgrsonnel, including but limited to
students, trainees, conference attendees, etc. for ease of monitoring
individual movement within a specific defined area such as a building
complex or campus. The invention will illustrate its function as a first line
of defence in 10 detecting the presence of unauthorised persons in the
area and restrict them from entering. Simply unmanned checkpoints such
as auto-open sliding door, electromagnetically-locked doors or turnstiles
SHRBPRN S WiREoHsad PR IIRE g NG the
5 T- ' ' et ' ' orm of a
credit card size device will now be described with reference to FIGURE 1
wherein is shown 4 main functional components accommodated within

the de%h%(@%goér&&?e%%w%@rﬂgl QB%%&E%(@@ in_detail are

biometric sens power supply subsystem (14), a microcontroller

;ﬁ@rmfa m%@%&&%ﬂ%‘@mﬁé%k'b?éaeﬁ%%@. 9&%%%%§i§}gaamg but

unctional comp S may be ically integrated into a sing

!%%&ot s‘iiﬁﬁ%iﬁ@c?r%\(ﬁiﬁé,oé ETRUP SMERRLIY B }E)V85§8L5F‘ﬁ10nitoring

at it may be replacéable. For example, a RFID chi

individual movement within a specific defined area such as a building complex
or campus. The invention will illustrate its function as a first line of defence in
detecting the presence of unauthorised persons in the area and restrict them
from entering. Simply unmanned checkpoints such as auto-open sliding door,
electromagnetically-locked doors or turnstiles may be deployed to stop such

unauthorised persons from entering the area or building.

The wireless authentication device in the form of a credit card size
device will now be described with reference to FIGURE 1 wherein is shown 4
main functional components accommodated within the device housing (10).
The 4 main functional components are a biometric sensor (12), a power supply
subsystem (14), a microcontroller (16) and an active RFID subsystem (18). It
should be noted that these functional components may be physically integrated
into a single RFID integrated circuit (IC) device or microchip except for the
power source (14) so that it may be replaceable. For example, a RFID chip
incorporating an EEPROM would have sufficient storage for holding two

biometric data.
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incorporating an EEPROM would have sufficient storage for holding two
biometric data. 15 In FIGURE 2, the four components are shown as
separate functional blocks for ease of describing the functions thereof.
Generally, the wireless authentication device, which is in the form of a
portable identification device, 5 compriggs a biometric sensor (12), a
RFID chip (18) and a battery power source (14) for providing direct current
power supply for the operation of the device, including the biometric
sensor and RFID subsystem (18) or chip. Accordingly, in this
specification, the terms "RFID subsystem" and "RFID chip” may be

loyed 4 i b .
ST KRBTSR SRS qrrona
BiB¥OSdpcaldeateraasitian Orﬂ]{qorf@ﬁ&ﬁgﬂs "R SRt Rl OrfiROG  reless

prints, etc. For the present exemplary embodiment, only finger pfinting as

Qﬁﬁé&ﬂ}%ﬂg@e&éﬁ%\g%nﬁﬁ%%b hf%'i'%ncﬁltg aiblié %?&ﬂﬁ@a%g | device,

provi suitable sensors for other biometric feature. For exam

e B e ot B e LR, pover
B e e ST, 0 € OB of the
e g e P R B e

ARG A SRRAGHBBFR AT HE YR U8E P 5 ubsystem” and “RFID chip”

may be employed interchangeably. The biometric sensor (12) may be a
suitable sensor for reading the particular biometric characteristics which may

be facial features, iris colour or pattern, retina pattern, palm or finger prints, etc.

For the present exemplary embodiment, only finger printing as the
biometric feature will be described herein although it is possible to provide for
suitable sensors for other biometric feature. For example, an iris scanning
sensor may require soft laser or infra-red scanning light source in addition to an
image capture device on board the device which may require higher DC power
consumption. For finger print sensing the two main sensing methods are the
optical method in which an image capture device such as a charge coupled
device (CCD) may be used using backlit with LED or using ambience light to
record the finger print. Alternatively, a capacitance sensor may be used for
measuring the differences in capacitance of the finger print pattern in contact
with the capacitance sensor surface (such as that proposed in Inglis, et al. “A

robust 1.8V, 250uW direct contact 500 dpi fingerprint sensor” paper in IEEEE
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measuring the differences in capacitance of the finger print pattern in
contact with the capacitance sensor surface (such as that proposed in
Inglis, et al. "A robust 1.8V, 250(err)W direct contact 500 dpi fingerprint
sensor" paper in IEEEE 16 ISSCC98, SA17.7, p. 284-285, 1998). The
authorized person, such as a registered gtudent of the educational
institution, may have his finger print captured by a special registration
machine 5 and stored permanently on the portable identification device

C|rcu Jgs%kﬂi?’;?tf rfgﬁr‘i@ge hIS may include providing the

€ 'device openly ac eSS|bIe with the device housing
opened to enable the registration machine write to a non-volatile,
write-once- read-only-memory (ROM) module of the device which may

be assqggtgﬂtwgﬂzeéW§ t@‘arﬁ%‘.ﬁ%ﬂ%]ﬁ%lf’riggp@%%?jr f-IEHS educational

housing halves may t e Irreversibly sna ace Wlt the circuit

N e BB e
ﬁﬁmﬁb?% PEE MY ?”SH‘” %a’Bé‘H Sféeﬁ}u:‘% ﬁﬁcé{ﬁyeﬂ"’l‘é?éér\]/Y?elS 10) as first

Alternativ y an authorised person, to w porta caton

%ﬂw@tﬂﬁsvé’fértgn@éa}ﬂé}ﬁ re?Hl%f%E&\}clt ﬂﬁ%@?@n@ﬁﬁr{ﬁé‘e ?‘(}‘[ﬁt 'b%a d of the

avmg a specific finger print taken a speci ine |n | Contral

DY e Paf @Mﬁ aﬁﬂg%');‘rs}'e(evﬂtl? v eishcadmbnisiaiossibgerd dnable the

may write to the car
registration machine write to a non-volatile, write-once- read-only-memory

(ROM) module of the device, which may be associated with either the RFID
chip or biometric sensor. The housing halves may then be irreversibly snapped
in place with the circuit board inside or permanently sealed by ultrasound or
microwaves leaving no part of the circuit board accessible externally for
hacking, and any attempt to open the housing will damage the device

irreparably.

Alternatively, an authorised person, to whom the portable identification
card is issued to, may be required to register his biometric feature, i.e. having a
specific finger print taken with a special machine in full control by the particular
authority (e.g. a university administrator’s office) that may write to the card by
wireless signal contact (e.g. where the card may be slotted into the machine to
be written) or by special wireless or radio frequency encrypted signal. This
biometric data may then be stored on the card (10) as a first biometric
reference data so that a person seeking to authenticate himself will need to

have his finger print scanned and compared against this first biometric
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20 wireless signal contact (e.g. where the card may be slotted into the
machine to be written) or by special wireless or radio frequency encrypted
signal. This biometric data may then be stored on the card (10) as a first
biometric reference data so that a person seeking to authenticate himself
will need to have his finger print scanngg and compared against this first
biometric 17 reference data. The comparison may be made by comparing
binary data converted from the biometric data acquired and stored from

R S e e E R S P B LRI ) e
LRGN R URHREH 2o WO TS S A E il o

Igits has been registered as the rint's first biometric reference
st digit A scan (e.g. covered
gv%%éggﬁ% t?aﬁ(gg] to(}??ét??%ﬁﬁy 8ag§ed§o'wrg r%t({a%li#()':gr'eference data may be
similarly registered on 10 the portable identification card so that, for
instance, another hand's finger print may be used. With regard to the

battery Rouerd R FTAGESGE! SOSHSISR Bk B MHOUK esignared to

integrally with vice in the resistor or transistor,

B@M{é&*&ﬁ%ﬁ#ﬁﬂf SO %%;g%&@ﬁd%@%ﬁ%%ﬂﬁ% is ten digits

switched on or 0 dep_endlng on the e inci ent_RF energy frc
ﬁt%%?n iscri%g%?é’r%@dé@tﬂﬂ M aeanand comigat BN deY i a. In the

event that the first digit is not able to be scan (e.g. covered with healing tape
due to injury) a second biometric reference data may be similarly registered on
the portable identification card so that, for instance, another hand’s finger print

may be used.

With regard to the battery power, a power management subsystem may
be provided integrally with the device in the form of a simple resistor or
transistor, or with the RFID itself so that on board power may be automatically
switched on or off depending on the available incident RF energy from the

RFID reader.

Depending on the design and configuration of the device, other discrete
components may be provided if no suitable RFID chip having all the desirable
features according to the present invention may be sourced. For example, a
microcontroller (16) for activating the RFID chip, particular the transmission of

the authenticated signal to a reader, may be provided.
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20 components may be provided if no suitable RFID chip having all the
desirable features according to the present invention may be sourced.
For example, a microcontroller (16) for activating the RFID chip, particular
the transmission of the authenticated signal to a reader, may be provided.
18 As shown in the form of a process fi@wvchart in FIGURE 3, the
authentication process (32) starts with the person seeking authentication
having his finger print scanned (34) on the biometric sensor. The finger

print image gaprad Ay e genyeried aia A gy iamelc ARA 80l 5, tne

compared 5 against the reference data w en pre-recorded on

atﬁ%@%ﬁg H]rlj%g &%%%Oga Vi%?a?{sg%ﬂﬁ gfh%n B}g.tsc(mn %%14 egl}?Héntication

rence data, the active IS activate transmit

Al '”m@“f?gg T Cﬁcﬂiﬁte :ﬁﬁ?@;@}}%@ﬁ)é% featigaiipn ehxing er print

or reader to ot match then authentication proce

L A M LA AL A opare
B@%ﬁﬁé?iﬁﬁe B rURIANI OGRS Nehilye r%l%aﬂééw ?EW@E%@QB”W e portable
proc lating the

ess flow that includes automated co and recording o

?d’éﬁffﬁ‘ﬁ&f’i‘&# H@\r/?ég‘sof‘?%%herwfﬁﬁ%'%?g!ﬂgg%ﬁ%ﬂg? @Bﬁgg&&? with the

marking, recording keeping and updating

\%i@(gﬁ%'é/ QHHP%%% i '_'PJI@fFﬁ Rooks/ah 8‘1{29 %&%Fﬁﬁglﬂft%u%ﬁ‘ﬁ'ﬁnation or
schedule of core and elective classes, credit hours earned to date,
authenticated signal (38) to an authentication terminal or reader to be
accepted. If it does not match then authentication process is aborted or ends
prematurely (39).

Upon successful authentication, many different functions and
applications may be had with further data processing. By “data processing” we
mean any software algorithm or process flow that includes automated collating
and recording of the authenticated persons for further use such as automatic
attendance marking, recording keeping and updating (e.g. assigning or lending
laboratory equipment and library books, checking a particular student’s

schedule of core and elective classes, credit hours earned to date,

assignments due, etc. some of which we shall explain further in the following.

If the signal receiving terminal or RFID signal readers are identifiable
with its location within the educational institution and centrally linked to a
server, the specific location of the card holder may be pinpointed which an area
geometry algorithm when 3 or more readers are able to pick up signals from

the card, particularly if the card is configured to transmit a unique code in a
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assignments due, etc. some of which we shall explain further in the
following. 20 If the signal receiving terminal or RFID signal readers are
identifiable with its location within the educational institution and centrally
linked to a server, the specific location of the card holder may be
pinpointed which an area geometry algayithm when 3 or more readers are
able to pick up signals from the card, particularly if the card is configured
to transmit a unique code in a 19 constant ping without being

SR R DA EAERBLA CeBR BUSB e cor
PR oA O L SE B e e

&7@@5?@%@&%@#@?%%@@?@ %a%o?da}ﬁé?g%%%‘[ﬂ%@ﬂ@ﬂreed for a

positioning system works. ress privacy concerns,

?é‘a&éﬁt%@éﬁ\’i’_im{éﬁ@gﬁ@ﬁ@%@ﬁ%ﬂ@”ﬁﬁf& Fgﬁtﬁ?g‘!ﬁ@%@%@ ;ﬂ% Ued to

the constant pinging privacy Is deeme ortant.

?6§%Sfb‘?eéYiSiH80%P§6i§M'é\ﬁi%%éﬁ?t@% "&W&l%ﬁ)%g’?ggﬁ%' manner the

eader, such as a tutor supervisi boratory, may bé enabled via a

e o B S A S tod Gerr e (A RHEerns, an
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records may be arried out for attendance recording, verification,

;%ﬁé(% ggﬁ#ﬂg’%@%ﬂ;‘s@ﬁ'ﬁr&%@ Heantbs fHpsR4ser (e-9. for the

A person supervising a particular location installed with a RFID signal
reader, such as a tutor supervising a laboratory, may be enabled via a
computer terminal at the laboratory linked to a central server to compile and
process the records of the authenticated persons collated from a database
maintained at the central server. The compiled and processed records may be
carried out for attendance recording, verification, including visual validation,
authorisation from the supervisor (e.g. for the use of specific laboratory
equipments, use of special laboratory rooms or workstations) and other

administrative and/or security functions.

An extended feature of such records compilation and processing
software is to enable the supervisor to have secondary RFID signal readers
attached to the equipment, room or computers under his control so that each of
the facility will only work for a specific student so assigned thereto by the

supervising lecturer.
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equipments, use of special laboratory rooms or workstations) and other
administrative and/or security functions. 20 An extended feature of such
records compilation and processing software is to enable the supervisor
to have secondary RFID signal readers attached to the equipment, room
or computers under his control so that egch of the facility will only work
for a specific student so assigned thereto by the supervising lecturer. 20
Accordingly, from the above examples of applications and functions that
our invention is capable of being adapted for, it is apparent that the 3 main
components of our system, i.e. the RFID biometric authentication card,

RFID i i | )y ) .
databat R e e SRS o) el SEEA o ons thet
SUEIRRARRIE SIS SIS IO, § DA mar

AR U SR ! POWR HHEPIGRIHRIRD SR ARIREAMh card, RFID

a software ace (40) is provid le a supervisor, such

B A e O S o
%P%Bﬁ%‘?@%ﬁgsﬁmeégﬂeﬁﬂé (%pgﬁﬁféggfnﬁ}wp&&%'ﬁg%?'%m the

absence have been ma er, po conffict 15 wit

8'&%%%%65 %{rﬁog\%%il%atiﬂ{b e UGN VRIS AR The

any o possible reasons may be validated. For more urgent or

algorithms of specific applications will now be described in some detail.

FIGURE 4 shows a basic attendance application wherein a software
interface (40) is provided to enable a supervisor, such as a lecturer, to compile
an attendance list whereby a list of absentees (42) are separately compiled and
displayed together with their photographs and possible reasons (e.g. whether
an application or notice of absence have been made earlier, possible conflict
with another class, sick or hospitalisation leave, holidays or festivals, etc.) and
whether any of the possible reasons may be validated. For more urgent or
important cases of absenteeism, a further step may be provided to display the
personal information (44) of the student, such as his parents, guardian or next-
of-kin, etc. Another further option is to provide an option to the lecturer to view
the abstentee’s attendance records (46) for the past few days or weeks to see

if a particular attendance pattern may be recognised.

Apart from the above example, software applications may also be written

to provide for attendance recording of other education or training situations
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important cases of absenteeism, a further step may be provided to display
the personal information (44) of the student, such as his parents,
guardian or next- of-kin, etc. Another further option is to provide an option
to the lecturer to view 20 the abstentee's attendance records (46) for the
past few days or weeks to see if a pargggular attendance pattern may be
recognised. Apart from the above example, software applications may
also be written to provide for attendance recording of other education or

LRIHNg sg HaPS AL oRYER c%erNQfIBRéF%%ﬁ’?ﬁSQC& Pé%‘%‘?{)%'t %‘2@4{? Yhdustrial
cfi rkers’in a

reservist call-up, industrial training for a group of production wo

: in F e flowchart of a software
g?ggﬁ?&%;r? ﬁ)érna&%?lég%%@?a |ngoo%§§;%n§t§%5¢?gé§2§fence may
commence with a database having been built from the participants’
registration process before hand. A participant who arrives at the venue
of the sgmi f ' their finger an.the b
censor 8 R e e S itcation

jcati 4 tici ' ill d,,:
) thel s T taf caef e iy CRERLE with o
ticipants who.failedt ticati : rsi il t p
e e B OIS, Rl BrbeBssPbetore
be : in r raani '

e e e e M e T e iR ee 50)

%ﬁll%\%\@fﬂ@ﬁ%ﬁé’&%ﬂ RGO SHARG REXRERREH FOGRPHRE scanned

sponsoring

and authenticated (52). Upon successful authentication (54), the participant’s
record will be updated accordingly (56) and included in the list of attendees. A
separate list of participants who failed the authentication process or simply fail
to turn up for the authentication process is compiled (53). A supervisor, i.e. a
member of the seminar or conference organizer, may then link (55) each
absentee to their records contained in the database to display (57) their
photographs, contact particulars, including next-of-kin or companies sponsoring
their attendance to alert them of the absence. At the end of the seminar or
conference, the database is able to generate statistics on the attendance (58)

for review, management evaluation and records purpose.

FIGURE 6 shows a suggested flowchart of a software application for
attendance-taking of a National Service reservist training or a military unit's
duty call-up (60) wherein the RFID authentication system according to the
present invention may be employed. The reservists may authenticate

themselves by having their finger print scanned on their respective active RFID
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their attendance to alert them of the absence. At the end of the seminar or
conference, the database is able to generate statistics on the attendance
(58) for review, management evaluation and records purpose. 20
FIGURE 6 shows a suggested flowchart of a software application for
attendance-taking of a National Servicepeservist training or a military
unit's duty call-up (60) wherein the RFID authentication system according
to the present invention may be employed. The reservists may

%HFBE”&@?’}%&“@H%ﬁg'%&%?ﬁd?&"iagéhﬁgnﬁWeﬁﬁéir’ﬂ’i SRR O%'E? " successful

respective’activ cards (62) as they assemblein a ha
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e recorded in database n the othe ose absent or
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commander of the unit may be able to access the list bsentees
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\%ﬁﬁgﬁ ghabsence iham, CaRThANGI%A r?ﬁ%r gﬁﬁé{éiﬂmafﬂ gk e the tist

ow the full contact particulars for the absentee, such as the

ﬁ%gie:‘r@ Rl SR ‘E‘éﬁ%ﬁﬁ@#@ﬁg@?ﬁg gﬂd{ﬁé%&%&@?t%?een (67) with

9). Attheend o atabase system Is able
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FIGURE 7 shows a suggest owchart of a software application for

%WQ&?%PQ&H&&PB&@E%%QWF AL WA P IEE R Qlidress, contact

particu
number, next-of-kin’s name, address and contact number (69). At the end of

the briefing, the database system is able to generate a statistics of attendance

for viewing and logging purposes (68).

FIGURE 7 shows a suggested flowchart of a software application for
marking attendance of a group of production workers selected for a particular
industrial training class. The workers may have their usual security cards
provided in the form of the RFID authentication card according to the present
invention as their usual attendance-taking means upon arrival at the factory
(70) to commence their daily work. A manager may select a group of workers
for a particular industrial training and may program a RFID reader at the
training room to admit this group of workers and to record their attendance (72)
upon their arrival at the training room and upon successful authentication
process (74). The database system will then update the status of attendance
(76) of each production worker and compile a list of absentees (75). A

supervisor or trainer will be able to access the list of absentees from a
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15 industrial training class. The workers may have their usual security
cards provided in the form of the RFID authentication card according to
the present invention as their usual attendance-taking means upon arrival
at the factory (70) to commence their daily work. A manager may select a
group of workers for a particular indusg@l training and may program a
RFID reader at the 20 training room to admit this group of workers and to
record their attendance (72) upon their arrival at the training room and

s e TR
SRl ARSI M RSN )

of the absentee in the list, the database system will provide the
attendees' photo and reason of absence if any (77). If there are no

isar i | i : .
oL ORE ARSI SRUCE SHAM, I cr 5, ae v
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?rﬂaﬂ rﬂBH?t%lanhéhﬁ g ﬁ&ﬁ%m\%?fgm PRI HE %Ftﬁgﬁqﬁﬁne address,

attendance report (78) for viewing and logging purposes. 10 As another
EBQ@EEFHUHEBP%&?%%M%‘% agsor H&fg’(b%F'%rﬂJHlﬁﬂB%@F'oﬂt the end
with active RFID may be deployed to monitor and protect an

of the day, the database system is able to generate a statistics attendance

report (78) for viewing and logging purposes.

As another application of our invention, the apparatus for biometric
authentication with active RFID may be deployed to monitor and protect an
educational institution’s perimeter such as to deter and monitor strangers
entering the school premises. An exemplary logic flow of such an application is

shown in FIGURE 8.

A camera and laser sensor may be mounted at every gate of the school
to serve as a second tier security to detect strangers entering school premises
who may be differentiated from a student entering the school premise because
a student would have to authenticate himself/ herself using the biometric

authentication apparatus with active RFID.

A successful authentication may be based on two checks, one from the

biometric authentication and the other on the laser sensor in sensing a person
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educational institution's perimeter such as to deter and monitor strangers
entering the school premises. An exemplary logic flow of such an
application is 15 shown in FIGURE 8. A camera and laser sensor may be
mounted at every gate of the school to serve as a second tier security to
detect strangers entering school premisgs who may be differentiated from
a student entering the school premise because 20 a student would have
to authenticate himself/ herself using the biometric authentication

B e e A T S R ST YR R o
e for ation and the olf
R AR e SRR L 88 AR R wour

pecplet i Hﬁiﬁrﬁfof'ﬂ"%edsﬁ‘ﬁ‘gﬁ‘é\gy%ﬂﬁ‘"Ehé’es%{%l?ri 9 'EQME&E;%&B%‘&O% the

€ security camera mounted at the respective'gates. he process

ﬂggg?gg & guthentication is still the same as the afore- described
ap ica%&ng, VE\%t the addition of another laser sensor as an additional

security check. 10 While this invention has been described in connection
with specific embodiments thereof, it will be understood that it is capable

of furthep, Modiicationss)- It ARRIGRIAR S BHERIER [UROEGIAEYas the afore-

variations uses or
described applications, with the addition of another laser sensor as an

additional security check.

While this invention has been described in connection with specific
embodiments thereof, it will be understood that it is capable of further
modification(s). This application is intended to cover any variations uses or
adaptations of the invention following in general, the principles of the invention
and including such departures from the present disclosure as come within
known or customary practice within the art to which the invention pertains and

as may be applied to the essential features hereinbefore set forth.

As the present invention may be embodied in several forms without
departing from the spirit of the essential characteristics of the invention, it
should be understood that the above described embodiments are not to limit
the present invention unless otherwise specified, but rather should be
construed broadly within the spirit and scope of the invention as defined in the

appended claims. Various modifications and equivalent arrangements are
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adaptations of the invention following in general, the principles of the
invention and including such departures from the present disclosure as
come within 15 known or customary practice within the art to which the
invention pertains and as may be applied to the essential features
hereinbefore set forth. As the present ipgention may be embodied in
several forms without departing from the spirit of the essential
characteristics of the invention, it 20 should be understood that the above
r di re | o'iteB-r n.inventi e -
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ol thi g . ; : _
R L S IRAIAEE FRe s R (Roenion
Mﬁ?r"[’)tév?)r‘gc [ manN]\."fﬁ?éSfmIXW@g t&%jmg?cm@a?n%tgﬂ?s% n clauses are
Invéntion” may be practiced. In the following claims, means-plus-function

ferGed o %JWSP%%&HJFQA’ ‘;{szgﬂé%fﬁﬁr%s n‘i’ﬁ%’@@?ﬂ%?ﬂﬂp@ﬁtﬂﬂe&nd not only

unction and not only structur uivalents; but also equivalen

: le, al - Pa
gﬂﬁaﬂﬁrgqgifvaentg% g\QU di rﬂ@rﬁ&%@ﬁigﬁr%b, although a

structura S In that a nail employs a cyli urrace 1o secure

WaPdGH PR FagrRg WBEW@%?N?&E‘R‘Q(I piO%R Q?Hcﬁ'la?ugar?ﬁlt%mgrlloys a

secure wooden parts together, in the environment of 10 fastening wood

egﬁmﬁcﬁﬁg&’?gc% ﬁﬁrg&ﬁﬁg Wﬁglﬁ'} {UESHSRer, whereas a screw employs
"Comprises/comprising” when used in'this specification Is taken to
a helical surface to secure wooden parts together, in the environment of

fastening wooden parts, a nail and a screw are equivalent structures.

“Comprises/comprising” when used in this specification is taken to
specify the presence of stated features, integers, steps or components but
does not preclude the presence or addition of one or more other features,

integers, steps, components or groups thereof.”
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specify the presence of stated features, integers, steps or components but
does not preclude the presence or addition of one or more other features,
15 integers, steps, components or groups thereof." 26 CLAIMS 1 A
method of authenticating a person's identity in an educational or training
environment comprising 5 (i) sensing afgst biometric feature of an
authentication-seeking person on a portable identification device; (ii)
converting said first biometric feature into a first input biometric data on

ig\mgable identification device; (iii)comparing said first input biometric
%a‘a‘gainst a reference data including a 10 first stored biometric data of
an authorised person pre-recorded on said portable identification device;
(iv) upon matching said first input biometric data with said first stored

kiiometr'c m&f%rﬁgmgat%%#tiﬁaﬁﬁg?;iH@i‘%\‘llg @SQW edurc]:aiignal or

authorised person via r requericy from said porta entificatio

%Yéqﬁé ggk&ﬁc?ﬂmg tstcgﬁjg@@% equency authenticated signal by a signal

reader” linked to a da e containing records of authorised persons; (vi)

. | t 1on- Ing person on
entifying Sl a4 SRREROR S AHNG IR R-RIARBAHEN Sl
thorised person's record on said database; an

a portable identification device;

(i) converting said first biometric feature into a first input biometric data on
said portable identification device;

(if)comparing said first input biometric data against a reference data including a
first stored biometric data of an authorised person pre-recorded on said
portable identification device;

(iv)  upon matching said first input biometric data with said first stored
biometric data, generates an authenticated signal unique to said
authorised person via radio frequency from said portable identification
device;

(V) receiving said radio frequency authenticated signal by a signal reader
linked to a database containing records of authorised persons;

(vi) identifying said authorised person’s authenticated signal with said
authorised person’s record on said database; and

(vii) collating said authorised person’s record with other authorised person’s

records in said database for data processing.

2. A method according to Claim 1 wherein the biometric feature includes a

finger-print.
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20 (vii) collating said authorised person's record with other authorised
person's records in said database for data processing. 2. A method
according to Claim 1 wherein the biometric feature includes a finger-print.
27 3. A method according to Claim 1 wherein the first stored biometric
data is stored in a non-volatile memorpmeans, including a flash memory.
5 4. A method according to Claim 1 wherein a second stored biometric
data of said authorised person is further pre-recorded on said portable
identification device and a second input biometric data is correspondingly
sensed, converted, compared and matched - i.e. steps (i), (ii), (i) and (iv)

3" plage ot Al iE%B?@Rﬁé{QBOE‘I%ﬁ' iR e R AG AR SRIRGTE data is

signal unique to 10 sal horised pérson is generated via radio

R e L e R A s TR i

said educational or training environment. 15 6. A method according to
Claim 5 wherein a person supervising the location is able to compile and

atocesi%ié’tﬁgﬁaé%%ﬁﬁﬂy%f%%{PX PEHE I, eé@f&?&%ﬁd@wgiﬂ%%tric data

attendance, indoor positiorning an Iocatlng, verirication mcludlng visua

BRILAG A ABHUE RS 80 1R ANRIHRRLKE AR B 29ia85HRbUNGEA Rcation

device and a second input biometric data is correspondingly sensed,
converted, compared and matched - i.e. steps (i), (ii), (iii) and (iv) - in place of
said first input biometric data, upon which an authenticated signal unique to
said authorised person is generated via radio frequency from said portable

identification device.

5. A method according to Claim 1 wherein the signal reader is identifiable

with its location within said educational or training environment.

6. A method according to Claim 5 wherein a person supervising the
location is able to compile and process said collated records for any one or
more purposes including attendance, indoor positioning and locating,
verification including visual validation, authorising and like administrative and/or

security functions.

7. A method according to Claim 6 wherein:
- the person is a lecturer supervising his classroom as the identifiable

location, and who is able to compile a list of students as authorised
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7. A method according to Claim 6 wherein: - the person is a lecturer
supervising his classroom as the identifiable location, and who is able to
compile a list of students as authorised 28 persons; and wherein the
administrative and/or security functions includes, indoor positioning
system, verifying visually the attendingsgudents, assigning attendance
credits, and allowing temporary access permission to assigned 5
equipment, rooms, and like facilities within said classroom. 8. A method

accordpgr(#%l%a%ﬂ%weqw the facilities are equipped with secondary
ic

signal readers w may read unique authenticated person signals

' shecific signal i . le .. .
e e AREG S ARRI AR RICSEY thickiias™ RATBP Bositoning

adio TN R R SO HEIS e (O, e SR it fgance
biomet 'p

data: ar ' .
D6 TR AT R SRAEE ()RR T sonec
(12) is é%ﬂ%ﬁﬂméﬂﬁ F&%&ﬁg*&ﬂdmtﬁaemt?@&w Gl ith gl st piometric

reference data stored thérein, and upon matching said acquired biometric
data with said stored

8. A method according to Claim 7 wherein the facilities are equipped with
secondary signal readers which may read unique authenticated person signals

assigned to the specific signal reader by said lecturer.

0. A portable identification device (10) for identifying an authorised person
in an educational or training environment comprising:
- a biometric sensor (12);
- a radio-frequency identification (RFID) chip (18) comprising a stored first
biometric reference data; and
- a battery power source (14) for powering said RFID chip;
wherein biometric data acquired by said biometric sensor (12) is sent to
the RFID chip (18) to be compared with said first biometric reference data
stored therein, and upon matching said acquired biometric data with said stored
biometric reference data, said RFID chip transmits a unique radio frequency

authentication signal.

10. A portable identification device according to Claim 9 wherein the

biometric sensor is a fingerprint sensor, including a suitable optical method or
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20 biometric reference data, said RFID chip transmits a unique radio
frequency authentication signal. 10. A portable identification device
according to Claim 9 wherein the biometric sensor is a fingerprint sensor,
including a suitable optical method or 29 capacitance method. 11. A
portable identification device accordinggg Claim 9 wherein the RFID chip
is a hybrid active-passive RFID chip which will be powered by the greater
5 of incident radio frequency (RF) energy incident on said RFID chip or

j[ed by the battery. 12. A portable identification device
g%\egg%%%@%ﬁ "wherein the device is about the size of a credit card.

10 13. A portable identification device according to Claim 9 wherein a
second biometric reference data is stored in addition to the first reference

e, 4, DAL ES LT SR o

AT TR SRS ANE  OTNE e by e rester
SIS 0 GEERE 0 PP ESNE 0 0 o

GEppRAELF Hhenlalpn sionals

12. A portable identification device according to Claim 9 wherein the device

is about the size of a credit card.

13. A portable identification device according to Claim 9 wherein a second

biometric reference data is stored in addition to the first reference data.

14. A portable identification device according to Claim 9 in use with a radio
frequency signal reader which is identified with a location within the educational

or training environment.

15. A portable identification device in use with a signal reader according to
Claim 14 wherein the signal reader is linked to a server comprising a database
of authorised persons’ records identifiable by their respective unique radio

frequency authentication signals.

16. A portable identification device according to Claim 9 including means for

detecting radio frequency of a range emitted by other portable identification
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16. A portable identification device according to Claim 9 including means
for detecting radio frequency of a range emitted by other portable
identification 30 devices issued by the same authority and which means
delays the transmission of authenticated signal upon such detection. 17.
A radio frequency identification (RFID) ggthentication system for an 5
educational or training environment comprising a portable identification
device, aradio frequency signal reader and a central server wherein: said

D R S R G ARG T the Webmission
8\"?5{!@% DEISPD, §| t&ﬁi%B%E%:ﬁ’ identification device; 10 - said
radio frequency 99@% reader IS capable of receiving said unique

authentication signal and is linked to enable transmission of such signal
to a central server; and wherein said central server comprises a database

g arised Belase GO R P8 TR Wiem for an
B I uf I - H . - - | : . .
BRI AAEPEINA UM S MBI Co IR AERISERLB A icaion device,

@é@fﬁgﬂg&%ﬁﬁggfgﬁ%%%%wﬁg%acQFi{PaPE%‘P@é?WﬂélﬁlﬁﬁF‘S for

ersons' records for supervisory control purposes.
- said portable identification device has biometric authentication means

which, upon authentication, transmit a authentication signal unique to an
authorised person assigned to said portable identification device;

- said radio frequency signal reader is capable of receiving said unique
authentication signal and is linked to enable transmission of such signal
to a central server; and wherein

- said central server comprises a database of authorised persons’ records
identifiable by their respective unique radio frequency authentication

signals.

18.  An RFID authentication system according to Claim 17 wherein:

- the signal reader may be identified by its location within the educational
or training environment;

- the central server further comprises a data processing means for

collating authorised persons’ records for supervisory control purposes.

19. An RFID authentication system according to Claim 18 wherein the data

processing means includes further compiling and processing of said collated
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19. An RFID authentication system according to Claim 18 wherein the
data processing means includes further compiling and processing of said
collated 31 records for any one or more purposes including attendance,
indoor positioning and locating, verification including visual validation,
authorising and like administrative and#qr security functions. 5 20. An
RFID authentication system according to Claim 19 wherein: - a person
having supervisory control over said data processing means is a lecturer

YOS ési%? Q@CC Tt Hiops mﬁé‘é‘ég%ﬁrﬁ@lﬁ éﬁ’r‘f&%&% rﬁé‘% X"é“%ﬂ]ﬁéo%?'ﬁégitioning

compile a list of s udents as a persons; an erein

anqNRAAHEe a{)é’/_fﬁrcﬁﬁ&tﬂ%f:%‘&ﬁﬁ S\}igﬁgfaﬂp%liﬂgﬁ8ﬁ,p°ﬁhtﬂ88i§§ﬂjgg and like

system, verifying visually the attending students, assigning atten

%ﬂﬁﬁsﬁ%ﬂ\?d'gwmgr@%@’(ﬁfﬂﬁ%ﬁé permission to assigned

equipment, rooms, and ities within said classroom. 21. An RFID
authentication system according to Claim 20 wherein the 15 facilities are
equipped with specific signal readers which may read unique

apthenticatos BEISHLHRNAIS AT ARRT 1R VIR 56 S1ANA (FRORIRM DY

said lecturer.

- a person having supervisory control over said data processing means is
a lecturer supervising his classroom as the identifiable location, and who
is able to compile a list of students as authorised persons; and wherein

- the administrative and/or security functions includes, indoor positioning
system, verifying visually the attending students, assigning attendance

credits, and allowing temporary access permission to assigned

equipment, rooms, and like facilities within said classroom.

21. An RFID authentication system according to Claim 20 wherein the
facilities are equipped with specific signal readers which may read unique
authenticated person signals assigned to said specific signal readers by said

lecturer.
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