
FAST STATE TRANSITION FOR A UE WITH RECONFIGURATION
OVER PAGING I . Claim of Priority under 35 U.S.C. 119
[0001] The present Application for Patent claims
priority to Provisional U.S. Application Serial No.
60/870,580, entitled "RECONFIGURATION OVER PAGING FOR
HSPA," filed December 18, 2006, assigned to the
assignee hereof, and expressly incorporated herein by
reference. BACKGROUND I . Field [0002] The present
disclosure relates generally to communication, and
more specifically to techniques for transitioning
between operating states by a user equipment (UE) in a
wireless communication network. II. Background [0003]
A UE (e.g., a cellular phone) in a wireless
communication network may operate in one of several
operating states at any given moment. In an active
state, the UE may be allocated resources by the
wireless network and may actively exchange data with
the wireless network, e.g., for a voice and/or data
call. In an idle state, the UE may not be allocated
resources by the wireless network and may monitor a
paging channel for paging messages. The active and
idle states may be referred to by different names in
different systems. The UE may transition between the
active and idle states based on data requirements of
the UE. For example, the UE may transition to the
active state whenever there is data to send or receive
and may transition to the idle state after completing
the data exchange with the wireless network. [0004]
The UE may exchange signaling with the wireless
network in order to transition between operating
states. The signaling may allocate resources to the UE
and may configure various parameters to be used by the
UE for communication with the wireless network. The
signaling consumes network resources and delays data
transmission. There is therefore a need in the art for
techniques to efficiently transition between operating
states by the UE.SUMMARY [0005] Techniques to support
fast state transition for a UE by sending
configuration information over paging are described
herein. The UE may operate in a first state (e.g., a
CELL PCH state) in which the UE does not send or
receive user data. The UE may monitor for paging
messages while in the first state and may receive a
paging message carrying first configuration
information. The UE may transition from the first
state to a second state (e.g., a CELL DCH state) in
response to receiving the paging message. The UE may
determine a set of communication parameters based on
the first configuration information received from the
paging message and second configuration information
stored at the UE. The UE may then exchange user data
based on the set of communication parameters while in
the second state. This may avoid the need to exchange
signaling after receiving the paging message in order
to obtain the first and/or 



second configuration information. [0006] In one
design, the first configuration information may
include or indicate a set of physical channel
parameters to use for communication. The set of
physical channel parameters may include at least one
Radio Network Temporary Identifier (RNTI) for the UE,
at least one channelization code and/or at least one
time offset for at least one physical channel, at
least one signature sequence, a scrambling code,
and/or some other physical channel parameters. The UE
may exchange user data based on the set of physical
channel parameters provided by the first configuration
information. [0007] In one design, the second
configuration information may include or indicate a
set of physical channel parameters, a set of transport
channel parameters, a set of radio bearer parameters,
a set of radio access bearer parameters, a set of
security parameters, or any combination thereof. The
UE may store the second configuration information when
transitioning to the first state. The UE may also use
default values for some communication parameters in
order to reduce the amount of first configuration
information to send in the paging message. [0008]
Various aspects and features of the disclosure are
described in further detail below. BRIEF DESCRIPTION
OF THE DRAWINGS [0009] FIG. 1 shows a wireless
communication network. [0010] FIG. 2 shows a state
diagram for a UE. [0011] FIG. 3 shows a message flow
for transition from CELL PCH to CELL DCH.[0012] FIG. 4
shows a message flow for fast transition from CELL PCH
to CELL DCH. [0013] FIG. 5 shows a message flow for
obtaining physical channel parameters for the UE.
[0014] FIG. 6 shows a process performed by the UE for
fast state transition. [0015] FIG. 7 shows a process
performed by an SRNC to support fast state transition.
[0016] FIG. 8 shows a process performed by a Node B to
support fast state transition. [0017] FIG. 9 shows a
block diagram of the UE and various network entities.
DETAILED DESCRIPTION [0018] The techniques described
herein may be used for various wireless communication
networks such as Code Division Multiple Access (CDMA)
networks, Time Division Multiple Access (TDMA)
networks, Frequency Division Multiple Access (FDMA)
networks, Orthogonal FDMA (OFDMA) networks, etc. The
terms "network" and "system" are often used
interchangeably. A CDMA network may implement a radio
technology such as Universal Terrestrial Radio Access
(UTRA), cdma2000, etc. UTRA includes Wideband CDMA
(W-CDMA) and other variants of CDMA. cdma2000 covers
IS-2000, IS-95, and IS-856 standards. A TDMA network
may implement a radio technology such as Global System
for Mobile Communications (GSM). An OFDMA network may
implement a radio technology such as Evolved UTRA
(E-UTRA), Ultra Mobile Broadband (UMB), IEEE 802.16,
IEEE 802.20, Flash- OFDM(r), etc. UTRA, E-UTRA and GSM
are part of Universal Mobile Telecommunication System
(UMTS) and are described in documents from an 



organization named "3rd Generation Partnership
Project" (3GPP). cdma2000 and UMB are described in
documents from an organization named "3rd Generation
Partnership Project 2" (3GPP2). 3GPP and 3GPP2
documents are publicly available. These various radio
technologies and standards are known in the art. For
clarity, certain aspects of the techniques are
described below for UMTS, and UMTS terminology is used
in much of the description below. [0019] FIG. 1 shows
a wireless communication network (e.g., a UMTS
network) 100 that includes a Universal Terrestrial
Radio Access Network (UTRAN) 120 and a core network
160. UTRAN 120 may include any number of Node Bs
coupled to any number of Radio Network Controllers
(RNCs). For simplicity, only one Node B 130, one
Controlling RNC/Drift RNC (CRNC/DRNC) 140, and one
Serving RNC (SRNC) 150 are shown in FIG. 1. A Node B
may also be referred to as an evolved Node B (eNode
B), a base station, an access point, etc. Each Node B
supports radio communication forUEs within its
coverage area. The overall coverage area of a Node B
may be partitioned into multiple (e.g., three) smaller
areas. The term "cell" can refer to the smallest
coverage area of a Node B and/or the Node B serving
this coverage area, depending on the context in which
the term is used. The terms "cell" and "Node B" are
used interchangeably herein. A cell in UMTS may
correspond to a sector in cdma2000 and other networks.
[0020] Each RNC may couple to a set of Node Bs via an
Iub interface and may provide coordination and control
for these Node Bs. For example, an RNC may perform
radio resource management, some mobility management
functions, and other functions to support
communication between the UEs and the UTRAN. Each RNC
may also couple to one or more other RNCs via an Iur
interface and to core network 160 via an Iu interface.
Core network 160 may include various network entities
that may support circuit-switched (CS),
packet-switched (PS), and other services for the UEs.
[0021] Network 100 may support communication for any
number of UEs. For simplicity, only one UE 110 is
shown in FIG. 1. A UE may also be referred to as a
mobile station, an access terminal, a subscriber unit,
a station, etc. A UE may be a cellular phone, a
personal digital assistant (PDA), a wireless device, a
wireless modem, a handheld device, a laptop computer,
etc. UE 110 may communicate with Node B 130 via a
radio link and with SRNC 150 via a Uu interface. SRNC
150 may serve UE 110 and may terminate both the Iu
link for data exchanges and the corresponding
signaling between UE 110 and core network 160. SRNC
150 may also terminate Radio Resource Control (RRC)
signaling between UE 110 and UTRAN 120 and may perform
management functions such as outer loop power control,
load control, admission control, handover control,
mobility management, etc. UE 110 may communicate
directly with SRNC 150 (not shown in FIG. 1) or
indirectly via CRNC/DRNC 140 (as shown in FIG. 1).
CRNC/DRNC 140 may control Node B 130 with which UE 110
communicates and may perform functions such as
macrodiversity combining and splitting, routing of
data between UE 110 and SRNC 150, etc. 



[0022] In UMTS, data is processed as one or more
transport channels at Layer 2 (L2). The transport
channels may carry data for one or more services,
e.g., voice, video, packet data, etc. The transport
channels include a Dedicated Channel (DCH), an
Enhanced Dedicated Channel (E-DCH), a High Speed
Downlink Shared Channel (HSDSCH), a Broadcast Channel
(BCH), a Forward Access Channel (FACH), a Paging
Channel (PCH), and a Random Access Channel (RACH). The
transport channels aremapped to physical channels at a
physical layer (PHY) or Layer 1 (Ll). The physical
channels are channelized with different channelization
codes and are orthogonal to one another in the code
domain. The transport channels and physical channels
are described in 3GPP TS 25.21 1, entitled "Physical
channels and mapping of transport channels onto
physical channels," May 2007. [0023] The UE may
communicate with the UTRAN via radio bearers (RBs),
which are services provided by Layer 2 for transfer of
user data between the UE and the UTRAN. The radio
bearers may be established, reconfigured and released
through RRC radio bearer procedures. The radio bearers
may be configured with various parameters and may
utilize transport channels and physical channels. The
transport and physical channels may be configured with
the radio bearer procedures and may also be configured
separately with transport and physical channel
procedures. [0024] FIG. 2 shows a state diagram 200 of
RRC states for the UE in UMTS. Upon being powered on,
the UE may perform cell selection to find a suitable
cell from which the UE can receive service. This cell
is referred to as the serving cell. Thereafter, the UE
may transition to an Idle mode 210 or a Connected mode
220 depending on whether there is any activity for the
UE. In the Idle mode, the UE has registered with the
core network, listens for paging messages, and updates
its location with the core network when necessary. In
the Connected mode, the UE may or may not be able to
transmit and receive data depending on its RRC state
and configuration. The UTRAN does not have the UE
context in the Idle mode and has the UE context in the
Connected mode. [0025] The UE may perform an Establish
RRC Connection procedure in order to transition from
the Idle mode to the Connected mode. From this
procedure, the UE may obtain the following:  Radio
bearer parameters - parameters for radio bearers for
the UE,  Radio access bearer parameters - parameters
for radio access bearers for the UE,  Transport
channel parameters - parameters for transport channels
at Layer 2,  Physical channel parameters - parameters
for physical channels at Layer 1, and  Security
parameters - parameters for ciphering and integrity
protection for the UE. [0026] The parameters above may
be referred to as communication parameters. The
physical channel parameters may also be referred to as
PHY parameters, Ll parameters, etc. The transport
channel parameters may also be referred to as Medium
Access Control (MAC) parameters, L2 parameters, etc.
The radio bearer parameters may alsobe referred to as
upper layer parameters, etc. The Establish RRC
Connection procedure and the various communication
parameters given above are described in 3GPP TS
25.331, entitled "Radio Resource Control (RRC);
Protocol Specification," September 



2007. [0027] In the Connected mode, the UE may be in
one of four RRC states - a CELL DCH state 222, a CELL
FACH state 224, a CELL PCH state 226, and a URA PCH
state 228. The CELL DCH state is characterized by (i)
dedicated physical channels allocated to the UE for
the downlink and uplink and (ii) a combination of
dedicated and shared transport channels available to
the UE. The CELL FACH state is characterized by (i) no
dedicated physical channels allocated to the UE, (ii)
a default common or shared transport channel assigned
to the UE for use to access the UTRAN, and (iii) the
UE continually monitoring the FACH for signaling such
as reconfiguration messages. The CELL PCH and URA PCH
states are characterized by (i) no dedicated physical
channels allocated to the UE, (2) the UE periodically
monitoring the PCH for paging messages, and (iii) the
UE not being permitted to transmit on the uplink. The
location of the UE is known at the cell level in the
CELL PCH state and is known at a User Registration
Area (URA) level in the URA PCH state. A URA may
include a set of cells. The UE may be paged via a
specific cell in the CELL PCH state and via all cells
in a specific URA in the URA PCH state. The RRC modes
and states are described in the aforementioned 3GPP TS
25.331. [0028] The UE may transition (i) from the Idle
mode to the CELL DCH or CELL FACH state by performing
an Establish RRC Connection procedure, and (ii) from
the CELL DCH or CELL FACH state to the Idle mode by
performing a Release RRC Connection procedure. While
in the Connected mode, the UTRAN can command the UE to
be in one of the four RRC states based on activity of
the UE. The UE may transition (i) between the CELL DCH
and CELL FACH states by performing a reconfiguration
procedure, and (ii) between different configurations
in the CELL DCH state by also performing a
reconfiguration procedure. The UE may transition from
the CELL DCH state to the CELL PCH or URA PCH state by
performing a reconfiguration procedure. The UE may
also transition from the CELL FACH state to the CELL
PCH or URA PCH state by performing a reconfiguration
procedure. The UE may autonomously transition from the
CELL PCH or URA PCH state to the CELL FACH state upon
receiving a paging message. These various procedures
are described in the aforementioned 3GPP TS
25.331.[0029] The UE and the SRNC may exchange RRC
messages via the Uu interface. The SRNC and the
CRNC/DRNC may exchange Radio Network Subsystem
Application Part (RNSAP) messages via the Iur
interface. The CRNC/DRNC and the Node B may exchange
Node B Application Part (NBAP) messages via the Iub
interface. The Uu interface and RRC messages and
procedures are described in the aforementioned 3GPP TS
25.331. The Iur interface and RNSAP messages and
procedures are described in 3GPP TS 25.423, entitled
"UTRAN Iur interface RNSAP signaling," September 2007.
The Iub interface and NBAP messages and procedures are
described in 3GPP TS 25.433, entitled "UTRAN Iub
interface Node B Application Part (NBAP) signaling,"
September 2007. 



[0030] FIG. 3 shows a message flow 300 for a
network-initiated procedure for normal transition from
the CELL PCH state to the CELL DCH state. The UE may
operate in the CELL PCH state and may periodically
monitor the PCH for paging messages. The UTRAN may
page the UE by sending a PAGING TYPE 1 message from
the SRNC via the Node B to the UE (step 1). The UE may
autonomously transition from the CELL PCH state to the
CELL FACH state upon receiving the PAGING TYPE 1
message (step 2). The UE may then send a CELL UPDATE
message on the RACH to the Node B, which may forward
the message to the SRNC (step 3). The CELL UPDATE
message may include a UTRAN RNTI (U-RNTI) in order for
the network to identify the UE. The SRNC may then send
a RADIO LINK SETUP REQUEST message to the CRNC/DRNC to
request establishment of a radio link by the CRNC/DRNC
for the UE (step 4). The CRNC/DRNC may send a RADIO
LINK SETUP REQUEST message to the Node B to request
establishment of a radio link by the Node B for the UE
(step 5). The Node B may allocate resources, configure
a new radio link for the UE according to parameters
given in the message received from the CRNC/DRNC, and
return a RADIO LINK SETUP RESPONSE message to the
CRNC/DRNC (step 6). The CRNC/DRNC may return a RADIO
LINK SETUP RESPONSE message with pertinent parameters
for the UE to the SRNC (step 7). [0031] The SRNC may
then send a CELL UPDATE CONFIRM message to the Node B,
which may forward the message on the FACH to the UE
(step 8). This message may include reconfiguration
parameters that may be used for any radio bearer
reconfiguration procedure. The Node B may send a RADIO
LINK RESTORE INDICATION message to the CRNC/DRNC,
which may in turn send a RADIO LINK RESTORE INDICATION
message to the SRNC (step 9).[0032] The UE may
transition from the CELL FACH state to the CELL DCH
state upon receiving the CELL UPDATE CONFIRM message
(step 10). The UE may perform uplink synchronization
and may send a PHYSICAL CHANNEL RECONFIGURATION
COMPLETE message on the E-DCH to the Node B, which may
forward the message to the SRNC (step 11). The UE may
thereafter exchange (e.g., transmit and/or receive)
user data via the established radio link. [0033] In
message flow 300, the UE first transitions from the
CELL PCH state to the CELL FACH state and then
transitions from the CELL FACH state to the CELL DCH
state. In the CELL FACH state, messages are sent on
the RACH by the UE and on the FACH to the UE. The RACH
and FACH are common transport channels that are shared
by different UEs. It is desirable to reduce state
transition delays when the UE is in the Connected
mode. This may improve radio resource utilization and
extend battery life for the UE, especially for
applications characterized by intermittent data
exchanges and tight latency requirements such as Web
browsing, Push-to-Talk, etc. [0034] In an aspect, fast
state transition from the CELL PCH state to the CELL
DCH state may be achieved by incorporating
reconfiguration function in a paging message. The may
allow the UE to transition directly from the CELL PCH
state to the 



CELL DCH state after receiving the paging message. The
fast state transition may reduce overhead as well as
latency. [0035] FIG. 4 shows a design of a message
flow 400 for a network-initiated procedure for fast
state transition from the CELL PCH state to the CELL
DCH state. The UE may operate in the CELL PCH state
and may periodically monitor the PCH for paging
messages. The UTRAN may desire to page the UE and may
first establish pertinent network bearers, e.g., Iub
and Iur. The SRNC may send a RADIO LINK SETUP REQUEST
message to the CRNC/DRNC to request establishment of a
radio link by the CRNC/DRNC for the UE (step 1). The
CRNC/DRNC may then send a RADIO LINK SETUP REQUEST
message to the Node B to request establishment of a
radio link by the Node B for the UE (step 2). The Node
B may allocate resources, configure a new radio link
for the UE, and return a RADIO LINK SETUP RESPONSE
message to the CRNC/DRNC (step 3). The CRNC/DRNC may
return a RADIO LINK SETUP RESPONSE message with
pertinent parameters to the SRNC (step 4). [0036] The
SRNC may then send a PHYSICAL CHANNEL RECONFIGURATION
message within a paging message to the UE (step 5).
The PHYSICAL CHANNEL RECONFIGURATION message may
include various physical channel parameters
asdescribed below. The Node B may send a RADIO LINK
RESTORE INDICATION message to the CRNC/DRNC, which may
in turn send a RADIO LINK RESTORE INDICATION message
to the SRNC (step 6). [0037] The UE may transition
from the CELL PCH state directly to the CELL DCH state
upon receiving the PHYSICAL CHANNEL RECONFIGURATION
message (step 7). The UE may perform uplink
synchronization and then send a PHYSICAL CHANNEL
RECONFIGURATION COMPLETE message on the E-DCH to the
Node B, which may forward the message to the SRNC
(step 8). The UE may thereafter exchange user data via
the established radio link. [0038] In the design shown
in FIG. 4, fast state transition is achieved by
performing reconfiguration over paging. In general,
any set of parameters may be reconfigured over paging.
In one design, only a set of physical channel
parameters is reconfigured over paging, which may
reduce overhead in sending the parameters. In this
design, the UE may store the radio bearer parameters
and the transport channel parameters upon
transitioning to the CELL PCH state.
Establishment/reconfiguration of these stored
parameters may then be avoided. To further reduce
overhead, only certain UE-specif  c physical channel
parameters may be sent over paging, and default values
may be used for remaining physical channel parameters.
In general, all or a subset of the physical channel
parameters may be explicitly sent to the UE via
paging. [0039] The techniques described herein may be
used for any mapping of the PCH to physical channel.
For example, the PCH may be sent on a Secondary Common
Control Physical Channel (S-CCPCH), which is broadcast
to all UEs. The PCH may also be sent on a High Speed
Physical Downlink Shared Channel (HS-PDSCH), which may
be sent to specific UEs. 



[0040] The techniques described herein may also be
used to send configuration information for any set of
physical channels. For clarity, configuration
information is sent for physical channels used for
High-Speed Downlink Packet Access (HSDPA) and
High-Speed Uplink Packet Access (HSUPA), which are
collectively referred to as High- Speed Packet Access
(HSPA). HSDPA and HSUPA are sets of channels and
procedures that enable high-speed packet data
transmission on the downlink and uplink, respectively.
Table 1 lists some physical channels in UMTS,
including some used for HSDPA and HSUPA. These
physical channels are described in the aforementioned
3GPP TS 25.21 1.Table 1 - Physical channels For HSDPA,
the UE may be configured for either HS-SCCH operation
or HSSCCH- less operation. For HS-SCCH operation,
signaling is sent on the HS-SCCH prior to packet
transmission on the HS-PDSCH. The UE may monitor up to
four 128-chip channelization codes for the HS-SCCH to
detect for signaling. The UE may process up to fifteen
16-chip channelization codes for the HS-PDSCH to
receive data. For HSSCCH- less operation, signaling is
not sent on the HS-SCCH, and the UE may process the
HS-PDSCH based on preconfigured parameters. A default
HSDPA configuration may be used for the UE. This
default configuration may includes L channelization
codes for the HS-SCCH and M channelization codes for
the HS-PDSCH, where 1< L < 4 and 1< M < 15 .[0042]
Various physical channel parameters may be sent in a
paging message to support physical channel
reconfiguration over paging. In one design, the paging
message may carry one or more of the physical channel
parameters given in Table 2. Table 2 - Physical
channel parameters [0043] The HS-SCCH code information
may be for a default HSDPA configuration with fewer
than four HS-SCCH codes and one HS-PDSCH code. This
may reduce the number of bits to send for the HS-SCCH
code information. [0044] Table 2 gives an example set
of physical channel parameters that may be sent in a
paging message. Other physical channel parameters may
also be sent in a paging message. The physical channel
parameters may be sent as information elements (IEs)
in a PHYSICAL CHANNEL RECONFIGURATION message, which
may be carried in a paging message. A different IE may
be used for each physical channel parameter.[0045] In
general, the physical channel parameters for the UE
may be provided by one or more network entities. The
SRNC may obtain all of the physical channel parameters
for the UE from the appropriate network entities and
may then send these parameters in a paging message to
the UE. [0046] The H-RNTI may be assigned to the UE by
the CRNC/DRNC. The CRNC/DRNC may send the H-RNTI to
the Node B via a RADIO LINK SETUP REQUEST message and
to the SRNC via a RADIO LINK SETUP RESPONSE message.
[0047] The primary E-RNTI may be assigned to the UE by
the Node B and reported to the CRNC/DRNC via a RADIO
LINK SETUP RESPOSSE message. The CRNC/DRNC may forward
the primary E-RNTI to the SRNC via a RADIO LINK 



SETUP RESPONSE message. [0048] The C-RNTI may be
assigned to the UE by the CRNC/DRNC via a cell update
procedure, which may be performed whenever the UE
changes cell due to mobility. The CRNC/DRNC may report
the C-RNTI to the SRNC via an UPLINK SIGNALLING
TRANSFER INDICATION message whenever the cell update
procedure is performed. [0049] The HS-SCCH code
information for the UE may be provided by the Node B.
The CRNC/DRNC may configure the Node B with a set of
HS-SCCH codes to be used for HS-DSCH operation and may
send this HS-SCCH code set via a PHYSICAL SHARED
CHANNEL RECONFIGURATION REQUEST message. The Node B
may assign up to four HS-SCCH codes to the UE when for
HS-SCCH operation. Node B may report the assigned
HS-SCCH code(s) to the CRNC/DRNC via a RADIO LINK
SETUP RESPONSE message. The CRNC/DRNC may forward this
information to the SRNC via a RADIO LINK SETUP
RESPONSE message. [0050] The F-DPCH information for
the UE may be provided by the SRNC and the CRNC/DRNC.
The SRNC may configure the F-DPCH offset and power
settings in the Node B and may send these parameters
to the CRNC/DRNC via a RADIO LINK SETUP REQUEST
message. The CRNC/DRNC may allocate the channelization
code for the F-DPCH and configure the Node B with the
F-DPCH settings (e.g., the frame offset,
channelization code, and transmit power) for the UE.
The CRNC/DRNC may report the F-DPCH code to the SRNC
via a RADIO LINK RESPONSE message. [0051] The E-HICH
information for the UE may be provided by the Node B.
The Node B may assign the E-HICH code and signature
sequence to the UE and may report theseparameters to
the DRNC/CRNC via a RADIO LINK SETUP RESPONSE message.
The CRNC/DRNC may forward this information to the SRNC
via a RADIO LINK SETUP RESPONSE message. [0052] The
grant information for the UE may be provided by the
Node B. The Node B may assign the EAGCH code and the
E-RGCH signature sequence to the UE and may report
these parameters to the CRNC/DRNC via a RADIO LINK
SETUP RESPONSE message. The CRNC/DRNC may forward the
information to the SRNC via a RADIO LINK SETUP
RESPONSE message. [0053] FIG. 5 shows a design of a
message flow 500 for obtaining physical channel
parameters for the UE for reconfiguration over paging.
Message flow 500 includes steps 1 through 5 of message
flow 400 in FIG. 4 but focuses on the collection of
the physical channel parameters for the UE. [0054] The
UTRAN may desire to page the UE and may first
determine pertinent physical channel parameters for
the UE. The SRNC may configure the F-DPCH offset and
send it in a RADIO LINK SETUP REQUEST message to the
CRNC/DRNC (step 1). The CRNC/DRNC may assign the
H-RNTI to the UE and send the H-RNTI and the F-DPCH
offset to the Node B via a RADIO LINK SETUP REQUEST
message (step 2). The Node B may assign the primary
E-RNTI, the HS-SCCH code(s), the F-DPCH code, 



the E-HICH code and signature sequence, and the E-AGCH
code and E-RGCH signature sequence (for scheduled
configuration) to the UE. The Node B may then send
these parameters in a RADIO LINK SETUP RESPONSE
message to the CRNC/DRNC (step 3). The CRNC/DRNC may
then send the H-RNTI assigned by the CRNC/DRNC as well
as the primary E-RNTI, the HS-SCCH code(s), the F-DPCH
code, the E-HICH code and signature sequence, and the
E-AGCH code and E-RGCH signature sequence assigned by
the Node B in a RADIO LINK SETUP RESPONSE message to
the SRNC (step 4). The SRNC may then send all of the
physical channel parameters in a PHYSICAL CHANNEL
RECONFIGURATION message, which may be carried in a
paging message sent to the UE (step 5). [0055] In the
design described above and shown in FIG. 5, the
physical channel parameters for the UE are assigned
partly by the SRNC, partly by the CRNC/DRNC, and
partly by the Node B. Therefore, the SRNC may first
set up Iub/Iur bearers and collect these physical
channel parameters for the UE. FIG. 5 shows a specific
design for collecting physical channel parameters for
the UE using specific messages inUMTS. The physical
channel parameters may also be collected in other
manners, e.g., from different network entities, using
different messages, etc. [0056] As noted above, only a
small set of physical channel parameters may be sent
to the UE in a PHYSICAL CHANNEL RECONFIGURATION
message over a paging message. Default values may be
used for remaining physical channel parameters in
order to reduce overhead. The default values may be
defined in various manners. [0057] In one design, the
UE may store certain physical channel parameters used
previously by the UE in the CELL DCH state. For
example, an uplink scrambling code may be assigned to
the UE when the UE enters the CELL DCH state. Instead
of discarding this uplink scrambling code when leaving
the CELL DCH state, as is normally done, the UE may
store this uplink scrambling code upon transitioning
to the CELL PCH state. Thereafter, when performing
fast state transition from the CELL PCH state to the
CELL DCH state, the UE may reuse the stored uplink
scrambling code. By retaining and reusing the uplink
scrambling code, signaling of a new uplink scrambling
code may be avoided. In general, the UE may store any
physical channel parameters for later use by the UE.
[0058] In another design, one or more predefined
configurations may be available. Each predefined
configuration may be associated with specific values
for a set of physical channel parameters. The
available predefined configurations may be provided to
the UE (i) via system information that may be
broadcast to all UEs, (ii) via dedicated signaling
sent to the UE, and/or (iii) via some other means. The
paging message may then include a pointer or an index
for one of the predefined configurations. The same set
of predefined configurations may be used by all Node
Bs or by a group of Node Bs (e.g., in a URA).
Alternatively, each Node B may be associated with a
set of predefined configurations applicable for only
that Node B. [0059] The default values may also be
provided in other manners. The default values 



may also be provided based on a combination of the
designs described above. For example, certain physical
channel parameters (e.g., those assigned by the
CRNC/DRNC and/or SRNC) may be associated with default
values used previously by the UE in the CELL DCH
state, and other physical channel parameters (e.g.,
those assigned by the Node B) may be provided via
predefined configurations. [0060] The techniques
described herein may be used for fast state transition
from the CELL PCH state to the CELL DCH state. In the
CELL PCH state, the location of the UE is known at the
cell level. The SRNC may set up Iub/Iur bearers for
only the NodeB for the cell in which the UE is
currently registered, e.g., as described above for
FIG. 5. [0061] The techniques may also be used for
fast state transition from the URA PCH state to the
CELL DCH state. In the URA PCH state, the location of
the UE is known at the URA level. To page the UE, the
SRNC may set up Iub/Iur bearers for all Node Bs in the
URA in which the UE is currently registered. To
support fast state transition, one or more predefined
configurations applicable for all Node Bs in the URA
may be defined. One predefined configuration may then
be used for the UE for fast URA PCH to CELL DCH state
transition. The RNC may pre-book or reserve resources
at the Node Bs for HSPA for a certain number of UEs
while keeping alive the corresponding Iub/Iur bearers.
The RNC may use one of the pre-booked resources to
perform fast reconfiguration for the UE. [0062] As
noted above, various physical channel parameters may
be sent to the UE for fast state transition. Table 3
lists some physical channel parameters that may be
sent in a PHYSICAL CHANNEL RECONFIGURATION message.
The "Category" column indicates whether a parameter is
specific to a cell or common to a URA. The "Sent in
Page" column identifies physical channel parameters
that may be sent in a paging message in accordance
with one design. This design assumes that (i) a UTRAN
single UE identity (U-RNTI) is used in paging type 1
part, (ii) only HSPA configuration is used and
therefore only the F-DPCH is configured for the
downlink, (iii) only the HSPA serving radio link is
established, (iv) no frequency re-direction is
performed, (v) the reconfiguration procedure is
performed with an activation time of "now", and (vi)
ciphering and integrity protection are not applied to
the paging message. Integrity protection and ciphering
may be applied, e.g., by using a message
authentication code to let the UE know that the paging
message is intended for the UE. This may avoid the
need to send the 32-bit U-RNTI in the paging message.
Table 3 - Physical channel parametersPROGRAMMATICALLY
TRANSFERRING APPLICATIONS BETWEEN HANDSETS BASED ON
LICENSE INFORMATION Claim of Priority under 35 U.S.C.
119 [0001] The present Application for Patent claims
priority to Provisional Application No. 60/870,706
entitled "METHODS, SYSTEMS, AND APPARATUS FOR CONTENT
TRANSFER" filed 19 December 2006, and assigned to the
assignee hereof and hereby expressly incorporated by
reference herein. 



BACKGROUND [0002] Present aspects relate generally to
communication, and more particularly to data
communication networks that provision user equipment
with application executable code. [0003] Advances in
technology have resulted in smaller and more powerful
personal computing devices. For example, there
currently exist a variety of portable personal
computing devices, including wireless computing
devices, such as portable wireless telephones,
personal digital assistants (PDAs) and paging devices
that are each small, lightweight, and can be easily
carried by users. With advances in computing
technology, consumers are increasingly offered many
types of electronic devices ("user equipment") that
can be provisioned with an array of software
applications. Distinct features such as email,
Internet browsing, game playing, address book,
calendar, media players, electronic book viewing,
voice communication, directory services, etc.,
increasingly are selectable applications that can be
loaded on a multi-function device such as a smart
phone, portable game console, or hand-held computer.
Convenient purchase of desired applications is often
available bundled upon initial purchase or subsequent
to purchase of the hardware. Such separate software
enabled features tend to be individually licensed,
especially when purchased and downloaded separately
from the hardware. As such, a particular user
equipment (UE) can have significant residual value
represented by such licenses, as well as subjective
value given the time and inconvenience that would be
required to similarly configure a replacement device.
[0004] With increases in technology, enhanced
portability, and decreases in costs of many such
software-enabled UE, the likelihood increases that the
UE will be replaced frequently. First, an improved
device can become available that a user prefers to use
permanently, discarding or trading in a prior UE.
Second, a UE that is quite small andportable can be
lost or damaged while being carried. Third, a user may
have an assortment of UE devices that are selected for
a particular outing based on size, features,
ruggedness, and aesthetics in a manner analogous to
choosing a watch or purse. However, purchasing
additional licenses for these scenarios is unnecessary
in that the user will only be using one device at a
time. In order to encourage the initial purchase and
to maintain customer loyalty, vendors of software
applications may desire to use licenses that would
provide a no-cost transfer to another device; however,
the economic viability of vendors of software
applications requires that such licenses be difficult
to circumvent in other instances, such as when no
equivalent application but only a more valuable
application is available for a particular computing
platform of a new UE. Very small applications also may
have a small licensing royalty that is only feasible
if such licensing transactions and distributions can
occur without an undue amount, or perhaps any,
customer support to the user. [0005] Each of these
considerations is particularly apt to portable
wireless telephones, for example, that further include
cellular telephones that communicate voice and data
packets over wireless networks. Further, many such
cellular telephones are 



being manufactured with relatively large increases in
computing capabilities, and as such, are becoming
tantamount to small personal computers and hand-held
PDAs. However, these smaller personal computing
devices can be severely resource constrained. For
example, the screen size, amount of available memory
and file system space, amount of input and output
capabilities and processing capability may each be
limited by the small size of the device. Because of
such severe resource constraints, it is often
desirable, for example, to maintain a limited size and
quantity of software applications and other
information residing on such remote personal computing
devices, e.g., client devices. As such, the computing
platforms for such devices are often optimized for a
particular telephone chipset and user interface
hardware. The licensing may envision short duration
download and a limited number of uses, rather than the
paradigm of buying computer software on a CDROM that
is loaded onto a personal computer for an essentially
unlimited duration and is compatible with a large
population of operating systems. SUMMARY [0006] The
following presents a simplified summary in order to
provide a basic understanding of some aspects of the
disclosed versions. This summary is not anextensive
overview and is intended to neither identify key or
critical elements nor delineate the scope of such
versions. Its purpose is to present some concepts of
the described versions in a simplified form as a
prelude to the more detailed description that is
presented later. [0007] In one aspect, a method for
transacting and transferring a computerimplemented
application related to a currently licensed
application begins with determining license rights
held by a user for an original application executed by
a first user device having a first configuration
suitable to execute the application. The original
application is mapped by a mapping business rule to a
substitute application suitable for execution on a
second user device having a second configuration. A
pricing business rule is applied to price a
transaction for licensing the user to use the
substitute application in lieu of using the original
application. Then the transaction is concluded by
provisioning the second user device with the
substitute application. Automating the selection of a
suitable replacement application and automating the
pricing for this transferring license rights
seamlessly provides for users to switch between user
devices without undue expense or inconvenience. In
addition, a network that supports these user devices
is not burdened with the expenses of manually
calculating a value for these transfers and causing
the distribution. [0008] In other aspects, a
processor, a computer program, and an apparatus have
means for performing the afore-mentioned method for
transacting and transferring the computer-implemented
application in support of user devices. [0009] In yet
another aspect, an apparatus has a transfer management
component that determines license rights held by a
user for an original application executed by a first
user device having a first configuration suitable to
execute the application. An 



application catalog maps in accordance with a mapping
business rule the original application to a substitute
application suitable for execution on a second user
device having a second configuration. A rule engine
applies a pricing business rule to price a transaction
for licensing the user to use the substitute
application in lieu of using the original application.
A distribution component concludes the transaction by
provisioning the second user device with the
substitute application. [0010] In yet a further
aspect, a method for transacting and transferring a
computerimplemented application related to a currently
licensed application begins with a request for a
determination of license rights held by a user for an
original application executed by a first user device
having a first configuration suitable to execute the
application.Mapping of the original application to a
substitute application suitable for execution on a
second user device having a second configuration in
accordance with a mapping business rule is accepted. A
transaction price which was determined by applying a
pricing business rule to price a transaction for
licensing the user to use the substitute application
in lieu of using the original application is accepted.
The transaction is concluded by receiving provisioning
of the second user device with the substitute
application. [0011] In further aspects, a processor, a
computer program, and an apparatus have means for
performing the afore-mentioned method for transacting
and transferring the computer-implemented application
in a user device. [0012] In yet another aspect, an
apparatus includes a communication component for
requesting a determination of license rights held by a
user for an original application executed by a first
user device having a first configuration suitable to
execute the application. A user interface accepts a
mapping in accordance with a mapping business rule of
the original application to a substitute application
suitable for execution on a second user device having
a second configuration and for accepting a transaction
price which was determined by applying a pricing
business rule to price a transaction for licensing the
user to use the substitute application in lieu of
using the original application. The communication
component concludes the transaction by receiving
provisioning of the second user device with the
substitute application. [0013] To the accomplishment
of the foregoing and related ends, one or more
versions comprise the features hereinafter fully
described and particularly pointed out in the claims.
The following description and the annexed drawings set
forth in detail certain illustrative aspects and are
indicative of but a few of the various ways in which
the principles of the versions may be employed. Other
advantages and novel features will become apparent
from the following detailed description when
considered in conjunction with the drawings and the
disclosed versions are intended to include all such
aspects and their equivalents. BRIEF DESCRIPTION OF
THE DRAWINGS [0014] FIG. 1 is a high level system
diagram of a transfer system according to one aspect;
[0015] FIG. 2 is a methodology for performing transfer
of applications and other 



items that form a dynamic inventory of a user
equipment (UE) of the transfer system of FIG. 1,
according to one aspect; [0016] FIG. 3 is a
methodology for imposing business rules for upgrading
or cross selling applications to users transferring
dynamic inventory from one UE to another UE, according
to one aspect; [0017] FIG. 4 is an exemplary UE for
transferring applications in accordance with the
methodology of FIG. 2, according to one aspect; [0018]
FIG. 5 is an exemplary transfer server for the
transfer system of FIG. 1, according to one aspect;
[0019] FIG. 6 is an exemplary data structure for a
dynamic inventory of licensed applications maintained
by the UE of FIG. 1, according to one aspect; [0020]
FIG. 7 is an exemplary data structure for a repository
of licensed transactions per subscriber maintained by
the transfer system of FIG. 1, according to one
aspect; [0021] FIG. 8 is an exemplary data structure
for an application catalog accessed by the transfer
system of FIG. 1, according to one aspect; [0022] FIG.
9 is an exemplary matrix embodying business rules
utilized by the transfer system of FIG. 1, according
to one aspect; [0023] FIG. 10 is an exemplary
communication system including entities that form a
distributed transfer system, according to one aspect;
[0024] FIG. 11 is a timing diagram for an originating
UE containing a transfer client and dynamic inventory
that is to be transferred with coordination among
other entities of the distributed transfer system of
FIG. 10, according to one aspect; [0025] FIG. 12 is a
timing diagram for an originating UE that is
unavailable but that contains licensed applications
that need to be transferred to a destination UE,
according to one aspect; [0026] FIG. 13 is a timing
diagram of a distributed transfer system downloading
licensed applications to a destination UE that does
not contain a transfer client, according to one
aspect; [0027] FIG. 14 is a timing diagram of a
distributed transfer system downloading licensed
applications to a destination UE after an originating
UE is unavailable to initiate the transfer, according
to one aspect;[0028] FIG. 15 is a timing diagram of a
distributed transfer system downloading licensed
application to a destination UE that does not include
a transfer client, according to one aspect; and [0029]
FIG. 16 is a diagram of a communication system
incorporating a digital locker for the licensed
applications, according to one aspect. DETAILED
DESCRIPTION [0030] Transfer management of licensed
applications from an original user equipment (UE)
device to a destination UE device is facilitated by a
communication network that tracks the inventory of
software application that have been previously
licensed, and suggests a suite of applications
equivalent to, an upgraded version of, or 



an appropriate cross sell opportunity for a
configuration (e.g., chipset and operating system) of
a destination UE device (e.g., cellular telephone able
to run applications such as games, media players, and
personal organizers, etc.). Business rules automate
application mapping and pricing appropriate for the
proposed configuration to automate and increase the
convenience for both the user and provider. Once
accepted, the appropriate executable code is
distributed to the destination UE device, appropriate
pro rated billing is initiated, and the prior licensed
applications either locked for subsequent transfer
back with minimal impact to a throughput limited
communication channel or commanded to automatically
delete to enforce a permanent transfer, especially for
a lost or stolen original UE device. [0031] Various
aspects are now described with reference to the
drawings. In the following description, for purposes
of explanation, numerous specific details are set
forth in order to provide a thorough understanding of
one or more aspects. It may be evident, however, that
the various aspects may be practiced without these
specific details. In other instances, well-known
structures and devices are shown in block diagram form
in order to concisely describing these versions.
[0032] In the following description, the word
"exemplary" is used to mean serving as an example,
instance, or illustration. Any aspect or design
described herein as "exemplary" is not necessarily to
be construed as preferred or advantageous over other
aspects or designs. Rather, use of the word exemplary
is intended to present concepts in a concrete fashion.
[0033] The apparatus and methods are especially well
suited for use in wireless environments, but may be
suited in any type of network environment, including
but notlimited to, communication networks, public
networks, such as the Internet, private networks, such
as virtual private networks (VPN), local area
networks, wide area networks, long haul networks, or
any other type of data communication network. [0034]
Referring to FIG. 1, a communication network 10
provides a license cognizant distribution of licensed
applications 12 to an original device 14 with
subsequent automated transfer of the license and
distribution of a substitute licensed application 16
suitable for use on a destination device 18. In the
subject description, the term "application" may also
include files having executable content, such as
object code, scripts, byte code, markup language
files, and patches. In addition, an "application"
referred to herein, may also include files that are
not executable in nature, such as documents that may
need to be opened or other data files that need to be
accessed. [0035] A distribution system 20 that
communicates with the original and destination devices
14 and 18 to effect the distribution of applications
12 and 16 coordinates with a transfer system 22 that
validates the existing license rights of the
originating device 14 against a license transaction
database 24 in a repository 26. For clarity, security
features and other communication features are
associated with the distribution system 20 and
transfer of applications and license rights are
depicted as segregated in the transfer system 22,
although such features may be fully integrated and not
readily 



distinguishable. In the exemplary version, the
transfer system 22 is operable to provide the
decision-making and logic for managing licenses and
pricing associated with distribution of content being
transferred. [0036] To that end, the transfer system
22 proposes the substitute licensed applications 16
drawn from an application catalog 28 as being
equivalent or an appropriate upgrade or replacement
for the licensed applications 12. The transfer system
22 negotiates a proposed price with the user via the
distribution system and a user interface 30 on the
originating device 14 or a user interface 32 on the
destination device 18 for the substitute licensed
applications 16 based upon existing license rights and
upon prevailing business rules 34. The transfer system
22 updates the license transaction database 24 for
reporting to vendors of the applications and future
transfer validations. A transfer client 36 on the
originating device 14 facilitates locking or deletion
of the applications 12 and a transfer client 38
facilitates installation and activation of the
substitute licensed applications 16 on the destination
device 18. [0037] A web portal system 40 has a user
interface 4 1 through which a user can initiate a
transfer of dynamic inventory (e.g., applications 12)
on the original device 14,initiate a credit back for
applications 12 that are to be inactivated on the
original device 14 with no immediate plan to transfer
to a destination device 18, or initiate a transfer to
a destination device 18. The web portal system 40
includes a web transfer client 42 that provides the
proper protocol across a network 43 (e.g., Wireless
over the Air network) in order to communicate with the
transfer system 22. [0038] In an illustrative aspect,
the transfer system 22 (e.g., a server) includes a
transfer service 44 which includes a rules engine 45,
a transfer management engine 46, and an interface
engine 47. According to one aspect, the rules engine
45, the transfer management engine 46, and the
interface engine 47 of the transfer system 22 are in
communication. The rules engine 45 is operable to
specify rules and logic for controlling content and
license transfers. In one example, the rules engine 45
operates to stand alone in the transfer system 22. In
such an example, the rules engine 45 may not be in
communication with the distribution system 20 or the
originating device 14 and the destination device 18.
[0039] The transfer management engine 46 is operable
to query the distribution system 108 so as to
determine the purchase history of the content being
transferred. The transfer management engine 46 is
further operable to query the distribution system 20
for a usage history of the content by the originating
device 14. In one instance, the transfer management
engine 46 initiates and controls the querying of the
distribution system 20 so as to determine the license
information for the applications 12. Based on the
obtained license information and knowledge of the
purchased applications, the transfer system 22 is
further operable to distribute the applications 16
being transferred to the destination device 18. The
transfer management engine 46 is further operable to
query the distribution system 20 to determine the
usage of limited use content and adjust usage of
limited use content accordingly. In one example, the
transfer management 



engine 46 is further operable to add additional rules
for application distribution. The transfer management
engine 46 can further request that the originating
device 14 delete the transferred application 12 from
the originating device 14. [0040] The interface engine
47 provides interfaces to the originating device 14
and destination device 18 so that the end user can
view the originating device applications 12. The
interface engine 47 further provides an interface to
an administrator to view and define rules for
transferring the application 12 from the web portal
40. In one example, during operation, the transfer
clients 36 and 38 interact with the interface engine
47.[0041] The distribution system 20 includes a
billing entity 48 and a delivery entity 49. The
delivery entity 49 operates to deliver the transferred
content to the destination device 18. In one example,
the billing entity 48 passes through information of
the content purchased for billing purposes. In one
example, the content being transferred may be
associated with an unlimited license. In such a
scenario, the license associated with the transferred
application 16 may be associated with the destination
device 18. [0042] In a scenario wherein the
application being transferred is associated with a
limited-usage license, the transfer management engine
46 may operate so as to query the originating device
14 or the billing entity 48 to determine the number of
licenses still available for use. Upon determining the
number of available licenses, the delivery entity 49
operates to transfer the remaining usage licenses to
the destination device 18. [0043] In one example, the
transfer management engine 46 communicates with the
billing entity 48 and the delivery entity 49. The
interface engine 47 communicates with the originating
device 14 and destination device 18 through device
user interface 30 or the web user interface 41. The
interface engine 47 further communicates with the
administrator. In one example, the administrator
manages and controls the operations, administration,
and management of the system, such as through the web
portal 40. [0044] In this manner, the transfer system
22 is operable to backup, restore, and transfer
applications between devices 14 and 18 having
different capabilities, each have different executable
binary code. By way of example, the executable binary
code for the originating device applications 12 may be
different from the executable binary code for the
destination device 18. In one example, the transfer
system 22 operates to provide the destination device
18 an executable binary code that can be executed on
the destination device 18 but is equivalent to the
executable binary code of the applications 12 for the
originating device 14. [0045] Additionally, in one
instance, the transfer system 22 operates to transfer
applications by utilizing information on the
distribution system 20 based on the history and
knowledge of the application family. Further, the
transfer system 22 operates to provide configurable
rule-based content mapping for target applications on
the destination device 18. Yet further, the transfer
system 22 operates to utilize a set of rules to
determine the mapping format. Still further, the
transfer system 22 operates to perform content mapping
based on purchase history, family mapping, pricing 



information, etc.[0046] Furthermore, the transfer
system 22 operates to provide an automated content
transfer feature that is triggered by the registration
of the new device 18 substantially without any user
intervention. In one aspect, once a new device 18 is
initially connected to the network 10, the new device
18 goes through a registration process so as to
establish connection between the device 18 and the
network 10. In this manner, once the connection of the
new device 18 is confirmed, applications 16 can be
transferred from the originating device 14 to the
destination device 18 without any user interaction or
minimal user interaction. [0047] Moreover, the
transfer system 22 operates to provide multi-tiered
pricing support for content upgrade, cross-sell, and
up-sell during the content transfer operation.
Furthermore, the transfer system 22 provides the
inclusion of usage count for limiteduse applications
in an application transfer operation. In one example,
the usage count may be counted during the content
mapping. [0048] Yet further, the transfer system 22
provides auto-deletion of transferred applications 16.
In one aspect, once the applications have been
transferred to the destination device 18, the
applications 12 are automatically deleted from the
originating device 14 without any user intervention.
Still further, the transfer system 22 provides
programmatic auto-discovery of application inventory
based on both the device 14 and backend transaction
records (e.g., licenses 24). In one instance, the
transfer system 22 programmatically determines the
applications 12 residing on the originating device 12,
the licenses residing on the purchase history (e.g.,
licenses 24), and reconciling the two into one set of
information to determine the application mapping.
[0049] It should be appreciated with the benefit of
the present disclosure that transferring applications
12 from the originating device 14 to the destination
device 18 can be achieved without copying the
application 12 being transferred. Rather, in one
aspect, transfer of application 12 is affected using
the license information associated with the
application 12 of the originating device 14. In this
scenario, a user of the originating device 14
initiates transfer of applications 12 by communicating
a request for transfer of content from the originating
device 14 to the destination device 18 to the transfer
system 22 via the distribution system 20. The transfer
system 22 obtains the license information 24
associated with the applications 12. After receiving
the licensing information 24, the transfer system 22
requests that the content being transferred be deleted
from the originating device 14 via the distribution
system 20. The transfer system 22 also asks the
distribution system 20 to transfer the applications 16
to thedestination device 18. Upon affecting the
transfer, the user can access the transferred
applications 16 on the destination device 18. [0050]
Some or all of the user interfaces 30, 38, and 4 1 on
the devices 14 and 18 or web portal 40 respectively
can display upgrade pricings of a upgrades mapped from
the applications 12 and confirm the transfer. Prices
for equivalent applications can also change with time
warranting update pricing to be displayed for
acceptance on the user interfaces 30, 38, and 41. The
payment method for the transferred applications can be



in terms of subscription pricing, unlimited license
purchases, or limited license purchases with some
restrictions that is to be displayed to the user prior
to accepting the transfer. Equivalent applications can
be transferred without an intervening user display and
acceptance step in some applications. [0051] In one
example, application content equivalence refers to
displaying an available application 16 that could be
offered to replace an existing application 12.
Authentication and authorization for Web access via
the web portal 40 can be included for all accesses to
transfer system 22 and services 44 from the web by end
users/administrators/operators with the application
provider (not shown). In one example, multiple levels
of permissions may be required for administration and
operations. Transfer authorization by operators refers
to authorization mechanism for all the transfers by
operators. Secured client/server communication for the
application transfer process can provide a secured
communication path for the transfer clients 32, 38,
and 4 1 and content transfer server connections.
[0052] The applications database 28 can comprise an
operator catalog that provides an interface for
operators to define the devices 18 where applications
16 can be transferred. The transfer management engine
46 can provide an administrative interface to define
the transfer business rules. Controlled delivery of
applications provides an option for the operators to
manage the delivery of content through the UE shopping
user interface or an auto install process. [0053] The
transfer system 22 advantageously enables a user to
purchase a new device 18 or replace the lost/damaged
devices 14, yet be credited for the applications 12 on
the old device 14. Furthermore, the transfer system 22
enables the user to purchase a device 18 online via
web portal 40, yet be able to transfer applications 12
from the old device 14 to the new device 18 using the
web portal 40. Still further, the transfer system 22
enables the user to periodically backup applications
16 of the user's device14 for safekeeping or as
storage area for future reuse. Additionally, the
operators may add new applications 16 to the new
device 18 using the transfer system 22. [0054] It
should be appreciated with the benefit of the present
disclosure that such seamless migration of licensed
content (e.g., application executable code) may occur
in a wired or wireless scenario, including wireless
data packet communication such as IEEE 802.1 1 or data
communications over a telephone network. Furthermore,
the transfer of applications can further comprise any
type of content, both user-generated and purchased,
from the originating device 14 to a destination device
18. The content being transferred can include
applications, application data, digital rights
management (DRM) content, and non-DRM content. Without
any limitations, exemplary content that may be
transferred can be ringers, wallpapers, music, address
book, pictures, videos, Short Message Service (SMS),
application meta-data, etc. [0055] It should be
appreciated that the transfer facilitated by the
transfer system 22 can be activation codes or similar
enabling transfers. Bundled applications already
installed but not activated on the destination device
18 can have additional security 



provisions over being required to be transmitted or
such bundling can reduce transmission loads on the
communication network 10, increase the user experience
by reducing the time required to install an
application, and/or facilitate rapid changes in
license rights from a demonstration of limited uses or
limited features during use to a more unlimited
license. [0056] In an exemplary version, both the
originating and destination devices 14 and 18 are
BREW-enabled. The Binary Runtime Environment for
Wireless (r) (BREW (r)) software, developed by
Qualcomm Incorporated of San Diego, California, exists
over the operating system of a computing device, such
as a wireless cellular phone. BREW(r) can provide a
set of interfaces to particular hardware features
found on computing devices. [0057] It should be
appreciated that additional interfaces can be included
for verifying that users are complying with licensed
applications by not manually circumventing application
lock-outs or downloading unauthorized applications,
etc. Security features can be facilitated by the
transfer system 22 such as providing a conduit for new
applications to be stored in executable form, cross
referenced to existing and new device configurations
supported by the communication network 10, etc. [0058]
In FIG. 2, a methodology 52 of dynamic inventor
transfer between user equipment devices (e.g., cell
phones, handheld integrated messaging devices,
personaldigital assistants, handheld general purpose
computers, etc.) begins in block 53 by inventorying
licensed content (e.g., application executable code)
on an original device. License transactions are
confirmed to establish these applications on the
original device as validly licensed in block 54. In
one aspect, transferring of these valid applications
to which a user is entitled to use to a destination
device, which can be built upon a different computing
platform (e.g., chipset, operating system), requires a
mapping of original applications to those that can be
distributed and that will operate on the destination
device. Thus, in block 55, a cross reference is made
to an application catalog to determine whether an
equivalent version, an upgrade version, or an
alternative offering in the same category (e.g., game,
personal organizer, media player, etc.) can be
distributed. In block 56, business rules are applied
in order to automatically propose a configuration that
is appropriately configured in order to transfer the
licensed applications, perhaps with equivalent,
upgraded, or alternative versions. In block 57, if the
user does not accept the proposed configuration, then
an alternative proposal is made available, which in
the illustrative version is depicted as being those
applications that can be distributed at no additional
cost over the current value of the licensed
applications in the original device (block 58) and
processing returns to block 57. It should be
appreciated that in some instances such conversions
may entail pre-approved business rules such that the
user has agreed to incur the costs for upgrades as
they become available. With the proposed dynamic
inventory of licensed applications for the destination
device accepted in block 57, in block 59, this dynamic
inventory is distributed, perhaps in executable format
for optimized operation on the destination 



device. The database of transactions that
substantiates valid licenses is updated to reflect
this transfer in block 60. The billing cycle is
pro-rated in block 6 1 to reflect the date of the
transfer for those licenses that are paid by an
on-going subscription and are affected by a change in
subscription price. In block 62, a determination is
made as to whether this transfer is intended to be
temporary (e.g., user chooses to use one of a
plurality of devices for an outing). If so, the
application can be advantageously locked on the
original device in block 63 to reduce communication
overhead in the future to transfer the application
back to the original device. If deemed a permanent
transfer in block 62, then the application on the
original device is deleted in block 64. Such deletion
can occur as an automated feature, which can be
desirable in situations where the user is no longer in
control of the original device (e.g., lost or stolen).
If the originaldevice is not operable or not
communicating with the network, such pending deletion
action can be deferred until the device reestablishes
communication or is powered up. [0059] In FIG. 3, an
exemplary methodology 70 for transferring dynamic
inventory (e.g., applications) when opportunities
arise for upgrades or cross selling, and in particular
to a process performed in the background with respect
to a user. When it is determined in block 72 that a
new version of an application is available, then a
determination is made as to whether there is a benefit
to the network over a prior version of the application
(block 74). For example, some applications may impose
a communication burden on a carrier portion of an
overall network, be susceptible to malicious software
intrusion that would not only harm the reputation of
an application developer but could also degrade a
carrier network performance, cause equipment
malfunctions that would impair the reputation of an
original equipment manufacturer (OEM) but also give
rise to overall dissatisfaction with network services
if mistakenly blamed on the carrier or operator of the
network, etc. As another example, an older version of
an application could push more reporting and
processing toward the network that with later
improvements in UEs gets handled in a distributed
fashion, thus giving a benefit to the network.
Consequently, rather than waiting for a user pull for
a replacement of such a prior application, in block
78, an auto-update can be initiated for equivalent
applications that are fielded. In some instances, the
new version may be deemed a significant upgrade and
not merely an equivalent application. For example, the
vendor for the new application may not agree to a
no-cost installation for those with a prior version.
In block 80, since the network still would benefit
from users choosing to transfer the application to the
current device, advertising channels are utilized to
push the option to the users, perhaps with a deep
discount to encourage acceptance. Then, the new
application is included in cross reference catalogs in
block 82. The business rules applicable to this
application can make this application the preferred
option to propose to future transfers of applications
and further may make the prior version unavailable for
future purchases for those platforms supported by the
new version. If back at block 74, the new version does
not have a benefit for the network, then the
application is added to a cross reference of available
applications with standard 



application of business rules regarding purchase or
subscription rates. [0060] In FIG. 4, an exemplary
version of a communication system 104 is depicted
according to some aspects as any type of computerized
device, such as the originating or destination device
14 of FIG. 1. For example, the communication device
104 maycomprise a mobile communication device, such as
a wireless and/or cellular telephone. Alternatively,
the communication device 104 may comprise a fixed
communication device, such as a Proxy Call/Session
Control Function (P-CSCF) server, a network device, a
server, a computer workstation, etc. It should be
understood that communication device 104 is not
limited to such a described or illustrated devices,
but may further include a Personal Digital Assistant
(PDA), a two-way text pager, a portable computer
having a wired or wireless communication portal, and
any type of computer platform having a wired and/or
wireless communications portal. Further, the
communication device 104 can be a remote-slave or
other similar device, such as remote sensors, remote
servers, diagnostic tools, data relays, and the like,
which does not have an end-user thereof, but which
simply communicates data across a wireless or wired
network. In alternate aspects, the communication
device 104 may be a wired communication device, such
as a landline telephone, personal computer, set-top
box or the like. Additionally, it should be noted that
any combination of any number of communication devices
104 of a single type or a plurality of the
afore-mentioned types may be utilized in a cellular
communication system (not shown). Therefore, the
present apparatus and methods can accordingly be
performed on any form of wired or wireless device or
computer module, including a wired or wireless
communication portal, including without limitation,
wireless modems, Personal Computer Memory Card
International Association (PCMCIA) cards, access
terminals, personal computers, telephones, or any
combination or sub-combination thereof. [0061]
Additionally, the communication device 104 may include
a user interface 106 for purposes such as requesting,
interacting with, and/or playing the media content 14.
This user interface 106 includes an input device 108
operable to generate or receive a user input into the
communication device 104, and an output device 110
operable to generate and/or present information for
consumption by the user of the communication device
104. For example, input device 106 may include at
least one device such as a keypad and/or keyboard, a
mouse, a touch-screen display, a microphone in
association with a voice recognition module, etc. In
certain aspects, input device 108 may provide for user
input of a request for content or for user input of a
request for additional information. Further, for
example, output device 110 may include a display, an
audio speaker, a haptic feedback mechanism, etc.
Output device 110 may generate a graphical user
interface, a sound, a feeling such as a vibration,
etc., and such outputs may be associated, for example,
with the use of a licensed application 111.[0062]
Further, communication device 104 may include a
computer platform 112 operable to execute applications
to provide functionality to the device 104, and which
may further interact with input device 108 and output
device 110. Computer platform 112 may include a
memory, which may comprise volatile and nonvolatile
memory 



portions, such as read-only and/or random-access
memory (RAM and ROM), erasable programmable read-only
memory (EPROM), electrically erasable programmable
read only memory (EEPROM), flash memory, and/or any
memory common to computer platforms. Further, memory
may include active memory and storage memory,
including an electronic file system and any secondary
and/or tertiary storage device, such as magnetic
media, optical media, tape, soft and/or hard disk, and
removable memory components. In the illustrative
version, memory is depicted as RAM memory 112 and a
nonvolatile local storage component 116, both each
connected to a data bus 119 of the computer platform
112. [0063] Further, computer platform 112 may also
include a processor 120, which may be an
application-specific integrated circuit (ASIC), or
other chipset, processor, logic circuit, or other data
processing device. In some aspects, such as when
communication device 104 comprises a cellular
telephone, processor or other logic such as an
application specific integration circuit (ASIC) 122
may execute an application programming interface (API)
layer 124 that interfaces with any resident software
components, depicted as other applications 125 that
may be active in memory 114 for other functions (e.g.,
communication call control, alarm clock, text
messaging, etc.). It should be appreciated with the
benefit of the present disclosure that applications
consistent with aspects of the present invention may
omit other applications and/or omit the ability to
receive streaming content such as voice call, data
call, and media-related applications in memory 114.
Device APIs 124 may be a runtime environment executing
on the respective communication device. One such API
124 runtime environment is BREW(r) API 126 depicted
separately and developed by QUALCOMM Incorporated of
San Diego, California. Other runtime environments may
be utilized that, for example, operate to control the
execution of applications on wireless computing
devices. [0064] Additionally, processor 120 may
include various processing subsystems 128 embodied in
hardware, firmware, software, and combinations
thereof, that enable the functionality of
communication device 104 and the operability of the
communication device 104 on communications system 100.
For example, processing subsystems 128 allow for
initiating and maintaining communications, and
exchanging data, with othernetworked devices as well
as within and/or among components of communication
device 104. In one aspect, such as in a cellular
telephone, processor 120 may include one or a
combination of processing subsystems 128, such as:
sound, non-volatile memory, file system, transmit,
receive, searcher, layer 1, layer 2, layer 3, main
control, remote procedure, handset, power management,
diagnostic, digital signal processor, vocoder,
messaging, call manager, Bluetooth (r) system,
Bluetooth (r) LPOS, position determination, position
engine, user interface, sleep, data services,
security, authentication, USIM/SIM (universal
subscriber identity module/subscriber identity
module), voice services, graphics, USB (universal
serial bus), multimedia such as MPEG (Moving Picture
Experts Group) protocol multimedia, GPRS (General
Packet Radio Service), SMS, short voice service
(SVS(tm)), web browser, etc. For the disclosed 



aspects, processing subsystems 128 of processor 120
may include any subsystem components that interact
with applications executing on computer platform 112.
[0065] Computer platform 112 may further include a
communications module 130 that enables communications
among the various components of communication device
104, as well as being operable to communications
related to licensed applications 111. Communications
module 130 may be embodied in hardware, firmware,
software, and/or combinations thereof, and may further
include all protocols for use in intra-device and
inter-device communications. Further, communications
module 130 is operable to transmit and/or receive
information, such as requesting and receiving licensed
application 111 in accordance with the apparatus and
methods described herein. [0066] Certain of these
capabilities of the communication device 104 can be
facilitated by code loaded from local storage 116,
retained in memory 114, and executed by the processor
120, such as an operating system (OS) 132. A user
interface module 134 facilitates interactive control
with the user interface 106. In addition, dynamic
inventory 140 that customizes the features of the
communication device 104 can include stored copies 142
of licensed applications 112 (e.g., both licensed and
unlicensed, executable and/or interpreted code),
application generated content 144, distribution
protected content 146, and user data 148. Without any
limitations, examples of application-generated content
144 may be settings, application generated data, user
interface settings, service settings, etc. Distributed
protected content 146 may be ringtones, wallpaper,
themes, game levels, scores, DRM protected content
(e.g., music, video, etc.), application state,
application data, etc. User data 148 may include user
generated content or device core content (generated or
otherwise). User generatedcontent 144 may include
pictures, video, etc., while device core content may
include contacts, calendar, phone settings, ringtone
associations, SMS ( i.e., cellular phone text
messaging), messages, call logs, network setting, etc.
[0067] The BREW APIs 126 provide the ability for
applications to call Device APIs 124 and other
functions without having to be written specifically
for the type of communication device 104. Thus, a
licensed application 112 may operate identically, or
with slight modifications, on a number of different
types of hardware configurations within the operating
environment provided by BREW API 126, which abstracts
certain hardware aspects. A BREW extension 150 adds
additional capability to the programming platform of
the BREW API 126, such as offering MP3 players, Java
Virtual Machines, etc. A uiOne(tm) architecture
developed by QUALCOMM Incorporated as part of BREW
provides a set of BREW extensions that enable rapid
development of rich and customizable UIs (i.e., active
content, over-the-air (OTA) up gradable), helps to
evolve download business beyond applications, provides
theming of part or entire handset UI, and utilizes
BREW UI Widgets. Thus, BREW uiOne reduces the time to
market for handsets, carrier customization, and
consumer personalization. To do this, the BREW uiOne
provides a clear set of abstractions, adding two new
layers to the application development stack for BREW.
In the illustrative version, an 



exemplary device transfer client 160, according to one
aspect includes a reference/demo Actor user interface
(UI) 162, a custom user interface 164, and user
interface Widget (UIW) 166. In one example, the user
interface 164 is a BREW user interface Widget, the
transfer extension 168, IDownload 170, and the
IMutualAuth/IWeb 172. As illustrated, the device
transfer extension 168 is capable of sending data to
IDownload 170 and the IMutualAuth/IWeb 172. In the
same manner, the IDownload 170 is capable of sending
data to the IMutualAuth/IWeb 172. [0068] The transfer
client 160 initiates reusing credit back logic for an
application 112. The reference/demo Actor UI 162 sends
an application transfer request to the transfer
extension 168. The transfer extension 168 sends a
download request to the IDownload 170, which is
followed by the IDownload 170, providing the number of
remaining reuses to the transfer extension 168. The
transfer extension 168 then sends messages to the
IDownload 170 and a mutual authentication (MA)/web
device (not shown) to determine the number of
downloads remaining, and further requesting the
deletion of the remaining downloads in the
communication device 104. The client 160 is thereafter
notified.[0069] Similarly, a transfer client 160 of a
destination communication device 104 is initiated,
according to one example. The transfer extension 168
receives a message to show all the user's
applications. The transfer extension 168 sends a
message to MA/Web requesting the desired information.
After receiving the user's application list, the
transfer extension 168 sends a message to the user.
Upon receiving the items selected to be transferred by
the user, the transfer extension 168 sends a message
to the MA/Web. After the transfer extension 168 has
been notified, the transfer extension 168 sends a
request to the IDownload 170 to initiate downloading
of the selected items. The IDownload 170, in turn,
communicates to the MA/Web so as to obtain the
selected items. Once the items have been downloaded
successfully, the transfer extension 168 is notified.
Other components for transferring licensed
applications 112 are facilitated by other components
resident in memory 114 for execution by the processor
120, including a transfer user interface component 174
for utilizing the user interface 160 to interact with
the user. In addition, content and license grabber
component 176 assists in inventorying licensed
applications 112 stored on the communication device
104. An authentication and authorization component 178
performs the device portion of mutual authentication
with other components of a communication network 10
(FIG. 1). A content removal and acknowledgement
mechanism 180 responds to commands to delete the
licensed applications 112 after transfer to a
destination communication device 104. An interface
protocol 182 provides the necessary protocol
conversions between the communication device 104 and
other components of the communication network 10.
[0070] In FIG. 5, an exemplary transfer server 200
that performs the functions of the transfer system 22
of FIG. 1, according to one aspect, includes a
presentation layer 202, a business logic interface
layer 204, a business layer 206, a data access layer
208, an external system integration layer 210 that
links to external systems 212, and a 



common services component 214. In one example, the
presentation layer 202 can use the Java server faces,
the business layer 206 uses Java 2, Enterprise Edition
(J2EE), the common services 214 uses J2EE, the
external system integration layer 210 uses pure J2EE,
and the data access layer 208 uses DAO or torque
generated DAO. [0071] The presentation layer 202 of
the transfer server 200 can be web tier and device
tier. The presentation layer 202 provides interfaces
for different types of clients (e.g., mobile device,
Internet browser, etc.). The presentation layer 202
includes a subscriber's web interface 216 linked to a
subscriber web-capable device 218, an administrator
web interface 220 linked to an administrator
web-capable system 222, anda device interface 224. The
subscriber web interface 216 allows the user to access
the transfer system 22 as provided by the transfer
server 200 using a web browser 226. The administrator
web interface 220 allows the configuring and managing
of the content transfer process using a web browser
228. The device interface 224 allows the device user
to access the transfer server 200 using the user's
device 230 via mutually authenticate communication
through a MA proxy 232. In one example, the device
interface may include generation of web pages as well
as interpreting user requests. [0072] According to one
example, the transfer server 200 provides
standard/reference presentation, which contains simple
web pages. In one example, the presentation layer 202
is implemented using Java Server Faces Framework.
According to one example, the carrier (or content
provider) can implement the carrier's own presentation
logic, which can be easily mapped into business logic
incorporated into the business layer 206. [0073] The
business logic interface layer 204 defines the
interfaces implemented to separate the presentation
logic incorporated into interfaces 216, 220, and 224
from business logic incorporated into the business
layer 206. The business logic interface layer 204
enables the transfer server 200 to be deployed as
standalone server or be implemented as web-services.
In one instance, the business logic interfaces 204 may
be grouped based on respective functionalities, thus
making deployment of the transfer system 22 more
flexible. [0074] The business layer 236 includes a
user manager 236 that has an API
authenticateUser(uname, passcode) that validates
user's credential (e.g., username and password). The
user manager 236 has an API newRegistration() that
creates new user and has an API mapUserIDToSid() that
maps user ID to subscriber ID. A user ID can be a
mobile directory number (MDN), mobile identification
number (MIN), etc. A carrier system 237 of the
external systems 212 provides the mapping and is
interfaced to the external system integration layer
210 by a carrier interface 239. A purchase history
manager 238 of the business layer 206 has an API
getSIDPurchasedApplications() that gets the list of
applications (or content) purchased by subscriber. The
list consists of applications, which are presently
installed on the device, as well as applications
deleted by subscriber previously. A rule (engine)
manager 240 of the business layer 206 has an API
getApplicationMappings(appsList) that gets a list of
applications (or content) that 



can be transferred to new device, after applying a
transfer rule (e.g., mapping licensed applications to
a substitute application going to a destination or
determining a transferprice). The rule (engine)
manager 240 also has an API
getDefaultPriceOptions(appid, pid) that when mapped
application (or content) has more than one price
option, then presentation logic of this function can
determine a default price option. This function is
useful during MA registration. In one example, during
MA registration, the user may not have an option to
choose price options. A delivery manager 242 of the
business layer 206 has an API
deliverApplications(appsList) that makes alternate
purchase request for each application (or content). A
device manager 244 of the business layer 206 has an
API validateDevice ID(device ID) that validates
whether a device ID belongs to the carrier's network.
The device manager 244 of the business layer 206 has
an API ListgetAvailableDeviceID() that gets a list of
devices available with carrier association. By using
this API, the web interface can display available
device IDs to the subscriber so the subscriber can
perform a mock transfer. A device inventory manager
246 has an API SetDeviceLicenselnformation (list) that
stores the list of applications (or content) retrieved
from subscriber device. [0075] The business layer 206
contains the transfer logic of the transfer system 22.
In one example, the business layer 206 may be
developed using Java. In one instance, the
presentation layer 206 interacts with the business
logic interface layer 204, the facade design pattern
(not shown), and a transfer manager 248. According to
one example, the transfer manager 248 provides a
single entry point into the business layer 206. In one
instance, the presentation layer 202 may interact with
the modules in the business layer 206 using
well-defined modules. [0076] According to one example,
the transfer manager 248 implements the interfaces
defined by the business logic interface layer 204. The
transfer manager 248 is responsible for interpreting
requests from the client, loading appropriate request
handlers, and redirecting output of request handlers
to proper response class. The transfer manager 248
operates to extract the required parameter with value
from the requests and hands over the parameter list to
the request handlers. [0077] The device inventory
manager 246 is responsible for maintaining the license
data for the content submitted by the device transfer
client 160 (FIG. 3). The device transfer client 160
submits the license data when the transfer operation
is initiated using the device transfer client 160. In
one example, the device inventory manger 246 operates
to store temporarily the license data in the memory
and provides the API to retrieve the license data. In
one example, the device inventory manager 246
implements a Devicelnventorylnterface interface. In
another example, the device inventorymanager 246 may
operate to obtain the license data from the device in
a web-initiated transfer. [0078] The purchase history
manager 238 is responsible for retrieving the list of
content purchased by the subscriber. In one example,
the history is retrieved from a distribution system
250 of the external systems 212 using a service
interface 252 of the external system integration layer
210. The purchase history manager 238 operates to 



retrieve purchase or transaction history of the
subscriber, retrieve purchased and deleted content of
the subscriber, and provide the APIs needed to access
the history. In one instance, the purchase history
manager 238 retrieves the purchased yet deleted
content using the service interface 252. According to
one aspect, the transfer server 200 can retrieve the
purchase history even if the device transfer client
160 is not present. [0079] A reconcile manager 254 is
responsible for maintaining a single list of the
subscriber's downloaded content. The transfer server
200 has two sets of content lists; one list contains
the purchase history and another list device the
device content inventory. The reconcile manager 254
merges the two content list into a single content
list. The reconcile manager 254 can save the
reconciled content list in a database for future use.
The reconcile manager 254 further provides the API to
retrieve the saved content list. In one example, the
reconcile manager 254 stores the reconciled content
list into the local database. Once the content has
been transferred from the transfer server 200 to the
destination device 18 (FIG. 1), the reconcile manger
254 may remove the reconciled content list after a
specified period. In one instance, the reconcile
manager 254 operates to present the client the
reconciled list. In one example, the reconcile manager
254 implements the API Interface Reconcilelnterface.
[0080] The content transfer may depend on a transfer
rule (e.g., mapping licensed applications to a
substitute application going to a destination or
determining a transfer price). The rule (engine)
manager 240 implements and executes the rule during
the content transfer process. In one instance, the
rule (engine) manager 240 is responsible for deciding
the target content for each source content. The
implemented rules ensure that for each content in the
list, a single content is mapped to the destination
device 18. The rule (engine) manager 240 further
operates to determine the best suitable content for
the target destination device 18 by applying the
transfer rule. [0081] The rule (engine) manager 240
further allows an operator to set new transfer rules.
In one example, when a content selected to be
transferred is not available in the content provider's
catalog, the operator may give full credit to the
subscriber. Theoperator may also give partial credit
to the subscriber based on a formula (e.g., logic
available in Creditback content, etc.). In one
example, a pricing method or the pricing basis may not
be present. When the user has remaining licenses or
licenses that have never been used, the operator may
credit the remaining licenses, transfer all licenses,
or transfer the remaining licenses only. There may be
rules for new version, upgrade, or equivalence. In one
instance, the carrier may decide which content to be
used in place of a given content. In one example, the
rule engine implements the interface
AXMappinglnterace. [0082] After the target content has
been determined, the next step is to deliver the
content to the destination device. In one example, the
delivery manager operates to deliver the transferred
content to the destination device. The actual download
of the target content to the destination device 18 is
initiated by the destination device 18, in one
example. The delivery manager 242 operates to create
an alternate purchase request 



(event) for each transferred content and submits the
alternate purchase request to the DS 250. In one
instance, the delivery option is a configuration item.
The content can be delivered using auto-install
option, may be a snapshot delivered to the myApps
directory in the destination device 18, etc. In one
example, the delivery manager 242 implements the API
Deliverylnterface interface. [0083] The user manager
236 operates to manage the transfer server user
account. In one example, the transfer server 200 may
support the end user, the administrator, and the
business user. The end user can transfer content and
use certain complimentary services. The administrator
can perform day-to-day activities (e.g., content
transfer, adding new user setting privileges for a
user, etc.), backup, generate reports, and use some
complementary services. The business user can transfer
content, generate report, set transfer rule, and use
some complementary services. In one instance, by
default, the transfer server 200 can have one super
user who can perform all activities listed above. The
subscriber needs to register with the transfer server
200. In one example, the user manager 236 implements
the API UserAccountlnterface. [0084] The data access
layer 208 provides abstractions for the database in a
database API 258 (e.g., hides the complexity of the
underlying database mechanism). The data access layer
208 operates to provide for mapping the table records
to business objects and vice versa. In one example,
the data access layer 208 may use torque object
mapping framework. In one instance, for every table, a
data source and DAO object may be defined.[0085] The
external system integration layer 210 allows the
business layer 206 to interact with the external
systems 212 using well-defined interfaces 237 and 250.
The transfer server 200 can interact with the DS 250
using the service interface 252. The external system
integration layer 210 may provide the abstraction for
the service interface APIs 252. The transfer server
200 may interact with the carrier's system 237 for
user or device authentication. The external system
integration layer 210 can provide access to MDN to
subscriber identification (SID) mapping. [0086] The
transfer server common services layer 214 contains
modules that may be accessed directly by a number of
functional entities (e.g., presentation layer 202,
business logic interface layer 204, business layer
206, data access layer 208, external system
integration layer 210, etc.). The transfer server
common services 214 includes a session manager 264,
application manager 266, configuration manager 268,
plug-in manager 270, exception manager 272, log
manager 274, utilities 276, and catalog manager 278.
[0087] The session manager 264 has an API SessionID
openTransfer() that creates new transfer session and
with an API closeTransfer(Session ID) that closes the
session created by function openTransfer(). The
session manager 264 maintains a session for each
transfer and provides an API to save the transferred
data into the session. [0088] The configuration
manager 268 allows the administrator to set system
configuration. The configuration manager 268 further
provides classes that may be 



used by other modules to access the transfer
configuration parameter values. The configuration data
may be saved as an XML document. [0089] The interface
(plug-in) manager 270 is responsible for creating and
maintaining external system integration connectors.
During the startup of the transfer server 200, the
interface manager 270 creates instances of external
system connectors. The external interface may be
implemented as a set of plug-ins. [0090] The exception
manager 272 deals with exception cases of the system,
or with the external system. The exception manager 272
operates to rectify runtime by using the default
setting, halting the transfer system 22 gracefully, or
taking other actions. [0091] The log manager 274
provides an API to create a log file. The API allows
other modules to add logging data to the log file. In
one instance, only the transfer administrator of
business user may view the various logs. The log
manager may use the Iog4j open source package to
manage the transfer logs.[0092] The utilities module
276 contains various utilities classes (e.g., string
utility, number formatting utilities, XML document
utilities, etc.). The utility manager 276 can contain
a schedule sub-module that schedules the delivery of
the content. [0093] The application manager 266 is
responsible for the startup and shutdown of the
transfer server 200. The application manager 266
operates to initialize various modules in the business
layer 206, and may be responsible for managing single
instances in the business logic. In one example, the
database may include a transfer table, a user account
table (optional), item table, and rule table. The
transfer table logs the purchase requests submitted to
the service interface 252. [0094] In one aspect, the
transfer server 200 can implement HTTPS, HTML, Web
Services (SOAP), XML, cascade style sheet, etc. In one
example, the MDN to SID mapping is provided by the
carrier system 237. The transfer server 200 can define
the interface 239. The transfer server 200
communicates with the service interface 252, which in
one example, is the BREWZone. In one instance, content
transfer from the transfer server 200 to the device
230 occurs after the subscriber has validated device
or has performed the MA registration. [0095] The
transfer of licensed applications automatically
facilitates valuation, negotiation, and billing in
order to facilitate the transfer. To that end, the
business logic addresses evaluating the existing
license rights and offering an appropriate price for
transferring equivalent or upgraded license rights for
another device. These calculations reflect changes in
price that may occur when a different content number
is implemented or a new pricing is created. For
instance, in a purchase price method (PM), the carrier
list price (CLP) and developer application price (DAP)
values are zero; hence, the subscriber may not be
billed. In the subscription price method, because
recurring billing is generated based on DAP and CLP
values, the price may be the same as the catalog
price. Therefore, in one example, the effective
subscription price can be based on the catalog price
and a new subscription price will be effective. If the
subscription billing (SB) has already been generated
for the month, a time adjustment (TA) event 



may be generated by the transfer server 200 (FIG. 5)
to credit for the reinstate Delete (DL) event of the
transfer server, if for instance, the content is in
the same family. If subscription billing has not been
generated for the month, a TA need not be generated.
The DE (SE) is on the originating device while the DL
(SB) is on the destination device. For limited
duration subscription, CLP and DAP values are zero,
because deleting a limited duration subscription
content may not end the subscription billing. In
oneexample, the subscription may be based on a
software identification (SID)/ hardware identification
(hwID) combination. The destination device may have a
different hwID. For a demonstration price technique,
according to one example, the remaining licenses will
be reinstated irrespective of whether the price basis
types match with the original PBT. [0096] In one
instance, irrespective of whether price basis types
match with the original PBT, remaining licenses will
be reinstated. According to one aspect, the local
price handle may be used with custom PM/PBT/PBV for
Alternate Delivery using BREWZone(r). In one example,
BREWZone provides the item delivery with custom
pricing. BREWZone can further send a TA event to
transaction database (TXN) via service value billing
(SVB). When the license expires, the user can buy
other PBT license types even when PBT does not match
for the destination device. In one example, TXN may
not include any cross references to any real price
handles. Additionally, according to one aspect, no
adjustments can be made because the CLP/DAP equals to
zero. In one instance, subtype/SVB-State being equal
to two will be used for delivery. [0097]
Alternatively, in a subscription price technique,
unlimited subscription is reinstated on the
destination device. If the price has changed, the new
subscription price may be used. Because the limited
duration subscription has already been paid, limited
duration subscription will be reinstated in the same
manner as partial license, even if deleted early. In
one example, an additional SB is generated with zero
CLP/DAP. According to one example, sub-type/SVB State
equivalent to two (2) or three (3) may be used. In one
instance, delivery of content maybe through alternate
purchase using BREWZone. [0098] in support of such
business log, in FIG. 6, an illustrative device data
structure 300 utilized by the device transfer client
160 of FIG. 4 performs the dynamic inventory of
licensed applications. Each record corresponds to an
application currently installed and licensed, or
deleted, on the communication device 104 (FIG. 4).
Each licensed application is referred to by a catalog
index reference in column "#", by application title in
a column so titled, by a physical memory address, by
the type of license (e.g., free, demo, purchase,
subscription), by a method of payment (e.g., price per
use, price by time, purchase for unlimited duration,
etc. A transaction date is provided for cross
referencing to network data and for calculating time
remaining on duration limited licenses.[0099] In FIG.
7, an illustrative network data structure 400 contains
information for validating the licenses of
applications inventoried on a device, for recovering
an 



application that was deleted on the device with
license duration remaining, and/or to locate an
equivalent or upgrade version of the application
suitable for transferring to a destination device. To
that end, the illustrative data structure 400 pertains
to one user ID, or one device ID, with transactions
listed by a catalog index for the application, the
title of the application, a platform type (e.g.,
software type and/or hardware type) of the
application, a vendor identification for accessing
particular billing and price arrangements that may be
external to the data structure 400, a price method for
the original transaction, a payment arrangement that
can be used to determine time or uses remaining on the
license, and a transaction date for correlating to the
device data structure 300 and for calculating
remaining value in the license. [00100] In FIG. 8, an
illustrative catalog data structure 500 utilized by
the transfer manager provides a cross reference
between the catalog reference numbers for the
applications in order to determine currently offered
license terms, including license type and pricing,
whether discounts are available for particular classes
of users, and whether a particular version of
application by platform is deemed an equivalent or an
upgrade to an original application licensed to a user.
The business logic may indicate that an upgraded
version should be offered, or may indicate that an
equivalent should be automatically transferred with
upgrade version only selected when the only option or
when manually selected by the user. [00101] In FIG. 9,
a business logic matrix 600 can serve as a way to map
current license rights in an original application to a
proposed substitute for a proposed destination device.
To that end, the type of license for an "old"
application (e.g., demonstration, pay by use, pay by
time, unlimited duration) can be cross referenced to
available license types for the substitute application
located on in the catalog data structure 500. Examples
of such business logic include setting a cross sell or
other type of future reminder to perform a transfer at
a later time if an equivalent or upgraded version is
not yet available for the destination device under any
license terms. For demonstration versions, the
business logic may entail always providing an
equivalent upgraded price at no charge. The business
logic can include crediting a pay by use or pay by
time and equivalent amount with a new version,
regardless of whether equivalent or an upgrade, but
with future subscription extensions at the new
subscription price.Discounts may be offered, such a
providing upgraded versions at half of the difference
in license price over someone who is not upgrading.
[00102] In FIG. 10, a communication system 700
facilitates transfer of content such as a licensed
application across a network 702 between originating
user equipment (UE) 704 and a destination UE 706.
Various computing and networking architectures may be
employed with various functional elements as depicted.
A carrier system 708 provides communication services
to the originating and destination UE 704, 706 for
their illustrative purposes as communication devices
that happen to execute licensed applications. A
transfer server 710 handles backend processing
necessary for transfer of licensed application via a
distribution channel provided by a content delivery
server 



(CDS) 712. When not authenticating through a device
transfer client (not shown) in the originating or
destination UE 702 and 704, a transfer web portal 714
can interact with the transfer server 710 to handle
user inputs, including authenticating the UE 702 and
704 and the user via a mutual authentication (MA)
proxy 716. The UEs 704 and 706 may be part of a group,
identified in a group database 718. The carrier system
708 that services the group can be financed by a bill
delivery service (BDS) 720 that utilizes data from the
service value billing (SVB) 722 to determine
subscription rates and billing cycles for the group.
The transfer server 710 can track transfers made by
records kept in a transfer database 724 with
validation of the licenses made prior against a
transaction database (TXN) 726. Certain administrative
services can be performed through a management center
(MC) database 728 that can include authenticating
higher level authorizations to view and modify group
and user data, etc. Various other external entities,
such as carrier systems, can be accessed via a service
interface 730. A repository of applications (e.g.,
executable code) can be retrieved from secure
applications database 732. [00103] Architecture
arrangements between some or all of these entities of
FIG. 10 can be selected based upon the type of
communication system 700 and other considerations. In
one example, the user may utilize the transfer web
portal 714 to communicate to the transfer server 710
so as to initiate content transfer. Alternatively, the
user may initiate content transfer using the device
user interface provided by the UE 704, 706. Upon
receiving the request, the transfer server 710
communicates to the billing entity 720 via the service
interface 730. Once the billing and purchase history
associated with the content to be transferred have
been determined, the billing entity 720 communicates
such information to the transfer server 710. The
transfer server 710in turn performs the content
mapping followed by the transfer server 710
communicating to the delivery entity 712 invoking a
delivery operation for the delivery of the transferred
content. [00104] According to another implementation,
communication between the transfer server 710 and the
user is achieved via the transfer web portal 714
through a web connection. The transfer web portal 714
can be a subscriber device user interface or a
subscriber web user interface. The subscriber device
user interface may communicate with the application
database 732. Similarly, an administrator Web
interface (e.g., management center 728) can
communicate with the transfer server 710. The transfer
server 710 can also access data in the transfer
database 724. The transfer server 710 can further
communicate to an application database 732 using
authenticated content transfer client-to-server
communication via the mutual authentication (MA) proxy
716. Communications between the transfer server 710
and the group 718, and the service value billing (SVB)
722 can be achieved via the service interface 730. For
instance, the transfer server 710 and the group 718
communicate to facilitate content purchase and
delivery. In turn, the group 718 can communicate to
the application database 732 so as to access the
necessary content (e.g., licensed applications). The
transfer server 710 



communicates with the SVB 722 for content inventory
and billing. The SVB 722 and content delivery server
712 may also communicate with the management center
(MC) 728. [00105] In one example with reference to
FIG. 4 and FIG. 10, each of the UE 704 and 706
comprises an integrated user interface 164 including
the transfer client extension 168 and an application
112. In one example, the integrated user interface 164
is a common user interface for transferring
applications 112 and other device content. The
transfer client extension 168 is in communication with
the transfer service (interchangeably referred to as
transfer client that is in-network or hosted and
depicted as a transfer service process 734) defined in
the delivery system (e.g., CDS 712). In one instance,
the transfer client extension 168 provides the
IDownload 170 and MA abstraction 172 for the transfer
device user interface 164. These components from FIG.
4 are aggregated as depicted at 736 in FIG. 10 on the
UE 704 and at 738 on the UE 706. The transfer clients
736, 738 provide device user interfaces for the
transfer operation. The transfer client operates with
the transfer client extension 168 to handle client to
server communications.[00106] According to one aspect,
the application 112 is implemented by a developer for
a unified application and device content
backup/transfer solution. The application 112 of the
device 704 is in communication with a device content
management service (not shown) that has persistent
data storage. In one example, the ABC device content
management service can provide device content backup,
restore, and transfer for a developer. [00107] Secured
communication between the transfer client 160 and the
transfer server 710 is facilitated by transfer client
160, the IDownload 170, and IMutualAuth/IWeb 172 on
the device side while the content delivery server 712
includes a contentFac (or CI), MA, Web server, and SVC
port (not shown). The transfer server 710 includes a
transfer service 734 and a service (SVC) port. The
device 704 can communicate with the content delivery
server 712 as mutual authentication (MA) proxy 716,
which in turn communicates to the transfer server 710
and the transfer database 724. [00108] In one aspect,
the transfer client 160 may use MA for authenticated
communication between the device 704 and the transfer
service 734, while the transfer client 160 may use
HTTP for all non-authenticated communication. The
content delivery server (CDS) 712 may be used as a MA
proxy 716, which terminates at MA, and passes on
remaining data to the transfer service. In one
example, an authenticated pipe may be created between
the transfer client 160 and the transfer service. MA
proxy 716 is the mutual authentication service for the
transfer operation. The MA service provides the
secured connectivity between the transfer client 160
and the CT server 710. In one example, a carrier (or
content provider) interface from the CDS 712 can act
as the MA proxy 716 for transfer service. [00109] In
another communication system, the UE 704 communicates
with the 



transfer server 710 and the CDS 712. The transfer
server 710 is also in contact with the transfer web
portal 714, and interfaces with the SVB 722 using the
service interface 730. The CDS 712 is in communication
with the MC 728 and the group 718. [00110] In another
communication system, the UE 704 interfaces with the
CDS 712 and the transfer server 710, which in turn,
communicates with the MC 728 by way of the service
interface 730. The transfer server 710 is also
connected to the transfer web portal 714.
Alternatively, the UE 704 is in communication with the
transfer server 710 and the CDS 712. The MC 728
communicates to the transfer server 710 by way of the
service interface 730.[00111] In one example, a
hostname of the CDS 712 is automatically inserted by
the MA proxy 716 so as to prevent the transfer clients
736 and 738 from having any control over the
destination host (not shown). Furthermore, the CDS 712
may be configured so as to provide the necessary
authentication/authorization function to the device,
and provide device configuration (e.g., when the
device has been configured incorrectly). [00112] In
FIG. 11, an exemplary call flow from an originating UE
704 to the transfer service 734 of a transfer system
700 is depicted, according to one example. In
particular, the originating UE 704 at stage A depicted
at 800 sends a request for application/license
information to the CDS 712. At stage B depicted at
802, the CDS 712 performs authentication/authorization
and forms the carrier interface and sends a transfer
application message to the transfer service 734 at
stage C depicted at 804. Upon receipt of the
information at the transfer service 734, depicted as a
stage D response at 806 from the transfer service 734
to the CDS 712 and a stage E success message at 808 to
the originating UE 704, the transfer client 736
removes all the applications at stage F depicted at
810 and sends a delete acknowledgement to CDS 712 at
stage G depicted at 812. The transfer service 734
queries the TXN 726 at stage H depicted at 814 (via
the service interface 730 at stage I depicted at 816)
for the customer parts information and ensures that
the information sent by transfer client is not
tainted. The TXN 726 sends back the customer license
information at stage J depicted at 818 to the service
interface 730, which in turn relays the response at
stage K depicted at 820 to the transfer service 734.
The transfer service 734 stores the license
information for the SID at stage L, depicted as
processing depicted at 822. By about this time, the
CDS 712 relays at stage M the deletion of applications
to the TXN 726 for storing. [00113] FIG. 12
illustrates an exemplary call flow diagram from the
transfer service 734 to the destination UE 706 in a
communication system 700 wherein the destination UE
706 includes a transfer client 738, according to one
example. At the time that this sequence commences, the
originating UE 704 has sent the content/license
information to the transfer service 734 and the
originating UE 704 has been deactivated. In FIG. 12,
the destination UE 706 sends a request for
reinstatement to the transfer service 734 and the
transfer service 734 obtains the new PID for the SID
and determines the applications that can be reinstated
to the destination PID. In particular, at stage A
depicted at 840, the destination UE 706 sends a
request for reinstatement ("request
applications/license") 



to the CDS 712, which in response performs
authentication and authorization and carrier interface
at stage B depicted at 842. The CDS 712 relays a
getapplication/license message to the transfer service
734 at stage C depicted at 844. The transfer service
734 obtains the new platform identification (PID) for
the subscriber identification (SID) and determines the
applications that can be reinstated to the destination
PID. Based on the applications, the remaining licenses
are reinstated using the interface service 730 and the
group 718. In particular, at stage D depicted at 846,
an application alternate delivery item message goes
from the transfer service 734 to the service interface
730, which in turn at stage G relays a group auto
install MyApp message depicted at 848 to the group
718. At stage F, the group 18 provides a response
depicted at 850 to the service interface 730, which in
turn relays a response message at stage G depicted at
852 to the transfer service 734. The applications are
auto-installed along with remaining licenses from the
original device. In particular, the transfer service
734 at stage H depicted at 854 relays the response to
the CDS 712, which in turn reports at stage I success
to transfer client 738 of the destination UE 706. The
destination UE 706 responds with a request "get
ADS.txt" at stage J, depicted at 856, to the CDS
server 712. The CDS 712 sends a request to get the
action list at stage K depicted at 858 to the group
718. The group 718 at stage L sends the auto install
items depicted at 860 to the CDS 712, which in turn
forward the packages at stage M depicted at 862 to the
destination UE 706. At stage N depicted at 864, the
destination UE 706 returns a download (DL)
acknowledgement to the CDS 712. [00114] FIG. 13, on
the other hand, illustrates an exemplary call flow
diagram from the transfer service 734 to the
destination UE 706 in a communication system 700
wherein the destination UE 706 does not include a
transfer client 738. Thus, in one example, the
transfer service 734 provides the content/license
information transfer from the transfer web portal 714
using the transfer web client 740 (FIG. 10) instead of
from the destination UE 706. Alternatively, this
transfer may be a continuation from the transfer
process begun by the originating UE 704 where the
transfer client 736 may implement the MA and the CDS
interfaces to authenticate and authorize the transfer,
according to one aspect. In one example, the transfer
to the server request includes the transfer web client
740 sending the CT=Ack to the transfer service 734
using logic. The transfer client 736 removes the
applications and sends the delete event to the CDS
712. In accordance with one aspect, in a reinstate to
device request, reinstatable items/licenses may be
available via Group auto actions or Myapps on the
device, depending on the device. CT service may
implement a CreditBack engine to generate the TA, if
necessary. According to one example, the CT service
queries the Customerparts and the license information
for the SID to generate the true transfer list. If the
CT client sends more items that are present in the
customer parts, the additional items may be ignored.
[00115] In particular, at stage A depicted at 880, the
destination UE 706 sends an MA registration message to
the CDS 712. At stage B depicted at 882, the CDS 712
performs authentication, authorization and carrier
interface. At stage C depicted at 884, 



the CDS 712 requests the SID/PID information from the
transfer service 734, which in turn does a check if
the application/license information is present at
stage D depicted at 886. Then at stage E depicted at
888, a request for application alternate delivery item
is made to the service interface 730, which in turn
relays a group auto install / My App request at stage
F depicted at 890 to the group 718. The group 718
relays at stage G a success message depicted at 892 to
the service interface 730, which in turn at stage H
relays a success message depicted at 894 to the
transfer service 734. At stage I, the transfer service
734 sends a response message depicted at 896 to the
CDS 712, which in turn sends at stage J a registration
message to the destination UE 706 depicted at 898. The
destination UE 706 replies with ADS.txt and action
lists at stage K depicted at 900 to the CDS 712, which
in turn sends at stage L a get Action lists request
depicted at 902 to the group 718. The group 718 at
stage M depicted at 904 sends auto install items to
the CDS 712, which at stage N depicted at 906 relays
the packages to the destination UE 706, which in turn
at stage O depicted 908 sends a download (DL)
acknowledgement back to the CDS 712. [00116] FIG. 14
depicts an exemplary call flow diagram from the
transfer service 734 to the destination UE 706 in a
communication system 700 wherein no content/license
information is available and the destination UE 706
includes a transfer client 738, according to one
example. For instance, if the originating UE 704 is
lost or damaged, the content/license information
cannot be sent to the transfer service 734. Thus, at
stage A depicted at 920, the destination UE 706 sends
request for application/license message to the CDS
712. The CDS 712 at stage B depicted at 922
authenticates and authorizes the communication and
sets up the carrier interface, and then at stage C
depicted at 924 requests get the application license
from the transfer service 734. The transfer service
734 at stage D depicted at 926 checks to see if the
application/license information is present. At stage E
depicted at 928, the transfer service 734 sends a get
application/license information request to the service
interface 730 upon determining that the original UE
704 has not sent such information already.At stage F
depicted at 930, the service interface 730 relays the
request for customer parts query to the TXN 930, which
responds at stage G with the customer parts
information depicted at 932. The service interface 730
relays the application/license information to the
transfer service at stage H depicted at 934. Based
upon business rules, the transfer service at stage I
requests alternate delivery item depicted at 936 from
service interface 730, which in turn relays the
request in stage J depicted at 938 to the group 718.
The group 718 at stage K responds with a success
response depicted at 940 to the service interface 730,
which in turn at stage L responds with a success
response depicted at 942 to the transfer service 734.
At stage M, the transfer service sends a response
message depicted at 944 to the CDS 712, which in turn
returns a success message to the transfer client 738.
In stage O, the destination UE 706 responds with a get
ADS.txt message to the CDS 712, which in stage P
depicted at 950 sends a get My Apps request to the
group 718. In stage Q, the group 718 responds with the
My Apps 



category depicted at 952 to the CDS 712, which sends
the My Apps in stage R to the destination UE 706,
depicted at 954. Then in stage S, the destination UE
706 acknowledges the download, depicted at 956.
[00117] FIG. 15 depicts an exemplary call flow diagram
from the transfer service 734 to the destination UE
706 in a communication system 700 wherein no
content/license information is available and the
destination UE 706 does not include a transfer client
738, according to one example. In the illustrated
example, because the destination UE 706 does not
include a transfer client 738, the CDS 712 may
implement the carrier interface (CI) to communicate to
the transfer service 734 once the new destination UE
706 has registered. In particular, at stage A depicted
at 970, the destination UE 706 sends an MA
registration to the CDS 712. The CDS 712 at stage B
performs authentication, authorization and creates the
carrier interface, depicted at 972. At stage C, the
CDS 712 requests the SID/PID information from the
transfer server 734, depicted at 974. At stage D, the
transfer server 734 checks for the presence of the
application/license information, depicted at 976. At
stage E, the transfer server 734 sends a request to
get application/license information depicted at 978
from the service interface 730. At stage F, the
service interface 730 relays a request for customer
parts query to the TXN 726, depicted at 980. At stage
G, the TXN 726 responds with the customer parts
information, depicted at 982, to the service interface
730. At stage H, the service interface 730, the
application/license information is relayed to the
transfer service 734, depicted at 984. At stage I, the
transfer service 734 sends to the serviceinterface 734
sends a BREWZone alternate delivery item request,
depicted at 986, to the service interface 730. At
stage J, the service interface 730 sends a "group:
only to My Apps" message to the group 718, depicted at
988. The group 718 responds with a success message at
stage K depicted at 990. The service interface 730
relays the success message at stage L depicted at 992
to the transfer service 734. At stage M, the transfer
service 734 sends a response message depicted at 994
to the CDS 712. At stage N, the CDS 712 sends a
registration response to the destination UE 706. At
stage O, the destination UE 706 sends an ADS.txt . . .
ItemList message to the CDS 712, depicted at 998. The
CDS 712 sends a "get My Apps" message to the group
718, depicted at 1000. At stage Q, the group 718 sends
My Apps category depicted at 1002 to the CDS 712,
which in turn sends at stage R My Apps depicted at
1004 to the destination UE 706, which in turn at stage
S responds with a "get Pkg" message depicted at 1006
to the CDS 712. [00118] FIG. 16 is a schematic diagram
of an exemplary architecture for a communication
system 1100 for implementing a digital locker 1102,
according to one aspect. The system 1100 includes a
delivery system 1104, MA proxy 1106, transfer service
1108, digital locker 1102, and TXN 1110. The delivery
system 1104 includes a content distribution server
(CDS) 1112 and Group 1114. A UE 1116 interfaces with
the CDS 1112 and the MA proxy 1106 via respective APIs
1118, 1120. An administrator web system 1122 can
interact with the transfer service 1108 via the
transfer service API 



1124. The MA proxy 1106 interfaces with the transfer
service 11 via the transfer service API 1124. The
transfer service 1108, in turn, interacts with the
digital locker 1102 via a digital locker API 1126. The
transfer service 1108 interfaces with the Group 1114
and the TXN 1110 via a service interface 1128. In one
aspect, the functions (e.g., APIs) for the transfer
digital locker 1102 are Put, Get, Update, and Remove.
The UE 1116 uses the Put function to obtain the
transfer backup license. The put function passes
through the MA proxy 1106, the transfer service 1108
to the digital locker 1102, which is associated with
the TXN 1110. The functions Get and Update can be used
by the Web system 1122, and the functions Get, Update,
and Remove can be used by the 1116 to reinstate
applications in the transfer system 1100. [00119]
According to one example, the digital locker includes
subscriber information (SID), content (e.g.,
licenses), and metainfo (e.g., information associated
with the owner of the content). The Subscriber
information may be SID or PID. The content (e.g.,
licenses) can be represented in an XML object form
with a predefined dtd. Metainfo isinformation
associated with the owner of the content which allows
the owner specific logic to be used for the content.
In one example, the logic can be either a digital
locker function or the owner function (e.g., content
expiry, status of the content, etc.). For instance, in
one example, the content owner can be CT, TXN,
consumer portal, etc. [00120] The various illustrative
logics, logical blocks, modules, and circuits
described in connection with the versions disclosed
herein may be implemented or performed with a general
purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a
field programmable gate array (FPGA) or other
programmable logic device, discrete gate or transistor
logic, discrete hardware components, or any
combination thereof designed to perform the functions
described herein. A general-purpose processor may be a
microprocessor, but, in the alternative, the processor
may be any conventional processor, controller,
microcontroller, or state machine. A processor may
also be implemented as a combination of computing
devices, e.g., a combination of a DSP and a
microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core,
or any other such configuration. Additionally, at
least one processor may comprise one or more modules
operable to perform one or more of the steps and/or
actions described above. [00121] Further, the steps
and/or actions of a method or algorithm described in
connection with the aspects disclosed herein may be
embodied directly in hardware, in a software module
executed by a processor, or in a combination of the
two. A software module may reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM memory,
registers, a hard disk, a removable disk, a CD-ROM, or
any other form of storage medium known in the art. An
exemplary storage medium may be coupled to the
processor, such that the processor can read
information from, and write information to, the
storage medium. In the alternative, the storage medium
may be integral to the processor. Further, in some
aspects, the processor and the storage 



medium may reside in an ASIC. Additionally, the ASIC
may reside in a user terminal. In the alternative, the
processor and the storage medium may reside as
discrete components in a user terminal. Additionally,
in some aspects, the steps and/or actions of a method
or algorithm may reside as one or any combination or
set of codes and/or instructions on a machine readable
medium and/or computer readable medium, which may be
incorporated into a computer program product.[00122]
While the foregoing disclosure discusses illustrative
aspects and/or implementations, it should be noted
that various changes and modifications could be made
herein without departing from the scope of the
described aspects and/or implementations as defined by
the appended claims. Furthermore, although elements of
the described aspects and/or implementations may be
described or claimed in the singular, the plural is
contemplated unless limitation to the singular is
explicitly stated. Additionally, all or a portion of
any aspect and/or implementations may be utilized with
all or a portion of any other aspect and/or
implementation, unless stated otherwise.CLAIMS WHAT IS
CLAIMED IS: 1. A method for transacting and
transferring a computer-implemented application
related to a currently licensed application,
comprising: determining license rights held by a user
for an original application executed by a first user
device having a first configuration suitable to
execute the application; mapping the original
application to a substitute application suitable for
execution on a second user device having a second
configuration; applying a pricing business rule to
price a transaction for licensing the user to use the
substitute application in lieu of using the original
application; and concluding the transaction by
provisioning the second user device with the
substitute application. 2. The method of claim 1,
further comprising commanding deletion of the original
application from the first user device. 3. The method
of claim 1, further comprising signaling the first
user device to lock the original application from
being used. 4. The method of claim 1, further
comprising: requesting an inventory of the original
application on the first user device; and validating
the license rights for the original application by
referencing a transaction database. 5. The method of
claim 1, wherein the license rights comprise a use
limitation, pricing the transaction comprises
determining a remaining portion of use allowed by the
license rights and applying a value of the remaining
portion against an upgrade price. 6. The method of
claim 5, further comprising requesting a tracking from
the first user device of a number of times that the
original application has executed to determine the
remaining portion.7. The method of claim 5, further
comprising requesting a tracking from the first user
device of an amount of time that the original
application has executed to determine the remaining
portion. 



8. The method of claim 1, further comprising
provisioning the second user device by wirelessly
communicating the substitute application to the second
user device. 9. The method of claim 1, further
comprising provisioning the second user device by
signaling to unlock the substitute application
residing on the second user device. 10. The method of
claim 1, wherein the provisioning of the second user
device is deferred, the method further comprising
determining a credit back for a remaining portion of
the license rights. 11. The method of claim 1, further
comprising interacting with the user by signaling to a
user interface of the first user device to negotiate
the transaction. 12. The method of claim 1, further
comprising interacting with the user by signaling to a
user interface of the second user device to negotiate
the transaction. 13. The method of claim 1, further
comprising interacting with the user by signaling a
user interface of a networked computer to negotiate
the transaction. 14. The method of claim 1, wherein
the application comprises an executable code. 15. The
method of claim 1, further comprising performing a
billing transaction to reflect the transaction price.
16. The method of claim 1, further comprising
recording a substitute license rights transactions to
reflect the provisioning of the substitute application
to the second user device. 17. The method of claim 1,
further comprising:in response to availability of an
equivalent application having a benefit over the
original application, determining a population of user
devices with license rights to the original
application; distributing the equivalent application
to the population of user devices; and signaling to
deactivate the original application. 18. At least one
processor configured to transact and transfer a
computerimplemented application related to a currently
licensed application, comprising: a first module for
determining license rights held by a user for an
original application executed by a first user device
having a first configuration suitable to execute the
application; a second module for mapping the original
application to a substitute application suitable for
execution on a second user device having a second
configuration; a third module for applying a business
rule to price a transaction for licensing the user to
use the substitute application in lieu of using the
original application; and a fourth module for
concluding the transaction by provisioning the second
user device with the substitute application. 19. A
computer program product, comprising: a
computer-readable medium comprising: at least one
instruction for causing a computer to determine
license rights held by a user for an original
application executed by a first user device having a
first configuration suitable to execute the
application; 



at least one instruction for causing the computer to
map the application to a substitute application
suitable for execution on a second user device having
a second configuration; at least one instruction for
causing the computer to apply a business rule to price
a transaction for licensing the user to use the
substitute application in lieu of using the original
application; and at least one instruction for causing
the computer to conclude the transaction by
provisioning the second user device with the
substitute application. 20. An apparatus,
comprising:means for determining license rights held
by a user for an original application executed by a
first user device having a first configuration
suitable to execute the application; means for mapping
the original application to a substitute application
suitable for execution on a second user device having
a second configuration; means for applying a business
rule to price a transaction for licensing the user to
use the substitute application in lieu of using the
original application; and means for concluding the
transaction by provisioning the second user device
with the substitute application. 21. An apparatus for
transacting and transferring a computer-implemented
application related to a currently licensed
application, comprising: a transfer management
component for determining license rights held by a
user for an original application executed by a first
user device having a first configuration suitable to
execute the application; an application catalog for
mapping the original application to a substitute
application suitable for execution on a second user
device having a second configuration; a rule engine
for applying a business rule to price a transaction
for licensing the user to use the substitute
application in lieu of using the original application;
and a distribution component for concluding the
transaction by provisioning the second user device
with the substitute application. 22. The apparatus of
claim 21, further comprising a billing entity in
communication with the transfer management component
to perform a billing transaction reflecting the price
of the concluded transaction. 23. The apparatus of
claim 21, further comprising an application
reconciling component that compares an application
inventory of the first user device against a
transaction record stored remote to the first user
device. 24. The apparatus of claim 21, wherein the
distribution component further comprises an
auto-delete function to cause the deletion of the
original application on the first user device.25. The
apparatus of claim 21, wherein the first and second
user devices comprise a portable communication device,
the apparatus further comprising a service interface
to a 



carrier service for at least one of the first and
second user device. 26. A method for transacting and
transferring a computer-implemented application
related to a currently licensed application,
comprising: requesting a determination of license
rights held by a user for an original application
executed by a first user device having a first
configuration suitable to execute the application;
accepting a mapping of the original application to a
substitute application suitable for execution on a
second user device having a second configuration;
accepting a transaction price which was determined by
applying a business rule to price a transaction for
licensing the user to use the substitute application
in lieu of using the original application; and
concluding the transaction by receiving provisioning
of the second user device with the substitute
application. 27. The method of claim 26, further
comprising deleting the original application from the
first user device in conjunction with concluding the
transaction. 28. The method of claim 26, further
comprising locking the original application from being
used in conjunction with concluding the transaction.
29. The method of claim 26, further comprising:
keeping an inventory of the original application on
the first user device; and sending the inventory for
validating the license rights of the original
application with reference to a transaction database.
30. The method of claim 26, wherein the license rights
comprise a use limitation, keeping an inventory of the
original application on the first user device for
pricing the transaction comprises determining a
remaining portion of use allowed by the license rights
so that a value can be applied to the remaining
portion against an upgrade price.31. The method of
claim 30, further comprising tracking a number of
times that the original application has executed to
determine the remaining portion. 32. The method of
claim 30, further comprising tracking an amount of
time that the original application has executed to
determine the remaining portion. 33. The method of
claim 26, further comprising provisioning the second
user device by wirelessly receiving a communication of
the substitute application to the second user device.
34. The method of claim 26, further comprising
provisioning the second user device by unlocking the
substitute application residing on the second user
device. 35. The method of claim 26, further comprising
deferring provisioning of the second user device is
deferred to receive a credit back for a remaining
portion of the license rights. 36. The method of claim
26, further comprising interacting with the user via a
user interface of the first user device to negotiate
the transaction. 37. The method of claim 26, further
comprising interacting with the user by via a user
interface of the second user device to negotiate the
transaction. 



38. The method of claim 26, further comprising
interacting with the user via user interface of a
networked computer to negotiate the transaction. 39.
The method of claim 26, wherein the application
comprises an executable code. 40. The method of claim
26, further comprising accepting a substitute
application that causes a billing transaction to
reflect the transaction price. 41. The method of claim
26, further comprising updating inventory tracking to
reflect the substitute application on the second user
device.42. The method of claim 26, further comprising:
receiving provisioning of an equivalent application
that replaces the original application sent in
response to availability of an equivalent application
having a benefit over the original application; and
deactivating the original application. 43. At least
one processor configured to transact and transfer a
computerimplemented application related to a currently
licensed application, comprising: a first module for
requesting a determination of license rights held by a
user for an original application executed by a first
user device having a first configuration suitable to
execute the application; a second module for accepting
a mapping of the original application to a substitute
application suitable for execution on a second user
device having a second configuration; a third module
for accepting a transaction price which was determined
by applying a business rule to price a transaction for
licensing the user to use the substitute application
in lieu of using the original application; and a
fourth module for concluding the transaction by
receiving provisioning of the second user device with
the substitute application. 44. A computer program
product, comprising: a computer-readable medium
comprising: at least one instruction for causing a
computer to request a determination of license rights
held by a user for an original application executed by
a first user device having a first configuration
suitable to execute the application; at least one
instruction for causing the computer to accept a
mapping of the original application to a substitute
application suitable for execution on a second user
device having a second configuration; at least one
instruction for causing the computer to accept a
transaction price which was determined by applying a
business rule to price a transaction for licensing the
user to use the substitute application in lieu of
using the original application; andat least one
instruction for causing the computer to conclude the
transaction by receiving provisioning of the second
user device with the substitute application. 45. An
apparatus, comprising: a means for requesting a
determination of license rights held by a user for an 



original application executed by a first user device
having a first configuration suitable to execute the
application; a means for accepting a mapping of the
original application to a substitute application
suitable for execution on a second user device having
a second configuration; a means for accepting a
transaction price which was determined by applying a
business rule to price a transaction for licensing the
user to use the substitute application in lieu of
using the original application; and a means for
concluding the transaction by receiving provisioning
of the second user device with the substitute
application. 46. An apparatus for transacting and
transferring a computer-implemented application
related to a currently licensed application,
comprising: a communication component for requesting a
determination of license rights held by a user for an
original application executed by a first user device
having a first configuration suitable to execute the
application; and a user interface for accepting a
mapping of the original application to a substitute
application suitable for execution on a second user
device having a second configuration and for accepting
a transaction price which was determined by applying a
business rule to price a transaction for licensing the
user to use the substitute application in lieu of
using the original application, wherein the
communication component concludes the transaction by
receiving provisioning of the second user device with
the substitute application. 47. The apparatus of claim
46, further comprising an application inventory
component that tracks the original application for
reconciling against a transaction record stored remote
to the first user device.48. The apparatus of claim
46, further comprising a transfer client operable to
delete the original application on the first user
device in conjunction with concluding the transaction.
49. The apparatus of claim 46, wherein a selected one
of the first and second user devices comprises a
portable communication device in communication with a
carrier service. 


