SECURE PAYMENT AND BILLING METHOD USING MOBILE PHONE NUMBER OR ACCOUNT
CROSS REFERENCE TO RELAILD APPLICATIONS [0001]The present invention is based on and
claims the benefit of priority from U.S. Provisional Patent Application Serial No. 61/152,696 of Rammal
et al., entitled "SECURE PAYMENT AND BILLING METHOD USING MOBILE PHONE NUMBER OR
ACCOUNT," filed on February 14, 2009, the entire contents of the disclosure of which are hereby
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BACKGROUND OF THE INVENTION
FIELD OF THE INVENTION
[0002] The present invention generally relates to methods and systems for
conducting secure purchase and payment transactions, and more particularly to a
method, system and computer program product for conducting secure purchase and
payment transactions using a mobile phone.

DISCUSSION OF THE BACKGROUND
[0003] Customers in today’s world have unprecedented access to retailers and
merchants selling goods and/or services of all types in stores, through vendors and
vending machines, restaurants and the internet. Beyond the traditional shopping
practice of buying goods and services in ones own neighborhood, town, city, and
country, access to foreign goods and services is made possible through travel and/or
the internet.
[0004] Once customers select their goods, they have several options to pay the
retailer/merchant with. While cash is still “king,” customers have other payment
options such as using credit cards, debit cards and payment service providers that act
on behalf of customers as intermediaries between financial institutions and retailers to
try and protect customer’s financial and personal information. Other payment options
also include, pre-paid credit/debit cards, stored value cards, bank checks, bank
transfers, travelers checks, money order, demand drafts, money transfer using a third
independent financial entity, E-mail payments, and mobile wallet applications that act

as intermediaries or interfaces between a customer’s financial institution (typically a



conducting secure purchase and payment transactions, and more patrticularly to a method, system and
computer program product for conducting secure purchase and payment transactions using a mobile
phone. DISCUSSION OF THE BACKGROUND [0003]Customers in today's world have unprecedented
access to retailers and merchants selling goods and/or services of all types in stores, through vendors
and vending machines, restaurants and the internet. Beyond the traditional shopping practice of
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In addition, use of the other financial transaction instruments may be costly or sheer
complex cumbersome.

[0006] Accordingly, customers are constantly looking to simplify their life
and reduce complexities in any way possible as long as it doesn’t jeopardize their
personal or financial security. Given that security, fraud and identity theft are major
concerns, it is imperative that customers are protected. Customers are also weary of
unreasonable hidden costs that are additionally charged by credit cards, mobile
wallets and other financial instruments that are above and beyond what the retailer is
already charging.

[0007] Conventional systems of payment and methods using mobile phones
have limitations, including requiring downloading of complex software, need to use
hi-tech mobile phones, need for additional security codes, hidden costs, and additional
charges by the customer’s bank or credit card company. In addition, such complex
mobile phone payment systems and other payment methods are also limited in their
availability and usage for the world’s population at large that purchases goods and
services. The estimate for the world’s population stands at 6.6 billion in 2008. Less
than 30% of the world’s population has credit cards. However, almost 70% of the
world’s population has a mobile phone and an active mobile account and a robust

system and method to leverage this market has yet to be developed.

SUMMARY OF THE INVENTION
[0008] Accordingly, there is a need for a method and system that addresses
the above and other problems with convention transaction and payment systems to
leverage the opportunity for a mobile phone user, anywhere in the world, with the

most basic mobile phone device, a mobile number/account, and a mobile phone



[0005]However, all these payment options have their merits and demerits and various complexities.
Customers are still weary about giving their credit card and personal information to pay for purchases
on the internet, even at stores, restaurants and vending machines as fraud and identity theft cases
have occurred and are on the rise. Given the surge in identity theft, one can't blame customers for
fearing the worst. In addition use of the other financial transaction instruments may be costly or sheer
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there is a netd fetadenethod and system that addresses
[0009] Accordingly, in exemplary aspect of the present invention there is
provided a novel system, method and computer program product for processing
payments for goods or services, including a payment processor that receives a
payment request from a merchant for goods or services and that includes a mobile
phone number or mobile phone account of a user, sends a payment authorization
request text message to the mobile phone requesting payment authorization, and
receives a payment authorization text message from the mobile phone authorizing or
not authorizing the payment. If the payment is authorized, the payment processor pays
the merchant and charges the mobile phone account for the payment. If the payment is
not authorized or if the payment is not received within a predetermined period of
time, the payment processor declines to pay the merchant for the goods or services.
[0010] Still other aspects, features, and advantages of the present invention are
readily apparent from the following detailed description, by illustrating a number of
exemplary embodiments and implementations, including the best mode contemplated
for carrying out the present invention. The present invention is also capable of other
and different embodiments, and its several details can be modified in various respects,
all without departing from the spirit and scope of the present invention. Accordingly,
the drawings and descriptions are to be regarded as illustrative in nature, and not as

restrictive.



the above and other problems with convention transaction and payment systems to leverage the
opportunity for a mobile phone user, anywhere in the world, with the most basic mobile phone device,
a mobile number/account, and a mobile phone service provider to be able to pay for goods and
services locally as well as globally using their mobile phone number/account. The above and other
needs are addressed by the exemplary method and system for conducting secure purchase payment
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illustrative in nature, and not as restrictive. BRIEF DESCRIPTION OF THE DRAWINGS
5,991, 749 and United States Patent Application Nos. 20050086164; 20050222917;
20070063017; and the like. Although such systems and methods may provide peer to
peer deposits and value transfers, mobile device identification centric authentication,
mobile wallet software, voice activated and device based user prompted payment
functions, and mobile banking, etc., to address payment security and convenience to a
certain level, such conventional system and methods still may compromise security,
leave customers vulnerable to identity theft, and require complex customer billing
systems and procedures. Advantageously, the exemplary method and system for
conducting secure purchase payment transactions using a mobile phone number
recognizes and addresses these and other limitations with such conventional systems
and provide customer control over payment authorization, identity protection, and
security through a simple and convenient payment method.
[0016] Advantageously, the novel method and system of the exemplary
embodiments addresses the above and other problems with conventional payment
processing systems and methods and allow the 4 billion plus and growing mobile
phone users worldwide to pay for goods and services through their mobile phone
service provider, using their mobile phone number and/or mobile phone account

number (also referred to as “mobile number” or “mobile phone number”) securely for



[0011]The embodiments of the present invention are illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference numerals refer to
similar elements and in which: [0012]FIGs. 1-2 illustrate an exemplary process for customers to
purchase goods and/or services from a retailer; [0013]FIGs. 3-7 illustrate an exemplary flow chart
corresponding to the exemplary process of FIGs. 1-2; and [0014]FIGs. 8-11 illustrate the operation of
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method enables online and offline commerce transactions using mobile phone
numbers, with customers being billed by their mobile phone service
provider/operator/carrier (also referred to as “mobile operator”).

[0017] The novel system and method, advantageously, provides a simple and
secure payment system based on a novel process that enables a customer to remain in
control of the payment authorization process by using their mobile phone number to
pay for purchases of goods and services, for example, at the point of sale or via the
internet, via telephone sales persons or other interactive interfaces, via vending
machines, other such retail environments and interfaces, and the like, or any other
suitable way that a retailer or merchant may be selling goods and/or services, locally
or globally, and get billed for the transaction by their mobile operator who then settles
payment on the customer’s behalf with the retailer through a payment processor.
[0018] As compared with conventional systems, the novel system and process
does not require mobile phone users to download any additional software on to their
mobile phone devices, as long as their mobile phones are able to receive and send
Short Message Service (SMS) text messages, and the like. Nor are users required to
register or create any financial relationship with a retailer or vendor or a transaction
payment processing/clearing house (also referred to as “payment processor’). Nor do
users need to disclose their password or personal identification (PIN) code, and the
like, to a retailer or a payment processor, advantageously enhancing security levels
and protection against financial fraud and identity theft. By not requiring customers to
establish a relationship between their financial institutions (e.g., banks, credit card
companies, money managers and others) and/or retailers, and/or payment processors,
the novel system and method provides a customer with the advantage of always being
in control of authorizing the transaction payment, which is eventually billed to them
through their mobile operator.

[0019] The exemplary method involves a customer buying goods and/or
services and opting to pay for the goods and/or services through their mobile operator
by providing the retailer their mobile number (and e.g., related information where
necessary, such as country that the mobile number is issued in and the name of the

mobile operator that issued the mobile number, such as AT&T or T-Mobile or



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS [0015]The present invention
includes recognition of and addresses problems associated with conventional systems such those
described in United States Patent No. 5,991,749 and United States Patent Application Nos.
20050086164; 20050222917; 20070063017; and the like. Although such systems and methods may
provide peer to peer deposits and value transfers, mobile device identification centric authentication,
mobile wallef thwar%\go' e activ and device based usey prompt Ie/ment functt)ns, and
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(which may or may not include additional charges of the mobile operator), and
requesting a response from the customer for approval via text message, replying with
their unique PIN Code associated with the customer’s mobile number and account, or
a simple “no” as a response to reject the transaction payment (and which may not be
necessary as the transaction will not consummate without a positive response in any
case). In the case that the customer may decide not to respond, after a pre-set time
lapse, the mobile operator will consider the customer’s inaction as a “no” and reject
the transaction payment.

[0021] If, however, the customer wants to approve the transaction payment,
the customer replies to the mobile operator’s text message by simply sending a text
message with their PIN Code for authentication purposes, allowing the mobile
operator to then deduct or bill the amount to the customer’s mobile number account.
Upon receiving the PIN Code text message and having authenticated the customer’s
PIN Code, the mobile operator debits the customer’s account balance for the total
amount (e.g., including any additional mobile operator surcharges). The mobile
operator then sends approval to the payment processor creating a liability to pay the
net amount due as per the terms agreed between the two parties. By contrast, most
conventional systems bill the customer’s financial institution (e.g., a credit card
company, bank, etc).

[0022] The payment processor sends the approval to the retailer, creating a
liability to pay the retailer the net amount due as per the terms agreed between the two



secure payment system based on a novel process that enables a customer to remain in control of the
payment authorization process by using their mobile phone number to pay for purchases of goods and
services, for example, at the point of sale or via the internet, via telephone sales persons or other
interactive interfaces, via vending machines, other such retail environments and interfaces, and the
like, or any other suitable way that a retailer or merchant may be selling goods and/or services, locally
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chooses a mode of payment 107. The retailer 104 requests customer’s mobile number

and related billing data 108 of customer 102. Customer 102 provides data (a) 108

relating to his mobile number, mobile operator 112 and may or may not need to

provide the country that the phone number is registered and issued in. Retailer 104

packages the customer 102 data (a) 108 and adds his invoice detail and sends data (b)

109 to a payment processor 110. Payment processor 110 adds their own transaction

ID and other relevant information, to the retailer’s data (b) 109 and sends data (c) 111

to the customer’s 102 mobile operator 112.

[0024] In FIG. 2, the mobile operator 112 adds their transaction ID, other

relevant information, and or any additional charges to the retailer’s invoice and

packages it as data (d) 212 and sends it as a Text message (e.g., a SMS text message,

etc.) to the customer’s 102 mobile number requesting approval or rejection of

payment using a means of authentication/authorization with their PIN Code, or “no,”

or ignoring the message (with a pre-set time lag) to reject the approval request.

Customer 102 by authenticating/authorizing 213 approves the charge using a PIN

Code sent via a reply through text message data (e) 214 to the mobile operator 112,

confirming the payment approval. Mobile operator sends an approval/confirmation



balance (or charge protocols that can be set mutually with post-paid and/or pre-paid customers) and if
found sufficient to pay for the purchase (and any additional charges that the mobile operator may
levy), sends a SMS text message to the customer on their mobile number giving them details of the
retailer and the total amount payable (which may or may not include additional charges of the mobile
operator), and requesting a response from the customer for approval via text message, replying with
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various payment options, for example, including cash, credit card, debit card, mobile
wallet, mobile phone number or account, bank transfer, stored value cards, and others.
[0026] In FIG. 4, the retailer presents various payment options at step 401 to
the customer who selects a payment option at step 402 and chooses to pay with the
customer’s mobile number at step 403. Should the customer not choose to pay using
the mobile number, step 403 ends the process. Customer provides information related
to their mobile number for billing at step 404 whereby the information can include,
for example, mobile phone number, mobile operator and the country the mobile
number and mobile operator are registered in. Retailer adds transaction details at step
405, for example, including retailer name and ID, store number, invoice number,
goods and/or services purchased, amount billed and payable by customer and sends it
to the payment processor to seek payment approval, authorization and authentication
from the customer and the customer’s mobile operator’s agreement, and that of the
payment processor to pay the retailer on behalf of the customer. Payment processor
adds a unique transaction ID code at step 406 related to the information received by
the retailer (e.g., whose account would already exist in the database of the payment
processor) and any other information that may be relevant, and sends it across to the
customer’s mobile operator (whose account would also already exist in the database

of the payment processor).



designate identical or corresponding parts throughout the several views and more particularly to FIGs.
1-2 thereof there is illustrated an exemplary general process flow, according to an exemplary
embodiment. In FIG. 1, the process begins with customer 102 who interfaces/interacts 103 with a
retailer's 104 store, e-store (e.g., web site), telephone sales persons, interactive voice response (IVR)
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conclude the transaction. The data may.include shipping and pramotional jnfo | 5]FIGs. 3-7
lusiate an BRI RSt b AR e A e R R G 3 e

customer BOU%BW@GGM é'oﬁﬂ/d'ﬁ@ela_liuesi,fm”ra@mwplenmageaimte_ldesl\fehebcﬂ'mp&chant at step 302
at a store, on e AIRINELEndar.yending machine SERAUARL Bblle BrRuiser, fipuoh a telephone

sales person or sales r other suc avenues/interfaces e customer may be
presented withergtahehastsil6F aRpliaiblednstbp r8QGepr ésemprihaldusteplgingitittdheus payment
options, for ex le, i ing cash, credit,card, debit card, mobile wallet, mobile ph number or
ctcount, bank Lot o i S S L B B TR BB v
payment optineki letasteataofotachessingtunies mwhid awléutyalusitrehsanption atdéesp 402 and chooses

t ith t ! i . t :
the mobile nipee oL AR e s At AU R S TR RECIRRTR ey mobie
number for Bk kstepesgarwherejsgtitbasisiomeowadd needitesaod N pRea MeIkRs®hone

ber, ' i il t istered in.
number, mop u?f’gr?&f%ft"ﬁ@%%@g%%sﬁgﬁglg-%?9\%%'1%%??%@9 oﬂ?%é’ﬁq%ﬁ% Qéezél‘?g?fg's eredin

Retailer adds transdction detal r exam ncluding retailer nam , Store
number, invéitd wowbeensidetiBaitdponse fiare thenudioed aamisisttisiled and payable by customer

and sends “[ﬁ(ﬁ)bmﬁgﬁ paymeﬁl@.@%‘*ﬁﬁ@{r%‘%e%_ R RENIERRBIQY R S‘Eﬂgigfﬁ]@r“ ifiddiRythentication

from the cus and the customer’'s mobile operator's agreement, and that of the payment

processor togpay ﬂﬁé&f@tadMdh%@_ﬁbif&ﬁﬂﬁ@@ﬁétb’frh@r.%W@rbb@@@%d@@ gobilgue transaction
ID code at S?ﬁ%r BG 5@@?%@%%‘%@%3&%@%( ﬁc%\.Y&gn;?éﬂl ifﬁtﬁﬂﬁf G Yﬁﬁﬁ%‘ﬁﬁgﬁ%“t would

already exist In the database of‘the payment processor) and any other information that may be
relevant, andhsendbile avrobertdehecdlistomiemsemobiledopéedtoy thehiwtuladssiart dassidtalso already

exist in the dgiapase, HldBAXBFILRICHERSEH07. The payment processor sends the mobile

operator’s message along with the transaction ID (and other data that may be
applicable) to the retailer identifying the customer’s mobile number error 508.

Retailer receives the error and notifies the customer at step 509. Customer receives



[0027]In FIG. 5A, the payment processor sends the transaction data and ID and the amount payable
by the customer to the customer's mobile operator at step 501 who receives it at step 502 and verifies
the customer at step 503. If the customer's mobile number is not verified as a customer of the mobile
operator, then the error is referred to the payment processor and further detailed in FIG. 5B. If the
mobile operator confirms the customer, it then proceeds to check their balance in the case of, for

le, pre-paid cust Jor th t ljmit protqcol b tuall d with
tne mobils OBV AL AL b0 PO MBI S BolaTH HPrepaid
customer's bxndpesvislértheifiniebilontmebpoatpidrustemandiber @rgaenedptien pawpantllimit protocol,
then the low bal limit d ' ttot t ' t d furth
dotaied in P OB R BRI B A BN RS CLLACHR 120 Gty ment cue 1
the retailer and\ddeatiditamdal ctopgectstiemysandicayedan bd GeistdpodOthd frttabilestopesator, the

customer is then sent a text mess re ing appropval for the maobile operator to charge the
Customers HEUHES ARS8 o GrIeSLHIB RGP (DTS e o L CY B S8 Ste P S or approval
message inghardfesnfostexd03obé HiBodmation stating the retailer's name, total owed for purchases, plus
the mobile o r charge, (i licable) and a request for approval by replying with the customer's
PIN Code (tf@gvéiuld've bEelgfjﬂ' %%EH?%%‘)&?S eﬁgﬁ%@aﬁg%ﬁ%a)}%ér \E}Vﬁ?léiﬂlél%rlr)m% I 8061|cr>lérator for
accessing vaigentaivahdhiermalile aperatbsbeimnceisarititersie iy diy totebdetbtmtaaictss this transaction

payment faciiiy) [ua ot Messags g ine mobile oReIlat Tadsiest s cistomer wonld need to send
"NO" as a response orgijst |gnoqre he mé)ssage ands pre-se?qﬁne apse protocof)gfet%e mobile

operator's empdyn@nichcatosizdmid hesponse litaxcted vkt dima enamiat thp s pay f02R)RIE®. 5B illustrates
the steps s aral b A S TR s ey Spaerala e reRiezongpator n F1o. A

step 503. In e mobilé operator sends thepayment processor a “custorier verification error"
indicating thatahdempéritéon sendeth{& enstortiee xustdmeatp asagatidiatpthisythe mtstdprid data doesn't exist

with the mohi t 507..Th tQr S jle operators message
Rlong with (e S 1 e e S o S S S S RO RL B B LR g e
customer's mulnity futhéie mebde pOBNREtcdlentrecti ey thitheznotiandnatitifitsptienaistemer at step 509.

Customer regsiiss JOITGAUAPARIRLS SRS RTION en sepiemialaions garrect the

error and provide their mobile Aumber again or to use er payment option at s . In case
customer dethisless stepHididsef &ihGthelf by nustanoptideciaestopad Maeesiterthell probildeptttaeand go to

e eI AR R ARSI sl e

steps associtkednvitie setaiksioahetep atédare-submit their mobile number payment information
as in FIG. 4 step 405.
[0030] In FIG. 6A, the step 505 from FIG. 5A is shown, whereby the mobile
operator sends the customer a text message with the transaction information,
including but not limited to, retailer’s name, total amount payable to retailer, may or
may not add mobile operator surcharge, and a request to approve or reject payment by
replying with a text message to the mobile operator with either their PIN Code to
approve the payment for the transaction, or reply “no” or simply ignore the message
to affect a time lapse protocol at the mobile operator’s end to reject the payment
approval. Should the customer decide to reject the payment approval request by either
replying “no” or simply ignoring the message and thus affecting a time lapse rejection
protocol at the mobile operator end at step 602, then the process is further detailed in
FIG. 6B. If the customer approves the payment by sending their PIN Code in a text
message reply to their mobile operator at step 603, then the mobile operator receives
the PIN Code at step 604, verifies it at step 605 and if correct, logs it as acceptance of
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balance with the mobile operator being insufficient to pay the total amount of the transaction (including
mobile operator charge where applicable) or the customer's payment protocol limit has or would
exceed with the amount that is payable for the transaction (including mobile operator charge where
applicable). In FIG. 5C, the mobile operator sends the customer a notification regarding this issue at
step 514. Customer receives the notification at step 515 and then decides whether or not to add

money to their mobile phone account or to with another method/qption at ste 6. In case
Customer cellELT BRo L P AP CASLPATY G RS LY pYBUEeLHAR STt of FIG 4. 1
the customethderlieSoide Zaids thenaylidetbperamtiletghtioatianc theprioatsnisforthecrdsaietheir payment
limit at step 51§ éh%ra}they would need to inform the retailer at step 519 to re-submit their mobile
number paeren't ihfofmation as in FIG. 4 step 405. [0030]In FIG. 6A, the step 505 from FIG. 5A is

shown, wheilf@dgthe mobilel GpéBaties séinestiyes ofisherprycasteixt thesssegehsithtbe titorsaction
information, including but not limited to, retailer's name, total amount payable to retailer, may or may
ot acka oSSR P OB LE SR b ST e TSt PBLimg it roxt
messallge to tag anetefﬁﬁﬁaﬁaicsemdihleimmhﬂigaﬂibéﬁode?mﬁ“pptaxedfm‘ | maﬁmé@trlfjﬁcﬁtmtransactiog,
or reply "no" qQr simply.ignore t essage 1o affect a time lapse protocol at the mobile gperator's en
o reject the PLBATERT RN G  Fa ra  s BE  a RE hEa recuest by
either replyirig FitG" 6B stheptyygreotipgotessondsgagedaeddhtie aéjectiog rotiinetimpse thgection protocol at
the mobile opergtor end at step, 602, then the, proc is further detailed jin FIG. 6B. If the customer
approves ANt S A LS 808 S P e hodiie operator at
step 603, thendtiempapietpgtitor Cestives tisesRiNCerdemanstdpideh eestip$li0andtish 605 and if
correct, logs it as.acce C the customer to b I the total amount to the mobile number
balance or bﬂ%’% Eﬁgﬁq%%géﬁg Lgi:zéi%gﬁrél% Si eéoggﬁ%ﬁg? %%%ﬁéntication, the process is further detailed
in FIG. 6C. [(URIFIG. 6B & dGhdssstées ofefiscopibe psscesihe ttasmsevadrer¢libeckBYoGuslerejects the

approval to pa aggl t[he mabile oggr%orthoegs the cusf}omer's rﬁlec ior][ tc\))vﬁﬁyﬁ%at ste]plg% and sends the
[

appro eXt Imessage customer doesn t authentica 0 .
payment prO(:p SSOr a notrlﬂcaﬁgn 0 cugtomelrj's rejection of paymen% along w ﬁ%e %ransactlon ID and

oth er re!evampm&bomsa_tttglodttmemsﬁeﬂleifs I, @Edet_laetba;ﬁmmmpande_hsmmthgs apritagends the rejection
another poy e B P R L Rap e L AP S B (0 tep a0z
in FIG 4 to cresesesthanniditatpticn s{a0822RIG1 Bl atesthétsiepstappeothh@rocsesstiiltde case where
the PIN COd% FIG 6A, step 603. This loop for PIN Code can be a predetermined amount times

before it is understood that the customer can’t remember their PIN Code and would be

automatically treated as a rejection and the payment processor would be informed

accordingly. For example, the customer can be sent a final text message by the mobile

operator asking them to contact customer service for help.

[0033] FIG. 7 describes the continuation of the process step 605 from FIG.

6A, where the mobile operator verifies the customer’s PIN Code successfully, and at

step 702 sends approval to the payment processor indicating the net amount that is

payable between the two parties as per their agreement. In FIG. 7, payment processor

receives the approval notification and adds other transaction approval information and

sends an approval notification to the retailer indicating the net amount that is payable

between the two parties as per their agreement at step 703. The retailer receives the

payment processor’s approval notification and logs it as transaction payment

approved and cleared by the customer and payment owed by the payment processor at

step 704. The retailer also sends the customer a receipt via text message and/or email

or other means such as, but not limited to, mail, indicating they have received
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approval text message sent by the customer doesn't authenticate with the mobile operator's log of the
customer's PIN Code authentication and the mobile operator then sends the error message to the
customer at step 611. In FIG. 6C, the customer receives the notification at step 612 and follows the
steps as per the process detailed in FIG 6A, step 603. This loop for PINT Code can be a
predetermined amount times before it is understood that the customer can't remember their PIN Code

and would be autgmatically treated as a rejection and the payment processor wquld be informed
coramely PO e e R A e T e R e mobie operator
asking themitfaromtton andtomernsenicestovice pultid3irsep 70desoritledititetioe ntinsstiian of the
process step 6058f£ré)m FIG. 6A, where the mobile operator verifies the customer's PIN Code

successfully!o% 8{888552 sends approval to the payment processor indicating the net amount that
is payable b§@a@gn the twaguaritageas e ttizaioagramthedtallowd @ cdstpasnenpgy acetstar receives the

approval notjfication and adds other fransaction approval information and sends an,approval
motioation (LTI TRAHAE 0 it AT B ) b PR Bartes 25 per their
agreement dfiisdepial G8forimatietadetheeoesioscdthan g alyerade plioc st as suspgribe toatiBéidrah and logs it

as transaction }/t;r%entﬁlf%rqved and. cleared bg ttﬁlaﬁ customer and aym%n%?hwed b|¥] tﬂ{a payment

a
processor atd eB e raet'gf%ursaa}(é‘tg ggr?&gt't‘:ﬁe QTENEr Q%cneoltp VKR m%8§¥g§ and/or email or

other meanspsodsa g, Heyireseniirméeticbtbanoladcrindt abogethieiubby @reseetvad anilitatidaleftpayment

clearance an%l nr1na tirs]dslt'ge %rgpé)ig\%&%d garg%?t}ﬁﬁ]adl ailﬂf rmatiop r"ﬁl@ed 8%35 Ouslé?ma%rtﬁgrvice number at
step 705, coHcYu ing the transa [lon paf/)ment process. wwde\"/antageousw, ﬂsﬁe nov%l method

allows a custndhtreio pakike mteidtorthre tighotlgionee biteo dersatie \RINAGaimte atiiharczessor. This

method prot gtsm tgrﬁsfitnarré%ilﬁleirgformation of the customer and their identity that is susceptible to theft
and exploita ioh by macficmus acts by parties that may or may not be part of the payment process. The

present metlh@@Ba$ descrilbdGalBel/t NMutisity {esperatian einirfexaiplant pespenent system that provides

e o R BSREIES L HRIRA BV AR SRle 9eFprers gy ones e
is illustrated the mobils n)lljmber payment systém 800, according to an exemplary
embodiment of the present invention. The system 800, begins with the customer 801
who interacts with a retailer’s interface 803 whereby selecting goods and/or services
presented by the retailer to the customer to select and/or consume 802 through a
variety of ways including, for example, retailer's Internet website (e-commerce/e-
retail, shop/sales front), telephone sales/retail/catalogue shop/team (call center,
catalogue sales), mobile phone enabled shop/sales presence using, for example,
Wireless Application Protocol (WAP) technologies, and the like, interfacing with, for
example, the internet, physical store front or other such establishment in the form of
retail store/shop, including, for example, restaurants, vending machines, vendors,
third party representatives, point-of-sale including, for example, services such as
payment mechanisms configured for public transport such as taxis, buses,
subways/metro/underground and over ground transport/trains/monorails, commercial
aircraft/airlines/buses and other transport, toll-booths, ticket vendors/stands/internet
sites for public and private events, exhibits and special occasions, and the like.
[0036] The customer selects/consumes goods and/or services and proceeds to
pay for it at which point, the retailer provides payment options 805 that they accept.
The payment options include, for example, mobile number/account, cash, credit cards,
debit cards, payment service provider, mobile wallet, mobile banking, stored value

12



[0035]FIGs. 8-11 illustrate the operation of an exemplary system corresponding to the exemplary
process and flow chart of FIGs. 1-7. In FIG. 8, there is illustrated the mobile number payment system
800, according to an exemplary embodiment of the present invention. The system 800, begins with the
customer 801 who interacts with a retailer's interface 803 whereby selecting goods and/or services
presented by the retailer to the customer to select and/or consume 802 through a variety of ways

including, for e a%%)ﬁ(a, reta;iler'%fl ternet vv_ebsitef-commerce eretail, th/gaIEségga , telephone
sales/retail/ o E 5L r?ltgﬂlgéﬁ?éﬁtﬁﬁf B IR ¥ FhHIE ShoESh& Yop/sales
presence ussoperits exdamptel Mticelassh Apphicasion Protocol (WAP) technologies, and the like,
interfacing wi r example the internet, physical store front or other such establishment in the form
ofretai storSHRED, el or Xt e IR SETEn eGP ORS ROAcH AL EHER i party
representativpsiop@0s-dérsalebitechuihgr fayencutrie, tsgrayabs miahcaanhyrogoestbehanisms
configured faor pyblic trapsport such as taxis, huses, subways{metr derground and over ground
ransportral O BT P G A R I B A (EGp O (e, ket
vendors/standfimietioaf fores<éonge/dicnabieaocatenévemts re kit masseartitk oeotay deatasions, and the
like. [0036]The customer selects/consymes gpods and/ar.services and procegds tQ pay for it at which
point, the et Br U AL g T Db oS e e ey S EEBIS RB SRRt SBUER S riluct, fo
example, mobdbki leudataerid tbeumipasteters dirdhsds) stiebir apds; hzay mrehelsetmdoeghpvider, mobile
wallet, mobile banking, stored,value card, bank.tra r. third party wire transfer, mon rder,
avelers.chei iy i LS B B R B 6T 2 Eromer
selects the riubilghgbeeréusingblectaccmutet paosnd6S dio meats@08ufobexamagimanci@dihgo pay the
retailer and proiides dhi (6'glet efall S04 AT eSO GHSamSH AlETS degliaiainclude the
following information, for example, a nobile account/number, indicates the country that it belongs to
and the nammesttgmoncapisb ibipe raléP Thabltedalee packinejessttiey mestdrivbrivayobiteagatat #ad the

involce detal (o S RURIOMRLRAU ShARS AR FIFEISRIasngs e dataa qesronic

transmission payment processor's rough/over/using electronic data
transmissiorphusarns 0B opexzrislephuciedipgt systéthwikiegwelerabidvinsetedippodspofisale, mobile

My o may ML UL e b R S, el e 80 S cponee over
phone or mdhitei pHerintsiagsiamn e iapotasl srestalusil mamadrer&ellwimm teﬂ’ppnﬁ_eb(l#x}ample: press
"1" to select GauAtY ﬁpﬁﬁ@ﬁ%&”&&f@é?%@@aﬁéﬁ}%cﬁ@ ;‘groz{h&’?é’r?di'n@r%ﬁé@"éﬁc?j@%ﬂ"ss'on’ via emall,

postal mail, encrypte ation trans Ity software running vices capable of receiving
and sendingisfarmeticnypies hutorotditioited e vivatessniitmieskistdeleipbizsslimesvealits, telephone lines,

cable netwoﬂﬁv\)'g'iﬁmﬂ%m&birlr(?OBﬁng]%limrﬂgdaHae[%(ﬁk£0038]The payment processor's database 904
ailer'and the’ ’ '

identifies the retailer an
[0038] The payment processor’s database 904 identifies the retailer and the

data 901, logs the transaction, generates a transaction ID and sends the retailer’s
payment charge and approval request to the customer’s mobile operator’s database
906 through/over/using electronic data transmission means 903, for example,
including: world wide web, the internet, point of sale, mobile phone with minimum of
SMS text messaging capability, WAP enabled wire or wireless device which may or
may not be a mobile phone, telephone and/or telephone call, interactive voice
response over phone or mobile phone, telephone input system using interactive
selection response (example: press “1” to enter customer’s mobile number, Press “2”
to enter charge, etc.), on paper, facsimile transmission, via email, postal mail,
encrypted information transportability software running on devices capable of
receiving and sending such encrypted information over, but not limited to wireless

networks, telephone lines, cable networks, internet, mobile networks, and the like.

13



data 901, logs the transaction, generates a transaction ID and sends the retailer's payment charge and
approval request to the customer's mobile operator's database 906 through/over/using electronic data
transmission means 903, for example, including: world wide web, the internet, point of sale, mobile
phone with minimum of SMS text messaging capability, WAP enabled wire or wireless device which
may or may not be a mobile phone, telephone and/or telephone call, interactive voice response over
phone or m |é hone, telephaqne input s m using jnteractive selection response (example: press
"I 10 onter Ak hers maB e uT bl RSP h e LALFYEo ke SO DAl e
transmissionyerid&ndail cpastatimaiobilenyipiad iotormaiion leanspokabilityrefiviase funning on devices
capable of receivin ng sending such epcrypted information over, but not limited to wireless
mebworks, t6RIGHE T Gaee AN NRAFRE ORI I aIROhES RN UA e 85t FiG. 10,
the mobile operaten s chadatase ®dbbtieaipesithe wWaiay Yerifirs ¢hel ausidmeeymabile phone/account
number, checks whether it has sufficient balance or is within the defined payment protocol as may
nave beon aEHUALT BERAE QSTIHER At e UBESALE & B P i B SRR (andl the
mobile operalkaiakase@itsgedd tueygudtipoer posdusstwaafifmatexantple, okt ecaperesags dafdbase 906
sends the customer a request via, xample, SMS text message an their mobjle.phone 1002
for approval AN TS R G A b L E e s R ame rom
which the cuitoenempées metotiese degokds ancvofrearvidesh thtatlertsniry bicepnwhixed po@dpayment
owed (and the mobile operator's surcharge if any), and a request for the customer to reply the SMS
text messag%nbdgocrks\e/\mhcp%ﬁ’eri?%hﬁeéuselﬁﬂg 8de' §2a§’6%€%yore‘§58w8‘? aﬂg:fhetr%oiﬁleessage to reject the
charge. [004@jGasiomenchplesi fhay)chbidcaapguatofe the ssagenby eardinghidSiviSricute PIN Code to
the mobile operator’ tabase 906 via, f mpl MS text message 1004 to approve that mobile
operator canﬁéqﬁsgr(é%%?é@(t\c’)vt@pg]rgguun @fwed%{:lggg% |t?fjrd§ﬁp {ﬁ\éﬁ%o i?g é%c'gﬂcr)ﬁebﬁa aﬁﬁ)c%sg ill it to their
monthly molidegeddhbatchdtg@he mobile operator's database 906 receives the SMS text message 1004
from the cus , verifies.the PIN Code and deducts the charge from th t 's account balance
or adds itto tﬁg%r% jnonthly?nuc? ‘.’e%ﬁ%%olge%ﬁ?e[b‘bo i%nogf %Ofls, e Sr%%%hg %tﬁglﬁ]eggﬁage&ator's database
906 generatesignesipt Galane ssage ailerngevittvitsel aribasalWansdactiorexBngie, Sddddeixtto the payment

, Ui : - le.
e A SR A RR Y oo
messaging dépabilityeivvnebidan atdednivia ancevirelel stde viwdr witisth iy ayobileregmottibélla mobile phone,
teleph /or teleph W ' ice. [ , teleph
it system LS S s e r e e B SRS BRI TOORRIERS, Precs 2 o
select RejchQm53§m¢@ tbptEINr@nda@iﬂrﬁﬁdu@&tbp@hqygp@Qﬁaﬁsimm&mmm via email,
postal mail, Bgﬁr%&tgg d%{grg@tﬁ@ip%myqp%%?ﬁ%gr& fjunning on devices capable of receiving
info er, but not i

and sending such encrypte rmation ovetr, mited to wireless networks, telephone lines,
cable netwoiRké4itternet, rivbile. ddhweksofdB4dTieopasatveis griobess 806 gritelatesea004 receives the

approval froﬁbHPSVal message along with the original transaction ID and sends it to the payment

processor’s database 904 through/over/using electronic data transmission means 903,
for example, including: world wide web, the internet, point of sale, mobile phone with
minimum of SMS text messaging capability, WAP enabled wire or wireless device
which may or may not be a mobile phone, telephone and/or telephone call, interactive
voice response over phone or mobile phone, telephone input system using interactive
selection response (example: press “1” to select Approval, Press “2” to select
Rejection, press “3” to enter transaction ID, etc.), on paper, facsimile transmission,
via email, postal mail, encrypted information transportability software running on
devices capable of receiving and sending such encrypted information over, but not
limited to wireless networks, telephone lines, cable networks, internet, mobile

networks.
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mobile operator's database 906 via electronic data transmission 903 and logs the approval and
information, debits the operator's account with the amount due by the operator under the agreed terms
between the two parties, creates a liability to pay the retailer in their account as per the terms agreed
between the two parties and sends an approval to the retailer 803 through/over/using electronic data
transmission means 903, for example, including: world wide web, the internet, point of sale, mobile

phone with minimum of SMS text messaging cgpability, WAP enabled wire or wireless device which
may or mayrw@tjgta mob’i&fgﬁﬂw,‘a‘?&%ﬁﬁg%%é’ra%a%ﬁ @ 65%%%‘?,%“1%?&&%%%58@ Eponse over
phone or mahiteiphoneatelzphoimin@06syiatelactisitig date teaibrei stecHio aes poystag example: press
"1" to select Approval, Press "2" to select Rejection, press "3" to enter transaction |D, etc.), on paper,
facsimile traEASAG LTSRN o SEn AT RE GBI PSHRHAIHAN BEACBORAERY ESkvate runming
on devices cayabier ohtecehe agraedtsemnsl rgvaeeshtientmypperissfamemtoa ikttt pay tineited to
wireless networks teIFHE)hone Iinis cable networks inﬁeﬁn{et, m%%ﬁenetwctiksar&%o% The retailer 803
receives the SEpIoVAI THaRRtREY: 9%%%%?08@938‘9 JogE TN TheiPHEORE A Geherdlles a payment
receipt whiclappreeal to ttieer elagtorded 80bughieverdes pigeelndiesietath ivarginiisséofusieanelectronic data
transmissio ns 903, for ex le, including;: warld wide web, the internet, paint of sale, mobile
phone with S O S0 SR e e T e B e TR e whion
may or may wathbeiaimabitef SIS &Xeteedsegiaegoapabitele Wédreecall|ad terectiverireless response over
phone or maobile phane, telephone input system using interactive selection response (example: press
Pt select Rou oy D AL R R o R P SR R BRI R CIC) o paper
facsimile transeressive voiacaespbnpestarmbdnencnpbéld pifonm dtiephoanspautaydtesodingre funning

on devices capablof (eIVG A0d sendiag s acyplEs ormaion ver Lul goj mited to

wireless networ elephone liné networks, internet, mobile networks.
receives thesaledti Regetti athpressle¥atd anfierrvatsactiortHBir gianclbagmperciiadangibat not limited to

o S, L AR B crctes

stems of the exemplary embodiments can include,
for example ramyisyitalslevimy expable sttiiviagRas stagiop smmpoceypiad s heteonatvappliances,

nandheld deygsey SEIIAT (PIGROROCR.IRlESR ABKISES, SneLARviRgR oA e ke capqble o
performing the processes of the exemplary embodiments. The devices and subsystems of the
exemplary enebwdiksents can communicate with each other using any suitable protocol and can be

ace el o o e SRR R S SR R RIS

access, teledogantimibatidreoks ang generates a payment receipt which is sent to the customer
801. The receipt can be sent through/over/using electronic data transmission means
903, for example, including:: world wide web, the internet, point of sale, mobile
phone with minimum of SMS text messaging capability, WAP enabled wire or
wireless device which may or may not be a mobile phone, telephone and/or telephone
call, interactive voice response over phone or mobile phone, telephone input system
using interactive selection response (example: press “1” to select Approval, Press “2”
to select Rejection, press “3” to enter transaction ID, etc.), on paper, facsimile
transmission, via email, postal mail, encrypted information transportability software
running on devices capable of receiving and sending such encrypted information over,
but not limited to wireless networks, telephone lines, cable networks, internet, mobile
networks. The customer 801 receives the receipt and other relevant information to
their purchase, including but not limited to shipping information, promotional offers,

promotional coupons, promotional bar-codes, gift certificates, etc.
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suitable form (e.g., voice, modem, and the like), wireless communications media, and the like. For
example, employed communications networks or links can include one or more wireless
communications networks, cellular communications networks, 03 communications networks, Public
Switched Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, intranets, a
combination thereof, and the like. [0046]It is to be understood that the devices and subsystems of the

exemplary e iments for exemplary gurposes, as many. variations of the specific hardware
used to implgaﬁgﬁ the eletrﬁf)ﬁa{}?\lghaq %Célﬁ?gn({gvé?gségi %@%@WIP%%SSBFMQ d by those skilled in
the relevant erttgdiFenaxampie|utie funekiampliyanlyaoaabdseresed, tveréistattess APpGssubsystems of the
exemplary embodiments can he jmplemented yvia one or more program cQ ter systems or
covices [00IFIRR RATHRTm <o AR ATt Rl o e T A REBB R system can
be programméctiespesiocss, tbthapdmiadepLspd secfliketicapsiut afipafonoiegahthercssesofind
subsystems of the exemplary embodiments. On the other hand, two or more grogrammed computer
; it 1 iPe et

systems or &e%i%)é%np 'hé& WRGIED 1 P%uq)gvd%ees RN é/&ltgggs AT RS s of the exemplary
embodimentsmBodiondinig arpromimlescatedvaty esthgdwotisirsgrimyt el pbhde pssiocp | suchcas redundancy,
replication, abnd rtnhqel%gh %Ifos?r?nobe iorpmgpgerrltecria as d(?%irr%duégrincsr%%seotrhg robustness and
performance 61 hHE deviéesuancgs%systemspof) #HaR mpqarg)/ ml%élménts. TB&E@]The devices and
subsystems [@0dtg exemplang embocknméertiacametioaei sniecaabenisedatiity toe\exeoydgoyocesses

described heregl. This nforgﬁ(%ﬁrdaﬁ%n be stqre @ one or more memorleseaﬁlé%h as a hard disk, optical

. mpgdiments, in r.example, Internet access, telecommuni an
disk, magne?o-opﬂca? iSK, the'like, of The devices and au systems o ! eeX<empIary

suitable form (e.g., voice, modem, and the like), wireless communications media, and
the like. For example, employed communications networks or links can include one
or more wireless communications networks, cellular communications networks, G3
communications networks, Public Switched Telephone Network (PSTNSs), Packet
Data Networks (PDNs), the Internet, intranets, a combination thereof, and the like.
[0046] It is to be understood that the devices and subsystems of the exemplary
embodiments are for exemplary purposes, as many variations of the specific hardware
used to implement the exemplary embodiments are possible, as will be appreciated by
those skilled in the relevant art(s). For example, the functionality of one or more of
the devices and subsystems of the exemplary embodiments can be implemented via
one or more programmed computer systems or devices.

[0047] To implement such variations as well as other variations, a single
computer system can be programmed to perform the special purpose functions of one
or more of the devices and subsystems of the exemplary embodiments. On the other
hand, two or more programmed computer systems or devices can be substituted for
any one of the devices and subsystems of the exemplary embodiments. Accordingly,
principles and advantages of distributed processing, such as redundancy, replication,
and the like, also can be implemented, as desired, to increase the robustness and
performance of the devices and subsystems of the exemplary embodiments.

[0048] The devices and subsystems of the exemplary embodiments can store
information relating to various processes described herein. This information can be
stored in one or more memories, such as a hard disk, optical disk, magneto-optical

disk, RAM, and the like, of the devices and subsystems of the exemplary
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embodiments. One or more databases of the devices and subsystems of the exemplary embodiments
can store the information used to implement the exemplary embodiments of the present inventions.
The databases can be organized using data structures (e.g., records, tables, arrays, fields, graphs,
trees, lists, and the like) included in one or more memories or storage devices listed herein. The
processes described with respect to the exemplary embodiments can include appropriate data
structures for storing data collected and/or generated by the prgocesses of the devices and subsystems
of the exem S NEBRROTTNE GH TR a5 U TR ToUAETRN B eSO SPine devices
and subsystemisoaitien e xamsteny theribfulimetitis vsta beingpisesienby éxgphplaented using one or more
general purpose computer.systems, microprocessors, digital signal processors, micro-controllers, and
the like, progtARSEIF S HIE e nb TSBIRTGs ot driabain ) e BORRERL B S resent
inventions, asrudtubes o preeieists yliles serskitlefileld gy aphs prdes, fisd, soitvies dile)s. Appropriate
software can b? ée dirlgl 5Breés)ared l()ﬁ/] é)ro'?ramm rs of grdinarﬁ.sidlli 6ased o(%the teachings of the
exemplary eMib6aHERE Y W B SPTeciated By Ih SE' SKillEd i tHE So Wi S Firther, the
devices and dasbapstewishaktpeot xe thp lexynephdyy dimisottBrests lcan imgledesapo priath eldéorld Wide Web.
In addition, the devices and subsystems of the exemplary embaqdiments can be implemented by the
oreparation OF AHDHEaI CH LB ol Eaieh o RSB RE B network of
conventionahodsybsystainsiafutits,exsmpliabe enpiprdicTatetd inyotreosensériettabisesateceotal art(s). Thus,
the exempla, bodiments, are nat limited to any specific combination of hardware circuitry and/or
software. [OJéB?‘g{ored onré\ﬁmfl) roarlgo(gtrl%r}](%fih&ﬁg%%#oanng cor %8 o (r)%f%%ea%gm e%i%, the exemplary
embodimentsndidtienerésean bevemtienseoty inglemeesteftvuanegfone ontraliingetirezadi puipeseand
subsystems of the exemplary embodiments, far driving the devices and sub of the exemplary
embodimentO T e R e e e B RO a5 iveract i
a human uséhgaike, theotjkenBadhcoitvagd ctie iretidegdoft tiserexelimity ¢o)aeNiventt vkt firmware,
operating sy 0 n icat W like puter readable
media furth r't,gé?rﬁr%% tﬁ?({e' ﬁg%%ﬁ%ﬁ gr%oé&%&%&?fﬁ% e?%%lhﬁéﬂré%ﬁ wﬁ%ﬂ?%ﬁﬂ%%ﬁesent inventions
for performirsgfalvae antordgp(ppiade sesivgris ais trioemtlyairdpanerbiy psiggaperfennogéd in implementing

the imveniong.CamRyIAesde deyiets o e sxpmalam s AldNe pifepnt nventions can

include any suita erpretable or executable code me iSm, includin mited to scripts,
interpretableappoegiatad, gythasriskiHedilr éhteso{Diare priatarthassds devd applatsuboysisiere executable

programs, C(S’WI%%%%%&%%S% @kc%h/5%@@%%%%»9&%@% fixe- Moreover,

parts of the processing of the exemplary embo nts or the present inven can be distributed for
better perforadditte, tbkatsilitgecay, subayttenikel [0051¢Ap kiytethbadiveeis€alelices and subsystems

of the exemaiapSRRRRARS FAIBAEE MRS TSadahle e srmpmeris or holding

instructions programmed acc teachings of the presentinventions and tor holding data
structures, tableysorseotitg, amappropihiaie date olksek ity éndieial Conpooest et iblesmatiben can

clud . . o ) S : _ tion.
Sich = medaH e e R B R e
transmissiorara@atdjaiecthedikespaoiiie otilinatéatio thar dvslirieir uitexandine sofbvicst.or magnetic
disks, tical di lj ' j i ' ies, and the like.
Transmissio Bl can Ho e A e D e emission
media also daa exrephaembodianis of tapatesendlbveotitgrendwhigessaiiwrtaddike, such as those
9 duri . o ) ications, and th

generate Hﬁm&ﬂﬂgtﬁgemesyi%@ag%%dg@Pfﬁ%%;ﬁﬁg%&#ﬁ%ﬂﬁ{&@@m, Qfe: and the

like. Common forms o6f computer- acaninc example, a tfloppy disk, a flexible

disk, hard digRyierscnetisibapeicansyobinie exeitaliiey ermppetigeniediontnabling e NEVTERAW DVD, any
other S”'tab'é’uB&FQ%@MH‘%@W%%B@ﬁ’@rﬁ’e?{;t&‘&ﬁn@%‘f%ifﬂ%gﬂLﬁﬂﬁﬁiﬁeﬁ%ﬁr%rl ftable

physical mediunt with patterns of holes or other optically recognizable indicia, a RAM, a PROM, an
EPROM, a RusBepitw@esan drsiustediug istapldi miseddey eevse dadensdenwagneetioe or any other

suitable mediup, SO IYBGHRRONYIEHSREAIRAY software, and the like. Such computer

readable media further can include the computer program product of an embodiment

of the present inventions for performing all or a portion (if processing is distributed)

of the processing performed in implementing the inventions. Computer code devices
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[0052]While the present inventions have been described in connection with a number of exemplary
embodiments, and implementations, the present inventions are not so limited, but rather cover various
modifications, and equivalent arrangements, which fall within the purview of the appended claims.
WHAT IS CLAIMED IS: 1. A computer implemented system for processing payments for goods or
services, the system comprising: a payment processor configured to receive a payment request for

O DS B e ARSI SR o™

authorizationneepresiviexdmaessagea dadie meshaaiphoirelotithg ugarotdimesting sovipisrization for

payment of tﬂ] ePp?rX{Q&%tprr% lrjaerﬁts;, dynamic link libraries (DLLs), Java classes and applets,
complete executable programs, Common Object Request Broker Architecture
(CORBA) objects, and the like. Moreover, parts of the processing of the exemplary
embodiments of the present inventions can be distributed for better performance,
reliability, cost, and the like.
[0051] As stated above, the devices and subsystems of the exemplary
embodiments can include computer readable medium or memories for holding
instructions programmed according to the teachings of the present inventions and for
holding data structures, tables, records, and/or other data described herein. Computer
readable medium can include any suitable medium that participates in providing
instructions to a processor for execution. Such a medium can take many forms,
including but not limited to, non-volatile media, volatile media, transmission media,
and the like. Non-volatile media can include, for example, optical or magnetic disks,
magneto-optical disks, and the like. Volatile media can include dynamic memories,
and the like. Transmission media can include coaxial cables, copper wire, fiber
optics, and the like. Transmission media also can take the form of acoustic, optical,
electromagnetic waves, and the like, such as those generated during radio frequency
(RF) communications, infrared (IR) data communications, and the like. Common
forms of computer-readable media can include, for example, a floppy disk, a flexible
disk, hard disk, magnetic tape, any other suitable magnetic medium, a CD-ROM,
CDRW, DVD, any other suitable optical medium, punch cards, paper tape, optical
mark sheets, any other suitable physical medium with patterns of holes or other
optically recognizable indicia, a RAM, a PROM, an EPROM, a FLASH-EPROM, any
other suitable memory chip or cartridge, a carrier wave or any other suitable medium
from which a computer can read.
[0052] While the present inventions have been described in connection with a
number of exemplary embodiments, and implementations, the present inventions are
not so limited, but rather cover various modifications, and equivalent arrangements,

which fall within the purview of the appended claims.
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the payment processor is configured to receive a payment authorization text message from the mobile
phone of the user authorizing or not authorizing the payment of the payment request; if the
payment authorization text message from the mobile phone of the user authorizes the payment of the
payment request, the payment processor is configured to pay directly on behalf of the user the
merchant for the goods or services and charge the mobile phone account of the user for the payment;

and if th Zﬁt@%ﬂgﬁ tion text message from the mobile phone of the user does not
authorize th&@%\i toft gﬁ/ ent request or if the payment authorization text message is not
received within a predeEnmpoent pepiecherftithsystom fay precdsping paporeitclonfi@aodscto decline to pay
the merchant fror. the tZ]OOdStor servicres. _ 2. The system of claim 1, wherein the payment
authorizationt te4F e a%{é FrOF IR R G8ie phone of the user includes a personal identification code
unique to the user. a paydndiiterysssor cbefajorell, tohereive womayresteirdqgetis éopgpousdrauthorization
text messageefrcfm the mobile horille of the user authorizing the payment, the payment processor is
configured 16 ENGhPe AT MKl S%ne of the user to receive a receipt for the payment of the
requested goods omgereicethdnoagriieatmeepasanicindés dingpbHgpphogd mombetionmoidlimotional
messages, anhd/r(])er coupons. use?"' The system of claim 1, wherein the mobile phone account of the
user can incRIt€a 5(|;e§a|00 Ealance for payment of goods or services from a merchant. 5. The
system of claim 1, wiegraymtme pnadedeop woenfigocditocdetitbasmmoeant &iihcrizated teguesiude a balance
for paymenttgg(]gr%%csjssagé oe{rYéCr%%t‘;ﬂ%rBr%rﬁ%eJF R%nt}'ser requesting authorization for payment of
the payment request;
the payment processor is configured to receive a payment authorization text
message from the mobile phone of the user authorizing or not authorizing the
payment of the payment request;
if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, the payment processor is configured
to pay directly on behalf of the user the merchant for the goods or services and charge
the mobile phone account of the user for the payment; and
if the payment authorization text message from the mobile phone of the user
does not authorize the payment of the payment request or if the payment authorization
text message is not received within a predetermined period of time, the payment

processor is configured to decline to pay the merchant for the goods or services.

2. The system of claim 1, wherein the payment authorization text message
from the mobile phone of the user includes a personal identification code unique to

the user.

3. The system of claim 1, wherein upon receiving the payment authorization
text message from the mobile phone of the user authorizing the payment, the payment
processor is configured to enable the mobile phone of the user to receive a receipt for
the payment of the requested goods or services from the merchant, including shipping

information, promotional messages, and/or coupons.
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6. A computer implemented method for processing payments for goods or services, the method

comprising: receiving by a payment processor a payment request for goods or services from a
merchant; wherein the payment request includes a mobile phone number or mobile phone account
of a user; sending by the payment processor a payment authorization request text message to the

mobile phone of the user requesting authorization for payment of the payment request; receiving
by the payment pro or a payment.authorjzation text message from th bile phone of the user
authorizing or not a{ijﬁgﬁEWé%fﬁ/&%@% t\gb%grb%rﬁé%ﬁ%a%%% ;aCCOW%%? gnt3uthorization
text messagenblade thprepakilbapdmeedmfghgnese vhytos zesdéhageayroend nfefithgnayment request,
paying directly the merchant by the payment processor on behalf of the user for the goods or services
and charging the mobile phone account of the user for the payment; and if the payment

authorization text ntedsagsyftermdhelaimldijevbbaie the tihehitep iiresaocd e ifothzeisbecaaysent of the

s mlilenp fresocy.mblotizassecajment of e
periodof s CERSTAIN B RE QT 0 e bSO LGS TG A BUBUE or semacos.

7. The method of claim 6, further comprising including in the payment authorization text message from
the mobile phone of e ¥R P A e e R B T S NP SR goods or

services, the method comprising:

receiving by a payment processor a payment request for goods or services
from a merchant;

wherein the payment request includes a mobile phone number or mobile
phone account of a user;

sending by the payment processor a payment authorization request text
message to the mobile phone of the user requesting authorization for payment of the
payment request;

receiving by the payment processor a payment authorization text message
from the mobile phone of the user authorizing or not authorizing the payment of the
payment request;

if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, paying directly the merchant by the
payment processor on behalf of the user for the goods or services and charging the
mobile phone account of the user for the payment; and

if the payment authorization text message from the mobile phone of the user
does not authorize the payment of the payment request or if the payment authorization
text message is not received within a predetermined period of time, declining paying

the merchant by the payment processor for the goods or services.
7. The method of claim 6, further comprising including in the payment

authorization text message from the mobile phone of the user a personal identification

code unique to the user.
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8. The method of claim 6, wherein upon receiving the payment authorization text message from the
mobile phone of the user authorizing the payment, further comprising enabling by the payment
processor the mobile phone of the user to receive a receipt for the payment of the requested goods or
services from the merchant, including shipping information, promotional messages, and/or coupons.
9. The method of claim 6, further comprising including in the mobile phone account of the user a

prepaid balance for_payment of go qs.or eryices from a merchant. 10. The methad of claim 6,
further comprising frol AT BTGB BrBHE SRR S e MUl BT LBRAARRR Yor payment o
goods or seneesdssayeafroer tieamiobile gHond cbthputer putgnarimp b el foemrdoessing payments for
goods or services and including ong or more computer readable instructions embedded.on a computer
romdable medTUIR GHLE AR LD R D S e A BOe MHEBLLTe (b e stops o
receiving by arpeaiptéot thopapsentobdynreqigsiqdgsbttrayceddars $exwidtes mierchantperchant; wherein
the payment reﬁg st includes .afm hone n lgljar or mobileFﬁQone account of a user; sending
e

obile m
by the paymg}? B S&BP'Q%%%@#'&EW&%@Q#&H WS%S&Q%X? rs%%léo?ﬁhe mobile phone of the

user requesting authorization for payment of the payment request;
9. The method of claim 6, further comprising including in the mobile phone
account of the user a prepaid balance for payment of goods or services from a

merchant.

10. The method of claim 6, further comprising increasing the mobile phone
account of the user to include a balance for payment of goods or services from a

merchant.

11. A computer program product for processing payments for goods or
services and including one or more computer readable instructions embedded on a
computer readable medium and configured to cause one or more computer processors
to perform the steps of:

receiving by a payment processor a payment request for goods or services
from a merchant;

wherein the payment request includes a mobile phone number or mobile
phone account of a user;

sending by the payment processor a payment authorization request text
message to the mobile phone of the user requesting authorization for payment of the
payment request;

receiving by the payment processor a payment authorization text message
from the mobile phone of the user authorizing or not authorizing the payment of the
payment request;

if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, paying directly the merchant by the
payment processor on behalf of the user for the goods or services and charging the
mobile phone account of the user for the payment; and
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receiving by the payment processor a payment authorization text message from the mobile phone of
the user authorizing or not authorizing the payment of the payment request; if the payment
authorization text message from the mobile phone of the user authorizes the payment of the payment
request, paying directly the merchant by the payment processor on behalf of the user for the goods or
services and charging the mobile phone account of the user for the payment; and if the payment

authorization text m sage fro bile ne of the user gdoes thorize the payment of the
payment request of Iﬁe Mﬂ)ﬁﬁ% %ﬁ%ﬁ&@ﬁsﬁg% %Téﬂ%ermfgbé&ﬁb%e %ﬁh‘? ; 8 edetermined
period of timeoeienﬂlmummwtgdlpaynmemhmmmé)yaqumyeqeestmrombsmtmndheagtmmatmervrces

12. The co ram oduct of c m 11, fu t er comprisin uding in the payment

o zation e e e B T I e RN B b AU R HEQ B BBl unique to
the user.  tH8mElehaurbptite payogranprocedsmt fof dhaigodds wrserelnesl.pon receiving the payment
authorization text message from the mobile phone of the user authorizing the payment, further
comprising enabling by the payment processor the mobile phone of the user to receive a receipt for
the payment of the Iéq‘ﬂ]bstmdr@umﬂspmgsmvimmsldrmm theimé ic Harthemabugingistipplodinmformation,

promotionalm ssa%/ rcoupons. 14. Th ﬁr?h mhouter ro ram {;% uct of claim 11, further
o4l

C e message
comprising Nt o%1e pRONE et USEr & prep Nee fof payment of goods

or services fmmcmarhe:fmirta‘rﬂatlon t&aéTimaqreptite upgogram product of claim 11, further comprising
increasing the mobile phone account of the user to include a balance for payment of goods or services
from a merchant.

13. The computer program product of claim 11, wherein upon receiving the

payment authorization text message from the mobile phone of the user authorizing the
payment, further comprising enabling by the payment processor the mobile phone of
the user to receive a receipt for the payment of the requested goods or services from

the merchant, including shipping information, promotional messages, and/or coupons.

14. The computer program product of claim 11, further comprising including
in the mobile phone account of the user a prepaid balance for payment of goods or

services from a merchant.
15. The computer program product of claim 11, further comprising increasing

the mobile phone account of the user to include a balance for payment of goods or

services from a merchant.
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