h"#e3e7889;);>6>T?m 1 A CIPHER 2 3 MAY 2003 The present invention
generally relates to a cipher and in particular to a cipher in which the
“*secret cipher code which is required for both enci phering and 28as4yhens ng 5
is information which describes the process used to carry out enciphering.
Two commonly used types of cryptographi c! al gorithnms are private key
al gorithns which use a single shared key and public key al gorithnms which
use two keys: aAGIHHER key and a private key. In these prior art algorithms
the encryption process used is fixed although the 10 particuffar encryption
process can be sel ectable by user e.g. by using a particular encryption

progr am ( Fhgoprekbrt invERtors eeHEally rélbtdshto aneiphigrt aed ih apticiMades! abyiph&einkey
which is secretly excha_n%ed bet ween the encrypter operator and decrypter
oper at or . vdlieh tee se@Rt clPhierpPeenii @Y isciegBrS Ter othogncipharing andhfegPkerdignce
t hey ar ' r R Lo I ' ' : ny instances
t he keygi g?%g?ﬁg?t%%ewgﬁgﬁﬁgkéﬂ?é‘sl@e%&é@é&gﬁ%ﬁgch g’éé’eajgn f’%‘% riEIE’[ keys. In
accor dancdwo tdormramdnly sisedstypes ,oft drgpimgesmhit algwviehmins cate prdaitel dey ealgorithers
apparatus faqr, enci phering,a sjgnal, conprising: formn ans for receiving
the si gna™igh g cﬁ‘rﬁ?ﬂ%ré‘areé‘nge‘f Ghd RHHGt ?‘?Yngtgt"ﬁ@"g? g‘ﬁaljlgﬁa‘ésea“g@q fed of
dat a bl oclggpiieRe aha e ptirage kéy st predeterm ned nunber of 20 bits; a
plurality of encipher functional nodul es sequentially coupled to operate
sequent i allmytheae tior seualgedthots the #nerwsies prasess Hesetoisnifigd nelthestghathe

(configuking .k - 0] ci i t,] d i a
rodul oD n T endiDEAS S GACLE BlectE WP Dler B 2 (SIS R g
a par al | elencrmtionggrdgant (ig@kpeindiThg spaurdtyl cflthewhpiyiptiands bedvidedaby angles) t O
performa respective reversi bggﬁgr ocess éPon a set of bits at its parallel

i nput and W'HC r‘%aiﬁfsﬂéﬁx?'?aé’ge %Bﬂhm% EUPTET PBETaERft it decrypter operator.
correspondi g &ifdRNERRIeREIte@icidetSare not easily scalable since they are defined for

a specific block size and key size. In many instances the key is not big enough e.g.
15 many ciphers have only 64 bit keys.
In accordance with a first aspect, the present invention provides encipher’
apparatus for enciphering a signal, comprising:
forming means for receiving the signal to be enciphered and for outputting
the signal as a sequence of data blocks, each having a first predetermined number of
20 bits;
( a plurality of encipher functional modules sequentially coupled to operate
sequentially on the sequence of data blocks from the forming means; and
configuring means,
wherein each encipher functional module comprises
25 a module input,
a module output, and
a respective data processing unit having a parallel input and a corresponding parallel
output and being arranged to perform a respective reversible process upon a set of
bits at its parallel input and to produce at its corresponding parallel output a
30 corresponding enciphered set of bits,
and is operable under the contral of the configuring means to couple a respective
predetermined set of the bits of a data block received at its module input to the

parallel input of its data processing unit and to provide at its module output an
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‘enci phdt eBELELENGPNES;

and is operable under the control of the configuring neans to couple a
respective predeterm ned set of the bits of a data block received at its

-nodul e input to the parallel input of its data processing unij

t
provi de at its nodul e output an 2 2 3 MAY 2003 enci pher edsg'g'?{az@?ock
in which said respective predeterm ned set of bits is replaced .f by the
correspondi ng enci phered set of bits pr@uced at the parallel output of its
data processing unit. Another aspect of the present invention provides a
met hod of griighdrBe Idatd bRyck i6ivgiiah saldhespedthadpedetdrmiidd0set’ GBIty isn@pidaed
signal to be enciphered and forning the signal into a sequence of data
bl ocks, ebiH® 805 eRPoRdingrancinfiecrfot e ofi P RAveRS atotherraraliel gyppufigfdts: ¢asa
sequence ?Focggéi tahgg:ks to a plurality of encipher functional nodul es
sequentially coﬁ% to operate sequentially on the sequence of data
bl ocks, 10 eachAenthigphepedturfctheqrasentioverdionopnerides rgmetimaxti of encipbering a
nmodul e _out.put, and respecti.ve data processing unit having a parall el
i nput z?nds'gn% t g‘mﬂeﬁﬁﬂBﬁ?‘%'l el output and being arranged to performa
respective reverdrellify fHeO6iIg88 e erikisttdre®@fand Fobhing Wb didrfal hatodd kedudnBput
and to produce at its corresponding parallel output a correspondi ng
enci pher edf deta Bpcks egeh Aaving @nfinst Orqdeterevrad @WEBQ’h@frb'FSJncti onal nodule to
coupl e a respectjve:. prgde i S e, bi_t . aia. C jved
at its nmodul e i%%%?'ngoﬁ\%hge&g’gbg‘?%lfﬁttﬁg‘ﬂ?é%f t‘f)tasS'Hg{“ﬁp"?oéc@%@iheﬁg‘lﬁﬂ‘%ﬁ?’%énd
to provi dmoduldstsequentidlly duwblzdttoaspe?teasequpitiligthritisasdajuenke ioh data hhcksai d
respective predeterm ned set of bits is replaced ( by the correspondi ng

r?FEC%Q'@gUEPé’éI’[ea?mPW ‘BArallel output of its data
processing unit. Thusmbi@e®gent invention provides a universal cipher
whi ch is capable of inplenenting any ci pher process. The encryption which
is carried out on thRemadypautas, ped dependent upon the respective
pr edet er m_ned its. . () iLve term,ned sets of bj re
confi gur aSIrssemésctq%%u%ttacﬁgsncgefﬁlég%g %ag/t%gé Srpoaéégeg?n (j’ uaﬁdta §P''E ?‘Peon%imp‘ﬁé%r%ltlj%i ts.
Thi s conf bgtguatdmanbéiag fareebyd telpeefonhl £ respdciive pavetsbladrvces) esored saardom y
or pseudo-randonmy and automatically for the usual security reasons to
pr event® afifs ePldiSnPaGH el it caghitPi PEPAUSE 3t 1SN ECERPOARIRENParaliEl WERPhar
functi onal,o R fRitng 8hdphdred SEf §Ohitd Manerically as cipher units, are
identical and thus performidentical reversible operations. The invention
does however enconfigging heachs ensirhgr pfunciibnaly medulgpés cpupleplfer reapgatiye
ANl EVDED = : 3 ej tia { e
di fferent §F%égrn?lge? %Fgrorra F(Z)lﬁgt ﬁgtawgrr%t blggﬁ 2%%‘5‘2‘%}]% l{asl S\I%%Efeg{%ﬁgf?i {rl?lgg of
t he si gnalpastilel dprtecf itsidega tgrecegmairigeunit drie taigrhetie uati its readulbeoutput an
i npl enent ed er]‘ mang different W%ys ,guch as a reversi bl
ere a IC |

20 encip ta block in wh said respective predetermmedeset of bits is replaced
by the corresponding enciphered set of bits produced at the parallel output of its data
processing unit.

Thus the present invention provides a universal cipher which is capable of
implementing any cipher process. The encryption which is carried out on the signal

25 is dependent upon the respective predetermined sets of bits. The respective
predetermined sets of bits are configurable without changing thé data processing unit
of the cipher units. This configuration is freely selectable and is preferably selected
randomly or pseudo-randomly and automatically for the usual security reasons to
prevent any element of predictability.

30 In one embodiment the encipher functional modules, also referred to generically as
cipher units, are identical and thus perform identical reversible operations. The

invention does however encompass the use of a plurality of types of cipher units
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cifcuit either inplenmented in logic gates or in logic steps perforned by a
conputer, 5 analog circuitry, or optical elenents. In fact, the cipher

v units can be inplenented by any physical process which is redérdabi2e3 A
further aspect of the present inventiongrovides deci pher apparatus for
deci phering a signal, conprising: form ng nmeans for receiving the signal to

‘be deci phered.a for outputtin 0.the..signal as a sequence qf .d
bl ocks, e‘ﬁbﬁr%\r}ﬂfge&u?wgtp eégejfemﬁ ﬁa‘ﬁerﬁm Sof Ilgi?? na gnpﬁ?ﬂta'%%?ryb%f
deci pher dHined toa wmépﬂhesn§©ﬁw@élbﬁgahn shdishapb@dsihg tAR@adietn.sequential ly on

the sequence of data blocks fromthe formng neans; and configuring neans,
15 wher ei Thesitheiatitshean bariowleanenteddaunany dlifierest svaysneidrh asiahryessizle
nodul e out.put. . i t j F it '

Mput - and s et BRE At TodlP' Brt BF RERRD RS 0SBy BXBRREr,
r espectsi vgndiey eirstibdye opoptesiselemenmsalrs &ctpthe2€iphet snitd cand dep@pidnheztted bput

and to produce at |its corre,s‘?ondi n? .@ar allel output a ( corresponding
enci pher edMsBEYY2! Rreeess wlych ds (ysfsi®iPe under the control of the

configuring neapsfirther 4spk6t Bt [tRE RREEdAtEINPERHRT BFdUidRd ds&bhef app@aliist forof a
data bl ock received at its nodule input to the parallel input of its data
processi ndecipharingnal sigpalcovipdigingt i ts nodul e output a 25 deci phered data

cor ssponai e dRETRA FRARE oY Sp A0S B MAIRE 5 e Plabliba il AR AEEMEY |1
(data A0 CafESEigFallasi 4 se\iedicBf das Btk eddhehavies efitst predatar@ihedr mumiskeofa

met hod of deciphering an enci phered signal, the method conprising: 30
recei vi ngbi$re signal to be deciphered and outputting the signal as a

sequence of datg PlAgks of SALIHHRAALABGhd! h8kuIRE %@EES’MQWG%JJH&@% Herkiet s
AVE~JDED SHEET 2 3 ~IAY 2003 4 applying the sequence of data blocks to a
pl ural i t yseduat¢ieilplorthe sagtéreeadf data blocks from the forming means; and

configuring means,
15 wherein each decipher functional medule comprises
a module input,
a module output, and
a respective data processing unit having a parallel input and a corresponding parallel
output and being arranged to perform a respective reversible process upon a set of
20 bits at its parallel input and to produce at its corresponding parallel output a
( corresponding enciphered set of bits,
and is operable under the control of the configuring means to couple a respective
predetermined set of the bits of a data block received at its module input to the
parallel input of its data processing unit and to provide at its module output a
25 deciphered data block in which said respective predetermined set of bits is replaced
by the corresponding deciphered set of bits produced at the parallel output of its data
processing unit.
Another aspect of the present invention provides a method of deciphering an
enciphered signal, the method comprising:
30 receiving the signal to be deciphered and outputting the signal as a sequence

of data blocks, each having a first predetermined number of bits;
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nodul es sequentially coupled to operate sequentially on the sequence of
dat a bl ocks, each deci pher functional nodule conprising a nodule input, 5 a
* nodul e output, and a respective data processing unit havings3 Hﬁ;ghhel
i nput and a correspondi ng parallel output and being arrangeé to p orm a
respective reversible process upon a setdof bits at its parallel input and
to produce at its corresponding parallel output a correspondi ng enci phered
set of bits; andpgifingotHd gstenge eFcCiatdesibebeto falpriraiRpadf Hosiphe functiondll e a
respective predeternmned set of the bits of a data block received at jts
modul e i nprdues aqEeptizly sipladhiouepasats; seguantiallyrbthesssavgnaniof darblesks.

provide at,id aaﬁgwﬁngggmtmﬁm%g%gﬁgﬁgd data bl ock in which said

respective pre erm ned set Its epl aced by the correspondi ng

deci phered set of biatmogulednmed at the parallel output of its data 15
processing unit. In one enbodi nent the cipher units are identical and carry
out idéhtical operati®REUIBRUERE 8REi phered signal . The use of reversible

ci pher unigtgspttivatdatt ReosRShgNRit ﬁmngieq%atm@! iR g yalsrrg@;mrim phramd) of

the units to be the sanme although the 1 nplenentation wl e 20 reversed.

It is thisutpsteansi beingtayranned fio dlerfovm a respgstvefevensiblenprocess deaei $Hitid t he
ci pher progcess, .r.e red. a i.ph ign.descriptiaon, tao

secretly g@?vv%fer'l{st Egralelﬁlgi'ﬁér§ré°(r:1(}gd§}(’:°|dg§§r%nllt% Sgﬁeesropo\;\@w@s ,palrér?l%{ Le@ (}f %a
secret keyotrespndittpesepinted et sebickerandnd recei ver of an encrypted nessage,
(a cipher design de crhﬁiion whi ch describes the gipher process is shared

i nst eat? 25 ThuSOPHUiN efRGorf&chel niynetiopd tHeddentencrurigl XyifaRestve

crypt ogr aphygdieehINedI Wer ¥ BBt bitat at Bfachibek NEcal a8 iSNARIKHpuRUb the
i nstead a single shared ci pher design description containing Information

descri bi ngatdlie! diphiedf 35 odats sprotessings init| and tmmrevide catuge robdalepedtpdt @nkey,

- party CURTER SREGHLAR oGRS AR S A BB Pl

t he reci pisgntheafor@speidiny gecighé&iedRat ot bits paguesd af the pArallgli iipiit oiciss gata
description to pbe used and secretly pass this to the party for use in
transmi Bt iPRGCIHE9eHtypt ed signal, or the party transmitting the encrypted

si gnal can, AMENRRIRHER: the cighe? hitliAYe RBCcA SRCESE) Yud aeaeﬁégutof&%gﬁ@%mnent

of the cipher design description to be used to decrypt the sign
i nvent i on the eagqiphpied signdli cable to the encryption of a signal which is not

Lo e 1 Bk DR DR NP ol BB e,
exanpl e t hwnéignetidnont ythe units to be the same although the implementation will be
20 reversed. It is this reversibility which allows the use of information describing the
( cipher process, referred to as cipher design description, to be used secretly between
the encipher and decipher. In other words, instead of a secret key to be shared by
the sender and receiver of an encrypted message, a cipher design description which

describes the cipher process is shared instead.

25 Thus the invention is similar to the conventional symmetric cryptography technique
except that there is no single shared key but instead a single shared cipher design
description containing information describing the cipher process.

In a similar manner to use of a private key, the cipher design description can be
determined by either party in a two-party communication of an encrypted signal. In

30 other words, either the recipient of an encrypted signal can request for the cipher

design description to be used and secretly pass this to the party for use in

transmitting the encrypted signal, or the party transmitting the encrypted signal can
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be-one party. Because the cipher units are reversible, the encipher
appar at us and deci pher apparatus can be constituted by a single apparatus.
* Thus, for duplex comunication of an encrypted signal or for 5$§4A§tﬂ]@§;\ge of
encrypted data for retrieval and 10 decryption it is possible t sane
cipher units to be used but in reverse grder for deciphering. In one
enbodi nent the reversi ble process of at | east one of said data processing
units is a swtechin eratio trolled by at (east one of the set of
bi s ecetUR L P BRTRFPER® X ale st St atf B proeag el dni b be
i mpl enmentg@ signal. reversi bl e gate such as a Fredkin's gate or an AND/ NAND
gate. Such gates can_be in‘PI emented in logic either as |ogic gates such as
a progr anfiebl BVEtyiit equallh ARPieaR!ar toa the GCERHAN ©F| Bgsienglareielt igynotor
as logic o b i t tage
of thi's | ToERTPLETRG HiGTERd RSrapPiL e BAThAR, A1 A0NSOI9%,
ci pher sund4ta inancdrepyiar ite grelegne nuienthoniped atbessc oinf thigieaample thete hbeed pnlyhe
size of the data block can be varied. This wilt al so depend upon the
confi gur aP? BA®FWhe ci pher unit. Conveniently, ciphers are usually
i mpl enent gebAlisgl €A | dpir AnRONBSt REvREIBR! 2fRe ERGIPREP IS HEEMRs| bhY Bcigher
general purpose conputer provides the facility for a universal 25 cipher.
Since a capRAlRRIS Gan Rapanitiuisd hyrplsines epprratls: dhwssfdrl dupderrpemamyniragion
process whjch i t ope-t 0-.pne ing, and since neral . pu e
conput er s°’faraen f\ggh%g%{'essf %lcﬁﬁgéﬁ tﬁg f)tggao a%?fe ‘f%p%gr Fﬁt%ﬁpr arﬁ%/”érf\)'g{/ga?'gi bl e
( conputal i @Ectlyplic® REis possible T \tRe ShivlecciSISFILIHIRT ioobe Lisgd B0E§S rdv@rsdérder for
i npl enented _thus i npl enenti ng any one-to-one mappi ng. Any general purpose
reversi bl 8e@BR#IR%r 30 can be used as a universal cipher. The use of a

comput e progr af el BLBERHnT! e FEWFEBIeDhRABLOESS: 1LEdBRe SHARLES agtaUSer

to select the type of reversible process to be I npl enented. JDED SHEET

a 2 3 MAYp2@@Ssiag Sinit§ds aappisehing operfatiohsoptroiehbyiatveastiane chthebset of bits

i npl enent ed_an ner a urpose .r conputer by a suitable program the
present i ﬁ?fgh"t%dgaﬁq%aﬁérsielg odi ed as a storage nedium storing instructions,

for corg r gubhng datPpdeassing enig,cad bé dpplentdried £sDa RVerssTardLar shichaas a
pr ogr ammabl e mam)r%/ Furt her, since the_ conputer program can
%

5
Eransni t { BEPCHGE Satn et s ANG/NAND paice; SHAD G1aS AP IRSHERASOSRHdAN deki iiasT
r iEF 93! _ _ _ .
the pr ese@%f%@%’ﬁg{és%cﬁ% J’Srﬁg?é}ﬁﬂ'aﬁg dreuft, B &%Eulﬁﬁéf&néﬁgﬂrﬁ&lgﬁﬁﬁg g%r be

f
i npl enent a structions. paratus of the present i tion ca
enbodi ed agay, et ag bgé sheds impletrenting thegatestio acanmhpyrer eragramogr anmabl e

| ogic gate array.to rry .out an encipher nethod or eci pher net hod o
the pr ese%tn fiﬂ\{/%ﬁ%?eo%?tﬁ% 'BYEY |nn5nﬁ'§Pétf 'Stﬁﬁe'bepg%ﬁﬁa%b éﬁ{éleo evxﬁ“I"T‘Qenro?N be
descr i h@d cihieh unit eareerdried tdepeadarpaniths Goffigwiatigh. Furtheh) tHe: siké ghithe 1
is a schematic iLI ustration oﬁ_ a cjpher s%qstem Figure 2 is_a schematic

(i | | ust r at {98t Block i@ ke, wradyi igywigialiderangniapon the eonfigusation of FheeiRBRqL i ¢
illustrati@p of an encipher apparatus of the cipher systemof Figure 1;
Figure 4 is a schematic illustration of a deci pher apparatus of the cipher
syst em of Qéinyenignty, Fplenseard usgally gntlemanied digitaliyt asticommfteapfargeatki nTke
gate; 20 Fi chemat i ¢ ustration of desi

doscri pui GO OIRINY YT F GRS N RToCaccep el Rreyife £ SHor o UhErne! o
a ci phgs wigHerof Sirte &pfpiRitds is capable of implementing a reversible computational
process which implements a one-to-one mapping, and since general purpose
computers are available which can be programmed to carry out any reversible
computational process, any reversible computational process can be implemented
thus implementing any one-to-one mapping. Any general purpose reversible computer
30 can be used as a universal cipher. The use of a computer program to implement the
reversible process further enables a user to select the type of reversible process to be

implemented.
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ofs Figures 3 and 4; Figure 7 is a schematic illustration of an encipher
apparatus using Fredkin's gates; Figure 8 is an illustration of the cipher
desi gn description for the enci pher apparatus 25 of Fi gurezz); Mﬂ %we 9is a
functional diagram of a cipher design description generator; Fig 3 10 is a
functional diagram of an enci pher appar&tus; Figure 11 is a functional

di agram of a deci pher apparatus; Figure 12 is a diagram of use of the

Ci pher sysihegappataies bf aNs Breseho vehtien Gaypieimgenéatad ofi gererkBplrpose

di agram of a dgpecific enbodi ment wherein the cipher design description and
possi bl y HBRERE PYIFeFY thE PIogFarap ey RIESRNT I8V entignasRIEke emgwgﬂeé A stasy;

Af VI EVDE T ctars im0 B 7 i i ra{q&j : QI BHERSIING
appar at u?n ?:gﬁa ISteor@fg qun@cet'nog%f ?%'g°{tgjﬂgr@p%§r’6%6§%€%?3§; ! I u?‘gg'lggﬁz@g'flow
di agr am ssmoaitcard: laed geognaaimable amsmenycFuatitee, eince ntbe yquineslitdapeognsmneant be

ci pher system .5 Figure 16a is a flow diagram.illustrating the generation
of "t he 5o THETTRY; QTETBLEOTK Gh: 0TI Saq MRS B VA COBPALY S
the ci phegr.desi BResMRSTEAPbE WMbddidlaS alslgrad card/IngWhdi EEadudr impRierkatng t he

enci pher process; Figure 18 is a flow diagramillustrating the deci pher
process; netreftiense Agraratys FF difk Pressnigiaventian gan aksocke ambgdiadr aaistgrage

| ogi c gate; .Fi . 20, i I | . | C te o j 19
usi ng AND, eegng#é&@_rloagctg&;;bgﬁ%ﬁ?ﬁ?%%ﬁr%ﬂg\ %lletag%éémgg#e gﬁ’g\f’ﬁtﬁléearfnga |§%n of
t he Fredkemdisharahethodiang dadigtepineathod of Bhgpresellinventiortli agr am of an

i npl ementation of the Fredkin's gate using three-state 15 buses; and Figure
23 is 1® di agram of an AND/ NAND gate as an alternative reversible gate to
the FredkiRpddddrs JRhE grbighiNAVEAR A BRI ﬂsﬁ%é%scﬁe@umhlraﬂ?ﬂe%é kghRe 2
ci pher systemin general wherein an encipher unit 10, hereinafter referred
to as an esmampaEyighp@MEaNSs in gdligriat es an 20 enci phered or encrypted signal

usi ng shared c i Lon.information. referred to as | the cipher design
descripti E'H.urel'ﬁgg 8?5%%“@%&"”5&3%%%8# ché%a SY&'eked to confi gure the

enci pher pgpag atisia stBematie iIRBEENN @€ tisd epvalsibibtyt dfethetdigigm tted by a
transm ssion dium 20 to, a_recipi enft deci,pger unit 30, hereinafter
referr'&d FGUE 3aS fel§ ticfpstrattonsof athieRAPArSaPRRIRUE IR WiRaFiRkercIvSHER of
desi gn deﬁﬁ[,irepqgon. The deci pher 25 apparatus 30 is configured in
accordance wth the cipher design description and operates the reverse of
t he proce§igucar iserl sehamatjc illvstratien of &r degipiar anperatos f thaeriphsy skstesmiedr

t he signa ; u@%tlhough in this enbodi nent a transm ssion nedium 20 is
illustrat &, hé transm ssion nmedi um could sinply conprise a storage nedi um
on whi ch Flgard8 isnrcychpiradc daistratisn of arkrddkilBugatéhe operator generating the

? gg: yB%)e? ﬁ%lugg% igzﬂdmt hem% 'agﬁ%g{ratﬁcg’\c gf\l\lllﬁcgglt@%g ugir\]tcggs%r? ddesslc(i':llg%lm rrf%}'/ tlhg

configuration of a Fredkin's gate forming the basis of a cipher unit of the apparatus

of Figures 3 and 4;

Figure 7 is a schematic illustration of an encipher apparatus using Fredkin's gates;

Figure 8 is an illustration of the cipher design description for the encipher apparatus
25 of Figure 7;

Figure 9 is a functional diagram of a cipher design description generator;

Figure 10 is a functional diagram of an encipher apparatus;

Figure 11 is a functional diagram of a decipher apparatus;

Figure 12 is a diagram of use of the cipher system in the transmission of encrypted
30 data;

Figure 13 is a diagram of a specific embodiment wherein the cipher design

description and possibly the encipher/decipher apparatus is exchanged using a

smartcard;
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* 10, and the termcipher apparatus is used herein as neani ng,an

PN

—

8 Figure 2 schematically illustrates the reversibility of a cipher
apparatus to act either as a deci pher apparatus 30 or an encipher apparatus
appar at us
capabl e of acting in either node. Figure 3 illustrates in rTB e MAEA1 t he
enci pher apparatus 10 which is conpriseds of 5 cipher units 40a to 40d.

Al t hough in this enbodi nent four cipher units are illustrated, in a

practi cal I Molo]
oract 2l FRP e gl YU ML HBI Pt P kBl e bR Bl

| east 512appdretusunber will however depend on the level of security desired.
As can be_seen.Ln Figure.3 the ., nput S received at the input I _of
the ci phef'® Hﬁ?t|5466?,ﬁ iiferep WP@IJ@ gﬁ“%ﬁ?ﬁ“ﬁﬂtangl RNEY ﬁ@cfyﬁgﬁf{d?]taof
the ci phegsiHgithe 4her 8pstes ON, I.e. the ci pher units 40a to 40d are

coupl ed sequentially. Figure 4 illustrates a decipher apparatus 30 in nore
detail .5 Tﬁleud%ci%elﬁ apflewarirgran duaetingsthehgeseratios eot dheckipher deaigns
40a to 40g B t he enci pher apparatus 10, but they are connected in
reverse s a |af order, i.e. from40d to 40a. Thus, in 15 order to

deci pher Figeren@bphersedemagaata,gram df&h@&&ﬁﬁddbﬁlgﬁeﬁueﬂ’&%ﬁ,hr ough the cipher
units 40d _to 40@ ? the si gnal to be decj ghered is received at the input
| of the EigpRer dﬁlatf%d“a%ﬂ’ﬂ‘ Hustiabpe 4Be eARIPHEE BiRcess:gnal to the input | of

the ci phegiguis 1 840G, fl@@@laﬁ?arﬂﬁ"usﬁ'aﬁaﬁ%\&'d%cf RBt gzt at i on of the cipher
systemw | I" now be described in 8 ci pher unit is inplenmented
usi ng 0 daigarer §de esfiradkinisi aateillustratadi as & towe- la:sutaIOEilcegﬂten s gate. Such a

ot h rover et 24 Feh et bt he Bk st B ARG oS A B oY, b

run backwaods getesyinconput e) and uni versal (i.e. can be used to design a

ci pher un|t that inplenments all one-to-one mappin 25 In the Fredkin's
gate as i Flawe2diied qi'ﬂgflﬁrfgafr@ B“P‘f"ﬁ'é”}fﬁ’ﬁﬁﬂt“,&hieé:f%‘g%l Stg?twﬁtngdnuttw@xers'

exchange Ny i £

controll egfgé’gcr%n‘gge g&%ﬁ%@l%nﬁpﬁ?&em-gh{&mhgﬁ @ af%ljglgts Lé%géc}ﬂwzss‘c%
and C 15Cbusés;rmmever) A= 0, B = Cand C = B. In mat hematlcal not at i on

oate i 6. R PaEA destim S atgRe/ e et AR 4D el RueiRe B51e e

out put . In:rea;lm p@te systemthis is undesirable, thus in order to break the
conservati_on, 8‘2 es are selectively applied to the outputs to AvlI ENDED

SHEET 2 Rsfmvsm f‘%aﬁ?en‘i’fé?’\'t‘“%éfﬁmrﬂé”%séraéﬁ AIPheRs¥FE i agnergpaheeinons
whi char e shnkedieikr| ohif wewemaewmgférmdstodgs At o RidiRe s ip'a?atnsvgéﬁr%@w of
the circuit. Having sel ected he type of rever5|be0||Pu

Ci pherZleeUthlqudsO't ﬁmwwsd@wmi ysme S!h@t&ﬁr mrmgl.aa‘mrph'éormmdn defsrpd to as

descripti e [ran o e circuits. Fig

i |lustrat gg h%ggi% o de%g(r?pﬂe1 ees?f o g gpl SEF T Mhisreed %?P%EPE;%H?
gate is d%ﬁﬁrphbedpbyramsr O PETHd U@crf/ﬁwrd siggareisttheh RRRsmiibd bYes ikBihsmission
description. Each of the first three segnents describe input pin nunbers to

whi ch t he Pefiu@ 2Rpin & Keintenideciphsr Wifa0 hareinaBieprefgrrednte, as a decipher

correspon Mus,t DAV tINY ughst [ h nout

and C ofdthg} ufatte are cougﬁggth@The 1% %lgg‘%ws?ggﬁéneeéé@ rredﬂ'trgb%aeéppﬁg
mask MeSi gpag@dus @Cért&@aéflwrdésmraqnordﬂmcgf wuﬂhetl-par sipbrc elesignt Hescafpsioncandof

or ocess i SARiER F ekeiecotuf BRcBY: Rafien B BV ereBlE mEPaRbGAR BTl

8 bit bl oqh&ebﬂ@emhputhaﬂagaalt hus conprises a 8 b|t array indexed from 000
(first bit h bit Each se ment of the cipher unit deS|

descri pti ar'”t ﬁé’ ogim é'nc"i'?ﬂfé‘?' AP t Megikn ¢ BRpris s dlustratedy; th &

code. For m&& 4 hey a@quef,rmd@ r AeNkS Ng%e @
gate vmthtA of th?a gat6e attached 'Tog’gucr?ﬁgg (010) 5%1}9? 5&%%%68?{% %hat
enci ph&P (amicryRtad deta isdstprasin phys thet @quawr&)eneat@gttaemnmme@smr@l gnd thel )

ast  seqnitferBE ety b SR hlhvdnitedifh ol 5388 20" passed 1 hr ough

NOT gates i.e, inverted. Thus the binary values at pins 3, 7, and 8 of (
the input are processed by the Fredkin's gate in accordance mﬁth its
internal |ogic as defined above and are output at pins 3, 7, and 8 of the 8
pi n out put coupl ed through that encipher unit to correspondi ng output pins,
and the binary values at pins 1, 2, 4, 5 and 6 are coupl ed through that
enci pher unit to correspondi ng AMENDER 6IBMT hout 25 bei ng processed by
the Fredkin's gate. The 8 bit signal as nodified by the first encipher unit
is then used as an input to the second enci pher unit and so on. Figure 7
|IIustrates schenatlcally an enC|pher apparatus haV|ng an arrangenent of

o ey ey



30 As can clearly be seen the cipher unit design description sinply
conprises a digital code. The digital code is defined as ((3 x 10g2N) +3)
bits and each such digital code defines a cipher unit where N may 9@33 nunber
of input bits i.e. the data bl ock size. The total nunber of bits of a

ci pher design description for defining %n enci pher appar atus A~~~ENDED
SHEET 2 3 MAY 2003 10 is M (3xi o0g2N) 3) where Mis the nunber of cipher
units. Wiilst it is possible to allow a user to select a code freely by for
exanpl e cRiges? 2gschenpaicsiilistrates ABE! reversthdlitwinfch cipdier Boparans taaet eitier
binary (e.g! for.t 8 bit i t. 10 gate ex | e in.Fiqure. 7 5 ;

char acterag[%ifecﬁg% 198 lagéast\'?{f)p%&c%uﬁg 'R eédgé’%argtéjéscpEbgantdﬁéhéeﬁ%r%h%ﬁ?heg
appar at us hppéaratisSisprset éveedih @s ndganifeani appdratactdpable seasnsint githeandaiel y
generate a code which descri bes a random configuration of the gates of .the
ci pher unfiasre Shillupirates g fppie, detail sheencipberABPYEtUS AR Whighas samRrisegAised
fromleft i owgh e G| uni i i [, pher I fri+d 0t O
Ci pher%nictp%fgbgngsn%%ok%n?é{!n %rltggr%l? olﬂdqe:}?:i?y%?]sg ﬂ'gﬁés??gﬁdé‘ﬁ ?ltp hil;l,ls1 %&gsgﬁ

f rom ri ghtiluseratesf, tin d pectitalosmizegitnent tiris twd@dd typicellyberatli@asmiour 40egs Wed so

on, as described aboye. Thus in de ti as the signal is Lnput in each
ci pher uni%fo%wpea.gogoraa Pﬂ’égksi'zr? Y Géﬁ/g'tf ﬁ@e ngﬁéﬁf’f\‘/‘&hﬁéwﬁﬁﬂ'sd%f kteﬁ%tséf%‘r
each of t @t AUrkSer WMUKoWeNS @0EADRH thY 16V cFREBEIMy dailed. Al dditve seen in
correspondi ng ci pher, unit design description whether the bit val ue on_ that
pin is toFimirenydhe dapyesigne iseieraivepatatedinggbh Hytheneiphpedritn®Qa.gwhich 15
Tt is ssi bl - f i et At i, rpl d.4 R~ PaL aldel
Go 1 onfdadryiles o BTG, Bonkis HeRBLe fle thoy Aol LATEBET AL BafRe ot

t he ci pherciphurtunite SiGmntocddd ieptduphes $emuettiae ci pher units do not have a

common 3 bhit segnment code, Figure 9 is functignal djagram of a cipher
ini ¢ desi GiEHTBLCHREFER Sgiasiangt Pn@arawa?%tm@.m?@?féﬂdghf Hare r M?‘QP%P 100
gener at es Jnf ARAThE BERRI skt Bt REpHEP @Hitd Ud0td 20Mdsh tﬁbFH?x%ffHéF”abpﬂ'@ﬁJsgm,
description. This is input through a validity checker ( 110 which _checks
whet her t Haitraaddare morbestef gnvaverdge seqeentishclider iehdragegiichto dged hvsistn be
uni que, el : 0 ﬁnﬁ I S, M . e

i nput P)lsn.()%&ﬁ'te)(g\igﬁl&aﬁlfpr;&g héenc er r%%@rn é@ﬁﬁse%gg}shk 6$%§ﬁ%ﬁéeoﬂ1r{nﬁ%ﬂ Eiﬁe OEE)F% ze
in order tumido4CHite 40wcke. BB sigrel rtanckodeciphdred ik setdieed ianphe inpatol phehe

ci pher desi.gn description (circuit array).farmng unit '120, consti.tyting
an” encodt PRt 300 HBRpIEOUAES pn FuRt i fo outiPut b ob Y sPhRGULE ARGt
desi gn desgid g8 bAN describing the circuit array. The cipher design
description formng unit 120 al so receives an input fromthe cipher design
descri pti oh spectiscimalersentadonof tBe cinhensyrtam iwil) nevs deotrscabed i vatichihiths
and al a..thi 0:.S i : f e~ fr. l t Lon,: I L

oper abrd gy Eof s FAABEARITERNG B adedloRloBEREY it Bh i YRDER &5 -

i npl ement efredkint hgats. phBuchs psgam isaifldstrated ehekiguteh&. ddt as biveit kneivnethatl 30,

in a general putpose ¢ ter, it i.s possible to select the type,of,
rever o bl e GARDS 8855 TRHASVRIR'S fi i SPhes Bt HePESMlPR BV B RETT R e LS
first A VI&n beERnShidkwards 20 Jirldd¥plte)” andl Linives&d| Lé] 88n MRAGSed to tdesign a
present invention. Since there is however a |imted nunber of possible

types of geipber ¢nif Erattimplarmsim alvenetiowas mePAingilenent ed reversibly,

al | owm S{IC i k ifcHea e . f i Y
2t prodan M GEEPRIEES il ROTR e B Hiode S RORBUL 0 s YL 48 oM REY
stored i n exchamgedalfatats @enSnpetstB pnd 40 fTous ke Fredkinis igabe perfgrrasna controlled

deci pher i ta_ |f data is,t t itted bet t ties, fgh
Ci pher  desPUAIGE TN HuAr et SBE rarry "eh AFB cRc e § L8 GHae Bon

sel ection gf, RILATRLES S g O DUhlidicnd gt heirCiRhREnE6SAIIRARRGA! L A@N Kceandihe
nunber of gates, the block size and the type of gates, this information

will also peedptoabe shared so that the cipher design description can be
used procf)erlyto . ) . ) L .

30 The Fredkin's gate is a conservative logic gate i.e. it preserves the numbers of O's
and 1's from the input to the output. In a cipher system this is undesirable, thus in

order to break the conservation, NOT gates are selectively applied to the outputs to

AMENDED SHEET



10 i nplement a ci pher apparatus for both encryption and decryption. Figure
10 is a functional diagramof the encipher apparatus. A signal to be

enci phered is input by the data input device 200. This is %geg J)assed to a
data bl ock fornmer 210 which fornms the input signal into bl Aoilldat a

whi ch can be sequentially passed throu t he enci pher apparatus. The first
block of data is then 15 passed into the working menmory 220 as a string of
N bits where Nis the block size. Acircuit inplenmentor, also referred to
as a ci pliaverhpiPat T8e isalscve fnvsrsion 508 CREIRtoRS| whisht retinbereniy deverpiBr at us
1 A0e0r dRRGRUMbIAIREL i Id NI SR SRR, L he nonvolatl e Terory 260
The circulit array conprises a array o ate descriptions, where each gate
descri pt iHavirep splet ss tﬁmmvpse@mn&ambﬂaswctult usstedagedhe nctEhgunmt bJt. isTthen20

ci pher appar at | enent or erate on the, dat bock in the
SOy ki ng MRCRETRE 5 BTG AR M SestiTy POl dFlgtaD IS T Pe hE SHABATTEN y.

G pher g appathat diuitsp! ﬂ%@-@t@ﬁllt%égtééﬂ bhe EhEH eipPe uRRMdsRin HBS:PabA Wharei
f or mer 410t0|nput a data into the working menory 220 when it is
ready t o eapbrlredkiors gate Gndesaribed dne iaptespegtiyeofrurasdarreritasipberc NG ofAsiget ed

ol omentasr 38t oltphitE PRe sEEe R Feleriv. St el B huPBRE' G Mbieh,

Menory 223Re ithted iaptBNA) B ahd0C oTtuegeuecaretwmtéddeha bb@sdemmgtﬁemebﬁnpassed
out bl ock-by-block intq a data outPut device 240 which can either o_@_%
he'™dat a

the enci (YereERes 1o B!Y'BE’k thy H¥Re BYIRHTS AX- Br 204t vl that 9ate agn Foutied

bl ockggangsteBed ! Gdrepad eu%pvth trﬂsswmtsetedew'em%@% ﬁbgé??tmn?’@f fHegur e
11 is a functional diagram of the deci pher apparatus I n accordance wth an
enbodi rrenires;)sinctetmr the ebeericel ohien¢riara onmhwehedhmatm!tpetsr@ceﬂ \aed be t he

i ph t. 300 d k
ot Pe e Cortsidt a7 BbigRE bdeeRamarian & isyHEDAed 2 BB RIS Sindl 3t
bl ocks i ndRipgheted i 8 BitrbiokisYDER: ﬁtﬂEEEata thud dMprRe3 8 2By d3REd FBni hen

controlled by a reverse circuit | ement or 350. When a data block is in

t he wor ki ?RP r‘r@fﬁbPW H1 HE'QF‘E!\/E‘F)S G Lagrent ptasraipher Unig|desiopedesEriRdPt o as
a reV‘?"ssefo?'tFPth%at@F’Qiﬁr 2t Héc:%ﬁ@?' EEhAL co%ﬁﬂ:sbgpi TRt %p&é‘eﬁgﬁ‘ékgﬁt‘éfe the
apparatus 1 n actordance wt he circuit array stored Iin the non-volatile
menory 26sequencewdrfoar ssgacts Al 6f1 t17@ ¢1©trbafmemat gatbewltt'edx b§ thégate
circuit arra ve te r [S& nckphe dat a
bl ock has? tﬁ%%elagteco"t?%:{bégn%f?ﬂﬁg ﬁt’n CS\{ ?rheo K/( %qgtrgrn[ h@q
-control ofg pikes) evatmeeltatmm sappar)aattme snmh enptaoid Gtachbe télgin pheneop

data bl ock can _then be qutput to the output device 340 which can then

ei t her ouglptite 8aRA iBPUL: h-@‘edti’ﬁﬁ SBYER @%’%u%tqeitnﬁl that REfRUtE M| fnd ﬁe are
conpl gige 544388 trblgRag0 PYatesiar IR0 TRAL BELRMRPUAILLOG: bins d.1 8 881
illustrates an applicatidn of the ci pher system for the comuni cati on of
enci pher emedmpat beet measaadrhmttmr@esm sbdatarinl aSQord@tmpwer it§Onternsll ogimes t he
enci pher rates encipbe JThi s an eit or ed
on_ & non- BT P 8 SELRIER NS00 B Do s SRl o L 108U

anot her Cﬂﬁml&]'terphEﬂulﬁmlto deﬁewbenﬁlnggoutpnt pihs cavd tt@ tihagdeAsds & pihs AN, t ed

over a network 53 for reﬁg ption b%/ co&Puter 52 for deciphering therei’t
Bef ore t hé BRERa#§EoYP edFargnse - bat e dWétv"Qr°°’fetsPP§d'ﬁ8(9é'§%‘&r8ﬁ”?dY” &

oper aty spgh CEHEEU&&H%@%@W%@%W g2, ae 52btt%xg??a¢ra‘°st b Fh 89 9het hiat

ci pher deS|gn description. This can be done by any conventi onal secret
means suchneipher wetisriden gisephasme ierytl to tbe§eemdeer2¢)plﬂamsvmmdeso p@nsm ssi on
or by letter Y e

illustrat @ug%gt lgs?%éé 5 emaet c%f\f*é’ ﬁg %E %Drﬂar?t é‘ﬁt’tr‘% %?%qer'?q%ntcooféﬁﬂt er
60 is provyipted units bompslﬁvd bearaﬂikwggeammtrd/ NeqTdested dnd Ingdrblastlleﬁbedssrtbet it

is possible for a smartcard to be |oaded with the deci pher program i.e.
sof t war e G@f‘leﬁpﬁijg%d§6?'tRXHPé-'ﬁeHﬁPéiﬁéﬁtboﬁthﬁrﬁrt?fph&rF‘EWP ®le circuit for use

in a 2 cifRhesn, URblly HaSsedRl theddiphdiurf BEGEN @@§ér%toﬂe§iﬁ{pﬁypkbﬁt'ansa—§% digital
smartcard can then Y)e given to the intended recipient of enciphered data.
Thus t he icrdendée digitaiptodstis gefinerbas i pt@zewéabasmd esichpdughi digigzltcodRe
smartcard r t tear |1
ol ement SERStE AL U herk A0 heider SAARIIA>. e e BBl . ¥
appar at us .tot“éhuarrtblaeos ()13 to(tardpmmeb@nmdn;mwn bﬂtdeftwrrfgtsnmehetphgr aphra3Qs
recei ving enci phered data. This enbodi nent can be used by an institution
such as a financial institution (Alice). A user (Bob) wll be issued with a
smartcard and will be able to Qm@gtgq_iggq—urely with the institution by
inserting the smartcard into the reader 6 an automatic teller machi ne
(ATM . AMEVDED SHEET 2 3 MAY 2003 13 Figure 14 is a schematic di agram of
the |rrpl errent at| on of the CI pher ‘appar at us in a gener aI _pur pose corrput er.

—~ 4 o . T .



Figure 15 illustrates the steps involved in the generation of the cipher
desi gn description, enciphering of data, the transm ssion of the enciphered
. data and the 20 deci phering of the enciphered data. ( In sep MAY #Z03 ype of
reversi ble processing is predeterm ned or selected e.g. Fredkin's gates. In
step S2 the nunber of gates Mand the blijgck size N of the data is sel ected.
In step S3 the cipher design description (or circuit array) is then

gener at ed i.ple S| r S

et acon Al BB 3 e S e A PR iElenleny
appar at us atiowfa gsercth sejeatralicnge f@eiyhy cor exarbplarcteypsing. 2 "passvamdem:lﬁ{ﬂﬁélr
apparatus. Alice then com i.cates.the enciphere ta to Rob in ste )
R et ep SFORBU G AR o P B P T St 3 S5 R "Tser DeSase FrEpre -
appar at us Figurg 7, @ tE@hﬂEefer@pmﬁmWISpas%Wrd eanedb@p@éd)w HaéRibe tpe eAEigherg to
the circuit array (cipher design description). . 30 Figure 16a illustrates
i n nor ed deraplatysieitds appferahiediov s Hauad sgewrity JepsAnsoP reRdomipaererates gpfe
descripti t | e acts as
the. ci pherlsh Pepb e A rtdritahi Bl & fRlodls Qe wleLBREPUNES, ° 05 15 1
t hen genenattrd, exaheile iR drderNHENElEl}bﬁtHléEﬂ'gnath & Mssed~fromyleftlth tn@let thoododr  of
bits necessary to describe a pher unit. In the exiirrpl e given ~,

her ei nabovBe Fheg URIEdkE- rtremg%&% uni-49a ta %ﬁéﬁ‘f‘s NGO PNpj lf‘s’-)rderltr?
step S12 gechgfiknb Sigl it 8haYtd tfensietgﬁfmertwhet h8k LiBher LRitaowtd diphgndom
nunber. One of the tests i s whet her tRe random nunber defines the ci pher
Unit haoi it d8c.orndrse epiassdedcyhed hboganel Nuspotdetarrticadds ébs smlabh NBUt ot
al l owed. |, n, s e MY er
m o nor denbEh ZRle Loisyafna BPREALRRE v M aboid BRI e 4P

i ndexed byeagh dMtisd eiwre® ihpui binsSdéfirea Hetmema@mbnmﬁtcteer of ané @arresdrellsy
have been gener at, ed for all of the cipher unlts i If not, the

process retRfeisuRib depigp aeseriptien t‘/}ﬁ'éetaé‘"néﬁ‘%ttbitoha ge qrhlﬂt‘?‘?eP'”r SntBeOneEsd

10 I'f randupiusdicg spbav& Q@&pbg%p%eq‘ Q%Q{enl ng all of the cipher units
then the process ends in step S16. Figure I6b illustrates the circuit array
whi ch d8npt iis @essiblpxivr rearme «f thIEhelphat Mis ite bmdemlemebyed\/irvmgwa@eleemtprem#y
conpri ses bits i 3

15 The pr ogg" 3 e%g'&gdﬁ %‘%‘Fn agtt1 Fépét%g%@now @j'nggesrgf ised ct"h ¥ 4“é"r %%c r?

Fi gure 17. ddsl&rtﬁtlﬁrps &Qhem:dHérwmm ctIEnetl‘llGa\{ﬂ‘l@beﬁhm@'\ Brummeg:'tﬁd-nttdte!epr est or ed

circuit array (secret ci her eS| n scription), i pndexe mis rea
Firet' N it 35 & ainctenel, SN ag & Giear ik Idesin SRstioane SPRTEtR g0

N bits of giRatupaddirirlicd@hambsr gendatrabd BerrRls 4 RNMBKEnURLEE B b8 usdhe N
bits of data are then |oaded into the working array in 20 step S22 and i.n
step S29 tteefanpHe ciphpt udisWesion dascyptien. tldis is inpusttbppugiva mabidify r-‘b@ck@r
egnment A e el i r d
0 addr essq géd b'gnb'ﬁeggr ommtth& \{/\%r Frgrnﬁ"gﬂ;re? ?tws\)taﬁd E%Begpg otfm"g : %Jfé%?
t hen deter a&dnaadnm/e'eblae.rmcwae a’l:ﬁﬁd«vdactrambrd of sh@ gatd induts svildde Bomdﬂean tbhtbe e

is no exchange ,of data d C and, the process proc eds to
Step S50, TIME IS N B HRIALFIREKSE T O e RO ER N GBS Pe If ep
S27 the segeupdtdd thididdcgegnments B and C for the cipher unit min the
circuit array are then read and these are used to address two data bits in
t he wordd ngharrragem |furalespis Shentinedte indatthe thipkeradesigrh daseniativm (RguE nRiTahe

ndox the TS #hf A e R, Bty hidan B prBydch fFincP o pRie

mask i s readbahd the cigthep dSéianidesbrﬂ;ptd:et eesdrilbe@ titeetihit ahag. Tise Z:Ep‘nrer deﬁngnt

is not zerg the data bjt mf%?e arrq_%/ Ejdressed,tgl é ment
is i nverteﬂe?‘?t‘pé‘%ﬁog@‘@gm EEOH ?51 Fhipyt fragn e $iRne esrﬂ%kf’e?t”e? °%34
is determ pednydiet Relectdr! 196, bb@strfaﬁkgtu tsSchral BelRREBN I B38nd -fid Bisc 8 third

i ndi cating that the A(vl ENDED SHED | 3 MAY 2003 15 mask bit for segnent
C has b¥enseleation rfeapgtofithe Frra%qotbwereeunm'ctb is gpprablechrert vekrity seleqidhesas
to index th r r NSe

step Sai. MR ohEnRyes ey iR 36 el bndea 3R Un} UpHRY RGERR, (St G
whet her al Ithe:)fdatmelock phrer Alsu, tis ahgarerdermposptempateeditiis @ossible 1d sete@t@p

S36. |If not r unit 5 coun increnented and the

returns to \é‘teeB ?2’3 S'%‘“‘I’?@fﬁ o.b¢ Hsg‘i eﬂ\c@%tﬂ%ga%g%e@n%ﬁtt‘eéwpglt@{ t?"sés a
bl ock of enciphered data. In step S39 it is then determ ned whet her the
data has all been enciphered and if not, in step S40 the next N bits of
data are input and padded if neo‘e‘tﬂwarﬁﬁf:ﬁe process returns to step S22.
O herwi se the process ends in step S41 since all of the data has been

enci pher ed.



10 The process of deciphering enciphered data will now be described wth
reference to Figure 18. In step S50 the enciphered data is input and the

* prestored circuit array indexed by mis read. The first N bigt gapfoco-

enci phered data are then read in step S51. The N bits of encipheréd data
are then | oaded into the working arrayNH1 step S52 and in step S53 15 the
ci pher unit counter mis set equal to .e. the first cipher unit to be
inmplenented is in fact the last cipher unit in the array so that the cipher
unit are dehgdtionemeans esetearresentlipveniionev@inse thers ishewessss timgedwsknbsr of

a1 @ 9 | s skt
Che bt~ ool (RBehadt iy Bubdeh] KBS, dhfich Gart 9, s AR, et e, >

this is zgloaviagduch ansllection dbak amobigredtly ihbavdtid RYekbsT S3cuRdy adpreeased by
the b™" segnment is inverted in step S57 otherwise no action_is taken. The
process tPBFe HiHERBaSIeTIR fesrrigtian fagrRaen fofmed tdatBemsirsad hatearvedtile of

the magk bbhdrav® ReeRe ifafkibh&inglarm §eci|':>ff1er|7f8§f<aat:a.n IBLSR 939 teBardtRsikedi

counter b is increnented to I ndex the next ma bit for segnment B or C and
t he processtweasnuiw peoiest tpe §bber désian Idesdrintive maskbéisesretlyvahabashn Wheasel f or

h k ol S6Q 25 the first.s A for ci
the orrouerarpayel ion ol iranais i BERASTR b dos lenecklih iy

this firsthespamBst of\ghtes] iNbloeRdizenarit 812 §&t dMghtbs, ints REbRRAJIEHIIMASS her
this is zero in step S62. If it is zero the second and third segnents B and

C for ciphesd Ghike aaiedt v thatr B eipher dpsignedessdatiom canehe SEsd RTAPENY 88 ep
S64 thl% d@g%ﬁ@e §alcqbﬁepgawéﬁjsr%rggé@tgﬂgrﬂgég@%ﬁg d@ r\;ipﬁitgmsecond and third 30

segnent’s are rea ese ar ange step S65 and the
process pFigoeedd) tis stfopctBftl didgram stfefheS@cipher dmpardius. addrsigmédobiet he
first segnent, A i,s not zerp the process praceeds to .step S66. |n, st 66
1T derBraPhEacin e Vi fe <At BRCE SR0e8 00T Fls it esaco e 2rist PReR
first ciphafndtn2loi swhichNforms | 1Hl GaddtNGighBRtintoh & |ANE-sPERta~Which cad BeMAY
208 16 deci phering of the current block has finished. If not in step S67
t he ci phepequantiapypasead thsouts inengipberasrparaiespr Braefstrhiecls at detr istbpnss4,

and if,s0. | t i 1S, ; i ,

b1 ock. 15 npafest! i 3P wehEny Rl 210 BY o SrifyoP W oite whefi PR BARE Hockie,
deci pher ed ainclit tmplethentorstiep r&fErethe axeatcipthdpidppamtnd irdglemehesre @5@athanar e
read. The, proces hen.returns to step S52. If .in ,step S69 it is determ ned
fhat al | BRPBAEA e FRbeh SBRS AL B Bpanidsnss Lot Srauly agay gtored n ine

cor r espon@bAg/ditilPackihdrg 2B aThéckdlat gy cbhpeiked § M 9R8Y 8f gatldédteipRbomsess
ends in step S72. In the above enciphering and deci phering enbodi nent_ each

ci pher univtherg egch gate gdasgrptieeaomArisest fown Fearserisdas ikstroted in Riglre Spdéenent
< oo . y . TWARS . Fo e e
eSC“F?@ ﬁlbfi{e?'éb%fapafes .H%E[ngégﬁaﬁhébev@lef@g}na&%(&{ H‘f@fdafag'sbi%ck't ﬁ’nr L P\ EdRIRGe

by a Fredkin s gate. The In"s ga e Vviewe ee-i nput,

_t hr ee- out uambryyg220 datienpdesneént] emshr aft gtk ciphBt goite séQuertizilg. c@iphbe apparatus

i mpl ement ed _usi n nd. NOT | pogj ¢ gate ich are _not, reversibl e)
i|lustrat&dP eﬁ"eﬁq%ru Oi’ﬁq,l?t efge 58[]&8@’33 ﬁéilé‘ﬁg‘!qr@fﬂ é"?8att°e'§p‘éfaﬁ b?ﬁﬁlﬁyoef
conduct sidgealistootie: Waykihg raédery R0 Wihen Gt i€ Whddyl & RReFRY esrBith| @ndet theust
performan operation which is symretric i.e. if the output of the circuit

i s put bacGRCEEEHRI CRBIELIONINAS ReengiompletedRn the Fetajdoeinimthreworking sngrgory
becausgg a JHe Ak igh S dpatatuinpRMRNeS 950! donflols the passage of the data block
from the working memory 220 into a memory 230. The enciphered data block can
then be passed out block-by-block into a data output device 240 which can either
output the enciphered data block block-by-block or can wait until all of the data

blocks are enciphered and output the complete enciphered signal.
30 Figure 11 is a functional diagram of the decipher apparatus in accordance with an
embodiment of the present invention. Enciphered data is received by the enciphered
data input device 300 and is formed into enciphered data blocks by the enciphered

data block former 310. The passage of enciphered data blocks into a working
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Thus the circuit illustrated in Figure 20 can formthe basis of a cipher
unit 40 of an 20 enci pher apparatus or a deci pher apparatus (Figures 3 and

« 4?. ( Another inplenentation of the Fredkin's gate can be chosen using

mul tiplexers as illustrated in Figure 21. Each multipl exe #6AYazied 401
receives two input signals and one control signal. If the control signal is
zero then the first input signal is pagsed. If the control signal is one
the second input signal is passed. 25 The Fredkin's gate can al so be
inplenen S tr 2 he
threer ol ridney 32038 AT ESRRREITE feledP SR LR mb P 3557 Whien et

usi ng a oieaMIisen tpeogasramgwhembrygeaertaéee\/drhectrcmcuhblsmmblslarmlrafamadtﬂ@em or
using electronic hardwired circuits. It is thus possible for Alice and Bob
to be suﬁﬁlq ErYe(de HPagy a@PF”F‘i*Fe'“%Hl%‘PP“Woé?%WB nitd gecdedpher APPAFIYPGA)
chi ps andobidane iRk 39 olfBEl Uy se8reBn| AE fork FoifABThpiibR, 286 1RLEKerte.
carry out the encipher nethod or the deci pher nmethod of the present

i nvent $orQnde el OtfrtbesczmhamarrewtMtnedobmltlma@gculheartawrPwlet belers implptrieotedoint o

StEET | 2O FRRIIDLE 1 EFERTES Bairr ek NoR el FeRanS o T e e

and Bob trfe@shaBBO sihdehthesamt@l of the revgrsecaﬁmrrupfpatatgflﬁn feRfneéevgB magheng of
the cipher circuit description will only be done once. V\ﬁen the circuit is

i mpl ementdeginhereth da BiaFk ean &henc be sty foctheapitppbBevian AL Whirh ean gent f or
t f

oy LURTBRLLER i o] SHaCSEPLQamibty f JUEE uRoRLR: 3 e

comunDc dtasoreenf ddcipherertt befoFoooutexttind e, if Al ice wishes to send an

o Y S B Sy U SRR o B0 L e S ARk b

COr r eSPONgHciehedeL bt betWeth rcﬁHiphte(rls'fSEJ @1 g4 2description) onto the chip. (
10 I n the enbodi nent gl ven above, the Fredkin's gate is inplenmented in

| ogi c. Howewekter $0H pnts thaeacipher amparatys andaeadrates ragiphered deteeditisnay s,
for exanp i ixC The
devi ce vm(%ag'heféger{ %eeﬁbzgddlabga IF\S’n Pgﬂﬁéﬁﬁgb t’? §L| ﬁéﬂscﬂ §a gafl ‘:?pg ‘%llgéétssﬁ é;hdt he
Mach/ Z8hngkesised o eanbé'remrmmutesvmt tdr.deSiptleriag sov iltcclambte b:fbsntd:med transaitpaier
by J. Dom*rell e led "A Gallium 15_Arsenj de, El.ect opLi cal

nt et for o el iElcaForor reBptth S demRiser e REQerRyetre theag, reee D

Gui ded V\ﬂééﬁ:h@abé%enlﬂp!isnemea hO&4Yer, A shdessdrp féhpealiRySorTHPEbMPBIMefs t he
use of Fredkin's gate has been described, the cipher units of the present

i nventi onP@ @RI PHpP SRE %@ s%r%/nwa\ﬁﬂ%F@nslpmaws'mbﬁewwﬁﬁne Tmﬁw‘ﬁmer
form of rgyapsk tak,eaﬁwwrﬁ;eﬁa%] nd1 QeL&t 'n%a%gesuéNQSh?"s\%Lﬁﬁhﬁe&H\@ﬁecgal?%ée%u% SO
N gate can

known as Toffoli"s gate) e operation of the A e glven
by: xr20xtfaesinxile transmission ox by etterx by coutigr srzébam byThsedNB/NNEID gate i s

nput s, actbts S Iiees oty sPEGIAT, ol e ettt iheBion BRI 4 e

(n-11 inpedmpatd 80t iifigpeNidad IR gat smamcdrie prdgrainiiiitread®t &1l s oR tHIE S
partlcul ar type of gate are gy ven in the paper by T. Toffoli entitled
" Bi cont i ne@BSIRESIHASTRIE [TAY Brimatearddrbhhinaded avitirGhe desimber program,

Mat hemat § ga D 2,3
‘v Do0s. 1 %%@“EF%“’”‘”%%{%“%%’# '"qepl*??‘rgﬁ‘éﬁéﬁzﬁ)aﬁ@?@f‘% Girdas §°g'| dse in’a

i |1 ustZtat eidhien UEltgtalSeWElB aspthe dighexngesidry slesariptopst dive dmardcsy staentteor be

i npl enent | h nits of .the present inyentjon, a reversihl
conput at i 8ﬁ’§f‘ E%Efger&n ggen&l%ag'p‘e gc?fgﬂa'pﬁﬁreec’ &ég'eml'uF ﬁb%mt%cﬂé/di @c}?é?”%lqt%r%ﬁ? ed
to the usencﬁpaéreal daxai dan Sl EyERdeRt it snl:évfcaed(armw 8, srh&Y@eirsileh@erCend thar
autonat a can be usea}és described in "Conputation and Construction

Uni ver sal P'tcheawa@\/ ?%?@%Mlh!fﬁﬁﬂe;z&\ﬁ'bmﬁ decipierpprIEtyoand this 'beﬁuflv

Sys. SCi . theVRhciphen aa-pqa?ztuspp‘r’hl_%l%ezsoﬁ?l)tcarﬂ dBVEE S0 ?orT%gfhnga@ﬁMI

descri bed | n Logi cal Reversi bil Conput at1 on Bennet t BM J.
Res. V. rﬁel\&wsnp!phe@gaiasazws qcrémdunewﬁnube ged b@ranam?sﬂtd'tbnl $u®.\r@b a

bal | ", as, desc "Conservative Lo cib
Fredki n anﬂa'?c'al'rlof?g LEI il’)l‘f‘eél‘ ratie! Léoté? Irlﬁuael SEIECTHE graefmégf:g %Vl?b%ol
21. nos. able to commumcate securely with the institution by inserting the smartcard into the

reader 61 e.g. an automatic teller machine (ATM).
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3/*4, 19821, for exanple. In the enbodi nents descri bed herei nabove, for
security, a random nunber generator is used in order to randomly generate a
*circuit configuration. The random nunber 15 generator is not essential to
the present invention but does increase the | evel of secuid YAY A3 of the
standard strong real nunber generators avail able for cryptosoftware
libraries can be used, or a true physi d@ random source can be used. The
generation of random or pseudo-random nunbers is well known in the art. It
wi Il be ampaeent ist® sthemstid Hiagehrp of 208 irnplehihtation bhahe cigheprappamtus in a

i nvéntion can be 20 inplenented by providing Alice and Bob with a program
that ran@sAPiRl GERSSEIGOENRULE. r Fhg E3MRHERTdF RIMAY et WithetrPUB R inFepmuRice

softvar e JiRLEREHEALANI L B! | iihsadh! 700M YordGiadan pAlcBinalifbrd gt & ed
usi ng the ci pher design description (Zm rcuit array) en the signal 1s

i nput t o telecemoiytimatiods dine F&ctoptrensedit ahfl rebeiveiephigheagdipdatat uslso & tedwigek

i npl engnt ed i ng_progar.ammabl e hardware, 25 manufacturer, will provide
AT ce Bncetb el RN AEE O Ao SarlP Vs At ot Bl e oaye B
st orage buaidST i p@videdifer trpustily Hataldhd @ dispiay@® ds BHdUI@Sd Fp RIS Yivsg
AP~ ENDED SHEET 2 3 MAY 2003 19 CLAIMS: 7 . Enci pher apparatus for

enci pher idegirhessyfaa; A GRACSEIMIZ IMRIEMERE WeatBheraPPasates wither innefawgrhl to
b i ph . i i , f ks,
o o RGBT I8 s B (P R RBT oy ordhrtR epcle

f unct i onahenEieluitesrraegtasd iialthy raemphededtiorofgr alfbesp@desddral 2 \operatehén
sequence of data bl ocks fromthe farm ng neans; and %nfi guring meanﬁﬁ 10
d

wher el BFERTENCE PHER tE RICHE RS UIABEN I REOFERD STYES 18 thSdRfcEraMJUEMOY dBdul e

out put, apgidy EﬁéBFErta'ti\'Sﬁ Aol fbeERD?P I70datal s RAIEiG fR8Fed Irethd MRMtingnd a
corresponding parallel output and being arranged to performa respective
rever si bl memooy @§sanshahthe end obthel sndiphesingt of decipharinigl rloceepthe argirhesed
produce at. | i l. I i i red set
o bi t 5, " Srib ek BAEP0M) B PR th the kP Ui BLUBEPRI I AT cBREHES
coupl e a r@spelatieveroprgedatdia suneds seflomdy Hise, biHasd disca adatieabid COKROBG @r ved
at its nodule input to the parallel input of its data processing unit and
to prd@i dePRPMit s nodul e out put an 20 enci phered data bl ock in which said

respect i VenpneARbe I peFhtRAL ofOfheibiSer a%ﬂa%%h@%@%ﬁ%%ﬂ@diﬁ%‘t%?E{HBCHr@&nt

enci phered set of bits produced at the parallel output of its data
pr ocessi nigvantien Wil neychetescringp avitit teferaoentalFigyresol 2itaiB.1, wherein said

esnect Pl AT IR T A0 5 BSOS, ol S

description, enciphering of data, the transmission of the enciphered data and the

20 deciphering of the enciphered data.
In step S1 a type of reversible processing is predetermined or selected e.g. Fredkin's
gates. In step S2 the number of gates M and the block size N of the data is selected.
In step S3 the cipher design description (or circuit array) is then generated. In step
S4 the cipher design description is exchanged secretly between Alice and Bob. In

25 step S5 Alice enciphers data using an cipher apparatus configured according to the
circuit array, i.e. as an encipher apparatus. Alice then communicates the enciphered
data to Bob in step S6. In step S7 Bob deciphers the enciphered data using a reverse
cipher apparatus, i.e. a decipher apparatus, configured appropriately according to the
circuit array {cipher design description). .

30 Figure 16a illustrates in more detail the steps involved in a generation of the cipher
design description.
In step S10 a variable m is set to 0. This variable acts as the cipher unit (gate)

number. In step S11 a random number having P bits is then generated, where P is
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process of at |east one of , said data processing units is a switching
operation controlled by at |east one of the set of bits received at its

*parallel input. 30 4. Enci pher apparatus according to any preceding claim

wherein each of said data processing units is a reversible gatga ANLENDED
SHEET 2 3 MAY 2003 20 5. Enci pher apparatus according to claim3, wherein
said reversible ( gate .s conprises a Fgdkin's gate or an AND/ NAND gat e.

6. Enci pher apparatus according to any preceding claimwherein said 5
configuri [ rafl o . I; ngipher, functiong | es
i-n-accor &Q%Cg&@mﬂ?rh OZ @%gﬁg%é%/fg?{ 3% (?j)é(}tsccl}:'?!ap%iadc')%?eqﬁh'@ncilrbﬁérg ét)%)par gt s‘g1u
accor di nthér@inebareusing iFredkitds nateme ds12 ¢4 segoenws eartsal d itshhiarstde Si1@m
description. 10 8., Enci pher apparatus according to claim®6, including nmeans
for gener@€rkgs g_aﬁrlaga%ﬁ@rffea%rgﬁ%“a@éwit {51817, Vajid BREPPHE MR PAE g5 the
accor di ngetQ glahdth8r t1WGhabMA AdRbSEARIALIAY TRRRINASAVIE] BREDransR M of

pseudo-random nunber generator and i-s operative to use random or
pseudo§r avdoine samseinput)slata addwsbywhigh ds rratdaioverd. peestdp-$ B3 dbthe carisiem

generator_to _descr.i in code said. r ecti.ve predeterm ned sets «Qaf, bits.
0 “Enc: phisvedoBavalf 8 E86% BE (i ERD B ¥ dofE el Rl nhed s o

20 enci phgynefratad tragdwah nuRther 6s e@igd irfleRed blyagi dngaée SWhiichs deasddieimined
conserve logic. 11 . Encipher apparatus according to any preceding claim

wher ei n sWNELhSr (oM PuBPeesnRavskaenraafetatethier stoefuthescipRarnitsgreodi afmdbl e

circuit. 23 lpe &Fﬂ%iggb urﬁ?%@?%pu%gﬁﬁpﬁ‘?g ggnérgﬁ&k ¥ Flrkhdr ﬂan\efeﬁ'{aﬁ?rﬂbér@i d

plurality of en r functiona es conprise a programrmab ogli c gate
array,10and raadomcowhbensr hane beemgeceraped sefinimgpalbgf aimel cighereaniss ftben the
progranmm ng sai d progra |l e logic gate array. 30 13. Enci pher apparatus
accor di ngPP6°% Etri‘c?ﬁ %eg:%ﬁgrei n said encipher functional npdul es conprise

anal ogue ghLefd 1 eRiifistRELY 8= ciAMENEY wHRRIcomgrisbsM\BxKOR3td The faGikpber
apparatus according to any one of clains 1 to 10, wherein~said signal is an
optical singaued EndV yahere &reh phey Famriises Fabitsaividassinge dpyn segregits dalB/ C
conponent g,4 1 dh ENgigaker apparatus according to any one of clainms 7 to
10, conprising a programabl e conputi ng apparatus, wherein said encipher

f unct il@nalhenpdadess of enpiphsingadeanpilitrerw bediescrited withi refdrementefigore $ai d

Gl a'm 15, MEEPaTR) L] GeBORatn BhoEnid Folethant dhe RPetr oot by 2 ISAEret
modul e cogghepYédigie deeRabaMindekePbe et REd daPRITHSNN BHAOSF &4tk Qréekdromadir om
sai d configuring nmeans.
as a data block. If there are less than N bits of data, padding data is generated in
order to make up N bits. The N bits of data are then lcaded into the working array in
20 step S22 and in step S23 the cipher unit counter m is set to 1. [n step S24 the first
segment A for cipher unit m in the circuit array is read and this is used to address a
data bit from the working array in step S25. In step S26 it is then determined
whether the read data bit is 0. If it is not O then there is no exchange of data
between input B and C and the process proceeds to step S30. If it is O then data bits
25 B and C are exchanged. Thus in step S27 the second and third segments B and C
for the cipher unit m in the circuit array are then read and these are used to address
two data bits in the working array. In step S29 these data bits are then exchanged
and the process proceeds to step S30 where a mask bit counter b is set to 1 to index
the first mask bit for segment A.
30 In step S31 the b™ bit of the mask is read and in step S32 it is determined whether
this is zero. If it is not zero the data bit in the working array addressed by the b™
segment is inverted in step S33 otherwise no action is taken. In the next step S34 is

determined whether all of the mask bits have been read i.e. b =3 indicating that the
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17. Enci pher apparatus according to any preceding claimincluding first
sel ection 15 neans for selecting a type of encipher functional nodule to be

+ used fromanongst a plurality of possible types of enciphep & w&«pt'@nal

nodul es, wherein said configuring neans is adapted to configure t
enci pher apparatus to use the sel ected tigpe of encipher functional nodul e,
20 18. Enci pher apparatus according to any preceding claim including

second selrgsdd BiP fEPRRRFROC PR Bsen REd L IR ob Wi RlasRTbitS@Uht 816 iPeFentdted inonal
oodul es to be used, wherein said configuring neans is adapted to configure

the enci piseer SFFaticaindsx fthe nsut mask Hil trtsedmenitieer 6f anchthgheacessimemental
& o 3o 150 MRS, ALCRLAN Ao AL RERARDG (S BHLP an of

i ncl udi ng rd Sel ectlon neans for selécting for eac

f unct i onalthewthHee uhhte haes peen invslepieatiet iog.fherad iseteE36NE rut] theodiplterdmita
bl ock received at its nodule input. 20. A nethod of enciphering a signal,
the metRo®oLBEsr SIS ipcreBwnfest apd ithe) ProRessirgHuDns te sheP S7d- pRehadvigs i F8Pni ng

t he signalgq . | X : o st o
predet er msrgega&l%u%)ﬁﬂ%g ngﬂésjau ?/{E%B%Dm%ﬁ%%frgﬁagh%gwgamggg%§ Saspgplt)}? F]lbent he

sequence dfeterminedMdekizerttbe aapd baskli byernenapbephandfifinet iiosadp H0uhesext
sequentially.co Fyﬁ d ta operate uentially on, the sequence of data

b1 acks, | cdLHHERE BHLF o IRG: TRhAISdRad P e CoRY TH T REORET AP R GRE o522
nodul e out@iHerwRBEha pF@SERE GhHY &1 S@bBAT 6IRES il Y tHE dhtdRYd PeerfeRaApidrbel

i nput and a correspondi ng parallel output and being arranged to performa

r especf PvelheepeicespPE dpeigbering epfipheied st ivilhinpw be deserignsh witheleferapas toand

to producesat. 4§ corresponding parallel output a corresponding enciphered

set of bits? and 10 configuring each encipher functional nodule to couple a
respect i venpatep €56€r tierendiphetedodatt e input andftha pdestared| dekitra=yi indelxeat by trs

nodul e i nput_t e rall.el input of its dat rocessin it_and t.

provi de at'sir?gé{nb{ﬂ'ﬁlfgg})ﬂtqﬁft m!a?fpcé'?ﬂﬁr %EP%afﬁa‘%&RHP%‘f!{‘ megith%%ﬂbl?s of

respecti vesdishieb L daiNed theh 184de ihto tife WRARKIAG QFralVin tshep ©BRr P ANSHeBE53

enci phered set r?f bits produced at the parallel output of its data 15

]E)r ocs;éﬁnlgthﬁrﬁ(;féi eramit ‘?S?Ur*'r‘ftrhﬁdﬁ Q%TWﬂ ty M beclhgi frFF'QGPhanmléICh be fraplemangater
uncti onal, h£..Of: S aim

20 or ol ai'm 3 Mok spEide pfer SOl o Bty K8 e S HpAR R SB5 Bndfprided

dat a pr ocessjurgtisilyi trsrevsrsa. slni $tehi SE4 olpe metskavit conbteold @dtHey sdt toethst firehe

accor i ng TaoR: BRoSrRF & AET 3o Rk 555 GRLFEDR Lia BREH fnisadast E e

funct i onal cHexket 85 seaCcH58GIhetRerdthiseiéeiesd Bhe iDAbEtheZdbta iRl ihadwaaGHYy eirslg t O
any one of clainms 20 to 23, wherein the configuring of said encipher

funct i GRal a4A5EETRESOY $N¢ B xeoBIeahit BVATEr 1a SRR aderyisedes @ETDR ibiekedo
ég-sc'rb\i gflt gﬁﬁe %?NGE%BE Bﬂgrlm_l E‘EoT&JeaLé Q%%Nm'sggg%{ﬂb% FeRed L AGnSF Ph&hBh Sl of&sd 9N

mask bits have been read i.e. b=3. If not, in step S59 the mask bit counter b is

incremented to index the next mask bit for segment B or C and the process returns to

step S55. If all of the mask bits have been read for the mask segment, in step S60

25 the first segment A for cipher unit m in the circuit array is read. A data bit in the

working array addressed by this first segment A is then read in step S61 and it is

determined whether this is zero in step S62. |If it is zero the second and third

segments B and C for cipher unit m in the circuit array are read in step S63 and in

step S64 the data bits in the working array addressed by the second and third

30 segments B and C are read. These are then exchanged in step S65 and the process

proceeds to step S66. If in step S62 the data bit addressed by the first segment A is

not zero the process proceeds to step S66. In step S66 it is determined whether the

process has just been carried out for the first cipher unit i.e. m =1 indicating that the
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23:26. A nethod according to claim 24, including generating said cipher

desi gn description. 27. A nethod according to claim 24, including

* generating random or pseudo 5 random nunbers and using the ge‘{l rated random
or pseudo-random nunbers to generate said ci pher design desér Y 0403 28. A
met hod according to claim 27, wherein a fgespective generated random or
pseudo-random nunber is used to described in code the respective

predeterm 1 ' byesabd; i f -Lonal i
odu e 2 EeprREhace He Bkt Block SESPRGHLACICRL P RIP 7 HITHRINOL 4o
not conserasanitegiscdectdn&ited Andethk qutoaessoretiimg tb ostem B 5en eanalf if cloainnsteg B&sh
29, wherein said.encipher functional .nodules c ise a rampbl e .| ogi c
gate arr afhﬁn‘mg‘l‘ftg E%g\f 190 PHE 28 8¢ qu?r%r ?f%jggtap&ggg'aﬁrﬁtﬁﬁ%rs%fﬁ 'fbrdr%ﬁr | e
| ogi ¢ gat ayRE#RY gl 3 thd IRk ASvAEES BbdIBhdred ARY iORG iAfstEh 870Bthd helx® NeBits

i npl emented by 20 conputer code on a conputing apparatus) wherein said,
enci pheb fafndedighesed dethusreseadngheswoeessotifgntreturod tie stapus AelfiimstemBAt el i n
dependence_upon confi i i nf i 2. A od_agcorgding_t i m
31 wher o SReERRu PR L8 SLAAENRE et vereRBhdcd EEESLE Y &t
dependent gHpeespbhdingwabedddifg Satadinethei lpkeblokknstigiyrad amadieesrobesdends in

i npl emented. 33. A nethod according to any one of clains 20 to 32,

i ncl udi ng 5§6Pe°-t,7t%-ng the type of encipher functional nodule to be used from
amongst a |l yha! abYvof eR9SdLE QA ldefheRhg CBRRARRedtU MoK IOdRKESs

34. A net h‘gd Qccgr d\ilngetoaarqylgone of clﬁg]ierrsgzo to 33? i ncl udirl?\dg sel ecting

(t he nunBerimgilersanteddnspfiare sequentisthal nodul es used. AM-I VDED SHEET 2 3

| ~AY 2003 24 35. t ho ccordjng t.o an ne of clains 2 0,34, ...
el udi ng BorBe: TRRPTENT cEeared, Fom e, M avai Frehl fifeeropnsy s
recei ved dpifledbrel Hyos Fatiich'eR&td eYe Fradkihisogak dAY e8wed 362 thiReliRhRl
apparatus for deciphering a signal, conmprising: formng neans for receiving
the si gns!three-Betrye dPpReratel aantiusicated in fiaure rﬂ%-t HeissFemdre implemsatpderiied of
data bl ockgnppash ABWET 18eit idabls RUSER'SPE Fb Ll RBRP s Husblahsd irf Ricre 20,
plurality of decipher functiional nodul es sequentially coupled to Operate
sequentlisal Oy conrsehsimeqirenogicofatdaican xirdy kenduainsigheds foaerwan imesdes; foartbe

ﬁggm guir Ing%{cnvﬁ Ec]c.)s ’be%%res"}brl]e,q? (r:'rbus ep(ialr orrlr%r au%c %B(e:;[altigﬂavlvhiggqgls%n%%e rlrcI i?ee:sif éEhe

output of the circuit is put back as an input, the original input will be obtained. This

is because a Fredkin's gate is an inverse of itself.

Thus the circuit illustrated in Figure 20 can form the basis of a cipher unit 40 of an
20 encipher apparatus or a decipher apparatus (Figures 3 and 4).

( Another implementation of the Fredkin's gate can be chosen using multiplexers as
illustrated in Figure 21. Each multiplexer 400 and 401 receives two input signals and
one control signal. If the control signal is zero then the first input signal is passed. If
the control signal is one the second input signal is passed.

25 The Fredkin's gate can also be implemented by three-state buses as illustrated in
Figure 22.
All of the three circuits given hereinabove can be implemented either in software
using a computer program which generates the circuits and simulates them or using
electronic hardwired circuits. It is thus possible for Alice and Bob to be supplied with

30 off the shelf programmable logic gate array (PLGA) chips and with a storage medium
storing logic to configure the PLGA to carry out the encipher method or the decipher
method of the present invention, i.e. the software that downloads the circuit

description onto the chip. Such software languages for circuit descriptions can for

AMENDED SHEET



15'a nodul e output, and a respective data processing unit having a parall el
i nput and a correspondi ng parallel output and being arranged to performa

*respective reversible process upon a set of bits at its pg’r I1el input and
to produce at its corresponding parallel output a correspdn MY 20631 pher ed
set of bits, 20 and is operable under thé control of the confl guring means
to couple a respective predeterm ned set of the bits of a data bl ock

recei ved akarhple cmepties Mepildg-HDL! tre opdarafdreAlidenphd BYb itd Sestistiiizhphecarsdtng

unit and to proyide at e ouf put .a deci phered data bl ock in which
sai d respERTHDIGHIORE Q'Perﬁ?l\@’{i%?gingo?f ﬁ'iet gpher ?'é‘gl'taé%%?”lﬁ§'°f‘h‘%"'c%\‘@§p‘%ﬂ?ﬁl ng
deci pher egdng@t \Qhedhhé cnemdug:ﬁﬁplaﬁueh% BSh@INapdwred Ritbuied, A 83d BoBan
processing unit. 37. Decipher apparatus to claim 36, wher’ei n sai d deci pher
f unct i onakseodalasuirier @ﬁcrafpypngalné qupercmfazadecbmﬂtheh iamavaier possible

according,.to clalm 60r re| said..c rin ans is

operati£ tq §SEoRHY of" rawa%cy Sﬁé"r”’ & |t€?1é:l'r°§ﬂ§d Tsé:g%?ﬂn %cgfedé‘ﬁbeemeph a
ci pher de&bﬁﬂ'udﬁé‘aﬁrolnﬁttdk@ plAbE] VaElaxsdnpld?_ETAnc& wisheéy 1808eh2an38ncripeetipher
apparatus according to claim38, wherein said. @her desi gn description is

equi val enfnesgagneng er*gq@défthaCtﬂhﬁhéﬁs'l@§ﬁg¢fmé§b irswt@nrau eata ecdvn-r
enci pher L r ro

cnci phor edl o Sraf e 8 IEFEE e R ERRhE BRI Sec bR EHER (32
39, i ncl udiragjt desariptiool onectievehig sai d ci pher design descr| pt| on. 41 .
Deci ph prat ccordln to,claim38_or, claim39, inc udln neans .f or
(10 genﬁcﬁ a?"r i"?P ALY 9 g#?%%'sgb? pEfiegkin' g 9atpe s b‘??@ie"%% d afnydogic.
accordi ng x—ton&Jeal AFAEikinND Yaed Bar BE IGBRM Mt th FRAD BN AR s2 16 ABRRBION
pseudo-random number generator and is operative to use random or

pseudo- r afidisnPossiierts igwtrmentethenfrediing gatedionppticsss diidode \derl orhials canridser
gener at or S 0 ! spe e: d

35, Doci phFd S e RO PRaRE! g RO b R B TS gRlamtie™
rever si bl ewtobc Sash af sveitcH Badisclosed nofa med bgak Do veys 8t Blerititieds" A Galium
sw t chj ng oger.ati n control | ed e@Et one of the bjt _% of a data bl ock
recei veRl ArSenide Fecirq-apticr) In °mﬂ§F' EylgtRsr - RSy dithsT R Eﬂrmeﬁﬂmﬁ ?"any

one of cl ghidgraibd bAd BhideARe0MaEh Kakint@ed 1@24q, processing units
conprises a reversible gate. 25 45. Decipher apparatus according to claim

44) V\/ner eifthaaiah lr\et\*ﬁeraéqoupeer@%e@memﬁprth%weaof redikinis gatgahas beerndesaxibeIAND
gate. gg% PR RALAL | s@ﬁff?ﬁxgh upexmgna e%fte&knaﬁzﬁg%@ffér%pﬁﬁxlsb ]

mhere|n ea deci pher unc Ional no rrses a
does not G@mwamlaanbﬁgarcformm r@msnp!laemnaqmmnagxusks o ANDI/NG NDog ate)(whih Of
c g;g‘;ggm%,sg ks s ek bt be2ho % RO UND AL G AR YS! er O

(

aim

t he

( X w ( X1 }
X2 X2
—
Xnt Xni
\ Xn ) \xn %1 32K )

The AND/NAND gate is illustrated in Figure 23. In this gate the input on {n-1) of the

25 n inputs act to switch the n™ input by virtue of an AND gate receiving the (n-1)
inputs and acting on an XOR gate on the n' input. Details on this particular type of
gate are given in the paper by T. Toffoli entitled "Bicontinuous Extensions of
Invertible Combinatorial Functions"” {Mathematical Systems Theory, Vol. 14, pp. 13-
23).
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2 s ~aaY¥Y zoos 26 48) Decipher apparatus according to claim47, wherein said
plurality of decipher functional nodul es conprise a progranmable |ogic gate
“array, and said configuring neans conprises a progranm ng neans for
programm ng said programmable logic 5 gate array. 49. Deci gheemMarppgy at us
according to any one of clainms 36 to 46;18wherein said signal is an optical
signal and said deci pher functional nodul es conprise optical conponents. 10
50. Deci PRk ARBA AU S-2€ 39k %'eﬂﬂmtpte%é}ﬂm%d ﬂe?i]u%fc ir?hﬁ'i s%ﬁus r%f‘.eﬂtpin ﬁgﬂﬁriﬁ' ng
a, programabl e conputi ng appar at us, erelnh sai ecl pher tunctional _r
nodul es cbrpbysayphysigguswtemode routine i npl emented on sai d programmbl e
conputing,apparatus. 15.51. Deci,pher, apparat.us accordi.ng to claim50,.
Wherei n' ok 8 el e IRIATEr T R R EE i e SE S AP B eBudevtiblene
repeat edl ¥oimpRlLiaHal e@stdRPeRIBN isstPORd tHY OieBBht iBRedticHMsSRdtdinGiedt tdtHel 1@
means. 20 52. Deci pher apparatus according to any one of clainms 36 to 51 (
wher ei nB s &f ¢ireaiifimplameniatiemnEor examporpyeiaible eellylse aptrenetaf gamge used as

| nformat i %@sérrl:bcédusr?d"?&nﬁuﬁ%‘tignegncﬁjeébr@%ru%%gﬁr URNeﬂ?&nhg SO ASe L BEIINPE
of said decipher functional nodules In accordance Wt Sai d type

identifyi pgitbmiaca"may i DNTo#bli 3. deespyih@ysa@ed) atdls 18¢cd i ,ngpt a13m@310na of
clainse 36 to 52 wherein said configuring nmeans_is responsiye to npdule
nunber i nfBYSEPleAUTRHE MATENS 7 Qeﬁﬁ‘%ﬁ rinddopigAl BeveEinhtty A tomestatirgul¥ a
correspong e ABVCT. SRisd BIRC heg75 UnLt & 9883 7P AUk Rfm 3D ristitinge GbPher
(apparatus apgordlnq to any one of clains 36 to 53, wherein said configuring
‘means 1€ r'oilsdspele’, t modat efbcomkutitize paf deseribednini NSondenyative aladighdy

doci pher  utePRArSnEaTFHoh JnERRRiHE Eobl® oS PiopRiesR R oo 2T 08

of deci phegyepgsan),aoekephaped signal, the nmethod conprising: receiving the
signal to be deciphered and qutputting the signal as a sequence of data

bl ocks, edefhaaRRngIRSHSAAsCpbTBEINIPAGY TALSBRHINS 3 BRRSMNURRANAERE H e
sequence Q§ ARk AN BEK S0 trandorily UG ek dty é)fc;réﬁslo%hﬁgmfa%eﬁt n%aJangeﬂl\uh@rﬁber
sequentially coupled to operate Sequentially on the sequence of data

bl ocks 5easEnedser jshaot fagaentiabrial theopgisentc mvpniien royt edaesdincesasaptine, ledelnefdul e
out put, and r i dat a, processi,ng unit havi a rallel i It
and a cor rseegégt di r@syggfté':‘%/%Fané%'fdpﬁfmgﬁdeﬁleﬁwag%rr 95'?19(58%%03"%@?@5#% 5"%%'
respect i vesofengreslibpbesiearc @8 susafpor a wed palsibaltanabmi §surparcahl 8d uséauTheand
to produce at its corresponding parallel output a correspondi ng enci pher ed

p :
set of bi tEENSEFHPTCHNENGAT HPEHEN IRATHARMELIFHE (Y hirowB LR 8- coupl e a
respect i Ve 15 HLEsdRER e theSaliidd pérfgsn I e gft hafl 3@ phaLRAK srﬁxfe%%'oxecgnaée its

modul e i nput to the parallel input of its data processing unit and to
provi d@Oatimipdememigd| kY GrRyiding ahlicgeandBobevitiar #rograok that vandomly alegerates

(eaPeet Lo RS e oy R AE B SR SRR
only be generated and simulated using the cipher design description (circuit array)
when the signal is input to be enciphered or deciphered.

If the cipher apparatus is to be implemented using programmable hardware, a
25 manufacturer will provide Alice and Bob with a conventional programmable logic gate

array and a storage medium storing logic to set it up to run as a cipher apparatus.
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processing unit. 20 56. A method according to claimb55, wherein the

deci pher functional nodules are of a single type. 57. A nethod according to
“claim5b5 or claimb56, wherein the reversible process 25 of at |east one of
said data processing units is a switching operation controlled By’ﬂ MAY 12603st
one of the bits of a data block receivedgat its parallel input. 58. A

nmet hod according to any one of clains 55 to 57, wherein said decipher

functi 0nalCL§$9|‘él-es each act as a reversible gate. 30 59. A nethod according
to any one Clainms 55 to 58, wherein the configuring of said deci pher
functional nodules is in accordance with a ci pher design description.
AV1EVDED SHEET 2.3 MAY 2Q09 28 60. A nethod according to claimb59,

i ncl udi ng Trecei FANGRPDERPRPIPIMSPT 8RYPRST R Ei9nal iICOMPISNY: A net hod according
to claim 59, inGhuthRnBSRCrGH!lbllvngl MeClighatodss ABipRedBsEld Rid Aftpufig A
met hod according to Claim59, including génerating random or pseudorandom
nunber s artde signatjas hesegeerseatfedhte dtmhim eachpBavit arfiastipredetarinénes! nwmigermadr at e
said ci ph%rhédesi gn description. 10 63. A nethod according to claim®62,

wherein a 'Specti ve generated random or pseudo-random nunber is used to

described in codeplhrgity esmerdipvg furedehar modelds Seiquehtifliyt 8olifled aof Gspemet i ve
sai d deci pher functional nodule. 15 64. A nethod according to claim63,

wher ei n t IFearerfiadly siethet segHaNeRoohéatadheaksrfrem|tbgifermipg memngeendd accor di ng

to any one of clagj 3 , Wherein said deci pher functional nodul es
conprise a pr ogr%r?ﬁg%ﬁrgg f‘%gﬁg gate array and the configuring 20 step

i ncl udeé® pxogneanedchgersinier fuugicashmbbelel cognmrisgat e array. 66. A net hod
according to any one_of cLe‘a.i ns, 55 to 64, inplenented by conputer code on a
conput i ng appar at us, 2 {8 BPYYi d deci pher functional modul es conprise a
conput er code routi ngnigiRlees@pliethndn dependence upon configuration 25
information. 67. A method according to claim66, wherein the conputer code
routine i @ reapeetiehdatd propespingyit g@pj@c?en@rauﬁldnpwéndm@rﬁpéresapn@ag darallel

deci pher fcﬂﬂ:ﬁb’c gﬂglbeﬂﬁdwr%etdotobgeljfm E%Qﬁ&qwe reversible process upon a set of

15 bits at its parallel input and to produce at its corresponding parallel output a
corresponding enciphered set of bits,

and is operable under the control of the configuring means to couple a respective

predetermined set of the bits of a data block received at its module input to the

parallel input of its data processing unit and to provide at its module output an

20 enciphered data block in which said respective predetermined set of bits is replaced

by the corresponding enciphered set of bits produced at the parallel output of its data

processing unit.

2. Encipher apparatus according to claim 1, wherein said respective data

25 processing units are of a single type.

3. Encipher apparatus according to claim 1 or claim 2, wherein the reversible
process of at least one of said data processing units is a switching operation
controlled by at least one of the set of bits received at its parallel input.

30
4, Encipher apparatus according to any preceding claim wherein each of said

data processing units is a reversible gate.
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30 68. A nmethod according to any one of clains 55 to 67, including
sel ecting the type of decipher functional rnodule to be used from anongst a

‘plurality of possible types of decipher functional nodul es. AﬁgﬁgﬁaEET
2 3 MAY 2003 29 69. A nethod according to any one of clains 5 )

i ncluding selecting the nunber of said @eci pher functional nodul es used. 5
70. A method according to any one of clainms 55 to 69, including selecting

the respeq ive mRAMLL dPgaedusiccidihdetd dSinPf3,awitrshYssiddadvriibiechafe0r
sai d deci pher functional nodules. 71 . Apparatus for generating a ci'pher

desi gn desonpsisesr, Fredifipsigsteigr an AND/NANdgate. pseudo- r andom nunber
generator; and encodi ng neans arranged to receive a random or pseudo-random
nunber generated by said generator and to encode that received nunber to

provi de atg.its @HcigHer aappratis dReb@inglessr bpy i Preddasyy | Hbing, Whareieachidof a
plurality of cipher functional nodules sequentially coupled to operate,
sequent Palqopfighriag gaeans| i crPerativey 3pi eentrel SAE sNEIPART tfnetionad gtedvles) iny
coupl ed ci f N : ective predeterm ned set of the
bits of thagggédtagggﬁ%gﬁggssphr%gggé@zgeg‘\[rrpﬁﬁg' respective nodule's input. 72.
Apparatus according to claim®6l, including first selection neans for

sel ecting 20 at llrea t one t¥ e of ci Qer f.uncti,onal. nodul e {?8 be .used from
amongst & Bl ur al ISP SBBaERE aGyBE Biol8bRe naiRIRs TeTRNS (RdEreundas)
encodi ng n@ghs dRighddaadaplies] to include the selected type or types in the

encoded information. 73. Apparatus according to claim71 or claim 72,
i ncl udi'g second sel ection 25 neans for selecting the nunber of said cipher

functi onalg modul @ die BBpUEC 2 aRdng BE AfliGs TRENSinYGhAth LARRIA gl dAf ude

the sel ected nu e enco ormati O Appar atus according to
any one ofcipher desighlddserigfion.i ncl udi ng third sel ection 30 neans for

sel ecting the nunber of inputs and outputs of said cipher functional

nodul es, said encodi ng neans being adapted to include the sel ected nunber

in the encgded i phapnat hsibratBd eebRh@HBEEIaim 8, wherein the generating means
15 includes a random or pseudo-random number generator and is operative to use
random or pseudo-random numbers generated by said random or pseudo-random

number generator to describe in code said respective predetermined sets of bits.

10. Encipher apparatus according to any preceding claim, wherein each said

20 encipher functional module comprises a logic gate which does not conserve logic.

11. Encipher apparatus according to any preceding claim, wherein said plurality

of encipher functional modules form a programmable circuit.

25 12. Encipher apparatus according to claim 11, wherein said plurality of encipher
functional modules comprise a programmable logic gate array, and said configuring
means comprises a programming means for programming said programmable logic

gate array.

30 13. Encipher apparatus according to claim 11, wherein said encipher functional

modules comprise analogue electronic modules.
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2 3 MAY ZQ03 30 75. A nethod of generating a cipher design description, t~e
met hod conpri sing: generating random or pseudo-random nunbers; encodi ng
“information, including said random or pseudo-random nunbers, descri bing,
for each of a plurality of cipher functional nodul es sequent?2a8l M{¥ Qa03pl ed
to operate 5 sequentially on a data block applied to the plurality of
sequentially coupl ed ci pher functi onal dbdul es, a respective predeterm ned
set of the bits of the data block as received at the respective nodule's
i nput; and4out pEntiphgr Bhearatysheccotdisggo ses onkpdfi oRimd 0 76.100 wherdengsaid
according to claim75, further co r|5|n sel ect.in | east one ty f
Cpher oAb e DR T BT SO GCH O Be Tar e, GoBP 30 LB EA e
types of GoRipnehtsnctional nodul es, and including the selected type or
types in the encoded information. 15 77. A nmethod according to claim75 or
claim 76, further conprising selecting the nunber of said cipher functional
nmodul esgu , a - d inf.o i sal e nber
of said C|Slp er frtg]ﬁ |ongF£}gtd§nFIeés.b¢%[§§gg %k' d&en%ﬁ%gﬁggcgégosgé%gﬁ%r %gone
of cl ai s pfégtammiable f corhpeting arpparausg wikrsial seidi regcipher nfunbtionalf rmodpigs s
and outputs of said cipher functional dul es, and.including in the encoded
i nf or mat | GRMMISes? COMRMET ARt FOYHNe Hﬁbﬂ%‘ea}f‘@ 80t TR Sorggraggﬁ Plg i GomAuting
functional, g? {_@s 79. Ci pher apparatus conpri si ng t he enci pher apparat us
of any one o ains 1 25 to 19 and the deci pher apparatus of any one of
clainms 36 to 54, wherein the encipher functional nodul es of the enci pher
appar at Hs e cofstid r ctko d S
deci phgj aﬁé[’)ar a%hs dt‘)ﬂ f aj:?)ap%gé {]a:cﬁg &Aéﬂ}%cou e?jél %eﬁggo#pgm Etl){rlgewde
SO0. A ci pheutinetifidd ther foenclophengengmrnmbcmm:mpuernougna repgataﬂlycmnﬂemsnmg t he
enci pher rret hod of an pne of glains 20 to 35 and the deci pher nethod of
any one of98ReRARRE PR igTofRatiaREiQREFRIgIGeETouUNng BeRRY 203 31 81. Processor
i npl enentabl e instructions for controlling a processor to carry out the

met hod of any one of clainms 20 to 35, 55 to 70) 75 to 78, and 80. 82. A
carrier metf.um cenaighan@rpoaatyy aeassding tp APl enteprding elaimdneludingdirst selection
accordl ar t n
progr anﬁﬁbl € Jbgc}rggege;c{tlgggér?ﬁe g %r F{/rﬁg{uc?'gb%l F%H‘FI% taqgef& dofrgﬁ\e;rla%?gi ns
20 to 35, @Hbrdliey 60 pog&iblectyp8s oﬁmﬂac%er WMBNBEBUEHEE%&&MS&&W Aohfid\ring. A

n.A n9_ A9AFnAgg.tg/A'&As% é%AFLAF A ¢
_AS! . AFH. ABREM B F921RY  tReFOMAIGY eAfh ﬁS}ﬂ 53??8A§HSAS?H‘F%§ $ SEIEGEY Pe ©
}xsnl d_Z] calsigisraliea}dirl fabar] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal
20 18. Encipher apparatus according to any preceding claim, including second
selection means for selecting the number of said encipher functional modules to be
used, wherein said configuring means is adapted to configure the encipher apparatus

to use the selected number of encipher functional modules.

25 19. Encipher apparatus according to any preceding claim including third selection
means for selecting for each said encipher functional module the respective

predetermined set of the bits of a data block received at its module input.
20. A method of enciphering a signal, the method comprising:

30 receiving the signal to be enciphered and forming the signal into a sequence

of data blocks, each having a first predetermined number of bits;
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*.[02?:)tx)|J}xsnid_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]c:a]ca] ca! JESu}&y: ]

1ZI'1"0""#e$} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c2lx ahe aghmzal ca] C
a] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]c (]ica' e$$$$$$<0&B& ' 6(V(P))*+.,,}--
---~00q923/ 33455{vql gb] X] ca] ca] ca] ca] ca] 2 ] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]cal c

a] ca] cal 5555555@8pying=tie> G@Lw@alnclr&r@@eau_@wwfnhcmwvcam@a?w] cal

ca] ca] calca c a ca a caU
Tea] ool caf AT Pt ﬁ%&@%@%ﬁ? PR ST R AR L

a) ca] ca] ca]aela]eaa.]mer] fumktiand| caddidd eahpasing] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ca] ca] ca] ca! gggrOr 2r=r @ svvdwx- xb{v{]| *|.]|:|=|}q?>zupkfa\ Wca] ca] ca] ca
] ca] ca] ca] ca] cal] ca]tAPEWEdBYa] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU
] ca] ca] ga] ca] cal HVKI D oMEbRutput, and

p):J}xsnid_Z] c]ca] ca] caj ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ca] cajesatetiviecddte alreedssiapou]it hd\iag [a[nﬁrmlmmtmtcgyresmmdc@q parptied] cal
el b eh RS ReB RS B R LAl PR ER SR e RO bR & L

a] ca] ca] cajteaheais ekl admal ead cta] prdduabcay ¢1za] ealregidalmpleadien] wap e R 27B

4/ f W R} xsni d_Z] ca]. ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] CAT€aP '%%FB%PE%]’F@&F&&] BisY'adcal  G$* 8

$l } xsn Z]calc a a alga al.ca cajc
a] %:a] C:'li ca} ca} ca g‘g}!gg’]‘d:caﬁczﬂ c‘f{] Eﬁega%%&ﬁ ﬁ%f?%ﬁ?]tﬁ} 1?2%]’% ]ﬁc%ggéac]qg%] c!a]
ca] ca] ca] qeddetpuained]ea]af" thechiis af cajista] blakk apcaiyedjat disc ajora]ec ajpoidtoathea) ca
ca] ca] cal ca

VBans nby | JRRCHRD 50 e8] Euta wReR e 4t A R rRKR AT CRPUUPCIYEY] 2] cal
Ca] ca] ca] cakiteea] aajacabeia]rt ajntah %ﬂi@é@]m}l@@'predetermmed set of blts is replaced

[ <$p>gaC)y} xsnid Z]] caj] ca] ca].ca ca @ ca] ca] ca] cabca cal ca]:ca] ca] ca]
ca] caj ca &aqﬁ%ﬂ%%jeéaf&%peépe'a]‘%raﬂégl eé]eap ured Gt kive gaveli el Ry ptisy €alfca) ¢
aj ca] cagc ,g@] @diea] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]c
a] ca] ca}sca] cal Oo[grcl\ qg} xsni d_Z] ] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ¢
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca piK-3

"10%&' () - 0%&' 0

10ve. () oviov (3 VBRI i 79 it e et FraRppAT
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23. A method according to any one of claims 20 to 22, wherein said encipher

25 functional modules each act as a reversible gate.

24. A method according to any one of claims 20 to 23, wherein the configuring

of said encipher functional modules is in accordance with a cipher design description.

30 25. A method according to claim 24, including receiving said cipher design

description,
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28. A method according to claim 27, wherein a respective generated random or

pseudo-random number is used to described in code the respective predetermined set

10 of bits for a respective said encipher functional module.

29. A method according to claim 28, wherein the logic operations do not

conserve logic.

15 30. A method according to any one of claims 20 to 29, wherein said encipher
functional modules comprise a programmable logic gate array and the configuring

step includes programming said programmable logic gate array.

31. A method according to any one of claims 20 to 29, implemented by
20 computer code on a computing apparatus, wherein said encipher functional modules

comprise a computer code routine implemented in dependence upon configuration

information.

32. A method according to claim 31, wherein the computer code routine is

25 implemented repeatedly dependent upon the number of said encipher functional

modules to be implemented.

33. A method according to any one of claims 20 to 32, including selecting the
type of encipher functional module to be used from amongst a plurality of possible

30 types of encipher functional modules.

34. A method according to any one of claims 20 to 33, including selecting the

number of said encipher functional modules used.
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functional moduies.

36. Decipher apparatus for deciphering a signal, comprising:

forming means for receiving the signal to be deciphered and for outputting
the signal as a sequence of data blocks, each having a first predetermined number of
bits;

10 a plurality of decipher functional modules sequentially coupled to operate
sequentially on the sequence of data blocks from the forming means; and

configuring means,
wherein each decipher functional module comprises
a module input,

15 a module output, and
a respective data processing unit having a parallel input and a corresponding parallel
output and being arranged to perform a respective reversible process upon a set of
bits at its parallel input and to produce at its corresponding parallel output a
corresponding enciphered set of bits,

20 and is operable under the control of the configuring means to couple a respective
predetermined set of the bits of a data block received at its module input to the
parallel input of its data processing unit and to provide at its module output a
deciphered data block in which said respective predetermined set of bits is replaced
by the corresponding deciphered set of bits produced at the parallel output of its data

25 processing unit.

37. Decipher apparatus to claim 36, wherein said decipher functional modules

are of a single type.

30 38. Decipher apparatus according to claim 36 or claim 37, wherein said
configuring means is operative ta control said decipher functional modules in

accordance with a cipher design description.
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42. Decipher apparatus according to claim 41, wherein the generating means
includes a random or pseudo-random number generator and is operative to use
random or pseudo-random numbers generated by said random or pseudo-random

15 number generator to describe in code said respective predetermined sets of bits.

43. Decipher apparatus according to any one of claims 36 to 42, wherein the
reversible process of at least one of said data processing units is a switching
operation controlled by at least one of the bits of a data block received at its parallel

20 input.

44, Decipher apparatus according to any one of claims 36 to 43, wherein each

of said data processing units comprises a reversible gate.

25 45, Decipher apparatus according to claim 44, wherein said reversible gate

comprises a Fredkin's gate or an AND/NAND gate.

48. Decipher apparatus according to any one of claims 38 to 45, wherein each
said decipher functional module comprises a logic gate which does not conserve

30 logic.

47. Decipher apparatus according to any one of claims 36 to 46, wherein said

plurality of decipher functional modules form a programmable circuit.
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50. Decipher apparatus according to any one of claims 36 to 46, comprising a.
programmable computing apparatus, wherein said decipher functional modules
comprise a computer code routine implemented on said programmable computing
apparatus.

15
51. Decipher apparatus according to claim 50, wherein said decipher functional
modules comprise a computer code routine repeatedly implemented dependent upon

information from said configuring means.

20 52, Decipher apparatus according to any one of claims 36 to 51, wherein said
configuring means is responsive to type identifying information included in a cipher
design description to configure the type of said decipher functional modules in

accordance with said type identifying information.

25 53. Decipher apparatus according to any one of claims 36 to 52, wherein said
configuring means is responsive to module number information included in a cipher
design description to configure a corresponding number of said decipher functional

modules.

30 54. Decipher apparatus according to any one of claims 36 to 53, wherein said
configuring means is responsive to data block size information included in a cipher

design description adapted to configure the input and output of each said decipher

functional module.
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5 applying the sequence of data blocks to a plurality of decipher functional
modules sequentially coupled to operate sequentially on the sequence of data blocks,
each decipher functional module comprising

a module input,
a module output, and
10 a respective data processing unit having a parallel input and a corresponding parallel
output and being arranged to perform a respective reversible process upon a set of
bits at its parallel input and to produce at its corresponding parallel output a
corresponding enciphered set of bits; and
configuring each decipher functional module to couple a respective
15 predetermined set of the bits of a data block received at its module input to the
parallel input of its data processing unit and to provide at its module output an
deciphered data block in which said respective predetermined set of bits is replaced
by the corresponding deciphered set of bits produced at the parallel output of its data
processing unit.
20
56. A method according to claim 55, wherein the decipher functional modules

are of a single type.

57. A method according to claim 55 or claim 56, wherein the reversible process
25 of at least one of said data processing units is a switching operation controlled by at

least one of the bits of a data block received at its parallel input.

58. A method according to any one of claims 55 to 57, wherein said decipher
functional modules each act as a reversible gate,

30
58. A method according to any one of claims 55 to 58, wherein the configuring

of said decipher functional modules is in accordance with a cipher design description.
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10
63. A method according to claim 62, wherein a respective generated random or

pseudo-random number is used to described in code the respective predetermined set

of bits for a respective said decipher functional module.

15 64. A method according to claim 63, wherein the logic operations do not

conserve logic.

65. A method according to any one of claims 65 to 64, wherein said decipher
functional modules comprise a programmable logic gate array and the configuring

20 step includes programming said programmable logic gate array.

66. A method according to any one of claims 55 to 64, implemented by
computer code on a computing apparatus, wherein said decipher functional modules
comprise a computer code routine implemented in dependence upon configuration

25 information.

67. A method according to claim 66, wherein the computer code routine is
implemented repeatedly dependent upon the number of said decipher functional
modules to be implemented.

30
68. A method according to any one of claims 55 to 67, including selecting the

type of decipher functional module to be used from amongst a plurality of possible

types of decipher functional modules.
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functional modules.

71. Apparatus for generating a cipher design description, comprising:
10 a random or pseudo-random number generator; and
encoding means arranged to receive a random or pseudo-random number
generated by said generator and to encode that received number to provide at its
output a cipher design description describing, for each of a plurality of cipher
functional modules sequentially coupled to operate sequentially on a data blogk
16 applied to the plurality of sequentially coupled cipher functional modules, a respective
predetermined set of the bits of the data block as received at the respective module's

input,

72. Apparatus according to claim 61, including first selection means for selecting
20 at least one type of cipher functional module to be used from amongst a plurality of
possible types of cipher functional modules, said encoding means being adapted to

include the selected type or types in the encoded information.

73. Apparatus according to claim 71 or claim 72, inciuding second selection
25 means for selecting the number of said cipher functional modules to be used, said

encoding means being adapted to include the selected number in the encoded

information.

74, Apparatus according to any one of claims 71 to 73, including third selection
30 means for selecting the number of inputs and outputs of said cipher functional

modules, said encoding means being adapted to include the selected number in the

encoded information.
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receive respective madule’ s tnput and

outputting the cipher design description.

10 76. A method according to claim 75, further comprising selecting at least one
type of cipher functional module to be used from amongst a plurality of possible

types of cipher functional modules, and including the selected type or types in the

encoded information.

15 77. A method according to claim 75 or claim 78, further comprising selecting the
number of said cipher functional modules used, and including in the encoded

information said selected number of said cipher functional medules used.

78. A method according to any one of claims 75 to 77, further comprising
20 selecting the number of inputs and outputs of said cipher functional modules, and
including in the encoded information the selected number of inputs and outputs of

said cipher functional modules.

79. Cipher apparatus comprising the encipher apparatus of any one of claims 1
25 to 19 and the decipher apparatus of any one of claims 36 to 54, wherein the
encipher functional modules of the encipher apparatus are constituted by the

decipher functional modules of the decipher apparatus but are sequentially coupled in

the opposite order.

30 80. A cipher method for enciphering and deciphering a signal comprising the
encipher method of any one of claims 20 to 35 and the decipher method of any one
of claims 55 to 70.
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81. Processor implementable instructions for controlli,ngra processor to carry out

the method of any one of claims 20 to 35, §5 to 70, 75 to 78, and 80.

82. A carrier medium carrying the processor implementable instructions

5 according to claim 81.

83. A storage medium storing logic to configure a programmable logic gate array

to carry out the method of any one of claims 20 to 35, 55 to 70, 75 to 78, and 80.

10

AMENDED SHEET



