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Algorithm 1: Quardum-resistardt ECDSA Key Generation KeyGen

1 begin

2 G ECC base point; £ — EOU arder;
3 Crepsrate F pre-linage o

Clompute private key K, = H{p) g
5 Compute public key Kp = (&
6 destroy Ko

return o, &

110

¥

8 end

4} where K, = K, - & wmod Py

FIG. 1

Algorithm 2 Quantum-resistant ECDSA signing 5@

1 begin
2 ¢ BCCO hase point: P« ECC order;

rnature random ¥
Compute v * where rxr™ ' = 1 mod P
snpute = (R, B} where B =7 G mod Py
8 Compute hash of me H{MY,

4] Enmmerate FKBoo proof = = begin
18 Zerotnowladge
ra-knowladge computa
Ke = Ko G mad Py

comnputation of private key K where K, = H{p})
ton of public key K, wheve

12 Clompnte s where s = 75 « (H{M Y+ B, « K} mod P; 220

i3 Clamimit Hy, s 1 the proof;
1 el

15 destroy r, v
i return ¢

17 end
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Algorithun 3¢ Quantum-resistant ECDSA verifics

1 begin

e Wb

oY

24
21

39
P

G« ECC base point; P« BCC order;

K+ BECC publie kew:

datre 7y % < prood; M msssage:

Clorapute s 3 T =1 od P )

Compute hash of message H{A 1

Clompute uy = & MY mod P
i =5 s Ry, mad P >31()

fompute V= (W, V) where V = wi - & + 1z - Ky mad Py

if ¥V, & K, then

| return  Faled Signature YVerificalion”

end S

elwe

Verify ZKBoo proof 7 = begin

“heck that Re, ¢ s commsitted in the prood;
Check that zero-knowledge computation of K, from urnknown

pre-im
it Check
| refurn

endd

andd

is vorrect;

320

“ailed Proof Verification”

end
et Suns

23 end
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