TITLE OF THE INVENTION
STORAGE-SERVICE-PROVISION APPARATUS, S8YSTEM, SERVICE-PROVISION
METHOD, AND SERVICE-PROVISION PROGRAM

RELATED APPLICATION

[0001]

This application claims the benefit of Japanese Patent Application No. 2010-237828 filed
on October 22, 2010 in Japan, the contents of which are incorporated herein by

reference.

TECHNICAL FIELD
[0002]
The present invention relates to a distributed storage technology that allows a large

amount of files to be stored by means of many computers.

BACKGROUND ART

[0003]

In conventional computer use, users such as companies and individuals have
possessed and managed their hardware, software, data, and the like, whereas in cloud
computing, which has become popular in recent years, users get services from the other
side (a data center or the like) of a network that their own equipment is connected to.
Such cloud services are provided by cloud service providers to companies or individuals,
or are provided in corporate networks to company members and the like.

[0004]

Among cloud services, Amazon S3 (Simple Storage Service), Microsoft Windows
(trademark} Azure, and the like are known as storage services for storing user data on
servers on a network. In particular, the Google File System (GFS) is known (e.g. see
Non-patent document 1) as a distributed file system that can store data on many

storages in a distributed way and, even if large data of the order of GB (gigabytes) and



small data are mixed in large numbers, can handle them efficiently.

[0005]

The GFS divides a file into blocks of 64 MB (megabytes) called chunks and places them
onto a plurality of chunk servers in a distributed way, thereby writing or reading one file
on the plurality of servers in parallel fo fasten input and output of the file. The system
can therefore handie a large file size as long as there are a lot of servers. The system
is configured to control three or more copies to be held on different servers for every
chunk, thus allows fault tolerance to be improved by, even when one chunk server is in
failure, using a copy stored on another chunk server, and also allows the load to be

distributed by accessing one copy selected from a plurality of copies of a chunk.

PRIOR ART DOCUMENT
Non-patent document
[0006]
Non-patent document 1: Keisuke Nishida, "Google wo sasaeru gijutsu - Kyodai
system no uchigawa no sekai (Technology supporting Google - Inside world of the huge

system),” Gijutsu-Hyohron Co., Ltd., August 25, 2008

SUMMARY OF THE INVENTION

Problems to be solved by the invention

[0007]

in the GFS described above, a masier server siores management information for
managing the mapping indicating which chunk server each of a plurality of chunks
compoéing one file {and also each of three or more copies for each chunk) is stored on.
Therefore, when a file is read, a process is executed in which: a chunk to be read is
determined; the master server is inquired for the address of a server storing the
determined chunk; and the chunk server whose address is indicated by the reply is
accessed, and when a file is written, a process is executed in which: a chunk o be

written is determined; the master server is inquired for the address of a server to store



the determined chunk; and the chunk server whose address is indicated by the reply is
accessed. Chunk server swiiching and re-creation of copies in ihe event of faiiure, 0ad
distribution for accesses to chunk servers, additional creation of copies, and the like are
all also executed in accordance with instructions from the master server having
management information.

{0008]

Such a mechanism, where the master server having management information is the
single point of failure in the distributed storage system, has a problem in which the whole
system ceases o operate when a failure occurs in the master server. Anocther problem
is that the load concentration on the master server will be a bottleneck, limiting the
scalability and performance.

[0008]

The GFS has an additional special mechanism for increasing redundancy of the master
server and, when the master server is in failure, allows a backup server to take over the
master server's function through a given operation to prevent the single point of failure
from being noticed. The GFS can do this probably because it is specialized for use as
storage and search services for Web pages over the Internet. Distributed storage
technologies have a wide variety of uses, and it is desirable fo realize a system having
no single point of failure to further improve fault tolerance.

[0010]

The length of chunks is fixed iﬁ the GFS, and management information indicating the
mapping between each chunk and each server becomes massive in size when the file
size (the length of data of a file) becomes huge. This makes it difficult to quickiy find a
chunk to be partially accessed from the large management information, leading fo a poor
random access ability, which is another problem.

[0011]

Moreover, any existing storage service, be it the GFS or Amazon 83, requires one
service provider to manage and operate all the service-providing equipment. From

storage service users' point of view, a user has to select only one service provider fo get
g y g



a service, and the entire process the user wish to do by using a storage service will
undesirabiy depend on the reliability and quality of service of the one selected provider.
[0012] |

Embodiments of the invention seek to provide a distributed storage technology that
allows a large number of files of various sizes to be stored by using many computers and
can reduce single-point-cof-failure factors in the system. Embodiments of the invention
also seek to allow this distributed storage technology to achieve speedups in access to
files, improve the performance of random access, or the like, or to use storage services

provided by a plurality of providers to configure one storage service.

Means for solving the problems

[0013]

According to a first aspect of the present invention, there is provided a storage service
provision apparatus to be connected with a plurality of storage apparatuses over a
network for providing a file storage service by use of the storage apparatuses, wherein
the file in the storage service is divided to a plurality of areas and distributed to be stored
in a plurality of storage apparatuses, each of the plurality of storage apparatuses
comprises means for storing objects and for returning an object identified by object
identification information in response to a request from the storage service provision
apparatus, and a plurality of objects stored in the storage apparatuses include a block
object having data composing an area of the file, and a management information object
having, as management information, a set of object identification information and offset
information indicating which area in the file an object identified by the object identification
information corresponds to, the storage service provision apparatus comprising: means
for determining a first object identification information corresponding to a file to be read,
and for acquiring a management information object identified by the first object
identification information by requesting an object to a storage apparatus identified by the

first object identification information; means for referring to the management information
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contained in the management information object acquired to determine one or more
second object identification information, and for acquiring at least either of a block object
and a management information object which are one or more object identified by the
second object identification information by requesting an object to a storage apparatus
identified by the second object identification information; means for acquiring one or
more block object identified by a third object identification information by recursively
performing an action, the action being determining, in a case where an object acquired is
a further management information object, referring to the management information
contained in the further management information object to determine one or more third
object identification information and requesting an object to a storage apparatus
identified by the third object identification information; and means for making the file by
arranging data of respective block objects in areas indicated by offset information, the
offset information being determined from the management information having been
referred to for acquisition of the block object.

According to a second aspect of the present invention, there is provided a system
comprising a client apparatus and a plurality of storage apparatuses connected with the
client apparatus over a network, the client apparatus providing a user with a file storage
service, wherein the file in the storage service is divided to a plurality of areas and
distributed to be stored in a plurality of storage apparatuses, each of the plurality of
storage apparatuses comprises: means for storing objects; and means for returning an
object identified by object identification information in response to a request from the
client apparatus, and a piurality of objects stored in the storage apparatuses include a
block object having data composing an area of the file, and a management information
object having, as management information, a set of object identification information and
offset information indicating which area in the file an object identified by the object
identification information corresponds to, the client apparatus comprising: means for
determining a first object identification information corresponding to a file to be read, and

for acquiring a management information object identified by the first object identification
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information by requesting an object to a storage apparatus identified by the first object
identification information; means for referring to the management information contained
in the management information object acquired to determine one or more second object
identification information, and for acquiring at least either of a block object and a
management information object which are one or more object identified by the second
object identification information by requesting an object to a storage apparatus identified
by the second object identification information; means for acquiring one or more block
object identified by a third object identification information by recursively performing an
action, the action being determining, in a case where an object acquired is a further
management information object, referring to the management information contained in
the further management information object to determine one or more third object
identification information and requesting an object to a storage apparatus identified by
the third object identification information; and means for making the file by arranging
data of respective block objects in areas indicated by offset information, the offset
information being determined from the management information having been referred to
for acquisition of the block object.

According to a third aspect of the present invention, there is provided a method for
providing a file storage service by a computer connected with a plurality of storage
apparatuses over a network, the computer using the storage apparatuses, wherein the
file in the storage service is divided fo a plurality of areas and distributed to be stored in a
plurality of storage apparatuses, each of the plurality of storage apparatuses stores
objects and returns an object identified by object identification information in response to
a request from the storage service provision apparatus, and a plurality of objects stored
in the storage apparatuses include a block object having data composing an area of the
file, and a management information object having, as management information, a set of
object identification information and offset information indicating which area in the file an
object identified by the object identification information corresponds to, the method

comprising: determining a first object identification information corresponding to a file to
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be read, and acquiring a management information object identified by the first object
ideniification information by requesting an object to a storage apparatus identified by the
first object identification information; referring to the management information contained
in the management information object acquired to determine one or more second object
identification information, and acquiring at least either of a block object and a
management information object which are one or more object identified by the second
object identification information by requesting an object to a storage apparatus identified
by the second object identification information; acquiring one or more block object
identified by a third object identification information by recursively performing an action,
the action being determining, in a case where an object acquired is a further
management information object, referring to the management information contained in
the further management information object to determine one or more third object
identification information and requesting an object to a storage apparatus identified by
the third object identification information; and making the file by arranging data of
respective block objects in areas indicated by offset information, the offset information
being determined from the management information having been referred to for
acquisition of the block object.

According to a fourth aspect of the present invention, there is provided a program for
causing a computer connected with a plurality of storage apparatuses over a network to
operate as an apparatus for providing a file storage service by use of the storage
apparatuses, wherein the file in the storage service is divided to a plurality of areas and
distributed to be stored in a plurality of storage apparatuses, each of the plurality of
storage apparatuses siores objects and returns an object identified by object
identification information in response to a request from the storage service provision
apparatus, and a plurality of objects stored in the storage apparatuses include a block
object having data composing an area of the file, and a management information object
having, as management information, a set of object identification information and offset

information indicating which area in the file an object identified by the object identification
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information corresponds to, the program comprising: a program code for determining a
first object identification information corresponding to a file to be read, and for acquiring a
management information object identified by the first object identification information by
requesting an object to a storage apparatus identified by the first object identification
information; a program code for referring to the management information contained in
the management information object acquired to determine one or more second object
identification information, and for acquiring at least either of a block object and a
management information object which are one or more object identified by the second
object identification information by requesting an object to a storage apparatus identified
by the second object identification information; a program code for acquiring one or more
block object identified by a third object identification information by recursively
performing an action, the action being determining, in a case where an object acquired is
a further management information object, referring to the management information
contained in the further management information object to determine one or more third

object identification information and requesting an object to a storage apparatus
identified by the third object identification information; and a program code for making
the file by arranging data of respective block objects in areas indicated by offset
information, the offset information being determined from the management information

having been referred to for acquisition of the block object.

ADVANTAGES OF THE INVENTION
[0014]



The invention can realize, for example, a storage service for storing and providing a

iarge number of

—h

iies of various sizes by use of many siorage apparaiuses as a virtual
storage with reduced single-point-of-failure factors in the system and improved

scalability.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015]

Figure 1 illustrates an example of a distributed storage service provision system (the
present system) in an embodiment of the invention;

Figure 2 is a block diagram showing a configuration example of a client apparatus of the
present system;

Figure 3 is a block diagram showing a configuration example of a storage apparatus of
the present system,;

Figure 4 illustrates an example of the function of the present system;

Figure 5 illustrates a concept of the file structure of the present system;

Figure 6 illustrates a concept of the file structure of the present system;

Figure 7 shows a specific example for illustrating the file structure of the present system;
Figure 8 iliustrates an example of the mechanism of the present system;

Figure 9 shows an example of file read access in the present system;

Figure 10 shows an example of file write access in the present system;

Figure 11 shows an example of file write access in the present system;

Figure 12 shows an example of file write access in the present system;

Figure 13 shows an example of file write access in the present system;

Figure 14 shows an example of file write access in the present system;

Figure 15 shows an example of a static service table in the present system;

Figure 16 shows an example of a dynamic-service table in the present system;

Figure 17 illustrates an example of @ method of implementing a dynamic service table in
the present system,;

Figure 18 illustrates an example of distributed processing on client apparatuses in the



present system;

Figure 19 illustrates an example of class information sharing in the present system;
Figure 20 illustrates an example of file write processing using parallel distributed
processing in the present system; and

Figure 21 iliustrates an example of a feature of the present system.

MODES OF EMBODYING THE INVENTION

[0016]

The configuration of the above-described storage service provision apparatus of an
example according to the principle of the invention realizes a virtual storage using a
plurality of storage apparatuses, allowing a storage service to be provided. Since this
configuration uses a plurality of storage apparatuses io store in a distributed way not
only data composing a file (block object) but also information for constructing the file
from divided data {management information object) as objects, the storage service
provision apparatus does not centrally store management information on all blocks of
many files, and single-point-of-failure factors in the system can be reduced.

[0017]

The storage service provision apparatus may, for example, be instalied by a cloud
service provider on the front end of a plurality of storage apparatuses managed by itself
{which may be storage servers or storage devices) or of a plurality of storage
apparatuses managed by another one or more service providers {which may be
recognized as storage services) to read and write files upon request over a network from
an end user using its own service. As another example, the storage service provision
apparatus may be installed in a corporate network to use a plurality of storage
apparatuses in the same corporate network to read and write files, or the storage service
provision apparatus installed in a corporate network may be connected with a data
center or the like of one or more storage service providers outside the company fo use a
plurality of storage apparatuses outside the company to read and write files.

[0018]



The storage service provision apparatus described above may further comprise: means
for determining top object identification information corresponding to a file to be read,
and accessing a storage apparatus determined based on the top object identification
information to acquire the management information object; means for using information
for constructing the file contained in the acquired management information object to
determine object identification information of a block object having a data component of
the file, and accessing a storage apparatus determined based on the object identification
information to acquire the block object; and means for arranging pieces of data
contained in acquired block objects in accordance with the information for constructing
the file, thereby acquiring the file.

[0019]

This allows an original file to be acquired by accessing a management information object
and block objects stored on a plurality of storage apparatuses in a distributed way.
[0020]

in the storage service provision apparaius described above, object identification
information for determining a storage apparatus may be assigned such that a
management information object corresponding to one file and a management
information object corresponding to ancther file are stored on different ones of the
plurality of storage apparatuses.

[0021}

This allows management information to be divided and stored on a plurality of storage
apparatuses by assigning object identification information, efficiently reducing
single-point-of-failure factors.

[0022]

The means for determining at least one of the plurality of storage apparatuses bésed on
object identification information of the storage service provision apparatus described
above may also determine an access method applicable to a determined storage
apparatus, and usage of a storage apparatus connected over the network may be

performed by requesting the determined storage apparatus for storage or acquisition of



the object assigned with the object identification information in accordance with the
determined access meihod.

[0023]

This allows storage apparatuses that support different access methods to be mixed to
create a virtual storage. For example, there may be various methods such as iSCSJ
and SAN, for using multiple physical devices as storage apparatuses to create a virtual
storage and, even if these physical devices are mixed, each physical device can be
accessed by an applicable method.

[0024]

For another example, there may be various protocols such as hitp, nfs, fip, cifs, and rpc
as methods for accessing individual servers, for using multiple servers on a network as
storage apparatuses to create a virtual storage and, even if these servers are mixed,
each server can be accessed via an applicable protocol.

[0025]

In this case, each of the plurality of storage apparatuses connected with the storage
service provision apparatus described above may be storage servers that can operate
with the sforage service provision apparatus as a client over an optionaliy-selected
access protocol.

[0026]

For still another example, there may be various systems such as Web services,
proprietary protocols using HTTP, and NFS as methods for accessing individual services,
for using various services provided by cloud service providers or the like as storage
apparatuses to creale a virtual storage and, even if these services are mixed, each
service can be accessed by an applicable system.

[0027]

In this case, one and another of the plurality of storage apparatuses connected with the
storage service provision apparatus described above may be of storage services
provided by different service providers.

[0028]



This allows storage services provided by a plurality of providers to be used to configure
one storage service,

[0029]

The above configuration allows a storage service with a virtual storage implemented by
the storage service provision apparatus o be fransparently presenied to its end user as
one file systém, since its internal structure is hidden from the user interface, even ifitis a
virtual storage comprising a plurality of different physical devices, a plurality of different
servers, a plurality of different services, or the like in a mixed manner when seen from its
user.

[0030]

The storage service provision apparatus described above may further comprise means
for receiving from a user terminal a write or read request for a file stored by use of the
plurality of storage apparatuses, wherein the write or read request is a request of a type
used in general-purpose file systems.

{0031]

This allows a virtual storage implemented by the storage service provision apparatus {o
be presented to a computer of a user (a user terminal) of a storage service provided by
the storage service provision apparatus as a native file system (a normally used
general-purpose file sysiem) such as NFS and iISCSI,

[0032]

In the storage service provision apparatus described above, the management
information object may contain: pieces of object identification information of a plurality of
block objects having pieces of data composing different parts of a file; and offset
information indicating which parts of the file the pieces of data of respective block objects
are to be placed in.

[0033]

Using such management information allows a file to be constructed in accordance with
offset information from block objects acquired by independently accessing each of a

plurality of storage apparatuses based on each object identification information and
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therefore, instead of accessing a series of storage apparatuses storing data of a file in
turn, aflows a piuraiity of siorage apparatuses {0 be accessed in paraiiei, ieading to
high-performance file access.

[0034]

in the storage service provision apparatus described above, the management
information object may include: a first management information object contaihing: pieces
of object identification information of a plurality of block objects having pieces of data
composing different parts of one area in a file; and in-area offset information indicating
which parts of the one area the pieces of data of respective block objects are to be
placed in; and a second management information object containing: object identification
information of the first management information object; and in-file offset information
indicating where the one area, on which the first management information object has
information, is located in the file.

[0035]

This allows a plurality of management information objects to be virtually placed between
the top object identification information cotresponding to a file and a block object having
a data component of the file so that a recursive structure having two or more levels is
built. When the file size is huge and if the number of levels is only one, the amount of
management information (a list of object identification information and offset information
of respective block objects, in this example) increases and i takes time either to read the
entire management information or fo search for information on a biock object to be
accessed and read it selectively. If, however, this enormous management information
is divided into a plurality of pieces to generate a plurality of management information
objects (called the first management information object in the above description) and if a
new management information object (called the second management information object
in the above description) containing a list of object identification information and offset
information of each management information object is built, these plurality of
management information objects, tco, can be stored on a plurality of storage

apparatuses in a distributed way and be accessed in parailel.
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[0036]

Dividing management information into a piurality of pieces 10 build a recursive structure
having two or more levels in this way allows single-point-of-failure factors to be further
reduced and allows file access to be higher-performance. This can realize a truly
scalable virtual storage not only because this allows the file size that can be stored to be
extended logically limitlessly beyond physical capacities and geographical constraints of
devices, but also because this can prevent practical problems from occurring no matter
how farge the file size is.

[0037]

In the storage service provision apparatus described above, the management
information object may be able to comprise a plurality of management information
objects having a recursive structure, and if the number of the block objects is larger than
a predetermined number, the depth of the recursive structure may be increased fo
generate a plurality of management information objects.

[0038]

This allows the depth of the recursive structure of management information to be
increased in accordance with the number of block objects {and thus with the file size),
further improving scalability.

[0039]

In the storage service provision apparatus described above, the management
information object may contain a plurality of pieces of object identification information,
and a process o request a storage apparatus determined based on one of the plurality
of pieces of object identification information for storage or acquisition of the one object
and a process to request a storage apparatus determined based on another one of the
plurality of pieces of object identification information for storage or acquisition of the
another one object may be performed in parallel.

[0040]

This realizes parallel processing, and therefore can increase file access speed.

[0041]
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In the siorage service provision apparatus described above, when part of data of a
stored file is updated, a biock object whose data is rewritten may be assigned with new
object identification information, a management information object containing information
for constructing the file from data of the block object may also be assigned with new
object identification information, and the new object identification information of the
management information object may be set {o be determined as top object identification
information corresponding to the file, whereby the contents of an object having an
identical object identification information may be managed to remain unchanged.

[0042]

This allows the update of the contents of a file to be fixed by an atomic rewrite (an
indivisible rewrite process without any intermediate state) of top cbject identification
information, not rewriting any content of each management information object and each
block object which are once generated and assigned with object identification
information, and therefore a file can be regarded as being stored compietely at all times.
That is, even while a new block object and a new management information object
presenting post-update file contents are being generated, pre-update file contents are
acquired uniil just before the top object identification information is rewritten, and
post-update file contents are acquired immediately after the top object identification
information is rewritten.

[0043]

Consequently, even while a file is being written, the same file (pre-update contents) can
be read freely and the contents of an object having an identical object identification
information remains unchanged, so that there will be no inconsistency even if each
management information object and each block object are copied independently of one
another, and thus copies can be easily prepared in the system. Snapshots at various
time points (files stored with the state at the respective time points) can also be easily
provided by accumulating correspondences between top object identification information
and a file before update as a history.

[0044]
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The means for determining at least one of the plurality of storage apparatuses based on
object identification information of the storage service provision apparatus described
above may be able to determine two or more storage apparatuses, and the storage
service provision apparatus may further comprise means for copying each block object
and the management information object, and transmitting them to their respective two or
more slorage apparatuses determined based on their own object identification
information, to make them stfored there.

[0045]

This, when a file is written, allows each object to be copied and allows these copies to be
stored on a plurality of storage apparatuses in a distributed way.

[0046]

The storage service provision apparatus described above may further comprise: means
for, based on respective object identification information of a management information
object and each block object corresponding to a file to be read, determining two or more
of the plurality of storage apparatuses storing a relevant object or a copy thereof; and
means for accessing one determined storage apparatus and, if there is no response
therefrom, accessing another determined storage apparatus to acquire an object or a
copy thereof.

[0047]

This, even if a failure occurs in one storage apparatus, allows a copy of an object that is
to be acquired from it to be acquired from anocther storage apparatus, and therefore
allows a user of a service provided by the storage service provision apparatus o
continuously use the storage service, allowing fault tolerance to be improved. For
example, when storage services provided by a plurality of providers are used as a
plurality of storage apparatuses and if a service of one provider goes down, a service of
another provider can be used to continuously provide the storage service in an automatic
way.

[0048]

The storage service provision apparatus described above may further comprise: means
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for, based on respective object identification information of a management information
object and each block object corresponding to a file 1o be read, determining two or more
of the plurality of storage apparatuses storing a relevant object or a copy thereof; and
means for accessing two or more determined storage apparatuses in parallel, and
acquiring an object or a copy thereof from a storage apparatus that has responded
earlier.
[0049]
This allows the redundancy in the system to be exploited for faster file access.
{0050]
In the storage service provision apparatus described above, when data is partially written
to a stored file, which part of the file the data to be written is to be placed in may be
specified, and objects related to the specified part may be selected or new objects may
be generated among all block objects and management information objects belonging to
the file or new objects may be generated. Storage apparatuses respectively
determined based on object identification information of the selected or newly generated
objects may be accessed, whereas storage apparatuses for other objects may not be
accessed.
[0051]
This aliows data in any place in a file to be partially written, allowing for random access.
[0052]
in the storage service provision apparatus described above, when data is partially read
from a stored file, which part of the file the data to be read is placed in may be specified,
and objects related {o the specified part may be selected among all block objects and
management information objects belonging to the fite.  Storage apparatuses
respectively determined based on object identification information of the selected objects
| may be accessed, whereas storage apparatuses for other object may not be accessed.
[0053]

This allows data in any place in a file to be partially read, allowing for random access.

[0054]



In the storage service provision apparatus described above, the file to be written may
have been created by a user encrypting an entire original file and may be divided into a
plurality of pieces of data, and object identification information for determining a storage
apparatus may be assigned such that a block object having one piece of data and a
block object having another piece of data of the plurality of pieces of data are stored on
different ones of the plurality of storage apparatuses.

[0055]

This allows a service for keeping and storing a file of a user to be provided at a high
security level. That is, since entirely encrypted file data is divided and stored instead of
divided data being encrypted and stored, and if only part of such data is acquired by a
malicious person, even partial decryption cannot be executed. In particular, when
storage services provided by a plurality of providers are used as a plurality of storage
apparatuses, both equipment and use authentication or the like often vary from provider
to provider and therefore, if the security of one provider is broken, the other providers
remain unaffected, so that the possibility of the whole data being acquired by a malicious
person can be extremely reduced.

[0056]

In the storage service provision apparatus described above, the file o be written may
have been created by a user encrypting an entire original file and may be divided info a
plurality of pieces of data, and object identification information for determining a storage
apparatus may be assigned such that a block object having one piece of data of the
plurality of pieces of data and the management information cbject are stored on different
ones of the plurality of storage apparatuses.

[0057]

This also allows a service for keeping and storing a file of a user to be provided at a high
security level. This is because a file cannot be decrypted since if a malicious person
cannot acquire @ management information object, the person cannot construct the file
from acquired block objects and cannot find which objects are the other block objects

that belong to the same file.
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[0058]

in the storage service provision apparatus described above, the management
information cbject may contain: object identification information of a block object having
data composing part of a file; and offset information indicating which part of the file the
data of the block object is to be placed in, and when there is a part of the file where no
data exists, no block object corresponding to the part where no data exists may be
generated, whereas a block object having substantial data and the management
information object may be made to be stored. When a file is read and if the
management information object indicates that there is no object identification information
corresponding to one part of the file, the file may be acquired by placing NUL data in the
ohe part.

[0059]

This makes it unnecessary to store a block entity for the part of a file where no data
exists and therefore allows required storage capacity of storage apparatuses to be
reduced to the amount for substantial data only, aliowing a sparse file to be easily
implemented. Since a storage service sometimes charges in proportion to used
capacity, it is good also for users to avoid paying a fee even for capacity with no data.
[0060]

As seen above, if the structure of a file can be expressed only by a management
information object, the apparatus can be used in such a way that, for example, a huge
file is created in advance regardless of the volume of data to be actually written, and data
is written later to part of the file where no data exists to generate a block object then for
the first time.

[0081]

in the storage service provision apparatus described above, the management
information object may contain: object identification information of a block object having
data composing part of a file; and offset information indicating which part of the file the
data of the block object is to be placed in, and when there is a part of the file where no

data exists following a part where data exists, a block object having the substantial data
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and information on the length of the data and the management information object may
be made to be stored. When a file is read and if the length of data to be placed in one
part of the file as indicated by the management information object is longer than the
length of data indicated by information on the length contained in a block object
corresponding to the one part, the file may be acquired by placing NUL data for the
shortage of iength.

[0062]

As described above, the use of offset information in a management information object
and information on the length of data in a block object also allows required storage
capacity of storage apparatuses to be reduced to the amount for substantial data only,
allowing a sparse file (a file to part of which no data is writien where no data exists) to be
implemented.

{0063}

In the storage service provision apparatus described above, a management information
object assigned with top object identification information determined corresponding to a
file to be read may contain: information on the entire length of the file; and information
indicating which part of the file having the length an object assigned with which object
identification information is placed in, if the object assigned with object identification
information is also a management information object, the management information
object may contain: information on the length of an area where the object is placed in the
file; and information indicating which part of the area having the length an object
assigned with which object identification information is placed in, and if the object
assigned with object identification information is a block object, the block object may
have: a data component of the file; and information on the length of the data,

[0084]

This allows an original file to be constructed from a plurality of blocks stored in a
distributed way even if the data size of each block is variable, since the entire length of
the file, the length of each area of the file, and the length of data of a block object to be

placed in each area become clear in the process of following from top object
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identification information through a management information object to access a block
object. As seen above, the length of data of each block need not be fixed, which can
also he utilized in varying the size of stored files.

[0085]

In the storage service provision apparatus described above, when part of data of a
stored file is updated, a block object whose data is to be rewritien and a management
information object containing object identification information of the biock object, among
block objects and management information objects belonging to the file, may be
acquired from storage apparatuses storing respective objects and, among the contents
of each acquired object, a part not to be changed by the data rewrite may be left intact
whereas data may be written fo a part to be changed, whereby each new object may be
generated and made to be stored on a storage apparatus determined based on object
identification information of the each new object.

[0066]

This allows the operation of an object related to writing a file to be executed by basic
instructions, i.e. get (acquire) and put (store).

[00867]

The means for assigning object identification information of the storage service provision
apparatus described above may uniguely assign new object identification information to
alt block objects and management information objects stored on the plurality of storage
apparatuses.

[06068]

This allows a UUID {Universal Unique Identifier), for example, to be assigned as object
identification information, and assigning new ob}ect-identiﬁcation information each time
the contents of an object are updated also may contribute to the above-described atomic
update, reading during file writing, copying, provision of snapshots, and the like.

[0069]

The means for determining at least one of the plurality of storage apparatuses based on

object identification information of the storage service provision apparatus described
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above may comprise determining one of the plurality of storage apparatuses in
accordance with the value of the remainder left when the result of a predetermined
calculation made on the value of the object identification information is divided by the
number of the plurality of storage apparatuses.

[0070]

This allows a storage apparatus for storing a certain object to be determined depending
on which of the values from 0 to (S-1) the value of the remainder left when a calculation
is made on the certain object identification information becomes, where the number of
storage apparatuses (physical devices, storage servers, or storage services) is S, for
example.

[0071]

As seen above, such a configuration where which storage apparatus to store each object
on can be determined just by making a calculation on object identification information,
requiring no management information to be held in the system, is able to further reduce
single-point-of-failure factors. For example, information indicating the correspondence
between storage apparatuses and access methods is to be held in the system if access
methods vary depending on storage apparatuses buf, since the amount of this
information is limited by the number of storage apparatuses and does not explosively
increase along with the numbers of files and objects composing them whereas the
above-described management information does, single-point-of-failure factors can be
extremely few.

[0072]

For another example, ranges of value to be covered by each storage apparatus may be
assigned in advance (35 or more and less than 49 for Storage B, 49 or more and less
than 60 for Storage C, etfc.), and a storage apparatus to store a certain object may be
determined by which range a value calculated from the cerfain object identification
information (e.g. a hash value) falls within.

[0073]

In this case, the means for determining at least one of the plurality of storages based on
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object identification information of the storage service provision apparatus described
above may comprise having each of the plurality of storage apparatuses assigned with a
range of value to be covered by the each storage apparatus, comparing the result of a
predetermined calculation made on the value of the object identification information and
a range of value to be covered by each storage apparatus, and thereby determining one
of the plurality of storage apparatuses.

[0074]

This also allows single-point-of-failure factors to be reduced since which siorage
apparatus to store each object on can be determined just by making a calculation on
object identification information. While the above-described method using the value of
the remainder is a static method since the number of storage apparatuses is fixed, this
method using the value of coverage can dynamically change the coverage and therefore
can support the dynamic addition and removal of storage apparatuses.

{oa7s]

In that case when a storage apparatus connected over the network is added or removed,
the means for determining at least one of the plurality of storage apparatuses based on
object identification information of the storage service provision apparatus described
above may change the determination method such that an added storage apparatus is to
be determined for some of a plurality of pieces of object identification information or that
the removed storage apparatus is fo be determined for no object identification
information.

[0076]

The correspondence between files and fop object identification information in the storage
service provision apparatus described above can be management information whose
amount increases along with the number of files. There may be the following three
methods, for example, as to where to hold this correspondence between files and top
object identification information. As for top object identification information, for example,
a special ID indicating that the content is empty is assigned to every file when a file is

created for the first time; an object ID being unique within the whole system is assigned
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when the contents are written to a file; and an object 1D is rewritten to a new unique
object 1D when the contents of a file are updated afterward. An object ID may contain
information indicating whether the object is a table or a block.

[0077]

The first method is to hold the above correspondence by means of the storage service
provision apparatus itself and, for example, it may be stored under management
common with the already-described information indicating the correspondence between
storage apparatuses and access methods. In this case, the storage service provision
apparatus described above may further comprise means for storing top object
identification information corresponding to a file to be read, and a storage apparatus to
be accessed first for the file may be determined based on the stored top object
identification information.

[0078]

The second method is to make the above correspondence stored on at least one of the
plurality of storage apparatuses determined based on file identification information of the
file. In this case, the storage service provision apparatus described above may further
comprise means for determining at least one of the plurality of storage apparatuses
based on identification information of a file to be read, and a thus determined storage
apparatus may store top object identification information corresponding fo the file to be
read as a kind of a management information object.

[0079]

The third method is to hold the above correspondence by means of a database or the
like connected with the storage service provision apparatus and, for example, top object
identification information of a file may be registered in a database that stores attribute
infbrmaﬁon {owner, date and {ime of creation, date and time of update, title, password,
etc.) of each file as one element of the atfribute information. In this case, the storage
service provision apparatus described above may further comprise means for
connecting over a network with an attribute management apparatus that stores top

object identification information corresponding to each file along with file attribute
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information, top object identification information corresponding to a file to be read may
be acquired from the attribute management apparatus, and a storage apparatus o be
accessed first for the file may be determined based on the acquired top object
identification information.

[0080]

A storage service provision system of an example according fo the principle of the
invention comprises a client apparatus and a plurality of storage apparatuses connected
with the client apparatus over a network, and the client apparatus provides a user with a
file storage service. The plurality of storage apparatuses comprise means for storing
for each file a plurality of block objects and one or more management information objects
individually assigned with object identification information, each of the plurality of block
objects having a respective data component of the file divided into a plurality of pieces of
data, the management information objects having information for constructing the file
using data of each block object, and the client apparatus comprises. means for
determining top object identification information corresponding to a file io be read, and
accessing a storage apparatus determined based on the top object identification
information to acquire the management information object; means for using information
for constructing the file contained in the acquired management information object to
determine object identification information of a block object having a data component of
the file, and accessing a storage apparatus determined based on the object identification
information to acquire the block object; and means for arranging pieces of data
contained in acquired block objects in accordance with the information for constructing
the file,' thereby acquiring the file.

[0081]

While the client apparatus of this system has the function related fo reading files of the
storage service provision apparatus described above, it may be added with the function
related to writing files.

[0082]

In the storage service provision system described above, the system may have a
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plurality of client apparatuses, the management information object may contain a
plurality of pieces of object identification information, and each of the plurality of client
apparatuses may be set to be able to determine the top object identification information
corresponding to the file to be read and, independently of the other client apparatuses,
may perform a process of requesting acquisition of the management information object
based on the top object identification information and a process of requesting acquisition
of each object based on the plurality of pieces of object identification information.

{0083]

This allows the advantage of the plurality of storage apparatuses on the backend storing
files in a distributed way to be derived further efficiently since, when there is a
concentration of many accesses to a particular file, a plurality of client apparatuses to
take accesses from end users can be provided to distribute the access process on the
frontend.

[0084]

The principle of the invention of the storage service provision apparatus described above
may also be realized by a storage service provision system, and the principle of the
invention of the storage service provision system may also be realized by a storage
service provision apparatus operating as a client apparatus in the system. Each means
described above may also be configured as a unit,

[0085]

In addition, the principle of the invention of the storage service provision apparatus or
system described above may of course also be realized by a method performed by a
storage service provision apparatus, by a method performed by the whole system, by a
program for causing a general-purpose computer to operate as the present storage
service provision apparatus (or a recording medium on which the program is recorded),
or by a program for causing a general-purpose computer system to operate as the
present system (or a recording medium on which the program is recorded).

[0086]

For example, a storage service provision method (related to writing files) according to
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the principle of the invention is a method for using a computer connected with a plurality
of storage apparatuses over a network {o provide a service to store a file by use of the
storage apparatuses, and the method comprises: dividing a file to be written into one or
more pieces of data and, handling a data component of the file as a block object,
assigning object identification information o each block object; creating information for
constructing the file using data of each block object and, handling the information as a
management information object, assigning object identification information to the
management information object; and transmitting each block object and the
management information object to their respective storage apparatuses of the plurality of
storage apparatuses determined based on their own object identification information, to
make them stored there.

[0087]

A storage service provision method (related to reading files) of another example
according to the principie of the invention is a method for using a computer connected
with a plurality of storage apparatuses over a network to provide a service to acquire a
file stored by use of the storage apparatuses, a plurality of block objects and one or more
management information objects individually assigned with object identification
information being stored for each file, each of the plurality of block objects having a
respective data component of the file divided into a plurality of pieces of data, the
management information objects having information for constructing the file using data
of each block object, and the method comprises: determining top object identification
information corresponding to a file to be read, and accessing a storage apparatus
determined based on the top object identification information to acquire the management
information object; using information for constructing the file contained in the acquired
management information object to determine object identification information of a block
object having a data component of the file, and accessing a storage apparatus
determined based on the object identification information to acquire the biock object; and
arranging pieces of data contained in acquired block objects in accordance with the

information for constructing the file, thereby acquiring the file.
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[0088]

For another example, a storage service provision program (related to writing files)
according to the principle of the invention is a program for causing a computer connected
with a plurality of storage apparatuses over a network to operate as an apparatus for
providing a service to store a file by use of the storage apparatuses, and the program
comprises: a program code for dividing a file to be written into one or more pieces of data
and, handling a data component of the file as a block object, assigning object
identification information to each block object; a program code for creating information
for constructing the file using data of each block object and, handling the information as
a management information object, assigning object identification information to the
management information object; and a program code for transmitting each block object
and the management information object to their respective storage apparatuses of the
plurality of storage apparatuses determined based on their own object identification
information, to make them stored there.

[0089]

A storage service provision program (related to reading files) of another example
according to the principle of the invention is a program for causing a computer connected
with a plurality of storage apparatuses over a network to operate as an apparatus for
providing a service to acquire a file stored by use of the storage apparatuses, a plurality
of block objects and one or more management information objects individually assigned
with object identification information being stored for each file, each of the plurality of
block objects having a respective data component of the file divided into a plurality of
pieces of data, the management information objects having information for constructing
the file using data of each block object, and the program comprises: a program code for
determining fop object identification information corresponding to a file to be read, and
accessing a storage apparatus determined based on the top object identification
information to acquire the management information object; a program code for using
information for constructing the file contained in the acquired management information

object to determine obiject identification information of a block object having a data
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component of the file, and accessing a storage apparatus determined based on the
object identification information to acquire the block object; and a program code for
arranging pieces of data contained in acquired block objects in accordance with the
information for constructing the file, thereby acquiring the file.

[6090]

Now, a system of an embodiment of the invention will be described for illustration with
reference to the drawings. The embodiment will illustrate, for example, a distributed
storage service provision system used for storage services (services to store user data
on multiple storages on a network) or other cloud services.

[0091]

First, a configuration of a distributed storage service provision system (the present
system) of the embodiment will be described with reference to the drawings. Figure 1
illustrates a configuration of the present system. As shown in Figure 1, the present
system 1 comprises: a user terminal 2 to be used by an end user; a client apparatus 3 to
be used by a user {a service provider) of the present system 1; and a plurality of storage
apparatuses 4 connecied with the client apparatus 3 over a network. The present
system provides an end user with a storage service via the client apparatus 3. The
client apparatus 3 can therefore be called a storage service provision apparatus. Note
here that the user terminal 2 and the client apparatus 3 are computers for example, and
the siorage apparatuses 4 are, for example, servers installed at providers, in a data
center, or the like.

[0092]

Figure 1(a) illustrates a case where storage services of a plurality of providers (e.g.
Providers A to C) are used as a virtual device. Figure 1(b) illustrates a case where
storage functions of a plurality of servers (Servers A to E) are used as a virtual device.
As shown in Figures 1{a) and 1(b), the present system can handle a virtual file logically
with no capacity limitation, by bundling multiple virtual devices. In this case, the system
appears as a native file system to the user terminal used by an end user.

[0093]
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Figure 2 is a block diagram showing a configuration of the client apparatus 3 of the
present system. As shown in Figure 2, the client apparatus 3 comprises: a
communications unit 5 to communicate with a storage apparatus 4; a read/write
processor unit 6 to execute processes of reading and writing files upon request from the
user terminal 2; and a service table memory unit 7 to determine a method of accessing
the storage apparatus 4.

[0094]

Figure 3 is a block diagram showing a configuration of a storage apparatus 4 of the
present system. As shown in Figure 3, the storage apparatus 4 comprises. a
communications unit 8 to communicate with the client apparatus 3; a file/object storage
unit 10 where files and objects are stored; and a file/object manager unit @ {o manage
stored files and objects.

[0095]

Functions of the present system will next be described. Figure 4 illustrates the
functions of the present system. As described above, the present system can be used
through the user terminal by an end user as a standard NFS (Network File System)
server (e.g. an RFC 1813 server) or the like. The system therefore comprises the
following various functions for handling files.

[0096]

First, as shown in Figure 4(a}, the present system has a function called "CREATE" to
create a fite and a function called "DELETE" to delete a file. The "CREATE" function
does not use any particular parameter or the like. The "DELETE" function uses "file-id"
as a parameter. Note here that "file-id" is identification information to identify a file.
[0097]

As shown in Figure 4(b), the present system has a function called "READ" to read data
from a file and a function called "WRITE" to write data to a file. The "READ" function
uses "file-id,” "offset," "data,” and the like as parameters. The "WRITE" function uses
"file-id," "offset," "data area," and the like as parameters. Note here that "offset” is

information indicating which part of a data area to place data in. "data" is data
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information such as character strings and numeric values, and also contains information
on the length of data (length). "data-area” is information on an area to which data is
written, and also contains information on the length of data (length) which can be written
to the area.

[0098]

The file structure of the present system will next be described. Figures 5 and 6 are
conceptual diagrams of the file structure of the present system. In the present system,
a file is represented in a data structure shown in Figure 5. A file accessed by the user
terminal has a hierarchical structure comprising a "file object (also simply called a file)," a
"table object (also simply called a table),” and a "block object (also simply called a
block).” In this case, a “file object" includes a "table object," and a "table object"
includes a "block object." As shown in Figure 5, a "table object” may include a "table
object.” This conceptual diagram abstractly represents the file structure of the present
system (a data entity and where to store data will be described later).

[0099]

in this case, access to a file by the user terminal depends on the protocol used. For
example, a file system uses a "path name" for access to a file. NFS uses the "path
name” to search for a corresponding “file handle,” and subsequently uses the "file
handle" to access a file. HTTP uses "URL" for access to a file.

[0100]

A file is represented by "file-id" in the present system. As described above, "file-id" is
an 1D (identification information) unique to a file. In the present system, a file entity is a
table, which has information such as the length of a file (length) and the arrangement of
data (offset). As described above, a table can represent a table that can be recursively
placed, and a table can be placed in a table. A table has an interface to acquire a list of
component objects (fables or blocks) composing the table (a list of <offset, object-id>).
A block represents a data entity in the present system. A block has an interface to
access actual data (data existing on a virtual device).

[0101]
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The file structure of the present system is expressed as a "tree structure” in Figure 6.
The data structure to represent a file, in the present system, can be a recursive structure.
The file structure of the present system can therefore be expressed as a "tree structure”
as shown in Figure 6, and a block will be located in a leaf of the free siructure. In this
case, an object (a table or a block) can be expressed as a "box" having pieces of
information “object-id (table-id or block id)" and "length.”

[0102]

Figure 7 shows a specific example for illustrating the file structure of the present system.
A table (a top table) determined by a file object (file-id) in the example shown in Figure 7
is a table with a table 1D called "table-1," and it has "length”" information "950," and list
information “<0, block-20>, <100, table-3>, <600, block-12>, <750, table-10>."

[0103]

Executing "readAt" on the table "table-1" results in reading 100-byte-long data of
"block-20" placed in the location Offset 0, a table (a list) "table-3" placed in the location
Offset 100, 150-byte-long data of "block-12" placed in the location Offset 600, and a
table (a list) "table-10" placed in the location Offset 750. "readAt" is a command (an
interface) to read data. As described above, "Offset” is information indicating the
location in a file (the location in relation to the top of the file).

[0104]

The tables (lists) "table-3" and "table-10" can further be processed with "readAt." In this
case, the table "table-3" has "length" information "500" and list information "<0,
block-120>, <300, block-130>." Executing "readAt" on this table "table-3" therefore
results in reading 100-byte-long data of "block-120" placed in the location areaOffset 0
and 200-byte-long data of "block-130" placed in the location areaOffset 300. The table
"table-10" has "length" information "200” and list information "<0, block-800>, <50,
block-800>." Executing "readAt” on this table "table-10" therefore results in reading
50-byte-long data of "block-800" placed in the location areaOffset 0 and 150-byte-long
data of "block-900" placed in the location areaOffset 50. "areaOffset" is information

indicating an offset in an area indicated by the table concerned (the relative location in
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relation to the top of an area indicated by the table concerned).

[0105]

As a result, read from the table "table-1" are 100-byte-long data of "block-20" placed in
the location Offset 0, 100-byte-long data of "block-120" placed in the location Offset 100
(areaOffset 0), 200-byte-long data of "block-130" placed in the location Offset 400
(areaOffset 300}, 150-byte-long data of "block-12" placed in the location Offset 600,
50-byte-long data of "block-800" placed in the location Offset 750 (areaOffset 0), and
150-byte-long data of "block-900" placed in the location Offset 800 (areaOffset 50).
The area between Offset 200 and Offset 400 with no data is padded with "NULs."
[0106]

Referring to Figure 8, the mechanism of the present system will next be described. As
shown in Figure 8, the present system handies information related to tables and blocks
as abstracted objects, and holds the contents on virtual devices (servers or services) on
a network. The present system then distributes required information among the virtual
devices (servers or services) on the network, thereby eliminating the need fo store
management information on a particular server and/or a particular area.

[0107]

The data structure of a file will next be described. A file has unigue "file-id" indicating
the file. A file is also associated with "table-id" of a table (a top table) for representing
the contents of the file. In the present system, information related to the contents of a
file is only "table-id" written in the top table, and the details can be obtained by acquiring
data recursively from "table-id." As for implementation, a correspondence table
between "file-id" and the top table's "table-~id," too, may be stored as an object on the
network. The length of the file (length) is the same as the fength that can be acquired
by executing "getlLength” on the top table (length). This means "getl.ength(a certain file
object) = getlLength(top table of the certain file)." A file may have attribute information
(owner, authority to access, date and time of update) and/or management information.
[0108]

The definition of an object in the present system will next be described. An object has a
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unique identifier (object-id) to identify the object concerned, and information on the
length of data (length). 64-bit integers, UUIDs, and any character strings, for example,
may be used as "object-id." “length" is a non-negative integer and is represented by,
for example, a 64-bit integer. “length” of an object can be acquired by "getLength.”
Objects in the present system include blocks and data.

[0109]

A block is a kind of object, and has pieces of information "block-id" and "length." A
block can be calied Content. Data of a block (Content) can be acquired by
"getContent." A new block can be generated by using "putContent{block-id, content,
length)” to provide "block-id," "content,” and "length.” A block cannct be overwritten.
[0110]

A table is also a kind of object, and has pieces of information "table-id" and "length.” A
table has "a list of <offset, object-id>" Note here that "object-id" is "block-id" or
"table-id." Data of a table can be acquired by "getTable." A new table can be
generated by using "putTable(table-id, <offset, object-id>)" to provide "table-id" and
"<offset, object-id>." A table cannoct be overwritten. An entry <offset0, object0> can
be made on condition that "offset0 2 0 (the value of ‘offset’ is 0 or greater),”
“object0.getlength() > 0 (the value of 'length’ of the object concerned is greater than 0),"
and "offset0 + object0.getlength() < table.getl.ength() (the value of 'offset' added with the
value of length’ of the object concerned is the value of 'length' of the table or less)” are
all true.

[0111)

When accessing a block object, the present system, in which "block-id" corresponds to
data on a virtual device, uses a "service table (described later)" to determine information
required for access to the virtual device and acquire data (and length information)
associated with "block-id." When accessing a table object, the present system, in
which "table-id" corresponds to information on a virtual device, can acquire information
from the virtual device in the same way as for a block. The contents of information that

can be acquired in this case, however, are information of the table (i.e. the length of an
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area in a file represented by the table (length) and a list of <offset, object-id>}.

[0112]

The service table used for access to data described above contains pieces of
information "a unique 1D number" and "an access means." An means for access to a
service provided by a provider is, for example, "hitp://jigyousya.com/storage/%s." A
means for access to a network server is, for example, "10.0.50.11:/users/isi (for NFS}" or
"samba://10.0.60.1/public (for CIFS)," and a means for access to a physical device is, for
example, "/dev/sd0a." The service table will be detailed later.

[0113]

Commands (interfaces) used to store and acquire a block (Content) will be described
here. "putContent(block-id, length, content)" is used when a block is stored (newly
created). In this case, a virtual device is determined from "block-id,” and data
corresponding to the "block-id" is stored. For this, "HTTP PUT," "NFS WRITE,” or other
mechanisms fo store data appropriate for the virtual device may be used. In the
present system, as described above, a block can only be newly stored and cannot be
overwritten.

[0114]

"getContent(block-id)" is used when a block is acquired (data is acquired). In this case,
a virtual device is determined from "block-id," and data corresponding to the "block-id" is
acquired. For this, "MTTP GET," "NFS READ," or other mechanisms for data storage
appropriate for the virtual device may be used. The absence of data corresponding to
the "block-id" concerned will result in "ERROR."

[0115]

While only interfaces to store and acquire a block are defined in the above description,
any technique may be used for actual communications depending on virtual devices
{services, servers, efc.) as long as it can store or acquire data corresponding to
"block-id." For example, "http" may be used for general websites, and "rest," "xml,"
"xmi-rpe,” or the like may be used for Web services. "nsf,” "webdav," "cifs," “fip," or the

like may be used for network servers, and "ISCSI" or other usual storages may be used
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for physical devices.

[0116]

Commands {interfaces) used to store and acquire a table will next be described.
"putTable(id, length, list of <offset, object-id>)" is used when a table is stored (newly
created). This encodes "length" information and a list of <offset, object-id>. Note here
that "object-id” is "block-id” or "table-id.”" The simplest encoding technique is a method
by which these are written as character strings. Examples of encoding technigues
include: {1) a technique by which readable character sirings represent them (e.g. a
technigue by which "10" is expressed by a character string "10"); {(2) a technigue by
which they are stored in byte sequences {(e.g. a technique by which "int" is stored in a
4-byte sequence and “"long” is stored in an 8-byte sequenbe); and (3) a technique by
which data is stored as a "tuple {type, length, data)" sequence,

[0117]

In this case, a virtual device is determined from "table-id," and encoded data is stored in
the "table-id." For this, "HTTP PUT," "NFS& WRITE," or other data storage mechanism
appropriate for the virtual device may be used. As for implementation, "putContent,”
which is used to store a block, may be used. In the present system, as described
above, a table can only be newly stored and cannot be overwritien.

[0118]

"getTable(table-id)" is used when information of a table is acquired. In this case, a
virtual device is determined from "table-id," and data corresponding to the "table-id" is
acquired. For this, "HTTP GET," "NFS READ," or other mechanisms for data storage
appropriate for the virtual device may be used. As for implementation, "getContent,”
which is used to acquire a block, may be used. Decoding acquired information of a
table allows "length" and "a list of <offset, object-id>" to be acquired.

[0119]

This case requires that "'(sub) length’ acquired from each 'object-id' should not reach the
next 'offset.”™ "length" of "object-id" located at the last "offset" is required to satisfy that

"length' of the table > the last 'offset’ + (sub) length (the value of the last 'offset’ added
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with the value of ‘(sub) length' is the value of length’ of the table or less)."

[0120]

Next, interfaces common to all of files, tables, and blocks (common interfaces) will be
described. A common interface for writing is "writeAt.” “writeAt" receives “offset,”

o9

"length," and “a byte sequence of data." If assigned "object-id," "object_offset,"” "buffer”
"bufoff,” and "buflen," then "writeAt{object-id, object_offset, buffer, bufoff, buflen)" returns
new “object-id" having updated data. A common interface for reading is "readAt."
"readAt" receives "offset,” "length,” and "information on a data area fo be read.” If
assigned "object-id," "object offset" "buffer,” “bufoff" and "buflen,” then
"readAt(object-id, object_offset, buffer, bufoff, buflen)" copies data read from the area
concerned to an area indicated by "buffer,” "bufferoff,” and "bufferlen," and returns the
length of the read data "length.”

[0121]

in this case, "object-id" is "file-id,” "table-id," or "block-id." "object_offset” is information
indicating the relative location (an offset) in the object concerned. "buffer," "bufoff,” and
"buflen" are pieces of information indicating a "buffer.” Read and write requests
express actual receiving and passing of data in the form of data with a byte length of
"buflen" starting from the relative location indicated by "bufoff” in a data area starting
from a pointer called "buffer." When writing is executed by "writeAt," data to be written
is acquired from the above-described data area (buffer area) and the data is written.
When reading is executed by "readAt," data is read by copying read data to the
above-described data area (buffer area).

[0122]

While only interfaces common 1o all of files, tables, and blocks are defined in the above
description, actual operations may be defined separately for files, tables, and blocks.
{0123]

An implementation example of functions of the present system will next be described.
The function of creating a new file (CREATE) is implemented by "create." This "create”

is an interface to create a new file with no length. The internal process of "create” is {0
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assign a new "file-id" first, set the top table of the "file-id" to "EMPTY_TABLE," and return
the "file-id." Note here that "EMPTY_TABLE" is a special table whose length is zero
and whose number of list elements is zero. This does not have any actual data and
therefore need not be substantial on a virtual device, and only a special object ID (an ID
common to all files that indicates an empty table) exists. it can be said that "create"
only assigns “file-id."

[0124]

The function of writing to a file (a file object) (WRITE-1) is implemented by
"writeAt(object-id, object offset, buffer, bufoff, buflen).” in this case, "object-id" is
"fite-id." This writing to a file involves executing a process of increasing one level in the
hierarchical structure (increasing the depth of the tree structure by one level) if
"object_offset" is large enough, that is, for example, if "object_offset” is “4 MB x 1000°" or
larger for the current depth of the hierarchy, d. At this time, a new table having the
"current length” and <0, table-id of tap table> is created, and "table-id" of the top table of
the file concerned is rewritten. Executing "writeAt(table-id, object_offset, buffer, bufoff,
buflen)" on "able-id" associated with a file causes a new assigned "table-id" fo be
registered as the top table. This causes the special object iD or previous "table-id" to
be rewritten to the new "table-id." "writeAt" is required to return the ID of an updated
object and, on writing to a file, it will rewrite only the top table and return its own "file~id."
[0125]

The function of writing to a table (a table object) (WRITE-2) is implemented by
"writeAt{(object-id, object_offset, buffer, bufoff, buflen).” In this case, "object-id" is
"table-id." This writing to a table involves repeating the following processes (1) to (4) as
long as "buflen” > 0,

[0126]

Process (1) involves searching the list for a sub (lower-level) object {table or block)
corresponding to "object_offset." For example, a case where “object_offset + bufoff"
falls within "offset + getlength()" of each element of the table is searched for.

[0127]
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Process (2), in the absence of a corresponding object, involves executing "createld()" to
create "newld," and executing "putContent{newld, writelen, (buffer, bufoff, writelen))” to
update the list with the "newld" assigned as a sub object located at "object offset.”
Note here that "writelen" is "Min(buflen, (offset of the next object - object_offset)).”
[0128]

Process (3) involves executing "writeAt{child-id, object_offset - child-offset, buffer, bufoff,
writelen)" on "child-id" of a corresponding object to update the list with the "newld"
assigned as a sub object corresponding to "child-offset.” Note here that "child-id" is an
ID indicating the corresponding sub object. "child-length” is the length of the sub object
(i.e. the length acquired by getl.ength(child-id}), and "child-offset” is the value of offset of
the sub object. "writelen” is "Min(buflen, child-length).”

[0129]

Process (4) involves updating parameters by substituting "object offset” with
"object_offset + writelen" and "buflen™ with "buflen - writelen," regardless of the presence
or absence of a corresponding object.

[0130]

This writing to a table involves substituting "length” with "object_offset + buflen” if "length
< object offset + bufien” is true for the current length, "length." Also involved are, for a
resulting list "list" and the above-described "length," executing “createld()" to create
"newld," executing "putTable(newld, length, list)," and then returning "newld.”

[0131]

The function of writing to a block {a block object) (WRITE-3) is implemented by
"writeAt(object-id, object_offset, buffer, bufoff, buflen).” In this case, "object-id" is
"block-id." This writing to a block involves executing a process of reading current data
of a block concerned. For example, "currentData” is read by "getContent(object-id).”
"currentLength” is the length of the byte sequence (actual data) of this "currentData.”
Writing to a block involves overwriting a part, starting from “object_offset,” of the byte
sequence of “currentData” with data of "(buffer, bufoff, min(buflen, currentl.ength))."

Further involved are, for resulting data and the above-described "currentLength,”
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executing "createld()" to create "newld," executing "putContent{newld, currentl.ength,
currentData),” and then returning "newld."

[0132]

The function of reading from a file (a file object) (READ-1) is implemented by
"readAt(object-id, object_offset, buffer, bufoff, buflen)." In this case, "object-id" is
“file-id." If "object_offset" is the current length "length” or greater in this reading from a
file, "END-OF-FILE" is returned since there is no data to be read. "readAt (table-id,
object_offset, buffer, bufoff, min{buflen, length - object_offset)}" is executed on "table-id,"
which is the top table of the file.

[0133]

The function of reading from a table (a table object) (READ-2) is implemented by
"readAt(object-id, object offset, buffer, bufoff, buflen).” In this case, "object-id" is
"table-id." This reading from a table involves repeating the following processes (1) to
{(4) as long as "buflen" > 0.

[0134]

- Process (1) involves searching the list for a sub (lower-level) object (table or block)
corresponding to "object_offset.”

[0135]

Process {2), in the absence of a corresponding object, involves padding an area of
"(buffer, bufoff, readlen)” with NUL characters, where "readlen = Min{buflen, (offset of
the next object - object_offset)).”

[0136]

Process {3), in the presence of a corresponding object, involves executing
‘readAt(child-id, object offsel - child-offset, buffer, bufoff, readien)" on its “child-id."”
Note here that "child-id" is an 1D indicating the corresponding sub object. "child-length”
is the length of the sub object (i.e. the length acquired by getlLength(child-id)), and
"child-offset” is the value of offset of the sub object. "readlen” is "Min(buflen,
child-tength)."

[0137]
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Process (4) involves updating parameters by substituting "object offset" with
"object_offset + readlen," "buflen” with "buflen - readlen,” and "bufoff” with "bufoff +
readlen," regardiess of the presence or absence of g corresponding object.

[0138]

The function of reading from a block (a block object) (READ-3) is implemented by
"readAt{object-id, object offset, buffer, bufoff, buflen)." In this case, "object-id" is
"block-id." This reading from & block involves executing a process of reading current
data of a block concerned. For example, ‘currentData” is read by
"getContent(object-id).” “currentLength" is the length of the byte sequence (actual
data) of this "currentData.” Reading from a block involves loading "readlen” bytes of
data, starting from "object_offset," of the byte sequence of "currentData” into "(buffer,
bufoff, readlen),” and then returning "readlen.” Note here that "readlen” is "min(bufien,
currentLength).”

0138}

Specific examples of file reading and file writing will next be described. Figure 9 shows
an example of file read access in the present system. As shown in Figure 9, if an
access to read a file is made by a user terminal, "file-id" to identify a file object is
calculated first. Then, "table-id" corresponding to the “file-id" is acquired by using a
correspondence table between "file-id" and "table-id." A table 1D called "table-1," for
example, is acquired here. As for implementation, as previously described, the
correspondence table between "file-id" and "table~id," 100, may be stored as an object on
the network.

[0140]

The contents of "table-1" are then acquired from Provider A by using a virtual device
selection algorithm (described later). The contents "650, <0, table-2>, <300, table-3>,"
for example, are acquired here. Subseguently, the contents of "table-2" and "table-3"
are recursively acquired. In the example of Figure 9, the contents of "table-2" are "300,
<0, block-a>, <100, block-b>, <200, biock-c>," and the contents of "table-3" are "200, <0,

block-d>, <100, block-e>." Then, in accordance with the contents of these tables,
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100-byte-long data of "block-a" placed in the location Offset 0, 100-byte-long data of
"block-b" ptaced in the location Offset 100, 100-byte-long data of "block-c* placed in the
focation Offset 200, 250-byte-long data of "block-d" placed in the location Offset 300
(areaOffset 0), and 100-byte-long data of "biock-e" placed in the location Offset 550
(areaOffset 250) are read.

[0141]

Figures 10 to 14 shows an example of file write access in the present system. Creation
of a new file will be described here first. As shown in Figure 10, if an access to write a
file is made by a user terminal, a new file is first created by the function of "CREATE."
The top table is set to "EMPTY_TABLE" then.

[0142]

A process of writing 100 bytes of data from the top will next be described. This writing
to a file is executed by the function of "WRITE-1." For example,
"writeA{EMPTY _TABLE, 0, data, 0, 100)" is execuied on the f{fop table
"EMPTY_TABLE." Writing to the table is subsequently executed by the function of
"WRITE-2." In this case, a block is created since there is no block corresponding to
"offset.” For example, a block "block-a" is created by "block-a = createld()" and
"putContent(block-a, 0 - 0, data, 0, 100), " and the list is updated. After that, the
process exits from the main loop of "writeAt," updates "length” to “100," then executes
"table-x = createld()" and "putTable(table-x, 100, <0, block-a>)" and returns “"table-x."
The top table is then set to this "table-x," and the process ends.

[0143]

A process of writing "150 bytes" of data from "offset = 50" {data) will next be described
with reference to Figures 11 and 12. As shown in Figure 11, writing to a file is first
executed by the function of "WRITE-1." In this case, "writeAl(table-x, 50, data, 0, 150)"
is executed on the top table "table-x." Secondly, writing to the table is executed by the
function of "WRITE-2." In this case, "wiriteAl{block-a, 50 - 0, data, 0, 50)" is executed
on a block "biock-a" whose "offset” is "50," as a first loop "loop-1." Subsequently,

100-byte "orig" which is current data of "biock-a" is loaded and “orig" is overwriten at
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"offset = 50" with "(data, 0, 50)" by the function of "WRITE-3." After that, a new block is
created by "block-b = createld()" and "putContent(block-b, 100, orig).” The list is then
updated with the above-described "block-b" assigned as a new block. The resuiting
new list is <0, block-b>.  After that, the process goes to the next loop with
“object_offset" set to "50 + 50 = 100," "buflen” to "150 - 50 = 100," and "bufoff" fo "0 + 50
=50."

[0144]

in the second loop "oop-2," as shown in Figure 12, there is no block whose "offset” is
"100," and therefore "block-c = createld()" and "putContent(block-c, 100, {data, 50,
100))" are executed to create a new block. This causes the list of the table to be
updated, and the new list becomes "<0, block-b>, <100, block-c>." At this time,
"object_offset” is set to "100 + 100 = 200," "buflen” is set to "100 - 100," and "bufoff" is
set to "50 + 100 = 150." In this case, the loop ends since "buflen” becomes zero.
Subsequently, "length” is set to "200," then "table-y = createld()" and "putTable(table-y,
200, <0, block-b>, <100, block-c>)" are executed to create a new table, and “table-y" is
returned.  After that, the process ends with the top table of the file set to "table-y."
[0145]

A process of writing "200 bytes" of data from "object_offset = 10000" (data2) will next be
described with reference to Figures 13 and 14. As shown in Figure 13, writing to a file
is executed by the function of "WRITE-1." In this case, "object-offset" is judged to be
farge enough, and a process of increasing the depth of the hierarchy is executed. That
is, @ new table is created with the current "table-y" being a single element. This only
causes change in the depth of the table, and the value that can be acquired by
"getlLength()" is the same as "table-y," "table-o = createld()" and "putTable{table-a, 200,
<0, table-v>}" are executed for the newly created table. "writeAt{table-a, 10000, data2,
0, 200)" is then executed on this newly created "table-o..”

[0146]

Subsequently, writing to "table-a" is executed by the function of "WRITE-2." In this

case, there is no existing element at "object_offset = 10000," and therefore "block-d =
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createld()" and "putContent(block-d, 200, (data2, 0, 200))" are executed to create a new
block., Each type of parameter is updated after that. In this case, "object_offsel" is set
to "10000 + 200 = 10200," "buflen” is set to "200 - 200," "bufoff" is set to "0 + 200 = 200"
_ and the loop ends.

[0147]

in this case, as shown in Figure 14, "length™ is sat to "10200" to update the length since
"length < object_offset + len." In addifion, the list of the table is updated. A new table
is given by "table-z = createld()" and "puiTable(table-z, 10200, <0, table-y>, <10000,
block-d>)." Finally, the process ends with the top table of the file set to "table-z."
[0148]

Assignment of new |Ds in the present system will be briefly described here. New object
IDs are created by "createld" in the present system. It is then required to guarantee
uniqueness of object IDs. Uniqueness of object 1Ds is utilized in service tables. For
example, when UUIDs are used, unique 128-bit values are generated with a technique
described in RFC. When 64-bit integers are used, "64 bit long generator (original}* may
be used.

[0149]

"Service tables” used in the present system will be described next. When relevant
contents are acquired from an object ID (a table 1D, a block 1D, efc.), the present system
uses an algorithm to determine "a service {(or a server) storing the contents." The
present system therefore requires no provision for any database and huge management
table. Thatis, the present system does not require any dedicated management server
or area for management information since a service can be determined by "calculating”
with the algorithm.

[0150]

A service table indicates a method of acquiring an object from an object ID. The
present system allows a service (or a server) to be determined from an object |D by an
"algorithm” as described above, and a service table is used to acquire information on

"means of access” to services (or servers). Service tables include "static" ones with
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simple implementation and operation, and "dynamic" ones with easy service table
update (addition, modification, and removal of services).

[0151]

A static service table allows a service to be determined by calculating a "hash code” from
an object ID and using the remainder left when the calculation result is divided by the
number of services, N. A dynamic service table, where each service name (unique
name) is converted to a hash value, determines a service whose hash value is closest io
an object {D.

[0152]

Through the use of such a service table (a static or dynamic service table), the present
system eliminates the need for a dedicated management table, allows for eliminating a
single point of failure in the system, and provides easy backup. Assigning a different
service for each object ID enables distributed processing. Time for calculation using
the algorithm to determine a service is short (e.g. the processing time is of the order of
"O(1).

[0153]

information contained in a service table includes information on service providers, URis
or other "location” information, authentication information for using services, or other
additional information depending on services. Information on a service provider may be
“local” information if the network is its own network. "location” information includes
protocol information such as "hitp, nfs, cifs, ftp, and webdav," and path information such
as "%c (replace with an object ID)" and "%u (replace with a user ID)" (information for
exchanging parameters as required). Authentication information for using services
includes user IDs, passwords, and authentication key information as required.
Additional information depending on services includes weight, encryption techniques,
and various types of parameters (block size, paralielism, queue size, etc.).

[0154]

Figure 15 shows an example of a static service table. In this case, a service table

having the numbers 0 to (S-1) is created for S services. When a service is determined
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from an object ID, a hash value {e.g. 13562) is first calculated from the object ID {e.g.
0a12cd-05201a- . . . -ab00fa). A service is determined from the remainder left when
this hash value is divided by the number of services S. For example, if the number of
services is three {i.e. S = 3), then 13562 mod 3 = 2, and the service provider is
determined to be "Provider C." The above-described parameter exchange is executed
for the access method, and then an access is made to the service of this Provider C.
[0155]

Figure 16 shows an example of a dynamic service table. In this case, an SHA1 hash is
calculated for each service to create a service table. When a service is determined
from an object ID, an SHA1 hash value (e.g. 60ab) is first calculated from the object ID
(e.g. 0a12cd-05201a- . . . -ab00fa). A service is then selected that is assigned with a
range covering this SHA1 hash value. The above-described parameter exchange is
executed for the access method as is the case in Figure 15, and then an access is made
to the service.

[0156]

The present system can use a DHT (Distributed Hash Table) as a technique for
dynamically adding and removing a service. For example, as shown in Figure 17,
suppose that eight servers (Server A to H) providing services are each assigned with key
information (ID) and the coverage of each server is determined in advance based on its
iD. 1D of each server may be determined from part (e.g. the first two digits) of an SHA1
hash value calculated from a unique name of the server. For example, suppose that
the coverage of Server A is set "from 08 to 34," the coverage of Server B is set "from 35
to 48," ...  Then, since part of the SHA1 hash value {e.g. the first two digits) is "60" for
the above object ID, the server to provide a service is determined to be "Server D"
(covering "from 60 to 90").

[0157]

Features of the present system will be described below. One feature of the present
system is a random access (random access {/0) capability. The present system aliows

for data access using a tree structure and for the update, addition, and deletion of data in
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any location in the processing time of the order of "O(log N)" (where N = file size). A
fixed array would restrict the size of a file that can be stored, and a list structure would
require the processing time of the order of "O(N)." The present system designates an
offset and area to perform an update when writing, and therefore has the advantage that
updates are required only for a block requiring an update and for its upper-level table or
tables. The present system designates an offset and area o read when reading, and
therefore has the advantage that reading is required only for a table and block requiring
reading.

[0158]

The present system is also characterized by the virtually unlimited file size. Thatis, the
file size is virtually unrestricted since there is no fixed-length array and, for example, if
the block size is 4 MB and the number of elements per table is 1024, "4MB x 1024 x
1024 x 1024 x 1024 = 4EB" can be expressed with a depth of four. Since the data
structure is a tree-type recursive structure, the brocessing time for searching for, adding,
and removing data is of the order of "O(log N}" for the file size N, and thus an access can
be made at a practical speed (sufficient speed).

[0159]

The present system is also characterized in that required minimum management
information is only a pair of “file-id” and "table-id." That is, the present system requires
only "file-id" indicating a file and "table-id" which is the top thereof and, in terms of
implementation, a pair of "ile-id" and "table-id" can alsc be stored as an object on a
network. For example, they can be distributed as an object having a single value with
"file-id" being a key. Unlike a table or block, a pair of "file-id" and "table-id" is an object
that can be overwritten. A service table may be separately managed, to be allowed to
include only reference information that is independent of the volume of files or data.
[0180]

Another feature of the present system is that a sparse file can be easily implemented.
A sparse file is "padded with NULs" where space is not used. Therefore, for example, if

"readAt" is executed, an area with no data is read as "NUL" data. This allows the
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logical file size to be increased without using any physical storage capacity. A first
advantage of a sparse file is that logically a file of a virtually unlimited size can be
created. The structure of a file can be expressed by tables alone, and areas where
there is no data are read as "NUL" data. A second advantage of a sparse file is that a
block is created only when data is actually written. As for where no data is writien,
required capacity is minimized (to table information only).

[0161}

The present system is also characterized by the capability to achieve safe data writing in
combination with encryption. Safe data writing can be achieved by a user encrypting an
entire file in advance. Any encryption scheme can be used. In the present system, an
encrypted file is divided into multiple blocks, which are then stored on a plurality of virtual
devices (e.g. service providers) in a distributed way. As for decryption of a file, a file
may be decrypted on the user side after it is reconstructed by collecting fragments from
virtual devices. This feature allows encrypted data to be stored more safely. In this
case, each virtua) device will have only fragments of an "encrypted file" and therefore, if
virtual devices are service providers, an original fite cannot be generated from data of a
particular service provider alone.

[0162]

One feature of the present system is the capability for an atomic update (an indivisible
update process without any intermediate state). An update of a file is finalized by an
atomic rewrite of "table-id" of its top table. A component of a file, "object-id," is newly
created each time, and "table-id" and "block-id" are both assigned with new IDs each
time an "update” is performed. That is, once "table-id" is determined, its contents
remain the same and will not be changed since then. With such a feature, the present
system can get a benefit that "reading can be done during writing." Since a file is
always in its "integrity,” a file remains unchanged before "table-id" of its top table is
rewritten, and the contents of a file become updated immediately after “table-id" of its top
table is rewritten. So, "reading can be done during writing” even if a file is not locked.

The present system can also get a benefit that "it is easy fo take a copy and snapshot.”
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Methods of taking a copy and snapshot include, for example, a method by which
“table-id" of an existing file is copied for a new “file-id." This ensures the identity of the
contents of an identical “table-id."

[0163]

Another feature of the present system is easy distributed processing among clients.  As
shown by broken lines in Figure 18, sometimes there is a concentration of accesses to
one client apparatus for, for example, popular VOD (video on demand), a homepage
during an event, or "distributed processing” to analyze large volumes of data. In such
cases, it is desirable to process the concentrated accesses in a distributed way. ltis
desirable to distribute the load also when there are many asynchronous accesses.
[0164]

The present system arranges a plurality of (multiple) virtual storages (“client
apparatuses” described above) such that each of the virtual storages acquires required
file information (a pair of file-id and table-id). Distributed processing can therefore be
achieved by each of the virtual storages independently accessing a virtual device as
shown by solid lines in Figure 18. For example, if the virtual devices are service
providers, the load can be distributed among providers. |If the virtual devices are
servers, the load can be distributed among servers. Individual virtual storages on the
front end do not interfere with one another in both cases. The present system also
allows load distribution to be easy particularly for a large-volume file. In such a case,
accesses are statistically distributed since there are many component tables and blocks.
As a result, the present system can achieve an "access distribution” mechanism with
extremely high scalability.

[0165]

For example, a file stored and managed by the present system may be class information
of an object-oriented program, and a program designated by a user of the present
system may be allowed to be executed on a server. In that case, a user (a client
apparatus) of the present system and a server may share class information, which is the

definition of a program. When class information is shared, a user, for example and as
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shown in Figure 19, registers class information on servers of the present system, informs
each server of the file ID, and then insiructs to execute the program. Each server can
use the file ID to acquire from the present system the class information required to
execute the program.

[018686]

The present system is also characterized by the capability to provide a high throughput
through parallel disiributed processing. Figure 20 illustrates parallel distributed
processing in the present system. As shown in Figure 20, for example, when a table is
written fo, writing processes can be executed in parallel and in a distributed way for each
object (table or block) in a list held by the table. When a table is read from, reading
processes can be executed in parallel and in a distributed way for each object (table or
block) in a list held by the table. In this way, for example, both processes of writing
to/reading from one table can be executed in parallel and in a distributed way for the
number of elements of a list in the table, N (e.g. 1024). As a resulf, the present system
aliows parallel distributed processing fo work more effectively as the file size becomes
larger, and thus can achieve a high throughput.

[0167]

The present system is characterized by its approach to implementing duplication and
redundancy. The method of achieving redundancy in the present system is "to make
copies to a piurality of virtual devices." That is, an object (a table or block) is copied fo a
plurality of virtual devices when writing is executed, and an object is read from one of the
above virtual devices when reading is executed. A service table can be used for
selection of virtual devices to which copies are made. "A virtual device next” to a virtual
device on which an object is {o be stored originally is selected in the present system. In
this case, a plurality of virtual devices are selected according to the redundancy (=
mutltiplicity = the number of copies). [f the service table is a static one, "a next virtual
device" is determined based on the remainder left when divided by N. For example,
"the remainder left when n is divided by N, the remainder left when (n-1) is divided by N,

the remainder left when (n-2) is divided by N, . . " are determined as relevant virtual
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devices. If the service table is a dynamic one, a server previous to a relevant virtual
device is determined as a relevant virtual device. In the writing process, data of the
same object is written to all relevant virtual devices. In the reading process, reading is
executed in succession on relevant virtual devices and, when there is a first response, it
is used as data 0 be loaded. Alternatively, reading is executed in paraliel on relevant
virtual devices, and the earliest response is used as data to be loaded.

[0168]

Figure 21 illustrates a feature of the present system. As shown in Figure 21, storing a
file as multiple blocks and accessing them in parallel, the present system can achieve
access performance and storage capacily proportional to the number of storage
apparatuses. In this case, client apparatuses {which can also be called access nodes)
can be increased in number depending on access performance. Storage apparatuses
(which can also be called core nodes) can be added in a scalable way depending on the
capacity. In other words, the present system may be said to use a sophisticated
distributed computing technique to allow both performance and capacity to be in
proportion to the number of apparatuses, which may contribute to easy expansion (scale
out).

[0169]

While there have been described embodiments of the invention, the invention is not
limited by the description herein and it is 2 matter of course that various changes and
applications may be made thereto by those skilled in the art within the scope of the

invention.

INDUSTRIAL APPLICABILITY
[0170]
As stated above, the storage service provision apparatus of the invention is useful since

it can be used for, for example, storage services or other cloud services.

DESCRIPTION OF THE SYMBOLS
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[0171]
- Distributed storage service provision system (the present system)
: User terminal
. Client apparatus (Storage service provision apparatus)

: Storage apparatus

1

2

3

4

5: Communications unit
6: Read/write processor unit
7: Service table memory unit
8: Communications unit

9. File object manager unit

10: File object storage unit
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Claims:

1. A storage service provision apparatus to be connected with a plurality of storage
apparaiuses over a network for providing a file storage service by use of the storage
apparatuses, wherein

the file in the storage service is divided to a plurality of areas and distributed to be stored
in a plurality of storage apparatuses,

each of the plurality of storage apparatuses comprises means for storing objects and for
returning an object identified by object identification information in response o a request from
the storage service provision apparatus, and

a plurality of objects stored in the siorage apparatuses include a block object having
data composing an area of the file, and a management information object having, as
management information, a set of object identification information and offset information
indicating which area in the file an object identified by the object identification information
corresponds fo,

the storage service provision apparatus comprising:

means for determining a first object identification information corresponding to a file to
be read, and for acquiring a management information object identified by the first object
identification information by requesting an object to a storage apparatus identified by the first
object identification information;

means for referring fo the management information contained in the management
information object acquired to determine one or more second object identification information,
and for acquiring at least either of a block object and a management information object which
are one or more object identified by the second object identification information by requesting an
object to a storage apparatus identified by the second object identification information;

means for acquiring one or more block object identified by a third object identification
information by recursively performing an action, the action being determining, in a case where
an object acquired is a further management information object, referring to the management
information contained in the further management information object to determine one or more
third object identification information and requesting an object to a storage apparatus identified
by the third object identification information; and

means for making the file by arranging date of respective block objects in areas
indicated by offset information, the offset information being determined from the management
information having been referred to for acquisition of the block object.
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2. The storage service provision apparatus according fo claim 1,
wherein at least two management information objects including at least one further
management information object belong to one file, and a plurality of management information

objects belonging to one file are distributed to be stored in a plurality of storage apparatuses.

3. The storage service provision apparatus according to claim 1 or 2,
wherein at least two block objects belong to one further management information object,
and a piurality of block objects belonging to one further management information object are

distributed to be stored in a plurality of storage apparatuses.

4, The storage service provision apparatus according to one of claims 1 to 3,

wherein the management information object identified by the first object identification
information contains two or more pieces of second object identification information, and

wherein a process to request a storage apparatus determined based on one of the two
or more pieces of second object identification information for return of one further management
information object identified by the piece object identification information and a process to
request a storage apparatus determined based on another of the two or more pieces of second
object identification information for return of another further management information object

identified by the piece of object identification information are performed in parallel.

5. The storage service provision apparatus according to one of claims 1 to 4, further
comprising:

means for dividing a file to be written to a plurality of pieces of data to generate a
plurality of block objects, and for assigning object identification information to respective block
objects;

means for creating information for constructing the file from data of the respective biock
objects to generate a plurality of management information objects in a hierarchical structure,
and for assigning object identification information to respective management information
objects;

means for determining at least one of the plurality of storage apparatuses based on
object identification information, and

means for transmitting the respective block objects and the respective management

information objects to respective storage apparatuses determined based on their object
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identification information to make them stared there.

8. The storage service provision apparatus according to claim 5,

wherein object identification information for determining a storage apparatus is assigned
such that one management information object and another management information object
among the plurality of management information objects belonging to the file are stored in
different ones of the plurality of storage apparatuses.

7. The storage service provision apparatus according to one of claims 1 fo 6,

wherein the object identification information is information capable of uniquely identifying
an object among ali management information objects and block objects stored in the plurality of
storage apparatuses.

8. The storage service provision apparatus according to one of claims 1 {o 7,
wherein one part of the plurality of storage apparatuses and another part of the plurality
of storage apparatuses are of storage services provided by different service providers, and
wherein a request for an object to a storage apparatus by the storage service provision
apparatus is done by regarding the storage apparatus as a server and the storage service
provision apparatus as a client, via an access protocol selected by a service provider of the

storage apparatus.

9. The storage service provision apparatus according to one of claims 1 to 8,

wherein determination of a storage apparatus based on the object identification
information is done by determining a value of the remainder left when a result of a
predetermined calculation made on a value of the object identification information is divided by

the number of the plurality of storage apparatuses.

10. The storage service provision apparatus accerding to one of claims 1 to 8,

wherein determination of a storage apparatus based on the object identification
information is done by having each of the plurality of storage apparatuses assigned with a range
of value to be covered by the storage apparatus and comparing a result of a predetermined
calculation made on a value of the object identification information with the range of value to be

covered by each storage apparatus.
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1. A system comprising a client annaratus and 2 plurality of stora cnnecisd
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a user with a file storage
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with the client apparatus over a network, the client apparatus providin
service, wherein

the file in the storage service is divided to a plurality of areas and distributed to be stored
in a plurality of storage apparatuses,

each of the plurality of storage apparatuses comprises:

means for storing objects; and

means for returning an object identified by object identification information in response to
a request from the client apparatus, and

a plurality of objects stored in the storage apparatuses include a block object having
data composing an area of the file, and a management information object having, as
management information, a set of object identification information and offset information
indicating which area in the file an object identified by the object identification information
corresponds to,

the client apparatus comprising:

means for determining a first object identification information corresponding to a file to
be read, and for acquiring a management information object identified by the first object
identification information by requesting an object to a storage apparatus identified by the first
object identification information;

means for referring to the management information contained in the management
information object acquired to determine one or more second object identification information,
and for acquiring at least either of a block object and a management information object which
are one or more object identified by the second object identification information by requesting an
object 1o a storage apparatus identified by the second object identification information;

means for acquiring one or more block object identified by a third object identification
information by recursively performing an action, the action being determining, in a case where
an object acquired is a further management information object, referring to the management
information confained in the further management information object to determine one or more
third object identification information and requesting an object to a storage apparatus identified
by the third object identification information; and

means for making the file by arranging data of respective block objecis in areas
indicated by offset information, the offset information being determined from the management
information having been referred to for acquisition of the block object.
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12.  The system according to claim 11,

wherein at least two management information objects including at least one further
management information object belong to one file, and a plurality of management information
ohjects belonging to one file are distributed to be stored in a plurality of storage apparatuses,

wherein the system has a plurality of ciient apparatuses, and

wherein, when a first client apparatus and a second client apparatus are to acquire an
identical file for respective users, a process for requesting return of one of the plurality of
management information objects by the first client apparatus and a process for requesting
retumn of another of the plurality of management information objects by the second client
apparatus are performed in parallel.

13. A method for providing a file storage service by a computer connected with a plurality of
siorage apparatuses over a network, the computer using the storage apparatuses, wherein

the file in the storage service is divided 1o a plurality of areas and distributed to be stored
in a plurality of storage apparatuses,

each of the plurality of storage apparatuses stores objects and returns an object
identified by object identification information in response to a request from the storage service
provision apparatus, and

a plurality of objects stored in the storage apparatuses include a block object having
data composing an area of the file, and a management information object having, as
management information, a set of object identification information and offset information
indicating which area in the file an object identified by the object identification information
corresponds to,

the method comprising:

determining a first object identification information corresponding to a file to be read, and
acquiring a management information object identified by the first object identification information
by requesting an object to a storage apparatus identified by the first object identification
information;

referring to the management information contained in the management information
object acquired to determine one or more second object identification information, and acquiring
at least either of a block object and a management information object which are one or more
object identified by the second object identification information by requesting an object to a
storage apparatus identified by the second object identification information;

acquiring one or more block object identified by a third object identification information



by recursively performing an action, the action being determining, in & case w
acquired is a further management information object, referring to the management information
contained in the further management information object to determine one or more third object
identification information and requesting an object to a storage apparatus identified by the third
object identification information; and

making the file by arranging data of respective block objects in areas indicated by offset
information, the offset information being determined from the management information having

been referred to for acquisition of the block object.

14. A program for causing a computer connected with a pluraiity of siorage apparatuses
over a network to operaie as an apparatus for providing a file storage service by use of the
storage apparatuses, wherein

the file in the storage service is divided to a plurality of areas and distribuied to be stored
in a plurality of storage apparatuses,

each of the plurality of storage apparatuses stores objects and returns an object
identified by object identification information in response to a request from the storage service
provision apparatus, and

a plurality of objects stored in the storage apparatuses include a block object having
data composing an area of the file, and a management information object having, as
management information, a set of object identification information and offset information
indicating which area in the file an object identified by the object identification information
corresponds to,

the program comprising:

a program code for determining a first object identification information corresponding to a
file to be read, and for acquiring a management information object identified by the first object
identification information by requesting an object to a storage apparatus ideniified by the first
object identification information;

a program code for referring to the management information contained in the
management information object acquired to determine one or more second object identification
information, and for acquiring at least either of a block object and a management information
object which are one or more object identified by the second object identification information by
requesting an object 1o a storage apparatus identified by the second object identification
information;

a program code for acquiring one or more block object identified by a third object
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identification information by recursively performing an action, the action being detarmining, in 2
casé where an object acquired is a further management information object, referring to the
management information contained in the further management information object to determine
one or more third object identification information and requesting an object to a storage
apparatus identified by the third object identification information; and

a program code for making the file by arranging data of respective block objects in areas
indicated by offset information, the offset information being determined from the management

information having been referred to for acquisition of the biock object.
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ABSTRACT

Many storage apparatuses are used to allow a large number of files of various
sizes to be stored, with single-point-of-failure factors in the system reduced.

A storage service provision apparatus {3) provides a service to store a file by
means of a plurality of storage apparatuses (4) connected therewith over a network. A
file to be written is divided into one or more pieces of data, and object identification
information is assigned to each data component of the file (block object). Information
for constructing the file using data of each block object (a management information
object) is created, and object identification information is assigned to the management
information object. Each block object and the management information object are then
transmitied fo and stored on their respective storage apparatuses (4) of the plurality of

storage apparatuses (4) determined based on their own object identification information.



